e
CISCO.

contents

CisCco Cyber Vision . . . ... 1
InStallation. . .. .. 1
Global Centerand Center . . ... .. 1
SENSO S . .« o e 1
Configuration . . .. ... 3
LICeNSING . . . o e 3
PrESElS . e 3
ACtiVE DISCOVEIY . . . o 3
Baseline. . . .. 4
Upgrade . ... 5
Global Centerand Local Center. . . ... i e 6
Knowledge Database. . . ... ... e 6
INtegrations . . . . . 6
ANAlY SIS . . 7
PrESElS . e 7
Reports and Events . . .. ... e 8
Packet Capture . . ... .. 9
ISA 3000 . ..o 9
InStallation. . .. .. . 9
Hardware Installation . . . .. ... . e 9
Software Installation . ... ... . . . . 10
Connecting tothe Network . ... ... .. 10
Configuration . . ... . 10
Connection to FMC . . .. . 10
Device Configuration in FMC . . . .. .. ... . . . . . . . 10
Software Upgrade. . . ... .. 13
Firepower Management Center . ... ... ... . . . 14
InStallation. . .. .. . e 14
Configuration . . .. .. ... 14
Basic Configuration . ... ... 14
LICENSING . . oo e e 14
Network ObJECES . . . . .. o 14
Access Control Policy . . ... 15
INtrusion POliCY . . ..o e e 17

Cisco Systems, Inc.  www.cisco.com



File and Malware Policy . . ... ... .. . . . 18

P PIOCESS OIS & o v vt et et 19
Network DiSCOVery. . .. .. e 19
Hardware Bypass. . . .. ... 20
Upgrade. . ..o 20
INtegrations . . ... . e e e 21
SYSIOg . o 21
ANAlY SIS . .« o 22
Connection EVENtS . . . .. 22
Intrusion EVeNts . . . . ... 22
HOSES . . oo 22
File Events . . ..o e e 23
SECUIEX . . o e 24
Troubleshooting . . ... .. 24
Cyber Vision Network Sensor Placement in the Network . . .. ................. 24
FTD CLL. . e 24
FMC Access Control Loggingand HitCount .. ........ ... ... .. ... .. ........ 25
FMC Health Monitor. . ... ... e 25
APPENAIX . .. e 26
Cisc2060atalyst IE 3400 and IE 3300 Configuration Preparation for the Cyber Vision Sensor
ERSPAN. . . 26
X . v et e e 26
Port Configuration . ... ... 27
Cisco Catalyst 9300 Configuration Preparation for the Cyber Vision Sensor . .. . .. 27
ERSPAN. . . e 27
X . i e 28
Port Configuration . . ... .. .. . . 28

iv



