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DNS service dashboard

Today, users expect a consistently seamless 
experience whether they’re plugged in or connected 
wirelessly. When they experience problems, it’s 
common for them to blame the network connection. 

But it’s not always a connectivity problem – a lot of 
network components, including DNS, need to work well 
for users to get the results they expect. 

Cisco DNA Center’s DNS dashboard helps network 
administrators quickly isolate and identify the root 
causes when there are DNS problems. Just like the 
existing dashboards for DHCP and AAA, the DNS 

AIOps: AI-driven insights

dashboard gives the network administrator deep 
insights into DNS health, including:

•	 Performance

•	 Latency

•	 Failures

•	 Causes of failures

This gives network administrators the ability to easily 
identify and resolve problems that in the past were 
extremely difficult to troubleshoot.

Figure 1.	 DNS service health
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Wireless client 360 enhancements

Cisco DNA Center continues to simplify the process to 
identify and troubleshoot individual client issues. The 
network administrator can now easily identify what the 
problem is, when it occurred, why it occurred and how 
widespread the impact is. 

What: The network administrator can quickly get 
insights into what the problem is that a client 
experienced. The summary includes onboarding, 
roaming, and connectivity experience. 

When: Using the health trendline, the network 
administrator can identify when the problem occurred 
and correlate it with configuration changes. 

Why: The client 360 page now gives visibility into why; 
that is, what events and KPIs contributed to the problem.

How impactful: The network administrator can easily 
see whether a problem is isolated to a single user or is 
affecting more users. 

All of this makes IT more efficient in operating the 
network, and it helps users have a better experience.

Figure 2.	 Client 360 onboarding
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Wireless troubleshooting

Cisco DNA Center’s Machine Reasoning Engine (MRE) 
can step through complex troubleshooting processes 
that traditionally have required domain expertise 
typically found in senior network engineers. This 
version is making it easier for a network administrator 
of any experience level to use the MRE for access point 
and client log collection. 

When the network administrator uses the network 
reasoner workflow to troubleshoot a wireless 
client issue, they can select multiple Wireless LAN 
Controllers (WLCs) to run troubleshooting algorithms 
on. After the MRE creates its conclusions, the network 
administrator can easily download logs and packet 
captures to accelerate their troubleshooting and 
shorten resolution times.

Figure 3.	 Wireless troubleshooting
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User-defined issues

One of the most important capabilities for a network 
controller is to automatically identify critical problems 
and proactively notify the appropriate members of the 
IT team. Cisco DNA Center already offers more than 
200 pre-defined issue types that can notify network 
administrators about problems with network devices, 
clients, and application health. 

Cisco DNA Center is offering more flexibility, allowing 
network administrators to define their own custom 
issues for syslog messages.

The network administrator can simply create an issue 
type that searches for user-defined text in incoming 
syslog messages from the network devices. When 
matching messages arrive, Cisco DNA Center will 
raise issues of the right priority and optionally send 
out notifications. This makes it easier than ever for IT 
teams to proactively address problems before user 
experience is negatively impacted.

Figure 4.	 User-defined issues
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Site analytics

Users expect the network and critical applications 
to work well wherever they are. As networks and 
applications scale, this poses challenges for IT 
organizations that need to deliver consistent and 
reliable performance across multiple sites and 
domains.

Cisco DNA Center Site Analytics helps IT teams 
proactively identify underlying issues that can have a 
sitewide impact on user experience. 

Site Analytics gives the network administrator a single 
view of customizable KPIs to help them understand 
the health of devices, users, and applications. They 
can use the trendline view to narrow down when a KPI 
violation occurred. The heatmap view gives insights 
into how many KPIs have been violated. The network 
administrator can easily drill down to the site level to 
get a deeper understanding of the impact and do root 
cause analysis, reducing mean time to resolution. 

Figure 5.	 Site analytics
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Microsoft Teams 360

The shift to remote work has made team collaboration 
tools more critical than ever. For IT teams, this means 
that troubleshooting user issues with these tools is 
extremely important. 

Customers who support Microsoft Teams will have 
access to a comprehensive view of Microsoft Teams 

performance insights, including aggregated data and 
details on a per-user and per-call basis. This data, 
coupled with Cisco DNA Center’s client data, helps 
customers quickly identify and resolve issues, and 
enables them to deliver a better quality of service to 
their users.

Figure 6.	 Microsoft Teams 360
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Flexible reports

To make informed decisions, IT executives need to be 
able to extract data from different areas and correlate 
different data sets. Additionally, they need the agility 
to generate new types of reports on the fly. Users of 
Cisco DNA Center have the flexibility to define their 
own custom report types. 

With this flexible reporting capability, a user can 
create custom reports based on their needs. A flexible 
report can include subreports about different entities 
like clients, network devices, and access points. The 
network administrator can choose which attributes (for 
example, IP address and OS version) to include in the 
report. In addition, they can group, aggregate, filter, 
and sort the report data.

For example, if a wireless network administrator wants 
to quantify clients with poor, fair, or good health, they 
can easily create and run a report on client count, 
grouped by health score.

Or perhaps a team may want to understand how many 
2.4 GHz clients have been connecting to each of their 
SSIDs. They can do that too, and the report can also 
give insights into KPIs such as onboarding times and 
client usage.

Custom reports can be exported in .csv format. 

Figure 7.	 Flexible reports
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AI-enhanced radio resource management 
for Wi-Fi 6e

Customers with Wi-Fi 6e access points can ensure 
optimum performance of Wi-Fi 6e deployments with 
AI-enhanced Radio Resource Management (RRM). 
Cisco DNA Center’s AI-enhanced RRM delivers deep 
visibility into the RF landscape and provides actionable 
insights. Customers can view KPIs including RRM 
changes, interference, and health.

Power consumption dashlets 

As IoT-device deployments grow exponentially, IT 
organizations are facing greater challenges in managing 
PoE (power over Ethernet) resources. Cisco DNA Center 
is making it easier for customers to stay on top of overall 
power consumption. 

Figure 8.	 Power consumption dashlets

Increased duration for wireless client reports

As network operators do network capacity planning, 
access to more data can help them make better 
decisions. When the network administrator generates 
a client session report or client detail report, they can 
choose to report on a period of up to 180 days.

In addition to insights about power sent to PoE devices, 
there are now insights into a switch’s system power 
consumption and overall power consumption, so network 
administrators know whether the switch is nearing its 
capacity. Aggregate views at the site and global levels 
help the network administrator stay on top of PoE status 
across their deployment.
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AP to switch issue correlation

When disruptions occur on the network, IT teams need 
to focus on the tasks that will have the biggest impact. 
And when multiple access points are having issues 
caused by a switch, the biggest impact will come from 
addressing the switch problem.

When multiple access points are down because their 
upstream switch is down, Cisco DNA Center will 
automatically correlate these events into a single issue 
so the network engineers can easily understand the 
root cause and the impact, and they can focus on 
addressing the root issue.

Automatic issue resolution

For IT teams, management of lots of issues in a fast-
changing environment can be particularly challenging. 
Now when a switch has a power supply failure or a 
fan failure, and the problem is remediated, the issue 
in Cisco DNA Center will be automatically resolved, 
eliminating the need for a network engineer to manually 
resolve the issue in Cisco DNA Center. 

Software image management enhancements

Cisco DNA Center 2.3.5 introduces NETCONF 
notification support for Software Image Management 
(SWIM) operations. This provides live updates on the 
image upgrade process. Network administrators are 
now able to get status updates about a SWIM operation 
within seconds and take necessary steps sooner in 
case of failure.

Additionally, as part of SWIM operation Cisco DNA 
Center can automatically adapt to detect and handle 
network delays and timeout cases. The system can 
adjust the timeout window with each retry without any 
user intervention, driving the image distribution toward 
probable success.
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NetOps with Cisco DNA Center automation

Network settings configuration compliance

Customers have come to rely on Cisco DNA Center to 
identify devices that are out of compliance for software 
version, end-of-life, and security advisories. Now, 
Cisco DNA Center is adding configuration compliance 
to its array of compliance checks, checking settings 
such as certificates, IPDT, telemetry, SNMP, AAA, 
DHCP, and NTP. 

Network administrators don’t have to wonder whether 
their network settings are compliant. Cisco DNA Center 
will identify compliance violations and make it easy 
for them to act and restore the network devices to a 
compliant state.

Figure 9.	 Fix compliance violations

Compliance violation remediation

When devices are out of compliance, the actions that 
network administrators take depend on the reason for 
noncompliance. Maybe the startup-config is different 
from the running-config, or a device has a security 
advisory or any other type of violation. 

With this new release, when a violation happens, 
it’s easier than ever to rectify the situation. Cisco 
DNA Center identifies what is noncompliant, such as 
network settings, network profiles, or templates. Then 
workflows guide the network administrator through the 
remediation options.
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End-of-life compliance

For a network administrator, it is important to identify 
devices that have either passed or are fast approaching 
their end-of-life milestones, to plan their refresh. 
Cisco DNA Center provides end-of-life compliance 
information for each device, including hardware, 

Compliance acknowledgement

Throughout the device lifecycle, network administrators 
need to be able to focus on the compliance anomalies 
that matter most. With this new release they can simply 
acknowledge the less significant violations, enabling 
them to tackle the most critical issues. 

Figure 10.	Compliance

software, and modules, as part of the compliance 
summary. For each device, the network administrator 
can see end-of-life compliance status, as well as 
details about end-of-life milestones.

When compliance checks are performed, those 
acknowledged attributes are excluded from the 
overall compliance status calculation. A separate list is 
maintained for the acknowledged violations for future 
reviews. 
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AP power profiles

Cisco is committed to sustainability, with a goal of 
reaching net zero emissions by 2040. And we can only 
reach our goals by helping our customers reach their 
sustainability goals.

Cisco DNA Center enables customers to configure AP 
power profiles on their WLCs. With AP power profiles, 
the access points can use 20 percent less power during 
off-peak times by shutting off radios when there are no 
users. 

Template hub

The new Template Hub simplifies management of 
configuration templates. The Template Hub enables 
network administrators to:

•	 Detect conflicts with templates 

Figure 11.	 Template hub

The network administrator has the option to set up 
calendar profiles, which define off-peak times. 

The use of AP power profiles makes it easy for 
customers to improve energy efficiency, reduce costs, 
and meet sustainability goals. 

•	 Create, import, and export templates

•	 Provision and deploy templates

•	 Run simulations of variable data
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SecOps: Zero-trust workplace

Concurrent LAN automation sessions

LAN automation helps SDA customers simplify network 
operations, automate configuration tasks, and build a 
standard, error-free underlay network. Now, network 
administrators can run multiple concurrent LAN 

automation sessions. This allows customers to reduce 
their change window times and build deployments at 
much greater scale.

Figure 12.	LAN automation
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Trust score customization 

Users can now customize the impact that each threat 
and/or vulnerability has on a given endpoint’s trust 
score to prioritize those threats/vulnerabilities that are 
most sensitive for their organization and environment. 

Once the required changes have been decided, it 
provides a comparison preview to show how the 
number of endpoints classified as High, Medium, or 
Low trust would change before applying. 

Figure 13.	Trust score customization
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Rogue access point remediation

When a rogue access point is discovered, security 
teams require that it is disabled as quickly as possible. 
With this new release, a network administrator can 
configure rogue rules that automatically perform 

wireless containment of a rogue AP when it is 
discovered, so network administrators don’t need to 
manually perform the action. Automatic containment can 
be configured for honeypot and custom rogue rules.

Figure 14.	SD-Access extranet

SD-Access extranet

Cisco DNA Center 2.3.5 makes it easier for fabric 
customers who want to provide internet and shared 
services to other virtual networks. Now there is no 
need for a dedicated peer node, and no requirement 
for complex route leak configuration. 

SD-Access Extranet will provide administrators 
with an automated policy-based capability allowing 
communication from virtual networks to the internet 
and shared services in the fabric.
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DevOps: Innovation and integrations
New APIs

This new release includes these new integration points:

APIs

•	 EOX APIs: summary, status, and details
•	 Platform API to provide a list of installed packages
•	 User-defined fields APIs CRUD
•	 Rogue/aWIPS API for details and count
•	 API to get authentication and policy server
•	 Network Design Services (v2)
•	 LAN automation (get an LAN automation session)
•	 SDA APIs: fabric zone, HTTP return code

Events

•	 AI analytics roaming failure event 
•	 BGP session status enhancements
•	 Assurance: user-defined issues
•	 Get webhook destination
•	 Get syslog, email, SNMP destinations
•	 Get email destination
•	 Get SNMP destination

Integration

•	 Incremental sync for endpoint analytics

Figure 15.	Cisco DNA Center App on Splunkbase

Cisco DNA Center App for Splunk Enterprise

The Cisco DNA Center App for Splunk Enterprise 
integrates with Cisco DNA Center to offer a single view 
of network status, client health, application visibility and 
more. 

This offers customers an easy way to get started 
integrating Cisco DNA Center and Splunk. It also gives 
users a way to view long-term network trends.

The Cisco DNA Center dashboard application has been 
published on Splunkbase.
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Cisco DNA Center Platform

Cisco DNA Center Virtual Appliance

For years, Cisco customers have improved agility, 
gained insights, and automated tasks using Cisco DNA 
Center running on hardware appliances. Now, Cisco 
DNA Center is available as a virtual appliance on AWS. 

Customers who have embraced virtualization have 
realized increases in IT efficiency, improved application 
resiliency, and reduced costs. Additionally, virtualization 
helps customers meet their sustainability goals.

Now, Cisco DNA Center customers will have the 
flexibility to deploy in AWS. 

The Cisco DNA Center Virtual Appliance provides a 
quicker and more streamlined installation process. It 
includes the same capabilities as Cisco DNA Center 
when running on appliances, and the virtual appliance 
benefits from the inherent high availability capabilities 
of AWS.

Restricted shell 

The new restricted shell enhances security by 
preventing users from getting to the shell of the 
underlying OS. This command line interface provides 
an easy-to-use set of validated commands that is 
consistent with other Cisco® solutions. 

Scalability improvements

On a 3-node XL cluster, Cisco DNA Center now 
supports up to:

•	 35,000 total combined devices
	- 25,000 APs plus 10,000 network devices (max)

•	 300,000 concurrent clients
•	 10,000 site elements

Note: Other combinations of devices and APs, 
exceeding the above thresholds, are not tested for 
scale and performance.

New devices

This version adds support for additional models in 
these families 

•	 Cisco Catalyst® 9100 Series Access Points
•	 Cisco Catalyst 9200 Series Switches
•	 Cisco Catalyst 9500 Series Switches
•	 Cisco Catalyst 9600 Series Switches
•	 Cisco 1000 Integrated Services Routers
•	 Cisco Catalyst 8500 Series Routers
•	 Rockwell Stratix 5410 Industrial Distribution Switches


