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Change History

Table 1 Administrator Guide Change History

Date Change Reason
January 2020 Update Cluster License Usage and Capacity Guidelines Document correction
section to clarify no capacity gain from clustering Small
VMs.
December 2019 = Clarify not to install other software onto the Document
product. clarification
s Correct location of VM Size field. Document correction
November 2019 Updates for X12.5.6 maintenance release. X12.5.6
maintenance release
July 2019 Updated for X12.5.4. Removed references to release key X12.5.4 release
as it is not required to upgrade a system on X8.6.x or later
software to 12.5.4 or later.
Fix incorrect default value for "Redirect HTTP requests to
HTTPS" in the Network Services section. CSCvq39362
refers.
June 2019 RMS license consumption table updated, now includes Document correction
only those scenarios which consume RMS licenses.
May 2019 Fix incorrect reference to 488 response code in the Document correction
description of Meeting Server load balancing setting.
April 2019 Updates for X12.5.2 maintenance release (includes X12.5.2
support for virtualized Small VMs on VMware ESXi maintenance release
platform).
Document correction
Fix incorrect naming of "Certification logging mode" option
in the Maintenance section.
March 2019 Updates for X12.5.1 maintenance release. X12.5.1
maintenance release
February 2019 Reinstate "Services That Can be Hosted Together" table in | Documentation
the Introduction. correction
January 2019 Updates for X12.5. X12.5 release
December 2018 Retitle for X8.11.4 (no substantive updates). Adjust B2BUA | X8.11.4
calls status section for CSCvn73111. maintenance release
October 2018 Updates for X8.11.3 maintenance release. X8.11.3
maintenance release
(withdrawn)
September 2018 Updated for Webex and Spark platform rebranding, X8.11.1 release
CE1200 appliance, and X8.11.1 release. (withdrawn)
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Table 1 Administrator Guide Change History (continued)

Date Change Reason
July 2018 Updates for X8.11. X8.11 release
(withdrawn)
July 2017 Updates for X8.10. X8.10 release
January 2017 General corrections and updates. New feature added. X8.9.1 maintenance
release
December 2016 New features and general corrections. X8.9 release
September 2016 Help and admin guide updates including new call policy X8.8.2 maintenance
rule configuration. release
July 2016 Correction in MRA overview and Xconfig SIP Advanced X8.8 document
CLI commands added. corrections
June 2016 Updates for X8.8. X8.8 release
April 2016 General corrections and updates. New features added. X8.7.2 Maintenance
release
February 2016 General corrections and updates. Document change X8.7.1 Maintenance
history (this table) added. DNS zone parameters and alarm | release
reference updated.
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What’s New in This Version?

What’s New in This Version?

IMPORTANT! New features in software version X12.5 and later are not supported for the Cisco TelePresence
Video Communication Server product (VCS). They apply only to the Cisco Expressway Series product
(Expressway). This software version is provided for the VCS for maintenance and bug fixing purposes only.

Table 2 Feature History by Release Number - Cisco Expressway Series

Feature / change X12.5 X12.5.1 X12.5.2, X12.5.4,
X12.5.3 X12.5.5,

X12.5.6

Virtualized Systems - ESXi 6.7 Update 2 Not supported Not supported Not supported Supported

Qualification for Large
VMs

Virtualized Systems - ESXi 6.7 Update 1 Not supported Not supported Supported Supported

Qualification

Virtualized Systems - ESXi 6.0, 6.5, and 6.7 | Supported Supported Supported Supported

Qualification

ACME (Automated Certificate Management | Supported Supported Supported Supported

Environment) support on Expressway-E

Single SAML for Clusters Supported Supported Supported Supported

SIP Proxy to Multiple Meeting Server Preview Supported Supported Supported

Conference Bridges - Support for Cisco

Meeting Server Load Balancing

(Not new in X12.5. Included for information

due to its preview status)

MRA: SIP UPDATE Method Support for Supported Supported Supported Supported

Session Refresh

MRA: Media Path Optimization for ICE Supported Supported Supported Supported

MRA: Improved Handling of Dual Network Supported Supported Supported Supported

Domains with no Split DNS

MRA: OAuth with Refresh (Self-Describing) | Preview Supported Supported Supported

on Unified CM SIP Lines

MRA: Device Onboarding with Activation Preview Preview Preview Supported

Codes

MRA: Support for Encrypted iX Preview Preview Preview Supported

MRA: Support for Headset Management Preview Preview Preview Supported

Features which are not new in X12.5 but included for information due to their former preview

status:

Cisco Meeting App can use the Preview Supported Supported Supported

Expressway-E TURN Server

Multiple Presence Domains over MRA Preview Preview Preview Preview

Smart Call Home Deprecated and Deprecated and | Deprecated and | Deprecated

Preview Preview Preview and

Preview
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More information

For information about a particular feature, please see the Release Notes for the relevant software version.
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About the Cisco Expressway

Cisco Expressway is designed specifically for comprehensive collaboration services. It features established firewall-
traversal technology and helps redefine traditional enterprise collaboration boundaries, supporting our vision of any-
to-any collaboration.

Cisco Expressway offers the following primary features and benefits:

= Proven and highly secure firewall-traversal technology to extend your organizational reach.

= Helps enable business-to-business, business-to-consumer, and business-to-cloud-service-provider
connections.

= Session-based access to comprehensive collaboration for remote workers, without the need for a separate
VPN client.

= Supports a wide range of devices with Cisco Jabber for smartphones, tablets, and desktops.
= Complements bring-your-own-device (BYOD) strategies and policies for remote and mobile workers.

The Expressway is often deployed as a pair: an Expressway-C with a trunk and line-side connection to Unified CM,
and an Expressway-E deployed in the DMZ and configured with a traversal zone to an Expressway-C.

Inside the Perimeter Outside the

Enterprise Network Enterprise Network Business to

Business
Collaboration

Video, Voice, Content, IM&P

e = -r:-'ﬂi“fe:"

Consumer to
Business
Collaboration

Cisco Unified Cisco Cisco
Communications Expressway Expressway
Manager Cc

Service Remote
Provider & Mobile
Worker

Collaboration

The Expressway is available on a dedicated physical appliance such as a CE12100, or as a VM on a range of Cisco
UCS servers.

Cisco Systems, Inc.  www.cisco.com
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Expressway Types

Each Expressway can be configured as one of two types, which offer different capabilities.

Expressway-C

Expressway-C delivers any-to-any enterprise wide conference and session management and interworking
capabilities. It extends the reach of telepresence conferences by enabling interworking between Session Initiation
Protocol (SIP)- and H.323-compliant endpoints, interworking with third-party endpoints; it integrates with Unified CM
and supports third-party IP private branch exchange (IP PBX) solutions. Expressway-C implements the tools required
for creative session management, including definition of aspects such as routing, dial plans, and bandwidth usage,
while allowing organizations to define call-management applications, customized to their requirements.

Expressway-E

The Expressway-E deployed with the Expressway-C enables smooth video communications easily and securely
outside the enterprise. It enables business-to-business video collaboration, improves the productivity of remote and
home-based workers, and enables service providers to provide video communications to customers. The application
performs securely through standards-based and secure firewall traversal for all SIP and H.323 devices. As a result,
organizations benefit from increased employee productivity and enhanced communication with partners and
customers.

It uses an intelligent framework that allows endpoints behind firewalls to discover paths through which they can pass
media, verify peer-to-peer connectivity through each of these paths, and then select the optimum media connection
path, eliminating the need to reconfigure enterprise firewalls.

The Expressway-E is built for high reliability and scalability, supporting multivendor firewalls, and it can traverse any
number of firewalls regardless of SIP or H.323 protocol.

Standard Features

Standard features on Expressway include the following:

= Secure firewall traversal and session-based access to Cisco Unified Communications Manager for remote
workers, without the need for a separate VPN client

= Endpoint registration support. The maximum registrations listed here are global system capacities; the
capacity for individual deployments depends on the product licensing:
- Small systems support up to 2000 registrations on a standard M5-based small system, or 2500 registrations
on a standard M4-based small system.
- Medium systems support up to 2500 registrations.

- Large systems support up to 5000 registrations. For Mobile and Remote Access registrations the limit is
2500, except on the Cisco Expressway CE1200 physical appliance, which supports up to 5000.

= SIP Proxy

Note: The SIP and H.323 protocols are disabled by default on new installs of X8.9.2 or later versions. Use the
Configuration > Protocols page to enable them.

= SIP Registrar (requires Room or Desktop Registration licenses)
= SIP and H.323 support, including SIP / H.323 interworking

= IPv4 and IPv6 support, including IPv4 / IPv6 interworking

= TURN relay licenses

= Advanced networking

= Device provisioning and FindMe services

= H.323 gatekeeper

= QoS tagging

12
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= Bandwidth management on both a per-call and a total usage basis, configurable separately for calls within
the local subzones and to external systems and zones

= Automatic downspeeding option for calls that exceed the available bandwidth
= URIand ENUM dialing via DNS, enabling global connectivity

= Rich media session support (the same limits apply for H.323/SIP firewall traversal):

- Small systems support up to 75 rich media sessions on a standard M5-based Small system, or up to 100 rich
media sessions on a standard M4-based Small system

- Medium systems support up to 100 rich media sessions
- Large systems support up to 500 rich media sessions
= 1000 external zones with up to 2000 matches
= 1000 subzones and supporting up to 3000 membership rules
= Flexible zone configuration with prefix, suffix and regex support

= Can function as a standalone Expressway, or be neighbored with other systems such as other Expressways,
gatekeepers and SIP proxies

= Can be clustered with up to 6 Expressways to provide n+1 redundancy, and up to 4 x individual capacity.
= Intelligent Route Director for single number dialing and network failover facilities

= Optional endpoint authentication

= Control over which endpoints are allowed to register

= Call Policy (also known as Administrator Policy) including support for CPL

= Support for external policy servers

= Can be managed with Cisco TelePresence Management Suite (Cisco TMS) 13.2 or later

= AD authentication for administrators of the Expressway

= Pre-configured defaults for:
- Cisco Unified Communications Manager neighbor zones

- Cisco TelePresence Advanced Media Gateway

The Cisco Advanced Media Gateway (AM Gateway) is supported only with Expressway X8.x software
versions; support for the AM Gateway is deprecated from Expressway version X12.5.

- Nortel Communication Server neighbor zones
= Embedded setup wizard using a serial port for initial configuration
= System administration using a web interface or SSH, or via the CIMC port for a CEnnnn physical appliance
= Intrusion protection

Do Not Install Other Cisco or Third-Party Software onto Expressway

Cisco does not support the installation of any additional Cisco or third-party software, applications, or agents on
Expressway (VMs or physical appliances), unless we state explicitly otherwise. Non-Expressway products may
corrupt the Expressway code and must not be installed.

Hardware Appliance and Virtual Machine Options

The Expressway supports on-premises and cloud applications and is available as a dedicated appliance oras a
virtualized application on VMware, with additional support for Cisco Unified Computing System (Cisco UCS)
platforms.

Virtual Machine Options

The Expressway has these virtualized application deployment types:
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= Small (for Cisco Business Edition 6000 or supported VMware ESXi platforms, subject to the required minimum
hardware specification)

= Medium (standard installation)

= Large (extra performance and scalability capabilities)

See Cisco Expressway Virtual Machine Installation Guide on the Expressway installation guides page.

Hardware CE Series Appliances

The Expressway is also available as a dedicated CE Series appliance based on UCS hardware. For example, the
CE1200 appliance based on a UCS C220 M5L, operates as a medium capacity or large capacity Expressway.

Note: The Cisco VCS series is not supported on CE1200 appliances.
Changing the default system size

For CE1200 and CE1100 appliances deployed as Expressway-E and running version X8.11.4 or later, you can
manually change the default system size of appliances from Large to Medium, or the other way round. This capability
was introduced to mitigate an issue with demultiplexing ports for media traversal on appliances with a 1 Gbps NIC
(SFP module) that are configured as Medium systems.

To change the size of the appliance, go to System > Administration settings page and select the required size from
the Deployment Configuration list.

Installation information

See Cisco Expressway CE1200 Appliance Installation Guide on the Expressway installation guides page.

Software Versions Supported by Hardware Platforms

Table 3 Expressway Software Versions Supported by Platform

Platform name Serial Numbers Scope of software version support
Small VM (OVA) (Auto-generated) X8.1 onwards.

Medium VM (OVA) (Auto-generated) X8.1 onwards.

Large VM (OVA) (Auto-generated) X8.1 onwards.

CE1200 (Expressway pre-installed on S2EHHAHAH X8.11.1 onwards

UCS C220 M5L)

CE1100% (Expressway pre-installed on 52DHHHHH X8.6.1 onwards.

UCS C220 M4L)

CE1000 (Expressway pre-installed on 52BHHHHH X8.1.1 to X8.10.x

UCS C220 M3L
) No support for any versions after

X8.10.x on this hardware.

CE500 (Expressway pre-installed on 52CHHHHEH X8.1.1to X8.10.x

UCS C220 M3L
) No support for any versions after

X8.10.x on this hardware.

¥ As of 13th November 2018, you cannot order the CE1100 appliance from Cisco. See the End-of-sale announcement
for other important dates in the lifecycle of this platform.
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About This Guide

This guide describes the various features, services, and capabilities of Expressway. It assumes a fully equipped
version of Expressway, so your deployment may not support all of the items described.

Most configuration tasks on the Expressway can be performed using either the web user interface or the command
line interface (CLI). The guide mainly describes how to use the web user interface. Some Expressway features are
only available through the CLI and these are described where appropriate, including the relevant CLI command.

Web user interface directions are shown in the format Menu > Submenu followed by the Name of the page that you
will be taken to.

Where CLI commands are included, they are shown in the format:
xConfiguration <Element> <SubElement>
xCommand <Command>
Training
Training is available online and at our training locations. For more information on all the training we provide and
where our training offices are located, visit www.cisco.com/go/telepresencetraining.
Glossary

A glossary of TelePresence terms is available at: https://tp-tools-web01.cisco.com/start/glossary/.

Accessibility Notice
Cisco is committed to designing and delivering accessible products and technologies.
The Voluntary Product Accessibility Template (VPAT) for Cisco Expressway is available here:
www.cisco.com/web/about/responsibility/accessibility/legal_regulatory/vpats.htmlttelepresence
You can find more information about accessibility here:

www.cisco.com/web/about/responsibility/accessibility/index.html
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Using the Web Interface
System configuration is normally carried out through the web interface.
To use the web interface:
1. Open a browser window and in the address bar type either:
- the IP address of the system

- the FQDN of the system

2. Enter a valid administrator Username and Password and click Login (see the user accounts section for details
on setting up administrator accounts). You are presented with the Overview page.

Note that when logging in using the Expressway web interface, you may receive a warning message regarding the
Expressway's security certificate. You can ignore this until you are ready to secure the system.

A command line interface is also available.
Field Markers

= Ared star # indicates a mandatory field

= An orange dagger T indicates a field that must be configured on each peer in the cluster
Supported Browsers

The Expressway web interface is designed for and tested with Internet Explorer 8 and 9 (not in compatibility mode),
Internet Explorer 10 and 11, Firefox, and Chrome. We do not officially support using other browsers for accessing the
ul.

JavaScript and cookies must be enabled to use the Expressway web interface.
HTTP Methods

The Expressway web server allows the following HTTP methods:

Method Used by | Used | Usedto...
Web by
ul? API?
GET Yes Yes Retrieve data from a specified resource. For example, to return a specific page in the
Expressway web interface.
POST Yes Yes Apply data to a web resource. For example, when an administrator saves changes to
a setting using the Expressway web interface.
OPTIONS | No Yes For a specified URL, returns the HTTP methods supported by the server. For example,
the Expressway can use OPTIONS to test a proxy server for HTTP/1.1 compliance.
PUT No Yes Send a resource to be stored at a specified URL. Our REST APl commands use this
method to change the Expressway configuration.
DELETE No Yes Delete a specified resource. For example, the REST APl uses DELETE for record
deletion.

How to disable user access to the API

Administrators have APl access by default. This can be disabled in two ways:

= If the Expressway is running in advanced account security mode, then APl access is automatically disabled for
all users.

= APl access for individual administrators can be disabled through their user configuration options.
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Using the Command Line Interface (CLI)

The Expressway can be configured through a web interface or via a command line interface (CLI).

The CLlI is available by default over SSH and through the serial port (on the appliance). These settings are controlled
on the System administration page.

To use the CLI:

1.
2.
3.

4,

Start an SSH session.

Enter the IP address or FQDN of the Expressway.

Log in with your administrator username and password.

See Enabling SSH access, page 252 if you prefer to use your private key to authenticate.
You can now start using the CLI by typing the appropriate commands.

Command Types

Commands are divided into the following groups:

xStatus: these commands return information about the current status of the system. Information such as
current calls and registrations is available through this command group. See Command Reference — xStatus,
page 513 for a full list of xstatus commands.

xConfiguration: these commands allow you to add and edit single items of data such as IP address and zones.
See Command Reference — xConfiguration, page 406 for a full list of xConfiguration commands.

xCommand: these commands allow you to add and configure items and obtain information. See Command
Reference — xCommand, page 483 for a full list of xCommand commands.

xHistory: these commands provide historical information about calls and registrations.
xFeedback: these commands provide information about events as they happen, such as calls and registrations.

Note that:

Typing an xConfiguration path into the CLI returns a list of values currently configured for that element (and
sub-elements where applicable).

Typing an xConfiguration path into the CLI followed by a ? returns information about the usage for that
element and sub-elements.

Typing an xCommand command into the CLI with or without a ? returns information about the usage of that
command.
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Web Page Features and Layout

This section describes the features that can be found on the Expressway web interface pages.

Figure 1 Example list page

Status System

Administrator groups

This system has 3 alarms

Configuration Applications Users Maintenance A 7/ Help os Logout

o You are here: Users v Administrator groups

LS i) Warning: These groups are nat active. To use these groups you must set the Administrator authertication source to Remote anly or Both,

[  Account administrators
[ hetwork administrators

ey | |

+ Enabled Freac-werite: + Yes = Wigwy Eclit
+ Enabled Read-write + Yes o ez i Edit
| selectal | | P

Figure 2 Example configuration page

_I Configuration

I
. Information (=
[aime # local_sdmin i
The access level ofthe
Access level Read-wiite = 1 administrator account:
Pazsword # wewsmmww [Password strength ] (d Read-write: configuration can he
viewed and changed.
Confirm password % memmmmmm i _
i Read-only: configuration can only
Weh access ez w he viewed.
APl Ves ; Auditor: allows access to the
foness M Event Log, Configuration Log,
Enahied Metwork Log and the Overview
State nabled - 1 page only
Default: Read-write
Save Cancel Delete
acdmin Read-write taaz2 18:12 BST o en_lUS 52819211 H5.1

The elements included in the example web pages shown here are described in the table below.

Page Description

element

Page name n Every page shows the page name and the menu path to that page. Each part of the menu

and location path is a link; clicking on any of the higher level menu items takes you to that page.

System A This icon appears on the top right corner of every page when there is a system alarmin

alarm place. Click on this icon to go to the Alarms page which gives information about the alarm
and its suggested resolution.

Help ? This icon appears on the top right corner of every page. Clicking on this icon opens a new
browser window with help specific to the page you are viewing. It gives an overview of the
purpose of the page, and introduces any concepts configured from the page.

Log out o This icon appears on the top right corner of every page. Clicking on this icon ends your
administrator session.
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Page Description

element

Field level i An information box appears on the configuration pages whenever you either click on the

information Information icon or click inside a field. This box gives you information about the particular
field, including where applicable the valid ranges and default value. To close the
information box, click on the X at its top right corner.

Information . The Expressway provides you with feedback in certain situations, for example when

bar . | settings have been saved or when you need to take further action. This feedback is given in
a yellow information bar at the top of the page.

Sorting E Click on column headings to sort the information in ascending and descending order.

columns

Select All B Use these buttons to select and unselect all items in the list.

and Unselect

All

Mandatory & Indicates an input field that must be completed.

field

Peer- t When an Expressway is part of a cluster, most items of configuration are applied to all peers

specific in a cluster. However, items indicated with a T must be specified separately on each cluster

configuration peer.

item

System ﬂ The name of the user currently logged in and their access privileges, the system name (or

Information LAN 1 IPv4 address if no system name is configured), local system time, currently selected
language, serial number and Expressway software version are shown at the bottom of the
page.

Note that you cannot change configuration settings if your administrator account has read-only privileges.

Related Documentation

Table 4 Links to Related Documents and Videos

Support videos

Videos provided by Cisco TAC engineers about certain common Expressway
configuration procedures are available on the Expressway/VCS Screencast Video List
page

Installation - virtual
machines

Cisco Expressway Virtual Machine Installation Guide on the Expressway installation
guides page

Installation - physical
appliances

Cisco Expressway CE 1200 Appliance Installation Guide on the Expressway installation
guides page

Basic configuration for
registrar / single
systems

Cisco Expressway Registrar Deployment Guide on the Expressway configuration guides
page

Basic configuration for
firewall traversal /
paired systems

Cisco Expressway-E and Expressway-C Basic Configuration Deployment Guide on the
Expressway configuration guides page
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Table 4 Links to Related Documents and Videos (continued)

Administration and
maintenance

Cisco Expressway Administrator Guide on the Expressway maintain and operate guides
page

Cisco Expressway Serviceability Guide on the Expressway maintain and operate guides
page

Communications

Clustering Cisco Expressway Cluster Creation and Maintenance Deployment Guide on the
Expressway configuration guides page

Certificates Cisco Expressway Certificate Creation and Use Deployment Guide on the Expressway
configuration guides page

Ports Cisco Expressway IP Port Usage Configuration Guide on the Expressway configuration
guides page

Unified Mobile and Remote Access Through Cisco Expressway on the Expressway configuration

guides page

Cisco Meeting Server

Cisco Meeting Server with Cisco Expressway Deployment Guide on the Expressway
configuration guides page

Cisco Meeting Server APl Reference Guide on the Cisco Meeting Server programming
guides page

Other Cisco Meeting Server guides are available on the Cisco Meeting Server
configuration guides page

Cisco Webex Hybrid
Services

Hybrid services knowledge base

Cisco Hosted
Collaboration Solution
(HCS)

HCS customer documentation

Microsoft infrastructure

Cisco Expressway with Microsoft Infrastructure Deployment Guide on the Expressway
configuration guides page

Cisco Jabber and Microsoft Skype for Business Infrastructure Configuration Cheatsheet
on the Expressway configuration guides page

Rest API

Cisco Expressway REST APl Summary Guide on the Expressway configuration guides
page (high-level information only as the APl is self-documented)

Multiway Conferencing

Cisco TelePresence Multiway Deployment Guide on the Expressway configuration guides
page
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About the Service Setup Wizard

The Service Setup Wizard makes it easier to configure and license the Expressway or VCS system for its chosen
purpose in your environment. It also simplifies the user interface.

For details about using the Services Setup Wizard, see Cisco Expressway-E and Expressway-C - Basic Configuration
guide on the Expressway configuration guides page. The guide describes how to access and navigate the wizard and
apply option keys for licenses, and settings specific to CE physical appliances.

Figure 3 Service Setup Wizard - Selection Page

Welcome to Cisco Collaboration services 7 Help 0% Logout

-{ Select Series }

Expressway series ® i

VCS series

<{ Select Type }

Expressway-C . L

Expressway-E

«{ Select Services }

After you select services, you get a simplified menu that is relevant to your selection. 1

Cisco Webex Hybrid Services

Mobile and Remote Access including Meeting Server Web Proxy
Jabber Guest services

Microsoft gateway service

Registrar

Collaboration Meeting Reoms (CMR) Cloud

Business to business calls

If you proceed without selecting services, you will get the full menu.

Proceed without selecting services

Cancel Continue

Services That Can be Hosted Together

Some services are incompatible and cannot be selected together. The following table provides a matrix of compatible
services. The matrix specifies which services you can use together on the same system or cluster.
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Table 5 Services That Can Be Hosted Together

Cisco Webex Mobile Jabber Microsoft | Registrar | CMR Cloud | Business
Hybrid Services | and Guest gateway to
(Connectors) Remote Services | service Business
Access calling
(incl.
Hybrid
Call
Service)
Cisco Webex Hybrid Y N N N N Y Y
Services (Connectors)
Mobile and Remote N Y N N Y Y Y*
Access and/or (from X8.9)
Meeting Server Web
Proxy
Jabber Guest Services N N Y N Y Y Y
Microsoft gateway service | N N N Y N N N
Registrar N Y Y N Y Y
CMR Cloud Y Y
Business to Business Y Y* Y Y Y Y
calling
(includes Cisco Webex
Hybrid Call Service)

Key to Table
Y: Yes, these services can be hosted on the same system or cluster
N: No, these services may not be hosted on the same system or cluster

Rules

= Hybrid Services connectors may co-reside with the Expressway-C of a traversal pair used for Call Service,
subject to user number limitations.

* |f your Hybrid Call Service (or B2B) traversal pair is also used for MRA, then the Hybrid Services connectors
must be on a separate Expressway-C. This is because we do not support the connectors being hosted on the
Expressway-C that is used for MRA.

= Microsoft gateway service requires a dedicated VCS Control or Expressway-C (called "Gateway VCS" or
"Gateway Expressway" in the help and documentation)

= Jabber Guest cannot work with MRA (technical limitation)

= MRA s currently not supported in IPv6 only mode. If you want IPv6 B2B calling to co-reside with IPv4 MRA on
the same Expressway traversal pair, the Expressway-E and Expressway-C must both be in dual stack mode.
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Network and System Settings

This section describes network services and settings related options that appear under the System menu of the web
interface. These options enable you to configure the Expressway in relation to the network in which it is located, for
example its IP settings, firewall rules, intrusion protection and the external services used by the Expressway (for
example DNS, NTP and SNMP).

Network Settings _ ... 23
INtrUSION ProteCtioN .. e 29
NEIWOTK SOIVICES ... . e e 35
Configuring External Manager Settings .. .. ... . 44
Configuring TMS Provisioning EXteNnsion ServiCes . ... . e 45

Network Settings

Ethernet Settings

Note: The speed settings on this page are for systems running on Cisco Expressway physical appliances only. They do
not apply to virtual machine (VM)-based systems. The connection speed shown for VM systems is invalid, and always
appears as 10000 Mb/s regardless of the actual speed of the underlying physical NIC(s). This is because VMs cannot
retrieve the actual speed from the physical NIC.

The Ethernet page (System > Network interfaces > Ethernet) displays the connection speeds between Expressway
and the Ethernet networks to which it is connected. As the Expressway only supports auto-negotiation, the Speed is
always Auto. The Expressway and the connected switch automatically negotiate the speed and the duplex mode for
the connection.

Configuring IP Settings

The IP page (System > Network interfaces > IP) is used to configure the IP protocols and network interface settings
of the Expressway.

IP Protocol Configuration

You can configure whether the Expressway uses IPv4, IPv6, or both versions of the IP protocol suite. The default is
Both.

s IPv4 only: it only accepts registrations from endpoints using an IPv4 address, and only takes calls between two
endpoints communicating via IPv4. It communicates with other systems via IPv4 only.

= IPv6 only: it only accepts registrations from endpoints using an IPv6 address, and only takes calls between two
endpoints communicating via IPv6. It communicates with other systems via IPv6 only.

= Both: it accepts registrations from endpoints using either an IPv4 or IPv6 address, and takes calls using either
protocol. If a call is between an IPv4-only and an IPv6-only endpoint, the Expressway acts as an IPv4 to IPv6
gateway. It communicates with other systems via either protocol.

Some endpoints support both IPv4 and IPv6, however an endpoint can use only one protocol when registering with
the Expressway. Which protocol it uses is determined by the format used to specify the IP address of the Expressway
on the endpoint. After the endpoint has registered using either IPv4 or IPv6, the Expressway only sends calls to it

Cisco Systems, Inc.  www.cisco.com
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using this addressing scheme. Calls made to that endpoint from another device using the other addressing scheme
are converted (gatewayed) by the Expressway.

All IPv6 addresses configured on the Expressway are treated as having a /64 network prefix length.

IPv4 to IPv6 Interworking

The Expressway can act as a gateway for calls between IPv4 and IPv6 devices. To enable this feature, select an IP
protocol of Both. Calls for which the Expressway is acting as an IPv4 to IPv6 gateway are traversal calls and require a
Rich Media Session license.

IP Gateways

You can set the default IPv4 gateway and IPv6 gateway used by the Expressway. These are the gateways to which
IP requests are sent for IP addresses that do not fall within the Expressway’s local subnet.

= The default IPv4 gateway is 127.0.0.1, which should be changed during the commissioning process.

= The IPv6 gateway, if entered, must be a static global IPv6 address. It cannot be a link-local or a stateless
auto-configuration (SLAAC) IPv6 address.

LAN Configuration

LAN 1 is the primary network port on the Expressway. You can configure the IPv4 address and subnet mask, the
IPv6 address and the Maximum transmission unit (MTU) for this port.

= The Expressway is shipped with a default IP address of 192.168.0.100 (for both LAN ports). This lets you
connect the Expressway to your network and access it via the default address so that you can configure it
remotely.

= The IPv6 address, if entered, must be a static global IPv6 address. It cannot be a link-local or a stateless
auto-configuration (SLAAC) IPv6 address.

= If you have Advanced Networking installed, you can also configure these options for the LAN 2 port.
= The Maximum transmission unit (MTU) defaults to 1500 bytes.

About Advanced Networking

The Advanced Networking feature enables the LAN 2 Ethernet port on the Expressway-E, to allow a secondary IP
address for the Expressway. It also includes support for deployments where the Expressway-E is located behind a
static NAT device, allowing it to have separate public and private IP addresses.

INTERNET

Firewall ,°

Expressway-C
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Configuring Dual Network Interfaces

Dual network interfaces are intended for deployments where the Expressway-E is located in a DMZ between two
separate firewalls on separate network segments. In such deployments, routers prevent devices on the internal
network from being able to route IP traffic to the public internet, and instead the traffic must pass through an
application proxy such as the Expressway-E.

To enable the use of dual network interfaces:

1. Set Use dual network interfaces to Yes.
2. Select LANZ2 as the interface in the External LAN interface setting.

You can now choose to enable static NAT on the external interface. This setting also determines which port
allocates TURN server relays.

= Configure the LAN 1 port and restart the Expressway before you configure the LAN 2 port.
= The LAN 1 and LAN 2 interfaces must be on different, non-overlapping subnets.

= If you have Advanced Networking enabled but only want to configure one of the Ethernet ports, switch Use
dual network interfaces to No.

= If the Expressway-E is in the DMZ, the outside IP address of the Expressway-E must be a public IP address, or
if static NAT mode is enabled, the static NAT address must be publicly accessible.

= The Expressway-E may also be used to traverse internal firewalls within an enterprise. In this case the "public”
IP address may not be publicly accessible, but is an IP address accessible to other parts of the enterprise.

= If you need to change the IP addresses on one or both interfaces, you can do it via the Ul or the CLI. You can
change both at the same time if required, and the new addresses take effect after a restart.

Configuring Static NAT

You can deploy the Expressway-E behind a static NAT device, allowing it to have separate public and private IP
addresses. This feature is intended for use in deployments where the Expressway-E is located in a DMZ, and has the
Advanced Networking feature enabled.

In these deployments, the externally-facing LAN port has static NAT enabled in order to use both a private and public
IPv4 address. The internally facing LAN port does not have static NAT enabled and uses a single IP address. In such a
deployment, traversal clients should be configured to use the internally-facing IP address of the Expressway-E.

To enable the use of a static NAT:
1. Forthe externally-facing LAN port:
a. Inthe IPv4 address field, enter the port's private IP address.
b. SetIPv4 static NAT mode to On.

c. Inthe IPv4 static NAT address field, enter the port's public IP address - this is the IP address as it appears
after translation (outside the NAT element).

IPv6 Mode Features and Limitations

When you set the IP interfaces of the Expressway to /Pv6 Only mode, those interfaces only use IPv6. They do not use
IPv4 to communicate with other systems, and they do not interwork between IPv4 and IPv6 (Dual stack).

Explicit IPv6 Supported Features

= Calls between Expressway-registered IPv6 endpoints.
= DiffServ traffic class (TC) tagging.
= TURN server (on Expressway-E).
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= Automated intrusion protection.
= DNS lookups.
= Port usage and status pages.

Supported RFCs

= RFC 2460: Internet Protocol, Version 6 (IPv6) Specification (partially implemented: static global addresses
only).

= RFC 2464: Transmission of IPv6 Packets over Ethernet Networks.

= RFC 3596: DNS Extensions to Support IP Version 6.

= RFC 4213: Basic Transition Mechanisms for IPv6 Hosts and Routers.

= RFC 4291: IP Version 6 Addressing Architecture.

= RFC 4443: Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification.
= RFC 4861: Neighbor Discovery for IP version 6 (IPv6).

= RFC 5095: Deprecation of Type 0 Routing Headers in IPv6.

= RFC 6156: Traversal Using Relays around NAT (TURN) Extension for IPv6.

Known Limitations in IPv6 Mode

= |Pv6 addresses must be static; they cannot be link-local or SLAAC addresses.
= You must restart the Expressway when you change its IP address or its gateway's IP address.

= Mobile and Remote Access (MRA) is not tested or supported in IPv6 mode. For MRA, the primary call control
agent is Unified CM which does not support IPv6.

= Getting revocation status from distributed Certificate Revocation Lists is not supported in IPv6 mode.

Configuring DNS Settings

The DNS page (System > DNS) is used to configure DNS servers and DNS settings on the Expressway.

Configuring the System Host Name and Domain Name

The System host name defines the DNS host name that this Expressway is known by.

= It must be unique for each peerin a cluster.

= Itis used to identify the Expressway on a remote log server (a default name of "TANDBERG" is used if the
System host name is not specified).

= It must contain only letters, digits, hyphens, and underscore. The first character must be a letter, and the last
character must be a letter or a digit.

The Domain name is used when attempting to resolve unqualified server addresses (for example 1dapserver). It's
appended to the unqualified server address before the query is sent to the DNS server. If the server address is fully
qualified (for example 1dapserver.mydomain.com) Or is in the form of an IP address, the domain name is not appended
to the server address before querying the DNS server. The domain name applies to the following Expressway
configuration settings:

= LDAP server

= NTP server

= External Manager server

= Remote logging server
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We recommend using an IP address or FQDN (Fully Qualified Domain Name) for all server addresses (The FQDN of the
Expressway is the System host name plus the Domain name.)

Impact on SIP messaging

The System host name and Domain name are also used to identify references to this Expressway in SIP messaging,
where an endpoint has configured the Expressway as its SIP proxy in the form of an FQDN (as opposed to an IP
address, which is not recommended).

In this case the Expressway may, for example, reject an INVITE request if the FQDN configured on the endpoint does
not match the System host name and Domain name configured on the Expressway. (Note that this check occurs
because the SIP proxy FQDN is included in the route header of the SIP request sent by the endpoint to the
Expressway.)

Custom domain searches

The Search domains setting is relevant for Edge deployments where the external hosts are in a different DNS domain
from Expressway-C, and are configured with non-qualified hostnames. You can optionally use this setting to specify
one or more DNS domains. The Expressway appends these domains one by one, to the unqualified hostname and
queries DNS for the resultant FQDN. It repeats this process until DNS returns an IP address. This means that there's
no need to enter FQDNs when configuring connections between hosts.

Use a space to separate multiple addresses.
DNS requests

By default, DNS requests use a random port from within the system's ephemeral port range. If required, you can
specify a custom port range instead by setting DNS requests port range to Use a custom port range and then
defining the DNS requests port range start and DNS requests port range end fields. Note that setting a small
source port range will increase your vulnerability to DNS spoofing attacks.

Configuring DNS Server Addresses

You must specify at least one DNS server to be queried for address resolution if you want to use the following:

= FQDNs instead of IP addresses when specifying external addresses (for example, for LDAP and NTP servers,
neighbor zones, and peers).

s Features like URI dialing or ENUM dialing.
Default DNS servers

You can specify up to five default DNS servers. The Expressway only queries one server at a time. If that server is
unavailable the Expressway tries another server from the list.

The order that the servers are specified is not significant. The Expressway favors servers that were last known to be
available.

Per-domain DNS servers

As well as the five default DNS servers, you can specify up to five additional explicit DNS servers for specified
domains. This can be useful in deployments where specific domain hierarchies need to be routed to their explicit
authorities.

For each additional per-domain DNS server address you can specify up to two Domain names. Any DNS queries
under those domains are forwarded to the specified DNS server instead of the default DNS servers.

To specify redundant per-domain servers, add an additional per-domain DNS server address and associate it with the
same Domain names. DNS requests for those domains are sent in parallel to both DNS servers.

You can use the DNS lookup tool (Maintenance > Tools > Network utilities > DNS lookup) to check which domain
name server (DNS server) is responding to a request for a particular hostname.

Transport protocols

The Expressway uses UDP and TCP to do DNS resolution, and DNS servers usually send both UDP and
TCP responses. If the UDP response exceeds the UDP message size limit of 512 bytes, then the Expressway cannot
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process the UDP response. This is not usually a problem, because the Expressway can process the TCP response
instead.

However, if you block TCP inbound on port 53, and if the UDP response is greater than 512 bytes, then the
Expressway cannot process the response from the DNS. In this case you won't see the results using the DNS lookup
tool, and any operations that need the requested addresses will fail.

Caching DNS Records
DNS lookups may be cached to improve performance. The cache is flushed automatically whenever the DNS
configuration is changed, and you can optionally force a flush by clicking Flush DNS cache.

Configuring DSCP / Quality of Service Settings

About DSCP Marking

From X8.9, the Expressway supports improved DSCP (Differentiated Service Code Point) packet marking for traffic
passing through the firewall, including Mobile and Remote Access. DSCP is a measure of the Quality of Service level
of the packet. To provide more granular control of traffic prioritization, DSCP values are set (marked) for these
individual traffic types:

Traffic type Supplied default value Web Ul field
Video 34 QoS Video
Audio 46 QoS Audio
XMPP 24 QoS XMPP
Signaling 24 QoS Signaling

Before X8.9 you had to apply DSCP values to all signaling and media traffic collectively.
You can optionally change the default DSCP values from the System > Quality of Service web Ul page (or the CLI).

Notes:

= DSCP value "0" specifies standard best-effort service.
= DSCP marking is applied to SIP and H.323 traffic.
= DSCP marking is applied to TURN media, providing the TURN traffic is actually handled by the Expressway.

= Traffic type "Video" is assigned by default if the media type cannot be identified. (For example, if different
media types are multiplexed on the same port.)

Existing QoS/DSCP Commands and API are Discontinued

From X8.9 we no longer support the previous methods to specify QoS/DSCP values. The former Web Ul settings
QoS Mode and QoS Value, CLI commands xConfiguration IP QoS Mode and xConfiguration IP QoS Value and
corresponding APl are now discontinued. Do not use these commands.

What if | currently use these commands?

When you upgrade the Expressway, any existing QoS value you have defined is automatically applied to the new
fields and replaces the supplied defaults. For example, if you had a value of 20 defined, all four DSCP settings (QoS
Audio, QoS Video, QoS XMPP, QoS Signaling) are set to 20 also.

We don't support downgrades. If you need to revert to your pre-upgrade software version, the QoS settings are reset
to their original supplied defaults. So QoS Mode is set to None and QoS Value is set to 0. You will need to manually
redefine the values you want to use.
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Configuring DSCP Values

To optionally change the supplied DSCP default values, go to the Quality of Service page (System > Quality of
Service) and specify the new values you want to use.

Static Routes

You can define static routes from the Expressway to an IPv4 or IPv6 address range. Go to System > Network
interfaces > Static routes.

On this page you can view, add, and delete static routes.

Static routes are sometimes required when using the Advanced Networking option and deploying the Expressway in
a DMZ. They may also be required in other complex network deployments.

To add a static route:

1.

Notes

Enter the base destination address of the new static route from this Expressway
For example, enter 203.0.113.0 Or 2001:db8: :
Enter the prefix length that defines the range

Extending the example, you could enter 24 to define the IPv4 range 203.0.113.0 - 203.0.113.255, or 32 to
define the IPv6 range 2001:db8:: to 2001:db8: ffff: ffff.ffff: ffff.ffff. ffff.

The address range field shows the range calculated by the Expressway from the IP address and Prefix length.
Enter the IP address of the gateway for your new route
Select an ethernet interface for your new route

This option is only available if the second ethernet interface is enabled. Select LAN 7 or LAN 2 to force the
route via that interface, or select Auto to allow the Expressway to make this route on either interface.

Click Create route
The new static route is listed in the table. You can delete routes from this table if necessary.

IP routes can also be configured using the CLI, using xCommand RouteAdd and the xConfiguration IP Route
commands.

You can configure routes for up to 50 network and host combinations.
Do not configure IP routes by logging in as root and using ip route Statements.

Intrusion Protection

Configuring Firewall Rules

Firewall rules provide the ability to configure IP table rules to control access to the Expressway at the IP level. On the
Expressway, these rules have been classified into groups and are applied in the following order:

Dynamic system rules: these rules ensure that all established connections/sessions are maintained. They also
include any rules that have been inserted by the automated detection feature as it blocks specific addresses.
Finally, it includes a rule to allow access from the loopback interface.

Non-configurable application rules: this incorporates all necessary application-specific rules, for example to
allow SNMP traffic and H.323 gatekeeper discovery.

User-configurable rules: this incorporates all of the manually configured firewall rules (as described in this
section) that refine — and typically restrict — what can access the Expressway. There is a final rule in this
group that allows all traffic destined for the Expressway LAN 1 interface (and the LAN 2 interface if the
Advanced Networking option key is installed).
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There is also a final, non-configurable rule that drops any broadcast or multicast traffic that has not already been
specifically allowed or denied by the previous rules.

By default any traffic that is destined for the specific IP address of the Expressway is allowed access, but that traffic
will be dropped if the Expressway is not explicitly listening for it. You have to actively configure extra rules to lock
down the system to your specifications.

Note that return traffic from outbound connections is always accepted.
User-configured rules

The user-configured rules are typically used to restrict what can access the Expressway. You can:

= Specify the source IP address subnet from which to allow or deny traffic.

= Choose whether to drop or reject denied traffic.
For certain scenarios, even if there is a firewall rule to drop or reject certain inbound traffic, the Expressway
still proxies the traffic. This is because firewall rules apply only to new inbound traffic. If the device on the
internal network initiates the outbound connection, the device on the external network uses the same ports to

response. It takes high priority than the firewall rules since the IP table contains the existing media path
information.

= Configure well known services such as SSH, HTTP/HTTPS or specify customized rules based on transport
protocols and port ranges.

= Configure different rules for the LAN 1 and LAN 2 interfaces (if the Advanced Networking option key is
installed), although note that you cannot configure specific destination addresses such as a multicast
address.

= Specify the priority order in which the rules are applied.

Setting Up and Activating Firewall Rules
Use the Firewall rules configuration page to set up and activate a new set of firewall rules.

The set of rules shown is initially a copy of the current active rules. (On a system where no firewall rules have been
defined, the list is empty.) If you have a lot of rules you can use the Filter options to limit the set of rules displayed.
Note that the built-in rules are not shown in this list.

You can change the set of firewall rules by adding new rules, or by modifying or deleting existing ones. Changes to
the current active rules are held in a pending state. When you finish making changes, you activate the new rules to
replace the previous set. For UDP-related rules, note that new rules only take effect at the next system reboot
(although if you delete UDP rules, they become inactive as soon as you activate the rule set).

To configure and activate rules:

1. Go to System > Protection > Firewall rules > Configuration.
2. Make your changes by adding, modifying, or deleting rules as required.

To change the order of the rules, use the up/down arrows i.i and U to swap the priorities of adjacent rules.

- New or modified rules are shown as Pending (in the State column).
- Deleted rules are shown as Pending delete.
3. When you finish configuring the new set of firewall rules, click Activate firewall rules.

4. Confirm that you want to activate the new rules. This will replace the existing set of active rules with the set
you have just configured.
After confirming that you want to activate the new rules, they are validated and any errors reported.
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5. If there are no errors, the new rules are temporarily activated and you are taken to the Firewall rules
confirmation page.
You now have 15 seconds to confirm that you want to keep the new rules:

- Click Accept changes to permanently apply the rules.

- If the 15 seconds time limit expires or you click Rollback changes, the previous rules are reinstated and you
are taken back to the configuration page.

The automatic rollback mechanism provided by the 15 seconds time limit ensures that the client system that
activated the changes is still able to access the system after the new rules have been applied. If the client
system is unable to confirm the changes (because it can no longer access the web interface) then the
rollback will ensure that its ability to access the system is reinstated.

6. This step only applies if you add UDP rules. That is, one or more custom rules with Transport=UDP. New UDP
rules do not take effect until the next system reboot. In this special case, activating the firewall rules is not
sufficient by itself. Deleted UDP rules do not have this requirement, and become inactive as soon as you
activate the rule set.

When configuring firewall rules, you also have the option to Revert all changes. This discards all pending changes
and resets the working copy of the rules to match the current active rules.

Rule settings

The configurable options for each rule are:

Field Description Usage tips
Priority The order in which the The rules with the highest priority (1, then 2, then 3 and so on) are
firewall rules are applied. applied first.
Firewall rules must have unique priorities. Rule activation will fail if
there are multiple rules with the same priority.
Interface The LAN interface on which | This only applies if the Advanced Networking option key is installed.
you want to control access.
IP address | These two fields together The Address range field shows the range of IP addresses to which
and Prefix | determine the range of IP the rule applies, based on the combination of the IP address and
I h addresses to which the rule Prefix | h
engt applies. refix length.
The prefix length range is 0-32 for an IPv4 address, and 0-128 for an
IPv6 address.
Service Choose the service to which | Note that if the destination port of a service is subsequently
the rule applies, or choose reconfigured on the Expressway, for example from 80 to 8080, any
Custom to specify your own | firewall rules containing the old port number will not be automatically
transport type and port updated.
ranges.
Transport | The transport protocol to Only applies if specifying a Custom service.
which the rule applies.
Start and The port range to which the | Only applies if specifying a UDP or TCP Custom service.
end port rule applies.
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Field Description Usage tips
Action The action to take against Dropping the traffic means that potential attackers are not provided
any IP traffic that matches with information as to which device is filtering the packets or why.
the rule.
For deployments in a secure environment, you may want to configure
Allow: Accept the traffic. a set of low priority rules (for example, priority 50000) that deny
access to all services and then configure higher priority rules (for
Drop: Drop the traffic example, priority 20) that selectively allow access for specific IP
without any response to the | addresses.
sender.

Reject: Reject the traffic
with an 'unreachable’

response.
Description | An optional free-form If you have a lot of rules you can use the Filter by description options

description of the firewall to find related sets of rules.

rule.

Current Active Firewall Rules

The Current active firewall rules page (System > Protection > Firewall rules > Current active rules) shows the user-
configured firewall rules that are currently in place on the system. There is also a set of built-in rules that are not
shown in this list.

If you want to change the rules you must go to the Firewall rules configuration page from where you can set up and
activate a new set of rules.

Configuring Automated Intrusion Protection

You can use the automated protection service to detect and block malicious traffic and to help protect the
Expressway from dictionary-based attempts to breach login security.

It works by parsing the system log files to detect repeated failures to access specific service categories, such as SIP,
SSH and web/HTTPS access. When the number of failures within a specified time window reaches the configured
threshold, the source host address (the intruder) and destination port are blocked for a specified period of time. The
host address is automatically unblocked after that time period so as not to lock out any genuine hosts that may have
been temporarily misconfigured.

You can configure ranges of addresses that are exempted from one or more categories (see Configuring Exemptions,
page 34 below).

You should use automated protection in combination with firewall rules; automated protection to dynamically detect
and temporarily block specific threats, and firewall rules to permanently block a range of known host addresses.

About protection categories

The set of available protection categories on your Expressway are pre-configured according to the software version
that is running. You can enable, disable or configure each category, but you cannot add new categories.

The rules which associate specific log file messages with each category are also pre-configured and you cannot
change them. You can view example log file entries that would be treated as an access failure/intrusion within a
particular category by going to System > Protection > Automated detection > Configuration and clicking on the
name of the category. The examples are displayed above the Status section at the bottom of the page.

Enabling Automated Protection

From X8.9 onwards, automated intrusion protection is enabled, by default, for the following categories:
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http-ce-auth
http-ce-intrusion
sshpfwd-auth
sshpfwd-intrusion
xmpp-intrusion

This change affects new systems. Upgraded systems keep their existing protection configuration.

To enable intrusion protection on your Expressway:

1.

Go to System > Administration.
Set Automated protection service to On.
Click Save.

The service is running now, but you must configure the protection categories and any exemptions necessary
for your environment.

Configuring Protection Categories

The Automated detection overview page (System > Protection > Automated detection > Configuration) is used to
enable and configure the Expressway's protection categories, and to view current activity.

The page displays a summary of all available categories, showing:

Status: this indicates if the category is configured to be On or Off. When On, it additionally indicates the state
of the category: this is normally Active, but may temporarily display Initializing or Shutting down when a
category has just been enabled or disabled. Check the alarms if it displays Failed.)

Currently blocked: the number of addresses currently being blocked for this category.

Total failures: the total number of failed attempts to access the services associated with this category.
Total blocks: the total number of times that a block has been triggered. Note that:

- The Total blocks will typically be less than the Total failures (unless the Trigger level is set to 1).

- The same address can be blocked and released several times per category, with each occurrence counting
as a separate block.

Exemptions: the number of addresses that are configured as exempt from this category.

From this page, you can also view any currently blocked addresses or any exemptions that apply to a particular
category.

Enabling and disabling categories

To enable or disable one or more protection categories:

1.
2.
3.

Go to System > Protection > Automated detection > Configuration.
Select the check box alongside the categories you want to enable or disable.

Click Enable or Disable as appropriate.

Configuring a category's blocking rules

To configure a category's specific blocking rules:

1.
2,

Go to System > Protection > Automated detection > Configuration.
Click on the name of the category you want to configure.
You are taken to the configuration page for that category.
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3. Configure the category as required:
- State: whether protection for that category is enabled or disabled.
- Description: a free-form description of the category.

- Trigger level and Detection window: these settings combine to define the blocking threshold for the
category. They specify the number of failed access attempts that must occur before the block is triggered,
and the time window in which those failures must occur.

- Block duration: the period of time for which the block will remain in place.
4. Click Save.

Configuring Exemptions

The Automated detection exemptions page (System > Protection > Automated detection > Exemptions) is used to
configure any IP addresses that are to be exempted always from one or more protection categories.

To configure exempted addresses:

Go to System > Protection > Automated detection > Exemptions.
Click on the Address you want to configure, or click New to specify a new address.
Enter the Address and Prefix length to define the range of IP addresses you want to exempt.

P ww Db

Select the categories from which the address is to be exempted.

5. Click Add address.
Note that if you exempt an address that is currently blocked, it will remain blocked until its block duration expires
(unless you unblock it manually via the Blocked addresses page).

Managing Blocked Addresses

The Blocked addresses page (System > Protection > Automated detection > Blocked addresses) is used to
manage the addresses that are currently blocked by the automated protection service:
= It shows all currently blocked addresses and from which categories those addresses have been blocked.

= You can unblock an address, or unblock an address and at the same time add it to the exemption list. Note
that if you want to permanently block an address, you must add it to the set of configured firewall rules.

If you access this page via the links on the Automated detection overview page it is filtered according to your chosen
category. It also shows the amount of time left before an address is unblocked from that category.
Investigating Access Failures and Intrusions

If you need to investigate specific access failures or intrusion attempts, you can review all the relevant triggering log
messages associated with each category. To do this:

1. Go to System > Protection > Automated detection > Configuration.
Click on the name of the category you want to investigate.
3. Click View all matching intrusion protection triggers for this category.

The system will display all the relevant events for that category. You can then search through the list of
triggering events for the relevant event details such as a user name, address or alias.

Automated Protection Service and Clustered Systems

When the automated protection service is enabled in a clustered system:

= Each peer maintains its own count of connection failures and the trigger threshold must be reached on each
peer for the intruder's address to be blocked by that peer.
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= Addresses are blocked against only the peer on which the access failures occurred. This means that if an
address is blocked against one peer it may still be able to attempt to access another peer (from which it may
too become blocked).

= Ablocked address can only be unblocked for the current peer. If an address is blocked by another peer, you
must log in to that peer and then unblock it.

= Category settings and the exemption list are applied across the cluster.
= The statistics displayed on the Automated detection overview page are for the current peer only.

Automated Protection in MRA Deployments

The Expressway-C receives a lot of inbound traffic from Unified CM and from the Expressway-E when it is used for
Mobile and Remote Access.

If you want to use automated protection on the Expressway-C, you should add exemptions for all hosts that use the
automatically created neighbor zones and the Unified Communications secure traversal zone. The Expressway does
not automatically create exemptions for discovered Unified CM or related nodes.

Additional Information

= When a host address is blocked and tries to access the system, the request is dropped (the host receives no
response).

= Ahost address can be blocked simultaneously for multiple categories, but may not necessarily be blocked by
all categories. Those blocks may also expire at different times.

= When an address is unblocked (either manually or after its block duration expires), it has to fail again for the
full number of times as specified by the category's trigger level before it will be blocked for a second time by
that category.

= Acategory is reset whenever it is enabled. All categories are reset if the system is restarted or if the
automated protection service is enabled at the system level. When a category is reset:

- Any currently blocked addresses are unblocked.
- Its running totals of failures and blocks are reset to zero.

= You can view all Event Log entries associated with the automated protection service by clicking View all
intrusion protection events on the Automated detection overview page.

Network Services

Configuring System Name and Access Settings

The System administration page (System > Administration) is used to configure the following:

= Name of the Cisco Expressway system.

= Methods by which the system may be accessed by administrators. Although you can administer the Cisco
Expressway through a PC connected directly to the unit with a serial cable, you may want to access the
system remotely over IP. You can do this using the web interface via HTTPS, or through a command line
interface via SSH.

= Whether to use FindMe or other provisioning services from the Cisco TelePresence Management Suite
Provisioning Extension.

The configurable options are described in the table:
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Table 6 Settings for the System Administration Page

Field

Description

Usage tips

System name

Used to identify the Expressway.
Appears in various places in the web
interface, and in the display on the
front panel of the unit (so that you can
identify it when it is in a rack with other
systems). Also used by Cisco TMS.

We recommend using a name which allows you to easily
and uniquely identify the system.

Default is On.

Ephemeral The start and end values define the
portrange port range to use for ephemeral
outbound connections that are not
otherwise constrained by Expressway
call processing.
Services
Serial port/ Whether the system can be accessed | Serial port / console access is always enabled for one
console locally via the VMware console. minute following a restart, even if it is normally disabled.

SSH service

Whether the Expressway can be
accessed via SSH and SCP. Default is
On.

Web interface
(over HTTPS)

Whether the Expressway can be
accessed via the web interface.
Default is On.

Cisco TMS accesses the Expressway via the web server.
If HTTPS mode is turned off, Cisco TMS will not be able
to accessiit.

Provisioning
services

Whether the System > TMS
Provisioning Extension services page
is accessible in the Expressway web
user interface. From there you can
connect to the Cisco TelePresence
Management Suite Provisioning
Extension (Cisco TMSPE) and its
provisioning services for users,
devices, FindMe and phone books.
Default is Off.

Session limits

Session time
out

The number of minutes that an
administration session (serial port,
HTTPS or SSH) or a FindMe session
may be inactive before the session is
timed out. Default is 30 minutes.

Per-account
session limit

The number of concurrent sessions
that each individual administrator
account is allowed on each
Expressway.

This includes web, SSH and serial sessions. Session
limits are not enforced on the root account.

A value of 0 turns session limits off.
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Table 6 Settings for the System Administration Page (continued)

Field

Description

Usage tips

System
session limit

The maximum number of concurrent
administrator sessions allowed on
each Expressway.

This includes web, SSH and serial sessions. Session
limits are not enforced on the root account; however
active root account sessions do count towards the total
number of current administrator sessions.

A value of 0 turns session limits off.

System protection

Off: automatic discovery is allowed.

On: Cisco TMS has to be manually
configured to discover this Expressway
and must provide administrator
account credentials.

Default is Off.

Automated Whether the automated protection After enabling the service you must go and configure the
protection service is active. Default is On. specific protection categories.

service

Automatic Controls how management systems You must restart the system for any changes to take
discovery such as Cisco TMS can discover this effect.

protection Expressway.

Web server configuration

Redirect HTTP

Determines whether HTTP requests are

HTTPS must also be enabled for access via HTTP to

protection against man-in-the-middle
(MITM) attacks.

On: the Strict-Transport-Security
header is sent with all responses from
the web server, with a 1 year expiry
time.

Off: the Strict-Transport-Security
header is not sent, and browsers work
as normal.

Default is On.

requests to redirected to the HTTPS port. Default is | function.

HTTPS Off.
When you enter the address without prepending the
protocol, your browser assumes HTTP (on port 80). If this
setting is On, the Expressway redirects your browser to
the Web administrator port.

HTTP Strict Determines whether web browsers are | See below for more information about HSTS.

Transport instructed to only ever use a secure

Security connection to access this server.

(HSTS) Enabling this feature gives added
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Table 6 Settings for the System Administration Page (continued)

Not required: the client system does
not have to present any form of
certificate.

Cetrtificate validation: the client system
must present a valid certificate that
has been signed by a trusted
certificate authority (CA). Note that a
restart is required if you are changing
from Not required to Cetrtificate

validation.

Certificate-based authentication: the
client system must present a valid
certificate that has been signed by a
trusted CA and contains the client's
authentication credentials.

Default: Not required

Field Description Usage tips
Web Sets the https listening port for If you use a non-default port, and you prepend the
administrator | administrators to access the https:// protocol to the address, you must append the
port Expressway web interface. port. For example, you would put the address
We strongly recommend using a non- https://vcse.example.com: 7443 into your browser; if you
default port for web administration on | try https://vcse.example.com, the browser assumes port
the Expressway-E if you enable any 443 and the Expressway denies access.
features that need TCP 443, eg. .
Meeting Server Web Proxy. Web access to the Expressway could be lost if a network
element blocks traffic to the web admin port - you can
Restart the Expressway to make this use SSH or the console to change the port if necessary.
change effective.
Client Controls the level of security required | |mportant:
certificate- to allow client systems (typically web
based browsers) to communicate with the Enabling Certificate validation means that your browser
security Expressway over HTTPS. (the client system) can use the Expressway web

interface only if it has a valid (in date and not revoked by
a CRL) client certificate that is signed by a CAin the
Expressway's trusted CA certificate list.

Ensure your browser has a valid client certificate before
enabling this feature. The procedure for uploading a
certificate to your browser may vary depending on the
browser type and you may need to restart your browser
for the certificate to take effect.

You can upload CA certificates on the Managing the
Trusted CA Certificate List, page 265 page, and test
client certificates on the Testing Client Certificates,
page 273 page.

Enabling Certificate-based authentication means that
the standard login mechanism is no longer available.
You can log in only if your browser certificate is valid and
the credentials it provides have the appropriate
authorization levels. You can configure how the
Expressway extracts credentials from the browser
certificate on the Certificate-based authentication

configuration page.

This setting does not affect client verification of the
Expressway's server certificate.
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Table 6 Settings for the System Administration Page (continued)

Field

Description

Usage tips

Certificate
revocation list
(CRL)
checking

Specifies whether HTTPS client
certificates are checked against
certificate revocation lists (CRLs).

None: no CRL checking is performed.

Peer: only the CRL associated with the
CA that issued the client's certificate is
checked.

All: all CRLs in the trusted certificate
chain of the CA that issued the client's
certificate are checked.

Default: All

Only applies if Client certificate-based security is
enabled.

CRL
inaccessibility
fallback
behavior

Controls the revocation checking
behavior if the revocation status
cannot be established, for example if
the revocation source cannot be
contacted.

Treat as revoked: treat the certificate
as revoked (and thus do not allow the
TLS connection).

Treat as not revoked: treat the
certificate as not revoked.

Default: Treat as not revoked

Only applies if Client certificate-based security is
enabled.

Deployment Configuration
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Table 6 Settings for the System Administration Page (continued)

Field Description Usage tips

Configuration | Determines the size of the system. The | If you upgrade a Medium system with a 1 Gbps NIC,
possible options are: Expressway automatically converts the appliance to a
Large system. As a result, Expressway-E listens for
multiplexed RTP/RTCP traffic on default demultiplexing
ports for Large systems (36000 to 36011). In this case,
Expressway drops the calls because these ports are not
open on the firewall.

Large: 8 CPU cores, 6 GB memory,
and 1 Gbps or 10 Gbps NIC.

Medium: 2 CPU cores: 4 GB memory,
and 1 Gbps NIC.
If this problem occurs, do either of the following:

= To change the system default size to Medium and
use the ports that you have configured for
multiplexed RTP/RTCP traffic, select Medium.

= If you prefer to use it as Large system, open the
default demultiplexing ports for Large systems on
the firewall.

This option is available only for CE1200 and CE1100
appliances that are deployed as Expressway-Es, and
with the following specification or higher:

= Expressway version X8.11.3 or later
= CPU: 8 cores

= Memory: 6 GB

= NIC: 1 Gbps

By default, access via HTTPS and SSH is enabled. For optimum security, disable HTTPS and SSH and use the serial
port to manage the system. Because access to the serial port allows the password to be reset, we recommend that
you install the Expressway in a physically secure environment.

HTTP Strict Transport Security (HSTS)

HTTP Strict Transport Security (HSTS) provides a mechanism where a web server forces a web browser to
communicate with it using secure connections only.

As of August 2014, this mechanism is supported by the following browsers:
= Chrome, versions 4.0.211.0 and later
s Firefox, versions 4 and later
When HSTS is enabled, a browser that supports HSTS will:
= Automatically turn any insecure links to the website into secure links (for example, http://example.com/page/
is modified to https: //example.com/page/ before accessing the server).

= Only allow access to the server if the connection is secure (for example, the server's TLS certificate is valid,
trusted and not expired).

Browsers that do not support HSTS will ignore the Strict-Transport-Security header and work as before. They will still
be able to access the server.

Compliant browsers only respect Strict-Transport-Security headers if they access the server through its fully qualified
name (rather than its IP address).
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Configuring SNMP Settings

The SNMP page (System > SNMP) is used to configure the Expressway's SNMP settings.

Tools such as Cisco TelePresence Management Suite (Cisco TMS) or HP OpenView may act as SNMP Network
Management Systems (NMS). They allow you to monitor your network devices, including the Expressway, for
conditions that might require administrative attention.

The Expressway supports the most basic MIB-Il tree (.1.3.6.1.2.1) as defined in RFC 1213.

The information made available by the Expressway includes:

= system uptime

= Systemname

= location
= contact
= interfaces

» disk space, memory, and other machine-specific statistics

By default, SNMP is Disabled, therefore to allow the Expressway to be monitored by an SNMP NMS (including Cisco
TMS), you must select an alternative SNMP mode. The configurable options are:

Field Description Usage tips
SNMP mode | Controls the level of SNMP support. If you want to use secure SNMPv3 but you also
] use Cisco TMS as your external manager, you
Disabled: no SNMP support. must select v3 plus TMS support.
v3 secure SNMP: supports authentication
and encryption.
v3 plus TMS support: secure SNMPv3 plus
non-secure access to OID 1.3.6.1.2.1.1.2.0
only.
v2c: non-secure community-based SNMP.
Description Custom description of the system as viewed | When you leave this field empty, the system uses
by SNMP. The default is to have no custom | its default SNMP description.
description (empty field).
Community The Expressway's SNMP community name. [ Only applies when using v2c or v3 plus TMS
name support.
The default is public. PP
System The name of the person who can be The System contact and Location are used for
contact contacted regarding issues with the reference purposes by administrators when
Expressway. following up on queries.
The default is Administrator.
Location Specifies the physical location of the
Expressway.
Username The Expressway's SNMP username, usedto | Only applies when using v3 secure SNMP or v3
|dent|fy this SNMP agent to the SNMP plus TMS Support
manager.
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Field Description Usage tips

v3 Authentication settings (only applicable to SNMPv3)

Authentication | Enables or disables SNMPv3 authentication.

mode
Type The algorithm used to hash authentication
credentials.
SHA: Secure Hash Algorithm.
MD5: Message-Digest algorithm 5.
The default is SHA.
Password The password used to encrypt authentication | Must be at least 8 characters.

credentials.

v3 Privacy settings (only applicable to SNMPv3)

Privacy mode | Enables or disables SNMPv3 encryption.

Type The security model used to encrypt
messages.

AES: Advanced Encryption Standard 128-bit
encryption.

The default and recommended setting is
AES.

Password The password used to encrypt messages. Must be at least 8 characters.

The Expressway does not support SNMP traps or SNMP sets, therefore it cannot be managed via SNMP.

Note: SNMP is disabled by default, because of the potentially sensitive nature of the information involved. Do not
enable SNMP on a Expressway on the public internet or in any other environment where you do not want to expose
internal system information.

Configuring Time Settings

The Time page (System > Time) is used to configure the Expressway's NTP servers and to specify the local time
zone.

An NTP server is a remote server with which the Expressway synchronizes in order to ensure its time is accurate. The
NTP server provides the Expressway with UTC time.

Accurate time is necessary for correct system operation.

Configuring the NTP Servers

To configure the Expressway with one or more NTP servers to be used when synchronizing system time, enter the
Address of up to five servers in one of the following formats, depending on the system's DNS settings (you can check
these settings on the DNS page, System > DNS):

= if there are no DNS servers configured, you must use an IP address for the NTP server

= if there are one or more DNS servers configured, you can use an FQDN or IP address for the NTP server

= if there is a DNS Domain name configured in addition to one or more DNS servers, you can use the server
name, FQDN or IP address for the NTP server
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Three of the Address fields default to NTP servers provided by Cisco.

You can configure the Authentication method used by the Expressway when connecting to an NTP server. Use one of
the following options for each NTP server connection:

Authentication | Description
method

Disabled No authentication is used.

Symmetric key | Symmetric key authentication. When using this method a Key ID, Hash method and Pass phrase
must be specified. The values entered here must match exactly the equivalent settings on the
NTP server. You can use the same symmetric key settings across multiple NTP servers. However,
if you want to configure each server with a different pass phrase, you must also ensure that each
server has a unique key ID.

Private key Private key authentication. This method uses an automatically generated private key with which to
authenticate messages sent to the NTP server.

Displaying NTP status information

The synchronization status between the NTP server and the Expressway is shown in the Status area as follows:

= Starting: the NTP service is starting.

= Synchronized: the Expressway has successfully obtained accurate system time from an NTP server.
= Unsynchronized: the Expressway is unable to obtain accurate system time from an NTP server.

= Down: the Expressway's NTP client is not running.

= Reject: the NTP service is not accepting NTP responses.

Note that updates may take a few minutes to be displayed in the status table.

Other status information available includes:

Field Description

NTP server The actual NTP server that has responded to the request. This may be different to the NTP server
in the NTP server address field.

Condition Gives a relative ranking of each NTP server. All servers that are providing accurate time are given
a status of Candidate; of those, the server that the Expressway considers to be providing the most
accurate time and is therefore using shows a status of sys.peer.

Flash A code giving information about the server's status. 00 ok means there are no issues. See the
Flash Status Word Reference Table, page 518 for a complete list of codes.

Authentication | Indicates the status of the current authentication method. One of ok, bad or none. none is
specified when the Authentication method is Disabled.

Event Shows the last event as determined by NTP (for example reachable or sys.peer)

Reachability Indicates the results of the 8 most recent contact attempts between the Expressway and the NTP
server, with a tick indicating success and a cross indicating failure. The result of the most recent
attempt is shown on the far right.

Each time the NTP configuration is changed, the NTP client is restarted and the Reachability field
will revert to all crosses apart from the far right indicator which will show the result of the first
connection attempt after the restart. However, the NTP server may have remained contactable
during the restart process.

43



Cisco Expressway Administrator Guide

Network and System Settings

Field Description

Offset The difference between the NTP server's time and the Expressway's time.

Delay The network delay between the NTP server and the Expressway.

Stratum The degree of separation between the Expressway and a reference clock. 1 indicates that the NTP

server is a reference clock.

Ref ID A code identifying the reference clock.

Ref time The last time that the NTP server communicated with the reference clock.

For definitions of the remaining fields on this page, and for further information about NTP, see Network Time Protocol
website.

Expressway Time Display and Time Zone

Local time is used throughout the web interface. It is shown in the system information bar at the bottom of the screen
and is used to set the timestamp that appears at the start of each line in the Event Log.

Note that UTC timestamps are included at the end of each entry in the Event Log.

Internally, the Expressway maintains its system time in UTC. It is based on the Expressway's operating system time,
which is synchronized using an NTP server if one is configured. If no NTP servers are configured, the Expressway
uses its own operating system time to determine the time and date.

Specifying your local Time zone lets the Expressway determine the local time where the system is located. It does this
by offsetting UTC time by the number of hours (or fractions of hours) associated with the selected time zone. It also
adjusts the local time to account for summer time (also known as daylight saving time) when appropriate.

Configuring the Login Page

Use the Login page configuration page (System > Login page) to specify a message and image to appear on the
login page. The Welcome message title and text appears to administrators when they log in using the CLI or the web
interface.

You can upload an image to appear above the welcome message on the login page, in the web interface.

= Supported image file formats are JPG, GIF and PNG.
= Images larger than 200x200 pixels are scaled down.

Optionally you can specify that the welcome message must be acknowledged before the person logging in is allowed
to continue. In this case the system displays an acceptance button, which the user must click to continue.

If the Expressway is using the TMS Provisioning Extension services to provide FindMe account data, then users log
into their FindMe accounts through Cisco TMS, not through Expressway.

Note that this feature is not configurable using the CLI.

Configuring External Manager Settings

The External manager page (System > External manager) is used to configure the Expressway connection to an
external management system.

An external manager is a remote system, such as the Cisco TelePresence Management Suite (Cisco TMS), used to
monitor events occurring on the Expressway, for example call attempts, connections and disconnections, and as a
place for where the Expressway can send alarm information. The use of an external manager is optional.

Note: Cisco TMS identifies the Expressway as a "TANDBERG VCS".
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The Expressway will continue to operate without loss of service if its connection to Cisco TMS fails. This applies even
if the Expressways are clustered. No specific actions are required as the Expressway and Cisco TMS will
automatically start communicating with each other again after the connection is re-established.

Field Description Usage tips

Address To use an external manager, If you are using Cisco TMS as your external manager, use the

and path you must configure the default path of tms/public/external/management/
Expressway with the IP SystemManagementService.asmx.

address or host name and path
of the external manager to be
used.

Protocol Determines whether
communications with the
external manager are over
HTTP or HTTPS. The default is

HTTPS.
Certificate | Controls whether the If you enable verification, you must also add the certificate of the
verification | certificate presented by the issuer of the external manager's certificate to the file containing the
mode external manager is verified. Expressway's trusted CA certificates. This is done from the

Managing the Trusted CA Certificate List, page 265 page
(Maintenance > Security > Trusted CA certificate).

Configuring TMS Provisioning Extension Services

Cisco TMSPE services are hosted on Cisco TMS. They provide the user, device, and phone book data used by the
Expressway's Provisioning Server to service provisioning requests from endpoint devices. They also provide the
Expressway with FindMe account configuration data for FindMe services.

From X8.11, the Cisco TMS-hosted provisioning services are enabled through the System > Administration settings
page in the web user interface or the device provisioning CLI command (xconfiguration Administration
DeviceProvisoning). You do not need special option keys or licenses to enable these services. The following device
provisioning services are available:

= Users
= FindMe

= Phone Books

= Devices

For new installations all services are off by default. For existing systems your current service settings are preserved
and remain unchanged after upgrading.

Before you Start

If you have not already done so, go to System > Administration and set Provisioning services to On. Then you can
use the System > TMS Provisioning Extension services page to configure how Expressway connects to Cisco
TMSPE services, and which services you want. (To configure the services themselves, we recommend using the
TMS. Changes to Cisco TMSPE service configuration settings made through Expressway are not applied in TMS.)

FindMe is a special case. If you enable provisioning services you may see the following configuration warning alarms.
If you plan to use FindMe only, and no other provisioning services, you can ignore these alarms:

s For phone book requests to work correctly, authentication policy must be enabled on the Default Subzone and

any other relevant subzone; authentication must also be enabled on the Default Zone if the endpoints are not
registered

45



Cisco Expressway Administrator Guide

Network and System Settings

= For provisioning to work correctly, authentication policy must be enabled on the Default Zone and any other
relevant zone that receives provisioning requests

Configuration Settings

The configurable options for provisioning services are described in the table:

Table 7 Configurable Options for Provisioning Services

Field Description Usage tips

Default connection configuration

This section specifies default connection settings for accessing Cisco TMSPE services. Each service can choose
to use these settings, or specify its own connection settings (for example, if a different Cisco TMSPE server is in
use per service).

Server The IP address or Fully Qualified

address Domain Name (FQDN) of the service.

Destination The listening port on the Cisco

port TMSPE service.

Encryption The encryption to use for the ATLS connection is recommended.
connection to the Cisco TMSPE
service.

Off: no encryption is used.
TLS: TLS encryption is used.

Default is TLS.

Verify Controls whether the certificate If verification is enabled:

certificate presented by the Cisco TMSPE
service is verified against the = IIS (on the Cisco TMSPE server) must be installed
Expressway's current trusted CA list with a signed certificate and be set to enforce SSL
and (if any) revocation list. Default is connections.
Yes.

= You must add the certificate of the issuer of the
Cisco TMSPE server's certificate to the file
containing the Expressway's trusted CA

certificates. Do this from the Managing the Trusted
CA Certificate List, page 265 page (Maintenance >
Security > Trusted CA certificate).

Check Controls whether the hostname Applies if Verify certificate is Yes.

certificate contained within the certificate

hostname presented by the Cisco TMSPE If enabled, the certificate hostname (the Common Name)
service is verified by the must match the specified Server address. If the server
Expressway. Default is Yes. address is an IP address, the required hostname is

obtained through a DNS lookup.

Base group The ID used to identify this The TMS administrator will supply this value.
Expressway (or Expressway cluster)
with the Cisco TMSPE service. The Base group ID used by the Devices service must be

explicitly specified as it is normally different from that used
by the other services.
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Table 7 Configurable Options for Provisioning Services (continued)

Field Description Usage tips
Authentication | The username and corresponding If TLS encryption is not enabled, the authentication
username and | password used by the Expressway to | password is sent in the clear.
authenticate itself with the Cisco
password TMSPE service.

Service-specific configuration

Devices.

You can specify the connection details for each of the Cisco TMSPE services: Users, FindMe, Phone books and

Connect to this
service

Controls whether the Expressway
connects to the Cisco TMSPE
service. Default is No.

If Yes, the status of an enabled connection is shown next
to the field: Checking, Active or Failed. (Click details to
view full status information.)

The frequency with which the
Expressway checks the Cisco
TMSPE service for updates. Defaults
are:

Polling interval

FindMe: 2 minutes
Users: 2 minutes
Phone books: 7 day

The Device service polling interval is
set to 30 seconds and cannot be

You can request an immediate update of all services by
clicking Check for updates at the bottom of the page.

modified.
Use the default | Controls whether the service uses
connection the default connection configuration

for Cisco TMSPE services. Default is
Yes.

configuration

If No, an additional set of connection configuration
parameters appears. There you can specify alternative
connection details, to override the default connection
settings for the service.

You can do an immediate resynchronization of data between Expressway and Cisco TMS at any time by clicking
Perform full synchronization on the TMS Provisioning Extension services page. This will result in a few seconds
lack of service on the Expressway while data is deleted and refreshed. If you only need to apply recent updates in
Cisco TMS to the Expressway, click Check for updates instead.
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This section describes how to configure your Expressway-C and Expressway-E in order to traverse firewalls.

About Firewall Traversal 48
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About Firewall Traversal

The purpose of a firewall is to control IP traffic entering your network. Firewalls generally block unsolicited incoming
requests, meaning that any calls originating from outside your network will be prevented. However, firewalls can be
configured to allow outgoing requests to certain trusted destinations, and to allow responses from those destinations.
This principle is used by Cisco's Expressway technology to enable secure traversal of any firewall.

The Expressway Solution

The Expressway solution consists of:

= An Expressway-E located outside the firewall on the public network or in the DMZ, which acts as the firewall
traversal server.

= An Expressway-C or other traversal-enabled endpoint located in a private network, which acts as the firewall
traversal client.

The two systems work together to create an environment where all connections between the two are outbound. That
is, established from the client to the server. And so able to successfully traverse the firewall.

Chained firewall traversal

For business-to-business Expressway deployments, you can configure firewall traversal chaining. As well as acting
as a traversal server, Expressway-E can act as a traversal client to another Expressway-E.

Figure 4 Example of Two Chained Expressway-Es
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If you chain two Expressway-Es for example (pictured), the first Expressway-E is a traversal server for the
Expressway-C. That first Expressway-E is also a traversal client of the second Expressway-E. The second
Expressway-E is a traversal server for the first Expressway-E.

Note:

= Traversal chaining is not supported for Mobile and Remote Access deployments.

= This capability was formally introduced to the Cisco Expressway Series in version X8.10. It has been possible
with the Cisco TelePresence VCS since firewall traversal was introduced.

Recommendations and Prerequisites

We recommend that both the Expressway-E and the Expressway-C run the same software version.

Do not use a shared address for the Expressway-E and the Expressway-C, as the firewall cannot distinguish between
them. If you use static NAT for IP addressing on the Expressway-E, make sure that any NAT operation on the
Expressway-C does not resolve to the same traffic IP address. We do not support shared NAT addresses between
Expressway-E and Expressway-C.

How Does it Work?

The traversal client constantly maintains a connection through the firewall to a designated port on the traversal
server. This connection is kept alive by the client sending packets at regular intervals to the server. When the
traversal server receives an incoming call for the traversal client, it uses this existing connection to send an incoming
call request to the client. The client then initiates the necessary outbound connections required for the call media
and/or signaling.

This process ensures that from the firewall’s point of view, all connections are initiated from the traversal client inside
the firewall out to the traversal server.

For firewall traversal to function correctly, the Expressway-E must have one traversal server zone configured on it for
each client system that is connecting to it (this does not include traversal-enabled endpoints which register directly
with the Expressway-E; the settings for these connections are configured in a different way). Likewise, each
Expressway client must have one traversal client zone configured on it for each server that it is connecting to.

The ports and protocols configured for each pair of client-server zones must be the same. See the Configuring a
Traversal Client and Server, page 52 for a summary of the required configuration on each system. Because the
Expressway-E listens for connections from the client on a specific port, you are recommended to create the traversal
server zone on the Expressway-E before you create the traversal client zone on the Expressway-C.

Note that the traversal client and the traversal server must both be Expressway systems (neither can be a Cisco VCS).

Endpoint Traversal Technology Requirements

The "far end" (at home or at a hotel, for example) endpoint requirements to support firewall traversal are summarized
below:

s For H.323, the endpoint needs to support Assent or H460.18 and H460.19.
= For SIP, the endpoint just needs to support standard SIP.

- Registration messages will keep the "‘far end" firewall ports open for Expressway to send messages to that
endpoint. The Expressway waits for media from the endpoint behind the firewall, before returning media to
it on that same port - the endpoint does have to support media transmission and reception on the same
port.

- The Expressway also supports SIP outbound, which is an alternative method of keeping firewalls open
without the overhead of using the full registration message.

= SIP and H.323 endpoints can register to the Expressway-E or they can just send calls to the Expressway-E as
the local "DMZ" firewall has relevant ports open to allow communication to the Expressway-E over SIP and
H.323 ports.
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Endpoints can also use ICE to find the optimal (in their view of what optimal is) path for media communications
between themselves. Media can be sent directly from endpoint to endpoint, from endpoint via the outside IP address
of the destination firewall to the destination endpoint, or from the endpoint via a TURN server to destination endpoint.

= The Expressway supports ICE for calls where the Expressway does not have to traverse media (for example if
there is no IPv4/IPv6 conversion or SIP / H.323 conversion required); typically this means 2 endpoints which
are able to support ICE, directly communicating to an Expressway-E cluster.

= The Expressway-E has its own built-in TURN server to support ICE-enabled endpoints.

H.323 Firewall Traversal Protocols

The Expressway supports two different firewall traversal protocols for H.323: Assent and H.460.18/H.460.19.

s Assentis Cisco’s proprietary protocol.

= H.460.18 and H.460.19 are ITU standards which define protocols for the firewall traversal of signaling and
media respectively. These standards are based on the original Assent protocol.

A traversal server and traversal client must use the same protocol in order to communicate. The two protocols each
use a different range of ports.

SIP Firewall Traversal Protocols

The Expressway supports the Assent protocol for SIP firewall traversal of media.

The signaling is traversed through a TCP/TLS connection established from the client to the server.

Media Demultiplexing

The Expressway-E uses media demultiplexing in the following call scenarios:

= Any H.323 or SIP call leg to/from an Expressway-C through a traversal zone configured to use Assent.

= Any H.323 call leg to/from an Expressway-C through a traversal server zone configured to use H460.19 in
demultiplexing mode

= H.323 call legs between an Expressway-E and an Assent or H.460.19 enabled endpoint

The Expressway-E uses non-demultiplexed media for call legs directly to/from SIP endpoints (that is endpoints which
do not support Assent or H.460.19), or if the traversal server zone is not configured to use H.460.19 in demultiplexing
mode.

Media demultiplexing ports on the Expressway-E are allocated from the general range of traversal media ports. This
applies to all RTP/RTCP media, regardless of whether it is H.323 or SIP.

The default media traversal port range is 36000 to 59999, and is set on the Expressway-C at Configuration > Local
Zones > Traversal Subzone. In Large Expressway systems the first 12 ports in the range - 36000 to 36011 by default
- are always reserved for multiplexed traffic. The Expressway-E listens on these ports. You cannot configure a
distinct range of demultiplex listening ports on Large systems: they always use the first 6 pairs in the media port
range. On Small/Medium systems you can explicitly specify which 2 ports listen for multiplexed RTP/RTCP traffic, on
the Expressway-E (Configuration > Traversal > Ports). If you choose not to configure a particular pair of ports (Use
configured demultiplexing ports = No), then the Expressway-E will listen on the first pair of ports in the media
traversal port range (36000 and 36001 by default).

Note: Changes to the Use configured demultiplexing ports setting need a system restart to take effect.
For example, in a SIP call from within an enterprise to an endpoint at home through an Expressway-C/Expressway-E
pair, the only demultiplexing that would occur would be on the Expressway-E ports facing the Expressway-C:

Home
endpoint

Enterprise
endpoint

—> Expressway-C —> Expressway-E —>
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Non- | Non- Demuxed | Non-
demuxed | demuxed demuxed
RTP ports 36002 | 36004 36000 | 36002
RTCP ports 36003 | 36005 36001 | 36003

However, an H.323 call from within an enterprise to an Assent capable H.323 endpoint at home through the same
Expressway-C/Expressway-E would perform demultiplexing on both sides of the Expressway-E:

Enterprise |<——= Expressway-C — Expressway-E «<—> | Home
endpoint endpoint
Non- | Non- Demuxed | Demuxed
demuxed | demuxed
RTP ports 36002 | 36004 36000 | 36000
RTCP ports 36003 | 36005 36001 | 36001

If the Expressway-E has Advanced Networking, it will still use the same port numbers as described above, but they
will be assigned to the internal and external IP addresses.

Firewall Traversal Configuration Overview

This section provides an overview to how the Expressway can act as a traversal server or as a traversal client.

Expressway as a Firewall Traversal Client

The Expressway can act as a firewall traversal client on behalf of SIP and H.323 endpoints registered to it, and any
systems that are neighbored with it. To act as a firewall traversal client, the Expressway must be configured with
information about the systems that will act as its firewall traversal server.

You do this by adding a traversal client zone on the Expressway client (Configuration > Zones > Zones) and
configuring it with the details of the traversal server. See Configuring Traversal Client Zones, page 123 for more
information. You can create more than one traversal client zone if you want to connect to multiple traversal servers.

Note that:

= In most cases, you will use an Expressway-C as a firewall traversal client. However, an Expressway-E can
also act as a firewall traversal client.

= The firewall traversal server used by the Expressway client must be an Expressway-E.

Expressway as a Firewall Traversal Server

The Expressway-E has all the functionality of an Expressway-C (including being able to act as a firewall traversal
client). However, its main feature is that it can act as a firewall traversal server for other Cisco systems and any
traversal-enabled endpoints that are registered directly to it. It can also provide TURN relay services to ICE-enabled
endpoints.

Configuring Traversal Server Zones

For the Expressway-E to act as a firewall traversal server for Cisco systems, you must create a traversal server zone
on the Expressway-E (Configuration > Zones > Zones) and configure it with the details of the traversal client. See
Configuring Traversal Server Zones, page 127 for more information.

You must create a separate traversal server zone for every system that is its traversal client.
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Configuring Other Traversal Server Features

= Forthe Expressway-E to act as a firewall traversal server for traversal-enabled endpoints (such as Cisco MXP
endpoints and any other endpoints that support the ITU H.460.18 and H.460.19 standards), no additional
configuration is required. See Configuring Expressway-E and Traversal Endpoint Communications, page 56 for
more information.

= To enable TURN relay services and find out more about ICE, see About ICE and TURN Services, page 57.

= To reconfigure the default ports used by the Expressway-E, see Configuring Ports for Firewall Traversal, page
53.

Firewall Traversal and Advanced Networking

The Advanced Networking option key enables the LAN 2 interface on the Expressway-E (the option is not available on
an Expressway-C). The LAN 2 interface is used in situations where the Expressway-E is located in a DMZ that
consists of two separate networks - an inner DMZ and an outer DMZ - and your network is configured to prevent
direct communication between the two.

With the LAN 2 interface enabled, you can configure the Expressway with two separate IP addresses, one for each
network in the DMZ. Your Expressway then acts as a proxy server between the two networks, allowing calls to pass
between the internal and outer firewalls that make up your DMZ.

When Advanced Networking is enabled, all ports configured on the Expressway, including those relating to firewall
traversal, apply to both IP addresses; you cannot configure ports separately for each IP address.

Configuring a Traversal Client and Server

The basic steps in configuring a traversal client and server are as follows:

Description

On the Expressway-E, create a traversal server zone (this represents the incoming connection from the
Expressway-C). In the Username field, enter the Expressway-C’s authentication username.

On the Expressway-E, add the Expressway-C’s authentication username and password as credentials into
the local authentication database.

On the Expressway-C, create a traversal client zone (this represents the connection to the Expressway-E).

Enter the same authentication Username and Password as specified on the Expressway-E.

Configure all the modes and ports in the H.323 and SIP protocol sections to match identically those of the
traversal server zone on the Expressway-E.

Enter the Expressway-E’s IP address or FQDN in the Peer 1 address field.

o/ o/e[e| e o
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VCS Expressway (server)

Create zone @

Configuration
Mame
Type

Hop court

Connection credentials

* |to Traversal Client 1 i

# | Traversal zerver % | |

18 i

Username

* | client_username

VCS Control (client)

Create zone ©

Configuration
Mame
Type

Hop count

Connection credentials

* | to Traversal Server

# | Traversal client % | @

s i

i ¢ Username

* | client_username

Password Add/Edit local authertication database Eaerar [ anememen
H.323 H.323
Made on w1 Mode an w1
Protocal Assent W | 1 Protocal Assert (M| L
Part * | s00 i Port * |B001 i
H.460.19 demultiplexing mode Off w | 1 B
sIP
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Create credential
Configuration
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*
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Configuring Ports for Firewall Traversal

Note: Specific port information is collected in a separate document. See the Cisco Expressway IP Port Usage
Configuration Guide, for your version, on the Cisco Expressway Series configuration guides page.

Ports play a vital part in firewall traversal configuration. The correct ports must be set on the Expressway-E, traversal
client and firewall in order for connections to be permitted.

Ports are initially configured on the Expressway-E by the Expressway-E administrator. The firewall administrator and
the traversal client administrator should then be notified of the ports, and they must configure their systems to
connect to these specific ports on the server. The only port configuration required on the traversal client is the range
of ports it uses for outgoing connections; the firewall administrator may need to know this information so that if
necessary they can configure the firewall to allow outgoing connections from those ports.

The Port Usage, page 296 pages (under Maintenance > Tools > Port usage) list all the IP ports that are being used on
the Expressway, both inbound and outbound. This information can be provided to your firewall administrator so that
the firewall can be configured appropriately.

When Advanced Networking is enabled, all ports configured on the Expressway, including those relating to firewall
traversal, apply to both IP addresses; you cannot configure ports separately for each IP address.

The Expressway solution works as follows:
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1. Each traversal client connects via the firewall to a unique port on the Expressway-E.

2. The serveridentifies each client by the port on which it receives the connection, and the authentication
credentials provided by the client.

3. After the connection is established, the client regularly sends a probe to the Expressway-E to keep the
connection alive.

4. When the Expressway-E receives an incoming call for the client, it uses this initial connection to send an
incoming call request to the client.

5. The client then initiates one or more outbound connections. The destination ports used for these connections
differ for signaling and/or media, and depend on the protocol being used (see the following sections for more
details).

Configuring the Firewall
For Expressway firewall traversal to function correctly, your firewall must be configured to:

= Allow initial outbound traffic from the client to the ports being used by the Expressway-E.
= Allow return traffic from those ports on the Expressway-E back to the originating client.

Note: we recommend that you turn off any H.323 and SIP protocol support on the firewall. They are not needed with
the Expressway solution and may interfere with its operation.

Configuring Traversal Server Ports

The Expressway-E has specific listening ports used for firewall traversal. Rules must be set on your firewall to allow
connections to these ports. In most cases the default ports should be used. However, you have the option to change
these ports if necessary by going to the Ports page (Configuration > Traversal > Ports).

The configurable ports for signaling are:

= H.323 Assent call signaling port
= H.323 H.460.18 call signaling port

RTP and RTCP Media Demultiplexing Ports

The port configuration options depend upon the type of appliance or VM:
= Small/Medium systems: 1 pair of RTP and RTCP media demultiplexing ports are used. They can either be
explicitly specified or they can be allocated from the start of the general range of traversal media ports.

= Large systems: 6 pairs of RTP and RTCP media demultiplexing ports are used. They are always allocated from
the start of the traversal media ports range.

Configuring Ports for Connections From Traversal Clients

Each traversal server zone specifies an H.323 port and a SIP port to use for the initial connection from the traversal
client. Each time you configure a new traversal server zone on the Expressway-E, you are allocated default port
numbers for these connections:

s H.323 ports start at UDP/6001 and increment by 1 for every new traversal server zone.

= SIP ports start at TCP/7001 and increment by 1 for every new traversal server zone.

You can change these default ports if necessary but you must ensure that the ports are unique for each traversal
server zone. After the H.323 and SIP ports have been set on the Expressway-E, matching ports must be configured on
the corresponding traversal client. Note that:

= The default port used for the initial connections from MXP endpoints is the same as that used for standard RAS
messages, that is UDP/1719. While you can change this port on the Expressway-E, most endpoints will not
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support connections to ports other than UDP/1719, therefore we recommend that you leave this as the
default.

= You must allow outbound connections through your firewall to each of the unique SIP and H.323 ports that are
configured on each of the Expressway-E’s traversal server zones.

The call signaling ports are configured via Configuration > Traversal > Ports. The traversal media port range is
configured via Configuration > Local Zone > Traversal Subzone.

If your Expressway-E does not have any endpoints registering directly with it, and it is not part of a cluster, then
UDP/1719 is not required. You therefore do not need to allow outbound connections to this port through the firewall
between the Expressway-C and Expressway-E.

Configuring TURN Ports

The Expressway-E can be enabled to provide TURN services (Traversal Using Relays around NAT) which can be used
by ICE-enabled SIP endpoints.

The ports used by these services are configurable via Configuration > Traversal > TURN.

The ICE clients on each of the SIP endpoints must be able to discover these ports, either by using SRV records in DNS
or by direct configuration.

Configuring Ports for Connections Out to the Public Internet

In situations where the Expressway-E is attempting to connect to an endpoint on the public internet, you will not
know the exact ports on the endpoint to which the connection will be made. This is because the ports to be used are
determined by the endpoint and advised to the Expressway-E only after the server has located the endpoint on the
public internet. This may cause problems if your Expressway-E is located within a DMZ (where there is a firewall
between the Expressway-E and the public internet) as you will not be able to specify in advance any rules that will
allow you to connect out to the endpoint’s ports.

You can however specify the ports on the Expressway-E that are used for calls to and from endpoints on the public
internet so that your firewall administrator can allow connections via these ports.

See the Cisco Expressway IP Port Usage Configuration Guide, for your version, on the Cisco Expressway Series
configuration guides page.

Firewall Traversal and Authentication

The Expressway-E allows only authenticated client systems to use it as a traversal server.

Upon receiving the initial connection request from the traversal client, the Expressway-E asks the client to
authenticate itself by providing its authentication credentials. The Expressway-E then looks up the client’s credentials
in its own authentication database. If a match is found, the Expressway-E accepts the request from the client.

The settings used for authentication depend on the type of traversal client:

Traversal client Expressway-E traversal server

Expressway-C (or Expressway-E) The traversal server zone for the Expressway client must be
configured with the client's authentication Username. This is
The Expressway client provides its Username and | set on the Expressway-E by using Configuration > Zones >
Password. These are set on the traversal client Zones > Edit zone, in the Connection credentials section.
zone by using Configuration > Zones > Zones >

Edit zone, in the Connection credentials section. | 1h€re must also be an entry in the Expressway-E’s
authentication database with the corresponding client

username and password.
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Traversal client Expressway-E traversal server

Endpoint There must be an entry in the Expressway-E’s authentication
database with the corresponding client username and

The endpoint client provides its Authentication ID | Password.
and Authentication Password.

Note that all Expressway traversal clients must authenticate with the Expressway-E, even if the Expressway-E is not
using device authentication for endpoint clients.

Authentication and NTP

All Expressway traversal clients that support H.323 must authenticate with the Expressway-E. The authentication
process makes use of timestamps and requires that each system uses an accurate system time. The system time on
an Expressway is provided by a remote NTP server. Therefore, for firewall traversal to work, all systems involved must
be configured with details of an NTP server.

Configuring Expressway-E and Traversal Endpoint Communications

Traversal-enabled H.323 endpoints can register directly with the Expressway-E and use it for firewall traversal.

The Locally registered endpoints page (Configuration > Traversal > Locally registered endpoints) allows you to
configure the way in which the Expressway-E and traversal-enabled endpoints communicate.

The options available are:

Field Description

H.323 Assent Determines whether or not H.323 calls using Assent mode for firewall traversal are allowed.
mode

H.460.18 mode | Determines whether or not H.323 calls using H.460.18/19 mode for firewall traversal are allowed.

H.460.19 Determines whether the Expressway-E operates in demultiplexing mode for calls from locally
demux mode registered endpoints.

On: uses the media demultiplexing ports for all calls.

Off: each call uses a separate pair of ports for media.

H.323 Determines which protocol the Expressway-E uses if an endpoint supports both Assent and
preference H.460.18.

UDP probe The frequency (in seconds) with which locally registered endpoints send a UDP probe to the
retry interval Expressway-E.

UDP probe The number of times locally registered endpoints attempt to send a UDP probe to the

retry count Expressway-E.

UDP probe The interval (in seconds) with which locally registered endpoints send a UDP probe to the
keep alive Expressway-E after a call is established, in order to keep the firewall’s NAT bindings open.
interval

TCP probe The frequency (in seconds) with which locally registered endpoints send a TCP probe to the
retry interval Expressway-E.

TCP probe The number of times locally registered endpoints attempt to send a TCP probe to the

retry count Expressway-E.
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Field Description

TCP probe The interval (in seconds) with which locally registered endpoints send a TCP probe to the
keep alive Expressway-E after a call is established, in order to keep the firewall’s NAT bindings open.
interval

About ICE and TURN Services

About ICE

ICE (Interactive Connectivity Establishment) provides a mechanism for SIP client NAT traversal. ICE is not a protocol,
but a framework which pulls together a number of different techniques such as TURN (Traversal Using Relays around
NAT) and STUN (Session Traversal Utilities for NAT).

It allows endpoints (clients) residing behind NAT devices to discover paths through which they can pass media, verify
peer-to-peer connectivity via each of these paths and then select the optimum media connection path. The available
paths typically depend on any inbound and outbound connection restrictions that have been configured on the NAT
device. Such behavior is described in RFC 4787.

An example usage of ICE is two home workers communicating via the internet. If the two endpoints can communicate
via ICE the Expressway-E may (depending on how the NAT devices are configured) only need to take the signaling
and not take the media (and is therefore a non-traversal call). If the initiating ICE client attempts to call a non-ICE
client, the call set-up process reverts to a conventional SIP call requiring NAT traversal via media latching where the
Expressway also takes the media and thus requires a RMS license.

For more information about ICE, see RFC 5245.

ICE Passthrough for MRA Deployments

From X12.5, we support Interactive Connectivity Establishment (ICE) passthrough to allow MRA-registered endpoints
to pass media directly between endpoints by bypassing the WAN and the Cisco Expressway Series.

Configuration details and required versions for ICE passthrough are in the Mobile and Remote Access Through Cisco
Expressway guide on the Expressway Configuration Guides page.

About TURN

TURN services are relay extensions to the STUN network protocol that enable a SIP client to communicate via UDP or
TCP from behind a NAT device.

For more information about TURN see RFC 5766, and for detailed information about the base STUN protocol, see RFC
5389.

Each ICE client requests the TURN server to allocate relays for the media components of the call. Arelay is required
for each component in the media stream between each client.

After the relays are allocated, each ICE client has 3 potential connection paths (addresses) through which it can send
and receive media:

= Its host address which is behind the NAT device (and thus not reachable from endpoints on the other side of
the NAT).
= Its publicly-accessible address on the NAT device.

= Arelay address on the TURN server.
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Figure 5 ICE Media connection paths
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The endpoints then decide, by performing connectivity checks through ICE, how they are going to communicate.
Depending upon how the NAT devices are configured, the endpoints may be able to communicate between their
public-facing addresses on the NAT devices or they may have to relay the media via the TURN server. If both
endpoints are behind the same NAT device they can send media directly between themselves using their internal host
addresses.

After the media route is selected, the TURN relay allocations are released if the chosen connection paths do not
involve routing via the TURN server. Note that the signaling always goes via the Expressway, regardless of the final
media communication path chosen by the endpoints.

Capabilities and limitations

= Small or Medium systems support up to 1800 relay allocations. This is typically enough to support their
maximum concurrent call limits, but does depend on the network topology and the number of media stream
components used for the call. For example, some calls use Duo Video, or other calls use only audio.

= AlLarge system supports up to 6000 relays. The full relay capacity is available on one external port when port
multiplexing is enabled or spread across six external ports when port range is configured. When it is spread
across the ports, each port is limited to handling 1000 relays.

This limit is not strictly enforced. Therefore we recommend creating DNS SRV record with six A/AAAA entries,
with the same address, for each port address in the range. After creating the record, configure the clients with
the SRV record of the Expressway-E TURN server. If TURN multiplexing is enabled, we recommend creating an
SRV record only for the external port that listens to TURN requests.

= On a Large system, you can configure the TURN server to listen for TURN requests on a range of ports, from
3478 to 3483 by default. From X8.11, if TURN multiplexing is enabled, the Expressway-E accepts all TURN
requests on the first port in the range (typically UDP 3478). The Expressway internally demultiplexes those
requests onto the port range. The TURN clients must send requests on the configured single port, but the full
capacity of the large Expressway-E TURN server is available.

58



Cisco Expressway Administrator Guide

Firewall Traversal

= From X8.11, Expressway-E can listen to both TURN and Cisco Meeting Server requests on the TCP port 443.
When Expressway-E receives a connection request through port 443, it forwards the request either to the
TURN server or to the Meeting Server Web Proxy depending on the request type. As a result, it allows external
users to use TURN services and join Meeting Server spaces from an environment with restricted firewall
policies.

If the web administrator port is configured to listen on port 443 (System > Administration Settings), it must be
changed from 443 to any other valid port.

= On a Large system, if TCP 443 TURN service is enabled, the external port does not multiplex the TCP TURN
requests due to a technical limitation. So in this case, only 1000 TCP TURN relays are supported.

= Clustered Expressways: if the requested TURN server's relays are fully allocated the server will respond to the
requesting client with the details of an alternative server in the cluster (the TURN server currently with the
most available resources).

= The Expressway's TURN services are supported over single and dual network interfaces (via the Advanced
Networking option). For dual network interfaces, the TURN server listens on both interfaces but relays are
allocated only on the Expressway's externally facing LAN interface.

= Expressway-E's TURN server does not support Microsoft ICE (which is not standards-based). To enable
communications between the Expressway and Microsoft clients that are registered through a Microsoft Edge
Server you need to use the Microsoft interoperability service.

= The TURN server does not support bandwidth requests. Traversal zone bandwidth limits do not apply.

= The Expressway-E TURN server supports TURN media over TCP and UDP. Configuration of the supported
protocols is available only through the CLI command xConfiguration Traversal Server TURN ProtocolMode.

= The Expressway-E TURN server supports UDP relays over TCP.

Configuring TURN Services

TURN relay services are only available on the Expressway-E. To use TURN services you need the TURN Relay option
key. This TURN Relay option key controls the number of TURN relays that can be simultaneously allocated by the
TURN server. From X8.11, the TURN Relay option key is not required to use TURN services.

The TURN page (Configuration > Traversal > TURN) is used to configure the Expressway-E's TURN settings. If you
are configuring your Expressway-E for delegated credential checking you can also determine, via the Authentication
realm, the traversal zone through which credential checking of TURN server requests is delegated.

The configurable options are:
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Field

Description

Usage tips

TURN services

Determines whether the Expressway offers TURN services to traversal
clients.

If you need to modify
other TURN settings

while the TURN
services is already set
to On:

1. Change TURN
services to Off
and Save.

2. Modify the
required TURN
settings.

3. Change TURN
services to On
and Save

This is because
changes to other TURN
settings do not come
into effect until the
TURN services is
restarted.

TCP 443 TURN
service

Determines if the TURN server must listen to TCP request from TURN
clients on TCP port 443. The options are:

= On: The TURN server listens to the TCP requests from TURN
clients on the TCP port 443 and the UDP requests on the
configured port.

s Off: TURN server does not listen to TURN clients on TCP port
443. However this setting does not affect the ports configured
to listen to TURN requests.

Before enabling this
feature, make sure the
following:

= TURN services
is set to On.

= Ifthe web
administrator
port is
configured to
listen on port
443 (System >
Administration
Settings), it
must be
changed from
443 to any other
valid port.
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requests onto the range of ports.
Note: This option is only available on Large systems.

The possible options are:

= On:

- The Expressway listens on a single configurable external
port instead of a range.

- If TCP 443 TURN services is On, the configurable external
port only multiplexes UDP TURN requests.

Note: If TCP 443 TURN services is On, the external port
does not multiplexes the TCP TURN requests due to
technical limitation.

= Off: The TURN server listens to the TCP and UDP requests on
the range of ports.

Field Description Usage tips
TURN port On Large systems, enables the full capacity of the Expressway TURN | Before enabling this
multiplexing server on a single listening port and internally demultiplexes those feature, make sure that

the TURN services is
set to On.

TURN requests
port

The listening port for TURN requests. The default port is 3478.

On a Large system, this
option is available only
if TURN port
multiplexing is set to
On.

To allow endpoints to
discover TURN
services, create DNS
SRV records for _turn._
udp. and _turn._tcp
(either for the single
port, or range of ports
as appropriate).

TURN requests
port range start

If TURN port multiplexing is Off, this port represents the first port in
the configurable range on Large systems.

The default port range start is 3478.

This option is available
only on Large systems
and if TURN port
multiplexing is set to
Off.

TURN requests
port range end

If TURN port multiplexing is Off, this port represents the upper port in
the configurable range on Large systems.

The default port range end is 3483.

This option is available
only on Large systems
and if TURN port
multiplexing is set to
Off.

61




Cisco Expressway Administrator Guide

Firewall Traversal

Field Description Usage tips
Delegated Controls whether the credential checking of TURN server requestsis | See delegated
credential delegated, via a traversal zone, to another Expressway. The credential checking for
checking associated Authentication realm determines which traversal zone is more information.
used.
Off: use the relevant credential checking mechanisms (local database
or H.350 directory via LDAP) on the Expressway performing the
authentication challenge.
On: delegate the credential checking to a traversal client.
The default is Off.
Authentication The realm sent by the server in its authentication challenges. Ensure that the client's
realm credentials are stored
in the local
authentication
database.
Media port The lower port in the range used for the allocation of TURN relays.
range start . .
The default TURN relay media port range is 24000 to 29999.
Media port The upper port in the range used for the allocation of TURN.
range end

TURN server status

A summary of the TURN server status is displayed at the bottom of the TURN page. When the TURN server is active,
the summary also displays the number of active TURN clients and the number of active relays.

Click on the active relay links to access the TURN relay usage page, which lists all the currently active TURN relays
on the Expressway. You can also review further details of each TURN relay including permissions, channel bindings

and counters.
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Unified Communications

This section describes how to configure the Expressway-C and Expressway-E for Unified Communications
functionality, a core part of the Cisco Collaboration Edge Architecture:

Unified Communications PrereqUisites ... .. . e 64
Mobile and Remote ACCESS OVEIVIEW ... . ... e e e e e e e e e e e e 74
XMPP Federation through EXpPresSWaY ... e e e e e e 77
Delayed Cisco XCP RoUter Restart . ... e e e e e 80
Jabber Guest Services OVEIVIEW . ... ... ... e e e e e e 81
Meeting Server Web Proxy on EXpressWay ... ... .. 82

Unified Communications Prerequisites

Configuring a Secure Traversal Zone Connection for Unified Communications

Unified Communications features such as Mobile and Remote Access or Jabber Guest, require a Unified
Communications traversal zone connection between the Expressway-C and the Expressway-E. This involves:

= Installing suitable security certificates on the Expressway-C and the Expressway-E.

= Configuring a Unified Communications traversal zone between the Expressway-C and the Expressway-E.
Note: Configure only one Unified Communications traversal zone per Expressway traversal pair. That is, one Unified

Communications traversal zone on the Expressway-C cluster, and one corresponding Unified Communications
traversal zone on the Expressway-E cluster.

Installing Expressway Security Certificates

You must set up trust between the Expressway-C and the Expressway-E:

1. Install a suitable server certificate on both the Expressway-C and the Expressway-E.
- The certificate must include the Client Authentication extension. The system will not let you upload a server
certificate without this extension when Unified Communications features are enabled.

- The Expressway includes a built-in mechanism to generate a certificate signing request (CSR) and is the
recommended method for generating a CSR:

Ensure that the CA that signs the request does not strip out the client authentication extension.

- The generated CSR includes the client authentication request and any relevant subject alternate names
for the Unified Communications features that have been enabled (see Server Certificate Requirements
for Unified Communications, page 66).

- To generate a CSR and /or to upload a server certificate to the Expressway, go to Maintenance > Security >
Server certificate. You must restart the Expressway for the new server certificate to take effect.

Cisco Systems, Inc.  www.cisco.com
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2. Install on both Expressways the trusted Certificate Authority (CA) certificates of the authority that signed the
Expressway's server certificates.

There are additional trust requirements, depending on the Unified Communications features being deployed.
For Mobile and Remote Access deployments:

- The Expressway-C must trust the Unified CM and IM&P tomcat certificate.

- If appropriate, both the Expressway-C and the Expressway-E must trust the authority that signed the
endpoints' certificates.

For Jabber Guest deployments:
- When the Jabber Guest server is installed, it uses a self-signed certificate by default. However, you can
install a certificate that is signed by a trusted certificate authority. You must install on the Expressway-C

either the self-signed certificate of the Jabber Guest server, or the trusted CA certificates of the authority
that signed the Jabber Guest server's certificate.

To upload trusted Certificate Authority (CA) certificates to the Expressway, go to Maintenance > Security >
Trusted CA certificate. You must restart the Expressway for the new trusted CA certificate to take effect.

See Cisco Expressway Certificate Creation and Use Deployment Guide on the Expressway configuration guides page.

Configuring Encrypted Expressway Traversal Zones

To support Unified Communications features via a secure traversal zone connection between the Expressway-C and
the Expressway-E:

= The Expressway-C and Expressway-E must be configured with a zone of type Unified Communications
traversal. This automatically configures an appropriate traversal zone (a traversal client zone when selected
on Expressway-C or a traversal server zone when selected on Expressway-E) that uses SIP TLS with TLS
verify mode set to On, and Media encryption mode set to Force encrypted.

= Both Expressways must trust each other's server certificate. As each Expressway acts both as a client and as
a server you must ensure that each Expressway’s certificate is valid both as a client and as a server.

= Be aware that Expressway uses the SAN attribute (Subject Alternative Name) to validate the received
certificate, not the CN (Common Name).

= If an H.323 or a non-encrypted connection is also required, a separate pair of traversal zones must be
configured.

To set up a secure traversal zone, configure your Expressway-C and Expressway-E as follows:

1. Go to Configuration > Zones > Zones.
2. Click New.

65


http://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-and-configuration-guides-list.html

Cisco Expressway Administrator Guide

Unified Communications

3. Configure the fields as follows (leave all other fields with default values):

Expressway-C

Expressway-E

Name

"Traversal zone" for example

"Traversal zone" for example

Type

Unified Communications
traversal

Unified Communications traversal

Connection credentials section

E setting.

Username "exampleauth" for example "exampleauth" for example

Password "ex4mpl3.cOm" for example Click Add/Edit local authentication database,
then in the popup dialog click New and enter
the Name ("exampleauth") and Password
("ex4mpl3.cOm") and click Create credential.

SIP section

Port Must match the Expressway- | 7001 (default. See the Cisco Expressway IP

Port Usage Configuration Guide, for your
version, on the Cisco Expressway Series
configuration guides page.)

TLS verify subject name

Not applicable

Enter the name to look for in the traversal
client's certificate (must be in the SAN -
Subject Alternative Name - attribute). If there is
a cluster of traversal clients, specify the cluster
name here and ensure that it isincluded in
each client's certificate.

Authentication section

Authentication policy

Do not check credentials

Do not check credentials

Location section

Peer 1 address

Enter the FQDN of the
Expressway-E.

Note that if you use an IP
address (not recommended),
that address must be present
in the Expressway-E server
certificate.

Peer 2...6 address

Enter the FQDNs of additional
peers if it is a cluster of
Expressway-Es.

4. Click Create zone.

Server Certificate Requirements for Unified Communications

Cisco Unified Communications Manager Certificates

Two Cisco Unified Communications Manager certificates are significant for Mobile and Remote Access:
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= CallManager certificate
= tomcat certificate

These certificates are automatically installed on the Cisco Unified Communications Manager and by default they are
self-signed and have the same common name (CN).

We recommend using CA-signed certificates. However, if you do use self-signed certificates, the two certificates
must have different common names. The Expressway does not allow two self-signed certificates with the same CN.
Soif the CallManager and tomcat self-signed certificates have the same CN in the Expressway's trusted CA list, the
Expressway can only trust one of them. This means that either secure HTTP or secure SIP, between Expressway-C
and Cisco Unified Communications Manager, will fail.

Also, when generating tomcat certificate signing requests for any products in the Cisco Collaboration Systems
Release 10.5.2, you need to be aware of CSCus47235. You need to work around this issue to ensure that the
FQDNs of the nodes are in the certificates as Subject Alternative Name (SAN) entries. The Expressway X8.5.3
Release Note on the Release Notes page has details of the workarounds.

IM and Presence Service Certificates

Two IM and Presence Service certificates are significant if you use XMPP:

= cup-xmpp certificate
= tomcat certificate

We recommend using CA-signed certificates. However, if you do use self-signed certificates, the two certificates
must have different common names. The Expressway does not allow two self-signed certificates with the same CN. If
the cup-xmpp and tomcat (self-signed) certificates have the same CN, Expressway only trusts one of them, and some
TLS attempts between Cisco Expressway-E and IM and Presence Service servers will fail. For more details, see
CSCveb6019.

Expressway Certificates

The Expressway certificate signing request (CSR) tool prompts for and incorporates the relevant Subject Alternative
Name (SAN) entries as appropriate for the Unified Communications features that are supported on that Expressway.

The following table shows which CSR alternative name elements apply to which Unified Communications features:

Add these items+ as subject alternative names * When generating a CSR for these purposes*
. Business
Mobile and XMPP to
Remote Jabber Guest Federation Business
Access Calls
Unified CM registrations domains Required
(despite their name, these have more in common with £ equired on B
service discovery domains than with Unified CM SIP Xpressway- - -
registration domains) E only
XMPP federation domains Required on
- - Expressway- -
E only
IM and Presence chat node aliases _ _ Required _
(federated group chat)
Unified CM phone security profile names Required on
Expressway- - - -
C only

67


https://tools.cisco.com/bugsearch/bug/CSCus47235
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-release-notes-list.html
https://bst.cloudapps.cisco.com/bugsearch/bug/cscve56019

Cisco Expressway Administrator Guide

Unified Communications

Add these items* as subject alternative names

* When generating a CSR for these pu rposes*

Mobile and Business
XMPP to
Remote Jabber Guest . X
Federation Business
Access
Calls
(Clustered systems only) Expressway cluster name Requiredon | Required on | Required on
Expressway- | Expressway- | Expressway-
C only C only C only

Note:

= You may need to produce a new server certificate for the Expressway-C if chat node aliases are added or
renamed. Or when IM and Presence nodes are added or renamed, or new TLS phone security profiles are

added.

= You must produce a new Expressway-E certificate if new chat node aliases are added to the system, or if the
Unified CM or XMPP federation domains are modified.

= You must restart the Expressway for any new uploaded server certificate to take effect.

More details about the individual feature requirements per Expressway-C / Expressway-E are described below.

Expressway-C server certificate requirements

The Expressway-C server certificate must include the elements listed below in its list of subject alternative names

(SAN).

= Unified CM phone security profile names: the names of the Phone Security Profiles in Unified CM that are
configured for encrypted TLS and are used for devices requiring remote access. Use the FQDN format and

separate multiple entries with commas.

Having the secure phone profiles as alternative names means that Unified CM can communicate via TLS with
the Expressway-C when it is forwarding messages from devices that use those profiles.

= IM and Presence chat node aliases (federated group chat): the Chat Node Aliases (e.g.
chatroom1.example.com) that are configured on the IM and Presence servers. These are required only for
Unified Communications XMPP federation deployments that intend to support group chat over TLS with

federated contacts.

The Expressway-C automatically includes the chat node aliases in the CSR, providing it has discovered a set

of IM&P servers.

We recommend that you use DNS format for the chat node aliases when generating the CSR. You must
include the same chat node aliases in the Expressway-E server certificate's alternative names.

Figure 6 Entering subject alternative names for security profiles and chat node aliases on the

Expressway-C's CSR generator

Alternative name

Subject alternative names

Additional alternative names (comma separated)

IM and Presence chat node aliases (federated group chat)
Unified CM phone security profile names

Alternative name as it will appear

DX80TLSprofile.example.com

DNS:vesc.example.com

DNS:ves-c-cluster.example.com

DNS:chatnode1.example.com

DNS:chatnode2 example.com
DNS:DX80TLSprofile.example.com
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Expressway-E server certificate requirements

The Expressway-E server certificate must include the elements listed below in its list of subject alternative names
(SAN). If the Expressway-E is also known by other FQDNSs, all of the aliases must be included in the server certificate
SAN.

= Unified CM registrations domains: all of the domains which are configured on the Expressway-C for Unified
CM registrations. Required for secure communications between endpoint devices and Expressway-E.

The Unified CM registration domains used in the Expressway configuration and Expressway-E certificate, are
used by Mobile and Remote Access clients to lookup the _collab-edge DNS SRV record during service
discovery. They enable MRA registrations on Unified CM, and are primarily for service discovery.

These service discovery domains may or may not match the SIP registration domains. It depends on the
deployment, and they don't have to match. One example is a deployment that uses a .local or similar private
domain with Unified CM on the internal network, and public domain names for the Expressway-E FQDN and
service discovery. In this case, you need to include the public domain names in the Expressway-E certificate
as SANs. There is no need to include the private domain names used on Unified CM. You only need to list the
edge domain as a SAN.

Select the DNS format and manually specify the required FQDNs. Separate the FQDNs by commas if you need
multiple domains. You may select CollabEdgeDNS format instead, which simply adds the prefix collab-edge.
to the domain that you enter. This format is recommended if you do not want to include your top level domain
as a SAN (see example in following screenshot).

= XMPP federation domains: the domains used for point-to-point XMPP federation. These are configured on
the IM&P servers and should also be configured on the Expressway-C as domains for XMPP federation.

Select the DNS format and manually specify the required FQDNs. Separate the FQDNs by commas if you need
multiple domains. Do not use the XMPPAddress format as it may not be supported by your CA, and may be
discontinued in future versions of the Expressway software.

= IM and Presence chat node aliases (federated group chat): the same set of Chat Node Aliases as entered
on the Expressway-C's certificate. They are only required for voice and presence deployments which will
support group chat over TLS with federated contacts.

Note that you can copy the list of chat node aliases from the equivalent Generate CSR page on the
Expressway-C.

Figure 7 Entering subject alternative names for Unified CM registration domains, XMPP federation
domains, and chat node aliases, on the Expressway-E's CSR generator

Alternative name

Subject alternative names FQDN of Expressway cluster plus FQDN of this peer v 1

Additional alternative names (comma separated) i

Unified CM registrations domains example.com Format | CollabEdgeDNS ¥ L
XMPP federation domains example.com Format | DNS vl
IM and Presence chat node aliases (federated chatnode1.example.com,chatnode2.example.com Format | DNS Y|l
group chat)

Alternative name as it will appear DNS:vcse.example.com

DNS:ves-e-cluster.example.com
DNS:collab-edge.example.com
DNS:example.com
DNS:chatnode1.example.com

DNS:chatnode2.example.com

See Cisco Expressway Certificate Creation and Use Deployment Guide on the Expressway configuration guides page.
Certificates for mTLS if you use MRA onboarding

If you enable activation code onboarding over MRA, the necessary CA certificates for mutual TLS are automatically
generated (mutual TLS is a requirement for activation code onboarding). The certificates are available on the CA
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certificate page for mTLS, which you access from the Trusted CA certificate page (Maintenance > Security >
Trusted CA certificate).

Managing Domain Certificates and Sever Name Indication for Multitenancy

Multitenancy is part of Cisco Hosted Collaboration Solution (HCS), and allows a service provider to share a
Expressway-E cluster among multiple tenants.

Using the Server Name Indication (SNI) protocol extension within TLS, the Expressway can now store and use
domain-specific certificates that can be offered to a client during the TLS handshake. This capability allows
seamless integration of endpoints registering through MRA in a multitenant environment, and ensures the certificate
domain name matches the client’s domain. During a TLS handshake, the client includes an SNI field in the ClientHello
request. The Expressway looks up its certificate store and tries to find a match for the SNI hostname. If a match is
found the domain-specific certificate is returned to the client.

Note: In multitenant mode, you must configure the system hostname on the System > DNS page of the Cisco
Expressway-E to match the hostname configured in DNS (case-specific before X8.10.1, case insensitive from
X8.10.1). Otherwise Cisco Jabber clients will be unable to register successfully for MRA.

See Multitenancy with Cisco Expressway on the Cisco Hosted Collaboration Solution page.

SNI Call Flow

1. On the MRA client being registered, the user enters bobexample .com Where example.com is the user’s service
domain (customer domain).

2. The client does a DNS resolution.
a. It sends a DNS SRV request for _collab-edge._tls.example.com.

b. The DNS replies to the request:

In a single tenant setup: the DNS reply usually includes the hostname within the service domain (for
example, mra-host.example.com).

In a multitenant setup: DNS may instead return the service provider's MRA hostname in the service
provider’s domain, which is different from the user’s service domain (for example, mra-host. sp.com).

3. The client sets up SSL connection.
a. The client sends SSL ClientHello request with an SNI extension:

If the DNS-returned hostname has the same domain as the user’s service domain, the DNS hostname is
used in SNI server_name (unchanged).

Otherwise, in the case of a domain mismatch, the client sets the SNI server_name to the DNS hostname
plus the service domain (for example instead of the DNS-returned mra-host. sp.com it changes to mra-
host.example. com).

b. The Expressway-E searches its certificate store to find a certificate matching the SNI hostname.

If a match is found, the Expressway-E will send back the certificate (SAN/dnsName=SNI hostname)
Otherwise, MRA will return it's platform certificate.
c. The client validates the server certificate.

If the certificate is verified, SSL setup continues and SSL setup finishes successfully.
Otherwise, a certificate error occurs.

4. Application data starts. Note, for SIP and HTTPS, the application starts SSL negotiation immediately. For
XMPP, the SSL connection starts once the client receives XMPP StartTLS.
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SNI Certificate Workflow on Expressway
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Managing the Expressway's Domain Certificates

You manage the Expressway's domain certificates through the Domain certificates page (Maintenance > Security >
Domain certificates). These certificates are used to identify domains when multiple customers — in a multitenant
environment — are sharing an Expressway-E cluster to communicate with client systems using TLS encryption and
with web browsers over HTTPS. You can use the domain certificate page to:

= View details about the currently loaded certificate.

= Generate a Certificate Signing Request (CSR).

= Upload a new domain certificate.

= Configure the Automated Certificate Management Environment (ACME) service to automatically submit a
CSR to an ACME provider, and automatically deploy the resulting server certificate.

Note: We highly recommend using certificates based on RSA keys. Other types of certificate, such as those based on
DSA keys, are not tested and may not work with the Expressway in all scenarios. Use the Trusted CA certificate page
to manage the list of certificates for the Certificate Authorities (CAs) trusted by this Expressway.
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Viewing a Currently Uploaded Domain Certificate

When you click on a domain, the domain certificate data section shows information about the specific domain
certificate currently loaded on the Expressway.

To view the currently uploaded domain certificate file, click Show (decoded) to view it in a human-readable form, or
click Show (PEM file) to view the file in its raw format. To delete the currently uploaded domain click Delete.

Note: Do not allow your domain certificate to expire as this may cause other external systems to reject your certificate
and prevent the Expressway from being able to connect to those systems.

Adding a New Domain

1.
2,

Go to Maintenance > Security > Domain certificates.
Click New.

Under New local domain, enter the name of the domain you wish to add. An example valid domain name is
100 .example-name. com.

Click Create domain.

The new domain will be added on the Domain certificates page and you can proceed to upload a certificate
for the domain.

Generating a Certificate Signing Request

The Expressway can generate domain CSRs, which removes the need to use an external mechanism to generate and
obtain certificate requests.

To generate a CSR:

i A

Notes

Go to Maintenance > Security > Domain certificates.
Click on the domain for which you wish to generate a CSR.
Click Generate CSR to go to the Generate CSR page.
Enter the required properties for the certificate.

- See Domain Certificates and Clustered Systems, page 73 if your Expressway is part of a cluster.

Click Generate CSR. The system will produce a signing request and an associated private key. The private key
is stored securely on the Expressway and cannot be viewed or downloaded. Never disclose your private key,
not even to the certificate authority.

You are returned to the Domain certificate page. From here you can:
- Download the request to your local file system so that it can be sent to a certificate authority. You are
prompted to save the file (the exact wording depends on your browser).

- View the current request (click Show (decoded) to view it in a human-readable form, or click Show (PEM
file) to view the file in its raw format).

Only one signing request can be in progress at any one time. This is because the Expressway must keep track
of the private key file associated with the current request. To discard the current request and start a new
request, click Discard CSR.

The user interface provides an option to set the Digest Algorithm. The default is set to SHA-256, with options
to change it to SHA-384 or SHA-512.

The user interface provides an option to set the key length. Expressway supports a key length of 1024, 2048
and 4096.
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Uploading a New Domain Certificate

When the signed domain certificate is received back from the certificate authority, it must be uploaded to the
Expressway. Use the Upload new certificate section to replace the current domain certificate with a new certificate.

To upload a domain certificate:

1. Go to Maintenance > Security > Domain certificates.

2. Use the Browse button in the Upload new certificate section to select and upload the domain certificate PEM
file.

3. If you used an external system to generate the CSR you must also upload the server private key PEM file that
was used to encrypt the domain certificate. (The private key file will have been automatically generated and
stored earlier if the Expressway was used to produce the CSR for this domain certificate.)

- The server private key PEM file must not be password protected.

- You cannot upload a server private key if a certificate signing request is in progress.
4. Click Upload domain certificate data.

ACME (Automated Certificate Management Environment) Service

The ACME service on the Expressway-E, from version X12.5, can request and deploy domain certificates (used with
SNI).

When you go to Maintenance > Security > Domain certificates, the list of domains has an ACME column that shows
the status of the ACME service for each domain.

Click View/Edit next to the domain name to enable the ACME service.

The process of configuring ACME service for domain certificates is the same as it is for the server certificate, only
from a different place in the Expressway-E interface.

See Cisco Expressway Certificate Creation and Use Deployment Guide on the Expressway configuration guides page.

Domain Certificates and Clustered Systems

When a CSR is generated, a single request and private key combination is generated for that peer only.

If you have a cluster of Expressways, you must generate a separate signing request on each peer. Those requests
must then be sent to the certificate authority and the returned domain certificates uploaded to each relevant peer.

Make sure that the correct domain certificate is uploaded to the appropriate peer, otherwise the stored private key on
each peer will not correspond to the uploaded certificate.
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Mobile and Remote Access Overview

Cisco Unified Communications Mobile and Remote Access is a core part of the Cisco Collaboration Edge
Architecture. It allows endpoints such as Cisco Jabber to have their registration, call control, provisioning, messaging
and presence services provided by Cisco Unified Communications Manager (Unified CM) when the endpoint is not
within the enterprise network. The Expressway provides secure firewall traversal and line-side support for Unified CM
registrations.

The overall solution provides the following functions:

= Off-premises access: a consistent experience outside the network for Jabber and EX/MX/SX Series clients
= Security: secure business-to-business communications

Cloud services: enterprise grade flexibility and scalable solutions providing rich Cisco Webex integration and
service provider offerings

Gateway and interoperability services: media and signaling normalization, and support for non-standard
endpoints

Figure 8 Unified Communications: Mobile and Remote Access
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Note: Third-party SIP or H.323 devices can register to the Expressway-C and, if necessary, interoperate with Unified
CM-registered devices over a SIP trunk.
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Figure 9 Typical call flow - signaling and media paths
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Unified CM provides call control for both mobile and on-premises endpoints.

Signaling traverses the Expressway solution between the mobile endpoint and Unified CM. Media traverses the
Expressway solution and is relayed between endpoints directly.

All media is encrypted between the Expressway-C and the mobile endpoint.

Deployment Scope

The following major Expressway-based deployments do not work together. They cannot be implemented together on
the same Expressway (or traversal pair):

= Mobile and Remote Access

= Microsoft interoperability, using the Expressway-C-based B2BUA

= Jabber Guest services

Mobile & Remote Access Ports

Information about MRA ports is available in the Cisco Expressway IP Port Usage Configuration Guide at the Cisco
Expressway Series Configuration Guides page. This includes ports that can potentially be used between the internal
network (where the Expressway-C is located) and the DMZ (where the Expressway-E is located), and between the
DMZ and the public internet.

Jabber Client Connectivity Without VPN

The MRA solution supports a hybrid on-premises and cloud-based service model. This provides a consistent
experience inside and outside the enterprise. MRA provides a secure connection for Jabber application traffic without
having to connect to the corporate network over a VPN. It is a device and operating system agnostic solution for
Cisco Jabber clients on Windows, Mac, iOS and Android platforms.

MRA allows Jabber clients that are outside the enterprise to do the following:

= Use instant messaging and presence services
= Make voice and video calls

= Search the corporate directory

= Share content

= Launch a web conference

= Access visual voicemail
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Note: Cisco Jabber Video for TelePresence (Jabber Video) does not work with MRA, although it is supported as a
general client registered to Expressway.

Detailed Configuration Information

For details about using Expressway for MRA, see Mobile and Remote Access Through Cisco Expressway on the
Expressway configuration guides page. The guide describes:

How to enable and configure MRA features on Expressway-C and Expressway-E.
How to discover the Unified CM servers and IM&P servers used by the MRA service.
MRA access control, including authentication settings, SAML SSO, and allow lists.
How to enable support for the Apple Push Notification Service (APNS).
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XMPP Federation through Expressway

External XMPP federation enables users registered to Cisco Unified Communications Manager IM and Presence
Service, to communicate via the Expressway-E with users from a different XMPP deployment.

Note: This section describes XMPP federation as managed through Expressway, but it can also be managed through
the IM and Presence Service, as described later in this guide.

The diagram shows XMPP message routing from the on-premises IM & Presence server, through the Expressway-C
and Expressway-E Collaboration Edge solution, to the federated XMPP server. It also shows the ports and
connections as the messages traverse DMZ firewalls. The "example.com" organization is using an Expressway
federation model (left of picture), while the "federated.com" organization (right of picture) is using an IM and
Presence Service in DMZ federation model.

Figure 10 Message routing for XMPP federation
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Supported Systems

Expressway-E supports XMPP federation with the following products:

Expressway X8.2 or later

Cisco Unified Communications Manager IM and Presence Service 9.1.1 or later
Cisco Webex Connect Release 6.x

Cisco Jabber 9.7 or later

Other XMPP standards-compliant servers

Limitations

When using Expressway for XMPP federation, the Expressway-E handles the connection to the remote
federation server and can only use Jabber IDs to manage XMPP messages. Expressway-E does not support
XMPP address translation (of email addresses, for example).

If you, as an external user, try to chat with a user in an enterprise through federation, you must use the
enterprise user’s Jabber ID to contact them through XMPP. If their Jabber ID does not match their email
address (especially if their Jabber ID uses an internal user ID or domain) you are unable to have federation, as
you won't know the enterprise user’s email address. We therefore recommend that enterprises configure their
Unified CM nodes to use the same address for a user’s Jabber ID and email when using Expressway for XMPP
federation. This limitation does not apply to users contacting each other within the enterprise (not using
federation) even when federation is handled by Expressway-E. You can configure IM and Presence Service to

77



Cisco Expressway Administrator Guide

Unified Communications

use either the Jabber ID or the Directory URI (typically email) for non-federated use cases.

To make a user's Jabber ID resemble a user's email address, so that the federated partner can approximate
email addresses for federation, set the following:

a. Unified CM Lightweight Directory Access Protocol (LDAP) attribute for User ID to be the user's
sAMAccountName

b. IMand Presence Service presence domain to be the same as the email domain.
c. Your email address to the same as samaccountname@presencedomain.

= Simultaneous internal federation managed by IM and Presence Service and external federation managed by
Expressway is not supported. If only internal federation is required then you must use interdomain federation
on IM and Presence Service. The available federation deployment configuration options are:

- External federation only (managed by Expressway).
- Internal federation only (managed by IM and Presence Service).

- Internal and external federation managed by IM and Presence Service, but requires you to configure your
firewall to allow inbound connections.

Prerequisites

= Interdomain XMPP Federation must be disabled on the IM and Presence Service before you enable XMPP
federation on Expressway:
Go to Cisco Unified CM IM and Presence Administration > Presence > Inter Domain Federation > XMPP
Federation > Settings and ensure that XMPP Federation Node Status is set to Off.

= XMPP federation is only supported on a single Expressway cluster.

= An Expressway-C (cluster) and Expressway-E (cluster) must be configured for Mobile and Remote Access
(MRA) to Unified Communications services, as described in the Mobile and Remote Access via Cisco
Expressway Deployment Guide. If only XMPP federation is required (video calls and remote registration to
Unified CM are not required), these items do not have to be configured:

- Domains that support SIP registrations and provisioning on Unified CM or that support IM and Presence
services on Unified CM

- Unified CM servers (you must still configure the IM&P servers)
- HTTP server allow list

Note that federated communications are available to both on-premises clients (connected directly to IM and
Presence Service) and off-premises clients (connected to IM and Presence Service through MRA).

= SIP and XMPP federations are separate and do not impact on each other. For example, it's possible to deploy
SIP federation on IM and Presence Service and external XMPP federation on Expressway.

= If you deploy external XMPP federation through Expressway, do not activate the Cisco XCP XMPP federation
Connection Manager feature service on the IM and Presence Service.

= [If you intend to use both Transport Layer Security (TLS) and group chat, the Expressway-C and Expressway-E
server certificates must include in their list of subject alternate names the Chat Node Aliases that are
configured on the IM and Presence Service servers. Use either the XMPPAddress or DNS formats. Note that
the Expressway-C automatically includes the chat node aliases in its certificate signing requests (CSRs),
providing it has discovered a set of IM and Presence Service servers. When generating CSRs for the
Expressway-E we recommend that you copy-paste the chat node aliases from the equivalent Generate CSR
page on the Expressway-C.

Detailed Configuration Information

For information about configuring XMPP federation managed by IM and Presence Service, see Interdomain
Federation on IM and Presence Service for Cisco Unified Communications Manager.
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For information about configuring XMPP federation managed by Expressway, see XMPP Federation using Expressway
or IM and Presence Service on the Expressway configuration guides page.
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Delayed Cisco XCP Router Restart

The delayed Cisco XCP Router restart feature is part of Cisco Hosted Collaboration Solution (HCS), and is only
available when the Expressway-E is in multitenant mode. The Expressway-E enters multitenant mode when you add a
second Unified CM traversal zone with a new SIP domain.

Note: In multitenant mode, you must configure the system hostname on the System > DNS page of the Cisco
Expressway-E to match the hostname configured in DNS (case-specific before X8.10.1, case insensitive from
X8.10.1). Otherwise Cisco Jabber clients will be unable to register successfully for MRA.

Multitenancy allows a service provider to share an Expressway-E cluster among multiple tenants. Each tenant has a
dedicated Expressway-C cluster that connects to the shared Expressway-E cluster.

Certain configuration changes on the Expressway-E cluster, or a customer’s Expressway-C cluster, require a restart
of the Cisco XCP Router on each Expressway-E in the shared cluster. The restart is required for Cisco XCP Router
configuration changes to take effect across all nodes in a multitenant Expressway-E cluster. The restart affects all
users across all customers.

To reduce the frequency of this restart, and the impact on users, you can use the delayed Cisco XCP Router restart
feature.

Note: Without the delayed restart feature enabled, the restart happens automatically and occurs each time you save
any configuration change that affects the Cisco XCP Router. If multiple configuration changes are required, resulting
in several restarts of the Cisco XCP Router, it can adversely affect users. We strongly recommend that multitenant
customers enable the delayed Cisco XCP Router restart feature.

For more information, please see Cisco Unified Communications XMPP Federation using IM and Presence Service or
Expressway on the Expressway configuration guides page.
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Jabber Guest Services Overview

Cisco Jabber Guest is a consumer to business (C2B) solution that extends the reach of Cisco's enterprise telephony
to people outside of a corporate firewall who do not have phones registered with Cisco Unified Communications
Manager.

It allows an external user to click on a hyperlink (in an email or a web page) that will download and install (on first use)
an H.264 plugin into the user's browser. It then uses http-based call control to "dial" a URL to place a call to a
predefined destination inside the enterprise. The user is not required to open an account, create a password, or
otherwise authenticate.

To enable the call to be placed, it uses the Expressway solution (a secure traversal zone between the Expressway-C
and Expressway-E) as a Unified Communications gateway to traverse the firewall between the Jabber Guest client in
the internet and the Jabber Guest servers inside the enterprise to reach the destination user agent (endpoint).

Figure 11 Jabber Guest Components
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Information Scope

In versions X8.7 and earlier, all Expressway configuration required for deployment with Jabber Guest was contained
in the Administrator Guide. From X8.8 onwards, that information is kept in a separate deployment guide. You can read
more detailed information about Jabber Guest in the following documents:

s Cisco Expressway with Jabber Guest Deployment Guide, at the Expressway Configuration Guides page.

= Cisco Jabber Guest Server Installation and Configuration Guide, for your version, at the Jabber Guest
Installation and Upgrade Guides page.

= Cisco Jabber Guest Administration Guide, for your version, at the Jabber Guest Maintain and Operate Guides
page.
= Cisco Jabber Guest Release Notes, for your version, at the Jabber Guest Release Notes page.
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Meeting Server Web Proxy on Expressway

This option enables external users to join or administer Meeting Server spaces using their browser. All the external
user needs is the URL to the space and their credentials for accessing the Meeting Server.

Figure 12 Meeting Server web proxy on Expressway
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Cisco Meeting Server with Cisco Expressway Deployment Guide on the Expressway configuration guides page
(previously called the Cisco Expressway Traffic Classification Deployment Guide).
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Protocols

This section provides information about how to configure the Expressway to support the SIP and H.323 protocols.

Note: The SIP and H.323 protocols are disabled by default on new installs of X8.9.2 or later versions. Use the
Configuration > Protocols page to enable them.
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About H.323

The Expressway supports the H.323 protocol. It's an H.323 gatekeeper.

The Expressway can also provide interworking between H.323 and SIP. It translates between the two protocols to
enable endpoints that only support one of these protocols to call each other. To support H.323, the H.323 mode must
be enabled.

Using the Expressway as an H.323 Gatekeeper

As an H.323 gatekeeper, the Expressway accepts registrations from H.323 endpoints and provides call control
functions such as address translation and admission control.

To enable the Expressway as an H.323 gatekeeper, ensure that H.323 mode is set to On (Configuration > Protocols >
H.323).

H.323 Endpoint Registration

H.323 endpoints in your network must register with the Expressway in order to use it as their gatekeeper.

There are two ways an H.323 endpoint can locate an Expressway with which to register: manually or automatically.
The option is configured on the endpoint itself under the Gatekeeper Discovery setting (consult your endpoint manual
for how to access this setting).

= If the mode is set to automatic, the endpoint will try to register with any Expressway it can find. It does this by
sending out a Gatekeeper Discovery Request, to which eligible Expressways will respond.

= [If the mode is set to manual, you must specify the IP address of the Expressway with which you want your
endpoint to register, and the endpoint will attempt to register with that Expressway only.

Preventing Automatic H.323 Registrations

You can prevent H.323 endpoints being able to register automatically with the Expressway by disabling Auto
Discovery on the Expressway (Configuration > Protocols > H.323).

Cisco Systems, Inc.  www.cisco.com
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Registration Refresh

The H.323 Time to live setting controls the frequency of H.323 endpoint registration refresh. The refresh frequency
increases when the time to live is decreased. When you have many H.323 endpoints, be careful not to set the TTL too
low, because a flood of registration requests will unnecessarily impact the Expressway performance.

Configuring H.323

Go to Configuration > Protocols > H.323 to configure the H.323 settings on the Expressway.

The configurable options are:

Field Description Usage tips
H.323 mode | Enables or disables H.323 on You must enable H.323 mode if you are clustering the Expressway,
the Expressway. H.323 even if there are no H.323 endpoints in your deployment.
support is Off by default.
Registration | The listening port for H.323 The default Expressway configuration uses standard port numbers
UDP port UDP registrations. so you can use H.323 services out of the box without having to first
set these up.
Registration | Determines how the system An H.323 endpoint may attempt to register with the Expressway
conflict behaves if an endpoint using an alias that has already been registered on the Expressway
mode attempts to register an alias from another IP address. The reasons for this could include:
currently registered from
another IP address. = Two endpoints at different IP addresses are attempting to
) ) register using the same alias.
Reject: denies the new Asingl dooint h ious| . d usi icul
registration. This is the = Asingle en point has previously registere using a particular
default. alias. The IP address allocated to the endpoint then
changes, and the endpoint attempts to re-register using the
Overwrite: deletes the original same alias.
registration and replaces it L . L . .
with the new registration. R?ject is useful |f your prlorlt.y |§ to preve.nt two users reglstenng
with the same alias. Overwrite is useful if your network is such that
endpoints are often allocated new IP addresses, because it will
prevent unwanted registration rejections.
Note that in a cluster a registration conflict is only detected if the
registration requests are received by the same peer.
Call The listening port for H.323
signaling call signaling.
TCP port
Call Specifies the port range used | The call signaling port range must be great enough to support all the
signaling by H.323 calls after they are required concurrent calls.
port range established.
startand
end
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Field Description Usage tips
Time to live | The interval (in seconds) at Some older endpoints do not support the ability to periodically re-
which an H.323 endpoint must | register with the system. In this case, and in any other situation
re-register with the where the system has not had a confirmation from the endpoint
Expressway in order to confirm | within the specified period, it will send an IRQ to the endpoint to
that it is still functioning. verify that it is still functioning.
Default is 1800. . . o . .
Note: By reducing the registration time to live too much, you risk
flooding the Expressway with registration requests, which will
severely impact performance. This impact is proportional to the
number of endpoints, so you should balance the need for
occasional quick failover against the need for continuous good
performance.
Call time to | The interval (in seconds) at If the endpoint does not respond, the call is disconnected.
live which the Expressway polls L .
the endpoints in a call to verify The system polls endpoints in a call, whether the call type is
that they are still in the call. traversal or non-traversal.
Default is 120.
Auto Determines whether it will To prevent H.323 endpoints being able to register automatically
discover respond to Gatekeeper with the Expressway, set Auto discover to Off. This means that
Discovery Requests sent out endpoints can only register with the Expressway if their Gatekeeper
by endpoints. The default is Discovery setting is Manual and they have been configured with
On. the Expressway’s IP address.
Caller ID Specifies whether the prefix of | Including the prefix allows the recipient to directly return the call.
the ISDN gateway is inserted
into the caller's E.164 number
presented on the destination
endpoint.
About SIP

The Expressway supports the SIP protocol. It can act as a SIP registrar, SIP proxy and as a SIP Presence Server.
Expressway can provide interworking between SIP and H.323, translating between the two protocols to enable
endpoints that only support one of the protocols to call each other.

To support SIP:

= SIP mode must be enabled.

= At least one of the SIP transport protocols (UDP, TCP or TLS) must be active. Note that the use of UDP is not
recommended for video as SIP message sizes are frequently larger than a single UDP packet.

Any dialog-forming requests, such as INVITE and SUBSCRIBE, that contain Route Sets are rejected. Requests that do
not have Route Sets are proxied as normal in accordance with existing call processing rules.

Expressway as a SIP Registrar

For a SIP endpoint to be contactable via its alias, it must register its Address of Record (AOR) and its location with a
SIP registrar. The SIP registrar maintains a record of the endpoint’s details against the endpoint’s AOR. The AOR is
the alias through which the endpoint can be contacted; it is a SIP URI and always takes the form username@domain.

When a call is received for that AOR, the SIP registrar refers to the record to find its corresponding endpoint. (Note
that the same AOR can be used by more than one SIP endpoint at the same time, although to ensure that all
endpoints are found they must all register with the same Expressway or Expressway cluster.)

A SIP registrar only accepts registrations for domains for which it is authoritative. The Expressway can act as a SIP
registrar for up to 200 domains. To make the Expressway act as a SIP registrar, you must configure it with the SIP
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domains for which it will be authoritative . It will then handle registration requests for any endpoints attempting to
register against that domain. Note that the Expressway will also accept registration requests where the domain
portion of the AOR is either the FQDN or the IP address of the Expressway. Whether or not the Expressway accepts a
registration request depends on its registration control settings.

In a Unified Communications deployment, endpoint registration for SIP devices may be provided by Unified CM. In this
scenario, the Expressway provides secure firewall traversal and line-side support for Unified CM registrations. When
configuring a domain, you can select whether Cisco Unified Communications Manager or Expressway provides
registration and provisioning services for the domain.

SIP endpoint registration

There are two ways a SIP endpoint can locate a registrar with which to register: manually or automatically. The option
is configured on the endpoint itself under the SIP Server Discovery option (consult your endpoint user guide for how
to access this setting; it may also be referred to as Proxy Discovery).

= If the Server Discovery mode is set to automatic, the endpoint will send a REGISTER message to the SIP
server that is authoritative for the domain with which the endpoint is attempting to register. For example, if an
endpoint is attempting to register with a URI of john.smith@example.com, the request will be sent to the registrar
authoritative for the domain example.com. The endpoint can discover the appropriate server through a variety of
methods including DHCP, DNS or provisioning, depending upon how the video communications network has
been implemented.

= If the Server Discovery mode is set to manual, the user must specify the IP address or FQDN of the registrar
(Expressway or Expressway cluster) with which they want to register, and the endpoint will attempt to register
with that registrar only.

The Expressway is a SIP server and a SIP registrar.
= If an endpoint is registered to the Expressway, the Expressway will be able to forward inbound calls to that
endpoint.

= If the Expressway is not configured with any SIP domains, the Expressway will act as a SIP server. It may proxy
registration requests to another registrar, depending upon the SIP registration proxy mode setting.

Registration refresh intervals

Depending on the typical level of active registrations on your system, you may want to configure the Standard
registration refresh strategy to Variable and set the refresh intervals as follows:

Active registrations Minimum refresh interval Maximum refresh interval
1-100 45 60

101-500 150 200

501-1000 300 400

1000-1500 450 800

1500+ 750 1000

Note: If you have a mix of H.323 and SIP endpoints, be aware that H.323 registration requests and SIP registration
requests can both impair performance of the Expressway if it receives too many. See H.323 registration time to live.

If you want to ensure registration resiliency, use SIP outbound registrations as described below.
SIP registration resiliency

The Expressway supports multiple client-initiated connections (also referred to as "SIP Outbound") as outlined in RFC
5626.

This allows SIP endpoints that support RFC 5626 to be simultaneously registered to multiple Expressway cluster
peers. This provides extra resiliency: if the endpoint loses its connection to one cluster peer it will still be able to
receive calls via one of its other registration connections.
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Expressway as a SIP Proxy Server

The Expressway acts as a SIP proxy server when SIP mode is enabled. The role of a proxy server is to forward
requests (such as REGISTER and INVITE) from endpoints or other proxy servers on to further proxy servers or to the
destination endpoint.

The Expressway's behavior as a SIP proxy server is determined by:

= the SIP registration proxy mode setting
= the presence of Route Set information in the request header

= whether the proxy server from which the request was received is a neighbor of the Expressway

A Route Set specifies the path to take when requests are proxied between an endpoint and its registrar. For example,
when a REGISTER request is proxied by the Expressway, it adds a path header component to the request. This signals
that calls to that endpoint should be routed through the Expressway. This is usually required in situations where
firewalls exist and the signaling must follow a specified path to successfully traverse the firewall. For more
information about path headers, see RFC 3327.

When the Expressway proxies a request that contains Route Set information, it forwards it directly to the URI
specified in the path. Any call processing rules configured on the Expressway are bypassed. This may present a
security risk if the information in the Route Set cannot be trusted. For this reason, you can configure how the
Expressway proxies requests that contain Route Sets by setting the SIP registration proxy mode as follows:

= Off: requests containing Route Sets are rejected. This setting provides the highest level of security.

= Proxy to known only: requests containing Route Sets are proxied only if the request was received from a
known zone.

s Proxy to any: requests containing Route Sets are always proxied.

In all cases, requests that do not have Route Sets are proxied as normal in accordance with existing call processing
rules. This setting only applies to dialog-forming requests, such as INVITE and SUBSCRIBE. Other requests, such as
NOTIFY, are always proxied regardless of this setting.

Proxying Registration Requests

If the Expressway receives a registration request for a domain for which it is not acting as a Registrar (the Expressway
does not have that SIP domain configured), then the Expressway may proxy the registration request onwards. This
depends on the SIP registration proxy mode setting, as follows:

= Off: the Expressway does not proxy any registration requests. They are rejected with a “403 Forbidden”
message.

s Proxy to known only: the Expressway proxies the request in accordance with existing call processing rules,
but only to known neighbor, traversal client and traversal server zones.

= Proxy to any: this is the same as Proxy to known only but for all zone types i.e. it also includes ENUM and DNS
zones.

Accepting proxied registration requests

If the Expressway receives a proxied registration request, in addition to the Expressway's standard registration
controls, you can also control whether the Expressway accepts the registration depending upon the zone through
which the request was received. You do this through the Accept proxied registrations setting when configuring a
zone.

Proxied registrations are classified as belonging to the zone they were last proxied from. This is different from non-
proxied registration requests which are assigned to a subzone within the Expressway.

Expressway as a SIP Presence Server

The Expressway supports the SIP-based SIMPLE protocol. It can act as a Presence Server and Presence User Agent
for any of the SIP domains for which it is authoritative. For details on how to enable and use Expressway as a SIP
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Presence server, see the Presence section.

Configuring SIP

The SIP page (Configuration > Protocols > SIP) is used to configure SIP settings on the Expressway, including:

= SIP functionality and SIP-specific transport modes and ports.

= Certificate revocation checking modes for TLS connections.

= Registration controls for standard and outbound registrations.

SIP Functionality and SIP-Specific Transport Modes and Ports

This section contains the basic settings for enabling SIP functionality and for configuring the various SIP-specific
transport modes and ports. The configurable options are:

Field Description Usage tips
SIP mode Enables and disables SIP functionality (SIP registrar and This mode must be enabled to use
SIP proxy services) on the Expressway. Default is Off. either the Presence Server or the
Presence User Agent.
SIP protocols | The Expressway supports SIP over UDP, TCP, and TLS At least one of the transport protocol
and ports transport protocols. Use the Mode and Port settings for modes must be On to enable SIP
each protocol to configure whether or not incoming and functionality.
outgoing connections using that protocol are supported.
And if so, the ports on which the Expressway listens for If you use both TLS and MTLS, we
such connections. recommend that you enable them on
different ports. If you must use port
The default modes are: 5061 for MTLS, you should avoid
engaging the B2BUA - by switching
= UDP mode Off Media encryption mode to Auto on
all zones in the call path.
= TCP mode Off
= TLS mode On
= Mutual TLS mode Off
TCP outbound | The range of ports the Expressway uses when TCP and The range must be sufficient to
port start/ TLS connections are established. support all required concurrent
end connections.
Session The maximum time allowed between session refresh For further information see the
refresh requests for SIP calls. Default is 1800 seconds. definition of Session-Expires in RFC
interval 4028.
Minimum The minimum value the Expressway will negotiate for the For further information see the
session session refresh interval for SIP calls. Default is 500 definition of Min-SE headerin RFC
refresh seconds. 4028.
interval
TLS The timeout period for TLS socket handshake. Defaultis 5 | You may want to increase this value
handshake seconds. if TLS server certificate validation is
timeout slow (e.g. if OCSP servers do not
provide timely responses) and thus
cause connection attempts to
timeout.
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Certificate Revocation Checking Modes

This section controls the certificate revocation checking modes for SIP TLS connections. The configurable options

are:
Field Description Usage tips
Certificate Controls whether revocation checking is performed for We recommend that revocation
revocation certificates exchanged during SIP TLS connection checking is enabled.
checking establishment.
mode
Use OCSP Controls whether the Online Certificate Status Protocol To use OCSP:
(OCSP) may be used to perform certificate revocation
checking. = The X.509 certificate to be
checked must contain an
OCSP responder URI.
= The OCSP responder must
support SHA-256 hash
algorithm. If it is not
supported, the OCSP
revocation check and the
certificate validation will fail.
Use CRLs Controls whether Certificate Revocation Lists (CRLs) are | CRLs can be used if the certificate
used to perform certificate revocation checking. does not support OCSP.
CRLs can be loaded manually onto
the Expressway, downloaded
automatically from preconfigured
URIs (see Managing Certificate
Revocation Lists (CRLs), page 269),
or downloaded automatically from a
CRL distribution point (CDP) URI
contained in the X.509 certificate.
Allow CRL Controls whether the download of CRLs from the CDP URIs
downloads contained in X.509 certificates is allowed.
from CDPs
Fallback Controls the revocation checking behavior if the revocation | Treat as not revoked ensures that
behavior status cannot be established, for example if the revocation your system continues to operate in
source cannot be contacted. a normal manner if the revocation
) . source cannot be contacted,
Treat as revoked: treat the ce.rtlflcate as revoked (and thus however it does potentially mean
do not allow the TLS connection). that revoked certificates will be
. accepted.
Treat as not revoked: treat the certificate as not revoked.
Default: Treat as not revoked

Registration Controls

This section contains the registration controls for standard and outbound SIP registrations. The configurable options

are:
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Field Description Usage tips

Standard The method used to generate the SIP registration expiry The Maximum setting uses the
registration period (the period within which a SIP endpoint must re- requested value providing it is within
refresh register to prevent its registration expiring) for standard the specified maximum and
strategy registrations. minimum ranges.

Maximum: uses the lesser of the configured Maximum The Variable setting calculates a

refresh value and the value requested in the registration. random refresh period for each

] registration (and re-registration)

Variable: generates a random value between the request in an attempt to continually

configured Minimum refresh value and the lesser of the spread the load. The Expressway

configured Maximum refresh value and the value never returns a value higher than
requested in the registration. what was requested.

The default is Maximum. Th|_s applies _only to endpoints
registered with the Expressway. It
does not apply to endpoints whose
registrations are proxied through the
Expressway.

Standard The minimum allowed value for a SIP registration refresh See Registration refresh intervals,
registration period for standard registrations. Requests for a value page 87
refresh lower than this will result in the registration being rejected
minimum with a 423 Interval Too Brief response. The default is 45
seconds.
Standard The maximum allowed value for a SIP registration refresh
registration period for standard registrations. Requests for a value
refresh greater than this will result in a lower value being returned
maximum (calculated according to the Standard registration
refresh strategy). The default is 60 seconds.
Outbound The method used to generate the SIP registration expiry These options work in the same
registration period for outbound registrations. manner as for the Standard
refresh registration refresh strategy.
strategy Maximum: uses the lesser of the configured Maximum 9 v
refresh value and the value requested in the registration. However, outbound registrations
. allow a much higher maximum value

Variable: generates a random value between the than standard registrations. This is

configured Minimum refresh value and the lesser of the because standard registrations use

configured Maximum refresh value and the value the re-registration mechanism to
requested in the registration. keep their connection to the server
alive. With outbound registrations

The default is Variable. the keep-alive process is handled by
a separate, less resource-intensive
process, meaning that re-
registrations (which are more
resource-intensive) can be less
frequent.

Outbound The minimum allowed value for a SIP registration refresh
registration period for outbound registrations. Requests for a value
refresh lower than this will result in the registration being rejected
minimum with a 423 Interval Too Brief response. The default is 300

seconds.

91




Cisco Expressway Administrator Guide

Protocols
Field Description Usage tips
Outbound The maximum allowed value for a SIP registration refresh
registration period for an outbound registration. Requests for a value
refresh greater than this will result in a lower value being returned
maximum (calculated according to the Outbound registration
refresh strategy). The default is 3600 seconds.
SIP Specifies how proxied registrations and requests See Proxying Registration Requests,
registration containing Route Sets are handled when the Expressway page 88 for more information.
proxy mode receives a registration request for a domain for which it is

not acting as a Registrar.

Off: registration requests are not proxied (but are still
permitted locally if the Expressway is authoritative as a
Registrar for that domain). Requests with existing Route
Sets are rejected.

Proxy to known only: registration requests are proxied in
accordance with existing call processing rules, but only to
known neighbor, traversal client and traversal server
zones. Requests containing Route Sets are proxied only if
they were received from a known zone.

Proxy to any: registration requests are proxied in
accordance with existing call processing rules to all known
zones. Requests containing Route Sets are always
proxied.

The default is Off.

Authentication Controls

This section contains the device authentication controls for enabling delegated credential checking. The
configurable options are:

Off: use the relevant credential checking mechanisms
(local database, Active Directory Service or H.350
directory via LDAP) on the Expressway performing the
authentication challenge.

On: delegate the credential checking to a traversal client.

The default is Off.

Field Description Usage tips

Delegated Controls whether the credential checking of SIP messages | Note that delegated credential
credential is delegated, via a traversal zone, to another Expressway. | checking must be enabled on both
checking the traversal server and the traversal

client.

See delegated credential checking
for more information.
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Advanced SIP Settings

Field Description Usage tips
SIP max size Specifies the maximum SIP message size that can be If you use Microsoft interop with
handled by the Expressway (in bytes). dual-homed conferencing through
. Expressway and Meeting Server
Default is 32768 bytes. with an AVMCU invoked on the
Microsoft side, we recommend
32768 or greater.
SIP TCP connect | Specifies the maximum number of seconds to wait for an You can reduce this to speed up
timeout outgoing SIP TCP connection to be established. the time between attempting a
broken route (like an unavailable
Default is 10 seconds. onward SIP proxy peer) and failing

over to a good one.

Be careful in high latency networks
that you leave enough time for the
connection to establish.

Retain Connection for Corrupt / Malformed SIP Messages (CLI)

From X8.11, a CLI command (not the web user interface) is available to optionally configure the Expressway to keep a
connection open even if it receives malformed or corrupt SIP messages. You can specify this for non-mandatory
headers only, or for mandatory headers too. See Zones Zone [1..1000] Neighbor
RetainConnectionOnParseErrorMode: <mode>, page 470.

Configuring Domains

The Domains page (Configuration > Domains) lists the SIP domains managed by this Expressway.

A domain name can comprise multiple levels. Each level's name can only contain letters, digits and hyphens, with
each level separated by a period (dot). A level name cannot start or end with a hyphen, and the final level name must
start with a letter. An example valid domain name is 100.example-name.com.

Note that values shown in the Index column correspond to the numeric elements of the $1ocaldomainis,
$localdomain2%, . . . $localdomain200% pattern matching variables.

You can configure up to 200 domains.

Configuring the Supported Services for Unified Communications (Expressway-C Only)

When the Expressway-C has been enabled for Unified Communications mobile and remote access, you must select
the services that each domain will support. The options are:

= SIP registrations and provisioning on Expressway: the Expressway is authoritative for this SIP domain. The
Expressway acts as a SIP registrar for the domain (and Presence Server in the case of VCS systems), and
accepts registration requests for any SIP endpoints attempting to register with an alias that includes this
domain. The default is On.

= SIP registrations and provisioning on Unified CM: Endpoint registration, call control and provisioning for this
SIP domain is serviced by Unified CM. The Expressway acts as a Unified Communications gateway to provide
secure firewall traversal and line-side support for Unified CM registrations. The default is Off.

= IM and Presence Service: Instant messaging and presence services for this SIP domain are provided by the
Unified CM IM and Presence service. The default is Off.

= XMPP federation: Enables XMPP federation between this domain and partner domains. The default is Off.

= Deployment: Associates the domain with the selected deployment, if there are multiple deployments. This
setting is absent if there is only one deployment (there is always at least one).
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Any domain configuration changes, when one or more existing domains are configured for IM and Presence services
on Unified CM or XMPP Federation will result in an automatic restart of the XCP router on both Expressway-C and
Expressway-E.

The end-user impact is temporary loss of federation and any Jabber clients using mobile and remote access will be
temporarily disconnected. The clients will automatically reconnect after a short period.

Configuring Delegated Credential Checking (Expressway-E Only)

If you have enabled delegated credential checking (Configuration > Protocols > SIP), you need to specify the
traversal zone to use when delegating credential checks for SIP messages for this domain. This only applies to the
SIP domains for which Expressway is acting as the service provider and SIP registrar.

You can specify a different zone for each SIP domain, if required.
Choose Do not delegate if you want to continue to use this Expressway-E to perform the credential checking.
Testing the credential checking service

To verify whether the Expressway to which credential checking has been delegated is able to receive messages and
perform the relevant authentication checks:

1. Go to Configuration > Domains.
2. Select the relevant domains.
3. Click Test credential checking service.

The system displays a Results section and reports whether the receiving Expressway can be reached over the
traversal zone and, additionally, if it is able to perform credential checking for both NTLM and SIP digest type
challenges.

If you are not using NTLM authentication in your video network, and thus the receiving Expressway is not
configured with a connection to an Active Directory Service, then the NTLM check will be expected to fail.

Configuring SIP and H.323 Interworking

The Interworking page (Configuration > Protocols > Interworking) lets you configure whether or not the Expressway
acts as a gateway between SIP and H.323 calls. The translation of calls from one protocol to the other is known as
“interworking”.

By default, the Expressway acts as a SIP-H.323 and H.323-SIP gateway but only if at least one of the endpoints that
are involved in the call is locally registered. You can change this setting so that the Expressway acts as a SIP-H.323
gateway regardless of whether the endpoints involved are locally registered. You also have the option to disable
interworking completely.

The options for the H.323 <-> SIP interworking mode are:

s Off. the Expressway does not act as a SIP-H.323 gateway.

= Registered only: the Expressway acts as a SIP-H.323 gateway but only if at least one of the endpoints is
locally registered.

= On: the Expressway acts as a SIP-H.323 gateway regardless of whether the endpoints are locally registered.
We recommend that you leave this setting as Registered only. Unless your network is correctly configured, setting it

to On (where all calls can be interworked) may result in unnecessary interworking, for example where a call between
two H.323 endpoints is made over SIP, or vice versa.

Calls for which the Expressway acts as a SIP to H.323 gateway are RMS calls. The Expressway always takes the
media for SIP-H.323 interworked calls so that it can independently negotiate payload types on the SIP and H.323
sides and Expressway will re-write these as the media passes.

Also in a SIP SDP negotiation, multiple codec capabilities can be agreed (more than one video codec can be
accepted) and the SIP device is at liberty to change the codec it uses at any time within the call. If this happens,
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because Expressway is in the media path it will close and open logical channels to the H.323 device as the media
changes (as required) so that media is passed correctly.

Searching by protocol

When searching a zone, the Expresswaly first performs the search using the protocol of the incoming call. If the
search is unsuccessful the Expressway may then search the zone again using the alternative protocol, depending on
where the search came from and the Interworking mode. Note that the zone must also be configured with the
relevant protocols enabled (SIP and H.323 are enabled on a zone by default).

= If the request has come from a neighboring system and Interworking mode is set to Registered only, the
Expressway searches the Local Zone using both protocols, and all other zones using the native protocol only
(because it will interwork the call only if one of the endpoints is locally registered).

= If Interworking mode is set to On, or the request has come from a locally registered endpoint, the Expressway
searches the Local Zone and all external zones using both protocols.

Enabling SIP endpoints to dial H.323 numbers

SIP endpoints can only make calls in the form of URIs — such as name@domain. If the caller does not specify a domain
when placing the call, the SIP endpoint automatically appends its own domain to the number that is dialed.

Soif you dial 123 from a SIP endpoint, the search will be placed for 123@domain. If the H.323 endpoint being dialed is
just registered as 123, the Expressway will not be able to locate the alias 123@domain and the call will fail. The
solutions are to either:

= Ensure all your endpoints, both H.323 and SIP, register with an alias in the form name@domain.

= Create a pre-search transform on the Expressway that strips the @domain portion of the alias for those URIs that
are in the form of number@domain.
See the pre-search transforms section for information about how to configure pre-search transforms, and the
stripping @domain for dialing to H.323 numbers section for an example of how to do this.

Interworking DTMF signals
For SIP calls, the Expressway implements RFC 2833 for DTMF signaling in RTP payloads.

For H.323 calls, the Expressway implements H.245 Userinputindication for DTMF signaling. dtmf is the only supported
UserInputCapability. Expressway does not support any other H.245 user input capabilities (eg. basicString,
generalString)

When the Expressway is interworking a call between SIP and H.323, it also interworks the DTMF signaling, but only
between RFC 2833 DTMF, and the H.245 user input indicators "dtmf" and "basicString".
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This section provides information about the pages that appear under the Configuration > Registration menu.
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About Registrations

For an endpoint to use the Expressway as its H.323 gatekeeper or SIP registrar, the endpoint must first register with
the Expressway. The Expressway can be configured to control which devices are allowed to register with it by using
the following mechanisms:

= a device authentication process based on the username and password supplied by the endpoint

= aregistration restriction policy that uses either Allow Lists or Deny Lists or an external policy service to specify
which aliases can and cannot register with the Expressway

s restrictions based on IP addresses and subnet ranges through the specification of subzone membership rules
and subzone registration policies

You can use these mechanisms together. For example, you can use authentication to verify an endpoint’s identity
from a corporate directory, and registration restriction to control which of those authenticated endpoints may register
with a particular Expressway.

You can also control some protocol-specific behavior, including:

= the Registration conflict mode and Auto discover settings for H.323 registrations

= the SIP registration proxy mode for SIP registrations

For specific information about how registrations are managed across peers in a cluster, see the Sharing Registrations
Across Peers, page 150 section.

In a Unified Communications deployment, endpoint registration for SIP devices may be provided by Unified CM. In this
scenario, the Expressway provides secure firewall traversal and line-side support for Unified CM registrations. When
configuring a domain, you can select whether Cisco Unified Communications Manager or Expressway provides
registration and provisioning services for the domain.

Finding a Expressway With Which to Register
Before an endpoint can register with a Expressway, it must determine which Expressway it can or should be
registering with. This setting is configured on the endpoint, and the process is different for SIP and H.323.

MCU, Gateway and Content Server Registration

H.323 systems such as gateways, MCUs and Content Servers can also register with a Expressway. They are known as
locally registered services. These systems are configured with their own prefix, which they provide to the Expressway
when registering. The Expressway will then know to route all calls that begin with that prefix to the gateway, MCU or
Content Server as appropriate. These prefixes can also be used to control registrations.

Cisco Systems, Inc.  www.cisco.com
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SIP devices cannot register prefixes. If your dial plan dictates that a SIP device should be reached via a particular
prefix, then you should add the device as a neighbor zone with an associated search rule using a pattern match equal
to the prefix to be used.

Configuring Registration Restriction Policy

The Registration configuration page (Configuration > Registration > Configuration) is used to control how the
Expressway manages its registrations.

The Restriction policy option specifies the policy to use when determining which endpoints may register with the
Expressway. The options are:

= None: any endpoint may register.

= Allow List: only those endpoints with an alias that matches an entry in the Allow List may register.

= Deny List: all endpoints may register, unless they match an entry on the Deny List.

= Policy service: only endpoints that register with details allowed by the external policy service may register.

The default is None.

If you use an Allow List or Deny List, you must also go to the appropriate Registration Allow List or Registration Deny
List configuration page to create the list.

The Policy service option is used if you want to refer all registration restriction policy decisions out to an external
service. If you select this option an extra set of configuration fields appear so that you can specify the connection
details of the external service. See Configuring Registration Policy to Use an External Service, page 100.

Registering Aliases

After the device authentication process (if required) has been completed, the endpoint will then attempt to register its
aliases with the Expressway.

H.323
When registering, the H.323 endpoint presents the Expressway with one or more of the following:
= one or more H.323 IDs

= one or more E.164 aliases

= one or more URIs

Users of other registered endpoints can then call the endpoint by dialing any of these aliases.

= You are recommended to register your H.323 endpoints using a URI. This facilitates interworking between SIP
and H.323, as SIP endpoints register using a URI as standard.

= You are recommended to not use aliases that reveal sensitive information. Due to the nature of H.323, call
setup information is exchanged in an unencrypted form.

SIP

When registering, the SIP endpoint presents the Expressway with its contact address (IP address) and logical address
(Address of Record). The logical address is considered to be its alias, and will generally be in the form of a URI.

H.350 directory authentication and registrations

If the Expressway is using an H.350 directory service to authenticate registration requests, the Source of aliases for
registration setting is used to determine which aliases the endpoint is allowed to attempt to register with. See Using
an H.350 directory service lookup via LDAP for more information.

Attempts to register using an existing alias

An endpoint may attempt to register with the Expressway using an alias that is already registered to the system. How
this is managed depends on how the Expressway is configured and whether the endpoint is SIP or H.323.
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= H.323: an H.323 endpoint may attempt to register with the Expressway using an alias that has already been
registered on the Expressway from another IP address. You can control how the Expressway behaves in this
situation by configuring the Registration conflict mode, on the H.323 page (Configuration > Protocols >
H.323).

= SIP: a SIP endpoint will always be allowed to register using an alias that is already in use from another IP
address. When a call is received for this alias, all endpoints registered using that alias will be called
simultaneously. This SIP feature is known as “forking”.

Blocking registrations

If you have configured the Expressway to use a Deny List, you will have an option to block the registration. This will
add all the aliases used by that endpoint to the Deny List.

Removing existing registrations

After a restriction policy has been activated, it controls all registration requests from that point forward. However, any
existing registrations may remain in place, even if the new list would otherwise block them. Therefore, you are
recommended to manually remove all existing unwanted registrations after you have implemented a restriction policy.

To manually remove a registration, go to Status > Registrations > By device, select the registrations you want to
remove, and click Unregister.

If the registered device is in an active call and its registration is removed (or expires), the effect on the call is
dependent on the protocol:

= H.323: the call is taken down.

= SIP: the call stays up by default. This SIP behavior can be changed but only via the CLI by using the command
xConfiguration SIP Registration Call Remove.

Re-registrations

All endpoints must periodically re-register with the Expressway in order to keep their registration active. If you do not
manually delete the registration, the registration could be removed when the endpoint attempts to re-register, but this
depends on the protocol being used by the endpoint:

= H.323 endpoints may use "light" re-registrations which do not contain all the aliases presented in the initial
registration, so the re-registration may not get filtered by the restriction policy. If this is the case, the
registration will not expire at the end of the registration timeout period and must be removed manually.

= SIP re-registrations contain the same information as the initial registrations so will be filtered by the restriction
policy. This means that, after the list has been activated, all SIP registrations will disappear at the end of their
registration timeout period.

The frequency of re-registrations is determined by the Registration controls setting for SIP (Configuration >
Protocols > SIP) and the Time to live setting for H.323 (Configuration > Protocols > H.323).

Note: By reducing the registration time to live too much, you risk flooding the Expressway with registration requests,
which will severely impact performance. This impact is proportional to the number of endpoints, so you should
balance the need for occasional quick failover against the need for continuous good performance.

About Allow and Deny Lists

When an endpoint attempts to register with the Expressway it presents a list of aliases. One of the methods provided
by the Expressway to control which endpoints are allowed to register is to set the Restriction policy (on the
Configuring Registration Restriction Policy, page 97 page) to Allow List or Deny List and then to include any one of
the endpoint’s aliases on the Allow List or the Deny List as appropriate. Each list can contain up to 2,500 entries.

When an endpoint attempts to register, each of its aliases is compared with the patterns in the relevant list to see if it
matches. Only one of the aliases needs to appear in the Allow List or the Deny List for the registration to be allowed or
denied.

For example, if the Restriction policy is set to Deny List and an endpoint attempts to register using three aliases, one
of which matches a pattern on the Deny List, that endpoint’s registration will be denied. Likewise, if the Restriction
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policy is set to Allow List, only one of the endpoint’s aliases needs to match a pattern on the Allow List for it to be
allowed to register using all its aliases.

Allow Lists and Deny Lists are mutually exclusive: only one may be in use at any given time. You can also control
registrations at the subzone level. Each subzone's registration policy can be configured to allow or deny registrations
assigned to it via the subzone membership rules.

Configuring the Registration Allow List

The Registration Allow List page (Configuration > Registration > Allow List) shows the endpoint aliases and alias
patterns that are allowed to register with the Expressway. Only one of an endpoint's aliases needs to match an entry
in the Allow List for the registration to be allowed.

To use the Allow List, you must select a Restriction policy of Allow List on the Registration configuration page.

The configurable options are:

Field Description Usage tips
Description | An optional free-form description
of the entry.
Pattern The way in which the Pattern You can test whether a pattern matches a particular alias by
type string must match the alias. using the Check pattern tool (Maintenance > Tools > Check
Options are: pattern).
Exact: the alias must match the
pattern string exactly.
Prefix: the alias must begin with
the pattern string.
Suffix: the alias must end with the
pattern string.
Regex: the pattern string is a
regular expression.
Pattern The pattern against which an alias
string is compared.

Configuring the Registration Deny List

The Registration Deny List page (Configuration > Registration > Deny List) shows the endpoint aliases and alias
patterns that are not allowed to register with the Expressway. Only one of an endpoint's aliases needs to match an
entry in the Deny List for the registration to be denied.

To use the Deny List, you must select a Restriction policy of Deny List on the Registration configuration page.

The configurable options are:

Field

Description

Usage tips

Description

An optional free-form description
of the entry.

929




Cisco Expressway Administrator Guide

Registration Control

Field Description Usage tips
Pattern The way in which the Pattern You can test whether a pattern matches a particular alias by
type string must match the alias. using the Check pattern tool (Maintenance > Tools > Check
Options are: pattern).
Exact: the alias must match the
pattern string exactly.
Prefix: the alias must begin with
the pattern string.
Suffix: the alias must end with the
pattern string.
Regex: the pattern stringis a
regular expression.
Pattern The pattern against which an alias
string is compared.

Configuring Registration Policy to Use an External Service

To configure Registration Policy to refer all registration restriction policy decisions out to an external service:

1. Go to Configuration > Registration > Configuration.

2. Select a Restriction policy of Policy service.

3. Configure the fields as follows:

Field

Description

Usage tips

Protocol

The protocol used to connect to the policy
service.

The default is HTTPS.

The Expressway automatically supports
HTTP to HTTPS redirection when
communicating with the policy service
server.

Certificate
verification
mode

When connecting over HTTPS, this setting
controls whether the certificate presented by
the policy server is verified.

If On, for the Expressway to connect to a policy
server over HTTPS, the Expressway must have
a root CA certificate loaded that authorizes that
server’s server certificate. Also the certificate's
Subject Common Name or Subject Alternative
Name must match one of the Server address
fields below.

The Expressway’s root CA certificates are
loaded via (Maintenance > Security >

Trusted CA certificate).

HTTPS
certificate
revocation
list (CRL)
checking

Enable this option if you want to protect
certificate checking using CRLs and you have
manually loaded CRL files, or you have enabled
automatic CRL updates.

Go to Maintenance > Security > CRL
management to configure how the
Expressway uploads CRL files.
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Field Description Usage tips
Server Enter the IP address or Fully Qualified Domain | If an FQDN is specified, ensure that the
address 1 - 3 [ Name (FQDN) of the server hosting the service. | Expressway has an appropriate DNS
resolved.
to the address.
For resiliency, up to three server
addresses can be supplied.
Path Enter the URL of the service on the server.
Status path The Status path identifies the path from where | The policy server must supply return
the Expressway can obtain the status of the status information, see Policy Server
remote service. Status and Resiliency, page 316.
The default is status.
Username The username used by the Expressway to log in
and query the service.
Password The password used by the Expressway to log in | The maximum plaintext length is 30
and query the service. characters (which is subsequently
encrypted).
Default CPL | This is the fallback CPL used by the You can change it, for example, to
Expressway if the service is not available. redirect to an answer service or recorded
message.
For more information, see Default CPL for
Policy Services, page 516.
4. Click Save.

The Expressway should connect to the policy service server and start using the service for Registration Policy

decisions.

Any connection problems will be reported on this page. Check the Status area at the bottom of the page and
check for additional information messages against the Server address fields.
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This section provides information about the Expressway's authentication policy and the pages that appear under the
Configuration > Authentication menu.

About Device Authentication

Device authentication is the verification of the credentials of an incoming request to the Expressway from a device or
external system. It is used so that certain functionality may be reserved for known and trusted users.

Mobile and Remote Access devices

You do not have to make any explicit configuration on the Expressway regarding the authentication of devices that
are registering to Unified CM via the Expressway. If the Expressway is the authenticating agent for these devices
(compared to an external IdP), then it automatically handles the authentication of these devices against their home
Unified CM clusters.

Rich media sessions

Devices communicating with the Expressway that are participating in rich media sessions are subject to the
Expressway's configurable authentication policy.

When device authentication is enabled, any device that attempts to communicate with the Expressway is challenged
to present its credentials (typically based on a username and password). The Expressway will then verify those
credentials against its local authentication database.

Expressway authentication policy can be configured separately for each zone. This means that both authenticated
and unauthenticated devices could be allowed to communicate with the same Expressway if required. Subsequent
call routing decisions can then be configured with different rules based upon whether a device is authenticated or

not.

Controlling System Behavior for Authenticated and Non-authenticated Devices

How calls and other messaging from authenticated and non-authenticated devices are handled depends on how
search rules, external policy services and CPL are configured.

Search rules

When configuring a search rule, use the Request must be authenticated attribute to specify whether the search rule
applies only to authenticated search requests or to all requests.

External policy services

External policy services are typically used in deployments where policy decisions are managed through an external,
centralized service rather than by configuring policy rules on the Expressway itself. You can configure the Expressway
to use policy services in the following areas:

= Registration Policy
= Search rules (dial plan)

Cisco Systems, Inc.  www.cisco.com
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= Call Policy
= User Policy (FindMe)

When the Expressway uses a policy service it sends information about the call or registration request to the service in
a POST message using a set of name-value pair parameters. Those parameters include information about whether
the request has come from an authenticated source or not.

See Cisco Expressway External Policy Deployment Guide at the Cisco Expressway Series Configuration Guides page.
CPL

If you are using the Call Policy rules generator on the Expressway, source matches are carried out against
authenticated sources. To specify a match against an unauthenticated source, just use a blank field. (If a source is
not authenticated, its value cannot be trusted).

If you use uploaded, handcrafted local CPL to manage your Call Policy, you are recommended to make your CPL
explicit as to whether it is looking at the authenticated or unauthenticated origin.

= |f CPL is required to look at the unauthenticated origin (for example, when checking non-authenticated
callers) the CPL must use unauthenticated-origin. (However, if the user is unauthenticated, they can call
themselves whatever they like; this field does not verify the caller.)

= To check the authenticated origin (only available for authenticated or “treat as authenticated” devices) the
CPL should use authenticated-origin.

Note that due to the complexity of writing CPL scripts, you are recommended to use an external policy service
instead.

Authentication Policy Configuration Options

Authentication policy behavior varies for H.323 messages, SIP messages received from local domains and SIP
messages from non-local domains.

The primary authentication policy configuration options and their associated behavior are as follows:
= Check credentials: verify the credentials using the relevant authentication method. Note that in some
scenarios, messages are not challenged, see below.
= Do not check credentials: do not verify the credentials and allow the message to be processed.

= Treat as authenticated: do not verify the credentials and allow the message to be processed as if it is has
been authenticated. This option can be used to cater for endpoints from third-party suppliers that do not
support authentication within their registration mechanism. Note that in some scenarios, messages are
allowed but will still be treated as though they are unauthenticated, see below.

Authentication policy is selectively configurable for different zone types, based on whether they receive messaging:

= The Default Zone, Neighbor zones, traversal client zones, traversal server zones and Unified Communications
traversal zones all allow configuration of authentication policy

= DNS and ENUM zones do not receive messaging and so have no authentication policy configuration.

To edit a zone's Authentication policy, go to Configuration > Zones > Zones and click the name of the zone. The
policy is set to Do not check credentials by default when you create a new zone.

The behavior varies for H.323 and SIP messages as shown in the tables below:
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H.323
Policy Behavior
Check Messages are classified as either authenticated or unauthenticated depending on whether any
credentials credentials in the message can be verified against the authentication database.

If no credentials are supplied, the message is always classified as unauthenticated.

Do not check
credentials

Message credentials are not checked and all messages are classified as unauthenticated.

Treat as
authenticated

Message credentials are not checked and all messages are classified as authenticated.

SIP

The behavior for SIP messages at the zone level depends upon the SIP authentication trust mode setting (meaning
whether the Expressway trusts any pre-existing authenticated indicators - known as P-Asserted-Identity headers -
within the received message) and whether the message was received from a local domain (a domain for which the
Expressway is authoritative) or a non-local domain.

credentials

authentication.

All messages are classified as
unauthenticated.

Any existing P-Asserted-Identity headers
are removed.

Policy Trust In local domain Outside local domain
Check Off Messages are challenged for Messages are not challenged for
credentials authentication. authentication.
Messages that fail authentication are All messages are classified as
rejected. unauthenticated.
Messages that pass authentication are Any existing P-Asserted-Identity headers
classified as authenticated and a P- are removed.
Asserted-ldentity header is inserted into the
message.
On Messages with an existing P-Asserted- Messages are not challenged for
Identity header are classified as authentication.
authenticated, without further challenge.
The P-Asserted-Identity header is passed Messages with an existing P-Asserted-
on unchanged (keeping the originator's Identity header are classified as
asserted ID). authenticated, and the header is passed
on unchanged.
Messages without an existing P-Asserted-
Identity header are challenged. If Messages without an existing P-Asserted-
authentication passes, the message is Identity header are classified as
classified as authenticated and a P- unauthenticated.
Asserted-Identity header is inserted into the
message. If authentication fails, the
message is rejected.
Do not check | Off Messages are not challenged for Messages are not challenged for

authentication.

All messages are classified as
unauthenticated.

Any existing P-Asserted-Identity headers
are removed.
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Policy Trust In local domain Outside local domain
On Messages are not challenged for Messages are not challenged for
authentication. authentication.
Messages with an existing P-Asserted- Messages with an existing P-Asserted-
Identity header are classified as Identity header are classified as
authenticated, and the header is passed on | authenticated, and the header is passed
unchanged. on unchanged.
Messages without an existing P-Asserted- Messages without an existing P-Asserted-
Identity header are classified as Identity header are classified as
unauthenticated. unauthenticated.
Treat as Off Messages are not challenged for Messages are not challenged for
authenticated authentication. authentication.
All messages are classified as All messages are classified as
authenticated. unauthenticated.

Any existing P-Asserted-Identity header is Any existing P-Asserted-Identity headers
removed and a new one containing the are removed.
Expressway's originator ID is inserted into
the message.

On Messages are not challenged for Messages are not challenged for
authentication. authentication.
All messages are classified as Messages with an existing P-Asserted-
authenticated. Identity header are classified as

authenticated, and the header is passed

Messages with an existing P-Asserted- on unchanged.
Identity header are passed on unchanged.
Messages without an existing P-Asserted- Messages without an existing P-Asserted-
Identity header have one inserted. Identity header are classified as

unauthenticated.

SIP Authentication Trust

If the Expressway is configured to use device authentication it will authenticate incoming SIP INVITE requests. If the
Expressway then forwards the request on to a neighbor zone such as another Expressway, that receiving system will
also authenticate the request. In this scenario the message has to be authenticated at every hop.

To simplify this so that a device’s credentials only have to be authenticated once (at the first hop), and to reduce the
number of SIP messages in your network, you can configure neighbor zones to use the Authentication trust mode
setting.

This is then used in conjunction with the zone's authentication policy to control whether pre-authenticated SIP
messages received from that zone are trusted and are subsequently treated as authenticated or unauthenticated
within the Expressway. Pre-authenticated SIP requests are identified by the presence of a P-Asserted-Identity field in
the SIP message header as defined by RFC 3325.

The Authentication trust mode settings are:
= On: pre-authenticated messages are trusted without further challenge and subsequently treated as

authenticated within the Expressway. Unauthenticated messages are challenged if the Authentication policy
is set to Check credentials.

= Off: any existing authenticated indicators (the P-Asserted-ldentity header) are removed from the message.
Messages from a local domain are challenged if the Authentication policy is set to Check credentials.

Note:
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= We recommend that you enable authentication trust only if the neighbor zone is part of a network of trusted
SIP servers.

= Authentication trust is automatically implied between traversal server and traversal client zones.
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Device Provisioning and Authentication Policy

The Provisioning Server requires that any provisioning or phone book requests it receives have already been
authenticated at the zone or subzone point of entry into the Expressway. The Provisioning Server does not do its own
authentication challenge and will reject any unauthenticated messages.

The Expressway must be configured with appropriate device authentication settings, otherwise provisioning-related
messages will be rejected:
= Initial provisioning authentication (of a subscribe message) is controlled by the authentication policy setting on
the Default Zone. (The Default Zone is used as the device is not yet registered.)

The Default Zone and any traversal client zone's authentication policy must be set to either Check credentials
or Treat as authenticated, otherwise provisioning requests will fail.

In each case, the Expressway performs its authentication checking against the local database. This includes all
credentials supplied by Cisco TMS.

For more information about provisioning configuration in general, see Cisco TMS Provisioning Extension Deployment
Guide.
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Configuring Authentication to Use the Local Database

The local authentication database is included as part of your Expressway system and does not require any specific
connectivity configuration. It is used to store user account authentication credentials. Each set of credentials
consists of a name and password.

The credentials in the local database can be used for device (SIP), traversal client, and TURN client authentication.
Adding credentials to the local database

To enter a set of device credentials:

1. Go to Configuration > Authentication > Devices > Local database and click New.
2. Enter the Name and Password that represent the device’s credentials.
3. Click Create credential.

Note that the same credentials can be used by more than one device.
Credentials managed within Cisco TMS (for device provisioning)

When the Expressway is using TMS Provisioning Extension services, the credentials supplied by the Users service are
stored in the local authentication database, along with any manually configured entries. The Source column
identifies whether the user account name is provided by TMS, or is a Local entry. Only Local entries can be edited.

Incorporating Cisco TMS credentials within the local database means that Expressway can authenticate all
messages (i.e. not just provisioning requests) against the same set of credentials used within Cisco TMS.

Local database authentication in combination with H.350 directory authentication
You can configure the Expressway to use both the local database and an H.350 directory.

If an H.350 directory is configured, the Expressway will always attempt to verify any Digest credentials presented to it
by first checking against the local database before checking against the H.350 directory.

Local database authentication in combination with Active Directory (direct) authentication

If Active Directory (direct) authentication has been configured and NTLM protocol challenges is set to Auto, then
NTLM authentication challenges are offered to those devices that support NTLM.
= NTLM challenges are offered in addition to the standard Digest challenge.

= Endpoints that support NTLM will respond to the NTLM challenge in preference to the Digest challenge, and
the Expressway will attempt to authenticate that NTLM response.

Authenticating with External Systems

The Outbound connection credentials page (Configuration > Authentication > Outbound connection credentials) is
used to configure a username and password that the Expressway will use whenever it is required to authenticate with
external systems.

For example, when the Expressway is forwarding an invite from an endpoint to another Expressway, that other system
may have authentication enabled and will therefore require your local Expressway to provide it with a username and
password.

Note that these settings are not used by traversal client zones. Traversal clients, which must always authenticate
with traversal servers before they can connect, configure their connection credentials per traversal client zone.
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This section describes how to configure zones and neighbors on the Expressway (Configuration > Zones).
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Video Network Fundamentals

This section summarizes the different parts of a video communications network that uses Expressway, and the ways
to connect them.

The most basic implementation is a single Expressway connected to the internet with one or more endpoints
registered to it. Depending on the size and complexity of your enterprise the Expressway may be part of a network of
endpoints, other Expressways and other network infrastructure devices, and with one or more firewalls between the
Expressway and the internet. (In such situations you may want to apply restrictions to the amount of bandwidth used
by and between different parts of your network.)

The following diagram shows the different subzones and zones for an example Expressway deployment. It uses a
Expressway-C as the example Local Zone, to show how it's made up of multiple subzones connected by links. The
Local Zone is connected to external Expressways and to the internet via particular types of zones.

Cisco Systems, Inc.  www.cisco.com
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Figure 13 Example network diagram
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Structuring the Dial Plan

As you start deploying more than one Expressway, it is useful to neighbor the systems together so that they can query
each other about their registered endpoints. Before you start, you should consider how you will structure your dial
plan. This will determine the aliases assigned to the endpoints, and the way in which the Expressways are neighbored

together. The solution you choose will depend on the complexity of your system. Some possible options are described
in the following sections.

Flat Dial Plan

The simplest approach is to assign each endpoint a unique alias and divide the endpoint registrations between the
Expressways. Each Expressway is then configured with all the other Expressway as neighbor zones. When one
Expressway receives a call for an endpoint which is not registered with it, it will send out a Location Request to all the
other neighbor Expressways.

While conceptually simple, this sort of flat dial plan does not scale very well. Adding or moving an Expressway
requires changing the configuration of every Expressway, and one call attempt can result in a large number of
location requests. This option is therefore most suitable for a deployment with just one or two Expressways plus its
peers.

Structured Dial Plan

An alternative deployment would use a structured dial plan where endpoints are assigned an alias based on the
system they are registering with.

If you