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About this guide

This guide introduces you to the Application Programming
Interface (API) for the RoomOS software, and serves as a
reference guide for the command line commands.

The guide describes the API for on-premise registered
video conferencing devices (CUCM, VCS) as well as

devices registered to Cisco’s cloud service (Cisco Webex).

Which commands are available depends on the product,
the back-end (on-premise, cloud), and the user role of the
local user (admin, audit, integrator, roomcontrol, user).

To get an overview of the commands, see the Supported
commands matrix on page 426.

About the API

xConfiguration

Room Kit

Room Kit Mini
Codec Plus'
Codec Pro 2

Room 55

Room 55 Dual
Room 70

Room 70 G2

Room Panorama
Room 70 Panorama

Webex Desk Series:

Webex Desk

Desk Hub

Desk Limited Edition
Desk Mini

Desk Pro

Webex Boards:

Board 55 and 55S
Board 70 and 70S
Board 85S

Board Pro 55 and 75

<
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xCommand

This guide applies to the following products:
Webex Room Series:

" Included in Room Kit Plus and Room Kit Plus Precision 60
2 Included in Room Kit Pro and Room Kit Pro Precision 60

>

xStatus Command Overview

Appendices

Downloading the user documentation

User documentation for the Cisco Collaboration products
is available at:

» https://www.cisco.com/go/telepresence/docs
Select the product series:

» Cisco Webex Board series

» Cisco Webex Desk series

» Cisco Webex Room series

To find the API guides, click Reference Guides >
Command References.

For Cisco Webex registred devices, go to:
» https://help.webex.com

User documentation on the Cisco web site navigation
guidelines are included in the appendix.


https://www.cisco.com/go/telepresence/docs
https://www.cisco.com/c/en/us/support/collaboration-endpoints/spark-board/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/spark-room-kit-series/tsd-products-support-series-home.html
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\What’s new

This chapter provides an overview of the new and
changed device configurations, commands, and statuses,
as well as the new features and improvements.

For more details, we recommend reading the software
release notes (RoomOS 10):

» https://www.cisco.com/c/en/us/support/
collaboration-endpoints/desktop-collaboration-
experience-dx600-series/products-release-notes-list.
html

» https://www.cisco.com/c/en/us/support/
collaboration-endpoints/spark-room-kit-series/products-
release-notes-list.html

» https://www.cisco.com/c/en/us/support/collaboration-
endpoints/spark-board/ products-release-notes-list.html

About the API

xConfiguration xCommand

New features and improvements in RoomOS 10.11

New products *
Webex Desk Hub
Webex Desk Mini
Webex Board Pro 55
Webex Board Pro 75

Board Pro 55, Board Pro 75, Desk Mini, and Desk Hub are
the first products in our portfolio that have a new type of

user interface. You can find out more about new features

on » Webex Help Center (https://help.webex.com/en-US/
article/n01kjh1/).

Improved remote pairing with PIN code
(All products)

Users can easily and securely pair a touch controller to a
Webex Device by entering a unique 6-digit PIN code on
the touch controller screen.

You can initiate PIN pairing for on-premise registered
devices by issuing the xAPI command: Peripherals
Pairing PinPairing Start.

* Since we now introduce a new type of board, the Board Pro, we need
to differentiate between this and the classic type. From now, "Board"
will refer to Board 55/55S, Board 70/70S, and Board 85S; and "Board
Pro" will refer to Board Pro 55 and Board Pro 75.

< s >
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xConfiguration changes in RoomOS 10.11

New xConfigurations

Audio Input USBInterface [n] EchoControl Mode (Codec Plus, Room 55 Dual, Room 70)
Audio Input USBInterface [n] Level (Codec Pius, Room 55 Dual, Room 70)

Audio Input USBInterface [n] Mode (Codec Plus, Room 55 Dual, Room 70)

Audio Output HDMI [n] Level (Room 70 Panorama, Room Panorama)

Audio Output HDMI [n] Mode (Room 70 Panorama, Room Panorama)

Audio Output USBInterface [1] Mode (Codec Plus, Room 55 Dual, Room 70)

BYOD TouchForwarding Enabled (webex Desk)

Cameras Camera [n] Brightness Algorithm (Codec Plus, Codec Pro,Room 55 Dual, Room 70, Room 70 G2,
Room Panorama, Room 70 Panorama)

Cameras Camera [n] AssignedSerialNumber (Room 70 G2, Room Panorama, Room 70 Panorama)
Userlnterface Assistant ProactiveMeetingJoin (Al products)

Userlnterface Features Call JoinGoogleMeet (wWebex Desk)

Userlnterface Help Tips (Board, Desk Pro, Desk Limited Edition, Webex Desk)

WebEngine Features SipUrlHandler (Board, Desk Pro, Desk Limited Edition, Room Kit Mini, Webex Desk)

WebEngine Features WebGL (Al products)

xConfigurations that are removed

Audio Input USBC [1] VideoAssociation MuteOnlInactiveVideo (Webex Desk)
NetworkServices SNMP CommunityName (Webex Desk)

NetworkServices SNMP Mode (Webex Desk)

NetworkServices SNMP SystemContact (wWebex Desk)

NetworkServices SNMP SystemLocation (Webex Desk)

Peripherals Pairing CiscoTouchPanels RemotePairing (Desk Pro, Desk Limited Edition, Webex Desk)

Video Output Webcam USBMode (Webex Desk)

xCommand xStatus Command Overview Appendices

xConfigurations that are modified

Audio Input HDMI [n] Level (Al products)
OLD: Default: 0
NEW: Default: -10

Audio Input USBC [1] Level (Desk Pro, Desk Limited Edition, Webex Desk)
OLD: Default: 0
NEW: Default: -10

Audio SoundsAndAlerts RingTone (Board)
OLD: Default: Waves
NEW: Default: Sunrise

Cameras Camera [n] Gamma Level (Codec Plus, Codec Pro, Room 55 Dual, Room 70, Room 70 G2, Room
Panorama, Room 70 Panorama)

OLD: Integer (0..7)
NEW: Integer (0..14)

Peripherals Profile ControlSystems (Board, Desk Pro, Desk Limited Edition)
OLD: NotSet
NEW: 1/NotSet

Time Zone (Al products)
Added to valuespace: Pacific/Kanton

Userlnterface CustomMessage (Al products)
OLD: String (0, 256)
NEW: String (0, 512)

Video DefaultMainSource
OLD: 1/2/3; NEW: 1/2/3/4/5/6 (Room 70 G2, Room Panorama, Room 70 Panorama)
OLD: 1; NEW: 1/2 (Board, Room Kit Mini)
OLD: 1/2/3; NEW: 1/2 (Room Kit)
Video Presentation DefaultSource (Codec Pro, Room 70 G2, Room Panorama, Room 70 Panorama)
OLD: 1/2/3/4/5
NEW: 1/2/3/4/5/6



Cisco Webex

RoomOS 10 API Reference Guide

Table of Contents Introduction About the API xConfiguration xCommand xStatus Command Overview Appendices

xCommand changes in RoomOS 10.11 (page 1 of 2)

New xCommands xCommands that are removed

Logging ExtendedLogging Start / Stop (Al products) Camera TriggerAutofocus (Desk Pro, Desk Limited Edition, Webex Desk)

Peripherals Pairing PinPairing Start / Stop (Al products) Camera TriggerWhitebalance (Desk Pro, Desk Limited Edition, Webex Desk)

Security Ciphers List (all products) Cameras SpeakerTrack Whiteboard AlignPosition (Room 55, Room 55 Dual, Room 70, Room 70 G2,

. Room Panorama, Room 70 Panorama, Room Kit)
Userlnterface Extensions Icon Download (Al products)

UserlInterface Extensions Icon Fetch (il products)

Video Output Monitor Backlight Set (Room 70 Panorama)
Video Output Monitor Color Select (Room 70 Panorama)
WebRTC Join (webex Desk)

WebRTC Provider Current Diagnostics Send (Webex Desk)

WebRTC Provider GoogleMeet MeetingNumber Validate (webex Desk)
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xCommand changes in RoomOS 10.11 (page 2 of 2)

xCommands that are modified

Audio LocalOutput AddConnector / RemoveConnector (Room Panorama)
OLD: Connectorld: Integer (1..6)
NEW: Connectorld: Integer (1..8)
OLD: ConnectorType: ARC/Ethernet/InternalSpeaker/Line/USBInterface
NEW: ConnectorType: ARC/Ethernet/HDMI/InternalSpeaker/Line/USBInterface

Audio VuMeter Start
ConnectorType:
Removed from valuespace: HDMI (Al products)
Added to valuespace: Ethernet (Codec Plus, Desk Pro, Desk Limited Edition)
Added to valuespace: MicArray (Codec Plus)
Connectorld:
OLD: Integer (1..24) /| NEW: Integer (1..16) (Room Panorama, Room 70 Panorama)

(1.
OLD: Integer (1..8) / NEW: Integer (1..3) (Codec Plus, Room 55, Room 55 Dual, Room 70, Room Kit)
OLD: Integer (1..8) / NEW: Integer (1..1) (Room Kit Mini, Webex Desk)
OLD: Integer (1..5) / NEW: Integer (1..1) (Desk Pro, Desk Limited Edition)
Audio VuMeter Stop
ConnectorType:

Removed from valuespace: HDMI (Al products)
Added to valuespace: Ethernet (Codec Plus, Desk Pro, Desk Limited Edition, Room 70 Panorama)
Added to valuespace: MicArray (Codec Plus)

Connectorld:

OLD: Integer (1..24) / NEW: Integer (1..16) (Room Panorama)

OLD: Integer (1..8) / NEW: Integer (1..16) (Room 70 Panorama)

OLD: Integer (1..8) / NEW: Integer (1..5) (Board)

OLD: Integer (1..8) / NEW: Integer (1..3) (Codec Plus, Room 55, Room 55 Dual, Room 7,0 Room Kit)

(1.8) (

OLD: Integer (1 .
Desk)

8) / NEW: Integer (1..1) (Desk Pro, Desk Limited Edition, Room Kit Mini, Webex

Camera PositionSet (ANl products)
OLD: Zoom: Integer (0..11800)
NEW: Zoom: Integer (0..12000)
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Presentation Start (Board)
OLD: Connectorld: IntegerArray (1..2) [multiple 1]
NEW: Connectorld: IntegerArray (1..2) [multiple 4]
OLD: PresentationSource: IntegerArray (1..2) [multiple 1]
NEW: PresentationSource: 1/2/None [multiple 4]

Userlnterface Branding Delete / Fetch / Get / Updated / Upload (Board)
Type: Added to valuespace: Background

Userlinterface Presentation ExternalSource Add
Connectorld:

OLD: Integer (0..5) / NEW: Integer (1..6) (Codec Pro, Room 70 G2, Room Panorama, Room 70
Panorama)

OLD: Integer (0..5) / NEW: Integer (1..3) (Codec Plus, Desk Pro, Desk Limited Edition, Room 55,
Room 55 Dual, Room 70, Webex Desk)

OLD: Integer (0..5) / NEW: Integer (1..2) (Room Kit, Room Kit Mini)

Video CEC Input KeyClick (Board)
Connectorld:
OLD: Integer (2..2) / NEW: Connectorld: Integer (1..2) (Board)
OLD: Integer (1..3) / NEW: Connectorld: Integer (1..2) (Room Kit, Room Kit Mini)
Video Graphics Clear (Codec Plus, Codec Pro, Desk Pro, Desk Limited Edition, Room 55 Dual, Room 70, Room
70 G2, Room Kit, Room Kit Mini, Room Panorama, Room 70 Panorama)

Removed: Layer

Video Input SetMainVideoSource
Connectorld:
OLD: IntegerArray (1..6) / NEW: IntegerArray (1..2) (Room Kit, Room Kit Mini)

OLD: IntegerArray (1..6) /| NEW: IntegerArray (1..3) (Codec Plus, Desk Pro, Desk Limited Edition,
Room 55, Room 55 Dual, Room 70, Webex Desk)

Sourceld:
OLD: IntegerArray (1..6) / NEW: IntegerArray (1..2) (Room Kit, Room Kit Mini)
OLD: IntegerArray (1..6) / NEW: IntegerArray (1..3) (Codec Plus, Desk Pro, Desk Limited Edition,
Room 55, Room 55 Dual, Room 70, Webex Desk)

WebRTC Join (Board, Codec Plus, Codec Pro, Desk Pro, Desk Limited Edition, Room 55, Room 55 Dual, Room 70,
Room 70 G2, Room Kit, Room Kit Mini, Room Panorama, Room 70 Panorama)

NEW: Bookingld: String (0, 255)
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xStatus changes in RoomOS 10.11

New xStatuses

Audio Ultrasound Volume (Al products)

Conference Call [n] Capabilities EmergencyCallCapability (anl products)

ICE Call [n] MediaLine [n] Local Candidate (Al products)
ICE Call
ICE Call
ICE Call
ICE Call
ICE Call
ICE Call
ICE Call
ICE Call

n] MediaLine [n] Local IP (all products)
n] MediaLine [n] Local Transport (All products)

[
[
n] MediaLine [n] Remote Candidate (all products)
[
[

n] MediaLine [n] Remote XtlsFqdnHost (Al products)
n] MediaPath (Al products)

n] NegotiationTime (All products)

—_ = = e e e e e

]
]
]
]
n] MediaLine [n] Remote IP (all products)
]
]
]
]

n] Result (Al products)

Network [n] Wifi Connectivity (ANl products)

Peripherals ConnectedDevice [n] Location (Al products)
Peripherals PinPairing PinVisibleOnScreen (Al products)
Peripherals PinPairing RetriesRemaining (Al products)
Peripherals PinPairing TimeRemaining (All products)
Peripherals Stylus [n] Presence (Desk Pro, Desk Limited Edition)
Userlnterface Features Call JoinGoogleMeet (Al products)
Userlnterface Features Call MusicMode (Al products)
UserlInterface Features Call VideoMute (Al products)
WebRTC Provider GoogleMeet Availability (wWebex Desk)

WebRTC Provider MicrosoftTeams Availability (webex Desk)

About the API

xConfiguration

API Reference Guide

xCommand xStatus Command Overview Appendices

xStatuses that are removed
Cameras Camera [n] DetectedConnector (Desk Pro, Desk Limited Edition, Webex Desk)
Cameras Camera [n] Flip (Desk Pro, Desk Limited Edition, Webex Desk)

Cameras Camera [n] HardwarelD (Desk Pro, Desk Limited Edition, Webex Desk)

]
]
]
Cameras Camera [n] MacAddress (Board, Desk Pro, Desk Limited Edition, Webex Desk)
Cameras Camera [n] Position FOCUS (Desk Pro, Desk Limited Edition, Webex Desk)

Cameras Camera [n] SerialNumber (Board, Desk Pro, Desk Limited Edition, Webex Desk)
Cameras Camera [n] SoftwarelD (Desk Pro, Desk Limited Edition, Room 55, Webex Desk)

Network [n] Wifi ScanResult [n] BSSID (all products)

xStatuses that are modified

Conference Call [n] AuthenticationRequest (All products)
Added to valuespace: AnyHostPinOrGuestPin/GuestPin

Diagnostics Message [n] Type (Al products)
Added to valuespace: BluetoothHardware / CloudAwareConfiglnvalid /
SnmpAvailability / SoftwareUpgradeAvailability / StylusBattery / USBCameraMode /
WebexUsbcProximityConnectivity / WirelessCharging

Network [n] Wifi Status (Al products)
Added to valuespace: Associated/Connecting
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New features and improvements in RoomOS 10.8

New products

Cisco Webex Desk
Cisco Microphone Array for Cisco Webex Room Panorama/Room Panorama 70

Cisco Webex Room Navigator Supports 802.1.X (room navigator)

This security feature will now be supported on the Room Navigator. Support for 802.1.x
enables a secure connection for customers to authenticate devices on their network.
Companies that are security aware now have a way to authenticate their devices in the
network.

Synchronize Software with Cisco Webex Room Navigator (room navigator)

If the software version on a Cisco Webex Room Device isn’t supported by the Cisco Webex
Room Navigator, you’ll be unable to pair the device with the touch controller. Now, the Room
Navigator can download supported software from the cloud to update the room device and

allow successful pairing.

Local web app management (pesk Pro, Desk Limited Edition, Webex Desk, Boards)

Now you can enable users to add and delete web apps themselves from the touch interface
Settings menu on Webex Boards and Desk Series devices.

USB Microphone support for Desk and Room devices (Desk Pro, Desk Limited Edition,
Webex Desk, Room Kit, Room Kit Mini, Room 55)

You can now use a USB microphone, or a USB audio interface with your Desk Pro, Room Kit,
Room Kit Mini, and Room 55 device.

10
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New Iayout MenuU (Ail products)

With the visual update to the Layout menu, you’ll now see the same layout names and
icons whether you're using a Webex device or a Webex app. The new menu shows a list of
stylized representations of the different layouts available.

Whiteboard Shape reCOgmtiOﬂ (Desk Pro, Desk Limited Edition, Webex Desk, Boards)

Shape recognition can now understand arrows and curves. If shape recognition isn’t toggled
on before drawing the shape, long pressing the shape activates it and adjusts the shape.

Complete keyboard language support turned on by default (anproducts)

The complete localized keyboard language support introduced in a previous release is now
turned on by default. Keyboard language follows the language settings for the user interface
and users can select the language from the device’s Settings menu.

Webex activation network test (i products)

During the initial setup of a device when the Startup Wizard asks for your activation code, if
Webex activation fails you'll see a Cloud Connection Test button on the interface. Tapping
the button opens a screen showing the network status and result of the test.

After onboarding your device a Webex Connectivity Test option is available from the Settings
menu. If you select it, the system will reach out to all of the registered Webex services and
show detailed results.

Support for WPA1 removed (Wi-Fi) (i products)

WPAT1 Personal and Enterprise is no longer supported.
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xConfiguration changes in RoomOS 10.8 (page 1 of 2)

New xConfigurations xConfigurations that are removed
Audio Input Microphone [1..8] MuteOverride (Codec Pro, Room 70 G2, Room Panorama, Room 70 Audio KeyClickDetector Attenuate (Al products)
Panorama)

Audio KeyClickDetector Enable (Al products)
ﬁ;(ignlv:)put USBInterface [1] EchoControl Mode (Codec Pro, Room 70 G2, Room Panorama, Room 70 Audio Output Ethernet [1] Mode (Room Panorama)
Audio Input USBInterface [1] Level (Codec Pro, Room 70 G2, Room Panorama, Room 70 Panorama)
Audio Input USBInterface [1] Mode (Codec Pro, Room 70 G2, Room 70 Panorama)

Audio Input USBMicrophone [1] Level (Desk Pro, Desk Limited Edition, Room 55, Room Kit, Room Kit Mini,
Webex Desk)

Audio Output Ethernet [1..2] Mode (Room Panorama)

Audio Output USBInterface [1] Mode (Codec Pro, Room 70 G2, Room Panorama, Room 70 Panorama)
Conference EndToEndEncryption Identity PreferredDomain (Al products)

Conference JoinLeaveNotifications (il products)

H323 Encryption AES256Support (Al products)

Network [1] IPv4 Interfaceldentifier (Al products)

Standby Halfwake Mode (All products)

Standby Level Networked Delay (wWebex Desk)

Standby Level Networked Mode (webex Desk)

Userlnterface CustomMessage (Boards, Webex Desk)

Userlnterface Features Call JoinGoogleMeet (Boards, Codec Plus, Codec Pro, Desk Pro, Desk Limited
Edition, Room 55, Room 55 Dual, Room 70, Room 70 G2, Room Kit, Room Kit Mini, Room Panorama, Room 70
Panorama)

UserlInterface Features Call VideoMute (Desk Pro, Desk Limited Edition, Webex Desk)
UserlInterface Theme Name (All products)

WebEngine Features LocalWebAppManagement (Boards, Desk Pro, Desk Limited Edition, Webex Desk)
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xConfiguration changes in RoomOS 10.8 (page 2 of 2)

xConfigurations that are modified

Audio Input Microphone [2..3] Level (Room 55, Room Kit)
OLD: Integer (0..26)
NEW: Integer (0..24)

Audio Microphones NoiseRemoval Mode (Al products)
OLD: Disabled/Manual
NEW: Disabled/Enabled/Manual

Audio Output Line [1..6] Level (Codec Pro, Room 70 G2, Room Panorama, Room 70 Panorama)
OLD: Default: O
NEW: Default: -4

Audio USB Mode (Room Kit Mini)
OLD: Off/SpeakerAndMicrophone
NEW: AdditionalMicrophone/Microphone/Off/Speaker/SpeakerAndMicrophone

Audio USB Mode (Room 55, Room Kit)
OLD: Off/SpeakerAndMicrophone
NEW: Microphone/Off/Speaker/SpeakerAndMicrophone

Audio USB Mode (pesk Pro, Desk Limited Edition)
OLD: Off/SpeakerAndMicrophone
NEW: Microphone/Off/Speaker/SpeakerAndMicrophone

Cameras Camera [1..7] Focus Mode (Codec Pro)
OLD: Auto/Manual
NEW: Auto/AutoLimited/Manual

<path> * means that the change applies to all configurations starting with <path>.

12

API Reference Guide

xCommand xStatus Command Overview Appendices

For the following configurations:
Network [1] DNS Domain Name
Network [1] DNS Server [1..3] Address
Network [1] IEEE8021X *
Network [1] IPStack
Network [1] IPv4 *
Network [1] IPv6 *
Network [1] MTU

Network [1] QoS *

Network [1] RemoteAccess Allow

Network [1] TrafficControl Mode

Network [1] VLAN Voice *

NetworkServices HTTP Proxy *

The user role was changed as follows on all products:
OLD: User role: Admin, User
NEW: User role: Admin

NetworkServices Websocket (Al products)
OLD: Default: Off
NEW: Default: FollowHTTPService

Standby Control (Room Panorama, Room 70 Panorama)
OLD: Off/On
NEW: On

Userlnterface CustomMessage (Al products)
OLD: String (0, 128)
NEW: String (0, 256)

Video Input Connector [2..3] Name (Room 55)

OLD: Default:
NEW: Default: Connector 2: "PC 1 (HDMI)", Connector 3: "PC 2 (HDMI)"
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xCommand changes in RoomOS 10.8 (page 1 of 2)

New xCommands xCommands that are removed
Bookings Respond (Al products) None

Camera TriggerWhitebalance (Codec Plus, Codec Pro, Room 55 Dual, Room 70, Room 70 G2, Room
Panorama, Room 70 Panorama)

Security Certificates CUCM * (all products)

Security Certificates Webexldentity Show (Al products)

Security ClientSecret Populate (Al products)

UserlInterface Extensions Export (Al products)

UserlInterface Extensions Icon Delete (Al products)

Userlnterface Extensions Icon DeleteAll (Al products)
Userlnterface Extensions Icon Get (Al products)

Userlnterface Extensions Icon List (Al products)

Userlnterface Extensions Icon Upload (Al products)
Userlnterface Translation Override Clear (il products)
Userlnterface Translation Override Get (Al products)
Userlnterface Translation Override Set (Al products)
Userlnterface WallpaperBundle Clear (Room 70 Dual, Room 70 Dual G2)
UserlInterface WallpaperBundle List (Room 70 Dual, Room 70 Dual G2)
UserlInterface WallpaperBundle Set (Room 70 Dual, Room 70 Dual G2)
Video Layout Setlayout (ANl products)

WebRTC Join (Boards, Codec Plus, Codec Pro, Desk Pro, Desk Limited Edition, Room 55, Room 55 Dual, Room
70, Room 70 G2, Room Kit, Room Kit Mini, Room Panorama, Room 70 Panorama)

WebRTC Provider GoogleMeet MeetingNumber Validate (Boards, Codec Plus, Codec Pro, Desk Pro,
Desk Limited Edition, Room 55, Room 55 Dual, Room 70, Room 70 G2, Room Kit, Room Kit Mini, Room Panorama,
Room 70 Panorama)
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xCommand changes in RoomOS 10.8 (page 2 of 2)

xCommands that are modified

Audio Locallnput AddConnector (Codec Pro, Room 70 G2)
OLD: ConnectorType: ARC/HDMI/Microphone/WebView
NEW: ConnectorType: ARC/HDMI/Microphone/USBInterface/WebView

Audio Locallnput AddConnector (Room Panorama, Room 70 Panorama)
OLD: ConnectorType: ARC/Ethernet/HDMI/Microphone/WebView
NEW: ConnectorType: ARC/Ethernet/HDMI/Microphone/USBInterface/\WebView

Audio Locallnput RemoveConnector (Codec Pro, Room 70 G2)
OLD: ConnectorType: ARC/HDMI/Microphone/WebView
NEW: ConnectorType: ARC/HDMI/Microphone/USBInterface/WebView

Audio Locallnput RemoveConnector (Room Panorama, Room 70 Panorama)
OLD: ConnectorType: ARC/Ethernet/HDMI/Microphone/WebView
NEW: ConnectorType: ARC/Ethernet/HDMI/Microphone/USBInterface/WebView

Audio LocalOutput AddConnector (Codec Pro)
OLD: ConnectorType: ARC/HDMI/Line
NEW: ConnectorType: ARC/HDMI/Line/USBInterface

Audio LocalOutput AddConnector (Room 70 G2, Room 70 Panorama)
OLD: ConnectorType: ARC/HDMI/InternalSpeaker/Line
NEW: ConnectorType: ARC/HDMI/InternalSpeaker/Line/USBInterface

Audio LocalOutput AddConnector (Room Panorama)
OLD: ConnectorType: ARC/Ethernet/InternalSpeaker/Line
NEW: ConnectorType: ARC/Ethernet/InternalSpeaker/Line/USBInterface

Audio LocalOutput RemoveConnector (Codec Pro)
OLD: ConnectorType: ARC/HDMI/Line
NEW: ConnectorType: ARC/HDMI/Line/USBInterface

Audio LocalOutput RemoveConnector (Room 70 G2, Room 70 Panorama)
OLD: ConnectorType: ARC/HDMI/InternalSpeaker/Line
NEW: ConnectorType: ARC/HDMI/InternalSpeaker/Line/USBInterface

xConfiguration
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Audio LocalOutput RemoveConnector (Room Panorama)
OLD: ConnectorType: ARC/Ethernet/InternalSpeaker/Line
NEW: ConnectorType: ARC/Ethernet/InternalSpeaker/Line/USBInterface

Audio VuMeter Start (Room 70 Panorama)
OLD: Connectorld: Integer (1..8)
NEW: Connectorld: Integer (1..24)
OLD: ConnectorType: HDMI/Microphone
NEW: ConnectorType: Ethernet/HDMI/Microphone

Bookings Delete (Al products)
Parameter renamed:
OLD: Id
NEW: Meetingld

Message Send (Al products)
OLD: Text: String (0, 255)
NEW: Text: String (0, 1024)

Network Wifi Configure (All products)

OLD: Type: Open/Wpa-eap/Wpa-eap-fast/Wpa-eap-peap/Wpa-eap-tls/
Wpa-eap-ttls/Wpa-psk/Wpa2-psk

NEW: Type: Open/Wpa2-eap-fast/Wpa2-eap-peap/Wpa2-eap-tls/Wpa2-eap-ttls/
Wpa2-psk
Security Certificates Services Activate (All products)
OLD: Fingerprint: String (0, 128)
NEW: Fingerprint: String (0, 1024)
Security Certificates Services Deactivate (All products)
OLD: Fingerprint: String (0, 128)
NEW: Fingerprint: String (0, 1024)
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xStatus changes in RoomQOS 10.8

New xStatuses

Audio Output Connectors HDMI [n] DelayMs (Rooms5)

Audio Output Connectors HDMI [n] Mode (Room 55)

Conference Call [n] Meeting (Al products)

Conference EndToEndEncryption Externalldentity CertificateChain * (Al products)
Conference EndToEndEncryption Externalldentity ldentity (Al products)
Conference EndToEndEncryption Externalldentity Status (Al products)
Conference EndToEndEncryption Externalldentity Verification (Al products)
Conference EndToEndEncryption Internalldentity CertificateChain * (Al products)
Conference EndToEndEncryption Internalldentity Identity (ail products)
Conference EndToEndEncryption Internalldentity Status (Al products)

Conference EndToEndEncryption Internalldentity Verification (an products)
Network

n] Wifi Noise (Al products)

Network [n] Wifi ScanResult [n] AuthType (Al products)

Network [n] Wifi ScanResult [n] BSSID (Al products)

Network [n] Wifi SNR (Al products)

RoomAnalytics PeopleCount Capacity (All products)
Standby Level (webex Desk)

UserlInterface Translation Override Checksum (all products)
Userlnterface WebView [n] Status (All products)
UserlInterface WebView [n] Type (Al products)
UserlInterface WebView [n] URL (All products)

Video Layout CurrentLayouts Activelayout (Al products)
Video Layout CurrentLayouts AvailablelLayouts [n] LayoutName (Al products)
Video Layout CurrentLayouts DefaultLayout (Al products)
WebRTC Provider GoogleMeet Availability (Al products)

WebRTC Provider MicrosoftTeams Availability (Al products)

<path> * means that the change applies to all configurations starting with <path>.
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xStatuses that are removed

Audio Input KeyClick Attenuate (Al products)
Audio Input KeyClick Detected (All products)
Audio Input KeyClick Enabled (ail products)

Network [n] Wifi ScanResult [n] Flags (all products)

xStatuses that are modified

Conference Multipoint Mode (Al products)
OLD: Auto/CUCMMediaResourceGroupList/MultiSite/Off/Spark
NEW: CUCMMediaResourceGroupList/MultiSite/Off/Spark

Diagnostics Message [n] Type (Al products)

Added to valuespace: BluetoothAudiolnterference/H323EncrAes256AndDHSize/
InternalXapiUsage/NetworkConnectivity/RoomSchedulingConfiguration/
USBAudioSeparation/USBInterfaceType/USBMicType

Removed from valuespace: MicrophoneReinforcement

Video Input Connector [n] Type (Al products)

OLD: 3G-SDI/Camera/Composite/DVI/HD-SDI/HDMI/USB/USBC-DP/Unknown/VGA/YC/
YPbPr

NEW: 3G-SDI/Camera/HD-SDI/HDMI/USB/USBC-DP/Unknown

Video Output Connector [n] Type (Al products)
OLD: DVI/HDMI/Internal/LCD/Legacy
NEW: HDMl/Internal/LCD/Legacy/USBC-DP
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New features and improvements in RoomOS 10.3

New product
Cisco Webex Desk Limited Edition

Whiteboard shape support

(Desk Pro, Desk Limited Edition, Boards)

On devices with whiteboard capability, tapping the Shapes button before you start to draw
enables Shapes mode. Then, the whiteboard can recognize basic shapes like squares,
circles, triangles and rectangles, and adjust the outlines as you draw them.

Share web apps in call

(Codec Pro, Codec Plus, Room Kit, Room Kit Mini, Room USB, Room 55, Room 55 Dual, Room 70, Room 70 G2,
Desk Pro, Desk Limited Edition, Boards)

Devices that support the web engine can now share a web view during a call. Presenters
can interact with the shared web view in call, on devices that support interaction. Previewing
a web view in a call prior to sharing it is not available.

Raise hand in a meeting

(Codec Pro, Codec Plus, Room Kit, Room Kit Mini, Room 55, Room 55 Dual, Room 70, Room 70 G2, Desk Pro, Desk
Limited Edition, Boards)

During a meeting of more than two people, you can tap the new Raise Hand button on the
device screen to notify the meeting host and cohosts that you have virtually raised your
hand. Tapping the same button removes the notification. This feature requires CMS 3.2 or
later.
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In-Room booking i products)

If your Room device is linked to the cloud with Webex Edge for Devices and using the
calendar service, you can now use in-room booking to extend your current meeting or book
a room for a spontaneous meeting.

You can use a touch controller, Touch 10 or Room Navigator, to book an available room. If
Webex Assistant is enabled, you can book the room with voice commands.

Immersive share (pesk pro, Desk Limited Edition)

With Immersive Share, you can hold engaging presentations by placing yourself on top of
any content on your computer. The presentation and video is sent in the content stream, so
you stay in focus until you stop sharing.

Enable PIl logging from touch interface
(All Products)

You can now enable Personally Identifiable Information (Pll) logging directly from the
touch interface. ‘Pll logging mode’ is available from the Settings menu under Issues and
Diagnostics.

Room Analytics dashboard on web interface
(All Products)

Once you enable any Room Analytics features on your Cisco Webex Device, you'll see a
Room Analytics dashboard on the device’s web interface home page.
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xConfiguration changes in RoomOS 10.3

New xConfigurations
RoomAnalytics ReverberationTime Interval (All products)
RoomAnalytics ReverberationTime Mode (All products)

Video Output Webcam USBMode (Room Kit Mini)

xConfigurations that are removed

None
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xConfigurations that are modified

Audio KeyClickDetector Enabled (pesk Pro)
OLD: Default: True
NEW: Default: False

Audio Qutput Line [1] Channel (Room 70 G2, Room 70 Panorama)
OLD: Default: Left
NEW: Default: Mono

Audio Output Line [2] Channel (Room 70 G2, Room 70 Panorama)
OLD: Default: Right
NEW: Default: Mono

Cameras Background Enabled (Desk Pro)
OLD: Default: False
NEW: Default: True

Proximity Services ContentShare ToClients (Al products)
OLD: Disabled/Enabled
NEW: Disabled

Video Output Connector [1..3] CEC Mode (Room Panorama)
OLD: Off/On
NEW: On
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xCommand changes in RoomOS 10.3

New xCommands
Conference LowerAllHands (Al products)

Conference Participant LowerHand (Al products)

xCommands that are removed

None

xCommands that are modified

Audio Locallnput AddConnector (Room Panorama, Room 70 Panorama)
OLD: ConnectorType: ARC/HDMI/Microphone/WebView
NEW: ConnectorType: ARC/Ethernet/HDMI/Microphone/WebView

Audio Locallnput RemoveConnector (Room Panorama, Room 70 Panorama)
OLD: ConnectorType: ARC/HDMI/Microphone/WebView
NEW: ConnectorType: ARC/Ethernet/HDMI/Microphone/WebView

Audio VuMeter Start (Boards, Codec Plus, Codec Pro, Desk Pro, Room 55, Room 55 Dual, Room 70 Dual, Room
70 G2, Room 70 Single, Room 70 Panorama, Room Panorama, Room Kit, Room Kit Mini)

NEW: Source: AfterAEC/BeforeAEC, Default: BeforeAEC

Audio VuMeter Start (Room Panorama)
OLD: Connectorld: Integer (1..8)
NEW: Connectorld: Integer (1..24)
OLD: ConnectorType: HDMI/Microphone
NEW: ConnectorType: Ethernet/HDMI/Microphone

Audio VuMeter Stop (Room Panorama)
OLD: Connectorld: Integer (1..8)
NEW: Connectorld: Integer (1..24)
OLD: ConnectorType: HDMI/Microphone
NEW: ConnectorType: Ethernet/HDMI/Microphone

Call DTMFSend (Al products)
NEW: Feedback: Audible/Silent, Default: Audible

Cameras Background ForegroundParameters Set (Desk Pro)
NEW: Composition: Blend/CameraPip/VideoPip

xCommand xStatus Command Overview Appendices

Peripherals Connect (All products)
OLD: Type: AudioAmplifier/AudioMicrophone/Byod/ControlSystem/Other/TouchPanel
NEW: Type: AudioAmplifier/AudioMicrophone/Byod/ControlSystem/Other/
RoomScheduler/TouchPanel

Peripherals List (Al products)
OLD: Type: All/AudioAmplifier/ControlSystem/ISDNLink/Other/TouchPanel
NEW: Type: All/AudioAmplifier/AudioMicrophone/ControlSystem/ISDNLink/Other/
TouchPanel

Provisioning Service Fetch (All products)
OLD: URL: String (0, 128)
NEW: URL: String (0, 2048)

UserlInterface Branding Fetch (ail products)
NEW: Customld: String (0, 128), Default: ""

Userlnterface Branding Upload (Al products)
NEW: Customld: String (0, 128), Default: ""

Video ActiveSpeakerPIP Set (all products)
OLD: Position: CenterlLeft/CenterRight/LowerlLeft/LowerRight/UpperCenter/UpperlLeft/
UpperRight
NEW: Position: CenterLeft/CenterRight/DockCenterlLeft/DockLowerlLeft/LowerlLeft/
LowerRight/UpperCenter/UpperlLeft/UpperRight

Video PresentationPIP Set (Al products)
OLD: Position: CenterLeft/CenterRight/LowerLeft/LowerRight/UpperCenter/UpperlLeft/
UpperRight

NEW: Position: CenterLeft/CenterRight/DockCenterlLeft/DockLowerlLeft/LowerlLeft/
LowerRight/UpperCenter/UpperlLeft/UpperRight

Video Selfview Set (Al products)
OLD: PIPPosition: CenterLeft/CenterRight/LowerlLeft/LowerRight/UpperCenter/
UpperLeft/UpperRight
NEW: PIPPosition: CenterlLeft/CenterRight/DockCenterlLeft/DockLowerleft/LowerlLeft/
LowerRight/UpperCenter/UpperlLeft/UpperRight
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xStatus changes in RoomQOS 10.3

New xStatuses

Audio Input Connectors Ethernet [n] Mute (Room 70 Panorama, Room Panorama)
Bookings Availability Status (Al products)

Bookings Availability TimeStamp (il products)

RoomAnalytics ReverberationTime LastRun (Al products)

RoomAnalytics ReverberationTime Middle RT60 (Al products)

RoomAnalytics ReverberationTime Octaves [n] CenterFrequency (Al products)
RoomAnalytics ReverberationTime Octaves [n] RT60 (Al products)
SystemUnit Hardware HasWifi (Al products)

UserlInterface Branding Customld Background (Codec Pius, Codec Pro, Desk Pro, Room 55, Room 55
Dual, Room 70, Room 70 G2, Room Kit, Room Kit Mini, Room Panorama, Room 70 Panorama)

Userlnterface Branding Customld Branding (Al products)
Userlnterface Branding Customld HalfwakeBackground (A products)
Userlnterface Branding Customld HalfwakeBranding (Al products)
Video Output Webcam Mode (Desk Pro, Room Kit Mini)

Video Output Webcam Status (Desk Pro, Room Kit Mini)

WebEngine Features WebRTC (Al products)

xStatuses that are removed

None
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xStatuses that are modified

Call [n] Protocol (all products)
OLD: H320/H323/SIP/Spark/Unknown
NEW: H320/H323/SIP/Spark/Unknown/WebRTC

Diagnostics Message [n] Type (Al products)
Added to valuespace: CallProtocollnvalidCloudProv/DigitalMicrophoneStatus/KioskMode

Peripherals ConnectedDevice [n] Type (All products)

OLD: AudioAmplifier/AudioMicrophone/Byod/Camera/ControlSystem/Headset/ISDNLink/
InputDevice/Other/SpeakerTracker/TouchPanel

NEW: AudioAmplifier/AudioMicrophone/Byod/Camera/ControlSystem/Headset/ISDNLink/
InputDevice/Other/RoomScheduler/SpeakerTracker/TouchPanel

Video ActiveSpeaker PIPPosition (All products)
OLD: CenterlLeft/CenterRight/LowerlLeft/LowerRight/UpperCenter/UpperLeft/UpperRight
NEW: CenterlLeft/CenterRight/DockCenterlLeft/DockLowerlLeft/LowerlLeft/LowerRight/
UpperCenter/UpperLeft/UpperRight

Video Presentation PIPPosition (All products)
OLD: CenterLeft/CenterRight/LowerLeft/LowerRight/UpperCenter/UpperlLeft/UpperRight
NEW: CenterlLeft/CenterRight/DockCenterlLeft/DockLowerlLeft/LowerlLeft/LowerRight/
UpperCenter/UpperLeft/UpperRight

Video Selfview PIPPosition (Al products)
OLD: CenterlLeft/CenterRight/LowerLeft/LowerRight/UpperCenter/UpperlLeft/UpperRight

NEW: CenterlLeft/CenterRight/DockCenterlLeft/DockLowerlLeft/LowerLeft/LowerRight/
UpperCenter/UpperLeft/UpperRight



Cisco Webex

RoomOS 10 API Reference Guide

Table of Contents Introduction About the API xConfiguration xCommand xStatus Command Overview Appendices

Chapter 2

About the API

D15472.04

RoomOS
10.11

02-2022

o
ICIS.COl < 20 >



Cisco Webex

RoomOS 10 API Reference Guide

Table of Contents Introduction About the API xConfiguration xCommand xStatus Command Overview Appendices

Cisco Terms and Conditions

Your use of Cisco software and cloud services are subject ; ;
to these terms and conditions. Your use of Cisco APIs are Permitted CommerC|a| .USG fOI’.
subject to the Cisco Webex Developer Terms of Service. Scheduled I\/Ieetmg Join Experlence

In addition to the Cisco Terms and Conditions, the
following use case requires separate permission for
commercial use: providing a scheduled meeting join
experience similar to one button to push. This includes
use of any API that updates the device with calendar
data from an external source to provide this functionality,
including "xCommand Bookings Put", or previous private
API's, such as "bookingsputxml". In addition, using other
APIs to accomplish the same functionality would also
require permission for commercial use.

If you are providing a Scheduled Meeting Join Experience,
you either must comply with the permitted commercial
use terms or it must be for non-commercial use.
Non-commercial use is defined as being solely for your
internal business operations only and not for any activities
that involve you using the APl as part of or in furtherance
of an income-generating service or product, whether
directly or indirectly.

Any use to provide a Scheduled Meeting Join Experience
that does not qualify under non-commercial use requires
separate permission from Cisco.

Cisco reserves the right to revoke your license to use our
API if, in our sole discretion, we deem that your use is for
unauthorized commercial purposes or otherwise violates
the Webex Developer Terms of Service. Please contact
us at devsupport@webex.com if you have any questions
about whether your intended use of the APl is permitted,
or to inquire about obtaining permission.
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APl fundamentals

This chapter contains a top-level view of the mechanisms
supported by the device API.

Here you can read about how to access the API, how

to use the command line and what the different parts of
the API can be used for. This chapter also describes how
to use the feedback functions that are available for the
device.

The API consists of four major groups:

Commands

Configurations

Status

Events
These four groups are hierarchically organized, which
makes it easier to find related functionality. You can find

the complete lists of all commands, configurations and
statuses in the following chapters.

NOTE: The commands return values that may affect how
the device interacts with third-party systems. These may
change from release to release and are not documented.

About the API

xConfiguration xCommand

Connecting to the API

There are several ways to access the device API:
SSH
HTTP/HTTPS
WebSocket
Serial connection’

Regardless of which method you choose, the structure of
the APl is the same. Choose the connection method that
suits your application best. Note that all methods are not

available for all products.

Before you start, please read this section about the
different methods, as some of them may require additional
configuration changes before being enabled. The
configurations, apart from password, can be set from

the Configuration menu on the web interface or from

the command line interface. The examples are for the
command line interface.

SSH

SSH is a secure TCP/IP connection and it is enabled by
default on the device. It can be disabled. You need an
SSH client, such as PuTTY, to access the APl over SSH.

xConfiguration NetworkServices SSH Mode:
<Off,0On>

1 APl access over a serial connection is not available for Room 55 Dual or Room 70

xStatus Command Overview

Appendices

HTTP/HTTPS

As HTTP/HTTPS are connectionless protocols, there
is no persistent connection. There are several ways of
communicating with the APl over HTTP.

In order to enable or disable the HTTP and HTTPS
services, configure the following setting on the device.

xConfiguration NetworkServices HITP Mode:
<Off, HTTP+HTTPS, HTTPS>

Connecting

You can inspect the API by entering the IP-address or host
name of the device in your web browser. This opens the
web interface, and you can find the APl documents under
the menu section Integration > Developer API. The HTTP
POST and GET methods are used to execute commands
and get feedback from the device. This is described in
Using HTTP on page 34 in this document.

WebSocket

WebSocket is a protocol that provides a full-duplex
communication channel between a client and the API

of the device. The APl commands are embedded in
JSON-RPC objects before they are sent over WebSocket.

In order to enable or disable the use of WebSocket,
configure the following settings. Because WebSocket is
tied to HTTP, also HTTP or HTTPS must be enabled before
you can use WebSocket.

xConfiguration NetworkServices WebSocket:
<0ff, FollowHTTPService>

xConfiguration NetworkServices HTTP Mode:
<0ff, HTTP+HTTPS, HTTPS>

Read the » xAPI over WebSocket guide for details how
to convey APl commands in JSON-RPC objects over
WebSocket.
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RS-232 / serial connection
You may want to set up serial connection to a device for
the following purposes: Device type Connector type Baud rate (bps) Other parameters
Access to the device's AP/ o
Room Kit Mini
Depending on the device type, the serial connection Room Kit
for APl access is set up via an USB-A or a COM-port gocém 5; USBA + RS-232 ad 115200
_ -ni 2 odec Plus -A + - adapter
(D-SUB 9 or 3-pin Euroblock). Dosk Pro Data bits: &
Maintenance and service Webex Desk Parity: None
) . ) Desk Limited Edition Stop bits: 1
You may need a serial connection to the device to Hardware flow control: Off
recover from a faulty state. Refer to the administrator Codec Pro
guide of the product for details. Room 70 G2 COM (Euroblock, 3 -pin) FeoMMENoE 1 9600, 19200, 38400, 57600, or
Room Panorama USB-A + RS-232 adapter 115200 (default)
Serial communication can be used without an IP-address, Room 70 Panorama
DNS, or a network. Board 55, 70
Serial communication is enabled by default, but can be Board 558, 70S, 85S Not available
. - . 5 Room 55 Dual, Room 70
disabled by setting the serial port mode to Off.

xConfiguration SerialPort Mode: <Off/On> Serial connection for APl access

Baud rate and other serial port parameters

Refer to the table to find the connector types and serial
port parameters for each device type.

Some device types allow a range of baud rates.* The
device can give very much feedback, so we recommend
keeping the connection at the highest rate possible. In
some situations, such as when using long cables, a lower
rate may be used to avoid bit errors.

xConfiguration SerialPort BaudRate:
<9600/19200/38400/57600/115200>

A new baud rate takes effect after a device reboot.

Login and password

For security reasons the password prompting is turned on
by default, but it can be turned off if preferred.

xConfiguration SerialPort LoginRequired:

<Off/On>
D15472.04 -
RoomOS 2 APl access over a serial connection is not available for Room 55 Dual or Room 70.
10.11 3 Serial communication is always enabled for Webex Board 55 and 70 (first generation of boards); it cannot be disabled.
02-2022 ¢ Applies only to the ports that are used to accesss the devices’s API. A dedicated maintenance port (micro USB) always uses the default baud rate.

o
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Ethernet ports

The main network port - Network port 1 - is always
reserved for the connection to LAN.® This applies to all
devices.

Some of our devices have more than one network port.
The additional ports can be used for peripheral devices
like cameras, touch controllers, and more.

A device that is connected to such a network port gets a
local IP-address from the video conferencing device, and
therefore is not part of the corporate network.

A Cisco device is assigned a dynamic IP-address in
the range (DHCP): 169.254.1.41 to 169.254.1.240

A non-Cisco device is assigned the dynamic
IP-address (DHCP): 169.254.1.30

NOTE: Only one non-Cisco device can get a dynamic
IP-address at a time.

A non-Cisco device can be assigned a static
IP-address in the range: 169.254.1.241 to
169.254.1.254

This method can also be used to connect to the device
with SSH. In this case you can use the IP-address
169.254.1.1.

Power over Ethernet (PoE)

The following products have one or more Ethernet ports
that provide PoE:

Codec Plus, Room Kit Mini, Room 55, Room 55 Dual,
Room 70 (marked with the touch controller symbol
()

Codec Pro, Room 70 G2 (2 ports: one marked with
the touch controller symbol ([@] ), the other with the
letters “PoE”)

About the API

xConfiguration xCommand

User roles

A user account may hold one or a combination of user
roles. A user account with full access rights, like the
default admin user, should possess the ADMIN, USER, and
AUDIT roles.

These are the user roles:

ADMIN: A user with this role can create new users,
change most settings, make calls, and search the
contact lists. The user cannot upload audit certificates
and change the security audit settings.

USER: A user with this role can make calls and search
the contact lists. The user can modify a few settings,
for example adjust the ringtone volume and set the
time and date format.

AUDIT: A user with this role can change the security
audit settings and upload audit certificates.

ROOMCONTROL: A user with this role can create
customized Ul panels (for example in-room controls).
The user has access to the Ul Extensions editor and
associated developement tools.

INTEGRATOR: A user with this role has access to
settings, commands and status that are required to
set up advanced AV scenarios, and to integrate our
devices with third-party equipment. Such a user can
also create customized Ul panels.

xStatus Command Overview

API Reference Guide

Appendices

Passphrase

The device is delivered with a default user account with
full credentials. The user name is admin, and initially, no
passphrase is set for the default user.

It is mandatory to set a passphrase for the admin user

in order to restrict access to device configuration. You
should in addition set a passphrase for any other user with
similar credentials.

You can set the passphrase on the device’s web interface.
Open a web browser and enter the IP-address of the
device in the address bar and sign in. Click your user
name in the upper right corner and choose Change
passphrase in the drop down menu.

D15472.04

RoomOS
10.11

02-2022 5 Depending on the device, Network port 1 is marked with the number 1, the network symbol (a(%), or both.
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API output

The xPreferences is used to set preferences for the
RS-232, Telnet and SSH sessions.

The output modes are:

Terminal: Line based output for use with line based
control systems

XML: XML output for use with control systems that
understand XML.

JSON: JSON format is convenient when integrating
with web based systems.

The default output mode is terminal. To change this,
you have to define your preferences for each session
individually. Examples in this guide are in terminal mode.

To set output mode to XML, issue the command:
xPreferences outputmode xml

To revert to terminal mode, issue the command:
xPreferences outputmode terminal

xConfiguration xCommand

xStatus

Command Overview

Appendices

Example: Command in terminal mode

xCommand Audio Volume Set Level: 50

Example: Command in XML mode

<Command>
<Audio>
<Volume>
<Set command="True">
<Level>50</Level>
</Set>
</Volume>
</Audio>
</Command>
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Using the command line

Help

To get a list of all supported top level commands you
can type ? or help after connecting to the device using
RS-232, Telnet or SSH (Example 1).

Bye

Typing the bye command closes the command line
interface.

APl commands

xConfiguration

Configurations are device settings, such as device name
and network settings. These are persistent across boots.
Refer to Configurations on page 28.

xCommand

Commands instruct the device to execute actions, such as
to dial a number or to search the phone book.
Refer to Commands on page 28.

xStatus

A status contains the current state of the device, such as
connected calls, the status of the gatekeeper registration,
connected inputs and output sources.

Refer to Status on page 28.

xFeedback

The Feedback commands are used to specify what parts
of the configuration and status hierarchies to monitor.
Feedback is only issued on the RS-232, Telnet or SSH
session for which it is specified. If you are connecting

to the device with multiple sessions, you have to define
feedback individually for each session. Refer to Feedback
mechanism on page 32.

About the API

xConfiguration xCommand

xStatus Command Overview

Appendices

Example:

?

- User Commands -
help xcommand xconfiguration xevent xfeedback
xgetxml xpreferences xstatus echo
log systemtools
OK

Other commands
xPreferences Systemtools

The xPreferences command is used to set preferences
for the RS-232, Telnet and SSH sessions.
Refer to API output on page 25.

Echo <on/off>

If echo is set to On the key inputs are displayed when
entering text in a command line interface.

If echo is set to Off user input is not displayed when
entering text in a command line interface.

xEvent

The xEvent command returns information on which events
are available for feedback. Refer to Events on page 31.

xGetxml

The xGetxml request returns an XML document based

on the location parameter attached to the request.

The elements (or a complete document) matching the
expression will be returned. Refer to Feedback mechanism
on page 32.

The systemtools commands are a set of command line
tools for administrative control and diagnostics. The
commands can be used for advanced troubleshooting
together with Cisco technical support. Systemtools are
not a part of the programming API.

Log

The log command is used to enable advanced logs. It is
only used for debugging the device.
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Command line shortcuts

If your client supports it, there are some timesaving
shortcuts you can use:

Tab-completion to complete the commands and
arguments.

Arrow up and arrow down keys to navigate your
command history.

<CTRL-a>: Jump to the beginning of the line.
<CTRL-e>: Jump to the end of the line.
<CTRL-r>: Incremental command history search.
<CTRL-w>: Erase the current line.

About the API

xConfiguration xCommand

Searching

You can use // to search for elements anywhere in the
status or configuration hierarchy (Example 1).

You can also combine multiple //’s (Example 2).

NOTE: The search shortcuts work well for inspecting
the API, but should not be used in applications. We
recommend that you always use the complete paths to
avoid command ambiguity when upgrading to newer
firmware releases.

Example 1:

List all configurations that include words that starts with
OUT and HDMI:
xConfiguration //out//hdmi
*c xConfiguration Audio Output HDMI 1 Level: 0
*c xConfiguration Audio Output HDMI 1 Mode: On
*c xConfiguration Audio Output HDMI 2 Level: 0

*c xConfiguration Audio Output HDMI 2 Mode:
Off

** end

Example 2:

Get the resolution width of all connected sources for both
inputs and outputs:
xStatus //vid//res//wid
*s Video Input Source 1 Resolution Width: 1920
*s Video Input Source 2 Resolution Width: 0
*s Video Input Source 3 Resolution Width: 0
*s Video Input Source 4 Resolution Width: 0
*s Video Output Connector 1 Resolution Width:
1920
*s Video Output Connector 2 Resolution Width:
1280

*s Video Output Connector 3 Resolution Width:
1280

** end

xStatus Command Overview

Appendices

Value types and formats

The device supports the following value types:

Integer values: <x..y>

Defines the valid range for an integer input. X = min
value, y = max value.

Literal values: <X/Y/../Z>

Defines the possible values for a given configuration.
String values: <S: x, y>

Defines that the valid input for this configuration is a
string with minimum length of x and maximum length
of y characters. Strings can have rules that further
specify their format and length.

Input values that contain spaces need to be
quoted

Any values for configurations and commands containing
spaces must be enclosed in quotes. Quotes are not
necessary for values without spaces
Correct: xCommand dial number: "my number
contains spaces"
Correct: xCommand dial number: 12345
Incorrect: xCommand dial number: my number
contains spaces

Case sensitivity
All commands are case-insensitive. All of the following
commands will work.

XCOMMAND DIAL NUMBER: foo@bar.org

xcommand dial number: foolbar.org

xCommand Dial Number: foolbar.org
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Commands

Commands instruct the device to execute actions, such
as to dial a number or to search the phone book. All
commands start with the prefix xCommand followed by a
command path.

Type xCommand ? on the command line to list all the top
level commands.

To view the complete list of commands and their
parameters, type xCommand ?? on the command line.

Command arguments are key-value pairs.

When issuing a xCommand, the command consists of one
argument and one required parameter. In this document
the command usage is described for all xCommands,

with both required and optional parameters. The optional
parameters are in brackets.

Example:
xCommand Dial Number: 123

xCommand is the command prefix. The command to be
executed is Dial.

The example contains one argument, Number: 123.
Number is the key and 123 is its value. The key/value pair
is separated with .

About the API

xConfiguration xCommand

Configurations

Configurations are device settings that are persistent
across boots. Like commands, also configurations are
structured in a hierarchy.

Type xConfiguration ? to list all the top level
configurations.

Type xConfiguration ?? to list all configurations and their
value spaces.

Type xConfiguration to list all configurations and their
current values. To list out only some of the configurations,
write xConfiguration followed by one or more parts of the
configuration paths.

Example: Set the H323 Alias ID

Type:
xConfiguration H323 Profile 1 H323Alias ID:
"changed@company.com"

Example: Get the H323 Alias ID

Type:
xConfiguration H323 Profile 1 H323Alias ID
Result:
*c xConfiguration H323 Profile 1 H323Alias ID:
"changed@company.com"
**end

xStatus Command Overview Appendices

Status

Statuses contain information about the current state of
the device, such as connected calls, the status of the
gatekeeper registration, connected inputs and output
sources.

Type xStatus ? on the command line to list all top level
statuses.

Type xStatus to list all statuses and their current values.

To list out only some of the statuses, write xstatus
followed by the relevant part of the status path (address
expression):

xStatus <address expression>
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Multiline commands

Multiline commands support larger amounts of data as Example: Set up a welcome banner text
input than the single line commands. Some examples of

use are input of Ul extension definitions, branding images Command:

(base64 encoded), macros, welcome banners, and xCommand SystemUnit WelcomeBanner Set
security certificates. Hello!

This is the second line of text.
This is the third.

Multiline command syntax:
Y Thank you!

xCommand <command path> <enter>
<payload> <enter>
.<enter>
Command result:

. - OK
You enter a multiline command just like any other xAPI v el s SetResult (status=OK):
command. However, the command waits for you to supply f edcome annersetiesult (status=oRr):
** en

the command payload as input before executing. The
format of the payload depends on the command. It can
include line breaks.

The maximum length is 8 MB. If this is exceeded, an
ERROR will be thrown and no further parsing will take
place.

The command is executed when you enter a separate line
containing just a period followed by a line break.

The result returned is OK or ERROR depending on the
command being executed successfully or not.

The multiline commands are marked in the command
descriptions in this guide.
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Synchronous API calls

The API works asynchronously. This means that there is
no guarantee that command responses arrive in the same Example:

order as the commands were issued. The device may xcommand Video Layout Add | resultId="mytag 1"
also respond with feedback between your request and -

OK
the response, in form of status changes or events, due to I P
changes on the device. r VideolayoutAddResult (status=0K):
LayoutId: 1
For some applications it might be crucial to match ** resultld: "mytag 1"
requests with responses. The API therefore supports a ** end -

response-tagging mechanism.

This mechanism works with all command types:

. . . In XML mode the resultld is added as an attribute to the top-level XmIDoc tag:
xcommand, xconfiguration, and xstatus. A typical use

of this would be to create a command queue in your xgetxml /Configuration/Video/Layout/Scaling | resultId="mytag 2"
application and assign unique IDs to every command sent <XmlDoc resultld="mytag _2">

to the device. A listener then listens to all feedback from <Configuration item="1">

the device and matches the ID on the response with the <Video item="1">

corresponding ID in the command queue. This enables

h . X o <Layout item="1">
matching the original request with the specific response.

<Scaling item="1" valueSpaceRef="...">0ff</Scaling>
</Layout>
</Video>
</Configuration>
</XmlDoc>
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Events

Event returns information about the events that are
available for feedback. This overview presents examples
of some the events that are available on the API.

To get an overview of the supported events:

xEvent - Lists the top level events

xEvent <top level category> - Listall of the
available events in that category

xEvent * - Lists all available events on that device

The result for events depends on the state of the device.

About the API

xConfiguration xCommand

xStatus Command Overview

Appendices

Example 1: Outgoing Call Indication

Outgoing Call Indication is an event reported when an
outgoing call is about to be dialled. Returns the Callld
the call has been assigned.

*e QutgoingCallIndication Callld: x

** end

Example 2: Call Disconnect

Call Disconnect is an event reported when a call is
disconnected. Returns the Callld of the disconnected
call and reason for the call’s disconnection.

*e CallDisconnect Callld: x CauseValue: 0

CauseString: "" CauseType: LocalDisconnect
OrigCallDirection: "outgoing”
** end

Example 3: Call Successful

Call Successful is an event reported when a call is
connected successfully, that is when all channels are up
and established.
*e CallSuccessful Callld: 132 Protocol:
"h223" Direction: "outgoing" CallRate: 768
RemoteURI: "h223:integratorHQ@company.com"
EncryptionIn: "Off" EncryptionOut: "Off"
** end

Example 4: FECC Action request
FECC Action request is an event reported when far end
is sending FECC commands.

*e FeccActionInd Id: 132 Reqg: 1 Pan: 1
PanRight: 1 Tilt: 0 TiltUp: 0 Zoom: 0 ZoomIn:
0 Focus: 0 FocusIn: 0 Timeout: 300 VideoSrc:
0m: 0O

** end

Example 5: TString message received
TString message received is an event reported when far
end has sent a TString message.

*e TString CallId: 132 Message: "ee"

** end

Example 6: SString message received
SString message received is an event reported when
far end has sent a SString message.

*e SString String: "ee" Id: 132

** end
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Feedback mechanism

To build solutions that can reliably keep the state between
your application and the device synchronized, you can set
up a notification system to report the changes in the state
of the device.

The API supports notifications on the following:

Configuration changes
Status changes
Event notifications

These notifications will not be sent unless you have
explicitly told the device to do so. You can subscribe to
the feedback by registering feedback expressions. How
you register feedback expressions varies according to the
connection method used.

When using HTTP, the method of handling feedback
differs slightly from what is presented in this section. See
Feedback from the device over HTTP on page 36 for
more information.

WARNING: A device may give very much feedback,
especially when calls are connected and disconnected. Do
only subscribe to the feedback you need.

Never register for all status feedback by issuing
xFeedback register /Status. This may give the control
application too much data to handle, which may lead to
sluggish or unpredictable behavior.

About the API

xConfiguration xCommand

Feedback expressions

The expression used when registering for feedback is
a variant of the XPath language. The XPath language
describes a way to select nodes from an XML/JSON
document. The software contains three main feedback
documents.

Document APl command Path

Status xStatus /Status

Configuration xConfiguration /Configuration

Event xEvent /Event

The syntax for feedback registering is:
xFeedback register <path>

Never register for all status feedback by issuing
xFeedback register /Status.

It is safe to register for all configuration changes using
xFeedback register /Configuration, as configuration
changes will most likely not occur that often.

By going through some examples, we can see how this
information can be used to build feedback expressions.
A good way to verify the expressions is to point your
browser to http://<ip-address>/getxml?location=path
or to execute xgetxml <path> from the terminal, and
check that the output matches the nodes you want
feedback on.

xStatus

Command Overview Appendices

Example 1:
Microphones Mute status

Terminal query
xStatus Audio Microphones Mute
*s Audio Microphones Mute: Off
** end

Equivalent feedback expression

xFeedback register /Status/Audio/
Microphones/Mute

Example 2:
Name of all video input connectors

Terminal query
xConfiguration Video Input Connector Name

*c xConfiguration Video Input Connector 1
Name: "NameA"

*c xConfiguration Video Input Connector 2
Name: "NameB"

*c xConfiguration Video Input Connector 3
Name: "NameC"

*c xConfiguration Video Input Connector 4
Name: "NameD"

*c xConfiguration Video Input Connector 5
Name: "NameE"

** end

Equivalent feedback expression

xFeedback register /Configuration/Video/
Input/Connector/Name

Example 3:
Name of video input connector 3

Terminal query
xConfiguration Video Input Connector 3
Name
*c xConfiguration Video Input Connector 3
Name: "NameC"
** end

Equivalent feedback expression

xFeedback register /Configuration/Video/
Input/Connector[@item="3"]/Name
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Terminal connections

Managing feedback subscriptions

To register, list and deregister feedback expressions you
use the command xFeedback and its corresponding sub
commands.

The registered expressions are only valid for the currently
active connection. If you open two Telnet sessions and
register to get feedback in one session, you do not receive
feedback in the other session. This also means that if you
disconnect from a session, you have to re-register all
expressions after reconnecting.

You can register up to 38 expressions.

Feedback output

The feedback output is exactly the same as you get when
querying the device using the xConfiguration and xStatus
commands. E.g., if you issue the command xStatus
Standby Active on the command line the result is:

*s Standby Active: On

** end
If you have registered for feedback on status changes the

feedback you get when the device goes to standby-mode
will be exactly the same:

*s Standby Active: On

** end

This means that when you are programming against the
device you only need to handle one format.

About the API

xConfiguration xCommand xStatus Command Overview Appendices

Example: Managing feedback subscriptions
A: Register feedback expressions.
Type: xFeedback register /Status/Audio
Result:  ** end

OK
Type: xFeedback register /Event/CallDisconnect
Result:  ** end

OK
Type: xFeedback register /Configuration/Video/MainVideoSource

Result:  ** end
OK

B: List out currently registered expressions.
Type: xFeedback list
Result:  /Configuration/Video/MainvVideoSource
/Event/CallDisconnect
/Status/Audio
** end
OK

C: Deregister feedback expressions.
Type: xFeedback deregister /Event/CallDisconnect
Result:  ** end

0K

Type: xFeedback deregister /Status/Audio
Result:  ** end
OK

D: List the new feedback expressions.

Type: xFeedback list

Result:  /Configuration/Video/MainVideoSource
** end
OK
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Using HTTP

The device supports sending commands and
configurations over HTTP and HTTPS. It is also possible
to retrieve configurations and statuses this way. This
interface exposes the same API as the command line, but
in XML format.

HTTP XMLAPI Authentication

Access to the XMLAPI requires the user to authenticate
using HTTP Basic Access Authentication as a user with
‘ADMIN’ role. Unauthenticated requests prompt a 401
HTTP response containing a Basic Access Authentication
challenge. How to use HTTP Basic Access Authentication
varies according to the HTTP library or tool that you are
using.

If your application will be issuing multiple commands
through the API, we highly recommend that you use
Session Authentication (see below). The standard basic
authentication does a full re-authentication per request,
which may affect the performance of your application.

HTTP XMLAPI Session Authentication

Authenticating with your username and password
combination for each API request might introduce too
much latency for some use-cases. To mitigate this, the
API supports a session-based authentication mechanism.

To open a session, issue a POST to http://<ip-address>/
xmlapi/session/begin with Basic Access Authentication.
The response sets a Sessionld-cookie that can be used
with subsequent requests.

Note that when using API Session Authentication, it is
important to explicitly close the session when you are
done. Failing to do so may cause the device to run out
of sessions, as there are a limited number of concurrent
sessions available, and they do not immediately time out
when they are no longer in use. See xConfiguration
Security Session InactivityTimeout for more
information.

About the API

xConfiguration xCommand

URL cheat sheet

xStatus

Command Overview Appendices

The following table contains the main URLs used when accessing the APl over HTTP.

Method URL Description

GET http://<ip-address>/status.xml Complete status document

GET http://<ip-address>/configuration.xml Complete configuration document

GET http://<ip-address>/command.xml Complete command document

GET http://<ip-address>/valuespace.xml Complete valuespace document

GET http://<ip-address>/getxml?location=<path> Retrieve document based on a path

POST http://<ip-address>/putxml Configurations and commands in HTTP body
Example: Example: Example:
Starting a HTTP XMLAPI Using a HTTP XMLAPI Closing a HTTP XMLAPI
Session session Session
Request: Request: Request:

POST /xmlapi/session/begin
HTTP/1.1

Authorization: Basic
<Baseb64 encoded
authentication string>

Response:
HTTP/1.1 204 No Content
Server: nginx/1.8.0
Connection: keep-alive
Set-Cookie: SessionId=£081
02c8cebaaf8fba23a7238cc2ef-
464b990e18bfbb7fb048820c0e2
8955c54; Path=/; HttpOnly

This session counts toward the
device’s concurrent sessions limit.

With an open session, provide
the Sessionld cookie to following
requests. Your tool/library may do
this automatically.

GET /configuration.xml
HTTP/1.1

Cookie: SessionId=£f08102c8ce
5aaf8fba23a7238cc2ef464b990e
18bfbb7£fb048820c0e28955¢c54

Response:
HTTP/1.1 200 OK
Server: nginx/1.8.0
Content-Type: text/xml;
charset=UTF-8
Content-Length: 43549
Connection: keep-alive
<?xml version="1.0"?>
<Configuration
product="Cisco Codec"
version="ce8.2.0"
apiVersion="4"> ...
</Configuration>

To close a session after use, issue
a POST to http://<ip-address>/
xmlapi/session/end with the
provided cookie.

POST /xmlapi/session/end
HTTP/1.1

Cookie: SessionId=£f08102c8ce
5aaf8fba23a7238cc2ef464b990e
18bfbb7£fb048820c0e28955¢c54

Response:
HTTP/1.1 204 No Content
Server: nginx/1.8.0
Connection: keep-alive

Set-Cookie: SessionId=;
Max-Age=0; Path=/; HttpOnly
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Getting status and configurations

Example 1:
Get all status entries on the device
http://<ip-address>/getxml?location=/Status

Example 2:
Get just the audio statuses of the device

http://<ip-address>/getxml?location=/Status/
Audio

Example 3:
Get all configurations of the device

http://<ip-address>/getxml?location=/
Configuration

Example 4:
Get all video configurations of the device

http://<ip-address>/getxml?location=/
Configuration/Video

About the API

xConfiguration xCommand

Sending commands and configurations

Using HTTP POST

When sending configurations and commands to the
device, it is important that the HTTP header Content-Type
is set to text/xml, i.e. Content-Type: text/xml. The body
of the POST should contain the XML content.

To send multiline content with putxml, wrap it within a
<body> tag.

xStatus Command Overview

Appendices

Example 1:
Changing the device name

Request

POST /putxml HTTP/I1.1
Content-Type: text/xml

<Configuration>
<SystemUnit>
<Name>newName</Name>
</SystemUnit>
</Configuration>

Example 2:
Setting the camera position

Request

POST /putxml HTTP/I1.1
Content-Type: text/xml

<Command>
<Camera>
<PositionSet command="True">
<CameraId>l</Camerald>
<Pan>200</Pan>
<Tilt>200</Tilt>
</PositionSet>
</Camera>
</Command>

Response
HTTP/1.1 200 OK
Content-Type: text/xml
Content-Length: 91

<?xml version="1.0"?>

<Command>

<CameraPositionSetResult item="1" status="OK"/>
</Command>
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About the API

xConfiguration xCommand

Feedback from the device over HTTP

You can get the device to post http feedback messages
(also known as webhooks) on changes to the API state,
e.g. statuses, events and configuration updates. The HTTP
Post feedback messages will be sent to the specified
ServerURL. You can choose between events being posted
in either XML or JSON format. You can subscribe to
changes on multiple parts of the API by register up to 15
different feedback expressions.

Registering for feedback

The command for registering is xCommand HttpFeedback
Register. The syntax for this command and its arguments
are described in this section.

HttpFeedback Register syntax:

xCommand HttpFeedback Register
FeedbackSlot: <1..4>
ServerUrl(r): <S: 1, 2048>
Format: <XML/JSON>

Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>
Expression: <S: 1, 255>

HttpFeedback Register arguments:

FeedbackSlot: The device can register up to 4 slots of
servers requesting HTTP feedback. Set the registering to
one of them.

Note: Avoid using FeedbackSlot 3 in an environment
where Cisco TelePresence Management Suite (TMS)
is used as TMS uses this feedback slot to register its
expressions.

ServerUrl: The URL to the HTTP server where you want
the device to post the HTTP feedback messages to.

Format: Set the format for the feedback from the HTTP
server to XML or JSON.

Expression 1-15: The XPath expression specifies which
parts of the Status, Configuration or Event documents are
monitored. You can have from 1 to 15 XPath expressions

Register the expressions you want to receive feedback
on. See Feedback mechanism on page 32 for more
information about the expression formats.

Example: Registering feedback on configuration changes,
disconnect events and call status changes.

POST /putxml HTTP/1.1

Content-Type: text/xml

<Command>
<HttpFeedback>
<Register command="True">
<FeedbackSlot>1</FeedbackSlot>

<ServerUrl>http://127.0.0.1/
myhttppostscripturl</ServerUrl>
<Format>XML</Format>
<Expression item="1">/Configuration</
Expression>
<Expression item="2">/Event/
CallDisconnect</Expression>
<Expression item="3">/Status/Call</
Expression>
</Register>
</HttpFeedback>
</Command>

« x P

xStatus Command Overview

Appendices

Feedback output

When the device notifies the registered HTTP server
about changes, the body contains the same XML as

when polling. There is however one small difference.

The root-node contains an Identification node with
children that specify the device from which the notification
originated. This means that you can handle multiple
devices with a single HTTP server URI.

Example: Audio volume changed.
<Configuration xmlns="http://www.company.com/
XML/CUIL/2.0">
<Identification>
<SystemName>My Device Name</SystemName>
<MACAddress>00:00:de:ad:be:ef</MACAddress>
<IPAddress>192.168.1.100</IPAddress>
<ProductType>Cisco Codec</ProductType>
<ProductID>Cisco Codec Pro</ProductID>
<SWVersion>RoomOS 10.3.1.3 d425380c40d</
SWVersion>
<HWBoard>101401-5 [08]</HWBoard>
<SerialNumber>PH0000000</SerialNumber>
</Identification>
<Audio item="1">
<Volume item="1">60</Volume>
</Budio>
</Configuration>
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Translating from terminal mode to XML

Translating commands

The XML commands maintain the same structure as
the terminal commands, but they use a parent-child
relationship to describe the hierarchy. You can see this
structure in the examples below.

Example 1: Setting up a call

Terminal
xCommand Dial Number: "12345" Protocol: H323
XML

<Command>
<Dial command="True">
<Number>12345</Number>
<Protocol>H323</Protocol>
</Dial>
</Command>

Example 2: Assigning volume level

Terminal
xCommand Audio Volume Set Level: 50
XML
<Command>
<Audio>
<Volume>
<Set command="True">
<Level>50</Level>
</Set>
</Volume>
</Budio>
</Command>

About the API

xConfiguration xCommand

Translating configurations

Translating from xConfiguration to XML is similar to
commands, but with the addition of a special attribute
item="NN" for specifying the index in arrays.

Example: Configuring the input source type for
video input connector 2

Terminal

xConfiguration Video Input Connector 2
InputSourceType: camera

XML

<Configuration>

<Video>
<Input>
<Connector item="2">

<InputSourceType>camera</InputSourceType>

</Connector>
</Input>

</Video>

</Configuration>

xStatus

Command Overview

API Reference Guide

Appendices
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Dos and don’ts

Here are some best practices when programming the
device’s API.

AVOID remote control emulation

The use of xCommand UserInterface 0SD Key Click and
xCommand UserInterface OSD Key Press commands

is highly discouraged. The commands are still available

in the API, but we recommend the use of direct
commands, as this ensures backwards compatibility in
your integrations. Program against the device, not the
on-screen-display.

DO use complete commands

You should always use complete commands when
programming, i.e. always use xConfiguration Video
instead of xconf vid. The shortcuts can be used for
searches in the APl on the command line, but not for
programming. The reason for this is that you might end
up with ambiguous code when additional commands are
added to the API.

DO NQOT subscribe to unnecessary
feedback

Subscribing to too much feedback may congest the
control application. Although the amount of feedback may
seem fine in the current version, the amount of feedback
may grow in future releases.
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Description of the xConfiguration commands

In this chapter, you can find a complete list of the xConfiguration commands.
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xConfiguration Audio Input Microphone [n] EQUalizer ID.............cocoovoiiiioieeeeeeeeeeee 51 xConfiguration Audio Output InternalSpeaker MOdE ...t 62
xConfiguration Audio Input Microphone [n] Equalizer Mode ... .52 xConfiguration Audio Output Line [n] Channel
xConfiguration Audio Input Microphone [N] LEVE! ...........c.o.oiiiiiiieooeoeeeeeeeeeeeeeeee 52 xConfiguration Audio Output Line [n] Delay DelayMs
xConfiguration Audio Input Microphone [N] MOdE.............ovoiiiioioeoeeeeeeeeeeeeeeeeeee e 53 xConfiguration Audio Output Line [n] Delay MOTe ............c.oooiiioiiooeoeoee e 63
xConfiguration Audio Input Microphone [n] MUteOVErride. .............coooiiioiiiioeeeeeeeee e 53 xConfiguration Audio Output Line [N] EQUaNZEr ID ..o 63
xConfiguration Audio Input Microphone [n] PhantomPOWEr .............c.ccooooiiiieeeeeeeeeeee 54 xConfiguration Audio Output Line [n] Equalizer MOGe..............coooiioooioeeoeeeeeeeeeeee 63
xConfiguration Audio Input Microphone [n] VideoAssociation MuteOnlInactiveVideo ......................... 54 xConfiguration Audio Qutput Line [n] Level
xConfiguration Audio Input Microphone [n] VideoAssociation VideolnputSource.... xConfiguration Audio Output Line [n] Mode
xConfiguration Audio Input MicrophoneMOdE .........ooviiiiiii i 55 xConfiguration Audio Output Line [N] OUIPULTYDE .....ovivoieieee e 64
xConfiguration Audio INput USBC [N] LEVEL...........ooiiiiiooeeeeeee e 55 xConfiguration Audio Output USBInterface [N] MO ............cooooiioioioieeoeeeeeeeeeeeeee 65
xConfiguration Audio INput USBC [N] MOGE ........o.oiiiiiooiieee e 55 xConfiguration AU PIAaCEMIENT........iiiiiiiii e 65
xConfiguration Audio Input USBInterface [n] EchoControl Mode ............c.ccocoovooiiiiiiioeeee 55 xConfiguration Audio SoundsANdAIErts RINGTONE. ..........ooiiiiiiiio e 65
xConfiguration Audio Input USBInterface [N] LeVE! ..o 56 xConfiguration Audio SoundsAndAlerts RINGVOIUME .......coiiiiiiiiiiio e 65
xConfiguration Audio Input USBInterface [N] MOGE ... 56 xConfiguration Audio Ultrasound MaxVOIUME .............ooiiiiiiiiioee e 66
xConfiguration Audio Input USBMicrophone [N] Level ............c.oooooiiioeeeoeeeeeeeeeeee 56 xConfiguration AUIO USB MOGE .......oiiiiiiiie e 66
xConfiguration Audio Input WebView [N] MOE.............cooviiiiiooeieeeeeeeeeeeeeeeeeee e 56
xConfiguration AUdio MICTOPRONES AGC ...ttt 57 BOOKINGS CONFIGUIALION......eiiiiiiii e 67
xConfiguration Audio Microphones NoiseRemoval MOGE .............ccooiovioiiioeoeoeeeeoeeeeeee 57 xConfiguration Bookings ProtoCOIPIIONLY ..o 67

o xConfiguration Audio Microphones Mute Enabled.............ccooiiiiiiiiiiee e 57
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Software version: RoomOS 10.11.2 AUdiO Conﬁguration

Products covered:

Board xConfiguration Audio DefaultVolume
BoardPro Applies to: All products
CodecPlus Requires user role: ADMIN, INTEGRATOR, USER
CodecPro
DeskPro/DeskLE Define the default volume for the speakers. The volume is set to this value when you switch
o on or restart the video conferencing device. Use the controls on the user interface to change
DeskMini the volume while it is running. You may also use API commands (xCommand Audio Volume)
DeskHub to change the volume while the device is running, and to reset to default value.
WebexDesk
USAGE:
Room55 ) ) )
xConfiguration Audio DefaultVolume: DefaultVolume
Room70/Room55D h I
where
Room70G2
. DefaultVolume:
RoomKit E
RoomKitMini Integer (0..100)

Range: Select a value between 1 and 100. This corresponds to the dB range from
-34.5 dB to 15 dB, in steps of 0.5 dB. If set to O the audio is switched off.

Default value:

RoomPanorama/Room70Panorama

50 [ RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini DeskHub WebexDesk ]

70 [ Board BoardPro ]
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xConfiguration Audio Input ARC [n] Mode

Applies to: CodecPlus CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Each HDMI output has an associated audio return channel (ARC). You can use the ARC
to send audio from a screen or TV, which is connected to the HDMI ouput, to the video
conferencing device. You can decide for each HDMI output connector (n) separately,
whether or not to allow audio transmission.

USAGE:

API Reference Guide

xCommand xStatus Command Overview Appendices

xConfiguration Audio Input HDMI [n] Level

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE WebexDesk BoardPro

Requires user role: ADMIN, INTEGRATOR
Set the gain on the HDMI input connector. The gain can be tuned in steps of 1 dB.

USAGE:
xConfiguration Audio Input HDMI [n] Level: Level

where
n: Unique ID that identifies the HDMI input.
Range: 2..3 [ CodecPlus Room70/Room55D |
Range: 1..5 [CodecPro]

xConfiguration Audio Input ARC [n] Mode: Mode
where
n: Unique ID that identifies the ARC input.
Range: 1..1 [ CodecPlus ]
Range: 1..3 [ CodecPro ]
Range: 3..3 for Room 70 Dual G2; 2..3 for Room 70 Single G2 [Room70G2 ]
Range: 3..3 [RoomPanorama/Room70Panorama ]
Mode:
Off/On

Off: Disable the ARC channel of HDMI output n (audio is not sent to the video
conferencing device).

On: Enable the ARC channel of HDMI output n (audio is sent to the video conferencing -10
device).

Range: 1.1 [ RoomKit RoomKitMini DeskPro/DeskLE WebexDesk BoardPro ]
Range: 1..2 [Rooms55]
Range: 2.5 [Room70G2 RoomPanorama/Room70Panorama ]
Level:
Integer (-24..0)
Range: Select the gain in decibel (dB).

Default value:

Default value:
On
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xConfiguration Audio Input HDMI [n] Mode

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE WebexDesk BoardPro

Requires user role: ADMIN, INTEGRATOR

Define if the audio on the HDMI input connector shall be enabled.

USAGE:
xConfiguration Audio Input HDMI [n] Mode: Mode
where
n: Unique ID that identifies the HDMI input.
Range: 2..3 [ CodecPlus Room70/Room55D ]
Range: 1.5 [CodecPro ]
Range: 1.1 [RoomKit RoomKitMini DeskPro/DeskLE WebexDesk BoardPro ]
Range: 1..2 [Room55 ]
Range: 2.5 [Room70G2 RoomPanorama/Room70Panorama ]
Mode:
Off/On
Off: Disable audio on the HDMI input.
On: Enable audio on the HDMI input.
Default value:
On

xCommand xStatus Command Overview Appendices

xConfiguration Audio Input HDMI [n] VideoAssociation
MuteOnlInactiveVideo

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama WebexDesk BoardPro

Requires user role: ADMIN, INTEGRATOR

Use this setting to decide whether to stop the audio playback of a connected presentation
source if that presentation source is not currently shown on-screen, or to always playback
the audio as long as the presentation source is connected.

USAGE:

xConfiguration Audio Input HDMI [n] VideoAssociation MuteOnInactiveVideo:
MuteOnInactiveVideo

where

n: Unigue ID that identifies the HDMI input.
Range: 2..3 [ CodecPlus Room70/Room55D |
Range: 1.5 [CodecPro]
Range: 1..2 [Rooms55]
Range: 2.5 [Room70G2 RoomPanorama/Room70Panorama |
Range: 1..1 [RoomKit RoomKitMini WebexDesk BoardPro ]

MuteOnInactiveVideo:
Off/On
Off: Audio is played, locally and to far end, as long as a presentation source is
connected; you do not have to present the HDMI input source.
On: Audio is played, locally and to far end, only when the connected presentation
source is shown on-screen.

Default value:

On [ RoomKit RoomKitMini CodecPlus Room55 Room70/Room55D DeskMini DeskHub WebexDesk
BoardPro |

HDMI [1,2]: Off HDMI [3,4,5]: On [ CodecPro |
HDMI [2]: Off HDMI [3,4,5]: On [ Room70G2 RoomPanorama/Room70Panorama |
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xConfiguration Audio Input Microphone [n] Channel
Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define whether the signal on the microphone input is a mono signal or part of a multichannel
signal.

USAGE:
xConfiguration Audio Input Microphone [n] Channel: Channel
where
n: Unigue ID that identifies the microphone input.
Range: 1..8
Channel:
Left/Mono/Right

Left: The microphone input signal is the left channel of a stereo signal.
Mono: The microphone input signal is a mono signal.
Right: The microphone input signal is the right channel of a stereo signal.

Default value:
Mono

xCommand xStatus Command Overview

Appendices

xConfiguration Audio Input Microphone [n] EchoControl Mode

Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

The echo canceller continuously adjusts itself to the audio characteristics of the room, and
compensates for any changes it detects in the audio environment. If the changes in the
audio conditions are significant, the echo canceller may take a second or two to re-adjust.

USAGE:
xConfiguration Audio Input Microphone [n] EchoControl Mode: Mode
where
n: Unique ID that identifies the microphone input.
Range: 1.8 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 2..3 [RoomKit Room55 BoardPro ]
Mode:
Off/On

Off: Turn off the echo control. Recommended if external echo cancellation or playback
equipment is used.

On: Turn on the echo control. Recommended, in general, to prevent the far end from
hearing their own audio. Once selected, echo cancellation is active at all times.

Default value:
On
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xConfiguration Audio Input Microphone [n] EchoControl Dereverberation xConfiguration Audio Input Microphone [n] EchoControl NoiseReduction
Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2 Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama RoomPanorama/Room70Panorama BoardPro
Requires user role: ADMIN, INTEGRATOR Requires user role: ADMIN, INTEGRATOR
The video conferencing device has built-in signal processing to reduce the effect of room The video conferencing device has built-in noise reduction, which reduces stationary
reverberation. Dereverberation requires that Audio Input Microphone [n] EchoControl Mode background noise, for example noise from air-conditioning systems, cooling fans etc. In
is enabled. addition, a high pass filter (Humfilter) reduces very low frequency noise. Noise reduction
requires that Audio Input Microphone [n] EchoControl Mode is enabled.
USAGE:
xConfiguration Audio Input Microphone [n] EchoControl Dereverberation: USAGE:
Dereverberation xConfiguration Audio Input Microphone [n] EchoControl NoiseReduction:
where NoiseReduction
n: Unique ID that identifies the microphone input. where
Range: 1..8 [CodecPro Room70G2 RoomPanorama/Room70Panorama ] n: Unique ID that identifies the microphone input.
Range: 1.3 [ CodecPlus Room70/RoomS55D | Range: 1..8 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2.3 [ RoomKit Room55 ] Range: 1..3 [ CodecPlus Room70/Room55D ]
Dereverberation: Range: 2..3 [RoomKit Room55 BoardPro ]
Off/On NoiseReduction:
Off: Turn off the dereverberation. Off/On
On: Turn on the dereverberation. Off: Turn off the noise reduction.
Default value: On.’ Turn on the noise reduction. Recommended in the presence of low frequency
noise.
Off
Default value:
On
xConfiguration Audio Input Microphone [n] Equalizer ID
Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama
Requires user role: ADMIN, INTEGRATOR
Select the equalizer ID of the source that is connected to the microphone input.
USAGE:
xConfiguration Audio Input Microphone [n] Equalizer ID: ID
where
n: Unique ID that identifies the microphone input.
Range: 1..8
1D
Integer (1..8)
D15472.04 Set the equalizer ID.
RoomOS Default value:
10.11
02-2022 T
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xConfiguration Audio Input Microphone [n] Equalizer Mode xConfiguration Audio Input Microphone [n] Level
Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2

RoomPanorama/Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

Requires user role: ADMIN, INTEGRATOR

Define the equalizer mode for the source that is connected to the microphone input.
Set the gain on the Microphone input connector. The gain should be adjusted to suit the

USAGE: output level of the connected audio source. The gain can be tuned in steps of 1 dB.
xConfiguration Audio Input Microphone [n] Equalizer Mode: Mode If the gain is set too high, the audio signal will be clipped. If the gain is set too low, the audio
where signal-to-noise ratio will be degraded; however, this is usually preferable to clipping.

n: Unique ID that identifies the microphone input. Note that unprocessed speech signals typically contain significant level variations, making it
- R - very important to allow for sufficient signal headroom.
ange: 1.. ) ) ) - )
de: g The maximum input level with 0 dB gain differs depending on the product: -18 dBu (Room
Hode: Kit, Codec Plus, Room 55, Room 70, Room 55 Dual), 24 dBu (Codec Pro, Room 70 G2).
Off/On

Example: If your microphone has a maximum output level of -44 dBu, and it is connected to
Off: No equalizer. a Codec Pro, then you should set the gain to 24 dBu - (-44 dBu) = 68 dB.
On: Enable the equalizer for the source that is connected to the microphone input.

Default val USAGE:
erault value:
xConfiguration Audio Input Microphone [n] Level: Level
orf where

n: Unique ID that identifies the microphone input.
Range: 1.8 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 2..3 [RoomKit Room55 BoardPro ]
Level:
Integer (0..24) [RoomKit CodecPlus Room55 Room70/Room55D BoardPro ]
Integer (0..70) [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: Select the gain in decibel (dB).
Default value:
14 [ RoomKit CodecPlus Room55 Room70/Room55D BoardPro |

58 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
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xConfiguration Audio Input Microphone [n] Mode xConfiguration Audio Input Microphone [n] MuteOverride
Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2 Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

RoomPanorama/Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR
Requires user role: ADMIN, INTEGRATOR

This setting is only for the analog microphone inputs on Codec Pro.

Configure the microphone input to override the main mute state of the system (i.e., the one
Room Kit, Room 55: Microphone [1] is the device's internal microphone. controlled with the ordinary mute button(s)).

Disable or enable audio on the microphone connector.

USAGE: This allows for the microphone input to be unmuted and used as a line input for transmitting
) presentation sounds, etc. during active video input.

Note that the microphone may still be muted if it is associated with an inactive video input
and is set to mute on inactive video input.

xConfiguration Audio Input Microphone [n] Mode: Mode
where

2 Unique ID that identifies the microphone input. As an example, if one needs to present audio from an analog source, some of the

Range: 1..8 [CodecPro Room70G2 RoomPanorama/Room70Panorama ] microphone inputs need to be repurposed as line inputs.

Range: 1.3 [RoomKit CodecPlus Room55 Room70/Room55D BoardPro ] Without MuteOverride, the sound from these presentation sources will go silent if the
Mode: presenter mutes the microphone(s) during playback of the presentation.

Off/On USAGE:

Off: Disable the audio input microphone connector.

xConfiguration Audio Input Microphone [n] MuteOverride: MuteOverride
On: Enable the audio input microphone connector.

where
Default value: n: Unique ID that identifies the microphone input.
On Range: 1..8
MuteOverride:
Off/On

Off: Do not override the mute setting.
On: Override the mute setting.
Default value:

Off
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xConfiguration Audio Input Microphone [n] PhantomPower
Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Define whether or not to have phantom power (48 V +/- 1 V) on the microphone input.

USAGE:
xConfiguration Audio Input Microphone [n] PhantomPower: PhantomPower
where
n: Unigue ID that identifies the microphone input.
Range: 1..8 [CodecPro Room70G2 RoomPanorama/Room70Panorama |
PhantomPower:
Off/On

Off: Disable the phantom power on the microphone input. Use this when connecting to
equipment that do not need phantom power, such as external mixers.

On: Enable the phantom power on the microphone input. Use this when connecting
directly to microphones that require phantom power, including the Cisco Table
Microphone and Cisco Ceiling Microphone.

Default value:
On

xCommand xStatus Command Overview Appendices

xConfiguration Audio Input Microphone [n] VideoAssociation
MuteOnlInactiveVideo
Applies to: CodecPro

Requires user role: ADMIN, INTEGRATOR

The microphone can be associated with a video source on the video input connector, and
you can determine whether to play or mute audio depending on whether the video source is
presented or not. By default, audio is not muted.

USAGE:

xConfiguration Audio Input Microphone [n] VideoAssociation
MuteOnInactiveVideo: MuteOnInactiveVideo

where
n: Unique ID that identifies the microphone input.

Range: 1..8
MuteOnInactiveVideo:
Off/On
Off: No video source is associated.

On: A video source is associated, and the audio will be muted if the associated video
source is not displayed.

Default value:
On

xConfiguration Audio Input Microphone [n] VideoAssociation
VideolnputSource
Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Select the video input connector to associate the audio source with.

USAGE:

xConfiguration Audio Input Microphone [n] VideoAssociation VideoInputSource:
VideoInputSource
where

n: Unique ID that identifies the microphone input.

Range: 1..8
VideoInputSource:

1/2/3/4/5/6
Select the video input connector to associate the audio source with.
Default value:

7
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xConfiguration Audio Input MicrophoneMode xConfiguration Audio Input USBC [n] Mode
Applies to: DeskPro/DeskLE DeskMini WebexDesk Applies to: DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro
Requires user role: ADMIN, INTEGRATOR Requires user role: ADMIN, INTEGRATOR
If the microphone mode is Focused, the microphones can be combined to focus sound Set the USB-C audio mode.
sensitivity. As a result, the noise in the room is suppressed, and you can be heard better
when sitting right in front of the device. The voice of people not sitting right in front of the USAGE:

device will be suppressed. xConfiguration Audio Input USBC [n] Mode: Mode

If the microphone mode is Wide, the device behaves like any other device. The voice of where
people sitting beside you will be heard, and also more noise from the room.

n: Unique ID that identifies the USBC input.
We recommend that you use Focused mode when you are the only speaker. Use Wide

mode when several speakers are in front of the device. Range: 1.1
Mode:
USAGE: Off/On
xConfiguration Audio Input MicrophoneMode: MicrophoneMode On: Allow audio from the USB-C.
where Off: Do not allow any audio from the USB-C.
MicrophoneMode:

Default value:

Focused/Wide On

Focused: Focused sound sensitivity, suppressing sound from sources that are not right
in front of the device.

xConfiguration Audio Input USBInterface [n] EchoControl Mode
Wide: Default microphone operation with normal sound sensitivity.

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/

Default value: Room70Panorama
Focused Requires user role: ADMIN, INTEGRATOR
. . . The echo canceller continuously adjusts itself to the audio characteristics of the room and
xConfiguration Audio Input USBC [n] Level v ad

compensates for any changes it detects in the audio environment. If the changes in the

Applies to: DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro audio conditions are significant, the echo canceller may take a second or two to re-adjust.

Requires user role: ADMIN, INTEGRATOR

USAGE:
Set the USB-C audio level. xConfiguration Audio Input USBInterface [n] EchoControl Mode: Mode
USAGE: where

xConfiguration Audio Input USBC [n] Level: Level o: Unique ID that identifies the USB interface.

where Range: 1..1
n: Unique ID that identifies the USBC input. Hode:
. Off/On
Range: 1.1 ) )
Level: Off: Turn off the echo control. Recommended if external echo cancellation or playback

equipment is used.

Integer (-24..0) On: Turn on the echo control. Recommended, in general, to prevent the far end from

The audio level, between -24 and 0 decibels. hearing their own audio. Once selected, echo cancellation is always active.
Default value: Default value:

D15472.04 O [DeskHub BoardPro ] On
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xConfiguration

xConfiguration Audio Input USBInterface [n] Level

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Set the gain on the USB connector to fit the output level of the specific USB device that is
connected. The output levels of USB devices may vary.

The gain can be tuned in steps of 1 dB.

USAGE:
xConfiguration Audio Input USBInterface [n] Level: Level
where
n: Unique ID that identifies the USB interface.
Range: 1.1
Level:
Integer (0..24)
Set the gain in decibel (dB).
Default value:
5

xConfiguration Audio Input USBInterface [n] Mode

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Disable or enable audio input on the USB connector.

USAGE:
xConfiguration Audio Input USBInterface [n] Mode: Mode
where
n: Unique ID that identifies the USB interface.
Range: 1.1
Mode:
Off/On
Off: Disable audio input on the USB connector.
On: Enable audio input on the USB connector.

Default value:
On

xCommand xStatus Command Overview

Appendices

xConfiguration Audio Input USBMicrophone [n] Level

Applies to: RoomKit RoomKitMini Room55 DeskPro/DeskLE DeskMini DeskHub WebexDesk
BoardPro

Requires user role: ADMIN, INTEGRATOR

Set the gain on the USB connector to fit the output level of the specific USB microphone that
is connected. The output levels of USB microphones may vary.

The gain can be tuned in steps of 1 dB.

USAGE:
xConfiguration Audio Input USBMicrophone [n] Level: Level
where
n: Unique ID that identifies the USB interface.
Range: 1..1
Level:
Integer (0..24)
Set the gain in decibel (dB).
Default value:
5

xConfiguration Audio Input WebView [n] Mode

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Set the WebView mode.

USAGE:
xConfiguration Audio Input WebView [n] Mode: Mode
where
n: Unique ID that identifies the WebView input.
Range: 1..1
Mode:
Off/On
On: Allow audio from the web browser.
Off: Do not allow any audio to be played from the web browser.
Default value:
On
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xConfiguration Audio Microphones AGC
Applies to: RoomKit CodecPlus

Requires user role: ADMIN, INTEGRATOR, USER
Enable or disable Automatic Gain Control (AGC) on the microphones.

USAGE:
xConfiguration Audio Microphones AGC: AGC
where
AGC:
Off/On

Off: Disable AGC. Use this when connecting to equipment where AGC is already
applied to the microphone signal, like external mixers or DSPs.

On: Enable Automatic Gain Control.
Default value:
On

xConfiguration Audio Microphones NoiseRemoval Mode
Applies to: All products

Requires user role: ADMIN, INTEGRATOR

Show or hide the buttons on the user interface that allow users to turn background noise
removal on and off. The setting also determines whether you can turn it on and off using API
commands.

If the device is registered to the Webex cloud and in Personal Mode, the Enabled and
Manual behavior is different from the description below. If noise removal is turned on, it stays
on; if it’s turned off, it stays off. This applies both after a call and after a device restart.

USAGE:

xConfiguration Audio Microphones NoiseRemoval Mode: Mode
where

Mode:

Disabled/Enabled/Manual

Disabled: The noise removal function is turned off and can’t be turned on by the user
or by sending API commands.

Enabled: You can turn noise removal on and off using buttons on the user interface or
by sending API commands. Noise removal is turned on by default and returns to this
state when a call ends or you restart the device.

Manual: You can turn noise removal on and off using buttons on the user interface or

by sending APl commands. Noise removal is turned off by default and returns to this
state when a call ends or you restart the device.

Default value:
Manual

xCommand xStatus Command Overview

Appendices

xConfiguration Audio Microphones Mute Enabled

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro

Requires user role: ADMIN, INTEGRATOR
Define the microphone mute behavior on the device.

USAGE:
xConfiguration Audio Microphones Mute Enabled: Enabled
where
Enabled:
True/InCallOnly

True: Muting of audio is always available. In general, the microphone mute LED will not
be lit outside of call, but you can still mute using the APl commands.

InCallOnly: Muting of audio is only available when the device is in a call. When Idle,
it is not possible to mute the microphone. This is useful when an external telephone
service/audio system is connected via the device and is to be available when the
device is not in a call. When set to InCallOnly this will prevent the audio-system from
being muted by mistake.

Default value:
True

xConfiguration Audio Microphones PhantomPower
Applies to: RoomKit CodecPlus Room55 BoardPro

Requires user role: ADMIN
Define whether or not to have phantom power (11 V +/- 1 V) on the microphone input.

USAGE:
xConfiguration Audio Microphones PhantomPower: PhantomPower
where
PhantomPower:
Oft/On

Off: Disable the phantom power on the microphone input. Use this when connecting to
equipment that do not need phantom power, such as external mixers.

On: Enable the phantom power on the microphone input. Use this when connecting
directly to microphones that require phantom power, including the Cisco Table
Microphone and Cisco Ceiling Microphone.

Default value:
On
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xConfiguration Audio Output ARC [n] Delay DelayMs xConfiguration Audio Output ARC [n] Delay Mode
Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama
Requires user role: ADMIN, INTEGRATOR Requires user role: ADMIN, INTEGRATOR
To obtain lip-synchronization, you can configure each ARC output with an extra delay You may add extra delay to an audio ARC output with the Audio Output ARC [n] Delay
that compensates for delay in other connected devices, for example TVs and external DelayMs setting. The extra delay added is either a fixed number of milliseconds, or a number
loudspeakers. The delay that you set here is either fixed or relative to the delay measured of milliseconds relative to the detected delay on or reported by an external monitor.
on or reported by an external monitor, as defined in the Audio Output ARC [n] Delay Mode
setting. USAGE:
xConfiguration Audio Output ARC [n] Delay Mode: Mode
USAGE:
Configuration Audio Output ARC [n] Delay DelayMs: DelayMs where
xoontig P Y yHs: Ze-ayEs 1 Unique ID that identifies the audio ARC output.
where - R 1
) ) - : ange: 1..
n: Unique ID that identifies the audio ARC output. Mode: 9
S '
. Tanﬁe ! Fixed)/RelativeToHDMI
elayMs:
Sesayss Fixed: Any extra delay (DelayMs) added to the output, will be a fixed number of
Integer (0..290) millisecond.
The delay in milliseconds. RelativeToHDMI: Any extra delay (DelayMs) added to the output, will be relative
Default value: to the detected delay on or reported by an external monitor. The actual delay is
0 detected-delay + DelayMs. The Audio Output Connectors ARC [n] DelayMs status

reports the actual delay.
Default value:
RelativeToHDMI [ CodecPro |
Fixed [Room70G2 RoomPanorama/Room70Panorama ]
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xConfiguration Audio Output ARC [n] Mode

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Choose whether or not to enable the audio return channel (ARC) on the HDMI [n] input
connector. The ARC output must be enabled if you want audio playback through the Quad
Camera.

On Room 70 G2, the Quad Camera is a part of the integrated loudspeaker system. We
recommend to leave the ARC output enabled. If you want to disable the complete integrated
loudspeaker system, use the Audio Output InternalSpeaker Mode setting.

USAGE:
xConfiguration Audio Output ARC [n] Mode: Mode
where
n: Unique ID that identifies the audio ARC output.
Range: 1.1
Mode:
Off/On
Off: Disable the ARC output on the HDMI input.
On: Enable the ARC output on the HDMI input.
Default value:
On

xConfiguration

xCommand xStatus Command Overview Appendices

xConfiguration Audio Output ConnectorSetup
Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

You can choose whether to set up the audio inputs and outputs manually, or to let the video
conferencing device do it automatically based on the type of camera you have and which
screens are connected.

In Auto mode, you cannot add, update, delete or connect audio inputs and outputs manually.
Therefore the following APl commands do not have any effect: xCommand Audio Setup *,
xCommand Audio Locallnput *, and xCommand Audio LocalOutput *.

When going from Manual to Auto mode: The existing Audio setup is cleared (xCommand
Audio Setup Clear), and the input and output groups are set up according to product
defaults. The Audio Output HDMI [n] Mode and Audio Output ARC [1] Mode settings are set
to their default value. For Codec Pro automatic delay measurement is enabled.

When going from Auto to Manual mode: The HDMI and ARC output connectors are
connected to the default groups. The Audio Output HDMI [n] Mode and Audio Output ARC [1]
Mode settings are not changed. For Codec Pro delay measurement is stopped.

USAGE:
xConfiguration Audio Output ConnectorSetup: ConnectorSetup
where
ConnectorSetup:
Auto/Manual

Auto: For Code Pro, the video conferencing device will play audio either through the
camera, or through a screen that is connected to one of the HDMI outputs. The video
conferencing device chooses to play the audio on the first available device in the
following list:

1. A Quad Camera that has camera control connected to one of the camera control
connectors of the video conferencing device (Ethernet 2 or 3), and HDMI connected
to the camera input of the video conferencing device (HDMI 1 input). Additionally, the
Audio Output ARC [1] Mode and Video Input Connector [1] CEC Mode settings must be
On. The audio return channel (ARC) on the HDMI 1 input is used to play audio through
the camera.

2. A screen that is connected to the HDMI 1 output, provided that the Audio Output
HDMI [1] Mode setting is On.

3. A screen that is connected to the HDMI 2 output, provided that the Audio Output
HDMI [2] Mode setting is On.

4. A screen that is connected to the HDMI 3 output, provided that the Audio Output
HDMI [3] Mode setting is On.

When audio is played out through the Quad Camera, the video conferencing device

will measure the delay between a screen and the camera, so that it can synchronize
the audio on the camera with the video on screen (lip-synchronization). In order to
measure the delay, the video conferencing device sends a signal to the screen, and the
screen sends the signal back to the video conferencing device using the audio return
channel. The first screen in the list above that supports CEC (Consumer Electronics
Control), and has the Video Output Connector [n] CEC Mode set to On, is used for the
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delay measurements.

When audio is played out through a screen, additional lip-synchronization delay is the
responsibility of the screen. The video conferencing device will not add any delay.

For Room 70 G2, the video conferencing device will play audio through its integrated
loudspeaker system, provided that Audio Output ARC [1] Mode and Audio Output
InternalSpeaker Mode is On, and Audio Output HDMI [n] Mode is On for the integrated
screen(s). Automatic delay measurement is not necessary, because the relationship
between the integrated loudspeaker system and screen(s) is known.

Manual: You must set up the audio inputs and outputs manually using the Audio
Console application or the API (xCommand Audio Locallnput *, and xCommand Audio
LocalOutput *).

For Room 70 G2, external screen(s) may be used for audio output if the connectors
are explicitly added using the Audio Console application or the APl (xCommand Audio
LocalOutput *). In that case, the external screens will play a stereo down mix of the
audio that is played on the built-in loudspeaker system. Ultrasound signals will not
play through external screens or line outputs; only through the integrated loudspeaker
system.

Default value:
Auto

xConfiguration Audio Output Ethernet [n] Mode

Applies to: RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

This setting applies only to Room Panorama; not to Room 70 Panorama.
Ethernet [1]: For future use.

Ethernet [2]: Enable or disable audio output through the Ethernet connection to the DNAM IV
amplifier.

We recommend you use the embedded Room Panorama audio system, which requires this
setting to be On. If you switch it Off, the Room Panorama loudspeakers will not be used, and
you will need to connect external loudspeakers to the codec.

USAGE:
xConfiguration Audio Output Ethernet [n] Mode: Mode
where
n: Unique ID that identifies the Ethernet connection.
Range: 1..2
Mode:
Off/On
Off: The Ethernet connection is disabled.
On: The Ethernet connection is enabled.
Default value:
On

xCommand xStatus Command Overview Appendices

xConfiguration Audio Output HDMI [n] Delay DelayMs
Applies to: CodecPro

Requires user role: ADMIN, INTEGRATOR

To obtain lip-synchronization, you can configure each HDMI output with an extra delay
that compensates for delay in other connected devices, for example TVs and external
loudspeakers. The delay that you set here is either fixed or relative to the delay measured
on or reported by an external monitor, as defined in the Audio Output HDMI [n] Delay Mode
setting.

USAGE:
xConfiguration Audio Output HDMI [n] Delay DelayMs: DelayMs
where
n: Unique ID that identifies the audio line output.

Range: 1..3
DelayMs:

Integer (0..290)
The delay in milliseconds.
Default value:

0
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xConfiguration Audio Output HDMI [n] Delay Mode
Applies to: CodecPro

Requires user role: ADMIN, INTEGRATOR

You may add extra delay to an audio hdmi output with the Audio Output HDMI [n] Delay
DelayMs setting. The extra delay added is either a fixed number of milliseconds, or a number
of milliseconds relative to the detected delay on or reported by an external monitor.

USAGE:
xConfiguration Audio Output HDMI [n] Delay Mode: Mode
where
n: Unique ID that identifies the audio line output.
Range: 1..3
Mode:
Fixed/RelativeToHDMI

Fixed: Any extra delay (DelayMs) added to the output, will be a fixed number of
millisecond.

RelativeToHDMI: Any extra delay (DelayMs) added to the output, will be relative

to the detected delay on or reported by an external monitor. The actual delay is
detected-delay + DelayMs. The Audio Output Connectors HDMI [n] DelayMs status
reports the actual delay.

Default value:
Fixed

xConfiguration Audio Output HDMI [n] Level

Applies to: Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Set the gain on the HDMI input connector. The gain can be tuned in steps of 1 dB.

USAGE:
xConfiguration Audio Output HDMI [n] Level: Level
where
n: Unique ID that identifies the HDMI output.
Range: 1.3 [Room70G2]

Range: For Room Panorama: 3..3; For Room 70 Panorama: 1..3 [ RoomPanorama/
Room70Panorama ]

Level:

Integer (-24..0)
Range: Select the gain in decibel (dB).

Default value:
0

xCommand xStatus Command Overview Appendices

xConfiguration Audio Output HDMI [n] Mode

Applies to: CodecPlus CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Define if the audio channel on this HDMI output connector shall be enabled.

USAGE:
xConfiguration Audio Output HDMI [n] Mode: Mode
where
n: Unique ID that identifies the HDMI output.
Range: 1..1 [ CodecPlus ]
Range: 1..3 [ CodecPro Room70G2 ]

Range: For Room Panorama: 3..3; For Room 70 Panorama: 1..3 [ RoomPanorama/
Room70Panorama ]

Mode:
Off/On
Off: The connector will not be used for audio out.

On: The connector can be used for audio out. For Codec Pro and Room 70 G2 it
depends on the Audio Output ConnectorSetup setting.

Default value:
Room 70 Dual G2: HDMI 1,2: On  HDMI 3: Off
Room 70 Single G2: HDMI 1: On  HDMI 2,3: Off [Room70G2 RoomPanorama/

Room70Panorama |

On [ CodecPlus CodecPro ]
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xConfiguration Audio Output InternalSpeaker Mode

Applies to: RoomKit CodecPlus Room55 Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

Define whether or not to use the camera's integrated speakers. Codec Plus must be
connected to a Quad Camera for this setting to apply.

For Room 70 G2, the Audio Output HDMI [n] Mode settings for the integrated monitor(s) must
be set to On in order to play any audio on the integrated speakers. For Room 70 G2, also the
Audio Output ARC 1 Mode setting must be On.

For all products except Codec Plus, you can limit the use of the integrated speakers to play
only ultrasound.

USAGE:

xConfiguration Audio Output InternalSpeaker Mode: Mode
where

Mode:

Off/On/U/trasoundOn/y [ RoomKit Room55 Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro ]
Off/On [ CodecPlus ]
Off: Disable the device's integrated speakers.
On: Enable the device's integrated speakers.
UltrasoundOnly: Enable the device's integrated speakers only for ultrasound.
Default value:
On

xCommand xStatus Command Overview

Appendices

xConfiguration Audio Output Line [n] Channel

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define whether the Audio Line output is a mono signal or part of a multichannel signal.

USAGE:
xConfiguration Audio Output Line [n] Channel: Channel
where
n: Unique ID that identifies the audio line output.
Range: 1..6
Channel:
Left/Mono/Right

Left: The Audio Line output signal is the left channel of a stereo signal.
Mono: The Audio Line output signal is a mono signal.
Right: The Audio Line output signal is the right channel of a stereo signal.
Default value:
Line [1,3,5] Left Line [2,4,6] Right [CodecPro Room70G2 ]
Room Panorama: Line [1,3,5]: Left Line [2,4,6]: Right
Room 70 Panorama: Line [1,2]: Mono Line [3,5]: Left Line [4,6]: Right [RoomPanorama/

Room70Panorama ]

xConfiguration Audio Output Line [n] Delay DelayMs

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

To obtain lip-synchronization, you can configure each audio line output with an extra delay
that compensates for delay in other connected devices, for example TVs and external
loudspeakers. The delay that you set here is either fixed or relative to the delay on the HDMI
output, as defined in the Audio Output Line [n] Delay Mode setting.
USAGE:
xConfiguration Audio Output Line [n] Delay DelayMs: DelayMs
where
n: Unique ID that identifies the audio line output.
Range: 1..6 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
DelayMs:
Integer (0..290)
The delay in milliseconds.
Default value:
0
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xConfiguration Audio Output Line [n] Delay Mode

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

You may add extra delay to an audio line output with the Audio Output Line [n] Delay DelayMs
setting. The extra delay added is either a fixed number of milliseconds, or a number of
milliseconds relative to the detected delay on the HDMI output (typically introduced by the
connected TV).
USAGE:
xConfiguration Audio Output Line [n] Delay Mode: Mode
where
n: Unique ID that identifies the audio line output.
Range: 1..6 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Mode:
Fixed/RelativeToHDMI

Fixed: Any extra delay (DelayMs) added to the output, will be a fixed number of
millisecond.

RelativeToHDMI: Any extra delay (DelayMs) added to the output, will be relative to the
detected delay on the HDMI output. The actual delay is HDMI-delay + DelayMs. The
Audio Output Connectors Line [n] DelayMs status reports the actual delay.

Default value:
Fixed [Room70G2 RoomPanorama/Room70Panorama ]
RelativeToHDMI [ codecPro ]

xConfiguration Audio Output Line [n] Equalizer ID

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Select the equalizer ID for the audio source that is connected to the output line.

USAGE:
xConfiguration Audio Output Line [n] Equalizer ID: ID
where
n: Unique ID that identifies the audio line output.
Range: 1..6
1D
Integer (1..8)
Set the equalizer ID.

D15472.04 Default value:
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xConfiguration Audio Output Line [n] Equalizer Mode

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Define the equalizer mode for the audio source that is connected to the line output.

USAGE:
xConfiguration Audio Output Line [n] Equalizer Mode: Mode
where
n: Unique ID that identifies the audio line output.
Range: 1..6
Mode:
Off/On
Off: No equalizer.
On: Enable the equalizer for the audio line output.
Default value:
Off

xConfiguration Audio Output Line [n] Level
Applies to: CodecPro Room70/Room55D Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Set the gain on the Line output connector. The gain should be adjusted to fit the audio input
level of the connected device. The gain can be tuned in steps of 1 dB.

The maximum output level with 0 dB gain differs depending on the product: 8 dBu (Room
70, Room 55 Dual), 18 dBu (Codec Pro, Room 70 G2).

Example: If the audio device that is connected to a Codec Pro has max input level 10 dBu,
then you should set the gain to 10 dBu - 18 dBu = -8 dB.
USAGE:
xConfiguration Audio Output Line [n] Level: Level
where
n: Unique ID that identifies the audio line output.
Range: 1..6 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 1..1
Level:
Integer (-24..0)
Range: Select the gain in decibel (dB).

[ Room70/Room55D ]

Default value:

-4 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]

0 [Room70/Room55D |
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xConfiguration Audio Output Line [n] Mode

Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR
Define the mode for the audio line output.

USAGE:
xConfiguration Audio Output Line [n] Mode: Mode
where
n: Unique ID that identifies the audio line output.
Range: 1..6 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 1..1 [RoomKit CodecPlus Room55 Room70/Room55D BoardPro ]
Mode:
Off/On
Off: Disable the audio line output.
On: Enable the audio line output.
Default value:
On
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xConfiguration Audio Output Line [n] OutputType
Applies to: RoomKit CodecPlus Room55 Room70/Room55D BoardPro

Requires user role: ADMIN, INTEGRATOR
The output type should be set to match the connected device.

USAGE:
xConfiguration Audio Output Line [n] OutputType: OutputType
where
n: Unique ID that identifies the audio line output.

Range: 1..1

OutputType:
LineQut/Loudspeaker/Microphone/Recorder/Subwoofer [RoomKit ]
LineOut/Loudspeaker/Microphone/Recorder [ CodecPlus Room55 Room70/Room55D
BoardPro |

Loudspeaker: Use Loudspeaker if a loudspeaker is connected to the line output. In this
mode, the output level on that connector follows the master volume control and the
output signal includes all system sounds (ringtones, webex assistant, etc.).
Microphone: In this mode, the sound picked up by the connected microphones will

be sent to the line output. System sounds and sounds from far-end sources are not
included.

Recorder: Use Recorder if a recorder is connected to the line output. In this mode,
the output level is fixed and system sounds are not included. The sound from local
presentation sources, the local microphones, and any far end sources are included.
Subwoofer: Use Subwoofer if a subwoofer is connected to the line output. In this
mode, the bass is sent to line output and the rest of the audio range is played on the
internal speaker.

LineOut: Use LineOut for other devices. In this mode, the output level is fixed and
system sounds are not included. The sound from local presentation sources and far
end sources are included.

Default value:
Loudspeaker [RoomKit CodecPlus Room55 BoardPro ]
LineQut [ Room70/Room55D ]
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xConfiguration Audio Output USBInterface [n] Mode xConfiguration Audio SoundsAndAlerts RingTone
Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/ Applies to: All products
Room70Panorama

Requires user role: ADMIN, INTEGRATOR, USER
Requires user role: ADMIN, INTEGRATOR

Define which ringtone to use for incoming calls.
Disable or enable audio output on the USB connector.

USAGE:
USAGE: xConfiguration Audio SoundsAndAlerts RingTone: RingTone
xConfiguration Audio Output USBInterface [n] Mode: Mode where
Where‘ . - ) RingTone:
o Unique ID that identifies the USB interface. Sunrise/Mischiet/Ripples/Reflections/Vibes/Delight/Evolve/Playful/Ascent/Calculation/
Range: 1.1 Mellow/Ringer
Mode: Select a ringtone from the list.
Off/On

Default value:
Off: Disable audio output on the USB connector.

On: Enable audio output on the USB connector.

Default value: xConfiguration Audio SoundsAndAlerts RingVolume
On Applies to: All products

Requires user role: ADMIN, INTEGRATOR, USER

Sunrise BoardPro

xConfiguration Audio Placement

Applies to: BoardPro Define the ring volume for incoming calls.
Requires user role: ADMIN USAGE:
Define the mounting configuration of the system. Based on this setting, the loudspeaker xContiguration Audio Soundsindhlerts RingVolume: RingVolume
system is configured to optimize sound quality. where
RingVolume:
USAGE:

Integer (0..100)

fi i Audio Pl : Pl .
xContiguration Audio Placement: Placement Range: The value goes in steps of 5 from 0 to 100 (from -34.5 dB to 15 dB). Volume 0

where = Off.
Placement: Default value:
Freestanding/Wallmount 50

Freestanding: The system is mounted on a floor stand or wheelbase.
Wallmount: The system is mounted on a wall mount.

Default value:
Freestanding
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xConfiguration Audio Ultrasound MaxVolume
Applies to: All products

Requires user role: ADMIN, INTEGRATOR
This setting applies to the Intelligent Proximity feature. Set the maximum volume of the

ultrasound pairing messages.

The Audio Ultrasound MaxVolume and Proximity Mode settings only affect ultrasound
pairing messages. See the RoomAnalytics PeoplePresenceDetector and Standby
WakeupOnMotionDetection settings for information about the use of ultrasound in presence
and motion detection.

USAGE:
xConfiguration Audio Ultrasound MaxVolume: MaxVolume
where
MaxVolume:
Integer (0..90) [ CodecPlus CodecPro ]

Integer (O..70) [ RoomKit RoomKitMini Room55 Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama DeskPro/DeskLE DeskMini DeskHub WebexDesk Board BoardPro |

Select a value in the specified range. If set to 0, ultrasound pairing messages are not
emitted.

Default value:
70

xCommand xStatus Command Overview Appendices

xConfiguration Audio USB Mode

Applies to: RoomKit RoomKitMini Room55 DeskPro/DeskLE DeskMini DeskHub WebexDesk
BoardPro

Requires user role: ADMIN, INTEGRATOR
Enable or disable the audio channels on the USB connector.

USAGE:
xConfiguration Audio USB Mode: Mode

where
Mode:

Microphone/Off/Speaker/SpeakerAndMicrophone [ RoomKit Room55 DeskPro/DeskLE
DeskMini DeskHub WebexDesk BoardPro |
Ad(ditionalMicrophone/Microphone/Off/Speaker/SpeakerAndMicrophone [ RoomKitMini ]
AdditionalMicrophone: Both the video conferencing device’s built-in microphone
and an external audio input device (microphone) will be used. The USB audio output
channel is disabled.
Microphone: Only the external USB microphone will be used; other microphones are
disabled. The USB audio output channel is also disabled.
Off: No audio will flow over USB but signaling is still enabled. This allows for using a
USB device as a mute or volume controller.
Speaker: The USB audio output channel will be connected (speaker). Other speakers
are disabled. The USB audio input channel is also disabled.
SpeakerAndMicrophone: Both the input (microphone) and output (speaker) channels
of a USB audio device will be connected. Other microphones and speakers are
disabled.

Default value:
SpeakerAndMicrophone
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Bookings configuration

xConfiguration Bookings ProtocolPriority
Applies to: All products

Requires user role: ADMIN

Video devices can join Microsoft Teams meetings either using SIP via a Cloud Video Interop
(CVI) gateway, which is a service that is provided in the Webex cloud, or by running the
Microsoft Teams meeting web app (WebRTC).

Joining Microsoft Teams meetings relies on a calendar service and is available for devices
that are registered to an on-premises service and linked to Webex Edge for Devices, and for
devices that are registered to the Webex cloud service.

USAGE:
xConfiguration Bookings ProtocolPriority: ProtocolPriority
where
ProtocolPriority:
Auto/WebRTC

Auto: The device will join the Microsoft Teams meeting via SIP/CVI if there is a CVI
address in the meeting invite. Otherwise it will use WebRTC.

WebRTC: The device will always use WebRTC for Microsoft Teams meetings.
Default value:
Auto

xCommand xStatus Command Overview Appendices

BYOD configuration

xConfiguration BYOD HidForwarding Enabled
Applies to: DeskPro/DeskLE

Requires user role: ADMIN, INTEGRATOR

If you use an external mouse or keyboard for your laptop (wired USB or USB dongle), you
can connect them to the video conferencing device's USB port instead of directly to the
laptop.
USAGE:
xConfiguration BYOD HidForwarding Enabled: Enabled
where
Enabled:
False/True
False: You must connect the external mouse or keyboard directly to your laptop.

True: You can connect the external mouse or keyboard for your laptop to the video
conferencing device.

Default value:
False

xConfiguration BYOD TouchForwarding Enabled
Applies to: DeskPro/DeskLE Board

Requires user role: ADMIN, INTEGRATOR

Use this setting to enable or disable the touch redirect feature. Touch redirect enables you
to control your laptop from the touch screen of the borad or video device. You must connect
the laptop to the device with an HDMI cable (wired sharing) and a USB-C cable. You can use
either a USB-C to USB-C cable or a USB-C to USB-A cable from the device to the laptop.

This feature is not available on the first generation of boards (Webex Board 55 and 70).

USAGE:
xConfiguration BYOD TouchForwarding Enabled: Enabled
where
Enabled:
False/True
False: Touch redirect is disabled.
True: Touch redirect is enabled.
Default value:
True
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CallHistory configuration Cameras configuration
xConfiguration CallHistory Mode xConfiguration Cameras Background Enabled
Applies to: All products Applies to: DeskPro/DeskLE DeskMini DeskHub WebexDesk
Requires user role: ADMIN, INTEGRATOR Requires user role: ADMIN, USER
Specify whether or not information about calls that are placed or received are stored, Enable or disable the Camera Background feature.
including missed calls and calls that are not answered (call history). This determines whether The Camera Background feature allows for a virtual background (i.e., images or effects)
or not the calls appear in the Recents list in the user interfaces. to be shown as the background in the camera view, instead of the real surroundings. This
configuration must be enabled to allow the Cameras Background Set command to take
USAGE: effect.
xConfiguration CallHistory Mode: Mode
where USAGE:
Mode: xConfiguration Cameras Background Enabled: Enabled
Off/on where
Off: New entries are not added to the call history. Enabled:
On: New entries are stored in the call history list. False/True

True: Enable the Camera Background feature.
False: Disable the Camera Background feature.

Default value:

On
Default value:

True

xConfiguration Cameras Background UserlImagesAllowed
Applies to: DeskPro/DeskLE DeskMini DeskHub WebexDesk

Requires user role: ADMIN
Enable or disable the ability for users to use custom images as virtual background during
meetings or calls.
The Cameras Background Enabled setting must also be enabled for this feature to be
accessible.
USAGE:
xConfiguration Cameras Background UserImagesAllowed: UserImagesAllowed
where

UserImagesAllowed:

False/True
True: Enable the use of custom images as virtual backgrounds.
False: Disable the use of custom images as virtual backgrounds.

D15472.04 Default value:
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xConfiguration Cameras Camera [n] AssignedSerialNumber

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

The camera ID is the number n in Camera [n]. By default, the camera ID is assigned
automatically to a camera. If EDID information is not passed on from the camera to the
video conferencing device, the camera ID is not persistent after a reboot. This means that a
camera may get a new camera ID when the video conferencing device is restarted.

You should use the Cameras Camera AssignedSerialNumber setting to cater for
configurations where the video conferencing device does not receive EDID information from
multiple cameras. This setting allows you to manually assign a camera ID to a camera by
associating the camera ID with the camera's serial number. The setting is persistent until the
video conferencing device is factory reset.

Typical situations where the video conferencing device does not receive EDID information
are: when you connect a Cisco TelePresence Precision 60 camera using 3G-SDI, or when
you use an HDMI repeater that does not pass on EDID information.

USAGE:

xConfiguration Cameras Camera [n] AssignedSerialNumber:
"AssignedSerialNumber"

where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
AssignedSerialNumber:
String (0, 20)
The camera's serial number.

Default value:

nn

xConfiguration

xCommand xStatus Command Overview Appendices

xConfiguration Cameras Camera [n] Backlight DefaultMode

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

This configuration turns backlight compensation on or off. Backlight compensation is useful
when there is much light behind the persons in the room. Without compensation the persons
will easily appear very dark to the far end.

Not applicable for the Cisco Quad Camera and the integrated camera of Board Pro, Room
55 Dual, Room 70, Room 70 G2, Room 70 Panorama, or Room Panorama. These cameras
automatically adjust themselves based on the room lighting conditions.

USAGE:
xConfiguration Cameras Camera [n] Backlight DefaultMode: DefaultMode
where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardpPro ]
DefaultMode:
Off/On
Off: Turn off the camera backlight compensation.
On: Turn on the camera backlight compensation.
Default value:
Off



Cisco Webex

RoomOS 10 API Reference Guide
Table of Contents Introduction About the API xConfiguration xCommand xStatus Command Overview Appendices
xConfiguration Cameras Camera [n] Brightness Algorithm xConfiguration Cameras Camera [n] Brightness DefaultLevel

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/ Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2

Room70Panorama BoardPro RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro

Requires user role: ADMIN, INTEGRATOR Requires user role: ADMIN, INTEGRATOR

Specify the camera brightness algorithm. Define the brightness level. Requires the Cameras Camera Brightness Mode to be set to

Manual.

USAGE: Not applicable for the integrated camera of Board Pro, Room 55 Dual, Room 70, Room
xConfiguration Cameras Camera [n] Brightness Algorithm: Algorithm 70 G2, Room 70 Panorama, or Room Panorama. These cameras automatically adjust
where themselves based on the room lighting conditions.

n: Unique ID that identifies the camera. USAGE:
Range: 1.3 [ CodecPlus Room70/Room55D | xConfiguration Cameras Camera [n] Brightness DefaultLevel: DefaultLevel
Range: 1..7 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ] where

Range: 2..7 [BoardPro ]

n: Unique ID that identifies the camera.
Algorithm:

Range: 1.1 [RoomKit RoomKitMini Room55 DeskPro/DeskLE DeskMini DeskHub WebexDesk ]
Auto/Average/FaceOptimized

Auto: The camera brightness algorithm is automatically set by the device.
Average: The traditional brightness algorithm is applied. This uses the entire image

Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [CodecPro Room70G2 RoomPanorama/Room70Panorama BoardPro |

. DefaultLevel:
area to calculate brightness. —_—
FaceOptimized: Brightness is calculated by Weighing the areas where people are /nteger (74.37) [ RoomKit RoomKitMini CodecPlus Code‘c,‘Dro Room55 Room70/Room55D Room70G2
detected. This includes automatic backlight compensation. RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini WebexDesk BoardPro |

Integer (0..255) [ DeskHub ]
The brightness level.

Default value:

Auto
Default value:
160 [ DeskHub ]

20 [ RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini WebexDesk BoardPro ]
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xConfiguration Cameras Camera [n] Brightness Mode

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini WebexDesk BoardPro

Requires user role: ADMIN, INTEGRATOR

Define the camera brightness mode.

Not applicable for the integrated camera of Board Pro, Room 55 Dual, Room 70, Room
70 G2, Room 70 Panorama, or Room Panorama. These cameras automatically adjust
themselves based on the room lighting conditions.

USAGE:

xConfiguration Cameras Camera [n] Brightness Mode: Mode
where

n: Unique ID that identifies the camera.
Range: 1.1 [ RoomKit RoomKitMini Room55 DeskPro/DeskLE DeskMini WebexDesk ]
Range: 1..3 [ CodecPlus Room70/Room55D ]

Range: 1..7 [ CodecPro Room70G2 RoomPanorama/Room70Panorama BoardPro |
Mode:

Auto/Manual

Auto: The camera brightness is automatically set by the device.

Manual: Enable manual control of the camera brightness. The brightness level is set
using the Cameras Camera Brightness DefaultLevel setting.

Default value:
Auto

xConfiguration Cameras Camera ExposureCompensation Level
Applies to: DeskPro/DeskLE DeskMini WebexDesk

Requires user role: ADMIN, INTEGRATOR

Adjust for over- or under-exposure in camera images by setting an ExposureCompensation
Level. Automatic exposure still runs, but this setting changes the target brightness.
USAGE:
xConfiguration Cameras Camera ExposureCompensation Level: Level
where
Level:
Integer (-3..3)

A positive number increases brightness in the captured image; a negative number
darkens it.

Default value:
0

xConfiguration

API Reference Guide

xCommand xStatus Command Overview Appendices

xConfiguration Cameras Camera [n] Flip

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

With Flip mode (vertical flip), you can flip the image upside down. Flipping applies both to the
self-view and the video that is transmitted to the far end.

This feature is not supported by the Quad Camera, the PTZ-12 camera, or the integrated
camera of Board Pro, Room 55 Dual, Room 70, Room 70 G2, Room 70 Panorama, or Room
Panorama.

USAGE:
xConfiguration Cameras Camera [n] Flip: Flip
where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardpPro ]
Flip:
Auto/Off/On [ CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/Room70Panorama
BoardPro ]

Auto: If the camera detects that it is mounted upside down, the image is automatically
flipped. If the camera cannot auto-detect whether it is mounted upside down or not,
the image is not changed. Auto is not supported by the Sony PTZ 4K, so if you mount it
upside down, you should set this parameter to On.

Off: Display the image on screen the normal way.

On: Display the image flipped upside down. This setting is used when a camera is
mounted upside down, but cannot automatically detect which way it is mounted.

Default value:
Auto
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nfiguration Cameras Camera [n] Focus Mode

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requ
Defin

ires user role: ADMIN, INTEGRATOR

e the camera focus mode.

USAGE:

xCo

nfiguration Cameras Camera [n] Focus Mode: Mode

where

o

Unique ID that identifies the camera.

Range: 1..3 [ CodecPlus Room70/Room55D |

Range: 1..7 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardPro ]

Mode:

Auto/AutoLimited/Manual [ CodecPlus CodecPro |
Auto/Manual [ Room70/Room55D Room70G2 RoomPanorama/Room70Panorama BoardPro ]

Auto: The auto focus works differently for different products. For Room 55 Dual, Room
70, Room 70 G2, Room 70 Panorama, Room Panorama,

and when using the Cisco Quad Camera with a codec (Codec Plus or Codec Pro), the
camera will do single shot auto focusing once a call is connected, and when the view
has changed.

When using a Cisco TelePresence Precision 60 or Sony PTZ 4K camera with a codec
(Codec Plus or Codec Pro), the camera will do continuous auto focusing. It will run auto
focus once a call is connected,

after pan, tilt, or zoom, and generally when the camera identifies a change in the
scene.

AutoLimited: This mode only applies when using a Cisco TelePresence Precision 60
camera with a Codec Plus or Codec Pro. In most cases this mode will operate the
same way as auto focus.

In some cases, auto-limited will reduce the focus hunting that may occur.

Problematic scenes have large areas with no or low contrast (e.g., a painted wall with
no details, oa partly empty whiteboard). There's a slightly higher chance of background
focus with this mode, compared to auto focus.

Manual: Turn the auto focus off and adjust the camera focus manually.

Default value:
Auto

xCommand xStatus Command Overview Appendices

xConfiguration Cameras Camera [n] Gamma Level

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

By setting the Gamma Level you can select which gamma correction table to use. This
setting may be useful in difficult lighting conditions, where changes to the brightness setting
does not provide satisfactory results. Requires the Cameras Camera [n] Gamma Mode to be
set to Manual.

It's not applicable for the Cisco Quad Camera or the integrated cameras of Board Pro, Room
55 Dual, Room 70, Room 70 G2, Room 70 Panorama, and Room Panorama. These cameras
automatically adjust themselves based on the room lighting conditions. Also, this feature is
not supported by the Sony PTZ 4K camera or the PTZ-12 camera.

USAGE:
xConfiguration Cameras Camera [n] Gamma Level: Level
where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardpPro ]
Level:
Integer (0..7) [ BoardPro |

Integer (OA.74) [ CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama ]

Define the gamma level.
Default value:
0
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xConfiguration Cameras Camera [n] Gamma Mode

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR
This setting enables gamma corrections. Gamma describes the nonlinear relationship
between image pixels and monitor brightness.
It's not applicable for the Cisco Quad Camera or the integrated cameras of Board Pro, Room
55 Dual, Room 70, Room 70 G2, Room 70 Panorama, and Room Panorama. These cameras
automatically adjust themselves based on the room lighting conditions. Also, this feature is
not supported by the Sony PTZ 4K camera or the PTZ-12 camera.
USAGE:
xConfiguration Cameras Camera [n] Gamma Mode: Mode
where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardpPro ]
Mode:
Auto/Manual
Auto: Auto is the default and the recommended setting.

Manual: In manual mode the gamma value is changed with the gamma level setting,
ref. Cameras Camera [n] Gamma Level.

Default value:
Auto

API Reference Guide

xCommand xStatus Command Overview Appendices

xConfiguration Cameras Camera [n] Mirror

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

With Mirror mode (horizontal flip) you can mirror the image on screen. Mirroring applies both
to the self-view and the video that is transmitted to the far end. Mirroring is automatically
disabled when speaker tracking is on.

This setting is not applicable for the Cisco Quad Camera or the integrated cameras of Board
Pro, Room 55 Dual, Room 70, Room 70 G2, Room 70 Panorama, and Room Panorama. Also,
this feature is not supported by the Sony PTZ 4K camera or the PTZ-12 camera.

USAGE:
xConfiguration Cameras Camera [n] Mirror: Mirror
where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardpPro ]
Mirror:
Auto/Off/On

Auto: If the camera detects that it is mounted upside down, the image is automatically
mirrored. If the camera cannot auto-detect whether it is mounted upside down or not,
the image is not changed.

Off: Display the image as other people see you.
On: Display the image as you see yourself in a mirror.
Default value:

Auto
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xConfiguration Cameras Camera [n] Whitebalance Mode

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR

Define the camera white balance mode.

It's not applicable for the integrated camera of Board Pro, Room 55 Dual, Room 70, Room
70 G2, Room 70 Panorama, or Room Panorama. These cameras automatically adjust
themselves based on the room lighting conditions.

USAGE:
xConfiguration Cameras Camera [n] Whitebalance Mode: Mode
where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D |
Range: 1..7 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardpPro ]
Mode:
Auto/Manual

Auto: The camera will continuously adjust the white balance depending on the camera
view.

Manual: Enables manual control of the camera white balance. The white balance level
is set using the Cameras Camera Whitebalance Level setting.

Default value:
Auto

API Reference Guide

xCommand xStatus Command Overview Appendices

xConfiguration Cameras Camera [n] Whitebalance Level

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama BoardPro

Requires user role: ADMIN, INTEGRATOR
Define the white balance level. Requires the Cameras Camera [n] Whitebalance Mode to be
set to Manual.

It's not applicable for the integrated camera of Board Pro, Room 55 Dual, Room 70, Room
70 G2, Room 70 Panorama, or Room Panorama. These cameras automatically adjust
themselves based on the room lighting conditions. Also, the Whitebalance Level setting
has no effect for the PTZ-12 camera, which is using Sony's One Push mode when the
Whitebalance Mode is set to manual.

USAGE:
xConfiguration Cameras Camera [n] Whitebalance Level: Level
where
n: Unique ID that identifies the camera.
Range: 1..3 [ CodecPlus Room70/Room55D ]
Range: 1..7 [CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Range: 2..7 [BoardpPro ]
Level:
Integer (1..16)
The white balance level.
Default value:
1
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xConfiguration Cameras Camera Framerate
Applies to: RoomKit RoomKitMini Room55

Requires user role: ADMIN

As default, the camera outputs 30 frames per second. This allows for good quality both
in close-ups and overview pictures for normal bandwidths and lighting conditions. If the
conditions are better, a 60 frames per second output from the camera may give a better
overall quality.

USAGE:
xConfiguration Cameras Camera Framerate: Framerate
where
Framerate:
30/60
30: The camera outputs 30 frames per second.
60: The camera outputs 60 frames per second.
Default value:
30

xConfiguration Cameras PowerLine Frequency

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro

Requires user role: ADMIN, INTEGRATOR

If your camera supports power line frequency anti-flickering, the camera is able to
compensate for any flicker noise from the electrical power supply. You should set this
camera configuration based on your power line frequency. If your camera supports auto
detection of line frequency, you can select the Auto option in the configuration.

The Cisco cameras support both anti-flickering and auto detection of line frequency. Auto
is the default value, so you should change this setting if you have a camera that does not
support auto detection.
USAGE:
xConfiguration Cameras PowerLine Frequency: Frequency
where
Frequency:
50Hz/60Hz/Auto
50Hz: Use this value when the power line frequency is 50 Hz.
60Hz: Use this value when the power line frequency is 60 Hz.
Auto: Allow the camera to detect the power frequency automatically.
Default value:
Auto

xCommand xStatus Command Overview Appendices

xConfiguration Cameras PresenterTrack CameraPosition Pan

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define the pan position that the presenter tracking camera will move to when the feature
is activated. Only the Precision 60, SpeakerTrack 60, and Sony PTZ 4K cameras support
presenter tracking.
USAGE:
xConfiguration Cameras PresenterTrack CameraPosition Pan: Pan
where
Pan:
Integer (-65535..65535)
The pan position.
Default value:
0

xConfiguration Cameras PresenterTrack CameraPosition Tilt

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define the tilt position that the presenter tracking camera will move to when the feature
is activated. Only the Precision 60, SpeakerTrack 60, and Sony PTZ 4K cameras support
presenter tracking.
USAGE:
xConfiguration Cameras PresenterTrack CameraPosition Tilt: Tilt
where
Tilt:
Integer (-65535..65535)
The tilt position.
Default value:
0
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xConfiguration

xConfiguration Cameras PresenterTrack CameraPosition Zoom

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define the zoom position that the presenter tracking camera will move to when the feature
is activated. Only the Precision 60, SpeakerTrack 60, and Sony PTZ 4K cameras support
presenter tracking.
USAGE:
xConfiguration Cameras PresenterTrack CameraPosition Zoom: Zoom
where
Zoom:
Integer (-65535..65535)
The zoom position.
Default value:
0

xConfiguration Cameras PresenterTrack Connector

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define which video input connector the presenter tracking camera is connected to. Only the
Precision 60, SpeakerTrack 60, and Sony PTZ 4K cameras support presenter tracking.
USAGE:
xConfiguration Cameras PresenterTrack Connector: Connector
where
Connector:
Integer (1..6) [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]
Integer (1..3) [ CodecPlus Room70/Room55D |
The video input connector.
Default value:
1 [ CodecPlus Room70/Room55D ]

1 [ CodecPro Room70G2 RoomPanorama/Room70Panorama ]

API Reference Guide

xCommand xStatus Command Overview

Appendices

xConfiguration Cameras PresenterTrack Enabled

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define whether or not the PresenterTrack feature is available for use. Only the Precision 60,
SpeakerTrack 60, and Sony PTZ 4K cameras support presenter tracking.
USAGE:
xConfiguration Cameras PresenterTrack Enabled: Enabled
where
Enabled:
False/True
False: The PresenterTrack feature is disabled.
True: The PresenterTrack feature is available for use.
Default value:
False
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xConfiguration Cameras PresenterTrack PresenterDetectedStatus

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR

Define whether to enable or disable automatic switching between the Remote Presenter
and Local Presenter modes in the Briefing room and Classroom scenarios (Room Type
templates). Automatic switching implies that the device switches to Local Presenter mode
when a person is detected in the PresenterTrack trigger zone, and that the device switches
back to the Remote Presenter mode when the local presenter leaves the stage.

If this setting is enabled, the Cameras PresenterTrack PresenterDetected status will be
updated when a new person enters the trigger zone.

Only the Precision 60, SpeakerTrack 60, and Sony PTZ 4K cameras support presenter
tracking. Briefing room is not supported by Codec Plus, Room 70, and Room 55 Dual.
USAGE:

xConfiguration Cameras PresenterTrack PresenterDetectedStatus:
PresenterDetectedStatus

where
PresenterDetectedStatus:
Disabled/Enabled
Disabled: No automatic switching between modes.

Enabled: Automatic switching between the Local Presenter and Remote Presenter
modes.

Default value:
Enabled

xCommand xStatus Command Overview

Appendices

xConfiguration Cameras PresenterTrack TriggerZone

Applies to: CodecPlus CodecPro Room70/Room55D Room70G2 RoomPanorama/
Room70Panorama

Requires user role: ADMIN, INTEGRATOR
Define the trigger zone, which corresponds to the area where a person's face must be
detected for presenter tracking to start.

The format is a string of x and y coordinate pairs: "x1,y1,...xn,yn", where the range of x is
(0,1920) and y is (0,1080). Two coordinate pairs define the upper left and lower right corner
of a rectangular trigger zone. More than two coordinate pairs define the vertices of a
polygonal trigger zone.

Only the Precision 60, SpeakerTrack 60, and Sony PTZ 4K cameras support presenter
tracking.
USAGE:
xConfiguration Cameras PresenterTrack TriggerZone: "TriggerZone"
where
TriggerZone:
String (0, 255)
The coordinates for the trigger zone.

Default value:

"
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xConfiguration Cameras SpeakerTrack Mode
Applies to: All products

Requires user role: ADMIN, INTEGRATOR

This setting applies only when using a camera with support for speaker tracking or best
overview.

Cisco Quad Camera: Speaker tracking uses automatic camera framing to select the best
camera view based on where people are in the room. The Quad Camera uses an audio
tracking technique that finds and captures a close-up of the active speaker.

Cisco TelePresence SpeakerTrack 60 Camera: The dual camera assembly consists of two
cameras and uses an audio tracking technique that finds and captures a close-up of the
active speaker. When a change of speaker is detected, the video conferencing device can
switch automatically between the two cameras to always show the best camera view. Refer
to the Cameras SpeakerTrack TrackingMode setting for different switching modes.

Video conferencing devices with a built-in speakertrack camera (Room Kit, Room 55, Room
55 Dual, Room 70, Room 70 G2, Room 70 Panorama, Room Panorama, Board, Board Pro):
Speaker tracking uses automatic camera framing to select the best camera view based on
where people are in the room. The camera uses an audio tracking technique that finds and
captures a close-up of the active speaker.

Video conferencing devices with a camera that supports Best overview, but not speaker
tracking (Room Kit Mini and Desk series products): Best overview uses automatic camera
framing to select the best camera view based on where people are in the room.

USAGE:
xConfiguration Cameras SpeakerTrack Mode: Mode
where
Mode:
Auto/Off

Auto: Speaker tracking (not supported on Room Kit Mini or Desk series products)

and best overview is switched on. The device will detect people in the room and
automatically select the best camera framing. Users can switch the feature on or off
instantly in the camera control panel on the touch controller, but the feature is switched
back on after each call so that the device is ready for the next user.

Off: Speaker tracking (not supported on Room Kit Mini or Desk series products) and
best overview is switched off. If you have a Cisco TelePresence SpeakerTrack 60
Camera assembly the two cameras will operate as individual cameras.

Default value:
Auto

API Reference Guide
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xConfiguration Cameras SpeakerTrack Closeup
Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama Board BoardPro

Requires user role: ADMIN, INTEGRATOR, USER

Turn on/off the closeup and group framing feature.

This setting applies only when the Cameras SpeakerTrack Mode is set to Auto. When the
closeup functionality is turned on, the device will detect that a person is speaking and select
the best framing to cover that person. This is called a closeup and may not include all the
persons in the room. If you want all the persons in the room to be in the picture at all times
you can turn off the closeup functionality.

USAGE:
xConfiguration Cameras SpeakerTrack Closeup: Closeup
where
Closeup:
Auto/Off/On

Auto: The behavior depends on the device type. Board 55/55S/70/70S/85S and Board
Pro strive to keep everyone in the room in the camera frame at all times, while other
devices will zoom in either solely on the active speaker or the active speaker and the
participants in close proximity to him/her (group frame).

Off: The device will keep all the persons in the room in the camera framing at all times.
On: The device will zoom in on the active speaker or the group frame.

Default value:
Auto
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xConfiguration Cameras SpeakerTrack TrackingMode
Applies to: CodecPlus CodecPro BoardPro

Requires user role: ADMIN, INTEGRATOR
This setting applies only when using a Cisco TelePresence SpeakerTrack 60 camera, and
when Cameras SpeakerTrack Mode is set to Auto.

The speaker tracking algorithm can react to changes in two modes, one faster than the
other. The mode determines when the camera view will change to a new speaker.

USAGE:
xConfiguration Cameras SpeakerTrack TrackingMode: TrackingMode
where
TrackingMode:
Auto/Conservative
Auto: This is the normal tracking mode.

Conservative: The camera view will change to a new speaker later than in normal
tracking mode.

Default value:
Auto

xConfiguration Cameras SpeakerTrack ConnectorDetection Mode
Applies to: CodecPlus CodecPro

Requires user role: ADMIN, INTEGRATOR

This setting applies only when a Cisco TelePresence SpeakerTrack 60 camera is connected
to the video conferencing device.

Define whether to automatically detect or manually configure which video input each
individual camera is connected to. You should choose manual configuration in situations
where the video conferencing device does not receive EDID information from the cameras.
Typically, this will be when you use HDMI repeaters that do not pass on EDID information.

USAGE:
xConfiguration Cameras SpeakerTrack ConnectorDetection Mode: Mode
where
Mode:
Auto/Manual
Auto: Automatically detect which video inputs the cameras are connected to.

Manual: Manually define which video inputs the cameras are connected to. Use the
Cameras SpeakerTrack ConnectorDetection Cameraleft and Cameras SpeakerTrack
ConnectorDetection CameraRight settings.

Default value:
Auto

API Reference Guide
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xConfiguration Cameras SpeakerTrack ConnectorDetection Cameraleft
Applies to: CodecPlus CodecPro

Requires user role: ADMIN, INTEGRATOR

Define the number of the video input that SpeakerTrack 60's left camera is connected to.

This setting applies only when a Cisco TelePresence SpeakerTrack 60 camera is connected
to the video conferencing device. Furthermore, Cameras SpeakerTrack ConnectorDetection
Mode must be set to Manual.

USAGE:
xConfiguration Cameras SpeakerTrack ConnectorDetection Cameraleft: Cameraleft
where
Cameraleft:
Integer (1..5) [ CodecPro]
Integer (1..3) [ CodecPlus ]

Set a valid video input number. For example, set to 1 if the left camera is connected to
video input 1.

Default value:
1

xConfiguration Cameras SpeakerTrack ConnectorDetection CameraRight
Applies to: CodecPlus CodecPro

Requires user role: ADMIN, INTEGRATOR

Define the number of the video input that SpeakerTrack 60's right camera is connected to.

This setting applies only when a Cisco TelePresence SpeakerTrack 60 camera is connected
to the video conferencing device. Furthermore, Cameras SpeakerTrack ConnectorDetection
Mode must be set to Manual.

USAGE:

xConfiguration Cameras SpeakerTrack ConnectorDetection CameraRight:
CameraRight

where
CameraRight:
Integer (1..5) [ CodecPro]
Integer (1..3) [ CodecPlus ]

Set a valid video input number. For example, set to 2 if the right camera is connected
to video input 2.

Default value:
2
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xConfiguration Cameras SpeakerTrack Whiteboard Mode

Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR, USER

The Snap to Whiteboard feature extends the speaker tracking functionality, thus you need a
camera that supports speaker tracking. When Snap to Whiteboard feature is enabled and a
presenter is standing next to the whiteboard, the camera will capture both the presenter and
the whiteboard. If the feature is disabled, only the presenter will be captured. The Snap to
Whiteboard feature is set up from the touch controller or web interface.

USAGE:
xConfiguration Cameras SpeakerTrack Whiteboard Mode: Mode
where
Mode:
Oft/On
Off: The Snap to Whiteboard feature is disabled.
On: The Snap to Whiteboard feature is enabled.
Default value:
Off

xCommand xStatus Command Overview Appendices

Conference configuration

xConfiguration Conference AutoAnswer Mode
Applies to: All products

Requires user role: ADMIN

Define the auto answer mode. Use the Conference AutoAnswer Delay setting if you want
the device to wait a number of seconds before answering the call, and use the Conference
AutoAnswer Mute setting if you want your microphone to be muted when the call is
answered.

USAGE:
xConfiguration Conference AutoAnswer Mode: Mode
where
Mode:
Off/On

Off: You can answer incoming calls manually by tapping Answer on the touch
controller.

On: The device automatically answers incoming calls, except if you are already in a call.
You can answer or decline incoming calls manually when you are already engaged in a
call.

Default value:
Off

xConfiguration Conference AutoAnswer Mute
Applies to: All products

Requires user role: ADMIN

Define if the microphone shall be muted when an incoming call is automatically answered.
Requires that AutoAnswer Mode is switched on.

USAGE:
xConfiguration Conference AutoAnswer Mute: Mute
where
Mute:
Off/On
Off: The incoming call will not be muted.
On: The incoming call will be muted when automatically answered.
Default value:
Off
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xConfiguration Conference AutoAnswer Delay
Applies to: All products

Requires user role: ADMIN

Define how long (in seconds) an incoming call has to wait before it is answered automatically
by the device. Requires that AutoAnswer Mode is switched on.

USAGE:
xConfiguration Conference AutoAnswer Delay: Delay
where
Delay:
Integer (0..50)
The auto answer delay (seconds).
Default value:
0

xConfiguration Conference DefaultCall Protocol
Applies to: All products

Requires user role: ADMIN
Define the Default Call Protocol to be used when placing calls from the device.

USAGE:
xConfiguration Conference DefaultCall Protocol: Protocol
where

Protocol:

Auto/H320/H323/Sip/Spark

Auto: Enables auto-selection of the call protocol based on which protocols are
available. If multiple protocols are available, the order of priority is: 1) SIP; 2) H323; 3)
H320. If the device cannot register, the auto-selection chooses H323.

H320: All calls are set up as H.320 calls (only applicable if used with Cisco
TelePresence ISDN Link).

H323: All calls are set up as H.323 calls.
Sip: All calls are set up as SIP calls.
Spark: Reserved for Webex registered devices. Do not use.
Default value:
Auto

xCommand xStatus Command Overview

Appendices

xConfiguration Conference DefaultCall Rate
Applies to: All products

Requires user role: ADMIN, INTEGRATOR
Define the Default Call Rate to be used when placing calls from the device.

USAGE:

xConfiguration Conference DefaultCall Rate: Rate
where

Rate:

Integer (64..6000) [ RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D
Room70G2 DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro |

Integer (64..10000) [ Board ]

Integer (64..20000) [ RoomPanorama/Room70Panorama |
The default call rate (kbps).

Default value:

6000 [RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro |

10000 [ Board ]
16000 [ RoomPanorama/Room70Panorama ]

xConfiguration Conference DoNotDisturb DefaultTimeout
Applies to: All products

Requires user role: ADMIN, INTEGRATOR

This setting determines the default duration of a Do Not Disturb session, i.e. the period when
incoming calls are rejected and registered as missed calls. The session can be terminated
earlier by using the user interface.

USAGE:
xConfiguration Conference DoNotDisturb DefaultTimeout: DefaultTimeout
where
DefaultTimeout:
Integer (1..1440)

The number of minutes (maximum 1440 minutes = 24 hours) before the Do Not Disturb
session times out automatically.

Default value:
60
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xConfiguration Conference Encryption Mode
Applies to: All products

Requires user role: ADMIN

Define the conference encryption mode. A padlock with the text "Encryption On" or
"Encryption Off" displays on screen for a few seconds when the conference starts.

NOTE: If the Encryption Option Key is not installed on the device, the encryption mode is
always Off.

USAGE:
xConfiguration Conference Encryption Mode: Mode
where
Mode:
Off/On/BestEffort
Off: The device will not use encryption.
On: The device will only allow calls that are encrypted.
BestEffort: The device will use encryption whenever possible.

> In Point to point calls: If the far end device supports encryption (AES-128), the call
will be encrypted. If not, the call will proceed without encryption.

> In MultiSite calls: In order to have encrypted MultiSite conferences, all sites must
support encryption. If not, the conference will be unencrypted.

Default value:
BestEffort

xCommand xStatus Command Overview Appendices

xConfiguration Conference EndToEndEncryption Identity
PreferredDomain
Applies to: All products

Requires user role: ADMIN
This is only available on devices registered to the Webex cloud service or linked to Webex
Edge for devices.

This configuration is made when the admin sets the device's preferred domain from Control
Hub. It is only necessary if the organization has more than one domain.

The device uses this domain when it requests a certificate from the Webex CA. The domain
then identifies the device.

This configuration is not applicable when the device has an active, externally-issued
certificate to identify itself.
USAGE:

xConfiguration Conference EndToEndEncryption Identity PreferredDomain:
"PreferredDomain"

where
PreferredDomain:
String (0, 255)
Default value:

nn

xConfiguration Conference FarEndControl Mode
Applies to: All products

Requires user role: ADMIN

Lets you decide if the remote side (far end) should be allowed to select your video sources
and control your local camera (pan, tilt, zoom).

USAGE:
xConfiguration Conference FarEndControl Mode: Mode
where
Mode:
Off/On

Off: The far end is not allowed to select your video sources or to control your local
camera (pan, tilt, zoom).

On: Allows the far end to be able to select your video sources and control your local
camera (pan, tilt, zoom). You will still be able to control your camera and select your
video sources as normal.

Default value:
On
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xConfiguration Conference FarEndControl SignalCapability
Applies to: All products

Requires user role: ADMIN
Define the far end control (H.224) signal capability mode.

USAGE:
xConfiguration Conference FarEndControl SignalCapability: SignalCapability
where
SignalCapability:
Off/On
Off: Disable the far end control signal capability.
On: Enable the far end control signal capability.
Default value:
On

xConfiguration
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xConfiguration Conference JoinLeaveNotifications
Applies to: All products

Requires user role: ADMIN
Specify when to show notifications of people entering or exiting meetings.

USAGE:

xConfiguration Conference JoinLeaveNotifications: JoinLeaveNotifications
where

JoinLeaveNotifications:

Always/Auto/Never

Always: Always show all notifications.

Auto: Show notifications only for the first 25 joining participants.
Never: Never show notifications.

Default value:

Auto
xConfiguration Conference FarendMessage Mode

Applies to: All products xConfiguration Conference MaxReceiveCallRate

Requires user role: ADMIN Applies to: All products

. ) ) ) ) Requir r role: ADMIN
Toggle whether it is allowed to send data between two devices in a point-to-point call, equires user role

for use with control systems or macros. Works with SIP calls only. This setting will enable/

) Define the maximum receive bit rate to be used when placing or receiving calls.
disable the use of the xCommand Call FarEndMessage Send command.

Note that this is the maximum bit rate for each individual call; use the Conference
MaxTotalReceiveCallRate setting to set the aggregated maximum for all simultaneous active

USAGE: calls.
xConfiguration Conference FarendMessage Mode: Mode
where USAGE:
Mode: xConfiguration Conference MaxReceiveCallRate: MaxReceiveCallRate
Off/On where
MaxReceiveCallRate:

Off: It is not possible to send messages between two devices.

On: It is possible to send messages between two devices in a point-to-point call. Integer (64..6000) [ RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D

Room70G2 DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro |
Integer (64..20000 ) [ RoomPanorama/Room70Panorama |

Default value:

orf Integer (64..10000) [ Board ]
The maximum receive call rate (kbps).
Default value:
6000 [RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
DeskPro/DeskLE DeskMini DeskHub WebexDesk BoardPro |
10000 [ Board]
D47 204 20000 [ RoomPanorama/Room70Panorama ]
Hoomos 10000 [Board]
02-2022
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xConfiguration Conference MaxTransmitCallRate
Applies to: All products

Requires user role: ADMIN

Define the maximum transmit bit rate to be used when placing or receiving calls.

Note that this is the maximum bit rate for each individual call; use the Conference
MaxTotalTransmitCallRate setting to set the aggregated maximum for all simultaneous active
calls.

USAGE:

xConfiguration Conference MaxTransmitCallRate: MaxTransmitCallRate
where

MaxTransmitCallRate:

Integer (64..6000) [ RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D
Room70G2 DeskPro/DeskLE DeskMini DeskHub WebexDesk Board BoardPro ]

Integer (64..20000) [ RoomPanorama/Room70Panorama ]
The maximum transmitt call rate (kbps).
Default value:

6000 [RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
DeskPro/DeskLE DeskMini DeskHub WebexDesk Board BoardPro ]

20000 [ RoomPanorama/Room70Panorama ]

xCommand xStatus Command Overview

Appendices

xConfiguration Conference MaxTotalReceiveCallRate
Applies to: All products

Requires user role: ADMIN
This configuration applies when using a device's built-in MultiSite feature (optional) to host a
multipoint video conference.

Define the maximum overall receive bit rate allowed. The bit rate will be divided fairly
among all active calls at any time. This means that the individual calls will be up-speeded or
down-speeded as appropriate when someone leaves or enters a multipoint conference, or
when a call is put on hold (suspended) or resumed.

The maximum receive bit rate for each individual call is defined in the Conference
MaxReceiveCallRate setting.
USAGE:
xConfiguration Conference MaxTotalReceiveCallRate: MaxTotalReceiveCallRate
where
MaxTotalReceiveCallRate:

Integer (64..6000) [RoomKit RoomKitMini CodecPlus Room55 Room70/Room55D DeskMini
WebexDesk |

Integer (64..10000) [ DeskHub Board BoardPro ]
Integer (64..15000) [ CodecPro Room70G2 DeskPro/DeskLE ]
Integer (64..20000) [ RoomPanorama/Room70Panorama |
The maximum receive call rate (kbps).
Default value:
6000 [RoomKit RoomKitMini CodecPlus Room55 Room70/Room55D DeskMini WebexDesk |
10000 [ DeskHub Board BoardPro ]
15000 [ CodecPro Room70G2 DeskPro/DeskLE ]
20000 [ RoomPanorama/Room70Panorama ]
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xConfiguration Conference MaxTotalTransmitCallRate
Applies to: All products

Requires user role: ADMIN

This configuration applies when using a device's built-in MultiSite feature (optional) to host a
multipoint video conference.

Define the maximum overall transmit bit rate allowed. The bit rate will be divided fairly
among all active calls at any time. This means that the individual calls will be up-speeded or
down-speeded as appropriate when someone leaves or enters a multipoint conference, or
when a call is put on hold (suspended) or resumed.

The maximum transmit bit rate for each individual call is defined in the Conference
MaxTransmitCallRate setting.
USAGE:
xConfiguration Conference MaxTotalTransmitCallRate: MaxTotalTransmitCallRate
where
MaxTotalTransmitCallRate:

Integer (64..6000) [RoomKit RoomKitMini CodecPlus Room55 Room70/Room55D DeskMini
WebexDesk Board BoardPro ]

Integer (64..15000) [ CodecPro Room70G2 DeskPro/DeskLE |
Integer (64..20000) [ RoomPanorama/Room70Panorama ]
Integer (64..10000) [ DeskHub |

The maximum transmit call rate (kbps).

Default value:

6000 [RoomKit RoomKitMini CodecPlus Room55 Room70/Room55D DeskMini WebexDesk Board
BoardPro |

15000 [ CodecPro Room70G2 DeskPro/DeskLE ]
20000 [ RoomPanorama/Room70Panorama ]
10000 [ DeskHub ]

xCommand xStatus Command Overview Appendices

xConfiguration Conference MicUnmuteOnDisconnect Mode
Applies to: All products

Requires user role: ADMIN

Define if the microphones shall be unmuted automatically when all calls are disconnected.
In a meeting room or other shared resources this may be done to prepare the device for the
next user.

USAGE:
xConfiguration Conference MicUnmuteOnDisconnect Mode: Mode
where
Mode:
Off/On

Off: If muted during a call, let the microphones remain muted after the call is
disconnected.

On: Unmute the microphones after the call is disconnected.
Default value:
On
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xConfiguration Conference Multipoint Mode
Applies to: All products

Requires user role: ADMIN

Define how to expand a point-to-point video call (a call involving only two parties) into a
multipoint conference with more participants (ad hoc conferences). Both the built-in MultiSite
feature, which relies only on local resources, and different solutions based on centralized
infrastructure (multipoint control units - MCUs) are available.

The MultiSite feature is an upgrade option and may not be available on all devices. The
MultiSite option key must be installed on the device.

If registered to a Cisco TelePresence Video Communication Server (VCS), the device

can use MultiSite when calling other video devices. If registered to a Cisco Unified
Communications Manager (CUCM) version 8.6.2 or newer, the device can use either a
CUCM conference bridge, or the device's own built-in MultiSite feature. Which option to use,
is set-up by CUCM.

In either case, multiparty conferences may be set up via an MCU if you call an MCU that
allows devices to add participants to a conference (Direct Remote Add).

USAGE:
xConfiguration Conference Multipoint Mode: Mode
where
Mode:
Auto/CUCMMediaResourceGroupList/MultiSite/Off
Auto: The multipoint method is selected automatically.
Multiparty conferences are set up using the built-in MultiSite feature, provided that
the MultiSite option key is installed on the device, and that you are calling another
video device (not an MCU). Only the MultiSite host can add participants. This prevents
cascaded conferences. If the device doesn't have the MultiSite option key, you cannot
call more than one video device on video. You may add one extra participant on
audio-only.
Regardless of the MultiSite option key, multiparty conferences may be set up via an
MCU if you call an MCU that allows devices to add participants to a conference (Direct
Remote Add).
CUCMMediaResourceGroupList: Multiparty conferences are hosted by the CUCM
configured conference bridge. This setting is provisioned by CUCM in a CUCM
environment, and should never be set manually by the user.
MultiSite: Multiparty conferences are set up using the built-in MultiSite feature,
provided that the MultiSite option key is installed on the device. If the device doesn't
have the MultiSite option key, you cannot call more than one device on video. You may
add one extra device on audio-only.
Off: You cannot call more than one device on video, but you may add one extra device
on audio-only. Multiparty conferences may be set up via an MCU if you call an MCU
that allows devices to add participants to a conference (Direct Remote Add).

Default value:
Auto

xCommand xStatus Command Overview
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xConfiguration Conference MultiStream Mode

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama

Requires user role: ADMIN
The device supports multistream video for conferences.

USAGE:
xConfiguration Conference MultiStream Mode: Mode
where
Mode:
Auto/Off

Auto: Multistream will be used when the conference infrastructure supports the
feature. Minimum versions required: CMS 2.2, CUCM 11.5, VCS X8.7.

Off: Multistream is disabled.
Default value:
Auto
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FacilityService configuration

xConfiguration FacilityService Service [n] CallType

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE WebexDesk Board

Requires user role: ADMIN, INTEGRATOR

Define the call type for each facility service. Up to five different facility services are
supported. A facility service is not available unless both the FacilityService Service [n] Name
and the FacilityService Service [n] Number settings are properly set. Facility services are
available from the user interface.

USAGE:
xConfiguration FacilityService Service [n] CallType: CallType
where
n: Unique ID that identifies the service.
Range: 1.5
CallType:
Audio/Video
Audio: Select this option for audio calls.
Video: Select this option for video calls.
Default value:
Video

xConfiguration

API Reference Guide
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xConfiguration FacilityService Service [n] Name

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE WebexDesk Board

Requires user role: ADMIN, INTEGRATOR

Define the name of the facility service. Up to five different facility services are supported.
A facility service is not available unless both the FacilityService Service [n] Name and the
FacilityService Service [n] Number settings are properly set. The name will show on the
facility service call button, which appears when you tap the question mark icon in the top
bar. Facility services are available from the user interface.

USAGE:
xConfiguration FacilityService Service [n] Name: "Name"
where
n: Unique ID that identifies the service.
Range: 1.5
Name:

String (0, 1024)
The name of the facility service.
Default value:

Service 1: "Live Support" Other services: ""

xConfiguration FacilityService Service [n] Number

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE WebexDesk Board

Requires user role: ADMIN, INTEGRATOR

Define the number (URI or phone number) of the facility service. Up to five different facility
services are supported. A facility service is not available unless both the FacilityService
Service [n] Name and the FacilityService Service [n] Number settings are properly set.
Facility services are available from the user interface.

USAGE:
xConfiguration FacilityService Service [n] Number: "Number"
where
n: Unique ID that identifies the service.
Range: 1.5
Number:
String (0, 1024)
The number (URI or phone number) of the facility service.
Default value:

"
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xConfiguration FacilityService Service [n] Type
Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE WebexDesk Board

Requires user role: ADMIN, INTEGRATOR

Up to five different facility services can be supported simultaneously. With this setting you
can select what kind of services they are. A facility service is not available unless both the
FacilityService Service [n] Name and the FacilityService Service [n] Number settings are
properly set. Facility services are available from the user interface.

USAGE:
xConfiguration FacilityService Service [n] Type: Type
where
n: Unigue ID that identifies the service.
Range: 1.5
Iype:
Catering/Concierge/Emergency/Helpdesk/Security/Transportation/Other
Catering: Select this option for catering services.
Concierge: Select this option for concierge services.
Emergency: Select this option for emergency services.
Helpdesk: Select this option for helpdesk services.
Security: Select this option for security services.
Transportation: Select this option for transportation services.
Other: Select this option for services not covered by the other options.
Default value:
Helpdesk

xCommand xStatus Command Overview Appendices

GPIO configuration

xConfiguration GPIO Pin [n] Mode

Applies to: CodecPro Room70G2 RoomPanorama/Room70Panorama

Requires user role: ADMIN, INTEGRATOR

The four GPIO pins are configured individually. The actual measured pin state (Low/High) can
be retrieved by the GPIO Pin [1..4] State status.
The default state for a pin in output mode is High (+12 V).

NOTE: A pin defined to output mode can be set to force line Low actively. If set to High, the
line will be high only when it is not connected to an external device that pulls the line low.

USAGE:
xConfiguration GPIO Pin [n] Mode: Mode
where
n: GPIO pin number.

Range: 1.4
Mode:
InputAcceptAllCalls/InputDisconnectAllCalls/InputMuteMicrophones/InputNoAction/

OutputAllCallsEncrypted/OutputinCall/OutputManualState/OutputMicrophonesMuted/
OutputPresentationOn/OutputStandbyActive

InputAcceptAllCalls: \When the pin transitions from High to Low on an incoming call,
the call will be accepted (the Call Accept command is issued automatically).

InputDisconnectAllCalls: \When the pin transitions from High to Low during a call,
call(s) will be disconnected (the Call Disconnect command is issued automatically).

InputMuteMicrophones: \When the pin transitions from High to Low during a call, the
microphones will be muted. When the pin transitions from Low to High during a call,
the microphones will be unmuted (the Audio Mute and Audio Unmute commands are
issued automatically).

InputNoAction: The pin state does not trigger any action. The pin state can be read
with the GPIO Pin [1..4] State status.

OutputAllCallsEncrypted: The pin is set Low when all calls are encrypted, and High
when one or more calls are not encrypted.

OutputinCall: The pin is set Low when in call, and High when not in call.

OutputManualState: The pin state can be set to High or Low by the GPIO ManualState
Set PinX command. It is set to +12 V or 0 V, respectively.

OutputMicrophonesMuted: The pin is set Low when the microphones are muted, and
High when they are not muted.

OutputPresentationOn: The pin is set Low when a presentation is active, and High
when a presentation is not active.

OutputStandbyActive: The pin is set Low when the device is in standby mode, and
High when the device is not in standby mode.

Default value:
InputNoAction



Cisco Webex

RoomOS 10 API Reference Guide

Table of Contents Introduction About the API xConfiguration xCommand xStatus Command Overview Appendices

|_| 323 CcO ﬂfl g u ratio N xConfiguration H323 Authentication Password
Applies to: All products

xConfiguration H323 Authentication Mode Requires user role: ADMIN

Applies to: All products The device sends the H323 Authentication Login Name and the H323 Authentication
Password to an H.323 Gatekeeper for authentication. The authentication is a one way
authentication from the device to the H.323 Gatekeeper, i.e. the device is authenticated to
Define the authenticatin mode for the H.323 profile. the gatekeeper. If the H.323 Gatekeeper indicates that no authentication is required, the
device will still try to register. Requires the H.323 Authentication Mode to be enabled.

Requires user role: ADMIN

USAGE:

xConfiguration H323 Authentication Mode: Mode USAGE:

xConfiguration H323 Authentication Password: "Password"

where
Mode: where
OFf/On Password:
Off: The device will not try to authenticate itself to a H.323 Gatekeeper, but will still try String (0, 50)
a normal registration. The authentication password.
On: If an H.323 Gatekeeper indicates that it requires authentication, the device will try Default value:

to authenticate itself to the gatekeeper. Requires the H323 Authentication LoginName o
and H323 Authentication Password settings to be defined on both the device and the
Gatekeeper.

xConfiguration H323 CallSetup Mode

Default value: Applies to: All products

Off )
Requires user role: ADMIN

xConfiguration H323 Authentication LoginName Defines whether to use a Gatekeeper or Direct calling when establishing H.323 calls.
Applies to: All products Direct H.323 calls can be made also when H323 CallSetup Mode is set to Gatekeeper.
Requires user role: ADMIN USAGE:
The device sends the H323 Authentication Login Name and the H323 Authentication xConfiguration H323 CallSetup Mode: Mode
Password to an H.323 Gatekeeper for authentication. The authentication is a one way where
authentication from the device to the H.323 Gatekeeper, i.e. the device is authenticated to Mod

oqge:

the gatekeeper. If the H.323 Gatekeeper indicates that no authentication is required, the
device will still try to register. Requires the H.323 Authentication Mode to be enabled. Direct/Gatekeeper

Direct: You can only make an H.323 call by dialing an IP address directly.

USAGE:
) ) ) . ) " ) " Gatekeeper: The device uses a Gatekeeper to make an H.323 call. When choosing this
xConfiguration H323 Authentication LoginName: 'LoginName" option, the H323 Gatekeeper Address must also be configured.
where Default value:
LoginName:

Gatekeeper
String (0, 50)

The authentication login name.

Default value:
D15472.04
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xConfiguration H323 Encryption AES256Support
Applies to: All products

Requires user role: ADMIN

The device always supports 128-bit AES encryption keys for the media transport. You can
configure the device to also support 256-bit keys. When using 256-bit keys the minimum
key size for the Diffie-Hellman key exchange method should be 2048 bit (refer to the H323
Encryption KeySize setting).

USAGE:
xConfiguration H323 Encryption AES256Support: AES256Support
where
AES256Support:
Off/On
Off: The device only supports 128-bit AES encryption keys.
On: The device supports both 128-bit and 256-bit AES encryption keys.
Default value:
Off

xConfiguration H323 Encryption KeySize
Applies to: All products

Requires user role: ADMIN

Define the minimum or maximum key size for the Diffie-Hellman key exchange method,
which is used when establishing the Advanced Encryption Standard (AES) encryption key.

USAGE:
xConfiguration H323 Encryption KeySize: KeySize
where

KeySize:
Max1024bit/Min1024bit/Min2048bit
Max1024bit: The maximum size is 1024 bit.
Min1024bit: The minimum size is 1024 bit.
Min2048bit: The minimum size is 2048 bit.
Default value:
Min1024bit

xConfiguration

xCommand xStatus Command Overview Appendices

xConfiguration H323 Gatekeeper Address
Applies to: All products

Requires user role: ADMIN

Define the IP address of the Gatekeeper. Requires H323 CallSetup Mode to be set to
Gatekeeper.

USAGE:
xConfiguration H323 Gatekeeper Address: "Address"
where
Address:
String (0, 255)
A valid IPv4 address, IPv6 address or DNS name.
Default value:

"

xConfiguration H323 H323Alias E164
Applies to: All products

Requires user role: ADMIN

The H.323 Alias E.164 defines the address of the device, according to the numbering plan
implemented in the H.323 Gatekeeper. The E.164 alias is equivalent to a telephone number,
sometimes combined with access codes.

USAGE:
xConfiguration H323 H323Alias El64: "EI64"
where
El64:
String (0, 30)
The H.323 Alias E.164 address. Valid characters are 0-9, * and #.
Default value:

"
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xConfiguration H323 H323Alias ID xConfiguration H323 NAT Mode

Applies to: All products Applies to: All products

Requires user role: ADMIN Requires user role: ADMIN

Define the H.323 Alias ID, which is used to address the device on a H.323 Gatekeeper and The H323 NAT Mode is intended to be used if your device is on a private network and is not

will be displayed in the call lists. registered to a gatekeeper. H323 NAT Mode can then be used to reach devices on a public

network.

USAGE: NAT is not supported for IPv6.
xConfiguration H323 H323Alias ID: IDY NOTE: The H323 NAT Mode and H323 NAT Address settings will be ignored if the video
where

conferencing devices is registered to a gatekeeper. We recommend the use of a gatekeeper
1D with firewall traversal capabilities, rather than using the H323 NAT Mode.

String (0, 49)

The H.323 Alias ID. Example: "firstname.lastname@company.com”, "My H.323 Alias ID" Uj?oii.iguration H323 NAT Mode: Mode
Default value: where
i Mode:
Auto/Off/On

Auto: Auto mode works only if you have specified the NAT address in the H323 NAT
Address setting.

NAT is turned On if the device is not registered to a gatekeeper, the local address of
the device is private, the address you are calling (remote) is public, and both the local
and remote addresses are IPv4. Otherwise, NAT is turned Off.

This means that you can place calls to devices on your private network as well as to
external devices (outside your private network). For calls on your private network, the
H323 NAT Address is not used (but must be present). For calls to the public network,
the H323 NAT Address is used.

Off: NAT is turned off, and the H323 NAT Address setting will be ignored. In this case
you will not be able to set up a call to a device that is outside of your private network
unless you use a gatekeeper.

On: NAT is always turned on. You must specify the NAT address in the H323 NAT
Address setting. The device will always signal the H323 NAT Address instead of its
private IP address in Q.931 and H.245. If the H323 NAT Address is wrong or not set,
H.323 calls cannot be set up.

Default value:
Off
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xConfiguration H323 NAT Address
Applies to: All products

Requires user role: ADMIN

Define the external/global IP address of the router with NAT support. This address will be
exposed when setting up a call to devices outside your private network. Refer to the H323
NAT Mode setting for details when the NAT Address is used.

In the router, the following ports must be routed to the video conferencing device's IP
address:

* Port 1720
* Port 5555-6555
* Port 2326-2487

USAGE:
xConfiguration H323 NAT Address: "Address"
where
Address:
String (0, 64)

An IPv4 address. It's most often a public IP address, refer to RFC 1918, but it could also
be another private address (e.g. in a larger company network).

Default value:

nn

xCommand xStatus Command Overview Appendices

HttpClient configuration

xConfiguration HttpClient Mode
Applies to: All products

Requires user role: ADMIN

Allow or prohibit communication with an external HTTP(S) server using HTTP(S) requests
and responses.

USAGE:
xConfiguration HttpClient Mode: Mode
where
Mode:
Oft/On

Off: The video conferencing device cannot communicate with an external HTTP(S)
server.

On: The video conferencing device is allowed to communicate with an external
HTTP(S) server.

Default value:
Off

xConfiguration HttpClient AllowHTTP
Applies to: All products

Requires user role: ADMIN

The HttpClient Mode setting is used to allow or prohibit communication with an external
HTTP(S) server. The Mode setting does not distinguish between HTTP and HTTPS. You must
use the HttpClient AllowHTTP setting to further allow or prohibit the use of HTTP.

USAGE:
xConfiguration HttpClient AllowHTTP: AllowHTTP
where
AllowHTTP:

False/True
False: The video conferencing device can communicate only over HTTPS.
True: The video conferencing device can communicate over both HTTPS and HTTP.

Default value:
True
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xConfiguration HttpClient AllowlnsecureHTTPS
Applies to: All products

Requires user role: ADMIN

You can choose whether or not to allow the video conferencing device to communicate with
a server over HTTPS without checking the server's certificate first.

Even if the device is allowed to skip the certificate validation process, it doesn't automatically
do it. You must specifically set the AllowlnsecureHTTPS parameter in each xCommand
HttpClient command for data to be exchanged with the server without certificate validation.

USAGE:
xConfiguration HttpClient AllowInsecureHTTPS: AllowInsecureHTTPS

where
AllowInsecureHTTPS:

False/True

False: The device always checks that the HTTPS server has a valid certificate. No
communication with the server takes place if the certificate validation fails.

True: The device is allowed to skip the certificate validation process before
communicating with the server.

Default value:
False

xConfiguration HttpClient UseHttpProxy
Applies to: All products

Requires user role: ADMIN

There are several UseHttpProxy settings that specify if a service shall communicate via an
HTTP proxy or not. The HttpClient UseHttpProxy setting applies to macros and arbitrary
HTTP(S) requests using the HttpClient commands.

For this setting to have any effect, a proxy server for HTTP, HTTPS, and WebSocket traffic
must be set up using the NetworkServices HTTP Proxy settings.

USAGE:
xConfiguration HttpClient UseHttpProxy: UseHttpProxy
where
UseHttpProxy.
Off/On

Off: Set up communication directly with the server (not using a proxy).
On: Set up communication via proxy.

Default value:
On

xCommand xStatus Command Overview

Appendices

HttpFeedback configuration

xConfiguration HttpFeedback TlsVerify
Applies to: All products

Requires user role: ADMIN

This setting applies when a video conferencing device connects to an HTTPS server

for arbitrary HTTPS communication (refer to the HttpClient Post/Put/Patch/Get/Delete
commands). For phone book, provisioning, and external logging servers, see the Phonebook
Server 1 TIsVerify, Provisioning TlsVerify, and Logging External TlsVerify settings.

Before establishing a connection between the device and the HTTPS server, the device
checks if the certificate of the server is signed by a trusted Certificate Authority (CA). The
CA certificate must be included in the CA list on the device, either pre-installed or manually
uploaded using the web interface or API.

In general, the minimum TLS (Transport Layer Security) version for the HTTPS connection
is 1.1. There are two exceptions to this rule: 1) For compatibility reasons, the minimum TLS
version is 1.0 for devices that are registered to CUCM. 2) Devices registered to the Webex
cloud service always use version 1.2.

Note: The value is set to Off for a device that has been upgraded to CE9.9 (or later) from
CE9.8 or earlier software versions, provided that the device has not been factory reset after
the upgrade, and that the old NetworkServices HTTPS VerifyServerCertificate setting was
not explicitly set to On.

USAGE:
xConfiguration HttpFeedback TlsVerify: TlsVerify
where
TlsVerify:
Off/On

Off: The device doesn't check the certificate of the HTTPS server.

On: The device checks if the certificate of the HTTPS server can be trusted. If not, the
connection between the device and the server is not established.

Default value:
On
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xConfiguration HttpFeedback UseHttpProxy
Applies to: All products

Requires user role: ADMIN

There are several UseHttpProxy settings that specify if a service shall communicate via an
HTTP proxy or not. The HttpFeedback UseHttpProxy setting applies to feedback sent from
the video device.

For this setting to have any effect, a proxy server for HTTP, HTTPS, and WebSocket traffic
must be set up using the NetworkServices HTTP Proxy settings.
USAGE:
xConfiguration HttpFeedback UseHttpProxy: UseHttpProxy
where
UseHttpProxy:
Off/On
Off: Set up communication directly with the server (not using a proxy).
On: Set up communication via proxy.
Default value:
On

xConfiguration

xCommand xStatus Command Overview Appendices

Logging configuration

xConfiguration Logging CloudUpload Mode
Applies to: All products

Requires user role: ADMIN

Specify whether or not logs from the device can be uploaded to the Webex cloud service.
The device logs will be filtered for personally-identifiable information before they are sent to
the cloud.

When enabled, the log upload can be initiated from the device itself or from Control Hub.
The device will display a "Send logs" button on the user interface, and there will be a
"Manage Logs" section on the Devices page in Control Hub.

The device must either be registered to the Webex cloud service or registered to an
on-premises service and linked to Webex Edge for Devices.

USAGE:
xConfiguration Logging CloudUpload Mode: Mode
where
Mode:
Off/On
Off: Logs from the device can not be uploaded to the Webex cloud.
On: Logs from the device can be uploaded to the Webex cloud.
Default value:
Off
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xConfiguration Logging External Mode
Applies to: All products

Requires user role: ADMIN
Specify whether or not to store the device logs on a remote syslog server. This setting has
no effect if the Logging Mode setting is set to Off.
You must enter the address of the remote server in the Logging External Server Address
setting. Unless otherwise specified in the Logging External Server Port setting, the standard
syslog port is used.
USAGE:
xConfiguration Logging External Mode: Mode
where
Mode:
Off/On
Off: Device logs will not be stored on the remote syslog server.
On: Device logs will be stored on the remote syslog server.
Default value:
Off

xConfiguration Logging External Protocol
Applies to: All products

Requires user role: ADMIN

Specify which protocol to use toward the remote logging server. You can use either the
syslog protocol over TLS (Transport Layer Security), or the syslog protocol in plaintext. For
details about the syslog protocol, see RFC 5424.
USAGE:
xConfiguration Logging External Protocol: Protocol
where
Protocol:
Syslog/SyslogTLS
Syslog: Syslog protocol in plain text.
SyslogTLS: Syslog protocol over TLS.
Default value:
SyslogTLS

xConfiguration

xCommand xStatus Command Overview

Appendices

xConfiguration Logging External Server Address
Applies to: All products

Requires user role: ADMIN
Specify the address of the remote syslog server.

USAGE:
xConfiguration Logging External Server Address: "Address"
where
Address:
String (0, 255)
A valid IPv4 address, IPv6 address or DNS name.
Default value:

"

xConfiguration Logging External Server Port
Applies to: All products

Requires user role: ADMIN

The port that the remote syslog server listens for messages on. If set to 0, the device will
use the standard syslog port. The standard syslog port is 514 for syslog, and 6514 for syslog
over TLS.
USAGE:

xConfiguration Logging External Server Port: Port

where

Port:
Integer (0..65535)

The number of the port that the remote syslog server is using. 0 means that the device
uses the standard syslog port.

Default value:
514
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xConfiguration

xConfiguration Logging External TIsVerify
Applies to: All products

Requires user role: ADMIN

This setting applies when a video conferencing device connects to a remote syslog server. It
applies to both regular logging (refer to the Logging External Mode setting) and audit logging
(refer to the Security Audit Logging Mode setting).

Before establishing a connection between the device and the syslog server, the device
checks if the certificate of the server is signed by a trusted Certificate Authority (CA). The
CA certificate must be included in the CA list on the device, either pre-installed or manually
uploaded using the web interface or API.

The minimum TLS (Transport Layer Security) version for the syslog connection is 1.1.

USAGE:
xConfiguration Logging External TlsVerify: TlsVerify
where
TlsVerify:
Off/On

Off: The device doesn't check the certificate of the syslog server.

On: The device checks if the certificate of the syslog server can be trusted. If not, the
connection between the device and the server is not established.

Default value:
On

xConfiguration Logging Internal Mode
Applies to: All products

Requires user role: ADMIN

Specify whether or not to store the system logs on the device (local files). These are the files
that you get when you download the log bundles from the device. This setting has no effect
if the Logging Mode setting is set to Off.
USAGE:
xConfiguration Logging Internal Mode: Mode
where
Mode:
Off/On
Off: System logs will not be stored on the device.
On: System logs will be stored on the device.
Default value:
On

API Reference Guide

xCommand xStatus Command Overview

Appendices

Macros configuration

xConfiguration Macros Mode
Applies to: All products

Requires user role: ADMIN

Macros allow you to write snippets of JavaScript code that can automate parts of your video
conferencing device, thus creating custom behavior. Use of macros is disabled by default,
but the first time you open the Macro Editor you will be asked whether to enable use of
macros on the device. Use this setting when you want to manually enable, or to permanently
disable the use of macros on the device. You can disable the use of macros within the
Macro Editor. But this will not permanently disable macros from running, because every time
the device is reset the macros will be re-enabled automatically.
USAGE:
xConfiguration Macros Mode: Mode
where
Mode:
Off/On
Off: Permanently disable the use of macros on this device.
On: Enable the use of macros on this device.
Default value:

Off

xConfiguration Macros AutoStart
Applies to: All products

Requires user role: ADMIN

All the macros run in a single process on the video conferencing device, called the macro
runtime. It should be running by default, but you can choose to stop and start it manually. If
you restart the device, the runtime will automatically start again if auto start is enabled.
USAGE:
xConfiguration Macros AutoStart: AutoStart
where
AutoStart:
Off/On
Off: The macro runtime will not start automatically after a restart of the device.
On: The macro runtime will start automatically after a restart of the device.
Default value:
On
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xConfiguration Macros UnresponsiveTimeout
Applies to: All products

Requires user role: ADMIN

Macros are continuously monitored to detect unresponsive code. Unresponsive macros are
typically a sign of a programming error, but occasionally it might be due to limited system
resources. Increasing the value allows macros to run for longer without being terminated,
while decreasing the value ensures that faulty macros do not consume system resources.

USAGE:

xConfiguration Macros UnresponsiveTimeout: UnresponsiveTimeout

where
UnresponsiveTimeout:
Integer (0..65535)

Set the number of seconds before terminating an unresponsive macro. The value 0O
disables the check altogether.

Default value:

5 [RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE DeskMini DeskHub WebexDesk Board

BoardPro |

xConfiguration

xCommand xStatus Command Overview Appendices

Network configuration

xConfiguration Network [n] DNS DNSSEC Mode
Applies to: All products

Requires user role: ADMIN

Domain Name System Security extensions (DNSSEC) is a set of extensions to DNS. It is
used to authenticate DNS replies for zones that are signed. It will still allow unsigned zones.

USAGE:
xConfiguration Network [n] DNS DNSSEC Mode: Mode
where
n: Index that identifies the network.
Range: 1..1
Mode:
Off/On
Off: Disable Domain Name System Security Extensions.
On: Enable Domain Name System Security Extensions.
Default value:
Ooff

xConfiguration Network [n] DNS Domain Name
Applies to: All products

Requires user role: ADMIN
The DNS Domain Name is the default domain name suffix which is added to unqualified
names.

Example: If the DNS Domain Name is "company.com" and the name to lookup is
"MyVideoSystem", this will result in the DNS lookup "MyVideoSystem.company.com".

USAGE:
xConfiguration Network [n] DNS Domain Name: "Name"
where
n: Index that identifies the network.
Range: 1..1
Name:
String (0, 64)
The DNS domain name.

Default value:

"
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xConfiguration Network [n] DNS Server [m] Address
Applies to: All products

Requires user role: ADMIN

Define the network addresses for DNS servers. Up to three addresses may be specified. If
the network addresses are unknown, contact your administrator or Internet Service Provider.

USAGE:
xConfiguration Network [n] DNS Server [m] Address: "Address"
where
n: Index that identifies the network.

Range: 1.1
. Index that identifies the DNS server. Maximum three DNS servers are allowed.

=]

Range: 1..3
Address:
String (0, 64)
A valid IPv4 address or IPv6 address.
Default value:

nn

xConfiguration Network [n] IEEE8021X Mode
Applies to: All products

Requires user role: ADMIN

The device can be connected to an IEEE 802.1X LAN network, with a port-based network
access control that is used to provide authenticated network access for Ethernet networks.
USAGE:

xConfiguration Network [n] IEEE8021X Mode: Mode

where

n: Index that identifies the network.
Range: 1.1
Mode:
Off/On
Off: The 802.1X authentication is disabled.
On: The 802.1X authentication is enabled.
Default value:
Off

xCommand xStatus Command Overview Appendices

xConfiguration Network [n] IEEE8021X TlsVerify
Applies to: All products

Requires user role: ADMIN

Verification of the server-side certificate of an IEEE802.1x connection against the
certificates in the local CA-list when TLS is used. The CA-list must be uploaded to the video
conferencing device. This can be done from the web interface.

This setting takes effect only when Network [1] IEEE8021X Eap Tls is enabled (On).

USAGE:
xConfiguration Network [n] IEEE8021X TlsVerify: TlsVerify
where
n: Index that identifies the network.
Range: 1..1
TlsVerify:
Off/On

Off: When set to Off, TLS connections are allowed without verifying the server-side
X.5009 certificate against the local CA-list. This should typically be selected if no CA-list
has been uploaded to the device.

On: When set to On, the server-side X.509 certificate will be validated against the local
CA-list for all TLS connections. Only servers with a valid certificate will be allowed.

Default value:
Off
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xConfiguration Network [n] IEEE8021X UseClientCertificate
Applies to: All products

Requires user role: ADMIN

Authentication using a private key/certificate pair during an IEEE802.1x connection. The
authentication X.509 certificate must be uploaded to the video conferencing device. This
can be done from the web interface.

USAGE:

xConfiguration Network [n] IEEE8021X UseClientCertificate: UseClientCertificate
where
n: Index that identifies the network.

Range: 1.1
UseClientCertificate:
Off/On
Off: When set to Off client-side authentication is not used (only server-side).

On: When set to On the client (video conferencing device) will perform a mutual
authentication TLS handshake with the server.

Default value:
Off

xConfiguration Network [n] IEEE8021X Identity
Applies to: All products
Requires user role: ADMIN

Define the username for 802.1X authentication.

USAGE:
xConfiguration Network [n] IEEE8021X Identity: "Identity"
where

n: Index that identifies the network.
Range: 1.1
Identity:
String (0, 64)
The username for 802.1X authentication.

Default value:

nn

xCommand xStatus Command Overview

Appendices

xConfiguration Network [n] IEEE8021X Password
Applies to: All products

Requires user role: ADMIN
Define the password for 802.1X authentication.

USAGE:
xConfiguration Network [n] IEEE8021X Password: "Password"
where
n: Index that identifies the network.
Range: 1..1
Password:
String (0, 50)
The password for 802.1X authentication.
Default value:

"

xConfiguration Network [n] IEEE8021X Anonymousldentity
Applies to: All products

Requires user role: ADMIN

The 802.1X Anonymous ID string is to be used as unencrypted identity with EAP (Extensible
Authentication Protocol) types that support different tunneled identity, like EAP-PEAP and
EAP-TTLS. If set, the anonymous ID will be used for the initial (unencrypted) EAP Identity
Request.

USAGE:

xConfiguration Network [n] IEEE8021X AnonymousIdentity: "AnonymousIdentity"
where

n: Index that identifies the network.
Range: 1..1

AnonymousIdentity:
String (0, 64)
The 802.1X Anonymous ID string.

Default value:

"
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xConfiguration Network [n] IEEE8021X Eap Md5
Applies to: All products

Requires user role: ADMIN

Define the Md5 (Message-Digest Algorithm 5) mode. This is a Challenge Handshake
Authentication Protocol that relies on a shared secret. Md5 is a Weak security.
USAGE:
xConfiguration Network [n] IEEE8021X Eap Md5: Md5
where
n: Index that identifies the network.
Range: 1.1
Mdb:
Off/On
Off: The EAP-MD5 protocol is disabled.
On: The EAP-MD5 protocol is enabled.
Default value:
On

xConfiguration Network [n] IEEE8021X Eap Ttls
Applies to: All products

Requires user role: ADMIN

Define the TTLS (Tunneled Transport Layer Security) mode. Authenticates LAN clients
without the need for client certificates. Developed by Funk Software and Certicom. Usually
supported by Agere Systems, Proxim and Avaya.

USAGE:
xConfiguration Network [n] IEEE8021X Eap Ttls: Ttls
where
n: Index that identifies the network.
Range: 1.1
Ttls:
Off/On
Off: The EAP-TTLS protocol is disabled.
On: The EAP-TTLS protocol is enabled.
Default value:
On

xConfiguration

xCommand xStatus Command Overview Appendices

xConfiguration Network [n] IEEE8021X Eap Tls
Applies to: All products

Requires user role: ADMIN

Enable or disable the use of EAP-TLS (Transport Layer Security) for IEEE802.1x connections.
The EAP-TLS protocol, defined in RFC 5216, is considered one of the most secure EAP
standards. LAN clients are authenticated using client certificates.

USAGE:
xConfiguration Network [n] IEEE8021X Eap Tls: Tls
where
n: Index that identifies the network.
Range: 1..1
Tls:
Off/On
Off: The EAP-TLS protocol is disabled.
On: The EAP-TLS protocol is enabled.
Default value:
On

xConfiguration Network [n] IEEE8021X Eap Peap
Applies to: All products

Requires user role: ADMIN

Define the Peap (Protected Extensible Authentication Protocol) mode. Authenticates LAN
clients without the need for client certificates. Developed by Microsoft, Cisco and RSA
Security.

USAGE:
xConfiguration Network [n] IEEE8021X Eap Peap: Peap
where
n: Index that identifies the network.
Range: 1..1
Peap:
Oft/On
Off: The EAP-PEAP protocol is disabled.
On: The EAP-PEAP protocol is enabled.
Default value:
On
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xConfiguration Network [n] IPStack xConfiguration Network [n] IPv4 Assignment
Applies to: All products Applies to: All products
Requires user role: ADMIN Requires user role: ADMIN
Select if the device should use IPv4, IPv6, or dual IP stack, on the network interface. NOTE: Define how the device will obtain its IPv4 address, subnet mask and gateway address.

After changing this setting you may have to wait up to 30 seconds before it takes effect. The client identifier, which is used in the DHCP requests, is different for different products:

) MAC address (Touch 10), "01" followed by the MAC address (Room Kit, Room Kit Mini, Room
USAGE: 55, Room 70, Room 70 G2, Room 70 Panorama, Room Panorama, Board, Codec Plus, and
xConfiguration Network [n] IPStack: IPStack Codec Pro), and DHCP Unique Identifier (DUID) as specified in RFC 4361 (other products,
where including Room Navigator).

n: Index that identifies the network. USAGE:

Range: 1.1 xConfiguration Network [n] IPv4 Assignment: Assignment
IPStack: where
Dual/IPv4/IPv6

n: Index that identifies the network.
Dual: When set to Dual, the network interface can operate on both IP versions at the

same time, and can have both an IPv4 and an IPv6 address at the same time.
IPv4: When set to IPv4, the device will use IPv4 on the network interface. -
IPv6: When set to IPv6, the device will use IPv6 on the network interface. Static/DHCP

Static: The addresses must be configured manually using the Network IPv4 Address,
Network IPv4 Gateway and Network IPv4 SubnetMask settings (static addresses).

DHCP: The device addresses are automatically assigned by the DHCP server.

Range: 1..1
Assignment:

Default value:
Dual

Default value:
DHCP

xConfiguration Network [n] IPv4 Address
Applies to: All products

Requires user role: ADMIN

Define the static IPv4 network address for the device. Applicable only when Network IPv4
Assignment is set to Static.

USAGE:
xConfiguration Network [n] IPv4 Address: "Address"
where
n: Index that identifies the network.
Range: 1.1
Address:
String (0, 64)
A valid IPv4 address.
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xConfiguration Network [n] IPv4 Gateway
Applies to: All products

Requires user role: ADMIN

Define the IPv4 network gateway address. Applicable only when the Network IPv4
Assignment is set to Static.
USAGE:
xConfiguration Network [n] IPv4d Gateway: "Gateway"
where
n: Index that identifies the network.

Range: 1.1
Gateway:
String (0, 64)
A valid IPv4 address.

Default value:

nn

xConfiguration Network [n] IPv4 Interfaceldentifier
Applies to: All products

Requires user role: ADMIN
Select which identifier to use for IPv4 DHCP.
USAGE:

xConfiguration Network [n] IPv4 Interfaceldentifier: Interfaceldentifier
where

n: Index that identifies the network.

Range: 1..1
Interfaceldentifier:

Auto/MAC/Opaque

MAC: The device will send “01” followed by the MAC address of the device as
identifier.

Opaque: The device will use an RFC4361-based DHCP Unique Identifier (DUID);
DUID-LL, based on the link-layer address with no timestamp.

Auto: The use of MAC or Opaque as identifier depends on the product. MAC address
(Touch 10), "01" followed by the MAC address (Room Kit, Room Kit Mini, Room 55,
Room 70, Room 70 G2, Room 70 Panorama, Room Panorama, Board, Codec Plus,
and Codec Pro), and DHCP Unique Identifier (DUID) as specified in RFC 4361 (other
products, including Room Navigator).

Default value:
Auto

xCommand

xStatus Command Overview

Appendices

xConfiguration Network [n] IPv4 SubnetMask
Applies to: All products

Requires user role: ADMIN

Define the IPv4 network subnet mask. Applicable only when the Network IPv4 Assignment is
set to Static.
USAGE:
xConfiguration Network [n] IPv4 SubnetMask: "SubnetMask"
where
n: Index that identifies the network.
Range: 1..1
SubnetMask:
String (0, 64)
A valid IPv4 address.

Default value:

"
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xConfiguration Network [n] IPv6 Assignment
Applies to: All products

Requires user role: ADMIN

Define how the device will obtain its IPv6 address, subnet mask and gateway address.

The client identifier, which is used in the DHCP requests, is different for different products:
MAC address (Touch 10), "01" followed by the MAC address (Room Kit, Room Kit Mini, Room
55, Room 70, Room 70 G2, Room 70 Panorama, Room Panorama, Board, Codec Plus, and
Codec Pro), and DHCP Unique Identifier (DUID) as specified in RFC 4361 (other products,
including Room Navigator).

USAGE:
xConfiguration Network [n] IPv6 Assignment: Assignment
where
n: Index that identifies the network.
Range: 1.1
Assignment:
Static/DHCPv6/Autoconf
Static: The device and gateway IP addresses must be configured manually using the
Network IPv6 Address and Network IPv6 Gateway settings. The options, for example
NTP and DNS server addresses, must either be set manually or obtained from a
DHCPv6 server. The Network IPv6 DHCPOptions setting determines which method to
use.
DHCPv6: All IPv6 addresses, including options, will be obtained from a DHCPV6 server.
See RFC 3315 for a detailed description. The Network IPv6 DHCPOptions setting will
be ignored.
Autoconf: Enable IPv6 stateless autoconfiguration of the IPv6 network interface. See
RFC 4862 for a detailed description. The options, for example NTP and DNS server
addresses, must either be set manually or obtained from a DHCPv6 server. The
Network IPv6 DHCPOptions setting determines which method to use.

Default value:
Autoconf
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xConfiguration Network [n] IPv6 Address
Applies to: All products

Requires user role: ADMIN

Define the static IPv6 network address for the device. Applicable only when the Network
IPv6 Assignment is set to Static.

USAGE:
xConfiguration Network [n] IPv6 Address: "Address"
where
n: Index that identifies the network.
Range: 1..1
Address:
String (0, 64)
A valid IPv6 address including a network mask. Example: 2001:DB8::/48
Default value:

"

xConfiguration Network [n] IPv6 Gateway
Applies to: All products

Requires user role: ADMIN

Define the IPv6 network gateway address. This setting is only applicable when the Network
IPv6 Assignment is set to Static.

USAGE:
xConfiguration Network [n] IPv6 Gateway: "Gateway"
where
n: Index that identifies the network.
Range: 1..1
Gateway:
String (0, 64)
A valid IPv6 address.
Default value:

"
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xConfiguration Network [n] IPv6 DHCPOptions xConfiguration Network [n] IPv6 Interfaceldentifier
Applies to: All products Applies to: All products
Requires user role: ADMIN Requires user role: ADMIN
Retrieve a set of DHCP options, for example NTP and DNS server addresses, from a Define the IPv6 interface identifier for the device. The interface identifier you choose,
DHCPvV6 server. either MAC or Opaque, will determine the method that is used for generating part of the the
IPv6 address. This is applicable to both link-local IPv6 addresses and Stateless Address
USAGE: Autoconfiguration (SLAAC) addresses.
xConfiguration Network [n] IPv6 DHCPOptions: DHCPOptions The address contains a 64-bit prefix and a 64-bit interface identifier generated by the
where device. With MAC, an EUI-64 based interface identifier is generated, as described in
RFC-2373.

n: Index that identifies the network.
With Opaque, a random 64-bit interface identifier is generated as described in RFC-7217 on

Range: 1.1 the first boot of the device, and this is used forever, or until factory reset.
DHCPOptions:
Off/On USAGE:
Off: Disable the retrieval of DHCP options from a DHCPv6 server. xConfiguration Network [n] IPv6 Interfaceldentifier: Interfaceldentifier
On: Enable the retrieval of a selected set of DHCP options from a DHCPv6 server. where
Default value: n: Index that identifies the network.
Oon Range: 1..1
Interfaceldentifier:
MAC/Opaque

MAC: Select MAC as the Interface Identifier method.
Opaque: Select Opaque as the Interface Identifier method.
Default value:

MAC
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xConfiguration Network [n] MTU
Applies to: All products

Requires user role: ADMIN

Define the Ethernet MTU (Maximum Transmission Unit) size. The MTU size must be
supported by your network infrastructure. The minimum size is 576 for IPv4 and 1280 for
IPV6.

USAGE:
xConfiguration Network [n] MTU: MTU
where
n: Index that identifies the network.
Range: 1.1
MTU:
Integer (576..1500)
Set a value for the MTU (bytes).
Default value:
1500

xConfiguration Network [n] QoS Mode
Applies to: All products

Requires user role: ADMIN

The QoS (Quality of Service) is a method which handles the priority of audio, video and other
data in the network. The QoS settings must be supported by the infrastructure. Diffserv
(Differentiated Services) is a networking architecture that specifies a simple, scalable and
coarse-grained mechanism for classifying and managing network traffic. It provides QoS
priorities on IP networks.

USAGE:
xConfiguration Network [n] QoS Mode: Mode
where
n: Index that identifies the network.
Range: 1..1
Mode:
Off/Diffserv
Off: No QoS method is used.

Diffserv: The Network QoS Diffserv Audio, Network QoS Diffserv Video, Network QoS
Diffserv Data, Network QoS Diffserv Signalling, Network QoS Diffserv ICMPv6 and
Network QoS Diffserv NTP settings are used to prioritize packets.

Default value:
Diffserv

xCommand xStatus Command Overview Appendices

xConfiguration Network [n] QoS Diffserv Audio
Applies to: All products

Requires user role: ADMIN

This setting takes effect only if Network QoS Mode is set to Diffserv.

Define which priority Audio packets should have in the IP network. The traffic classes
recommended in the DiffServ RFCs map to a decimal value between 0 and 63. We
recommend you use EF for Audio. EF equals the decimal value 46.

The priority set here might be overridden when packets are leaving the network controlled
by the local network administrator.
USAGE:
xConfiguration Network [n] QoS Diffserv Audio: Audio
where
n: Index that identifies the network.
Range: 1..1
Audio:
Integer (0..63)
Set the priority of the audio packets in the IP network. O means "best-effort".
Default value:
46
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xConfiguration Network [n] QoS Diffserv Video
Applies to: All products

Requires user role: ADMIN

This setting takes effect only if Network QoS Mode is set to Diffserv.

Define which priority Video packets should have in the IP network. The packets of the
presentation channel (shared content) are also in the Video packet category. The traffic
classes recommended in the DiffServ RFCs map to a decimal value between 0 and 63. We
recommend you use AF41 for Video. AF41 equals the decimal value 34.

The priority set here might be overridden when packets are leaving the network controlled
by the local network administrator.
USAGE:
xConfiguration Network [n] QoS Diffserv Video: Video
where
n: Index that identifies the network.
Range: 1.1
Video:
Integer (0..63)
Set the priority of the video packets in the IP network. 0 means "best-effort".
Default value:
34

xConfiguration

xCommand xStatus Command Overview Appendices

xConfiguration Network [n] QoS Diffserv Data
Applies to: All products

Requires user role: ADMIN

This setting takes effect only if Network QoS Mode is set to Diffserv.

Define which priority Data packets should have in the IP network. The traffic classes
recommended in the DiffServ RFCs map to a decimal value between 0 and 63. We
recommend you use AF41 for Data. AF41 equals the decimal value 34.

The priority set here might be overridden when packets are leaving the network controlled
by the local network administrator.
USAGE:
xConfiguration Network [n] QoS Diffserv Data: Data
where
n: Index that identifies the network.
Range: 1..1
Data:
Integer (0..63)
Set the priority of the data packets in the IP network. O means "best-effort".
Default value:
34
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xConfiguration Network [n] QoS Diffserv Signalling
Applies to: All products

Requires user role: ADMIN

This setting takes effect only if Network QoS Mode is set to Diffserv.

Define which priority Signalling packets that are deemed critical (time-sensitive) for the
real-time operation should have in the IP network. The traffic classes recommended in the
DiffServ RFCs map to a decimal value between 0 and 63. We recommend you use CS3 for
Signalling. CS3 equals the decimal value 24.

The priority set here might be overridden when packets are leaving the network controlled
by the local network administrator.
USAGE:
xConfiguration Network [n] QoS Diffserv Signalling: Signalling
where
n: Index that identifies the network.
Range: 1.1
Signalling:
Integer (0..63)
Set the priority of the signalling packets in the IP network. 0 means "best-effort".
Default value:
24

xConfiguration

xCommand xStatus Command Overview Appendices

xConfiguration Network [n] QoS Diffserv ICMPv6
Applies to: All products

Requires user role: ADMIN

This setting takes effect only if Network QoS Mode is set to Diffserv.

Define which priority ICMPv6 packets should have in the IP network. The traffic classes
recommended in the DiffServ RFCs map to a decimal value between 0 and 63. We
recommend you use O for ICMPv6.

The priority set here might be overridden when packets are leaving the network controlled
by the local network administrator.
USAGE:
xConfiguration Network [n] QoS Diffserv ICMPv6: ICMPv6
where
n: Index that identifies the network.
Range: 1..1
ICMPVE:
Integer (0..63)
Set the priority of the ICMPv6 packets in the IP network. O means "best effort".
Default value:
0
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xConfiguration Network [n] QoS Diffserv NTP xConfiguration Network [n] RemoteAccess Allow
Applies to: All products Applies to: All products
Requires user role: ADMIN Requires user role: ADMIN
This setting takes effect only if Network QoS Mode is set to Diffserv. Define which IP addresses (IPv4/IPv6) are allowed for remote access to the device from
Define which priority NTP packets should have in the IP network. The traffic classes SSH/HTTP/HTTPS. Multiple IP addresses are separated by a white space.
recommended in the DiffServ RFCs map to a decimal value between 0 and 63. We A network mask (IP range) is specified by <ip address>/N, where N is 1-32 for IPv4, and N is
recommend you use 0 for NTP. 1-128 for IPv6. The /N is a common indication of a network mask where the first N bits are
The priority set here might be overridden when packets are leaving the network controlled set. Thus 192.168.0.0/24 would match any address starting with 192.168.0, since these are
by the local network administrator. the first 24 bits in the address.
USAGE: USAGE:
xConfiguration Network [n] QoS Diffservy NTP: NTP xConfiguration Network [n] RemoteAccess Allow: "Allow"
where where
n: Index that identifies the network. n: Index that identifies the network.
Range: 1.1 Range: 1..1
NTP: Allow:
Integer (0..63) String (0, 255)
Set the priority of the NTP packets in the IP network. 0 means "best-effort". Avalid IPv4 address or IPv6 address.
Default value: Default value:
0
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xConfiguration Network [n] Speed

xConfiguration Network [n] VLAN Voice Mode
Applies to: All products

Applies to: All products

Requires user role: ADMIN, INTEGRATOR Requires user role: ADMIN

Define the Ethernet link speed. We recommend not to change from the default value,
which negotiates with the network to set the speed automatically. If you do not use auto-

negotiation, make sure that the speed you choose is supported by the closest switch in your
network infrastructure.

Define the VLAN voice mode. The VLAN Voice Mode will be set to Auto automatically if you
have Cisco UCM (Cisco Unified Communications Manager) as provisioning infrastructure.
Note that Auto mode will NOT work if the NetworkServices CDP Mode setting is Off.

USAGE:
USAGE: xConfiguration Network [n] VLAN Voice Mode: Mode
xConfiguration Network [n] Speed: Speed where
where n: Index that identifies the network.
n: Index that identifies the network. Range: 1..1
Range: 1.1 Mode:
Speed: Auto/Manual/Off
Auto/10half/10full/100half/ 100full/1000full Auto: The Cisco Discovery Protocol (CDP), if available, assigns an id to the voice VLAN.
Auto: Auto-negotiate link speed.

If CDP is not available, VLAN is not enabled.

10half: Force link to 10 Mbps half-duplex. Manual: The VLAN ID is set manually using the Network VLAN Voice Vlanld setting. If
10full: Force link to 10 Mbps full-duplex. CDP is available, the manually set value will be overruled by the value assigned by CDP.
100half: Force link to 100 Mbps half-duplex. Off: VLAN is not enabled.

100full: Force link to 100 Mbps full-duplex.
1000full: Force link to 1 Gbps full-duplex.

Default value:

Auto xConfiguration Network [n] VLAN Voice Vlanld
Applies to: All products

Default value:
Auto

Requires user role: ADMIN

Define the VLAN voice ID. This setting will only take effect if Network VLAN Voice Mode is
set to Manual.

USAGE:

xConfiguration Network [n] VLAN Voice VlanId: VlanId
where

n: Index that identifies the network.

Range: 1..1
VlanId:

Integer (1..4094)
Set the VLAN voice ID.

Default value:

D15472.04

1
RoomOS
10.11

02-2022

e - 0o P



Cisco Webex

RoomOS 10

API Reference Guide

D15472.04

RoomOS
10.11

02-2022

vl
cisco

Table of Contents Introduction About the API xConfiguration

NetworkServices configuration

xConfiguration NetworkServices CDP Mode
Applies to: All products

Requires user role: ADMIN

Enable or disable the CDP (Cisco Discovery Protocol) daemon. Enabling CDP will make the
device report certain statistics and device identifiers to a CDP-enabled switch. If CDP is
disabled, the Network VLAN Voice Mode: Auto setting will not work.
USAGE:

xConfiguration NetworkServices CDP Mode: Mode

where
Mode:
Off/On
Off: The CDP daemon is disabled.
On: The CDP daemon is enabled.

Default value:
On

xConfiguration NetworkServices H323 Mode
Applies to: All products

Requires user role: ADMIN
Define whether the device should be able to place and receive H.323 calls or not.

USAGE:
xConfiguration NetworkServices H323 Mode: Mode

where
Mode:
Off/On
Off: Disable the possibility to place and receive H.323 calls.
On: Enable the possibility to place and receive H.323 calls.
Default value:
Off

xCommand xStatus Command Overview Appendices

xConfiguration NetworkServices HTTP Mode
Applies to: All products

Requires user role: ADMIN

Define whether or not to allow access to the device using the HTTP or HTTPS (HTTP
Secure) protocols. Note that the device's web interface use HTTP or HTTPS. If this setting is
switched Off, you cannot use the web interface.

For additional security (encryption and decryption of requests and pages that are returned
by the web server), allow only HTTPS.

Note: The default value is HTTP+HTTPS for devices that have been upgraded to CES.4 (or
later) from an earlier software version, provided that the device has not been factory reset
after the upgrade.

USAGE:
xConfiguration NetworkServices HTTP Mode: Mode
where
Mode:
Off/HTTP+HTTPS/HTTPS
Off: Access to the device not allowed via HTTP or HTTPS.
HTTP+HTTPS: Access to the device allowed via both HTTP and HTTPS.
HTTPS: Access to the device allowed via HTTPS, but not via HTTP.
Default value:
HTTPS (changed from HTTP+HTTPS to HTTPS in CE9.4)

xConfiguration NetworkServices HTTP Proxy LoginName
Applies to: All products

Requires user role: ADMIN

This is the username part of the credentials for authentication towards the HTTP proxy.
Requires that the NetworkServices HTTP Proxy Mode is set to Manual. We support the
following HTTP authentication schemes: Digest using the MD5 algorithm, and the Basic
HTTP authentication scheme.

USAGE:
xConfiguration NetworkServices HTTP Proxy LoginName: "LoginName"
where
LoginName:
String (0, 80)
The authentication login name.
Default value:

"
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xConfiguration

xConfiguration NetworkServices HTTP Proxy Mode
Applies to: All products

Requires user role: ADMIN

You can configure a proxy server for HTTP, HTTPS, and WebSocket traffic. The HTTP proxy
can be set up manually, it can be auto-configured (PACUTrl), fully automated (WPAD), or it
can be turned off.

If NetworkServices HTTP Proxy Mode is not turned Off, you can further specify which
services shall use the proxy in the HttpClient UseHttpProxy, HttpFeedback UseHttpProxy,
and WebEngine UseHttpProxy settings.

Communication with the Cisco Webex cloud will always go via the proxy if NetworkServices
HTTP Proxy Mode is not turned Off.

Regardless of the Proxy Mode, the device will never communicate with CUCM, MRA (CUCM
via Expressway), or TMS via proxy.

USAGE:
xConfiguration NetworkServices HTTP Proxy Mode: Mode
where
Mode:
Manual/Off/PACUrl/WPAD

Manual: Enter the address of the proxy server in the NetworkServices HTTP Proxy
URL setting. Optionally, also add the HTTP proxy login name and password in the
NetworkServices HTTP Proxy LoginName/Password settings.

Off: The HTTP proxy mode is turned off.

PACUTrI: The HTTP proxy is auto-configured. You must enter the URL for the PAC
(Proxy Auto Configuration) script in the NetworkServices HTTP Proxy PACUTrI setting.

WPAD: With WPAD (Web Proxy Auto Discovery) the HTTP proxy is fully automated and
auto-configured.

Default value:
Off

xCommand xStatus Command Overview Appendices

xConfiguration NetworkServices HTTP Proxy PACUrl
Applies to: All products

Requires user role: ADMIN

Set the URL of the PAC (Proxy Auto Configuration) script. Requires that the NetworkServices
HTTP Proxy Mode is set to PACUTrl.

USAGE:
xConfiguration NetworkServices HTTP Proxy PACUrl: "PACUrl"
where
PACUrI:
String (0, 255)
The URL of the PAC (Proxy Auto Configuration) script.
Default value:

"

xConfiguration NetworkServices HTTP Proxy Password
Applies to: All products

Requires user role: ADMIN

This is the password part of the credentials for authentication towards the HTTP proxy.
Requires that the NetworkServices HTTP Proxy Mode is set to Manual. We support the
following HTTP authentication schemes: Digest using the MD5 algorithm, and the Basic
HTTP authentication scheme.

USAGE:
xConfiguration NetworkServices HTTP Proxy Password: "Password"
where
Password:
String (0, 64)
The authentication password.
Default value:

"



Cisco Webex

RoomOS 10

API Reference Guide

D15472.04

RoomOS
10.11

02-2022

vl
cisco

Table of Contents Introduction About the API

xConfiguration NetworkServices HTTP Proxy Url
Applies to: All products

Requires user role: ADMIN

Set the URL of the HTTP proxy server. Requires that the NetworkServices HTTP Proxy Mode
is set to Manual.
USAGE:
xConfiguration NetworkServices HTTP Proxy Url: "Url"
where
Url:
String (0, 255)
The URL of the HTTP proxy server.
Default value:

nn

xConfiguration NetworkServices HTTPS Server MinimumTLSVersion
Applies to: All products

Requires user role: ADMIN

Set the lowest version of the TLS (Transport Layer Security) protocol that is allowed for
HTTPS.
USAGE:

xConfiguration NetworkServices HTTPS Server MinimumTLSVersion:
MinimumTLSVersion

where
MinimumTLSVersion:
TLSv1.1/TLSv1.2
TLSv1.1: Support of TLS version 1.1 or higher.
TLSv1.2: Support of TLS version 1.2 or higher.
Default value:
TLSv1.1

xConfiguration

xCommand xStatus Command Overview Appendices

xConfiguration NetworkServices HTTPS StrictTransportSecurity
Applies to: All products

Requires user role: ADMIN

The HTTP Strict Transport Security header lets a web site inform the browser that it should
never load the site using HTTP and should automatically convert all attempts to access the
site using HTTP to HTTPS requests instead.

USAGE:

xConfiguration NetworkServices HTTPS StrictTransportSecurity:
StrictTransportSecurity

where
StrictTransportSecurity:
Oft/On
Off: The HTTP strict transport security feature is disabled.
On: The HTTP strict transport security feature is enabled.

Default value:
Off

xConfiguration NetworkServices HTTPS VerifyClientCertificate
Applies to: All products

Requires user role: ADMIN

When the video conferencing device connects to an HTTPS client (like a web browser), the
client can be asked to present a certificate to the video conferencing device to identify itself.
USAGE:

xConfiguration NetworkServices HTTPS VerifyClientCertificate:
VerifyClientCertificate

where
VerifyClientCertificate:
Off/On
Off: Do not verify client certificates.

On: Requires the client to present a certificate that is signed by a trusted Certificate
Authority (CA). This requires that a list of trusted CAs are uploaded to the device in
advance.

Default value:
Off
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xConfiguration NetworkServices NTP Mode
Applies to: All products

Requires user role: ADMIN

The Network Time Protocol (NTP) is used to synchronize the device's time and date to a
reference time server. The time server will be queried regularly for time updates.

USAGE:
xConfiguration NetworkServices NTP Mode: Mode
where
Mode:
Auto/Manual/Off

Auto: The device will use an NTP server for time reference. As default, the server
address will be obtained from the network's DHCP server. If a DHCP server is not used,
or if the DHCP server does not provide an NTP server address, the NTP server address
that is specified in the NetworkServices NTP Server [n] Address setting will be used.

Manual: The device will use the NTP server that is specified in the NetworkServices
NTP Server [n] Address setting for time reference.

Off: The device will not use an NTP server. The NetworkServices NTP Server [n]
Address setting will be ignored.

Default value:
Auto

xConfiguration NetworkServices NTP Server [n] Address
Applies to: All products

Requires user role: ADMIN

The address of the NTP server that will be used when NetworkServices NTP Mode is set to
Manual, and when NetworkServices NTP Mode is set to Auto and no address is supplied by
a DHCP server.

USAGE:

xConfiguration NetworkServices NTP Server [n] Address: "Address"
where

n: Unique ID for the NTP server.

Range: 1..3
Address:

String (0, 255)
A valid IPv4 address, IPv6 address or DNS name.
Default value:
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xConfiguration NetworkServices NTP Server [n] Key
Applies to: All products

Requires user role: ADMIN

To make sure that the NTP information comes from a trusted source, the video conferencing
device must know the ID/key pair that the NTP source uses. Use the NetworkServices NTP
Server [n] Key setting to supply the key. Prefix the key with "HEX:".

USAGE:
xConfiguration NetworkServices NTP Server [n] Key: "Key"
where
n: Unique ID for the NTP server.
Range: 1..3
Key:

String (0, 2045)
The key, which is part of the ID/key pair that the NTP source uses.
Default value:

"

xConfiguration NetworkServices NTP Server [n] Keyld
Applies to: All products

Requires user role: ADMIN

To make sure that the NTP information comes from a trusted source, the video conferencing
device must know the ID/key pair that the NTP source uses. Use the NetworkServices NTP
Server [n] Keyld settings for the ID.
USAGE:
xConfiguration NetworkServices NTP Server [n] KeyId: "KeyId"
where
n: Unique ID for the NTP server.
Range: 1..3
Keyld.
String (0, 10)
The ID, which is part of the ID/key pair that the NTP source uses.
Default value:

"
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xConfiguration NetworkServices NTP Server [n] KeyAlgorithm
Applies to: All products

Requires user role: ADMIN

Choose the authentication hash function that the NTP server uses, and that the video
conferencing device must use to authenticate the time messages.

USAGE:
xConfiguration NetworkServices NTP Server [n] KeyAlgorithm: KeyAlgorithm
where
n: Unique ID for the NTP server.
Range: 1..3
KeyAlgorithm:
None/SHAT/SHA256
None: The NTP server doesn't use a hash function.
SHAT: The NTP server uses the SHA-1 hash function.

SHA256: The NTP server uses the SHA-256 hash function (from the SHA-2 family of
hash functions).

Default value:

nn

xConfiguration NetworkServices SIP Mode
Applies to: All products

Requires user role: ADMIN
Define whether the device should be able to place and receive SIP calls or not.

USAGE:
xConfiguration NetworkServices SIP Mode: Mode

where
Mode:
Off/On
Off: Disable the possibility to place and receive SIP calls.
On: Enable the possibility to place and receive SIP calls.
Default value:
On

xConfiguration
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xConfiguration NetworkServices SMTP Mode
Applies to: RoomKitMini DeskPro/DeskLE DeskMini WebexDesk Board BoardPro

Requires user role: ADMIN

You can set up the device to use SMTP (Simple Mail Transfer Protocol) for sending email
from the device to a mail server for relaying. This is required if you want to allow users
to send their whiteboards and presentations via email to people inside or outside their
organization.

If the device is set up for encrypted communication (see the NetworkServices SMTP
Security setting), the device only allows connections where the SMTP server's certificate is
validated. There is no option for ignoring the certificate check.

This setting is not available for Room Kit Mini in general, only when Room Kit Mini is used
with Samsung Flip (Webex on Flip).
USAGE:
xConfiguration NetworkServices SMTP Mode: Mode
where
Mode:
Off/On
Off: Disable SMTP (and email) support.
On: Enable SMTP support for sending email.
Default value:
Off

xConfiguration NetworkServices SMTP Server
Applies to: RoomKitMini DeskPro/DeskLE DeskMini WebexDesk Board BoardPro

Requires user role: ADMIN

This is the address of the SMTP server.
This setting is not available for Room Kit Mini in general, only when Room Kit Mini is used
with Samsung Flip (Webex on Flip).
USAGE:
xConfiguration NetworkServices SMTP Server: "Server"
where
Server:
String (0, 255)
A valid IPv4 address, IPv6 address or DNS name.
Default value:

nn
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xConfiguration NetworkServices SMTP Port
Applies to: RoomKitMini DeskPro/DeskLE DeskMini WebexDesk Board BoardPro

Requires user role: ADMIN

This port is used for outgoing emails from the device to the SMTP server.

Set a port number based on the encryption setting (NetworkServices SMTP Security) and
the requirements of the SMTP server. Do not use the default value.

This setting is not available for Room Kit Mini in general, only when Room Kit Mini is used
with Samsung Flip (Webex on Flip).
USAGE:
xConfiguration NetworkServices SMTP Port: Port
where
Port:
Integer (0..65535)
The port used for outgoing emails from the device.
Default value:
0

xConfiguration NetworkServices SMTP Username
Applies to: RoomKitMini DeskPro/DeskLE DeskMini WebexDesk Board BoardPro

Requires user role: ADMIN
This is the username part of the credentials that are used to authenticate the device with the
SMTP server. This setting may be required by the SMTP server.

This setting is not available for Room Kit Mini in general, only when Room Kit Mini is used
with Samsung Flip (Webex on Flip).

USAGE:
xConfiguration NetworkServices SMTP Username: "Username"
where
Username:
String (0, 80)
A valid username.
Default value:

nn
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xConfiguration NetworkServices SMTP Password
Applies to: RoomKitMini DeskPro/DeskLE DeskMini WebexDesk Board BoardPro

Requires user role: ADMIN
This is the password part of the credentials that are used to authenticate the device with the
SMTP server. This setting may be required by the SMTP server.

This setting is not available for Room Kit Mini in general, only when Room Kit Mini is used
with Samsung Flip (Webex on Flip).

USAGE:
xConfiguration NetworkServices SMTP Password: "Password"
where
Password:
String (0, 64)
A valid password.
Default value:

"

xConfiguration NetworkServices SMTP From
Applies to: RoomKitMini DeskPro/DeskLE DeskMini WebexDesk Board BoardPro

Requires user role: ADMIN
When sending an email message from this device, this is the name of the mailbox that the
message is sent from.

This setting is not available for Room Kit Mini in general, only when Room Kit Mini is used
with Samsung Flip (Webex on Flip).

USAGE:
xConfiguration NetworkServices SMTP From: "From"
where
From:
String (0, 255)
An email address that meets the requirements of the SMTP server.
Default value:

n
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xConfiguration NetworkServices SMTP Security
Applies to: RoomKitMini DeskPro/DeskLE DeskMini WebexDesk Board BoardPro

Requires user role: ADMIN

Choose if and how to secure the communication between the device and the SMTP server.

This setting is not available for Room Kit Mini in general, only when Room Kit Mini is used
with Samsung Flip (Webex on Flip).

USAGE:
xConfiguration NetworkServices SMTP Security: Security
where
Security:
None/StartTls/Tls
None: Connect to the SMTP server without encryption.

StartTls: Initially connect to the SMTP server without encryption, and then send a
STARTTLS command to upgrade to an encrypted connection (TLS).

Tls: Connect to the SMTP server over TLS (Transport Layer Security).
Default value:
StartTls

xCommand xStatus Command Overview Appendices

xConfiguration NetworkServices SNMP Mode
Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE Board

Requires user role: ADMIN, INTEGRATOR

SNMP (Simple Network Management Protocol) is used by network management systems
to monitor and manage network devices. The video conferencing device exposes the
following object identifiers (OIDs), so that management systems can read and write

basic parameters: SNMPv2-MIB::sysDescr (read), SNMPv2-MIB::sysObjectID (read),
DISMAN-EVENT-MIB::sysUpTimelnstance (read), SNMPv2-MIB::sysContact (read/write),
SNMPv2-MIB::sysName (read/write), SNMPv2-MIB::sysLocation (read/write), and SNMPv2-
MIB::sysServices (read).

Note, Webex devices will stop supporting SNMP, and this configuration will be removed in a
future release.

USAGE:
xConfiguration NetworkServices SNMP Mode: Mode
where
Mode:
Off/ReadOnly/ReadWrite
Off: Disable the SNMP network service.
ReadOnly: Enable the SNMP network service for queries only.
ReadWrite: Enable the SNMP network service for both queries and commands.
Default value:
Off
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xConfiguration NetworkServices SNMP CommunityName

Applies to: RoomKit CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE Board

Requires user role: ADMIN, INTEGRATOR

Define the name of the SNMP community. The SNMP community name is used to
authenticate SNMP requests. If an SNMP request from a management system does not
include a matching community name (case sensitive), the message is dropped and the
SNMP agent in the video device will not send a response.

If you have the Cisco TelePresence Management Suite (TMS) you must make sure the same
SNMP community is configured there.

Note, Webex devices will stop supporting SNMP, and this configuration will be removed in a
future release.
USAGE:
xConfiguration NetworkServices SNMP CommunityName: "CommunityName"
where
CommunityName:
String (0, 50)
The SNMP community name.

Default value:

nn

xConfiguration NetworkServices SNMP SystemContact

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE Board

Requires user role: ADMIN, INTEGRATOR

Define contact information that SNMP servers can use.
Note, Webex devices will stop supporting SNMP, and this configuration will be removed in a
future release.
USAGE:
xConfiguration NetworkServices SNMP SystemContact: "SystemContact"
where
SystemContact:
String (0, 50)
String that describes the contact information for the video device.
Default value:

nn
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xConfiguration NetworkServices SNMP SystemLocation

Applies to: RoomKit RoomKitMini CodecPlus CodecPro Room55 Room70/Room55D Room70G2
RoomPanorama/Room70Panorama DeskPro/DeskLE Board

Requires user role: ADMIN, INTEGRATOR

Define location information that SNMP servers can use.
Note, Webex devices will stop supporting SNMP, and this configuration will be removed in a
future release.
USAGE:
xConfiguration NetworkServices SNMP SystemLocation: "SystemLocation"
where
SystemLocation:
String (0, 50)
String that describes the location of the video device.
Default value:

"

xConfiguration NetworkServices SSH Mode
Applies to: All products

Requires user role: ADMIN

The SSH (or Secure Shell) protocol can provide secure encrypted communication between
the video conferencing device and your local computer.

USAGE:
xConfiguration NetworkServices SSH Mode: Mode

where
Mode:
Off/On
Off: The SSH protocol is disabled.
On: The SSH protocol is enabled.
Default value:
On
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xConfiguration NetworkServices SSH HostKeyAlgorithm
Applies to: All products

Requires user role: ADMIN

Choose the cryptographic algorithm that shall be used for the SSH host key. Choices are
RSA (Rivest-Shamir-Adleman) with 2048 bits keysize, ECDSA (Elliptic Curve Digital Signature
Algorithm) with NIST curve P-384, and EdDSA (Edwards-curve Digital Signature Algorithm)
with ed25519 signature schema.

USAGE:
xConfiguration NetworkServices SSH HostKeyAlgorithm: HostKeyAlgorithm
where
HostKeyAlgorithm:
ECDSA/RSA/ed25519
ECDSA: Use the ECDSA algorithm (nist-384p).
RSA: Use the RSA algorithm (2048 bits).
ed25519: Use the ed25519 algorithm.
Default value:
RSA

xCommand xStatus Command Overview Appendices

xConfiguration NetworkServices UPnP Mode
Applies to: All products

Requires user role: ADMIN

Fully disable UPnP (Universal Plug and Play), or enable UPnP for a short time period after the
video conferencing device has been switched on or restarted.

