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Introduction to the Product and the Release

¢ Introduction to the Web Security Appliance, page 1-1
e What’s New in This Release, page 1-1

e Using the Appliance Web Interface, page 1-5

e The Cisco SensorBase Network, page 1-7

Introduction to the Web Security Appliance

The Cisco intercepts and monitors internet traffic and applies policies to help keep your internal network
secure from malware, sensitive data loss, productivity loss, and other internet-based threats.

What's New in This Release

e What’s New in Release 8.1.0, page 1-1
e What’s New in Release 8.0.6, page 1-2
e What’s New in Release 8.0.5, page 1-2
e What’s New in Release 8.0.0, page 1-3

What's New in Release 8.1.0

Feature Description

Multiple file types This release supports analysis of additional file types. Supported file types are
can be sent for determined by the cloud service and can change at any time.

analysis

When you configure the File Analysis feature, you can choose which file types
to send for analysis, and you can choose to receive alerts when the options
change.

See File Reputation Filtering and File Analysis, page 13-1.
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Bl What's New in This Release

What's New in Release 8.0.6

Feature

Description

Verdict Updates Report |Clicking a SHA-256 link in the Verdict Updates report now displays in Web

Change

Tracking all available transactions that included that SHA-256.

Reputation Score

You can override the reputation threshold for Advanced Malware

Threshold Customization |Protection provided by the cloud with a custom value.

SSL Certificate Retrieval |AsyncOS gets the latest SSL certificates automatically.

Support for Port 443 Port 443 is now supported for Advanced Malware Protection file reputation

queries.

Improved Logging for AsyncOS logs file analysis failures in the AMP log.

Advanced Malware

Protection

What's New in Release 8.0.5

Feature

Description

File Reputation
Filtering and File
Analysis

Advanced Malware Protection (AMP) is an additionally licensed feature available
to all Cisco Web Security appliance customers. AMP is a comprehensive
malware-defeating solution that enables malware detection and blocking,
continuous analysis, and retrospective alerting. It takes advantage of the vast Cisco
cloud security intelligence networks.

AMP augments the anti-malware detection and blocking capabilities already
offered by Cisco Web Security appliances with enhanced file reputation
capabilities, detailed file behavior reporting, continuous file analysis, and
retrospective verdict alerting.

For requirements and other details, see the File Reputation Filtering and File
Analysis chapter in the online help or user guide.

AsyncO0S 8.1 for Cisco Web Security User Guide
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What's New in This Release

What's New in Release 8.0.0

Feature ‘Description

New Features

Cloud Web This release introduces a new configuration mode, which allows you to connect to
Security and direct traffic to Cisco Cloud Web Security for policy enforcement and threat
Connector defense.

Cloud Web Security Connector mode is available through the Cisco Web Security
Virtual Appliance as well as the physical Web Security appliance.

Documentation for the Cloud Connector is in Chapter 3 of the User Guide,
“Connect the Appliance to a Cloud Web Security Tower.” To put the Web Security
appliance in Cloud Connector mode, begin with “Configuring the Cloud
Connector.”

Note  Kerberos authentication and IPv6 addresses are not supported in Cloud
Connector mode.

Note  After upgrading to this release, if you plan to use the appliance in Cloud
Connector mode, do not put the appliance into Standard mode using the
System Setup Wizard. Put the appliance directly into Cloud Connector
mode.

Kerberos Kerberos is a “pass through” authentication protocol for Windows, Mac OS X, and
Authentication other operating systems. Due to many operating systems today that no longer
support NTLM or NTLM SSO, Kerberos has become a very popular authentication
protocol. This feature supports Kerberos Version 5 (MS KRBS5 and KRB5), and AD
servers such as 2003, 2008, 2008R2, and 2012. We also support the following
Internet browsers : IE, Chrome, Firefox and Safari.

Note Active Directory realms created prior to this release will not have the
Kerberos scheme available.

AsyncO0S 8.1 for Cisco Web Security User Guide
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Bl What's New in This Release

Feature

Description

Cisco Web
Security Virtual
Appliance

Cisco offers the Cisco Web Security appliance as a virtual machine that you can
host on your own network.

The virtual appliance requires a separate license for the virtual appliance purchased
from Cisco and a Cisco UCS Server (Blade or Rack-Mounted) hardware platform
running VMware ESXi version 4.x, 5.0, or 5.1.

The Cisco Security Virtual Appliance Installation Guide includes more information
on the requirements for the virtual appliance.

The new Web Security virtual appliance models and configurations are:

e S000V (250 GB disk space, 50 GB cache space, 1 core, 4 GB memory)

e S100V (250 GB disk space, 50 GB cache space, 2 cores, 6 GB memory)

e S300V (1024 GB disk space, 200 GB cache space, 4 cores, 8 GB memory)
This feature includes the following changes to AsyncOS for Web:

e The Web Security virtual appliance license allows you to clone and run
multiple virtual appliances on your network.

e The loadlicense CLI command for installing the virtual appliance license.
¢ You can use the same license for multiple virtual appliances.

Feature keys are included as part of the virtual appliance license. The feature keys
will expire at the same time as the license. Purchasing new feature keys will require
downloading and installing a new virtual appliance license.

Due to feature keys being included in the virtual appliance license, there are no
30-day evaluations for AsyncOS features.

You cannot open a Technical Support tunnel before installing the virtual appliance
license.

The version and supportrequest CLI commands have also been updated to included
virtual appliance information.

There are new alerts and logs for mis-configured virtual appliances.

For more information, see Deploying a Virtual Appliance, page 2-1.

IPv6 Support

IPv6 is supported in both explicit and transparent deployment modes. The IPv6
feature is designed to have the same familiar configuration interface as IPv4.
Existing features such as HTTP/HTTPS/FTP, L4TM, Proxy bypass, URL
categorization, AVC, among many others all are IPv6 ready. Logs and reports are
largely unchanged but offer additional visibility into IPv6 traffic.

See IP Address Versions for additional information.

AsyncO0S 8.1 for Cisco Web Security User Guide
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Using the Appliance Web Interface

Feature

Description

Enhancements

User Interface

AsyncOS 8.0.0 introduces an easier-to-use interface that allows “drag and drop”
capabilities. The “view reports” page, favorites page, and other interfaces allow
user to drag and drop to rearrange items on the screen, such as ordering a list or
moving components of the reports dashboard to a different location.

The following pages support drag and drop:

Identities

Access Policies

Decryption Policies

Routing Policies

Cisco Data Security
Outbound Malware Scanning

External Data Loss Prevention

Also:

Users can now create their own favorites list and customize and schedule My
Reports. These features are available from the My Favorites menu.

Users can now adjust web reputation and categorization settings separately
using either the web or command line interface.

Users now have the option preserve network settings when resetting the
configuration.

Related Topics

¢ Product release notes:

http://www.cisco.com/en/US/partner/products/psl0164/prod_release_notes_list.html

Using the Appliance Web Interface

e Web Interface Browser Requirements, page 1-5

e Accessing the Appliance Web Interface, page 1-6

e Committing Changes in the Web Interface, page 1-6

¢ C(Clearing Changes in the Web Interface, page 1-7

Web Interface Browser Requirements

To access the web interface, your browser must support and be enabled to accept JavaScript and cookies.
It must be able to render HTML pages containing Cascading Style Sheets (CSS).

The Cisco Web Security Appliance follows the Target Environments set by YUI:
http://yuilibrary.com/yui/environments/

Your session automatically times out after 30 minutes of inactivity.

[ s0
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M Using the Appliance Web Interface

Some buttons and links in the web interface cause additional windows to open. Therefore, you may need
to configure the browser’s pop-up blocking settings in order to use the web interface.

Note  Only use one browser window or tab at a time to edit the appliance configuration. Also, do not edit the
appliance using the web interface and the CLI at the same time. Editing the appliance from multiple
places concurrently results in unexpected behavior and is not supported.

Accessing the Appliance Web Interface

Step 1 Open a browser and enter the IP address (or hostname) of the Web Security appliance. If the appliance
has not been previously configured, use the default settings:

https://192.168.42.42:8443
_Or-
http://192.168.42.42:8080

where 192.168.42.42 is the default IP address, and 8080 is the default admin port setting for HTTP,
and 8443 is default admin port for HTTPS.

Otherwise, if the appliance is currently configured, use the IP address (or hostname) of the M1 port.

Note  You must use a port number when connecting to the appliance (by default, port 8080). Failing to specify
a port number when accessing the web interface results in a default port 80, Proxy Unlicensed error page.

Step2  When the appliance login screen appears, enter the username and password to access the appliance. By
default, the appliance ships with the following username and password:

e Username: admin

e Password: ironport

Committing Changes in the Web Interface
~

Note  You can make multiple configuration changes before you commit all of them.

Step 1 Click the Commit Changes button.
Step2  Enter comments in the Comment field if you choose.

Step3  Click Commit Changes.

AsyncO0S 8.1 for Cisco Web Security User Guide
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The Cisco SensorBase Network 1l

Clearing Changes in the Web Interface

Step 1
Step 2

Click the Commit Changes button.
Click Abandon Changes.

The Cisco SensorBase Network

The Cisco SensorBase Network is a threat management database that tracks millions of domains around
the world and maintains a global watch list for Internet traffic. SensorBase provides Cisco with an
assessment of reliability for known Internet domains. The Web Security appliance uses the SensorBase
data feeds to improve the accuracy of Web Reputation Scores.

SensorBase Benefits and Privacy

Participating in the Cisco SensorBase Network means that Cisco collects data and shares that
information with the SensorBase threat management database. This data includes information about
request attributes and how the appliance handles requests.

Cisco recognizes the importance of maintaining your privacy, and does not collect or use personal or
confidential information such as usernames and passwords. Additionally, the file names and URL
attributes that follow the hostname are obfuscated to ensure confidentiality. When it comes to decrypted
HTTPS transactions, the SensorBase Network only receives the IP address, web reputation score, and
URL category of the server name in the certificate.

If you agree to participate in the SensorBase Network, data sent from your appliance is transferred
securely using HTTPS. Sharing data improves Cisco’s ability to react to web-based threats and protect
your corporate environment from malicious activity.

Enabling Participation in The Cisco SensorBase Network

~

Note

Step 1
Step 2

Step 3

Standard SensorBase Network Participation is enabled by default during system setup.

Choose to the Security Services > SensorBase.
Verify that SensorBase Network Participation is enabled.

When it is disabled, none of the data that the appliance collects is sent back to the SensorBase Network
servers.

In the Participation Level section, choose one of the following levels:

e Limited. Basic participation summarizes server name information and sends MD5-hashed path
segments to the SensorBase Network servers.

e Standard. Enhanced participation sends the entire URL with unobfuscated path segments to the
SensorBase Network servers. This option assists in providing a more robust database, and
continually improves the integrity of Web Reputation Scores.

[ s0
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I The Cisco SensorBase Network

Step4  In the AnyConnect Network Participation field, choose whether or not to include information collected
from clients that connect to the Web Security appliance using Cisco AnyConnect Client.

AnyConnect Clients send their web traffic to the appliance using the Secure Mobility feature.

Step5 In the Excluded Domains and IP Addresses field, optionally enter any domains or IP addresses to
exclude from traffic sent to the SensorBase servers.

Step6  Submit and commit your changes.

AsyncO0S 8.1 for Cisco Web Security User Guide
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Connect, Install, and Configure

e Overview of Connect, Install, and Configure, page 2-1

e Deploying a Virtual Appliance, page 2-1

e Connecting the Appliance, page 2-2.

e Gathering Setup Information, page 2-5

e System Setup Wizard, page 2-6

e Upstream Proxies, page 2-13

e Enabling or Changing Network Interfaces, page 2-16

e Using the P2 Data Interface for Web Proxy Data, page 2-17
e Changing the System Hostname, page 2-30

e DNS Settings, page 2-31

Overview of Connect, Install, and Configure

The appliance works in conjunction with other network devices to intercept traffic. These can include
switches, transparent redirection devices, network taps, and other proxy servers or Web Security
appliances.

The appliance comes with multiple network ports, with each assigned to manage one or more specific
data types.

The appliance uses network routes, DNS, VLANSs, and other settings and services to manage network
connectivity and traffic interception. The System Setup Wizard allows you to set up basic services and
settings, and through the appliance web interface which allows you to modify settings or to configure
additional options.

Deploying a Virtual Appliance

To set up a virtual appliance, see the Cisco Content Security Virtual Appliance Installation Guide.

Then continue with the applicable configuration instructions in this chapter.

AsyncO0S 8.1 for Cisco Web Security User Guide
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B Task Overview for Connecting, Installing, and Configuring

Task Overview for Connecting, Installing, and Configuring

Task More Information

1. Connect the appliance to internet traffic. Connecting the Appliance, page 2-2

2. Gather and record setup information. Gathering Setup Information, page 2-5
3. Run the System Setup Wizard. System Setup Wizard, page 2-6

4. (Optional) Connect upstream proxies. Upstream Proxies, page 2-13

Connecting the Appliance

Before You Begin

e Follow the instructions in the Hardware Installation Guide for your appliance to mount the
appliance, cable the appliance for management, and connect the appliance to power.

e If you plan to physically connect the Appliance to a WCCP v2 router for transparent redirection,
first verify that the WCCP router supports Layer 2 redirection.

e Be aware of Cisco configuration recommendations:

- Use simplex cabling (separate cables for incoming and outgoing traffic) if possible for enhanced
performance and security.

Step 1 Connect the Management interface if you have not already done so:

Ethernet Port Notes

Ml Connect M1 to where it can:
¢ Send and receive Management traffic.
e (Optional) Send and receive web proxy data traffic.
You can connect a laptop directly to M1 to administer the appliance.

To connect to the management interface using a hostname
(http://hostname:8080), add the appliance hostname and IP address to your DNS
server database.

P1 and P2 (optional) | ¢ Available for outbound management services traffic but not administration.

e Enable "Restrict M1 port to appliance management services only” Network
> Interfaces page.

e Set routing for the service to use the Data interface.

AsyncO0S 8.1 for Cisco Web Security User Guide
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Connecting the Appliance

Step2  (Optional) Connect the appliance to data traffic either directly or through a transparent redirection
device:
Ethernet Port Explicit Forwarding Transparent Redirection
P1/P2 P1 only: Device: WCCP v2 router:

e Enable "Restrict M1 port to
appliance management services
only”.

e Connect P1 and M1 to different
subnets.

e Use a duplex cable to connect
P1 the internal network and the
internet to receive both inbound
and outbound traffic.

P1 and P2
e Enable P1.

e Connect M1, P1, and P2 to
different subnets.

e Connect P2 to the internet to

receive inbound internet traffic.

For Layer 2 redirection, physically
connect router to P1/P2.

For Layer 3 redirection, be aware of
possible performance issues with
Generic Routing Encapsulation.

Create a WCCP Service on the
Appliance.

Device: Layer-4 Switch:

S

For Layer 2 redirection, physically
connect switch to P1/P2.

For Layer 3 redirection, be aware of
possible performance issues with
Generic Routing Encapsulation.

Note  The appliance does not support
After running the System Setup inline mode.
Wizard, enable P2.
M1 (optional) If "Restrict M1 port to appliance N/A

management services only” is
disabled, M1 is the default port for
data traffic.
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B Connecting the Appliance

Step3  (Optional) To monitor Layer-4 traffic, connect the Appliance to a TAP, switch, or hub after the proxy
ports and before any device that performs network address translation (NAT) on client IP addresses:

Ethernet Port |Notes

T1/T2 To allow Layer-4 Traffic Monitor blocking, put Layer 4Traffic Monitor on the same
network as the Web Security appliance.

Recommended configuration:
Device: Network TAP:
e Connect T1 to network TAP to receive outbound client traffic.
e Connect T2 to network TAP to receive inbound internet traffic.
Other options:
Device: Network TAP:
e Use duplex cable on T1 to receive inbound and outbound traffic.
Device: Spanned or mirrored port on a switch

e Connect T1 to receive outbound client traffic and connect T2 to receive inbound
internet traffic.

e (Less preferred) Connect T1 using a half or full duplex cable to receive both
inbound and outbound traffic.

Device: Hub:

e (Least preferred) Connect T1 using a duplex cable to receive both inbound and
outbound traffic.

The appliance listens to traffic on all TCP ports on these interfaces.

Step4  Connect external proxies upstream of the appliance to allow the external proxies to receive data from the
appliance.

Next Step
¢ Gathering Setup Information, page 2-5

Related Topics
e Enabling or Changing Network Interfaces, page 2-16

e Using the P2 Data Interface for Web Proxy Data, page 2-17
e Adding and Editing a WCCP Service, page 2-21
e Configuring Transparent Redirection, page 2-20

e Upstream Proxies, page 2-13
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Gathering Setup Information

Gathering Setup Information

You can use the worksheet below to record the configuration values you will need while running the
System Setup Wizard. For additional information about each property, see System Setup Wizard
Reference Information, page 2-7.

System Setup Wizard Worksheet

Property

Value

Property

Value

Appliance Details

Routes

Default System Hostname

Management Traffic

Local DNS Server(s)

(Required if not using
Internet Root Servers)

Default Gateway

DNS Server 1

(Optional) Static Route Table
Name

(Optional) DNS Server 2

(Optional) Static Route Table
Destination Network

(Optional) DNS Server 3

(Optional) Standard Service
Router Addresses

(Optional) Time Settings

(Optional) Data Traffic

Network Time Protocol
Server

Default Gateway

(Optional) External Proxy
Details

Static Route Table Name

Proxy Group Name

Static Route Table
Destination Network

Proxy Server Address

(Optional) WCCP Settings

Proxy Port Number

WCCP Router Address

Interface Details

WCCP Router Password

Management (M1) Port

Administrative Settings

IPv4 Address (required)
[Pv6 Address (optional)

Administrator Password

Network Mask

Email System Alerts To

Hostname

(Optional) SMTP Relay Host

(Optional) Data (P1) Port

IPv4 (optional)
IPv6 Address (optional)

Network Mask

Hostname
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M System Setup Wizard

System Setup Wizard

>

Warning

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6
Step 7
Step 8

Step 9

Before You Begin:

e Connect the Appliance to networks and devices. Connecting the Appliance, page 2-2
e Complete the System Setup Wizard worksheet.Gathering Setup Information, page 2-5.

e If you are preparing to run the System Setup Wizard on a virtual appliance, use the loadlicense
command to load the virtual appliance license. Cisco Security Virtual Appliance Installation Guide.

¢ Note that reference information for each configuration item used in the System Setup Wizard is
available at System Setup Wizard Reference Information, page 2-7.

Only use the System Setup Wizard the first time you install the appliance or if you want to completely
overwrite the existing configuration.

Open a browser and enter the IP address of the Web Security appliance. The first time you run the System
Setup Wizard, use the default IP address:

https://192.168.42.42:8443
_Or_
http://192.168.42.42:8080

where 192.168.42.42 is the default IP address, and 8080 is the default admin port setting for HTTP,
and 8443 is default admin port for HTTPS.

Otherwise, if the appliance is currently configured, use the IP address of the M1 port.

When the appliance login screen appears, enter the username and password to access the appliance. By
default, the appliance ships with the following username and password:

e Username: admin
e Password: ironport
Choose System Administration > System Setup Wizard.

If the appliance is already configured, you will be warned that you are about to reset the configuration.
To continue with the System Setup Wizard, click the Reset Configuration button. The appliance will
reset and the browser will refresh to the appliance home screen. Begin again at Step 3.

Read and accept the terms of the end user license agreement.
Click Begin Setup to continue.
Configure all settings using the provided reference tables as required.

Review the configuration information. If you need to change an option, click the Edit button for that
section.

Click Install This Configuration.

A Next Steps page should appear once the configuration installed. However, depending on the IP,
hostname, or DNS settings you configured during setup, you may lose connection to the appliance at this
stage. If a page not found is displayed in your browser, change the URL to reflect any new address
settings and reload the page. Then continue with any post setup tasks you wish to perform.

AsyncO0S 8.1 for Cisco Web Security User Guide
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System Setup Wizard W

System Setup Wizard Reference Information

Network / System Settings

Table 2-1
Property Description
Default System The system hostname is the fully-qualified hostname used to identify the
Hostname appliance in the following areas:
e the command line interface (CLI)
e system alerts
e end-user notification and acknowledgement pages
e when forming the machine NetBIOS name when the Web Security
appliance joins an Active Directory domain.
The system hostname does not correspond directly to interface hostnames
and is not used by clients to connect to the appliance.
DNS Server(s): You can choose to use the Internet root DNS servers for domain name service
Use the Internet’s Root |lookups when the appliance does not have access to DNS servers on your
DNS Servers network.
Note Internet Root DNS servers will not resolve local hostnames. If you
need the appliance to resolve local hostnames you must use a local
DNS server or add the appropriate static entries to the local DNS
using the Command Line Interface.
DNS Server(s): The local DNS server(s) that the appliance can use to resolve hostnames.
Use these DNS Servers
NTP Server The Network Time Protocol (NTP) server used to synchronize the system
clock with other servers on the network or the Internet.
The default is time.sco.cisco.com.
Time Zone Affects timestamps in message headers and log files.

Related Topics
e DNS Settings, page 2-31
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M System Setup Wizard

Network / Network Context
A

Note  When you use the Web Security appliance in a network that contains another proxy server, it is
recommended that you place the Web Security appliance downstream from the proxy server,
closer to the clients.

Table 2-2

Property

Description

Is there another
web proxy on your
network?

Is there another proxy on your network, such that
a. traffic must pass through it?
b. it will be upstream of the Web Security appliance?

If yes for both points, select the checkbox. This allows you to create a proxy group
for one upstream proxy. You can add more upstream proxies later.

Proxy group name

A name used to identify the proxy group on the appliance.

Address

The hostname or IP address of the upstream proxy server.

Port

The port number of the upstream proxy server.

Related Topics

e Upstream Proxies, page 2-13
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System Setup Wizard W

Network / Network Interfaces and Wiring

Table 2-3

Property Description

Management The IP address, network mask, and hostname to use to manage the Web Security
appliance and, by default, for proxy (data) traffic.

Administrators can use the hostname specified here when connecting to the
appliance management interface (or in browser proxy settings if M1 is used for
proxy data), but you must register it in your organization’s DNS.

(Optional) Check the Use M1 Port For Management Only checkbox if you want
to use a separate port for data traffic.

Note  When you use M1 for management traffic only, configure at least one data
interface, on another subnet, for proxy traffic. You must also define
different routes for management and data traffic.

Data The IP address, network mask, and hostname to use for data traffic on the P1 port.
This must use a different subnet to that used by the management port.

Clients can use the hostname specified here (in browser proxy settings, for
example) but you must register it in your organization’s DNS.

If you configure the M1 interface for management traffic only, you must configure
the P1 interface for data traffic. However, you can configure the P1 interface even
when the M1 interface is used for both management and data traffic.

You can enable and configure the P1 port only in the System Setup Wizard. If you
want to enable the P2 interface, you must do this after finishing the System Setup
Wizard.

Layer-4 Traffic The type of wired connections plugged into the “T” interfaces:

Monitor ¢ Duplex TAP. The T1 port receives both incoming and outgoing traffic.

e Simplex TAP. The T1 port receives outgoing traffic (from the clients to the
Internet) and the T2 port receives incoming traffic (from the Internet to the
clients).

Cisco recommends using Simplex when possible because it can increase
performance and security.

Network / Routes for Management and Data Traffic
~

Note If you enable “Use M1 port for management only”, this section will have separate sections for
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management and data traffic; otherwise one joint section will be shown.

Table 2-4

Property Description

Default Gateway |The default gateway IP address to use for the traffic through the Management and
Data interfaces.

Static Routes Optional static routes for management and data traffic. Multiple routes can be
Table added. A route gateway must reside on the same subnet as the Management or
Data interface on which it is configured.
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Network / Transparent Connection Settings

Table 2-5

Property

Description

Layer-4 Switch or
No Device

Specifies that the Web Security appliance is connected to a layer 4 switch for
transparent redirection, or that no transparent redirection device is used and clients
will explicitly forward requests to the appliance.

WCCP v2 Router

Specifies that the Web Security appliance is connected to a version 2 WCCP
capable router.

If you connect the appliance to a version 2 WCCP router, you must create at least
one WCCP service. You can enable the standard service on this screen, or after the
System Setup Wizard is finished, where you can also create multiple dynamic
services.

When you enable the standard service, you can also enable router security and
enter a password. The password used here must be used all appliances and WCCP
routers within the same service group.

A standard service type (also known as the “web-cache” service) is assigned a
fixed ID of zero, a fixed redirection method (by destination port), and a fixed
destination port of 80.

A dynamic service type allows you to define a custom ID, port numbers, and
redirection and load balancing options.

Network / Administrative Settings

Table 2-6

Property

Description

Administrator
Password

The password used to access the Web Security appliance for administrative
purposes.

Email System Alerts |The email address to which the appliance sends systems alerts.

To

Send Email via
SMTP Relay Host
(optional)

The address and port for an SMTP relay host that AsyncOS can use to send
system generated email messages.

If no SMTP relay host is defined, AsyncOS uses the mail servers listed in the
MX record.
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Table 2-6
Property Description
AutoSupport Specifies whether or not the appliance sends system alerts and weekly status

report to Cisco Customer Support.

SensorBase Network |Specifies whether or not to participate in the Cisco SensorBase Network. If you
Participation participate, you can configure Limited or Standard (full) participation. Default
is Standard.

The SensorBase Network is a threat management database that tracks millions
of domains around the world and maintains a global watch list for Internet
traffic. When you enable SensorBase Network Participation, the Web Security
appliance sends anonymous statistics about HTTP requests to Cisco to increase
the value of SensorBase Network data.
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Table 2-7
Option Description
Global Policy Specifies whether to block or monitor all web traffic by default after the System

Default Action

Setup Wizard completes. You can change this behavior later by editing the
Protocols and User Agents settings for the Global Access Policy. The default
setting is to monitor traffic.

L4 Traffic Monitor

Specifies whether the Layer-4 Traffic Monitor should monitor or block
suspected malware by default after the System Setup Wizard completes. You can
change this behavior later. The default setting is to monitor traffic.

Acceptable Use
Controls

Specifies whether or not to enable Acceptable Use Controls.

If enabled, Acceptable Use Controls allow you to configure policies based on
URL filtering. They also provide application visibility and control, as well as
related options such as safe search enforcement. The default setting is enabled.

Reputation Filtering

Specifies whether or not to enable Web Reputation filtering for the Global Policy
Group.

Web Reputation Filters is a security feature that analyzes web server behavior
and assigns a reputation score to a URL to determine the likelihood that it
contains URL-based malware. The default setting is enabled.

Malware and
Spyware Scanning

Specifies whether or not to enable malware and spyware scanning using
Webroot, McAfee, or Sophos. The default setting to that all three options are
enabled.

If any option is enabled, also choose whether to monitor or block detected
malware. The default setting is to monitor malware.

You can further configure malware scanning after you finish the System Setup
Wizard.

Cisco Data Security
Filtering

Specifies whether or not to enable Cisco Data Security Filters.

If enabled, the Cisco Data Security Filters evaluate data leaving the network and
allow you to create Cisco Data Security Policies to block particular types of
upload requests. The default setting is enabled.

Upstream Proxies

The web proxy can forward web traffic directly to its destination web server or use routing policies to
redirect it to an external upstream proxy.

e Upstream Proxies Task Overview, page 2-14

e Creating Proxy Groups for Upstream Proxies, page 2-14
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Upstream Proxies Task Overview

Task More Information

1. Connect the external proxy upstream of the Cisco. Connecting the Appliance, page 2-2.

2. Create and configure a proxy group for the upstream Creating Proxy Groups for Upstream Proxies, page 2-14.
proxy.

3. Create a routing policy for the proxy group to manage |Create Policies to Control Internet Requests
which traffic is routed to the upstream proxy.

Creating Proxy Groups for Upstream Proxies

Step1  Choose Network > Upstream Proxies.
Step2  Click Add Group.
Step3  Complete the Proxy Group settings.

Property Description

Name The name used to identify proxy groups on the appliance, such as in routing
policies, for example.

Proxy Servers The address, port and reconnection attempts (should a proxy not respond) for
the proxy servers in the group. Rows for each proxy server can be added or
deleted as required.

Note  You can enter the same proxy server multiple times to allow unequal
load distribution among the proxies in the proxy group.
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Property Description

Load Balancing The strategy that the web proxy uses to load balance requests between
multiple upstream proxies. Choose from:

e None (failover). The Web Proxy directs transactions to one external
proxy in the group. It tries to connect to the proxies in the order they are
listed. If one proxy cannot be reached, the Web Proxy attempts to
connect to the next one in the list.

¢ Fewest connections. The Web Proxy keeps track of how many active
requests are with the different proxies in the group and it directs a
transaction to the proxy currently servicing the fewest number of
connections.

e Hash based. Least recently used. The Web Proxy directs a transaction
to the proxy that least recently received a transaction if all proxies are
currently active. This setting is similar to round robin except the Web
Proxy also takes into account transactions a proxy has received by being
a member in a different proxy group. That is, if a proxy is listed in
multiple proxy groups, the “least recently used” option is less likely to
overburden that proxy.

¢ Round robin. The Web Proxy cycles transactions equally among all
proxies in the group in the listed order.

Note The Load Balancing option is dimmed until two or more proxies
have been defined.

Failure Handling Specifies the default action to take if all proxies in this group fail. Choose
from:

e Connect directly. Send the requests directly to their destination servers.

¢ Drop requests. Discard the requests without forwarding them.

Stepd  Submit and commit your changes.

Next Step.
e Creating a Policy, page 9-5

Network Interfaces

e [P Address Versions, page 2-15
¢ Enabling or Changing Network Interfaces, page 2-16

IP Address Versions

In Standard mode, Cisco supports IPv4 and IPv6 addresses in most cases.

~

Note  In Cloud Connector mode, Cisco supports IPv4 only.
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A DNS server may return a result with both an IPv4 and an IPv6 address. DNS settings include an IP
Address Version Preference to configure AsyncOS behavior in these cases.

Interface/Service IPv4 IPv6 Notes

M1 interface Required Optional Use of IPv6 addresses requires an IPv6
routing table that defines the default IPv6
gateway. Depending on the network, you
may also need to specify a static IPv6 route
in the routing table.

P1 interface Optional Optional If the P1 interface has an IPv6 address
configured and the appliance uses split
routing (separate management and data
routes), then the P1 interface cannot use the
IPv6 gateway configured on the
Management route. Instead, specify an IPv6
gateway for the Data routing table.

P2 interface Optional Optional —

Data services Supported Supported —

Control and Management Services Supported Partially Supported |Images, for example custom logos on
end-user notification pages, require IPv4.

AnyConnect Secure Mobility (MUS) Supported Not Supported —

Related Topics

e Enabling or Changing Network Interfaces, page 2-16

e DNS Settings, page 2-31

Enabling or Changing Network Interfaces

Step 1
Step 2

e Add or modify interface IP addresses

e Change the Layer-4 Traffic Monitor wiring type

e Enable split routing of management and data traffic

Choose Network > Interfaces.

Click Edit Settings.
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Step3  Configure the Interface options.

Table 2-8
Option Description
Interfaces Modify or add new IPv4 or IPv6 Address, Netmask, and Hostname details for

the M1, P1, or P2 interfaces as required.

M1 (Management). AsyncOS requires an [Pv4 address for M1. In addition to
the IPv4 address, you can specify an IPv6 address. By default, the Management
interface is used to administer the appliance and Web Proxy (data) monitoring.
However, you can configure the M1 port for management use only.

P1 & P2 (Data). Use an IPv4 address, IPv6 address, or use both versions. The
Data interfaces are used for Web Proxy monitoring and Layer-4 Traffic Monitor
blocking (optional). You can also configure these interfaces to support outbound
services such as DNS, software upgrades, NTP, and traceroute data traffic.

Note If the Management and Data interfaces are all configured, each must be
assigned IP addresses on different subnets

Separate Routing for |Specifies whether to use M1 for management data only and to use a separate port
Management for data traffic.

Services Note  When you use M1 for management traffic only, configure at least one

data interface, on another subnet, for proxy traffic. Define different
routes for management and data traffic.

Appliance The HTTP and HTTPS ports that the appliance management services listen on.
Management Also, specifies whether to redirect HTTP traffic to HTTPS.
Services

L4 Traffic Monitor |The Layer-4 Traffic Monitor interfaces are used to configure a duplex or simplex
wiring type.

¢ Duplex. The T1 interface receives incoming and outgoing traffic.

e Simplex. T1 receives outgoing traffic and T2 receives incoming traffic.

Step4  Submit and commit your changes.

Next Steps
e If you added an IPv6 address, add an IPv6 routing table.

Related Topics
e Connecting the Appliance, page 2-2.

e [P Address Versions, page 2-15
e Configuring TCP/IP Traffic Routes, page 2-18.

Using the P2 Data Interface for Web Proxy Data

By default, the web proxy does not listen for requests on P2, even when enabled. However, you can
configure P2 to listen for web proxy data.
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Before You Begin

Enable P2 (you must also enable P1 if not already enabled) (see Enabling or Changing Network
Interfaces, page 2-16).

Step 1 Access the CLI.

Step 2 Use the advancedproxyconfig ->miscellaneous commands to access the required area

example.com> advancedproxyconfig

Choose a parameter group:

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters

FTPOVERHTTP - FTP Over HTTP related parameters

HTTPS - HTTPS related parameters

SCANNING - Scanning related parameters

PROXYCONN - Proxy connection header related parameters
CUSTOMHEADERS - Manage custom request headers for specific domains
MISCELLANEOUS - Miscellaneous proxy related parameters
SOCKS - SOCKS Proxy parameters

Step 3 [1> miscellaneous

Stepd  Press Enter past each question until the question:

Do you want proxy to listen on P27

Enter ‘y’ for this question.

Step5  Press Enter past the remaining questions.

Step6  Commit your changes.

If you enable P2 to listen for client requests using the advancedproxyconfig > miscellaneous CLI
command, you can choose whether to use P1 or P2 for outgoing traffic. To use P1 for outgoing traffic,
change the Default Route for data traffic to specify the next IP address that the P1 interface is connected
to. Related Topics

Connecting the Appliance, page 2-2.
Configuring TCP/IP Traffic Routes, page 2-18.

Configuring TCP/IP Traffic Routes

Routes are used for determining where to send (or route) network traffic. The Web Security appliance
needs to route the following kinds of traffic:

Data traffic. Traffic the Web Proxy processes from end users browsing the web.

Management traffic. Traffic created by managing the appliance through the web interface and
traffic the appliance creates for management services, such as AsyncOS upgrades, component
updates, DNS, authentication, and more.
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By default, both kinds of traffic use the routes defined for all configured network interfaces. However,
you can choose to split the routes (“split routing”) so that the M1 interface is only used for management
traffic. When you enable split routing, data traffic only uses the routes configured for the data interfaces
(P1 and P2, if configured), and management traffic uses the routes configured for all configured network

interfaces.
The number of sections on the Network > Routes page is determined by whether or not split routing is
enabled:

¢ Separate route configuration sections for Management and Data traffic (split routing enabled).

When you use the Management interface for management traffic only (“Restrict M1 port” is
enabled), then this page includes two sections to enter routes, one for management traffic and one

for data traffic.
¢ One route configuration section for all traffic (split routing enabled). When you use the

Management interface for both management and data traffic (“Restrict M1 port” is disabled), then
this page includes one section to enter routes for all traffic that leaves the Web Security appliance,

both management and data traffic.

Note A route gateway must reside on the same subnet as the Management or Data interface on which it is
configured. If multiple data ports are enabled, the web proxy sends out transactions on the data interface
that is on the same network as the default gateway configured for data traffic.

Related Topics
¢ To enable split routing of management and data traffic, see Enabling or Changing Network
Interfaces, page 2-16

Modifying the Default Route

Step 1 Choose Network > Routes.

Step2  Click on Default Route in the Management or Data table as required (or the combined
Management/Data table if split routing is not enabled).

Step3  In the Gateway column, enter the IP address of the computer system on the next hop of the network
connected to the network interface you are editing.

Step4  Submit and commit your changes.

Adding a Route

Step 1 Choose Network > Routes.
Step2  Click the Add Route button corresponding to the interface for which you are creating the route.

Step 3 Enter a Name, Destination Network, and Gateway.

Step4  Submit and commit your changes.

AsyncO0S 8.1 for Cisco Web Security User Guide
| g 219 ]



Chapter2  Connect, Install, and Configure |

B Using the P2 Data Interface for Web Proxy Data

Saving and Loading Routing Tables

Step 1 Choose Network > Routes.
¢ To save a route table, click Save Route Table and specify where to save the file.

¢ To load a saved route table, click Load Route Table, navigate to the file, open it, and submit and
commit your changes.

Note  When the destination address is on the same subnet as one of the physical network interfaces, AsyncOS
sends data using the network interface with the same subnet. It does not consult the routing tables.

Deleting a Route

Step 1 Choose Network > Routes.
Step2  Check the checkbox in the Delete column for the appropriate route.
Step3  Click Delete and confirm.

Step4  Submit and commit your changes.

Related Topics
¢ Enabling or Changing Network Interfaces, page 2-16.

Configuring Transparent Redirection

Specifying a Transparent Redirection Device

Before You Begin

e Connect the appliance to a Layer-4 switch or a WCCP v2 router.

Step 1 Choose Network > Transparent Redirection.
Step2  Click Edit Device.

Step3  Choose the type of device that transparently redirects traffic to the appliance from the Type drop-down
list.

Stepd  Submit and commit your changes.

Step5  For WCCP v2 devices, complete these additional steps:
a. Configure the WCCP device using device documentation.
b. Add a WCCP service.

c. If IP spoofing is enabled on the appliance, create a second WCCP service.
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Related Topics
e Connecting the Appliance, page 2-2.

¢ Configuring WCCP Services, page 2-21.

Configuring WCCP Services

A WCCP service is an appliance configuration that defines a service group to a WCCP v2 router. It
includes information such as the service ID and ports used. Service groups allow a web proxy to establish
connectivity with a WCCP router and to handle redirected traffic from the router.

Adding and Editing a WCCP Service

Before You Begin

e Configure the appliance to use a WCCP v2 Router (see Specifying a Transparent Redirection
Device, page 2-20).

Step 1 Choose Network > Transparent Redirection.

Step 2 Click Add Service, or, to edit a WCCP service, click the name of the WCCP service in the Service
Profile Name column.
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Step3  Configure the WCCP options as described:
Table 2-9

WCCP Service Option Description

Service Profile Name The name for the WCCP service.

Note If you leave this empty and choose a standard service (see below),
the name ‘web_cache’ is automatically assigned here.

Service The service group type for the router. Choose from:

Standard service. This service type is assigned a fixed ID of zero, a fixed
redirection method of by destination port, and a fixed destination port of 80.
You can create one standard service only. If a standard service already exists
on the appliance, this option is dimmed.

Dynamic service. This service type allows you to define a custom ID, port
numbers, and redirection and load balancing options. Enter the same
parameters when creating the service on the WCCP router as you entered for
the dynamic service.

If you create a dynamic service, enter the following information:

e Service ID. Enter any number from 0 to 255 in the Dynamic Service ID
field.

¢ Port number(s). Enter up to eight port numbers for traffic to redirect in
the Port Numbers field.

¢ Redirection basis. Choose to redirect traffic based on the source or
destination port. Default is destination port.

S

Note  To configure Native FTP with transparent redirection and IP
spoofing, choose Redirect based on source port (return path) and set
the source port to 13007.

¢ Load balancing basis. When the network uses multiple Web Security
appliances, you can choose how to distribute packets among the
appliances. You can distribute packets based on the server or client
address. When you choose client address, packets from a client always
get distributed to the same appliance. Default is server address.

Router IP Addresses The IPv4 or IPv6 address for one or more WCCP enabled routers. Use each
router’s unique IP; you cannot enter a multicast address. You cannot mix
IPv4 and IPv6 addresses within a service group.

Router Security Specifies whether or not to require a password for this service group. If
enabled, every appliance and WCCP router that uses the service group must
use the same password.
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Table 2-9

WCCP Service Option Description

Advanced Load-Balancing Method. This determines how the router performs load
balancing of packets among multiple Web Security appliances. Choose from:

¢ Allow Mask Only. WCCP routers make decisions using hardware in the
router. This method can increase router performance over the hash
method. Not all WCCP routers support mask assignment, however.

e Allow Hash Only. This method relies on a hash function to make
redirection decisions. This method can be less efficient than the mask
method, but may be the only option the router supports.

e Allow Hash or Mask. Allows AsyncOS to negotiate a method with the
router. If the router supports mask, then AsyncOS uses masking,
otherwise hashing is used.

Mask Customization. If you select Allow Mask Only or Allow Hash or
Mask, you can customize the mask or specify the number of bits:

¢ Custom mask (max 5 bits). You can specify the mask. The web
interface displays the number of bits associated with the mask you
provide.

e System generated mask. You can let the system generate a mask for
you. Optionally, you can specify the number of bits for the
system-generated mask, up to 5 bits.

Advanced (continued) |Forwarding method. This is the method by which redirected packets are
transported from the router to the web proxy.

Return Method. This is the method by which redirected packets are
transported from the web proxy to the router.

Both the forwarding and return methods use one of the following method
types:

e Layer 2 (L2). This redirects traffic at layer 2 by replacing the packet’s
destination MAC address with the MAC address of the target web proxy.
The L2 method operates at hardware level and typically offers the best
performance. Not all WCCP routers support L2 forwarding, however. In
addition, WCCP routers only allow L2 negotiation with a directly
(physically) connected Web Security appliance.

¢ Generic Routing Encapsulation (GRE). This method redirects traffic
at layer 3 by encapsulating the IP packet with a GRE header and a
redirect header. GRE operates at software level, which can impact
performance.

e L2 or GRE. With this option, the appliance uses the method that the
router says it supports. If both the router and appliance support L2 and
GRE, the appliance uses L2.

If the router is not directly connected to the appliance, you must choose
GRE.
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Stepd  Submit and commit your changes.

Creating WCCP Services for IP Spoofing

Step 1 If you have enabled IP spoofing on the web proxy, create two WCCP services. Create a standard WCCP
service, or create a dynamic WCCP service that redirects traffic based on destination ports.

Step2  Create a dynamic WCCP service that redirects traffic based on source ports.

Use the same port numbers, router IP address, and router security settings as used for the service created
in Step 1.

~

Note  Cisco suggests using a service ID number from 90 to 97 for the WCCP service used for the return
path (based on the source port).

Related Topics
e Web Proxy Cache, page 4-5.

Increasing Interface Capacity Using VLANs

You can configure one or more VLANS to increase the number of networks the Cisco appliance can
connect to beyond the number of physical interfaces included. Figure 2-1 provides an example of
configuring several VLANSs on the P1 interface.
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Figure 2-1 Using VLANSs to Increase the Number of Networks Available on the Appliance

 Cisco appliance configured for VLANT,
VLANZ2, and VLAN3

o
[

VLAN
“Router”

[

VLANI1

VLAN

VLAN

VLANS appear as dynamic “Data Ports” labeled in the format of: “VLAN DDDD” where the “DDDD”
is the ID and is an integer up to 4 digits long (VLAN 2, or VLAN 4094 for example). AsyncOS supports
up to 30 VLAN:S.

A physical port does not need an IP address configured in order to be in a VLAN. The physical port on
which a VLAN is created can have an IP that will receive non-VLAN traffic, so you can have both VLAN
and non-VLAN traffic on the same interface.

VLANS can only be created on the Management and P1 data ports.

Configuring and Managing VLANs

You can create, edit and delete VLANS via the etherconfig command. Once created, a VLAN can be
configured via the interfaceconfig command in the CLI.

Example 1: Creating a New VLAN

In this example, two VLANSs are created (named VLAN 31 and VLAN 34) on the P1 port:

Step 1 Do not create VLANSs on the T1 or T2 interfaces.Access the CLI.
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Step 2

Follow the steps shown.
example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- MTU - View and configure MTU.

[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):

[1> 34

Enter the name or number of the ethernet interface you wish bind to:

1. Management

2. Pl
3. T1
4. T2
[1]> 2

VLAN interfaces:

1. VLAN 34 (P1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.
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- EDIT - Edit a VLAN.
- DELETE - Delete a VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):

[1> 31

Enter the name or number of the ethernet interface you wish bind to:

1. Management

2. P1
3. T1
4. T2
[1]1> 2

VLAN interfaces:
1. VLAN 31 (P1)

2. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

(1>

Step3  Commit your changes.

Example 2: Creating an IP Interface on a VLAN

In this example, a new IP interface is created on the VLAN 34 ethernet interface.
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~

Note  Making changes to an interface may close your connection to the appliance.

Step 1 Access the CLI.
Step2  Follow the steps shown.

example.com> interfaceconfig

Currently configured interfaces:
1. Management (10.10.1.10/24 on Management: example.com)

2. P1 (10.10.0.10 on Pl: example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

[1> new

IP Address (Ex: 10.10.10.10):

[I]> 10.10.31.10

Ethernet interface:

1. Management

Netmask (Ex: "255.255.255.0" or "Oxffffffoo"):

[255.255.255.0]>
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Hostname:

[1> v.example.com

Currently configured interfaces:
1. Management (10.10.1.10/24 on Management: example.com)
2. Pl (10.10.0.10 on Pl: example.com)

3. VLAN 34 (10.10.31.10 on VLAN 34: v.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

(1>

example.com> commit

Commit your changes.

Related Topics
e Enabling or Changing Network Interfaces, page 2-16.

e Configuring TCP/IP Traffic Routes, page 2-18.

Redirect Hostname and System Hostname

After running the System Setup Wizard, the System Hostname and the Redirect Hostname are the same.
However, changing the system hostname using the sethostname command does not change the redirect
hostname. Therefore the settings may have different values.

AsyncOS uses the redirect hostname for end-user notifications and acknowledgments.

The system hostname is the fully-qualified hostname used to identify the appliance in the following
areas:

e The command line interface (CLI)

e System alerts
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e When forming the machine NetBIOS name when the Web Security appliance joins an Active
Directory domain.

The system hostname does not correspond directly to interface hostnames and is not used by clients to
connect to the appliance.

Changing the Redirect Hostname

Step 1 In the web user interface, navigate to Network>Authentication.
Step2  Click Edit Global Settings.

Step3  Enter a new value for Redirect Hostname.

Changing the System Hostname

Step 1 Access the CLI.

Step2  Use the sethostname command to change the name of the Web Security appliance:
example.com> sethostname
example.com> hostname.com

example.com> commit

hostname.com>

Step3  Commit your changes.

Configuring SMTP Relay Host Settings

AsyncOS periodically sends system-generated email messages, such as notifications, alerts, and Cisco
Customer Support requests. By default, AsyncOS uses information listed in the MX record on your
domain to send email. However, if the appliance cannot directly reach the mail servers listed in the MX
record, you must configure at least one SMTP relay host on the appliance.

Note  If the Web Security appliance cannot communicate with the mail servers listed in the MX record or any
of the configured SMTP relay hosts, it cannot send email messages and it writes a message in the log
files.
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DNS Settings W

You can configure one or more SMTP relay hosts. When you configure multiple SMTP relay hosts,
AsyncOS uses the topmost available SMTP relay host. If an SMTP relay host is unavailable, it tries to
use the one below it in the list.

Configuring an SMTP Relay Host

Step 1 Choose Network > Internal SMTP Relay.
Step2  Click Edit Settings.
Step3  Complete the Internal SMTP Relay settings.

Table 2-10

Property Description

Relay Hostname or IP | The hostname or IP address to use for the SMTP relay

Address

Port The port for connecting to the SMTP relay. If this property is left empty, the

appliance uses port 25.

Routing Table to Use | The routing table associated with an appliance network interface, either
for SMTP Management or Data, to use for connecting to the SMTP relay. Choose
whichever interface is on the same network as the relay system.

Step4  (Optional) Click Add Row to add additional SMTP relay hosts.

Step5  Submit and commit your changes.

DNS Settings

AsyncOS for Web can use the Internet root DNS servers or your own DNS servers. When using the
Internet root servers, you can specify alternate servers to use for specific domains. Since an alternate

DNS server applies to a single domain, it must be authoritative (provide definitive DNS records) for that
domain.

e Split DNS, page 2-31
¢ C(Clearing the DNS Cache, page 2-32
e Editing DNS Settings, page 2-32

Split DNS

AsyncOS supports split DNS where internal servers are configured for specific domains and external or
root DNS servers are configured for other domains. If you are using your own internal server, you can
also specify exception domains and associated DNS servers.

AsyncO0S 8.1 for Cisco Web Security User Guide



Chapter2  Connect, Install, and Configure |

Il DNS Settings

Clearing the DNS Cache

Before You Begin

e Be aware that using this command might cause a temporary performance degradation while the
cache is repopulated.

Step1  Choose Network > DNS.
Step2  Click Clear DNS Cache.

Editing DNS Settings

Step1  Choose Network > DNS
Step2  Click Edit Settings.
Step3  Configure the DNS settings as required.

Property Description

DNS Server(s) Use these DNS Servers. The local DNS server(s) that the appliance can use to
resolve hostnames.

Use the Internet’s Root DNS Servers. You can choose to use the Internet root
DNS servers for domain name service lookups when the appliance does not have
access to DNS servers on your network.

Note Internet Root DNS servers will not resolve local hostnames. If you need
the appliance to resolve local hostnames you must use a local DNS
server or add the appropriate static entries to the local DNS using the
Command Line Interface.

Alternate DNS servers Overrides (Optional). Authoritative DNS servers for
particular domains

Routing Table for Specifies which interface the DNS service will route traffic through.
DNS Traffic

IP Address Version |When a DNS server provides both an IPv4 and an IPv6 address, AsyncOS uses
Preference this preference to choose the IP address version.

~

Note  AsyncOS does not honor the version preference for transparent FTP
requests.

Wait Before Timing |The wait time in seconds before timing out non-responsive reverse DNS
out Reverse DNS lookups.
Lookups

Domain Search List |A DNS domain search list used when a request is sent to a bare hostname (with
no "' character). The domains specified will each be attempted in turn, in the
order entered, to see if a DN'S match for the hostname plus domain can be found.
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Troubleshooting Connect, Install, and Configure

Stepd  Submit and commit your changes.

Related Topics
e Configuring TCP/IP Traffic Routes, page 2-18

e [P Address Versions, page 2-15

Troubleshooting Connect, Install, and Configure

e Upstream Proxy Does Not Receive Basic Credentials, page A-13
¢ Client Requests Fail Upstream Proxy, page A-13

e Maximum Port Entries, page A-14
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Bl Troubleshooting Connect, Install, and Configure
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Connect the Appliance to a Cloud Web Security
Tower

This chapter contains the following information:

Overview of Connect the Appliance to a Cloud Web Security Tower, page 3-1
What is Supported in Cloud Connector Mode?, page 3-1
Documentation, page 3-6

Deployment, page 3-6

Configuring the Cloud Connector, page 3-7

Directory Group Policies in the Cloud, page 3-10
Bypassing the Cloud Proxy Server, page 3-11

FTP and HTTPS, page 3-11

Preventing Loss of Secure Data, page 3-12

Cloud Connector Logs, page 3-12

Identities and User Authentication, page 3-13
Configuration Modes, page 3-13

Overview of Connect the Appliance to a Cloud Web Security

Tower

In Cloud Web Security Connector mode, the appliance connects to and routes traffic to a Cisco Cloud

Web Security tower, where web security policies are enforced. The standard mode of the Web Security
Appliance includes on-site web proxy services and the Layer-4 Traffic Monitor; these services are not
available in Cloud Web Security Connector mode.

What is Supported in Cloud Connector Mode?

User Interface: Cloud Connector versus Standard Mode, page 3-2

Functionality: Supported and Unsupported Features, page 3-5
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B Whatis Supported in Cloud Connector Mode?

User Interface: Cloud Connector versus Standard Mode

The Web Security Appliance in Cloud Web Security Connector mode includes a subset of the features
available in standard mode. Use of the features included in the Cloud Connector subset is the same in

both modes.

Available in Cloud Connector Mode

Available in Standard Mode

Reporting

System Status

System Status
Overview

Users

Web Sites

URL Categories
Application Visibility
Anti-Malware

Client Malware Risk
Web Reputation Filters
Layer-4 Traffic Monitor
Reports by User Location
Web Tracking

System Capacity
Scheduled Reports
Archived Reports

Web Security Manager

Identities
Cloud Routing Policies
External Data Loss Prevention

Custom URL Categories

Identities

External Data Loss Prevention
Custom URL Categories
Policies

Decryption Policies

Routing Policies

Access Policies

Overall Bandwidth Limits
Cisco Data Security
Outbound Malware Scanning
Defined Time Ranges
Bypass Settings

Layer-4 Traffic Monitor
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What is Supported in Cloud Connector Mode?

Menu Available in Cloud Connector Mode |Available in Standard Mode
Security Services Web Proxy Web Proxy
FTP Proxy

HTTPS Proxy

PAC File Hosting

Identity Provider for SaaS
Acceptable Use Controls
Anti-Malware and Reputation
Data Transfer Filters
AnyConnect Secure Mobility
End-User Notification
Layer-4 Traffic Monitor

SensorBase

Reporting
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B Whatis Supported in Cloud Connector Mode?

Menu Available in Cloud Connector Mode

Available in Standard Mode

Network Interfaces

Transparent Redirection
Routes

DNS

Internal SMTP Relay
Authentication

External DLP Servers

Cloud Connector

Interfaces

Transparent Redirection
Routes

DNS

Internal SMTP Relay
Authentication

External DLP Servers

Upstream Proxy

System Administration Users

Alerts

Log Subscriptions
Network Access

Time Zone

Time Settings
Configuration Summary
Configuration File
Feature Keys

Upgrade and Update Settings
System Upgrade

System Setup Wizard

Users

Alerts

Log Subscriptions
Network Access

Time Zone

Time Settings
Configuration Summary
Configuration File
Feature Keys

Upgrade and Update Settings
System Upgrade

System Setup Wizard
Policy Trace

Return Addresses

Feature Keys Settings
Next Steps
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What is Supported in Cloud Connector Mode?

Functionality: Supported and Unsupported Features

Functional Area

Supported

Unsupported

Forwarding Traffic

HTTP (transparent and explicit)
HTTPS (transparent and forward)
HTTPS-HTTP CONNECT

Failover using current WSA methods

Exceptions (bypass forward to Cloud Web
Security)

Passive FTP to FTP over HTTP

Native FTP

Encrypt all traffic to Cloud Web Security
tower

Restrict SSL to 250 Concurrent Connections
SPDY (initiation)

IPv6 data in encrypted headers

Forward internal client IP's in headers
SOCKS proxy support

Auto-Tower discovery

Hosted exceptions

Decrypt Traffic from client to WSA (WREP,
WUC, etc.)

Authentication: e Active Directory e Novell
e LDAP e Kerberos
e NTLM Version 1 and 2 e Multiple NTLM with trust
e Multi-forest NTLM (untrusted realms) e Enable/disable forward of user/group
e Failover between authentication directories e Include/exclude exact user groups
e Encrypted header information e Include primary Active Directory group
e Forward groups (include IF specified) information when forwarding
e Guest authentication e SaaS Access to Cloud Web Security Controls
e Wildcards for group include/exclude
e MUS (mobile user security) AnyConnect
Licensing e Include license key in headers sent to Cloud e Specify multiple license keys based on group
Web Security or IP address
e Provision Cloud Web Security license key on
the Web Security Appliance
Logs e Access Logs e Select which Cloud Web Security response

Proxy Logs

attributes should be logged

Automatically log response headers with
Cloud Web Security defined attributes
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W Documentation

Functional Area

Supported

Unsupported

Caching

If-Modified-Since with every request

User Experience

e Connector mode enabled in Web Security
Appliance user interface

e Disable non-essential features
e Off-box DLP (without WUC categories)
e System Setup Wizard

e Virtual form factor

e Startup Wizard

e L4TM enabled

e PAC File Hosting enabled

e Off-box DLP (including WUC categories)
e Onbox DLP (Data Security Policies)

¢ Bandwidth controls

e CIWUC license

e Reporting

e Time based policies

e Web Security Appliance Cloud Connector
configuration through the Security
Management Appliance

Documentation

This chapter links to locations within this User Guide that provide information about some of the major
features of the Web Security Appliance that are common to both standard mode and Cloud Web Security
Connector mode. With the exception of Cloud Connector configuration settings and information about
sending directory groups to the cloud, relevant information is in other locations throughout this guide.

This chapter includes information about configuring the Cloud Web Security Connector that is not

applicable in standard mode.

This guide does not include information about the Cisco Cloud Web Security product. Cisco Cloud Web
Security documentation is available on Cisco.com.

Related topics

e http://www.cisco.com/en/US/products/ps11720/tsd_products_support_series_home.html

Deployment

Deployment of the appliance is the same in both standard and Cloud Security mode except that on-site
web proxy services and Layer-4 Traffic Monitor services are not available in Cloud Web Security

Connector mode.

You can deploy the Cloud Web Security Connector in either explicit forward mode or in transparent

mode.

Related topics

e Chapter 2, “Connect, Install, and Configure”
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Configuring the Cloud Connector 1l

Configuring the Cloud Connector

Step 1. Access the Web Interface for the Web Security Appliance

Step 1 Enter the IPv4 address of the Web Security appliance in an internet browser.
The first time you run the System Setup Wizard, use the default [Pv4 address:
https://192.168.42.42:8443
-or-
http://192.168.42.42:8080

where 192.168.42.42 is the default IPv4 address, and 8080 is the default admin port setting for HTTP,
and 8443 is default admin port for HTTPS.

Step 2. Accept the License Agreement and Begin Setup.

Step 1 Navigate to System Administration>System Setup Wizard.
Step2  Accept the terms of the license agreement.

Step3  Click Begin Setup.

Step 3. Configure System Settings:

Setting Description

Default System Hostname The fully-qualified hostname for the Web Security appliance.

DNS Server(s) The Internet root DNS servers for domain name service
lookups.

NTP Server A server with which to synchronize the system clock. The

default is time.ironport.com.

Time Zone Sets the time zone on the appliance so that timestamps in
message headers and log files are correct.

Related topics
e DNS Settings, page 2-31

Step 4. Set the Appliance Mode

Step 1 Select Cloud Web Security Connector.

AsyncO0S 8.1 for Cisco Web Security User Guide
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MW Configuring the Cloud Connector

Step 5. Configure Cloud Connector Settings

Setting Description

Cloud Web Security Proxy Servers The address of the Cloud Proxy Server
(CPS), for example,
proxy1743.scansafe.net.

Failure Handling If AsyncOS fails to connect to a Cloud
Web Security tower, either Connect
directly to the internet or Drop
requests.

Cloud Web Security Authorization Scheme  |Method for authorizing transactions:

e Web Security Appliance public
facing IPv4 address

e Authorization key included with
each transaction. You can generate
an authorization key within the
Cisco Cloud Web Security Portal.

~

Note  You can return to these settings later by navigating to Network>Cloud Connector.

Related topics
e Preventing Loss of Secure Data, page 3-12

e Sending Directory Groups to the Cloud, page 3-10

Step 6. Configure Network Interfaces and Wiring

Setting Description

Ethernet Port If you configure the M1 interface for management traffic only, you must configure
the P1 interface for data traffic. However, you can configure the P1 interface even
when the M1 interface is used for both management and data traffic.

IP Address The IPv4 address to use to manage the Web Security appliance.

Network Mask |The network mask to use when managing the Web Security appliance on this
network interface.

Hostname The hostname to use when managing the Web Security appliance on this network
interface.

Related topics
e Network Interfaces, page 2-15
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Configuring the Cloud Connector

Step 7. Configure Routes for Management and Data Traffic

Setting

Description

Default Gateway

The default gateway IPv4 address to use for the traffic through the Management
and/or Data interface.

Name

A name used to identify the static route.

Internal Network

The IPv4 address for this route’s destination on the network.

Internal Gateway

The gateway IPv4 address for this route. A route gateway must reside on the same
subnet as the Management or Data interface on which it is configured.

Related topics

¢ Configuring TCP/IP Traffic Routes, page 2-18

Step 8. Configure Transparent Connection Settings

By default, the Cloud Connector is deployed in transparent mode. which requires a connection to a
Layer-4 switch or a version 2 WCCP router.

Setting

Description

Layer-4 Switch
or

No Device

e The Web Security appliance is connected to a layer 4 switch.

or

¢ You will deploy the Cloud Connector in explicit forward mode.

WCCP v2 Router

The Web Security appliance is connected to a version 2 WCCP capable router.

Note: A password can contain up to seven characters and is optional.

Related topics

e Configuring Transparent Redirection, page 2-20
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M Directory Group Policies in the Cloud

Step 9. Configure Administrative Settings

Setting Description

Administrator Password A password to access the Web Security appliance. The password
must be six characters or more.

Email system alerts to An email address to which the appliance sends alerts.

Send Email via SMTP Relay Host |(Optional) A hostname or address for an SMTP relay host that
AsyncOS uses for sending system generated email messages.

The default SMTP relay host is the mail servers listed in the MX
record.

The default port number is 25.

AutoSupport The appliance can send system alerts and weekly status report to
Cisco Customer Support.

Related topics
e Managing Alerts, page 21-13
e Configuring SMTP Relay Host Settings, page 2-30

Step 10. Review and Install

Step 1 Review the installation.
Step2  Click Previous to go back and make changes.

Step3  Click Install This Configuration to continue with the information you provided.

Directory Group Policies in the Cloud

You can use Cisco Cloud Web Security to control web access based on directory groups. When traffic to
Cisco Cloud Web Security is being routed through a Web Security Appliance in Cloud Connector mode,
Cisco Cloud Web Security needs to receive the directory-group information with the transactions from
the Cloud Connector so it can apply the group-based cloud policies. You can configure the Cloud
Connector to send specific directory groups to the cloud for this purpose.

e Sending Directory Groups to the Cloud, page 3-10

Sending Directory Groups to the Cloud

Before you begin

e Add an authentication realm to the Web Security Appliance configuration.

Step1  Navigate to Network>Cloud Connector.
Step2  In the Cloud Policy Directory Groups area, click Edit Groups.

AsyncO0S 8.1 for Cisco Web Security User Guide
[ 310 | I




| Chapter3

Connect the Appliance to a Cloud Web Security Tower

Step 3
Step 4
Step 5

Bypassing the Cloud Proxy Server ||

Select the groups for which you have created Cloud Policies within Cisco Cloud Web Security.
Click Add.

Click Done and Commit your changes.

Related information
e About Authentication Realms, page 5-3

Bypassing the Cloud Proxy Server

Cloud routing policies allow you to route web traffic to either Cisco Cloud Web Security towers or
directly to the Internet based on these characteristics:

e Identity

e Proxy Port

e Subnet

e URL Category
e User Agent

The process of creating cloud routing policies in Cloud Connector mode is identical to the process of
creating routing policies using the standard mode.

Related topics
e Creating a Policy, page 9-5

FTP and HTTPS

FTP

HTTPS

The Web Security appliance in Cloud Connector mode does not fully support FTP or HTTPS.
e FTP, page 3-11
e HTTPS, page 3-11

FTP is not supported by the Cloud Connector. AsyncOS drops native FTP traffic when the appliance is
configured for Cloud Connector.

FTP over HTTP is supported in Cloud Connector mode.

The Cloud Connector does not support decryption. It passes through HTTPS traffic without decrypting.

Because the Cloud Connector does not support decryption, AsyncOS generally does not have access to
information in the client headers of HTTPS traffic. Therefore, AsyncOS generally cannot enforce
routing policies that rely on information in encrypted headers. This is always the case for transparent
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I Preventing Loss of Secure Data

HTTPS transactions. For example, for transparent HTTPS transactions, AsyncOS does not have access
to the port number in the HTTPS client header and therefore it cannot match a routing policy based on
port number. In this case, AsyncOS uses the default routing policy.

There are two exceptions for explicit HTTPS transactions. AsyncOS has access to the following
information for explicit HTTPS transactions:

e URL
e Destination port number

For explicit HTTPS transactions, it is possible to match a routing policy based on URL or port number.

Preventing Loss of Secure Data

You can integrate the Cloud Connector with external Data Loss Prevention servers through
Network>External DLP Servers.

Related topics

e Chapter 15, “Prevent Loss of Sensitive Data”

Cloud Connector Logs

The Cloud Connector Logs provides useful information for troubleshooting problems with the Cloud
Connector, for example, authenticated users and groups, the Cloud header, and the authorization key.

e Subscribing to the Cloud Connector Logs, page 3-12

Subscribing to the Cloud Connector Logs

Step 1 Navigate to System Administration>Log Subscriptions.
Step2  Select Cloud Connector Logs from the Log Type menu.
Step3  Type a name in the Log Name field.

Step4  Set the log level.

Step5  Submit and Commit your changes.

Related topics
e Chapter 20, “Monitor System Activity Through Logs”

Tip Go to whoami.scansafe.net to view the configured group names, user names, and IP addresses.
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Identities and User Authentication

Note

The Cloud Web Security Connector supports basic authentication and NTLM. You can also bypass
authentication for certain destinations. With the exception of Kerberos, Authentication works the same
throughout the Web Security Appliance, whether in standard configuration or Cloud Connector
configuration. AsyncOS does not support Kerberos when the appliance is configured in Cloud Connector
mode.

e Guest Access for Unauthenticated Users, page 3-13

Identities based on User Agent or Destination URL are not supported for HTTPS traffic.

Related topics
e Chapter 6, “Classify End-Users and Client Software”

e Chapter 5, “Acquire End-User Credentials”

Guest Access for Unauthenticated Users

If the Web Security appliance is configured to provide guest access for unauthenticated users, in Cloud
Connector mode, AsyncOS assigns guest users to the group, __ GUEST_GROUP__, and sends that
information to Cisco Cloud Web Security. Use Identities to provide guest access to unauthenticated
users. Use Cisco Cloud Web Security policies to control these guest users.

Related topics
e Granting Guest Access After Failed Authentication, page 5-20

Configuration Modes

You can switch between Cloud Connector and Standard modes using the System Setup Wizard.

e Switching to Cloud Connector Mode, page 3-13

Switching to Cloud Connector Mode

Step 1
Step 2
Step 3
Step 4

Switching to Cloud Connector Mode

Select System Administration>System Setup Wizard.
Accept the license agreement.
Select Cloud Web Security Connector in the Appliance Mode section.

Continue configuring the Cloud Connector as described later in this chapter.

Related topics
e Configuring the Cloud Connector, page 3-7
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W Configuration Modes
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Intercepting Web Requests

e Overview of Intercepting Web Requests, page 4-1.

e Tasks for Intercepting Web Requests, page 4-2.

e Best Practices for Intercepting Web Requests, page 4-2.

e  Web Proxy Options for Intercepting Web Requests, page 4-3.
e Client Options for Redirecting Web Requests, page 4-11.

e Using PAC Files with Client Applications, page 4-11.

e FTP Proxy Services, page 4-14.

e SOCKS Proxy Services, page 4-16

Overview of Intercepting Web Requests

The Web Security appliance intercepts requests that are forwarded to it by clients or other devices over
the network.

The appliance works in conjunction with other network devices to intercept traffic. These may be
ordinary switches, transparent redirection devices, network taps, and other proxy servers or Web
Security appliances.
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B Tasks for Intercepting Web Requests

Tasks for Intercepting Web Requests

Steps | Task Links to Related Topics and Procedures

1. Review best practices. e Best Practices for Intercepting Web Requests,
page 4-2

2. (Optional) Perform follow up networking tasks: e Upstream Proxies, page 2-13

¢ Connect and configure upstream proxies.
¢ Configure network interface ports.

e Configure transparent redirection devices.
e Configure TCP/IP routes.

e Configure VLANS.

e Network Interfaces, page 2-15
e Configuring Transparent Redirection, page 2-20
e Configuring TCP/IP Traffic Routes, page 2-18

e Increasing Interface Capacity Using VLAN:S,
page 2-24

3. (Optional) Perform follow up Web Proxy tasks:

or Transparent mode.

protocol types you want to intercept
e Configure IP spoofing.
e Manage the web proxy cache.
e Use custom web request headers.

e Bypass the proxy for some requests.

¢ Configure the web proxy to operate in either Forward

e Decide if additional services are needed for the

e Web Proxy Options for Intercepting Web Requests,
page 4-3

e Configuring Web Proxy Settings, page 4-3

e Web Proxy Options for Intercepting Web Requests,
page 4-3

e Web Proxy Cache, page 4-5
e Web Proxy IP Spoofing, page 4-8
e Web Proxy Bypassing, page 4-10

4, Perform client tasks:

web proxy.

e Configure clients and client resources.

e Decide how clients should redirect requests to the

¢ Client Options for Redirecting Web Requests,
page 4-11

e Using PAC Files with Client Applications, page 4-11

5. (Optional) Enable and Configure the FTP proxy.

e FTP Proxy Services, page 4-14

Best Practices for Intercepting Web Requests

e Enable only the proxy services you require.

e Use the same forwarding and return method (either L2 or GRE) for all WCCP services defined in
the Web Security appliance. This allows the proxy bypass list to work consistently.

¢ Ensure that users cannot access PAC files from outside the corporate network. This allows your
mobile workers to use the web proxy when they are on the corporate network and to connect directly

to web servers at other times.

e Allow a web proxy to accept X-Forwarded-For headers from trustworthy downstream proxies or

load balancers only.

¢ Leave the web proxy in the default transparent mode, even if initially using only explicit forwarding.
Transparent mode also accepts explicitly forwarded requests.
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Web Proxy Options for Intercepting Web Requests

Web Proxy Options for Intercepting Web Requests

By itself, the Web Proxy can intercept web requests that use HTTP (including FTP over HTTP) and
HTTPS. Additional proxy modules are available to enhance protocol management:
e FTP Proxy. The FTP Proxy allows the interception of native FTP traffic (rather than just FTP traffic
that has been encoded within HTTP).

e HTTPS Proxy. The HTTPS proxy supports the decryption of HTTPS traffic and allows the web
proxy to pass unencrypted HTTPS requests on to policies for content analysis.

>
Note  When in transparent mode, the Web Proxy drops all transparently redirected HTTPS requests if
the HTTPS proxy is not enabled. No log entries are created for dropped transparently redirected

HTTPS requests.

¢ SOCKS Proxy. The SOCKS proxy allows the interception of SOCKS traffic.

Each of these additional proxies requires the Web Proxy in order to function.You cannot enable them if
you disable the Web Proxy.

~

Note  The Web proxy is enabled by default. All other proxies are disabled by default.

Related Topics
e FTP Proxy Services, page 4-14.

e SOCKS Proxy Services, page 4-16

Configuring Web Proxy Settings

Before You Begin
¢ Enable the web proxy.

Step 1 Choose Security Services > Web Proxy.
Step2  Click Edit Settings.

Step3  Configure the basic web proxy settings as required.

Property Description
HTTP Ports to Proxy The ports that the web Proxy will listen on for HTTP connections

Caching Specifies whether to enable or disable Web Proxy caching.

The web proxy caches data to increase performance.
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B Web Proxy Options for Intercepting Web Requests

Property

Description

Proxy mode

e Forward — Allow the client browser to name the internet target.
Requires individual configuration of each web browser to use the web
proxy. The web proxy can intercept only explicitly forwarded web
requests in this mode.

e Transparent (Recommended) — Allow the web proxy to name the
internet target. The web proxy can intercept both transparent and
explicitly forwarded web requests in this mode.

IP Spoofing

e IP Spoofing disabled — The web proxy changes the request source IP
address to match its own address to increase security.

e [P Spoofing disabled — The web proxy retains the source address so
that it appears to originate from the source client rather than from the
Web Security appliance.

Stepd  Complete the advanced web proxy settings as required.

Property

Description

Persistent Connection
Timeout

The maximum time in seconds the web proxy keeps open a connection to a
client or server after a transaction has been completed and no further activity
is detected.

¢ Client side. The timeout value for connections to clients.
¢ Server side. The timeout value for connections to servers.

If you increase these values connections will remain open longer and reduce
the overhead used to open and close connections repeatedly. However, you
also reduce the ability of the Web Proxy to open new connections if the
maximum number of simultaneous persistent connections has been reached.

Cisco recommends keeping the default values.

In-Use Connection
Timeout

The maximum time in seconds that the web proxy waits for more data from
an idle client or server when the current transaction has not yet been com-
pleted.

¢ Client side. The timeout value for connections to clients.

e Server side. The timeout value for connections to servers.

Simultaneous Persistent
Connections (Server
Maximum Number)

The maximum number of connections (sockets) the Web Proxy keeps open
with servers.
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Web Proxy Options for Intercepting Web Requests

Generate Headers Generate and add headers that encode information about the request.

¢ X-Forwarded-For headers encode the IP address of the client from
which an HTTP request originated.

Note  To turn header forwarding on or off, use the CLI
advancedproxyconfig command, Miscellaneous option, “Do you
want to pass HTTP X-Forwarded-For headers?”

Note  Using an explicit forward upstream proxy to manage user
authentication or access control with proxy authentication requires
forwarding of these headers.

¢ Request Side VIA headers encode the proxies through which the
request passed on its way from the client to the server.

¢ Response Side VIA headers encode the proxies through which the
request passed on its way from the server to the client.

Use Received Headers | Allows a Web proxy deployed as an upstream proxy to identify clients using
X-Forwarded-For headers send by downstream proxies. The Web Proxy will
not accept the IP address in a X-Forwarded-For header from a source that is
not included in this list.

If enabled, requires the IP address of a downstream proxy or load balancer
(you cannot enter subnets or hostnames).

Step5  Submit and commit your changes.

Related Topics
e Web Proxy Cache, page 4-5.

e Configuring Transparent Redirection, page 2-20

Web Proxy Cache

The web proxy caches data to increase performance. AsyncOS includes predefined caching modes that
range from safe to aggressive and also allows you to customize caching. You can also exclude specific

URLs from being cached, either by removing them from the cache or by configuring the cache to ignore
them.

Clearing the Web Proxy Cache

Step 1 Choose Security Services > Web Proxy.

Step2  Click Clear Cache and confirm your action.
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Removing URLs from the Web Proxy Cache

Step 1 Access the CLI.

Step2  Use the webcache -> evict commands to access the required caching area:

vml0wsa0019.ga> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.
[1>

Step3  Enter the URL to be removed from the cache:

~

Note  If youdo notinclude a protocol in the URL, nhttp: // will be prepended to it (e.g. www.cisco.com
will become http://www.cisco.com)

Specifying Domains or URLs that the Web Proxy never Cache

Step 1 Access the CLI.

Step 2 Use the webcache -> ignore commands to access the required submenus:

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[]> ignore

Choose the operation you want to perform:
- DOMAINS - Manage domains

- URLS - Manage urls

[1>

Step3  Enter the address type you wish to manage: domains Or urls.

[1> urls
Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

[1>
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Stepd  Choose to add new entries:

[1> add

Enter new url values; one on each line; an empty line to finish
[1>

Step 5 Enter domain or url values, for example:

Enter new url values; one on each line; an empty line to finish
[1> www.examplel.com

Enter new url values; one on each line; an empty line to finish
[1>

~

Note

You can include embedded regular expression (regex) characters in the domain or URL you
specify.

Step6  When finished entering values, press Enter until you return to the main command interface.

Step7  Commit your changes.

Choosing The Web Proxy Cache Mode

Step 1 Access the CLI.

Step 2 Use the advancedproxyconfig -> caching commands to access the required submenus:

example.com> advancedproxyconfig

Choose a parameter group:

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters

FTPOVERHTTP - FTP Over HTTP related parameters

HTTPS - HTTPS related parameters

SCANNING - Scanning related parameters

PROXYCONN - Proxy connection header related parameters
CUSTOMHEADERS - Manage custom request headers for specific domains
MISCELLANEQOUS - Miscellaneous proxy related parameters
SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:

The following predefined choices exist for configuring advanced caching

options:

1. Safe Mode

2. Optimized Mode
3. Aggressive Mode
4. Customized Mode

Please select from one of the above choices:
[2]>
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Step 3

Step 4

Step 5
Step 6

Enter a number corresponding to the web proxy cache settings you require:

Entry Mode Description

1 Safe The least caching and the most adherence to RFC #2616
compared to the other modes.

2 Optimized Moderate caching and moderate adherence to RFC #2616.
Compared to safe mode, in optimized mode the Web Proxy
caches objects when no caching time is specified when a
Last-Modified header is present. The Web Proxy caches
negative responses.

3 Aggressive The most caching and the least adherence to RFC #2616.
Compared to optimized mode, aggressive mode caches au-
thenticated content, ETag mismatches, and content without
a Last-Modified header. The Web Proxy ignores the
no-cache parameter.

4 Customized mode |Configure each parameter individually.

If you chose option 4 (Customized mode), enter values (or leave at the default values) for each of the
custom settings.

Press Enter until you return to the main command interface.

Commit your changes.

Related Topics
e Web Proxy Cache, page 4-5.

Web Proxy IP Spoofing

When the web proxy forwards a request, it changes the request source IP address to match its own
address by default. This increases security, but you can change this behavior by implementing IP
spoofing, so that requests retain their source address and appear to originate from the source client rather
than from the Web Security appliance.

IP spoofing works for transparent and explicitly forwarded traffic. When the Web Proxy is deployed in
transparent mode, you have the choice to enable IP spoofing for transparently redirected connections
only or for all connections (transparently redirected and explicitly forwarded). If explicitly forwarded
connections use IP spoofing, you should ensure that you have appropriate network devices to route return
packets back to the Web Security appliance.

When IP spoofing is enabled and the appliance is connected to a WCCP router, you must configure two
WCCP services: one based on source ports and one based on destination ports.

Related Topics
¢ Configuring Web Proxy Settings, page 4-3.
¢ Configuring WCCP Services, page 2-21.
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Web Proxy Custom Headers

You can add custom headers to specific outgoing transactions to request special handling from
destination servers. For example, if you have a relationship with YouTube for Schools, you can use a
custom header to identify transaction requests to YouTube.com as coming from your network and as
requiring special handling.

Adding Custom Headers To Web Requests

Step 1

Step 2

Step 3

Step 4

Access the CLI.

Use the advancedproxyconfig -> customheaders commands to access the required submenus:

example.com> advancedproxyconfig

Choose a parameter group:

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters

FTPOVERHTTP - FTP Over HTTP related parameters

HTTPS - HTTPS related parameters

SCANNING - Scanning related parameters

PROXYCONN - Proxy connection header related parameters
CUSTOMHEADERS - Manage custom request headers for specific domains
MISCELLANEOUS - Miscellaneous proxy related parameters
SOCKS - SOCKS Proxy parameters

[]> customheaders

Currently defined custom headers:

Choose the operation you want to perform:

DELETE - Delete entries
NEW - Add new entries
EDIT - Edit entries

[1>

Enter the required subcommand as follows:

Option Description

Delete Deletes the custom header you identify. Identify the header to delete using the

number associated with the header in the list returned by the command.

New

Creates the header you provide for use with the domain or domains you specify.
Example header:

X-YouTube-Edu-Filter: ABCD1234567890abcdef

(The value in this case is a unique key provided by YouTube.)

Example domain:

youtube.com

Edit

Replaces an existing header with one you specify. Identify the header to delete using
the number associated with the header in the list returned by the command.

Press Enter until you return to the main command interface.
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Step5 Commit your changes.

Web Proxy Bypassing

e Web Proxy Bypassing for Web Requests, page 4-10
e Configuring Web Proxy Bypassing for Web Requests, page 4-10
e Configuring Web Proxy Bypassing for Applications, page 4-10

Web Proxy Bypassing for Web Requests
You can configure the Web Security appliance so that transparent requests from particular clients, or to
particular destinations, bypass the Web Proxy.
Bypassing the web proxy allows you to:

e Prevent interference with non-HTTP-compliant (or proprietary) protocols that use HTTP ports but
do not work properly when they connect to a proxy server.

e Ensure that traffic from a particular machine inside the network, such as a malware test machine,
bypasses the Web Proxy and all its built-in security protection.

Bypassing only works for requests that are transparently redirected to the web proxy. The web proxy
processes all requests that clients explicitly forward to it, whether the proxy is in transparent or forward
mode.

Configuring Web Proxy Bypassing for Web Requests

Step 1 Choose Web Security Manager > Bypass Settings.
Step2  Click Edit Bypass Settings.
Step3  Enter the addresses for which you wish to bypass the web proxy.

Stepd  Submit and commit your changes.

Configuring Web Proxy Bypassing for Applications

Step 1 Choose Web Security Manager > Bypass Settings.
Step2  Click Edit Application Bypass Settings.
Step3  Select the application(s) you wish to bypass scanning for.

Step4  Submit and commit your changes.
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Web Proxy Usage Agreement

You can configure the Web Security appliance to inform users that it is filtering and monitoring their
web activity. The appliance does this by displaying an end-user acknowledgment page when a user first
accesses a browser after a certain period of time. When the end-user acknowledgment page appears,
users must click a link to access the original site requested or any other website.

Related Topics
¢ Notify End-Users of Proxy Actions

Client Options for Redirecting Web Requests

If you choose to have clients explicitly forward requests to the web proxy, you must also decide how to
configure the clients to do this. Choose from the following methods:

e Configure Clients Using Explicit Settings. Configure clients with the web proxy hostname and
port number. See individual client documentation for details on how to do this.

~

Note  The web proxy port uses port numbers 80 and 3128 by default. Clients can use either port.

e Configure Clients Using a Proxy Auto-Config (PAC) File. PAC files provide clients with
instructions on where to direct web requests. This options allows you to centrally manage
subsequent changes to the proxy details.

If you choose to use PAC files, you must also choose where to store them and how clients will find them.

Related Topics
e Using PAC Files with Client Applications, page 4-11.

Using PAC Files with Client Applications

Options For Publishing Proxy Auto-Config (PAC) Files

You must publish PAC files where clients can access them. Valid locations are:
* Web servers.

e Web Security appliances. You can place PAC files on a Web Security appliance, which appears to
clients as a web browser. The appliance also offers additional options to manage PAC files, including
the ability to service requests that use different hostnames, ports, and file names.

¢ Local machines. You can place the PAC file locally on a client’s hard disk. Cisco does not
recommend this as a general solution, and it is not suited to automatic PAC file detection methods,
but it can be useful for testing.

Related Topics
¢ Hosting PAC Files on the Web Security Appliance, page 4-12.

e Specifying PAC Files in Client Applications, page 4-13.
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Client Options For Finding Proxy Auto-Config (PAC) Files

If you choose to use PAC files for your clients, you must also choose how clients will find the PAC files.
You have two options:

¢ Configure client with the PAC file location. Configure the client with a URL that specifically
points to the PAC file.

e Configure clients to detect the PAC file location automatically. Configure clients to find PAC
files automatically using the WPAD protocol along with DHCP or DNS.

Automatic PAC File Detection

WPAD is a protocol that allows the browser determine the location of a PAC file using DHCP and DNS.

¢ To use WPAD with DHCP, you must set up option 252 on the DHCP server’s with the url of the
PAC file location. Not all browsers support DHCP, however.

¢ To use WPAD with DNS, you must configure a DNS record to point to the PAC file’s host server.
You can configure either or both options. WPAD will first try to find PAC files using DHCP, and if it
cannot, it will then try DNS.

Related Topics
e Detecting the PAC File Automatically in Clients, page 4-13

Hosting PAC Files on the Web Security Appliance

Step 1 Choose Security Services > PAC File Hosting
Step2  Click Enable and Edit Settings.
Step3  (Optional) Complete the following basic settings:

Option Description

PAC Server Ports The ports that the Web Security appliance will use to listen for PAC file
requests.

PAC File Expiration Allows the PAC file to expire after a specified number of minutes in the
browser’s cache.

Step4  Click Browse in the PAC Files section and select a PAC file from your local machine for upload to the
Web Security appliance.

~

Note If the file you select is called default.pac, you do not have to specify the file name when
configuring its location in a browser. The Web Security appliance looks for a file called
default.pac if no name is specified.

Step5  Click Upload to upload the PAC file selected in step 4 to the Web Security appliance.
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Step6  (Optional) In the Hostnames for Serving PAC Files Directly section, configure hostnames and associated
file names for PAC file requests that do not include a port number:

Option Description

Hostname The hostname that the PAC file request must include if the Web Security
appliance is to service the request. As the request does not include a port
number, it will be processed through the Web Proxy HTTP ports (e.g. port
80) and must be distinguishable as a PAC file request through this hostnam-
evalue.

Default PAC File for "Get/" | The PAC file name that will be associated with the hostname on the same

Request through Proxy row. Request to the hostname will return the PAC file specified here.

Port
Only PAC files that have been uploaded are available for selection.

Add Row Adds another row to specify additional hostnames and PAC file names.

Step7  Submit and commit your changes.

Specifying PAC Files in Client Applications

e Configuring a PAC File Location Manually in Clients, page 4-13
e Detecting the PAC File Automatically in Clients, page 4-13

Configuring a PAC File Location Manually in Clients

Step 1 Create and publish a PAC file.

Step2  Enter a URL in your browser’s PAC file configuration area that points to the PAC file location.
The following are valid URL formats if the Web Security appliance is hosting the PAC file:
http://server_address[.domain] [:port][/filename] | http://WSAHostname[/filename]

where WSAHostname is the hostname value configured when hosting the PAC file on a Web Security
appliance. Otherwise the URL format will depend on the storage location and, in some cases, on the
client.

Related Topics
e Hosting PAC Files on the Web Security Appliance, page 4-12.

Detecting the PAC File Automatically in Clients

Step1  Create a PAC file called wpad.dat and publish it to a web server or Web Security appliance (the file must
be placed in a web server’s root folder if you intend using WPAD with DNS).

Step2  Configure the web server to set up .dat files with the following MIME type:

application/x-ns-proxy-autoconfig
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~

Note A Web Security appliance does this for you automatically.

Step3  To support DNS lookup, create an internally resolvable DNS name beginning with ‘wpad’ (for example,
wpad.example.com) and associate it with the IP address of the server hosting the wpad.dat file.

Step4d  To support DHCP lookup, configure your DHCP server’s option 252 with the url of the wpad.dat file
location (for example: “http://wpad.example.com/wpad.dat”). The URL can use any valid host
address, including an IP address, and does not require a specific DNS entry.

Related Topics
e Using PAC Files with Client Applications, page 4-11.

e Hosting PAC Files on the Web Security Appliance, page 4-12.

FTP Proxy Services

e Overview of FTP Proxy Services, page 4-14
e Enabling and Configuring the FTP Proxy, page 4-14

Overview of FTP Proxy Services

The web proxy can intercept two types of FTP requests:

e Native FTP. Native FTP requests are generated by dedicated FTP clients (or by browsers using
built-in FTP clients). Requires the FTP proxy.

e FTP over HTTP. Browsers sometimes encode FTP requests inside HTTP requests, rather than using
native FTP. Does not require the FTP proxy.

Related Topics
¢ Enabling and Configuring the FTP Proxy, page 4-14.

e Configuring FTP Notification Messages, page 16-13.

Enabling and Configuring the FTP Proxy

Step1  Choose Security Services > FTP Proxy.

Step2  Click Enable and Edit Settings (if the only available option is Edit Settings then the FTP proxy is
already enabled).
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Step3  (Optional) Configure the basic FTP Proxy settings.

Property Description

Proxy Listening Port The port that the FTP Proxy will listen to for FTP control connections.
Clients should use this port when configuring an FTP proxy (not as the port
for connecting to FTP servers, which normally use port 21).

Caching Whether of not data connections from anonymous users are cached.

Note Data from non-anonymous users is never cached.

Server Side IP Spoofing |Allows the FTP Proxy to imitate the FTP server’s IP address. This supports
FTP clients that do not allow transactions when the IP address is different for
the control and data connections.

Authentication Format |Allows a choice of authentication format the FTP Proxy can use when com-
municating with FTP clients.

Passive Mode Data Port |The range of TCP ports that FTP clients should use to establish a data con-
Range nection with the FTP Proxy for passive mode connections.

Active Mode Data Port |The range of TCP ports FTP servers should use to establish a data connection
Range with the FTP Proxy for active mode connections. This setting applies to both
native FTP and FTP over HTTP connections.

Increasing the port range accommodates more requests from the same FTP
server. Because of the TCP session TIME-WAIT delay (usually a few
minutes), a port does not become available again for the same FTP server im-
mediately after being used. As a result, any given FTP server cannot connect
to the FTP Proxy in active mode more than » times in a short period of time,
where n is the number of ports specified in this field.

Welcome Banner The welcome banner that appears in FTP clients during connection. Choose
from:

e FTP server message. The message will be provided by the destination
FTP server. This option is only available when the web proxy is config-
ured for transparent mode, and only applies for transparent connections.

e Custom message. When selected, this custom message is displayed for
all native FTP connections. When not selected, this is still used for
explicit forward native FTP connections.

Step4  (Optional) Configure the advanced FTP Proxy settings:

Property Description
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Control Connection
Timeouts

The maximum number of seconds the FTP Proxy waits for more communi-
cation in the control connection from an idle FTP client or FTP server when
the current transaction has not been completed.

¢ Client side. The timeout value for control connections to idle FTP
clients.

¢ Server side. The timeout value for control connections to idle FTP
SErvers.

Data Connection
Timeouts

How long the FTP Proxy waits for more communication in the data connec-
tion from an idle FTP client or FTP server when the current transaction has
not been completed.

e C(Client side. The timeout value for data connections to idle FTP clients.

e Server side. The timeout value for data connections to idle FTP servers.

Step5  Submit and commit your changes.

Related topics

e Overview of FTP Proxy Services, page 4-14.

¢ To configure proxy settings that apply to FTP over HTTP connections, see Configuring Web Proxy
Settings, page 4-3.

SOCKS Proxy Services

e Overview of SOCKS Proxy Services, page 4-16

e Enabling Processing of SOCKS Traffic, page 4-16
e Configuring the SOCKS Proxy, page 4-17

e Creating SOCKS Policies, page 4-17

Overview of SOCKS Proxy Services

The Web Security appliance includes a SOCKS proxy to process SOCKS traffic. SOCKS policies are the
equivalent of access policies and control SOCKS traffic. Similar to access policies, you can make use of

Identities to specify which transactions are governed by which SOCKS policy. Once SOCKS policies
are applied to transactions, Routing policies can then govern routing of the traffic.

Enabling Processing of SOCKS Traffic

Before you Begin

¢ Enable the Web Proxy.

Step 1 Choose Security Services > SOCKS Proxy.

Step2  Click Edit Settings.
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Step 3
Step 4

SOCKS Proxy Services

Select Enable SOCKS Proxy.

Submit and Commit Changes.

Configuring the SOCKS Proxy

Step 1
Step 2
Step 3
Step 4

Choose Security Services > SOCKS Proxy.

Click Edit Settings.

Select Enable SOCKS Proxy.

Configure the basic and advanced SOCKS Proxy settings.

Property Description

SOCKS Proxy Enabled.

SOCKS Control Ports Ports that accept SOCKS requests. Default is 1080.

UDP Request Ports UDP ports on which the SOCKS server should listen. Default is
16000-16100.

Proxy Negotiation Timeout Time to wait (in seconds) to send or receive data from a SOCKS
client in the negotiation phase. Default is 60.

UDP Tunnel Timeout Time to wait (in seconds) for data from a UDP client or server before
closing the UDP tunnel. Default is 60.

Creating SOCKS Policies

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Choose Web Security Manager > SOCKS Policies.
Click Add Policy.

Assign a name in the Policy Name field.

~

Note  Each policy group name must be unique and only contain alphanumeric characters or the space
character.

(Optional) Add a description.
In the Insert Above Policy field, choose where in the SOCKS policies table to insert this SOCKS policy.

~

Note  When configuring multiple SOCKS policies, determine a logical order for each policy. Order
your policies to ensure that correct matching occurs.

In the Identities and Users section, choose one or more Identities to apply to this policy group.
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Step7  (Optional) Expand the Advanced section to define additional membership requirements.

Advanced Option |Description

Proxy Ports The port configured in the browser.

(Optional) Define policy group membership by the proxy port used to access the
Web Proxy. Enter one or more port numbers in the Proxy Ports field. Separate
multiple ports with commas.

You might want to define policy group membership on the proxy port if you have
one set of clients configured to explicitly forward requests on one port, and another
set of clients configured to explicitly forward requests on a different port.

Note If the Identity associated with this policy group defines Identity
membership by this advanced setting, the setting is not configurable at the
SOCKS policy group level.

Subnets (Optional) Define policy group membership by subnet or other addresses.

You can choose to use the addresses that may be defined with the associated
Identity, or you can enter specific addresses here.

Note If the Identity associated with this policy group defines its membership by
addresses, then in this policy group you must enter addresses that are a
subset of the Identity’s addresses. Adding addresses in the policy group
further narrows down the list of transactions that match this policy group.

Time Range (Optional) Define policy group membership by time range:
1. Select a time range from the Time Range field.

2. Specify whether this policy group should apply to the times inside or outside
the selected time range.

Step8  Submit and Commit Changes.

Related Topics
¢ (Optional) Add an Identity for use with SOCKS Policies.

¢ Add one or more SOCKS Policies to manage SOCKS traffic.

Troubleshooting Intercepting Requests

e URL Categories Do Not Block Some FTP Sites, page A-4

e Large FTP Transfers Disconnect, page A-4

e Zero Byte File Appears On FTP Servers After File Upload, page A-4
e Unable to Route FTP Requests Via an Upstream Proxy, page A-13

e HTTPS and FTP over HTTP Requests Match only Access Policies that Do Not Require
Authentication, page A-9

e User Matches Global Policy for HTTPS and FTP over HTTP Requests, page A-9
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e Overview of Acquire End-User Credentials, page 5-1

e Authentication Best Practices, page 5-2

e Authentication Realms, page 5-3

e Failed Authentication, page 5-19

e Credentials, page 5-24

e Troubleshooting Authentication, page 5-25

Overview of Acquire End-User Credentials

Authentication

Server Type/Realm |Scheme Supported Network Protocol Notes
Active Directory Kerberos HTTP, HTTPS Kerberos is only supported in Standard
NTLMSSP Native FTP, FTP over HTTP mode. It is not supported in Cloud
Connector mode.
Basic SOCKS (Basic authentication)
LDAP Basic HTTP, HTTPS —

Native FTP, FTP over HTTP
SOCKS
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Authentication Task Overview

Step Task Links to Related Topics and Procedures
1. Create an authentication realm. e C(Creating an Active Directory Authentication Realm,
page 5-6
e Creating an LDAP Authentication Realm, page 5-7
2. Configure global authentication settings. e Configuring Global Authentication Settings,
page 5-12
3. (Optional) Create and order additional authentication e (Creating Authentication Sequences, page 5-18
realms.
Create at least one authentication realm for each
authentication protocol and scheme combination you plan
to use.
4. (Optional) Configure credential encryption. e Configuring Credential Encryption, page 5-24
5. Create identities to classify users and client software e C(Classifying Users and Client Software, page 6-3
based on authentication requirements.
6. Create policies to manage web requests from the users e Managing Web Requests Through Policies Best

and user groups for which you created identities.

Practices, page 9-2

Authentication Best Practices

¢ Create as few Active Directory realms as is practical. Multiple Active Directory realms require
additional memory usage for authentication.

e If using NTLMSSP, authenticate users using either the Web Security appliance or the upstream
proxy server, but not both. (Recommend Web Security appliance)

e If using Kerberos, authenticate using the Web Security appliance.

e For optimal performance, authenticate clients on the same subnet using a single realm.

Credentials

Authentication credentials are obtained from users by either prompting them to enter their credentials
through their browsers, or another client application, or by obtaining the credentials transparently from

another source.

e Configuring Single-Sign-on, page 5-2

e Tracking Credentials for Reuse During a Session, page 5-3

e Authentication and Authorization Failures, page 5-3

Configuring Single-Sign-on

Obtaining credentials transparently facilitates a single-sign-on environment. Transparent user
identification is an authentication realm setting.
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Tracking Credentials for Reuse During a Session

Using authentication surrogates, after a user authenticates once during a session, you can track
credentials for reuse throughout that session rather than having the user authenticate for each new
request. Authentication surrogates may be based on the IP address of the user’s workstation or on a
cookie that is assigned to the session.

Authentication and Authorization Failures

If authentication fails for accepted reasons, such as incompatible client applications, you can grant guest
access.

If authentication succeeds but authorization fails, it is possible to allow re-authentication using a
different set of credentials that may be authorized to access the requested resource.

Related Topics
e Granting Guest Access After Failed Authentication, page 5-20

¢ Allowing Re-Authentication with Different Credentials, page 5-22

Authentication Realms

e About Authentication Realms, page 5-3

e Creating an Active Directory Realm for Kerberos Authentication Scheme, page 5-3
e C(Creating an Active Directory Authentication Realm, page 5-6

e C(Creating an LDAP Authentication Realm, page 5-7

e About Deleting Authentication Realms, page 5-11

e Configuring Global Authentication Settings, page 5-12

About Authentication Realms

Authentication realms define the details required to contact the authentication servers and specify which
authentication scheme to use when communicating with clients. AsyncOS supports multiple
authentication realms. Realms can also be grouped into authentication sequences that allow users with
different authentication requirements to be managed through the same policies.

Related Topics
e Authentication Sequences, page 5-17

Creating an Active Directory Realm for Kerberos Authentication Scheme

Before You Begin

e Ensure the appliance is configured in Standard mode (not Cloud Connector Mode).

e Prepare the Active Directory Server.
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

— Install Active Directory on one of these servers: Windows server 2003, 2008, 2008R2 or 2012.
— Create a user on the Active Directory server that is a member of the domain administrators.

- Join your client to the domain. Supported clients are Windows XP, Windows 7 and Mac OS
10.5+.

— Use the kerbtray tool from the Windows Resource Kit to verify the Kerberos ticket on the client:
http://www.microsoft.com/en-us/download/details.aspx?id=17657 .

— Ticket viewer application on Mac clients is available under main menu > KeyChain Access to
view the Kerberos tickets.

¢ Ensure you have the rights and domain information needed to join the Web Security appliance to the
Active Directory domain you wish to authenticate against.

e Compare the current time on the Web Security appliance with the current time on the Active
Directory server and verify that the difference is no greater than the time specified in the “Maximum
tolerance for computer clock synchronization” option on the Active Directory server.

e If the Web Security appliance is managed by a Security Management appliance, be prepared to
ensure that same-named authentication realms on different Web Security appliances have identical
properties defined on each appliance.

e Be aware that once you commit the new realm, you cannot change a realm’s authentication protocol.

In the Cisco web interface, choose Network > Authentication.

Click Add Realm.

Assign a unique name to the authentication realm using only alphanumeric and space characters.
Select Active Directory in the Authentication Protocol field.

Enter up to three fully-qualified domain names or IP addresses for the Active Directory server(s).
Example: nt1lm.example.com.

An IP address is required only if the DNS servers configured on the appliance cannot resolve the Active
Directory server hostname.

When multiple authentication servers are configured in the realm, the appliance attempts to authorize
with up to three authentication servers before failing to authorize the transaction within this realm.

Join the appliance to the domain:

a. Configure the Active Directory Account:

Setting Description

Active Directory Domain |The Active Directory server domain name.
Also known as a DNS Domain or realm.
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Setting

Description

NetBIOS domain name

If the network uses NetBIOS, provide the domain name.

Tip If this option is not available use the setntlmsecuritymode CLI
command to verify that the NTLM security mode is set to
“domain”.

Computer Account

Specify a location within the Active Directory domain where AsyncOS
will create an Active Directory computer account, also known as a
“machine trust account”, to uniquely identify the computer on the domain.

If the Active Directory environment automatically deletes computer
objects at particular intervals, specify a location for the computer account
that is in a container, protected from automatic deletion.

b. Click Join Domain.

Step7  (Optional) Configure transparent user identification.

Setting

Description

Enable Transparent
User Identification using
Active Directory agent

Enter both the server name for the machine where the primary Active
Directory agent is installed and the shared secret used to access it.

(Optional) Enter the server name for the machine where a backup Active
Directory agent is installed and its shared secret.

Step8  Configure Network Security:

Setting

Description

Client Signing Required

Select this option if the Active Directory server is configured to require
client signing.

With this option selected, AsyncOS uses Transport Layer Security when
communicating with the Active Directory server.

Step9  (Optional) Click Start Test. This will test the settings you have entered, ensuring they are correct before
real users use them to authenticate. For details on the testing performed, see ¢Create additional NTLM
realms to authenticate users in domains that are not trusted by existing NTLM realms., page 5-11.

Step10  Submit and commit your changes.

Tip

e Customize the access log to use the %m custom field parameter.

Next Step

¢ Create an Identity that uses the Kerberos authentication scheme. Classifying Users and Client

Software, page 6-3.
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Creating an Active Directory Authentication Realm

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Before You Begin

e Ensure you have the rights and domain information needed to join the Web Security appliance to the
Active Directory domain you wish to authenticate against.

e If you plan to use “domain” as the NTLM security mode, use only nested Active Directory groups.
If Active Directory groups are not nested, use the default value, “ads”. See setntlmsecuritymode in
the Command Line Interface appendix of this guide.

e Compare the current time on the Web Security appliance with the current time on the Active
Directory server and verify that the difference is no greater than the time specified in the “Maximum
tolerance for computer clock synchronization” option on the Active Directory server. If the Web
Security appliance is managed by a Security Management appliance, be prepared to ensure that
same-named authentication realms on different Web Security appliances have identical properties
defined on each appliance. Be aware that once you commit the new realm, you cannot change a
realm’s authentication protocol.

Choose Network > Authentication.

Click Add Realm.

Assign a unique name to the authentication realm using only alphanumeric and space characters.
Select Active Directory in the Authentication Protocol and Scheme(s) field.

Enter up to three fully-qualified domain names or IP addresses for the Active Directory server(s).
Example: active.example.com.

An IP address is required only if the DNS servers configured on the appliance cannot resolve the Active
Directory server hostname.

When multiple authentication servers are configured in the realm, the appliance attempts to authorize
with up to three authentication servers before failing to authorize the transaction within this realm.

Join the appliance to the domain:

a. Configure the Active Directory Account:

Setting Description

Active Directory Domain |The Active Directory server domain name.
Also known as a DNS Domain or realm.

NetBIOS domain name If the network uses NetBIOS, provide the domain name.

Tip If this option is not available use the setntlmsecuritymode CLI
command to verify that the NTLM security mode is set to
“domain”.
Computer Account Specify a location within the Active Directory domain where AsyncOS

will create an Active Directory computer account, also known as a
“machine trust account”, to uniquely identify the computer on the domain.

If the Active Directory environment automatically deletes computer
objects at particular intervals, specify a location for the computer account
that is in a container, protected from automatic deletion.

b. Click Join Domain.
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c. Enter the SAMAccountName user name and password for an existing Active Directory user that has
rights to create computer accounts in the domain.

Example: “jazzdoe” Do not use: “DOMAIN\jazzdoe” or “jazzdoe @domain”
This information is used once to establish the computer account and is not saved.
d. Click Create Account.

Step7  (Optional) Configure transparent authentication.

Setting Description

Enable Transparent Enter both the server name for the machine where the primary Active
User Identification using |Directory agent is installed and the shared secret used to access it.

Active Directory agent (Optional) Enter the server name for the machine where a backup Active

Directory agent is installed and its shared secret.

Step8  Configure Network Security:

Setting Description

Client Signing Required |Select this option if the Active Directory server is configured to require
client signing.

With this option selected, AsyncOS uses Transport Layer Security when
communicating with the Active Directory server.

Step9  (Optional) Click Start Test. This will test the settings you have entered, ensuring they are correct before
real users use them to authenticate.

Step10  Submit and commit your changes.

Creating an LDAP Authentication Realm

Before You Begin

¢ Obtain the following information about LDAP in your organization:
— LDAP version
- Server addresses
- LDAP ports

e If the Web Security appliance is managed by a Security Management appliance, ensure that
same-named authentication realms on different Web Security appliances have identical properties
defined on each appliance.

Step 1 Choose Network > Authentication.
Step2  Click Add Realm.
Step3  Assign a unique name to the authentication realm using only alphanumeric and space characters.

Stepd  Select LDAP in the Authentication Protocol and Scheme(s) field.

AsyncO0S 8.1 for Cisco Web Security User Guide
| "=n



Chapter5  Acquire End-User Credentials |

W Authentication Realms

Step5  Enter the LDAP authentication settings:

Setting Description

LDAP Version Choose the version of LDAP, and choose whether or not to use Secure LDAP.

The appliance supports LDAP versions 2 and 3. Secure LDAP requires LDAP
version 3.

Choose whether or not this LDAP server supports Novell eDirectory to use with
transparent user identification.

LDAP Server Enter the LDAP server IP address or hostname and its port number. You can
specify up to three servers.

The hostname must be a fully-qualified domain name. For example,
ldap.example.com. An IP address is required only if the DNS servers
configured on the appliance cannot resolve the LDAP server hostname.

The default port number for Standard LDAP is 389. The default number for
Secure LDAP is 636.

If the LDAP server is an Active Directory server, enter the hostname or 1P
address and the port of the domain controller here. Whenever possible, enter the
name of the Global Catalog Server and use port 3268. However, you might want
to use a local domain controller when the global catalog server is physically far
away and you know you only need to authenticate users on the local domain
controller.

Note: When you configure multiple authentication servers in the realm, the
appliance attempts to authorize with up to three authentication servers before
failing to authenticate the transaction within that realm.

LDAP Persistent Choose one of the following values:

Connections e Use persistent connections (unlimited). Use existing connections. If no
(under the Advanced connections are available a new connection is opened.

section)

e Use persistent connections. Use existing connections to service the
number of requests specified. When the maximum is reached, establish a
new connection to the LDAP server.

¢ Do not use persistent connections. Always create a new connection to the
LDAP server.
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Setting Description

User Authentication |Enter values for the following fields:
Base Distinguished Name (Base DN)

The LDAP database is a tree-type directory structure and the appliance uses the
Base DN to navigate to the correct location in the LDAP directory tree to begin
a search. A valid Base DN filter string is composed of one or more components
of the form object-value. For example dc=companyname, dc=com.

User Name Attribute
Choose one of the following values:

e uid, cn, and sAMAccountName. Unique identifiers in the LDAP directory
that specify a username.

e custom. A custom identifier such as UseraAccount.
User Filter Query

The User Filter Query is an LDAP search filter that locates the users Base DN.
This is required if the user directory is in a hierarchy below the Base DN, or if
the login name is not included in the user-specific component of that users Base
DN.

Choose one of the following values:
¢ none. Filters any user.

e custom. Filters a particular group of users.

Query Credentials Choose whether or not the authentication server accepts anonymous queries.

If the authentication server does accept anonymous queries, choose Server
Accepts Anonymous Queries.

If the authentication server does not accept anonymous queries, choose Use
Bind DN and then enter the following information:

e Bind DN. The user on the external LDAP server permitted to search the
LDAP directory. Typically, the bind DN should be permitted to search the
entire directory.

e Password. The password associated with the user you enter in the Bind DN
field.

The following text lists some example users for the Bind DN field:

cn=administrator,cn=Users,dc=domain,dc=com
sAMAccountName=jdoe,cn=Users,dc=domain,dc=com.

If the LDAP server is an Active Directory server, you may also enter the Bind
DN username as “DOMAIN\username.”
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Step 6

(Optional) Enable Group Authorization via group object or user object and complete the settings for the
chosen option accordingly:

Group Object Setting

Description

Group Membership
Attribute Within Group
Object

Choose the LDAP attribute which lists all users that belong to this group.
Choose one of the following values:

¢ member and uniquemember. Unique identifiers in the LDAP
directory that specify group members.

e custom. A custom identifier such as UserInGroup.

Attribute that Contains
the Group Name

Choose the LDAP attribute which specifies the group name that can be
used in the policy group configuration.

Choose one of the following values:

¢ cn. A unique identifier in the LDAP directory that specifies the name
of a group.

e custom. A custom identifier such as FinanceGroup.

Query String to
Determine if Object is a
Group

Choose an LDAP search filter that determines if an LDAP object represents
a user group.

Choose one of the following values:
e objectclass=groupofnames
e objectclass=groupofuniquenames
e objectclass=group
e custom. A custom filter such as objectclass=person.

Note: The query defines the set of authentication groups which can be used
in policy groups.

User Object Setting

Description

Group Membership
Attribute Within User
Object

Choose the attribute which list all the groups that this user belongs to.
Choose one of the following values:

e memberOf. Unique identifiers in the LDAP directory that specify user
members.

e custom. A custom identifier such as UserInGroup.

Group Membership
Attribute is a DN

Specify whether the group membership attribute is a distinguished name
(DN) which refers to an LDAP object. For Active Directory servers, enable
this option.

When this is enabled, you must configure the subsequent settings.

AsyncO0S 8.1 for Cisco Web Security User Guide
[ 510 | I



| Chapter5 Acquire End-User Credentials

Step 7

Note

Step 8

Authentication Realms

User Object Setting

Description

Attribute that Contains
the Group Name

When the group membership attribute is a DN, this specifies the attribute that
can be used as group name in policy group configurations.

Choose one of the following values:

e cn. A unique identifier in the LDAP directory that specifies the name of
a group.

e custom. A custom identifier such as FinanceGroup.

Query String to
Determine if Object is
a Group

Choose an LDAP search filter that determines if an LDAP object represents a
user group.

Choose one of the following values:
e objectclass=groupofnames
e objectclass=groupofuniquenames
e objectclass=group
e custom. A custom filter such as objectclass=person.

Note: The query defines the set of authentication groups which can be used
in Web Security Manager policies.

(Optional) Click Start Test. This will test the settings you have entered, ensuring they are correct before
real users use them to authenticate. For details on the testing performed, see Create additional NTLM
realms to authenticate users in domains that are not trusted by existing NTLM realms., page 5-11.

Once you submit and commit your changes, you cannot later change a realm’s authentication protocol.

Submit and commit your changes.

Using Multiple NTLM Realms and Domains

The following rules apply in regard to using multiple NTLM realms and domains:

e You can create up to 10 NTLM authentication realms.

e The client IP addresses in one NTLM realm must not overlap with the client IP addresses in another

NTLM realm.

e FEach NTLM realm can join one Active Directory domain only but can authenticate users from any
domains trusted by that domain. This trust applies to other domains in the same forest by default and
to domains outside the forest to which at least a one way trust exists.

¢ Create additional NTLM realms to authenticate users in domains that are not trusted by existing

NTLM realms.

About Deleting Authentication Realms

Deleting an authentication realm disables associated identities, which in turn removes those identities

from associated policies.

Deleting an authentication realm removes it from sequences.
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Configuring Global Authentication Settings

Configure Global Authentication Settings to apply settings to all authentication realms, independent of
their authentication protocols.

The Web Proxy deployment mode affects which global authentication settings you can configure. More

settings are available when it is deployed in transparent mode than in explicit forward mode.

Before You Begin

¢ Be familiar with the following concepts:
— Failed Authentication, page 5-19

— Failed Authorization: Allowing Re-Authentication with Different Credentials, page 5-22

Step 1 Choose Network > Authentication
Step2  Click Edit Global Settings.

Step3  Edit the settings in the Global Authentication Settings section:.

Setting Description

Action if Authentication Choose one of the following values:

Service Unavailable e Permit traffic to proceed without authentication. Processing

continues as if the user was authenticated.

e Block all traffic if user authentication fails. Processing is
discontinued and all traffic is blocked.

Failed Authentication When you grant users guest access in an Identity policy, this setting
Handling determines how the Web Proxy identifies and logs the user as a guest
in the access logs.

For more information on granting users guest access, see Granting
Guest Access After Failed Authentication, page 5-20.
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Setting

Description

Re-authentication

(Enable Re-Authentication

This setting allows users to authenticate again if the user is blocked
from a website due to a restrictive URL filtering policy or due to being

Prompt If End User Blocked restricted from logging into another IP address.

by URL Category or User

Session Restriction)

The user sees a block page that includes a link that allows them to enter
new authentication credentials. If the user enters credentials that allow
greater access, the requested page appears in the browser.

Note: This setting only applies to authenticated users who are blocked
due to restrictive URL filtering policies or User Session Restrictions.
It does not apply to blocked transactions by subnet with no
authentication.

For more information, see Failed Authorization: Allowing
Re-Authentication with Different Credentials, page 5-22.

Basic Authentication Token |Controls the length of time that user credentials are stored in the cache

TTL

before revalidating them with the authentication server. This includes
the username and password and the directory groups associated with
the user.

The default value is the recommended setting. When the Surrogate
Timeout setting is configured and is greater than the Basic
Authentication Token TTL, then the Surrogate Timeout value takes
precedence and the Web Proxy contacts the authentication server after
surrogate timeout expires.

The remaining authentication settings you can configure depends on how the Web Proxy is deployed, in
transparent or explicit forward mode.

If the Web Proxy is deployed in transparent mode, edit the settings as follows:

Setting

Description

Credential Encryption

This setting specifies whether or not the client sends the login credentials to
the Web Proxy through an encrypted HTTPS connection.

This setting applies to both Basic and NTLMSSP authentication schemes,
but it is particularly useful for Basic authentication scheme because user
credentials are sent as plain text.

For more information, see Failed Authentication, page 5-19.

HTTPS Redirect Port

Specify a TCP port to use for redirecting requests for authenticating users
over an HTTPS connection.

This specifies through which port the client will open a connection to the
Web Proxy using HTTPS. This occurs when credential encryption is enabled
or when using Access Control and users are prompted to authenticate.
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Setting

Description

Redirect Hostname

Enter the short hostname of the network interface on which the Web Proxy
listens for incoming connections.

When you configure authentication on an appliance deployed in transparent
mode, the Web Proxy uses this hostname in the redirection URL sent to
clients for authenticating users.

You can enter either the following values:

¢ Single word hostname. You can enter the single word hostname that is
DNS resolvable by the client and the Web Security appliance. This
allows clients to achieve true single sign-on with Internet Explorer
without additional browser side setup.
Be sure to enter the single word hostname that is DNS resolvable by the
client and the Web Security appliance.
For example, if your clients are in domain mycompany . com and the
interface on which the Web Proxy is listening has a full hostname of
proxy.mycompany . com, then you should enter proxy in this field.
Clients perform a lookup on proxy and they should be able to resolve

proxy .mycompany . com.

¢ Fully qualified domain name (FQDN). You can also enter the FQDN
or IP address in this field. However, if you do that and want true single
sign-on for Internet Explorer and Firefox browsers, you must ensure
that the FQDN or IP address is added to the client’s Trusted Sites list in
the client browsers.
The default value is the FQDN of the M1 or P1 interface, depending on
which interface is used for proxy traffic.

Credential Cache
Options:

Surrogate Timeout

This setting specifies how long the Web Proxy waits before asking the client
for authentication credentials again. Until the Web Proxy asks for
credentials again, it uses the value stored in the surrogate (IP address or
cookie).

It is common for user agents, such as browsers, to cache the authentication
credentials so the user will not be prompted to enter credentials each time.

Credential Cache
Options:

Client IP Idle Timeout

When IP address is used as the authentication surrogate, this setting
specifies how long the Web Proxy waits before asking the client for
authentication credentials again when the client has been idle.

When this value is greater than the Surrogate Timeout value, this setting has
no effect and clients are prompted for authentication after the Surrogate
Timeout is reached.

You might want to use this setting to reduce the vulnerability of users who
leave their computers.

Credential Cache
Options:

Cache Size

Specifies the number of entries that are stored in the authentication cache.
Set this value to safely accommodate the number of users that are actually
using this device. The default value is the recommended setting.
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Setting

Description

User Session
Restrictions

This setting specifies whether or not authenticated users are allowed to
access the Internet from multiple IP addresses simultaneously.

You might want to restrict access to one machine to prevent users from
sharing their authentication credentials with non-authorized users. When a
user is prevented from logging in at a different machine, an end-user
notification page appears. You can choose whether or not users can click a
button to login as a different username using the Re-authentication setting
on this page.

When you enable this setting, enter the restriction timeout value, which
determines how long users must wait before being able to log into a machine
with a different IP address. The restriction timeout value must be greater
than the surrogate timeout value.

You can remove a specific user or all users from the authentication cache
using the authcache CLI command.

Advanced

When using Credential Encryption or Access Control, you can choose
whether the appliance uses the digital certificate and key shipped with the
appliance (the Cisco Web Security Appliance Demo Certificate) or a digital
certificate and key you upload here.

Step5  If the Web Proxy is deployed in explicit forward mode, edit the settings as follows:

Setting

Description

Credential Encryption

This setting specifies whether or not the client sends the login credentials to
the Web Proxy through an encrypted HTTPS connection. To enable
credential encryption, choose “HTTPS Redirect (Secure)”. When you
enable credential encryption, additional fields appear to configure how to
redirect clients to the Web Proxy for authentication.

This setting applies to both Basic and NTLMSSP authentication schemes,
but it is particularly useful for Basic authentication scheme because user
credentials are sent as plain text.

For more information, see Failed Authentication, page 5-19.

HTTPS Redirect Port

Specify a TCP port to use for redirecting requests for authenticating users
over an HTTPS connection.

This specifies through which port the client will open a connection to the
Web Proxy using HTTPS. This occurs when credential encryption is enabled
or when using Access Control and users are prompted to authenticate.
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Setting

Description

Redirect Hostname

Enter the short hostname of the network interface on which the Web Proxy
listens for incoming connections.

When you enable Authentication Mode above, the Web Proxy uses this
hostname in the redirection URL sent to clients for authenticating users.

You can enter either the following values:

¢ Single word hostname. You can enter the single word hostname that is
DNS resolvable by the client and the Web Security appliance. This
allows clients to achieve true single sign-on with Internet Explorer
without additional browser side setup.
Be sure to enter the single word hostname that is DNS resolvable by the
client and the Web Security appliance.
For example, if your clients are in domain mycompany . com and the
interface on which the Web Proxy is listening has a full hostname of
proxy.mycompany . com, then you should enter proxy in this field. Clients
perform a lookup on proxy and they should be able to resolve

proxy.mycompany . Com.

¢ Fully qualified domain name (FQDN). You can also enter the FQDN
or IP address in this field. However, if you do that and want true single
sign-on for Internet Explorer and Firefox browsers, you must ensure
that the FQDN or IP address is added to the client’s Trusted Sites list in
the client browsers.
The default value is the FQDN of the M1 or P1 interface, depending on
which interface is used for proxy traffic.

Credential Cache
Options:

Surrogate Timeout

This setting specifies how long the Web Proxy waits before asking the client
for authentication credentials again. Until the Web Proxy asks for
credentials again, it uses the value stored in the surrogate (IP address or
cookie).

Note that it is common for user agents, such as browsers, to cache the
authentication credentials so the user will not be prompted to enter
credentials each time.

Credential Cache
Options:

Client IP Idle Timeout

When IP address is used as the authentication surrogate, this setting
specifies how long the Web Proxy waits before asking the client for
authentication credentials again when the client has been idle.

When this value is greater than the Surrogate Timeout value, this setting has
no effect and clients are prompted for authentication after the Surrogate
Timeout is reached.

You might want to use this setting to reduce the vulnerability of users who
leave their computers.

Credential Cache
Options:

Cache Size

Specifies the number of entries that are stored in the authentication cache.
Set this value to safely accommodate the number of users that are actually
using this device. The default value is the recommended setting.
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Setting

Description

User Session
Restrictions

This setting specifies whether or not authenticated users are allowed to
access the Internet from multiple IP addresses simultaneously.

You might want to restrict access to one machine to prevent users from
sharing their authentication credentials with non-authorized users. When a
user is prevented from logging at a different machine, an end-user
notification page appears. You can choose whether or not users can click a
button to login as a different username using the Re-authentication setting
on this page.

When you enable this setting, enter the restriction timeout value, which
determines how long users must wait before being able to log into a machine
with a different IP address. The restriction timeout value must be greater
than the surrogate timeout value.

You can remove a specific user or all users from the authentication cache
using the authcache CLI command.

Advanced

When using Credential Encryption or Access Control, you can choose
whether the appliance uses the digital certificate and key shipped with the
appliance (the Cisco Web Security Appliance Demo Certificate) or a digital
certificate and key you upload here.

To upload a digital certificate and key, click Browse and navigate to the
necessary file on your local machine. Then click Upload Files after you
select the files you want.

Step6  Submit and commit your changes.

Authentication Sequences

e About Authentication Sequences, page 5-17

e Creating Authentication Sequences, page 5-18

e Editing And Reordering Authentication Sequences, page 5-18

e Editing And Reordering Authentication Sequences, page 5-18

About Authentication Sequences

Use authentication sequences to allow single Identities to authenticate users via different authentication
servers or protocols. Authentication sequences are also useful for providing backup options in case
primary authentication options become unavailable.

Authentication sequences are collections of two or more authentication realms. The realms used can
have different authentication servers and different authentication protocols. For more information on
authentication realms, seeAuthentication Realms, page 5-3.

After you create a second authentication realm, the appliance automatically displays a Realm Sequences
section under Network > Authentication and includes a default authentication sequence named All
Realms. The All Realms sequence automatically includes each realm you define. You can change the
order of the realms within the All Realms sequence, but you cannot delete the All Realms sequence or
remove any realms from it.
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Tip.

When multiple NTLM authentication realms are defined, the Web Security appliance uses the
NTLMSSP authentication scheme with only one NTLM authentication realm per sequence. You can
choose which NTLM authentication realm to use for NTLMSSP within each sequence, including the All
Realms sequence. To use NTLMSSP with multiple NTLM realms, define a separate Identity for each
realm.

Which authentication realms within a sequence get used during authentication depends on:

e The authentication scheme used. This is generally dictated by the type of credentials entered at the
client.

e The order in which realms are listed within the sequence (for Basic realms only, as only one
NTLMSSP realm is possible).

For optimal performance, authenticate clients on the same subnet using a single realm.

Creating Authentication Sequences

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

Step 8

Editing And

Step 1
Step 2
Step 3

Before You Begin

e Create two or more authentication realms (see Authentication Realms, page 5-3).

e If the Web Security appliance is managed by a Security Management appliance, ensure that
same-named authentication realms on different Web Security appliances have identical properties
defined on each appliance. Be aware that AsyncOS will use the realms to process authentication
sequentially, beginning with the first realm in the list.

Choose Network > Authentication
Click Add Sequence.
Enter a unique name for the sequence using alphanumeric and space characters.

In the first row of the Realm Sequence for Basic Scheme area, choose the first authentication realm you
want to include in the sequence.

In the second row of the Realm Sequence for Basic Scheme area, choose the next realm you want to
include in the sequence.

(Optional) Click Add Row to include another realm that uses Basic credentials.
If an NTLM realm is defined, choose an NTLM realm in the Realm for NTLMSSP Scheme field.
The Web Proxy uses this NTLM realm when the client sends NTLMSSP authentication credentials.

Submit and commit your changes.

Reordering Authentication Sequences

Choose Network > Authentication.
Click the name of the sequence you wish to edit or re-order.

Choose a realm name from the Realms drop-down list on the row corresponding to the position number
you want the realm to occupy in the sequence.
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Note  For the All Realms sequence, you can only change the order of its realms, you cannot change
the realms themselves. To change the order of realms in the All Realms sequence, click the
arrows in the Order column to reposition the corresponding realms.

Step4  Repeat Step 3 until all realms are listed and ordered as required, ensuring that each realm name appears
in one row only.

Step5  Submit and commit your changes.

Deleting Authentication Sequences

Before You Begin

¢ Be aware that deleting an authentication sequence also disables associated identities, which in turn
removes those identities from associated policies.

Step 1 Choose Network > Authentication.
Step2  Click the trash can icon for the sequence name.
Step3  Click Delete to confirm that you want to delete the sequence.

Step4  Commit your changes.

Failed Authentication

e About Failed Authentication, page 5-19
e Bypassing Authentication, page 5-20

About Failed Authentication

Users may be blocked from the web due to authentication failure for the following reason:

¢ Client limitations. Some client applications may not properly support authentication. You can
bypass authentication for these clients by configuring Identities that do not require authorization and
basing their criteria on the clients (and, optionally, on the URLs they need to access).

¢ Authentication service is unavailable. An authentication service might be unavailable due to
network or server issues. You can choose to allow unauthenticated traffic in this circumstance.

¢ Invalid credentials. Some users may be unable to supply valid credentials for proper authentication
(for example, visitors or users awaiting credentials). You can choose to grant these users limited
access to the web.

Related Topics
e Bypassing Authentication, page 5-20

e Permitting Unauthenticated Traffic While Authentication Service is Unavailable, page 5-20
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e Granting Guest Access After Failed Authentication, page 5-20

Bypassing Authentication

Step More Information

1. Create a custom URL category that contains the
affected websites by configuring the Advanced
properties.

2. Create an identity with these characteristics: Classifying Users and Client Software,
— Placed above all identities that require page 6-3
authentication.
— Includes the custom URL category.
— Includes affected client applications.

— Does not require authentication

3. Create a policy for the identity. Creating a Policy, page 9-5

Related Topics
e Bypassing the Web Proxy

Permitting Unauthenticated Traffic While Authentication Service is
Unavailable

~

Note  This configuration applies only when an authentication service is unavailable. It will not bypass
authentication permanently. For alternative options, see About Failed Authentication, page 5-19

Step1  Choose Network > Authentication.
Step2  Click Edit Global Settings.

Step3  Click the Permit Traffic To Proceed Without Authentication in the Action If Authentication Service
Unavailable field.

Step4  Submit and commit your changes.

Granting Guest Access After Failed Authentication

Granting guest access requires that the following procedures are completed:
1. Define an Identity that Supports Guest Access, page 5-21

2. Use an Identity that Supports Guest Access in a Policy, page 5-21

3. (Optional) Configure How Guest User Details are Logged, page 5-21
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Note

Failed Authentication 1l

If an Identity allows guest access and there is no user-defined policy that uses that Identity, users who
fail authentication match the global policy of the applicable policy type. For example, if Myldentity
allows guest access and there is no user-defined Access Policy that uses Myldentity, users who fail
authentication match the global Access Policy. If you do not want guest users to match a global policy,
create a policy above the global policy that applies to guest users and blocks all access.

Define an Identity that Supports Guest Access

Step 1
Step 2
Step 3
Step 4

Choose Web Security Manager > Identities.
Click Add Identity to add a new identity, or click the name of an existing identity that you wish to use.
Check the Support Guest Privileges check box.

Submit and commit your changes.

Use an Identity that Supports Guest Access in a Policy

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Choose a policy type from the Web Security Manager menu.
Click a policy name in the policies table.

Choose Select One Or More Identities from the Identities And Users drop-down list (if not already
chosen).

Choose an identity that supports guest access from the drop-down list in the Identity column.

Click the Guests (Users Failing Authentication) radio button.

~

Note  If this option is not available it means the identity you chose is not configured to support guest
access. Return to step 4 and choose another, or see Define an Identity that Supports Guest
Access, page 5-21 to define a new one.

Submit and commit your changes.

Configure How Guest User Details are Logged

Step 1
Step 2
Step 3

Choose Network > Authentication.
Click Edit Global Settings.
Click a Log Guest User By radio button, described below, in the Failed Authentication Handling field.

Radio button Description

IP Address The IP address of the guest user’s client will be logged in the access logs.

User Name As Entered By |The user name that originally failed authentication will be logged in the
End-User access logs.
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Stepd  Submit and commit your changes.

Failed Authorization: Allowing Re-Authentication with Different Credentials

e About Allowing Re-Authentication with Different Credentials, page 5-22
¢ Allowing Re-Authentication with Different Credentials, page 5-22

About Allowing Re-Authentication with Different Credentials

Use re-authentication to allow users the opportunity to authenticate again, using different credentials, if
the credentials they previously used have failed authorization. A user may authenticate successfully but
still be prevented from accessing a web resource if not authorized to do so. This is because authentication
merely identifies users for the purpose of passing their verified credentials on to policies, but it is the
policies that authorize those users (or not) to access resources.

A user must have authenticated successfully to be allowed to re-authenticate.

To use the re-authentication feature with user defined end-user notification pages, the CGI script that
parses the redirect URL must parse and use the Reauth_ URL parameter.

Allowing Re-Authentication with Different Credentials

Step 1 Choose Network > Authentication.

Step2  Click Edit Global Settings.

Step3  Check the Re-Authentication Prompt If End User Blocked by URL Category Or User Session
Restriction check box.

Step4  Click Submit.

Tracking ldentified Users
~

Note  When the appliance is configured to use cookie-based authentication surrogates, it does not get cookie
information from clients for HTTPS and FTP over HTTP requests. Therefore, it cannot get the user name
from the cookie.

Surrogate Types | Credential Encryption Disabled Credential Encryption Enabled
Protocol: HTTP HTTPS & Native FTP |HTTP HTTPS & Native FTP
FTP over FTP over
HTTP HTTP
No Surrogate Yes Yes Yes NA NA NA
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Surrogate Types | Credential Encryption Disabled Credential Encryption Enabled
IP-based Yes Yes Yes Yes Yes Yes
Cookie-based Yes Yes##* Yes##* Yes No/Yes** |Yes***

Surrogate Types | Credential Encryption Disabled Credential Encryption Enabled
Protocol: HTTP HTTPS Native FTP  |HTTP HTTPS Native FTP
No Surrogate NA NA NA NA NA NA
[P-based Yes No/Yes* No/Yes* Yes No/Yes* No/Yes*
Cookie-based Yes No/Yes** |No/Yes** |Yes No/Yes** |No/Yes**

* Works after the client makes a request to an HTTP site and is authenticated. Before this happens, the
behavior depends on the transaction type:

e Native FTP transactions. Transactions bypass authentication.

e HTTPS transactions. Transactions are dropped. However, you can configure the HTTPS Proxy to
decrypt the first HTTPS request for authentication purposes.

** When cookie-based authentication is used, the Web Proxy cannot authenticate the user for HTTPS,
native FTP, and FTP over HTTP transactions. Due to this limitation, all HTTPS, native FTP, and FTP
over HTTP requests bypass authentication, so authentication is not requested at all.

*#*% No surrogate is used in this case even though cookie-based surrogate is configured.

Tracking Re-Authenticated Users

With re-authentication, if a more privileged user authenticates and is authorized, the Web Proxy caches
this user identity for different amounts of time depending on the authentication surrogates configured:

¢ Session cookie. The privileged user identity is used until the browser is closed or the session times
out.

¢ Persistent cookie. The privileged user identity is used until the surrogate times out.
e TP address. The privileged user identity is used until the surrogate times out.

¢ No surrogate. By default, the Web Proxy requests authentication for every new connection, but
when re-authentication is enabled, the Web Proxy requests authentication for every new request, so
there is an increased load on the authentication server when using NTLMSSP. The increase in
authentication activity may not be apparent to a user, however, because most browsers will cache
the privileged user credentials and authenticate without prompting until the browser is closed. Also,
when the Web Proxy is deployed in transparent mode, and the “Apply same surrogate settings to
explicit forward requests” option is not enabled, no authentication surrogates are used for explicit
forward requests and increased load will occur with re-authentication.

~

Note

If the Web Security appliance uses cookies for authentication surrogates, Cisco recommends enabling
credential encryption.
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Credentials

¢ Credential Format, page 5-24

e Credential Encryption for Basic Authentication, page 5-24

Credential Format

Authentication Scheme Credential Format
NTLMSSP MyDomain\jsmith

Basic jsmith
MyDomain\jsmith

Note  If the user does not enter the Windows domain, the Web Proxy
prepends the default Windows domain.

Credential Encryption for Basic Authentication

About Credential Encryption for Basic Authentication

Enable credential encryption to transmit credentials over HTTPS in encrypted form. This increases
security of the basic authentication process.

The Web Security appliance uses its own certificate and private key by default to create an HTTPS
connection with the client for the purposes of secure authentication. Most browsers will warn users,
however, that this certificate is not valid. To prevent users from seeing the invalid certificate message,
you can upload a valid certificate and key pair that your organization uses.

Configuring Credential Encryption

Step 1
Step 2
Step 3

Step 4

Step 5

Before You Begin:

e Configure the appliance to use IP surrogates.

¢ (Optional) Obtain a certificate and unencrypted private key. The certificate and key configured here
are also used by Access Control.

Choose Network > Authentication.
Click Edit Global Settings.

Check the Use Encrypted HTTPS Connection For Authentication check box in the Credential
Encryption field.

(Optional) Edit the default port number (443) in the HTTPS Redirect Port field for client HTTP
connections during authentication.

(Optional) Upload a certificate and key:
a. Expand the Advanced section.
b. Click Browse in the Certificate field and find the certificate file you wish to upload.

¢. Click Browse in the Key field and find the private key file you wish to upload.
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Troubleshooting Authentication W

d. Click Upload Files.

Step6  Submit and commit your changes.

Related Topics
e Obtaining Certificates, page 21-23.

Troubleshooting Authentication

e LDAP User Fails Authentication due to NTLMSSP, page A-2
e LDAP Authentication Fails due to LDAP Referral, page A-2
e Basic Authentication Fails, page A-2

e Users Erroneously Prompted for Credentials, page A-3

e HTTPS and FTP over HTTP Requests Match only Access Policies that Do Not Require
Authentication, page A-9

e Cannot Access URLs that Do Not Support Authentication, page A-12
¢ Client Requests Fail Upstream Proxy, page A-13
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Classify End-Users and Client Software

e Overview of Classify Users and Client Software, page 6-1

e C(Classify Users and Client Software: Best Practices, page 6-2
e Identity Criteria, page 6-2

e C(Classifying Users and Client Software, page 6-3

e Identities and Authentication, page 6-7

¢ Troubleshooting Identities, page 6-8

Overview of Classify Users and Client Software

Identities classify users and user agents for these purposes:
e Application of policies (except SaaS)
e Specification of identification and authentication requirements
AsyncOS assigns an identity to every transaction:
e Custom Identities — AsyncOS assigns a custom identity based on that identity’s criteria.

e The Global Identity — AsyncOS assigns the global identity to transactions that do not meet the
criteria for any custom identity. By default, the global identity does not require authentication.

AsyncOS processes identities sequentially, beginning with the first identity. The global identity is the
last identity.

An identity can include only one criterion. Identities that include multiple criteria require that all the
criteria are met.
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W Classify Users and Client Software: Best Practices

One policy may call on multiple identities:

Identities and Users:  Select One or More Identities

Identity Authorized Users and Groups Add Identity
IdentityPolicy2 - @ all Authenticated Users
Realm: NTLMRealm2 -
4’ Selected Groups and Users o}

Groups: No groups entered
Users: No users entered

IdentityPolicy1 -~ All Authenticated Users

Selected Groups and Users
Groups:
Realm: NTLMRealm1

\Administratorl o}
rt Publishers

|

WGA\Domain Guests
Users: No users entered

Guests (users failing authentication)

_’ IdentityPeolicyForFTP Mo authentication required o
IdentityPolicy4 - All Authenticated Users
Selected Groups and Users
Groups: No groups entered a

Users: No users entered

@ Guests (users failing authentication)

This Identity allows guest access and applies to users who fail
authentication.

Authentication is not used for this Identity.

The specified user groups in this Identity are authorized for this policy.

This Identity uses an authentication sequence and this policy applies to
one realm in the sequence.

Classify Users and Client Software: Best Practices

¢ Create fewer, more general Identities that apply to all users or fewer, larger groups of users. Use
policies, rather than identities, for more granular management.

¢ Create Identities with unique criteria.

e If deployed in transparent mode, create an Identity for sites that do not support authentication. See
Bypassing Authentication, page 5-20.

Identity Criteria

Option Description

Subnet The client subnet must match the list of subnets in a policy

Protocol The protocol used in the transaction, either HTTP, HTTPS, SOCKS, or native FTP

Port The proxy port of the request must be in the Identity’s list of ports, if any listed . For
explicit forward connections this is the port configured in the browser. For
transparent connections this is the same as the destination port.
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Classifying Users and Client Software

Option Description

User Agent The user agent (client software) making the request must be in the Identity’s list of
user agents, if any are listed. Some user agents cannot handle authentication,
therefore creating an identity that does not require authentication is necessary.

URL Category |The URL category of the request URL must be in the Identity’s list of URL
categories, if any are listed.

Authentication |If the Identity requires authentication, the client authentication credentials must
requirements match the Identity’s authentication requirements.

Classifying Users and Client Software

Step 1
Step 2
Step 3
Step 4
Step 5

Note

Step 6

Step 7

Note

Before you Begin

¢ Create authentication realms. See Creating an Active Directory Authentication Realm, page 5-6 or
Creating an LDAP Authentication Realm, page 5-7.

¢ Be aware that when you commit a change to Identities, end-users must re-authenticate.

e (Optional) Create authentication sequences. See Creating Authentication Sequences, page 5-18
e (Optional) Enable Secure Mobility if the identity will include mobile users.

e (Optional) Understand authentication surrogates. See Tracking Identified Users, page 5-22.

Choose Web Security Manager > Identities.
Click Add Identity.

Assign a name that is unique to Identities.
(Optional) Enter a description.

In the Insert Above field drop-down list, choose where in the table to place the Identity.

Position Identities that do not require authentication above the first Identity that requires authentication.

In the Define Members by User Location section, configure the Identity to apply to local users, remote users,
or both local and remote users. The setting chosen here affects the available authentication settings for this
Identity.

In the Define Members by Subnet field, enter the addresses to which this Identity should apply. Enter IP
addresses, CIDR blocks, and subnets.

If no address is entered in this field, the Identity applies to all IP addresses.
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Step 8

Select all that apply:

In the Define Members by Protocol section, check to select the protocols to which this Identity should apply.

Option

Description

HTTP/HTTPS

CONNECT.

Applies to all requests that use HTTP or HTTPS as the underlying protocol,
including FTP over HTTP and any other protocol tunneled using HTTP

Native FTP

Applies to native FTP requests only

SOCKS

Applies to SOCKS Policies only

Step 9

In the Identification and Authentication field, choose an Identity authentication requirement from the
following options:

Option

Description

Method

No
Authentication

The user is identified primarily by
IP address

Go to Step 11

Identify Users
Transparently
through Cisco
ASA
Integration

The user is identified by the current
IP address to user name mapping
received from the Cisco adaptive
security appliance (ASA). This
option appears when Secure
Mobility is enabled and integrates
with a Cisco adaptive security
appliance.

a. In the Select a Realm or Sequence field,
choose a defined authentication realm or
sequence.

b. If you chose an NTLM authentication
realm or sequence that contains an NTLM
authentication realm, then go to Step 10 to
choose the authentication scheme.
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Step 10

Step 11

Classifying Users and Client Software

Option Description Method
Identify Users |The user is identified by the current In the Select a Realm or Sequence field,
Transparently |IP address to user name mapping. choose a defined authentication realm that
This option appears when at least supports transparent user identification;
?ﬁlet authenttlciltlon realn: is defined — an LDAP authentication realm that
that supports transparent uset supports Novell eDirectory
identification.
) — an NTLM authentication realm that is
Note (For deployments with a
. enabled for transparent user
Security Management . e
i identification.
appliance) When
configuring Identities on a — You can also choose a sequence that
Security Management contains only realms that support
appliance, this option transparent user identification.
appears when. a Web ) Choose whether to grant users guest access,
Securlty apphance with an or force an authentication prompt to appear
authentication realm that to end users when transparent user
supports transparent user identification fails.
identification has been )
added as a managed To grant guest access to users who fail
appliance. authentication due to 1nvallq .credentlals,
select the Support Guest privileges check
box.
Authenticate | The user is identified by the In the Select a Realm or Sequence field,
User authentication credentials entered. choose a defined authentication realm or
This option appears when at least sequence.
one authentication realm is defined T .

0 grant guest access to users who fail
authentication due to invalid credentials,
select the Support Guest privileges check
box.

If you chose an Active Directory authentication realm or sequence that contains an Active Directory
authentication realm, then choose the authentication scheme in the Select a Scheme field.

Choose the settings in the Authentication Surrogate section, when authentication is required (a
protocol must first be defined). These settings specify the way that transactions will be associated with a

user after the user

has authenticated successfully.

Options vary depending on the Web Proxy deployment mode.

Surrogate Type

Description

IP Address

e

The Web Proxy tracks an authenticated user at a particular IP address.

Tip For transparent user identification, choose IP Address.

Persistent Cookie

The Web Proxy tracks an authenticated user on a particular application by
generating a persistent cookie for each user per application. Closing the
application does not remove the cookie.
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Surrogate Type

Description

Session Cookie

The Web Proxy tracks an authenticated user on a particular application by
generating a session cookie for each user per domain per application. (However,
when a user provides different credentials for the same domain from the same
application, the cookie is overwritten.) Closing the application removes the
cookie.

No Surrogate

The Web Proxy does not use a surrogate to cache the credentials, and it tracks an
authenticated user for every new TCP connection. When you choose this option,
the web interface disables other settings that no longer apply. This option is
available only in explicit forward mode and when you disable credential
encryption on the Network > Authentication page.

Apply same surrogate  |Select whether or not the surrogate used for transparent requests should also

settings to explicit
forward requests

be used for explicit requests.
Selecting this will enable credential encryption automatically.

This option appears only when the Web Proxy is deployed in transparent
mode.

Note  You can define a timeout valve for the authentication surrogate for all requests using Global
Authentication Settings.

Step12  (Optional) Expand the Advanced section to define additional membership requirements.

Advanced Option

Description

Proxy Ports

The proxy port is used to access the Web Proxy by entering one or more port numbers
in the Proxy Ports field. Separate multiple ports with commas.

For explicit forward connections, this is the port configured in the browser.
For transparent connections, this is the same as the destination port.

Note Defining identities by port works best when the appliance is deployed in
explicit forward mode or when clients explicitly forward requests to the
appliance. Defining identities by port when client requests are
transparently redirected to the appliance may result in some requests being
denied.

URL Categories

Select the user defined or predefined URL categories. Membership for both is excluded
by default, meaning the Web Proxy ignores all categories unless they are selected in the
Add column.

Note If you need to define membership by URL category, only define it in the
Identity group when you need to exempt from authentication requests to that
category.

User Agents

Defines the policy group membership by the user agent (applications such as Firefox
or Chrome Web browsers) used in the client request. You can select some commonly
defined browsers, or define your own using regular expressions.

Choose whether this policy group should apply to the selected user agents or to any
user agent that is not in the list of selected user agents.
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Identities and Authentication

Step13  Submit and Commit Changes.

Related Topics
e Overview of Acquire End-User Credentials, page 5-1
e End-User Authentication Methods

e Managing Web Requests Through Policies Task Overview, page 9-2

Enable/Disable an Identity

Before You Begin

e Be aware that disabling an identity removes it from associated policies.

e Be aware that reenabling an identity does not re-associate it with any policies.

Step 1 Choose Web Security Manager > Identities.

Step2  Click a policy name in the policies table.

Step3  Check or uncheck Enable Identity in the Identity Settings field.
Step4  Submit and Commit Changes.

Identities and Authentication

Figure 6-1 on page 6-8 shows how the Web Proxy evaluates a client request against the Identities when
the Identity is configured to use:

e No authentication surrogates
e [P addresses as authentication surrogates
e Cookies as authentication surrogates with transparent requests

e (Cookies as authentication surrogates with explicit requests and credential encryption is enabled
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Figure 6-1 Transaction Request flow: Identities and Authentication - No Surrogates and IP-Based
Surrogates

Assign Identity:

Global
Transaction Request Identity

Guest Access Pass
Privileges? authentication?

Terminate request. Assign the Identity and then evaluate the request against the other
Reply to user with Policy types
authentication required

require Authentication

Figure 6-2 Transaction Request flow: Identities and Authentication - TranCookie-Based
Surrogates

Assign ldentity:
. Subnet
Global
Transaction Request Identity

Guest Access Pass Is this a HTTPS ! he ed iden
Privileges? authentication? transaction re Authenticatio

Terminate request. Assizn the Identity and then evaluate the request against the other Policy types
Reply to user with
amhentication required

*Theweb proxy sets theuser nameto NULL.

Troubleshooting ldentities

e Policy Problems, page A-7
e Policy is Never Applied, page A-8
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Troubleshooting Identities

e Policy Troubleshooting Tool: Policy Trace, page A-10
e Basic Authentication Problems, page A-2

e Upstream Proxy Problems, page A-13

e Upstream Proxy Problems, page A-13

e Policy is Never Applied, page A-8
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SaaS Access Control

e Overview of SaaS Access Control, page 7-1

e Authenticate SaaS Users, page 7-2

¢ Configuring the Appliance as an Identity Provider, page 7-2

e Using SaaS Access Control and Multiple Web Security Appliances, page 7-4

e Creating SaaS Application Authentication Policies, page 7-4

e Configuring End-User Access to the Single Sign-On URL, page 7-6

Overview of SaaS Access Control

The Web Security appliance uses the Security Assertion Markup Language (SAML) to authorize access
to SaaS applications. It works with SaaS applications that are strictly compliant with SAML version 2.0.

Cisco SaaS Access Control allows you to:

e Control which users can access SaaS applications and from where.

¢ Quickly disable access to all SaaS applications when users are no longer employed by the
organization.

e Reduce the risk of phishing attacks that ask users to enter their SaaS user credentials.

e Choose whether users are transparently signed in (single sign-on functionality) or prompted to enter
their authentication user name and password.

SaaS Access Control only works with SaaS applications that require an authentication mechanism
supported by the Web Security appliance. Currently, the Web Proxy uses the
“PasswordProtectedTransport” authentication mechanism.

To enable SaaS Access Control, you must configure settings on both the Web Security appliance and the
SaaS application:

Step 1

Configure the web security appliance as
an identity provider.

Configuring the Appliance as an Identity Provider,
page 7-2

Step 2

Create an authentication policy for the
SaaS application.

Creating SaaS Application Authentication
Policies, page 7-4
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Bl Authenticate Saa$S Users

Step3  |Configure the SaaS application for single |Configuring End-User Access to the Single
sign-on. Sign-On URL, page 7-6

Step4 | (Optional) Configuring multiple web Using SaaS Access Control and Multiple Web
security appliances Security Appliances, page 7-4

Authenticate SaaS Users

Step1  Configure the “PasswordProtectedTransport” value when you create a SaaS Application Authentication
Policy using the Authentication Context setting

Step2  Choose “Automatic” as the Authentication Context setting.

Related topics
e Creating SaaS Application Authentication Policies, page 7-4

Certificates and Keys

When the browser prompts users to authenticate, the browser sends the authentication credentials to the
Web Proxy using a secure HTTPS connection. The appliance uses its own certificate and private key to
create an HTTPS connection with the client by default. Most browsers will warn users that the certificate
is not valid. To prevent users from seeing the invalid certificate message, you can upload a certificate
and key pair your organization uses.

Configuring the Appliance as an Identity Provider

When you configure the Web Security appliance as an identity provider, the settings you define apply to
all SaaS applications it communicates with. The Web Security appliance uses a certificate and key to
sign each SAML assertion it creates.

Before You Begin
e (Optional) Locate a certificate (PEM format) and key for signing SAML assertions.

e Upload the certificate to each SaaS application.

Step 1 Choose Security Services > Identity Provider for SaaS page.

Step2  Click Edit Settings.

Step3  In the Identity Provider Domain Name field enter a virtual domain name.

Step4  In the Identity Provider Entity ID field enter text (a URI format based string is recommended)

Step5  Either upload or generate a certificate and key:
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Configuring the Appliance as an Identity Provider ||

Note If the appliance has both an uploaded certificate and key pair and a generated certificate and key pair, it
only uses the certificate and key pair currently selected in the Signing Certificate section.

Method Additional Steps
Uploaded certificate | 1. Click Use Uploaded Certificate and Key.
and key 2. Click Browse for the Certificate field.

Note The Web Proxy uses the first certificate or key in the file. The certificate
file must be in PEM format. DER format is not supported.

3. Click Browse for the Key field. The private key must be unencrypted.

Note  The key length must be 512, 1024, or 2048 bits. The private key file
must be in PEM format. DER format is not supported.

4. Click Upload Files.

5. Click Download Certificate to transfer the certificate to the SaaS
applications with which the Web Security appliance will communicate.

6. Submit and Commit Changes

Generated certificate | 1. Click Use Generated Certificate and Key.
and key 2. Click Generate New Certificate and Key.

3. In the Generate Certificate and Key dialog box, enter the information to
display in the signing certificate.

Note  You can enter any ASCII character except the forward slash (/) in the
Common Name field.

4. Click Generate.

5. Click Download Certificate to transfer the certificate to the SaaS
applications with which the Web Security appliance will communicate.

6. (Optional) Click the Download Certificate Signing Request (DCSR) link
to submit it to a certificate authority (CA). After you receive a signed
certificate from the CA, click Browse and navigate to the signed certificate
location. Click Upload File.

7. Submit and Commit Changes

Step6  After you choose which certificate and key to use for signing SAML assertions, upload the certificate to
each SaaS application.

Step7  Make note of the settings when you configure the appliance as an identity provider. Some of these
settings must be used when configuring the SaaS application for single sign-on.

Related Topics
e Configuring End-User Access to the Single Sign-On URL, page 7-6
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Using SaaS Access Control and Multiple Web Security
Appliances

Before you begin
e Configure the Appliance as an Identity Provider, page 15-2

Step1  Configure the same Identity Provider Domain Name for each Web Security appliance.
Step2  Configure the same Identity Provider Entity ID for each Web Security appliance.

Step3  Upload the same certificate and private key to each appliance on the Security Services > Identity
Provider for SaaS page.

Step4  Upload this certificate to each SaaS application you configure.

Creating Saa$S Application Authentication Policies

Before you begin

¢ Create associated identities.
e Configure Identity Provider, see Configuring the Appliance as an Identity Provider, page 7-2.

e Create an Authentication Realm, Authentication Realms, page 5-3.

Step 1 Choose Web Security Manager > SaaS Policies.
Step2  Click Add Application.
Step3  Configure the settings:

Property Description

Application Enter a name to identify the SaaS application for this policy, each application name must

Name be unique. The Web Security appliance uses the application name to generate a single
sign-on URL.

Description (Optional) Enter a description for this SaaS policy.
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Property Description

Metadata for Configure the metadata that describes the service provider referenced in this policy. You
Service can either describe the service provider properties manually or upload a metadata file
Provider provided by the SaaS application.

The Web Security appliance uses the metadata to determine how to communicate with
the SaaS application (service provider) using SAML. Contact the SaaS application to
learn the correct settings to configure the metadata.

When you manually configure the metadata information, configure the following values:

* Service Provider Entity ID. Enter the text (typically in URI format) the SaaS
application uses to identify itself as a service provider.

* Name ID Format. Choose from the drop-down list the format the appliance should use
to identify users in the SAML assertion it sends to service providers. The value you enter
here must match the corresponding setting configured on the SaaS application.

* Assertion Consumer Service Location. Enter the URL to where the Web Security
appliance should send the SAML assertion it creates. Read the SaaS application
documentation to determine that correct URL to use (also known as the login URL).

Note  The metadata file is an XML document following the SAML standard that
describes a service provider instance. Not all SaaS applications use metadata
files, but for those that do, contact the SaaS application provider for the file.

Authentication |Choose the authentication realm or authentication sequence the Web Proxy should use
to authenticate users accessing this SaaS application. Users must be a member of the
authentication realm or authentication sequence to successfully access the SaaS
application.

In the SaaS SSO Authentication Prompt section, choose how to sign users into the SaaS
application:

e Always prompt users for their local authentication credentials.

e Prompt users for their local authentication credentials if the Web Proxy obtained
their user names using transparent user identification.

e Automatically sign in users to the SaaS application using their local
authentication credentials.

SAML User Specify how the Web Proxy should represent user names to the service provider in the
Name Mapping |SAML assertion. You can pass the user names as they are used inside your network (no
mapping), or you can change the internal user names into a different format using one of
the following methods:

* LDAP query. The user names sent to the service provider are based on one or more
LDAP query attributes. Enter an expression containing LDAP attribute fields and optional
custom text. You must enclose attribute names in angled brackets. You can include any
number of attributes. For example, for the LDAP attributes “user” and “domain,” you
could enter <user>@<domain>.com.

* Fixed Rule mapping. The user names sent to the service provider are based on the
internal user name with a fixed string added before or after the internal user name. Enter
the fixed string and %s for the internal user name.
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Property Description

SAML (Optional) You can provide to the SaaS application additional information about the
Attribute internal users from the LDAP authentication server if required by the SaaS
Mapping application. Map each LDAP server attribute to a SAML attribute.

Authentication |From the Authentication drop-down list, choose the authentication mechanism the
Context Web Proxy uses to authenticate its internal users.

Note The authentication context informs the service provider which authentication
mechanism the identity provider used to authenticate the internal users. Some
service providers require a particular authentication mechanism to allow users
to access the SaaS application. If a service provider requires an authentication
context that is not supported by an identity provider, users cannot access the
service provider using single sign-on from the identity provider.

Step4  Submit and Commit Changes.

Next Steps

¢ Download the certificate and install it on the application website. Security Services > Identity
Provider for SaaS > Edit Settings > click Download Certificate

e Set up the single sign-on settings on the SaaS application side, using the same parameters to
configure the application.

Configuring End-User Access to the Single Sign-On URL

After you configure the Web Security appliance as an identity provider and create a SaaS Application
Authentication Policy for the SaaS application, the appliance creates a single sign-on URL (SSO URL).
The Web Security appliance uses the application name configured in the SaaS Application
Authentication Policy to generate the single sign-on URL. The single sign-on URL format is:

http://IdentityProviderDomainName/SSOURL/ApplicationName

Step 1 Obtain the single sign-on URL from the Web Security Manager> SaaS Policies page

Step2  Make the URL available to end-users depending on which flow type

Step3  If you choose Identity provider initiated flow, the appliance redirects users to the SaaS application
Step4  If you choose Service Provider initiated flows, you must configure this URL in the SaaS application.

e Always prompt SaaS users for proxy authentication. After entering valid credentials, users are
logged into the SaaS application.

e Transparently sign in SaaS users. Users are logged into the SaaS application automatically.

Note  To achieve single sign-on behavior using explicit forward requests for all authenticated users when the
appliance is deployed in transparent mode, select “Apply same surrogate settings to explicit forward
requests” when you configure the Identity group.
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Classify URLs for Policy Application

Overview of Categorizing URL Transactions, page 8-1
Configuring the URL Filtering Engine, page 8-4
Managing Updates to the Set of URL Categories, page 8-4
Filtering Transactions Using URL Ca