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ROV HADEH 7 . ARG E, BSR “RInAFK SR Hay

(BE2-11 ) . “WRPEHEG” (Account Administrator) 2138 fH5 AR 4 2R
(1) B F} TronPort HBAF22 42 1% £ A R Gi L B 1) IronPort 458 T2,

FEE A AR, WA BLR URL B3¢
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U R A ik TP 7R B S AL BT /£ P (Remember account on this computer) &
I, WA 25 H B 3E BB AR (Automatically select remembered
account) 5 iEAE .

BAEGFIGIRBE 7 — A, 5 ] & S TR E RN P (Select
Account) ¥4, PCEEFEE W] T B & B shiE B e Rk o

(Automatically select remembered account) & %L AHE .
GFRAFMRPE, S BREHERE.

BE2-1 LA FRIEEERE

Welcome, test@ironpcrt.com About

il
cisco

Users | Reports | Accounts |

Monitor Account

Curmnulative statistics are for the time period from 08/30/2010 06:55:58 PM GMT through the present.

Account Summary, Welcome to CRES User Statistics, Welcome to CH]

Number 1008 Users Registered

» Name Ironport » Users Pznding Activation
»  Status Active » Users Activated
»  Users 0 » Temporary Passwords Issued

Ironpot Demo Account

Created on 5/2/05

B Login Statistics, Welcome to CRES B Envelope Statistics, Welcome to

» Failed Logins 0 »  Keys Issued
» WwebSafe Logins 0 » Envelopes Opened
»  Admin Logins 0

Account Activity Username Status Message Ti
Group Name:Account Admins test@ironport.com 173.37.10.117:Group Member Added. 2010-
Username: test@ironport.com 19:49
Group Name:Account Admins test@ironport.com 192.168.103.147:Group Member 2010-
Username test@ironport.com Added. 22:57

Done

TR “WE 7 (Monitor Account) T, 1% T2 Bk G s 2,
EIREH G A A T30k Y BT e IR R A
o FW. Bin “MiEMk"” (Monitor Account) T4 .

fEH “HR¥EmK 7 (Monitor Account) TH A EE RG A FOIRES . A
B ¥ (Update) #%ﬂf‘%yy%‘w&u 508, BUE “HEFAIKE” (Update
Interval) B HHIANAE, 285 T EH (Update) $[5 i 8] ] B& - ({5
n, &R 10 B EJ%)?J\E
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e AP, /R “HFEHE” (User Management) LT

HH, Z A SER R GUE B A . 2 RO B BT 1
Be AT BN, I EAEMATEIN 1 IR R RT IR T A4 REVT I .

o %, BR “BEMDE” (View Reports) TLH -

“BEME” (View Reports) TUHHE H H T84T “Ik PR
(Account Usage) T&i HxR “IPEHEN” (Account Usage) 15 I TE
ER, HSE 3 &= “RE” .

“BEME” (View Reports) UL 5 45 7] LA T B BERL -

- “HF{ERE” (User Information) & . &5 - LR - 1)
£, HEMNETF AR ANEGZK P RBAE R, BoRrEREa
WFRHS . A/ ID. mfEhl. 25, @K, RS, flgH
B BCE S H A s H .

“FIFTIRZS” (Users Status) R4 . Son 5 1 A0SR 7 IR A
G W30, BB

“MR P fERTERL” (Account Usage) . @17 IR 5 AT &F A Ak
F‘E’ﬂfﬂ%?ﬁnﬂ; §5) ﬁ?@ “Ik s I AE DL (Account Usage) i 15
HAEE, 1E3 IFEI% 3E “RET .

o BRP. ER “PKFEH” (Account Management) UL Al “ & BEYE S
$}” (Manage Registered Envelopes) U1 [ 3£ T+

m “EHEN 7 (Manage Accounts) ETI-RAIEF “ik & H” (Account
Management) G, MHATLARCE CRES A#IIKF . AXRFEMHMEER, 155
B “H o SXGEME B B RERR” 58 (55 2-9 71 . “URINA Ak
B A (B 2-11 51 A1 “ B CBR 7 #B4r (56 2-11 1) &

Ay “EHEMEE” (Manage Registered Envelopes) BRI AT 4 R A
BAF A RIIK P ROEREMEE . AXRFENER, ESH CEHERE”
#War (5 2-13 50 &
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RS B SO 2 1R A AR R I T fE

# 21 [FfoE
E3L 7 E BRIE
0 Vil “ZR R 543 ” (Group Membership) T -
WS Vi) “ZH#$ZH” (Group Authorization) T [ .
PRAT- 4 Fit B4 R B AR TN . AR E F 5 BURHIR 22
vy A% (ESA) fil CRES (EiAH B HHRSS #8) Z A1
AT I & PR e . SR P RN
FAEH
o EEE Vilal “HN” (Rules) DL -
KPAEMIBE  MIBRDE .
B
i A AR {5 BT 3618 5 T AR o
=
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o HEIEME E ERIEER

o UNINA EIMK A EE R

o HIE XK

o MR¥EMK FES)

o HHLMILE

T 5 B SR

o E P4 N R

o HIHH P

o B TLS FHT CInas (E6F FH g BH (19 22 A A% 1%
o JEHRAE NG

o LT ISR TTVE

o MCLE BCE ffiff s s M H % B

o ZERIAIE RN % 4 g 5 (1 5 1)

o [ilE DNS LLfLfE CRES

mE 1

~

ER WA DUR I ()R B Oy HAR I X R F P % ik 2 (12 /NI B 24 /N
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B X GEMHEE ERYRER

L A K 7 A BRI PR T R bR R HAT BT R4

BB TR EIA AR R R S .
HB® 2 S (Accouts) TR, M RS ER “IKFEH” (Account

Management) UL TH .
A&2-2 “BEFE” (Account Management) 77

[‘Home [ Users | Reports ool
I Manage Accounts Manage Registered Envelopes _

Account Management

Search Accounts

Account Number

Account Name

Status All P
Domain
Profile | Al v | Profile Yalue
Search
Search Results
Account Number Account Name Status Actions

Test Test Active

S| 3 R BRI S X R R .
~

AR SAAZUEE BARARFKS

PRI RG22 BoRiZ Ik 1) “ LSS (Details) LR .
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S|4 AKX R BB (Images) JE T

&2-3 “E1%” (Images) #H+

Details Groups Iokens BCE Config || 1mages Features Security Ilemplates
Please load a hle of size less than 100kb
Image Name*
Fnvelnpe Profile J
Image File* Browse...
Add Image
Delete Images
O Image Name Envelope Protile Image Actions

Showing 0 image(a). Back to Accounte Lict

BT WERE BRSO, e AR (Add Image).
~

FE U RAARSET 102,400 7. DR SUBRR ST R R MBS RE
i 60x160 B 2%,

A DU BOPRAE FAT AT 2B sk . R, RS A i
WVE R ST SR (ltn: GIF. JPEG B{ PNG) .
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MK EIE S

it 3
T 2

£ 3

TR 4
2 3

% 6

2

B YRR

TE1
EH 2

SE 3

BN FIR R B B, B AT B BR A

B A FOT R B G

K (Accouts) LK. RGBSR “IKk & (Account
Management) UL, WK 2-2 F AR,

s R X L P BE A
~
AR ALEEEA RN AFEKS .

IEIN JR Gt 2 SR TR 6 B 1) LS B (Details) EIR

MK P R4 (Groups) IETR .

AT P (Manage Users) K Fr.

BRUEMELE, BESW “ T REHER SRR #a G5 2-7 70 .

£ “HR 5 B 437 (Group Membership) JUIH A, fig N BN — A2 w] ik &
BRI 7 I P ID

miid a4 (Add to Group).

L E SCEABSAERBAR, 5 AT BT Ak

BB A F KO 15 B S

FEMK P (Accounts) LT, BERPEEFTHF “Bk P EE” (Account
Management) T [

st S B 50 I 0 8
N
EE ALUEE A AT K

BRI AT IR IR 7 (PR EE4E S (Details) 1E75F
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B} 4
2 3

iz 3
T 7
T8
$E9
$HE 10
FEN
TH 12
+TH] 13
TE 14

RUTIR POt R AR (Templates) 36 55 o

MEAMERE (Base Template Set) FHi51 K, EFEE RN, 2R 5%H
N HT AR S A

RTTERIN (Add).

s S AR B B 42

SR AT R 1 X B . SRR AT T 4B ARAR (Edit Template) U0
WRAE T2, JnE HTML FISCA (Text) 7Bt 115 &

s RFE (Save).

R iR B B AR 5% (Back to Templates List).

R IR B B AR £ 5 R (Back to Template Set List)

MIE B £ (Active Template Set) [~ Hi 7R, LT FIHEAR o

S ARTE (Save).

=K PR TN

IronPort M %2 4 ¥ A& P A D2 A% s L VR4 E B . B, wT DA A
ZWR AL AE RN AT JER MRS, XA ERS SR EH AT % W
S A4 o

N T AT SRS, CRES S HtHE R A AR PSS —KEE. A
DIEEHER P AEGRER. FHm B ” (Monitor Accounts)

HEIRERA R ESNE R, GFAPEM. SR HLLRE RO
FRZERINEARLE GEMEED FIGIHER .

BeAh, BIRLEE “MK 7 (Accounts) &K &R M {EAEN” (Account
Usage) 75, HX CRES RERMFEMEL, ESME 3 & “WRE”

W BREMETRS 4.5 Rtk ~EE SR
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EIRMR

TE1
T 2

% 3

VE R mik P BB, ] A AV BRAE K AR AR AT R3S
FUE BB, E AT DU A

B BA A S .
M “PR 7 (Accouts) BT R . R RN “BRFEH” (Account
Management) T, WK 2-2 AR,

mh “ERVEME R (Manage Registered Envelopes) i1
L R0 Bon “EHEEMESE” (Manage Registered Envelopes) T o

& 2-4 “ETEFH=E1" (Manage Registered Envelopes) 77

s | Accounts

ounts Manage Registered Cnvelopes

Manage Registered Envelopes

search

Keywordd [ m:- Select One =

Kayword 2 m o o=l

Dale Fruin [0g/30/2010 07:41:15 f| B Dol Tu[ogs30/2010 03415 f] B i [Sant ™~
Status [ A]] Fe-

Include only keye with lock reacans [

Search
Search Resulls
Update Expiration Dates | Lock/Unlock Envelopes
Lost
I} Erom To Subjcct Sent  Opcncd Ewnpircs Locked Lock Reason

M Remistered Fnvelnpes Frond

FT & (Search) N &AL L — /I R IER AT A IB4F, B4 N8R & 05
E & (Search) &K T ML

RS RS BORTEE IR, RG] B RFT IR (A] . R4 2 41
F [') R HIB 85 5 £ 2.

BEiRERNWHAMY, HEF - M S EFH R H B (Update
Expiration Dates) 5% .

B BURBUIREE, 1R R — B el HARE R S B e RS E S
(Lock/Unlock Envelopes) %4z . B EE 0, ol DU ASUE R K S8k A
RV EEN, 2 GEHE EERER.
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BIRFEEEK

FEA S B SO AT IN TR DR RS AL DL T EER

ER e TR T (TR .

B AIRX 3 KNG LT .

ERG AR D LN =Ml H PR 75 NS TR, RKE 7R, $
FRRFR 71

RS TS IELEE HPL =K.

FEHMAREEHP AP 4.

B AIFA “Cisco” « “ocsic” dUE T PA R 75 RGBT A AH ALLA] -

EE&?j{/J\EEjz)I% “i” *éjﬁy\j (‘17’ N (‘l” N “! » R )I%_ “o” E{Tﬁ
y\j (‘0” , Ez){% “S” %ﬁy\j “$7’ o

BGOSR E A ERGER . AT DU i g 2 F A%k Tk T OO P
oK

AI{EE MK P (Manage Accounts) UM %24 (Security) LTI & H 2% 4Y
R,

25 EEFLEL

Password Settings

The following settings will not apply to all users automatically, only when a user changes a
password to a new one.

¥! Enforce Alphanumeric Password

[[] Enforce Mixed-Case Password

D Require at Least One Special Character in Password

Upper Case Letters, Digits, Special Characters

D Require at Least Three of Lower Case L
[[] password Must Not Be "Cisco" Or Its Variants
D Password Must Not Contain Repeated Characters

+ Require Case-Sensitive Password
Save Back to Accounts List

W BREMETRS 4.5 Rtk ~EE SR
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EIBE 2|0

Al LS %k B B P (Manage Accounts) T 1) %24 (Security) 1K _E
XF IS IEME, SR MU A, dhal, dn] P ireidt b P e E X
AL

F2-6 EFEZZIEHZE

il
Cisco

)' Home ‘ Users EJReports Accounts
I Manage Accounts Manage Registered Envelopes

Account Management - A_5796 User Account

[' Details |[ Groups || Tokens || BCE Config || Images |[ Features ?I Security || Templates |

Security Questions

Allow Users to Define Custom Security Questions

0
o
A

Questions

Where were you when you first heard about 9/11?
What was the last name of your third grade teacher?
On what airline did you fly on your first vacation?
What is the point of this security question?

What was the first album you purchased?

If you needed a new first name, what would it be?
What was the most memorable day in your life?
What is the farthest from home you have traveled?
What was your favorite toy when you were a child?
Type a significant date in your life (YYYYMMDD).
What is the name of the first politician you refused to vote for?

What award are you most proud of?

HHHHHHHHHHHHHD|

If you had a magical power, what would it be?

At least S questions must be selected.

BREEMEEARSS 45 KA EEREE W



BEIEMA

BIEAF

“HIF” (Users) M -RARMAENT “4FEFH 7 (Manage Users) DHARERIVT ], 0,
FOIEHA P MR, EEEW. KHP BB REERHH .

SRy 5k P ORHR IS B P . B Sk P B, S BOR SRR
B & .

~
pE = T—iﬁ'3TF{€):'3§§9§ZHUEI]E@T—$§§EEPE’JH§F SEITR R . W RAEER
WO AR BAE H P, B MR REEA R
BRIEHP, BEHPAT LU EAE:
W1 A “FHEHH 7 (Manage Users) TIH_E IR IMA /7 (Add User).
T®2 HEEERH,

~

AE HUJUENE BRI ESR . FREMEER, ESR CE s
R EAy (BB 2-14 71D

W BREMETRS 4.5 Rtk ~EE SR |
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% 3

B} 4

EERPER

& 2-7

I User Management

Username™
First Name™
Last Name™
Company Name
User Status
Custom Data 1
Custom Data 2

Custom Data 3

Password*

Confirm Password™

Personal Security Phrase |

Confirm Persanal Security,
Phrase

Enforce Password O
Expiration

Bypass secunty questions
when I forget my

password. (B-owser El
cookies must be

enabled.)

Do Not Creatz Mailbox O

AT LLBEE H e SR,

Active Vi

“tl#Zf " (Create User) 77 [F
I

91 40 S it s A 00 00 AR B R RGN S VR S

2 4 ) B i DR S P B A SR R

MR (Save).
~

3B

B IR T 20 g 1 185 R S A 358

JFHP AT BAAE P DA 42 B B R

https://res.cisco.com/websafe/pswdForgot.action

WRAZTEA KT (Fan, AR P S AR B R R A S, AT DU

B Y SR S B A T B
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CEHE N HERD, AT AT A

W1 EPEHP G5 “EEAP” (Manage Users) TLIH FHRERFHH4)
$® 2 SHBEEFBEFRHER (View Password Challenge Answers).
$%® 3 SN EHTHMRIE (Reauthenticate) .
S|4 sl T % (Next).
#%® 5 SN EEF (Reset Password).
N

AR Yiiﬁ%ﬁ%ﬁ, R R B, P A5 T 5 e A
B

$§ R AR B
ALK P A B A CGEONE S MIBR- D, Az PRt 2 (B
D) B .
BUE T AR By, B TAT DU A

BB EFEHS AT “EEH P (Manage Users) T _FH R GG R IHP L) o
B\ 2 HERPHRNE “EEAE” (Actions) FF, fditH (Groups) Etr.

B 28 RFoFESL42E ks

Search Users by role
Role [ Account Admin %

Search by Role

Search Results

Add User |

S$so
Auth Created Modified

Username Account First Name Last Name Status Type Date Date Actions
(@] userl@example.com Test Example User Active SAML 05/13/2011 05/13/201Y <0
Account 2.0 04:19:59 04:20:13
PM GMT PM GMT
a user2@example.com Test Example User Active CRES 04/07/2011 04/07/2011 ma‘;@
Account 08:23:20 08:27:54

PM GMT PM GMT

W BREMETRS 4.5 Rtk ~EE SR
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SE3 WM RESER “HmRA S (Group Membership) T . /e U FRIHE 2 B 75
R BrE B AL A BOHE 2 SR AT A St vl RO 4.

@4 S ARk, ARJE A A B AL SR AE B AME 2 B B B % 4.
HB, 5 AT 5ER (Done), A7 H K.

ERARP

T n] RE R IR I ZE A BN Pk 7, Bl A P T AR . BEAEHT
JU AT DUR R AR

@1 EBEHP GEd “FHEH P (Manage Users) T EHREER P2 .
$B 2 ri B (Modify) .
B8 3 KRS EE N E (Locked).

B 29 BRFEKETREY “GUE” (Locked)

User Status

Custom Data 1

Suspended
Custom Data 2 Blocked
Active

Custom Data 3

T4 RAFE

EF TLS 3%

i )2 22 4> (TLS) A% SRR IR B CRES IIIBAE (lne 4| LNz w R
FEIE PRI, AL S E

AT LR HT TLS AR 36 RIR Bt —Fh 22 A MM AL AT 7%, il & P &5
CRES 8% e i i fF R AR W B & 7 R A

TLS #50K7fa e XA, ATEE NS TLS AR HHR A BT -
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ARINFIA TLS 5

FONWK R AT TLS, AR DI — ANk A8 8 sh 4 Fi 238 DL ER
TLS SZHFFIERE . FEIR NI AT, Sk ZiE R TLS 300

TLS 3134/ ] CRES AR 45 28 K36 E (S B AT ZEREME . 1246 2 nl A {5«

o FEEH B KRB MX id3%,

o MX iCEA[fAEMT N IP Mo, HAEN MX ids3t B 5 H B 1A SR - Ak
%%%7

e CRES R #s it 0 25 5 LR WR4: R 45 #3857 SMTP &4,

o FIRFEANIRAY AR 45 %5 35 3 FF STARTTLS ¥ J&,

* ft)r, CRES 55 &l LAl Dl A R B AR BE MX 1033 FRREA R A 5545 (1
ER 7

B TLS M T 2248, Wl FAE B FLATE 2 6 75121 766 “ CRES 32

FFRUE R U AR 7 353 A 81 B3 A —AMIE BT 2 44 8BS 2 R IIE TS .

Ak, B AUE AR FARE T . GRS TLS IEH 1 H AT [ AR IE

PHARIAN, WIESEP 2t .

W TLS M & AR =Ml ge s e —: @il Afie GiigpaEst)

N

o EEE: WX MX e T A RS AR AT I O i, s A
ik TLS Wik, @it TLS WK 380k s i TLS 3%, JF HAE S & 7
TR AR, SE] “APEF 7 (Processing) MRA

o AHEE: WIHRMRTE 2D — AN KERI IR AR AR 552 AN 2 BT IR 4 il 55
sy b, WSS RPN AT E . BB, A E BRI
9 TLS 3. nf L s 45 R b WoR i “iE Skttt ” (Request Approval)
FERI I — N ANHA € 138 SN RS INZ IR R R 45 B, SR HRAC.

o R WA SO MR IR S5 48 SCHE TLS, D3] 38 2k g
TLS MRS B 38A 2 8 A TLS 5.

RGO R T R 3 B X AN E 3 ) A SR A L SRS B

USR] —EH IR, 48 B2 IR R I 0E R A SOZ I RIS 2.

A E A IR 7 (Test Domain) #2401 A2 “ ¥ N7 (Add Domain)

AR, HIEF KA1 me] TLS #51€ . KRR N

S HFRE R

W BREMETRS 4.5 Rtk ~EE SR |
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| 28 &8

BN INEI TLS $8, 3 HAT DL N #RAE:

B £ “IKS'” (Accounts) LT |, EFE TR (Manage Accounts) LI+ .
H| 2 Hiitks, REEFINEE (Features) LT,

& 2-10 “ETEPK” (Manage Accounts) 77, “TH5E” (Features) 15+

Details || Groups || Tokens || BCE Config || Images || Features || Security [ Templates

TLS Feature

Domains*

Add Domain Test Domain

Note: you can add or test several domains at once by separating them by
commas, semicolons or line breaks. Before domains are added, they are tested
for TLS readiness. If you are testing a few domains at once or you have many
mail servers serving a domain, it can take a few minutes. Your patience is
greatly appreciated.

Back to Accounts List

TE3 AN
a. MR, 3 S E IR (Test Domain) .
b. ERINZIE, 5 AN (Add Domain).
BB 4 FEBER—FZHEERRER.

HB S5 WRBMPERCED, ESERE “” (Domain) FIEKH, REN “AbH
F1” (Processing).

BB 6 L Al IR R I R I

FR AEECIRE TLS REFAT N, ARHAELE, 1S5 “TLS f#iRit
7O 2200 .
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TLS $Hi=ALTE

WR TLS &%= 1E T/ (Bland FiEB et i) , W55 EAECE TLS #ikid
PR, AfLLIERE IR RIEE{E:” (Bounce Messages) B “[A13E FI|vE MHE B 4L 1%
(Fallback to Registered Envelope Delivery).

EE 1
B 2

WA TLS R AL 2 ik i B o « 1R B3 MHE 3 %1% 7 (Fallback to
Registered Envelope Delivery), & ic 1 7E N HBHEAT R 55 4% FFF TLS A& 15817 1
BN “TLS Bi%” (TLS Preferred).

o [FIRBFEMEEALRE: R TLS A& R (Flndh FHERSRE) , |
GBI N KB EM 15 .

o CRIEIAEAE: 6T RCE VAE TLS ALIE RIS R [RIHEAF K, KA 24 /N
JEPHATIR B, TR LG 24 /NI P U S /NI FL K X T B[R
FIVENHE AL AR, BERKGAE 1NN JEHAT, TAELE 1 /NS Py 2
20 73 B E AR

FONIK AR E TLS SHRACEAT Jy, T IAT LA $R4E:

76 “IKF'” (Accounts) JETF I, EPEEEN 7 (Manage Accounts) &1 .
Mtk S I R EE B (Details) iETTR .

W BREMETRS 4.5 Rtk ~EE SR



| 28 &8

&F2-1 “sEFHE” (Account Management) 778

| Details || Groups || Tokens || BCE Config || Images || Features || Security || Templates

Account Number

Account Name*

Description I

Status v

Enable Auto

Provisioning D

RuleSet v
Enable Sender 0

Registration

Make Secure Compose

Available

Account Certificate Regenerate

On TLS failure choose one of the follewing delivery preferences
(® Fallback to Registered Envelope Delivery
() Bounce Messages

If TLS failure delivery preference is set to Registered Envelope, please remember
to change the TLS delivery option to TLS Preferred on your in house mail server.

Authentication Method | CRES V.

Save Back to Accounts List

B 3 PR TLS WLk 5 1.
H® 4 LA {RTE (Save).

BR&ZHENEM

A LUK R G B IR K S E Sh R i M A N . I SR Ay B2 CRES K 7
FROELE 2 pl AE ] CRES SOz i fF MR 5 N, Wz Zh e B AR A
TEME . RAE AT AR 1A 5% R (A AT 92 i L s s £ 0 e

SR A I BE T RE, A A N2 e 23835 AT 14 CRES i 5% # G2 ik 7 frg i
o MATEERE 30 KAt USRI Lekil, T H AT DL IR o 6 & i B
FAIBH . Joi B T A
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BRI B RAE NN, 35 AT BLR R A -

H®1 1E “BKS” (Accounts) ETK I, EPETIKS (Manage Accounts) I .
S| 2 Sk SRR EAE S (Detail) IR,

F2-12 EHLHEAZLH

Account Yumber Test
Account Name Test
Description Custormner
Status

RuleSet

o

$B 3 &P EBEKMEANDEM (Enable Sender Registration) 5 iEHE.
S| 4 JUHREF (Save).

IS RIEIE S
WNZRURE P Rl AR BAIE T R — R AR T, R IERR G E S I IE . (HE,
A ARR 4 75 250 0k P ) B SR AE U5V
CRES 2 i HoAth 5 7 32060 FH P BEAT 5 4 38 00F -
o MCLE CRES MK/ SriilE (5 2-25 70
o ML SAML Mk S 5eiE (55 2-28 1)
1 S AR B T B Oy B IE R FR I A TR ), U RT RE T B CRES B i BRI

SAML £&H T ¥ 5% %@a»m F XML M. £55% CRES 4{isZjiti SAML
BMIGEFELHE S, iES M SAML #HT S0 5AE (5 2-25 51 .

5 EAF BB} TronPort W 4% 2 45 % £ BX, PingFederate {£ AT SSO
SAML &2 R, v fe 7 ZAEH AT SAML B S5k . AR
=8, {EZ AL E PingFederate J£4 URL (55 2-36 T1) .
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B E CRES ik A B {338 iE

pi2
$&] 2
B 3
TE 4

ZNMK R E CRES SR UIE, T AT DA #RAE:

7E “Bk "7 (Accounts) iE IR [, EHEIMKP (Manage Accounts) LI .
AT S IR F PRGBS B (Detail) LI .

1 “HMIIFJ71:” (Authentication Method) 51K+, il CRES.

M RIF (Save).

iBid SAML 1T S350

SAML #Ei&

SAML /& F B H T ¥ 58 5% (SSO) HI— ML T XML fubrifE, wffdi i & H
BN A BB I 2 Web iRSS (B0 CRES) #H4T B3 36F . H BN
SAML 2.0.

F U SRR P R St T S il GRS e ftierr) , LUs
fER I E AR AR — RIIARSS, AREFE R . L VOESTRF . REH .

Xfa e 7RSS, JF BRE T 2t PO AIcE 2 A ik 55 108 %
PEAR{S 2. SAML [) CRES SCRFIEH] T8 K ATELAT () CRES {53, AN
ASAEMK RS ) SAML S gk, SERUbiREE, WK A e
WLZGE T SAML BEAT S Bk . AN Tk 7 AR P R k248 CRES
53 B UEJ7

SAML SCEREARFH 22 A4 (B I FROR 24380 2 18038 e B 473 36 AIE AN 2 AL
Bl . WE, AR P R RS T I g (oAt B, &
¥ FH SAML.

FESTPL R TS, U2 RN ) SE AR ST SAML DL R TE E XL
SAML %1 :

o BHRRHEERF 1dP). S MU 24 B SAML Wi 5 1 sifk. St
BEFR 7 RLAEAE i SAML Wi & 2 1% o f & H P kAT S 4y S0 FE . CRES 7]
5 RZH SAML 2.0 M REFEAMEH . (B2, el 758
A} TronPort M 4% % 4% 4% . Active Directory B8 & IR %% (AD FS) Al
PingFederate Fit & 1 H I IAGIE -
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o ZEW (SP). EE & LMEH SAML Wi 5 stk 1275 ik S 2
PR RN R AR P, IR R 45 R AL 245 SAML Wi & T IIZ E 7
18 F AR S R E Vi =l B T SAML B4 58iEf5, CRES ¥

SAML Wi 5 =4S i IR S B M ik E BN AdSRE, B8k
SAML 18 3R Atwi o . Bt 35 653 T T E V5 I P s A (B 4y
EREBAUER)) o W5 LA <saml:Assertion> b5 ic 3k o

SAML X iEFR A E, e ] BT 5 (R Rk

s BEHMAKENRE. EERBERVINMRAH PR, K, vEd
I & B S (AR e AR i P B9 S 4 R0, AT &2 SAML i
P RERERZER, &&H 7S %2 E MR URL (4
http://www.serviceprovider.com/) K 1] i& & i

o B RHEFKENRE. S0 ROV TF BT RIZE /AL SAML Xt
i, MG SRR REH ATV T RIERER SR ERET,
B 2P0 P ] 4 AL A sk () URL (9 4 http://saas.example.com/) 3K
U7 11875 7

CRES Y Fria E /i KR & .

AR A ARMAE K SAML MEZRE TS, WA 5 SR AR P A2 A R A
FEFPUNATAH HOEAE . A RIEAIER, HESH
http://saml.xml.org/wiki/saml-wiki-knowledgebase o
ARG M 2% 2 s o S i S R P KRS B, 15S 38R} IronPort
AsyncOS P25/ /7775 (hA 7.0 BRBE S hicA) i) “ 4800 SaaS N HI U5

T

K

B4 HA CRES ) SAML S Wb/ Nz s, SFme L FESR.:

e CRES M7 SR8 H AL IronPort W45 %2 415 %% Active Directory 1k
AR5 (AD FS) B¢ PingFederate {F N & 1 2 (1L FE 5 .

o SRR R SAML SR AHLHI A ATRE W £E A JavaScript FI1HHLH
TAE.

o SRR F LA SAML 2.0.
e 7F SAML W=, SAML NamelD B5J& 4 0 40 &5 B 44 Hudik

W BREMETRS 4.5 Rtk ~EE SR |
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| 258 &1
&
TEAF ] SAML & i S iE I A — Lo e 4y .
o WMIUAREN A FIK P RS H SAML.
e SAML E Ui H SAML S M2 (27 M A& CRES #&ft. XE®E
CRES HELRMAEH T SAML 3%, H BN %4 SAML &
PR 7
o XITHA SAML KERIMK I, PSR4 kR 2B i
TR 2 ) 0 F5 I B A PR AL 70 A & CRES $47 -
o WA NEHIKS (admin config) i SAML £ 43 4 iF 5K By 1 5 4Bt 2 X
Lk f
e 5 CRES BAEMMK AR, AREEEA SAML BEFIK F .
o YHEL IronPort W45 % 4% 1% 25 FAE St SR ALAR P INS, 06250 36 3% DL THI 3
H JavaScript A Befdi L IEH 21T .
o YIEl IronPort W45 %2 4 % % HAE S SRR P I, RAASSEZAGE
i, FH P AU B IR 2 G AR AT B 4 B8 AIE
o R G IRMREF AL, SAML H P A RETVEHET B IiE, BIAE
HAEYEE R 2 k.
o WIR G M IRHERE T A NK AT, W2 250K B 43 56 UE T V2 5 20N
CRES LAfd H P #E4T S 4 B0 0E
o WIS SMAL RS AA7E IR 8, U B UK 5 B 0 SR AL FE 77 R AR AL 4
o W& H P HAG RN LY, Wi S At A 7e s, AdBATI4)
Al RETCIR VT I R 55
RAPRER

TR T JavaScript, &HAH —NEEZANUAEN, B0E X SR N2
38 BCC Wtk N, SAML S5k RIS ER A [F] . F P TG &
(BB W % 3CHF [MDS] 5 4%) , J#EH 7 5y SRR 75 S48 4L b
Hodik, AR5 I8 B PR AR P AT B B . B, P AT LA R 9 2% 31
a5 HH Y https:/res.cisco.com, i ABEAFHbE, 2R 58 B 4 R HERE T AT
S IE

BREEMEEARSS 45 KA EEREE W


https://res.cisco.com

BioE SAML i~ B IEE

A LLKE SAML £ 473 36 UE i & 9 A H DU R S S AR e 2 —
e Active Directory Bc & 55 (AD FS)
o JHF} IronPort W45 22 415 %
e PingFederate
FE VLR #5340 1A S8 X 26 B iy R AR 1 T B D IR
o i AD FS {E N5 SR (1 F2 7 I i B SAML K F 5 43 3riif. (56 2-28 T0)

o JEAHFH Rl IronPort W25 %2 4 %% % B¢ PingFederate £ 4 & i fE (1L A2 /7 i
FCE SAML MK/ Sy Il (5 2-34 11

£/ AD FS {E A B Rt IZ L E SAML ik - 54316 5iF

Ja H SAML &y 5GiER, Ad & CRES MK LLUCES AD FS ik /7 i & B
H,

FHHELLNERE (ADFS R -

o ZERSAK ID (SaaS N & MR/AESE ID)

o % URL (IR g% 5% URL/ZEA URL)

o B PRALTE P ISR

o (WE) ZFMBEEM AR (SAML J& M/l sk

TECLR A48 7 AD FS 1E 8 B 3R HEFE 7 I it B SAML ik J* & 4y
U6 (A R

o MiC® AD FS ST BT

o [N EHAL I

e M ADFS S HZ&4ZIE1

e JCLE CRES

o [iE ADFS B4 HE

o T SAML %%

o BT LDAP fE4E 5 5 2 W 4% 2 4=

W BREMETRS 4.5 Rtk ~EE SR |
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pi2
$E] 2
$E3
ST 4

EH 5
T 6
TE7

i i

EH 9

B 10
TEN

P 12
S8 13

2" 3

2 )

£ 3

ECE AD FS BIfSES1E1E

Ja5 ADFS 2.0 M T A,
i “OSIn” (Add).
1E “XKil” (Welcome) Fi¥ b At “FFaR” (Start).

R “Fah B RE1L 7 EEE” (Enter data about the relying party
manually), AJ5 s “TF—2” (Next).

N CRES SP fi N Bor & HK, )G “F—27 (Next).
W “ADFS 2.0 it B S04 ” (AD FS 2.0 profile), %F i “F 7" (Next)o

P “ 3 X SAML 2.0 4% SSO #pis [ 3#F” (Enable support for the
SAML 2.0 Web SSO protocol).

Xt F “154E 77 SAML 2.0 SSO fili%s URL” (Relying party SAML 2.0 SSO
service URL), 1&#iIA https://res.cisco.com/websafe/ssourl, X )5 miidi “F—
57 (Next).

YT “AFAE T EAEFRIRTE” (Relying party trust identifier), %A
https://res.cisco.com/, RJFfHd “UWM” (Add).

5‘]_4_':_]“ “‘F ._IJ:” (Next)

WP “RnFrE H Iuﬂ Jk[:{*ﬁj:? ” (Permit all users to access this relying
party), RJEmdr “F—3” (Next).

ﬁﬁuﬁyﬁﬁﬁﬁ“Tgi’mwm

W “ TR Y MABEAEITEAETTIT g A I XEHE” (Open the
Edit Claim Rules dialog for this relying party trust when the wizard closes), %A
Ja g “=M” (Close).

B EAAM

2 “gutH CRES SP [ B 7 (Edit Claim Rules for CRES SP) X if4E 47 JF
W, B RATERIN 7 (Issuance Transform Rules) &I, R A
CESTMELN” (Add Rule).

HFF R B AEAR 7 (Claim rule template), #%Ff “ &k i% LDAP JEPEME NS
B ” (Send LDAP Attributes as Claims), &5 5 “F—2” (Next).

£ “AHEIIN A FR” (Claim rule name) T HIANZ K.
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B} 4
2 3

% 6

2
TR 8

$E9
B 10

BN
T 12

B’ 13
HB] 14

2" 3
2 )

£ 3

X “JBMEA7GE” (Attribute store), %P “Active Directory” .

£ “LDAP J&1” (LDAP Attribute) 471, iE&F “H P FIHAHK”
(User-Principal-Name) 8§ “ {43t ” (E-Mail Addresses).

WA “H P ERZH” (User-Principal-Name), [N a] LA T
Active Directory HH LM H . /£ SAML S {7 50iEid#+, CRES
22¥4 Active Directory H I 4 5 H F ) CRES Mk - 4T bLEL .

B “HEfF bl (E-Mail Addresses) {H, WZU7E “H &M (User's
Properties) it & # “H " (General) i£TK T “HE4E” (BE-mail) 7B
HRg NI . BT CRES 23K Active Directory H1H /i F i1 Il A4
Mk, BRIk an R4 A0ER A A A IR ECE AT R ) “ B (E-mail)
FE, Mg LA R .

7E “IhR ST (Outgoing Claim Type) FI, JE4F “HEfHuhE” (B-Mail
Addresses).

mar “58” (Finish), 2R)5 sl “PSI0AEN” (Add Rule).

X “ B ELUAEERR 7 (Claim rule template), EFF “Feiffe NFEH”
(Transform an Incoming Claim), #R5 & “ F—2” (Next),

£ “ BN A FR” (Claim rule name) T A\ 4 F5 .

P “AE N BI2EM” (Incoming claim type), E#FF “HE{Fbhl” (E-mail
Address).

T “AhRFEBHZER” (Outgoing claim type), iEHF “%FX ID” (Name ID).

XFF “Ah R ZFRID #3207 (Outgoing name ID format), HEFF “IGH bR IREF”
(Transient Identifier).

R “IEIL A 7 B{E” (Pass through all claim values).
s “58R” (Finish).

M ADFS SH & &iEH

Ja5 ADFS 2.0 M T A,

LM E R, &5 “ADFS 2.0” > “IR%” (Service) > “iFEH”
(Certificates) .

P A

BREEMEHARS 4.5 Rk EIR 55




| #|2&

i

B} 4
2 3
2

iz ]

TH 8
TE 9

SE1
EH 2

TE 3
i
s B

£ 6

SE 1

TE 8
i A

EAMERF, Si “BFIFP” (View Certificate) .
E “THEAE R (Details) EIikH, fidi “&HIEISCHE” (Copy to File)s

TE WO HIER S H M5 ” (Welcome to the Certificate Export Wizard) b %
k, AHf “F—3” (Next).

XS H SR, 1EHE “DER ﬁﬁ%#i&%J X .509 (.CER)” (DER excoded
binary X .509 [.CER]), ZRJ5midi “ T2 (Next),

WMNSH S BERSES, RE ﬁ% “TF—" (Next).
B “58” (Finish).

ECE CRES

fii A8 B Gk 7 FE 48 6 sk ) CRES..

fE “MK P (Accounts) IR b, 1+ “E MK ” (Manage Accounts)
IR .

B AR, SRIGIERE “TE4I(E R (Details) T E .

X “ B BRUE 775 ” (Authentication Method), £+ “SAML 2.0” .

X+ “SSO & AR B 4”7 (SSO Alternate Email Attribute Name), 53
RN

XFF “SSO I&E i S24A ID” (SSO Service Provider Entity ID), %A
https://AD FS/ (. AD FS & AD FS HIAINAE, #140 myadfs.com) .

XFT “SSO & ilk%s URL” (SSO Customer Service URL), i https://AD
FS/adfs/lIs o

¥ “SSO v URL” (SSO Logout URL), #i A https://AD FS/adfs/ls.

X “ISUEUETS” (Verification Certificate), i “WI¥%” (Browse), #Af L
fe ) AD FS W B T HHIZ A UETS

HB, 10 S P17 (Save).

BN

EMRAFNEG, S “F#” (Download) F#; CRES &4 iF1.
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2" 3
2 )

£ 3

EH 4

LE 5
T 6

TE7
i i
EH 9

10

TEN
P 12
S8 13

B 14
LB 15

$] 16

EEEADFS ZZEE

Ja5 ADFS 2.0 M T A,

EREMEREH, & “ADFS 20”7 > “{E/£5% K" (Trust Relationships) >
“fEEH{E1E” (Relying Party Trusts).

W “{51F )7 (CRES SP)” (Relying Party [CRES SP]), #AJ& s i 45l & k% o
1] “J&YE” (Properties).

kPE “% 47 (Signature) IR, s “USIn” (Add), ZR)EiEEEM CRES
BRI N4/ CRES & 44iE+.

P “E” (Advanced) IR .

T MG F5 557 (Secure hash algorith), %£Ff “SHA-17 , AR5 Al
“HiE” (OK).

AD FS & T BB 7E B RS B IR SS (IS) A AIEE /adfs/ls Mk
R B R Ss AR A T,

TEAAME R, RGER: “ARS 4B BEAS” (Server Manager) > “ fi "
(Roles) > “Web JIR 45 2% (IIS)” (Web Server [IIS]) > “ H.EEM {5 B RS (IIS) &
A% ” (Internet Information Services (IIS) Manager).

fE “EP” (Connections) M, MKIKIEFFIRS 2% > “ulif” (Sites) > “Bk
INML 7 (Default Web Site) > “adfs” > “1s” &

7 /adfs/ls EE A, ERE S N “HMIUE” (Authentication).
B “BE4 B AE” (Anonymous Authentication) 2% F HiAth BT 5631 .

fE “#H:” (Connections) WHIATEE s “1s” , SRJ5 s “WE”
(Explore).

Fi 4 mid web.config 3, AJE S “YwiE” (Edit).

2| “localAuthenticationTypes” #7433 MIF# % <add name="Forms"
page="FormsSignIn.aspx" /> LA/ BT A % H -

RSV S AR R AIE, T A Windows 4R B 3 56 1IE -
TRAFFF R A ST

BREEMEHARS 4.5 Rk EIR 55




| #£28 &®

5 SAML ¥ 3%

BB 1 ETERE MK (Accounts) IR T ) “EHMK 7 (Manage Accounts) 1%
Wi, &[A[F| “CRES #K/"” (CRES Account) U

S| 2 gl ADIKS, RJEIER “HEAER” (Details) IR .

H® 3 TUHJRE A S SAML” (Activate SAML).

S|, 4 ST “4R8E7 (Continue).

$HTS WA ZAEN, K5 A &5 (SignIn).

$,6 L “4%%E” (Continue) 4 %E.

S 7 Hil “4%42” (Continue) X H1ZE M.

HB 8 ffiAFE “CRES MK/ 4115 5”7 (CRES Account Details) T [ 17 5 & 7~ W B
“CEIh LS SAML” (SAML Activated Successfully).

HE 9 ik “SSO J5HHMI” (SSO Enable Date) ¥ & 4 4 Hif i ] o

HE 10 AR K S e Tk $E T SAML 2.0.
BT LDAP EIEE RBINE R £

HB 1 RIMLE %4 https://res.cisco.com/websafe/root

S| 2 FIACHEZERE] AD FS B 43 46 10E U -

#® 3 i Active Directory F FF FIZ 6D,

B4 S B (Sign In).

SES  FINCHRIIE RS %4,

$B 6 KR AR B F I T A R

BB AT R I s o

B8 NS I —NEE O, LMERA Active Directory fZilF .

$|, 9 i\ Active Directory il .

HB 10 FHMEE O,

BREEMEEARSS 45 KA EEREE W



TEfEFH B IronPort [4& &= £ 1% &5k PingFederate {E A4 SN HIZFHECE SAML K 2 S 18 F

}Eg%AML Sy IERT, FCE CRES BK 7 LAV EC B 4y $R AL FE 7 i 7 1 15 B JE
[i] o
BHEERMUTELE (UF IronPort WX 4% 22 4215 45 5L PingFederate 55 [F]T1) :

o IBETWSLAR ID (SaaS N4 FR/EH: ID)

o RS URL (IR g% 5% URL/ZEA URL)

o B PRHLTR T IR UFIE

o (WiE) FHHMPEEMEAFR (SAML J& M/iR A4 Hatik )

an SR s AL TronPort M 48 2 A W& AE N S SR BER8 /7, W PTHE “SaaS N H]
BB ESEIE 7 (SaaS Application Authentication Policies) T i _F 4% ] /5
B ZUEH AT “ZmtH SaaS B U8 Sk S SR A2 P B 7 (Edit Identity
Provider Settings for SaaS Single Sign On) T #H4T F %K.

W1 H PingFederate /E N S0 3R AEF2 /7, MW E “HE” (Summary) X35k
KAAE L.

it 3
T 2

B E PingFederate {F 4 IDP I, 24 Z4if5 € CRES Wi f# H# k% URL {E
N, AN, N T AR AT DLESRY, A ZifECE SSO EAY URL. 1 KA E
W E R, 152 M “NdE PingFederate VE4Y URL” (55 36 1) .

BN L E SAML B I0uE, iEHAT DL ERAE:

1E “PKF” (Accounts) I I, EFFE MK (Manage Accounts) LT 1< .
Mk 5 IFIE RS R (Detail) LT .

W BREMETRS 4.5 Rtk ~EE SR



| 28 &8

B 2-13 EHESHEITSZ

thiah Wecome, bot | Helo | SelectAcount | Losout
L] . L]
cisco

Home [ Users | Reports [ nUlsS
I Manage Accounts Manage Registered Envelopes [

Account Management - A_5796 User Account

Detzils || Groups || Tokens | | BCE Config || Images | | Features || Security || Templates

Account Number A_5796

Account Name® [User Acoount |
Description [Dehuk User Account
Status Acive ad

Enatle Auto Provisioning [ ]
Ruleset All v
Enatle Sender )
Registration )

Make Secure Compose
Available 2

Account Certificate Regenerate

On TLS failure chaose one of the following delivery preferences
®) Fallback to Registered Envelcpe Delivery
_) Bounce Messages

I TLS failure delivery preference is set to Registered Ervelope, please remember to
change the TLS delivery option to TLS Preferred on your in house mail server.

Authentication Method SAML 20 v

SSO Enable Date

SSO Email Name ID

Format transient

SSO Alternate Email [
Attridute Name

SSOService Provider [ ]
Entity ID*

SSO Customer Service

URL"

SSO Logout URL [

SS0 Service Provider (e

Verification Certificate

SSO0 Binding HTTP-Redirect, HTTP-POST

;;(LJ Assertion CONSUME! pesc: /70 amote com iR
Currznt Certificate Undefined

SSO Identity Provider

Verification Certificate® e

Save|  Back to Accounts Lst

HW 3 1E “H{HIF 775”7 (Authentication Method) T Hui%1#H, %+ SAML 2.0.
¥ Eox SSO | H HEA, B _E s ahic & s SAML I H #. b &40
B~ SSO HRE 4 FR ID #530.  H AT eI SAML £ Frkg .

ST, 4 fE “SSO M )B4 FR” (SSO Alternate Email Attribute Name) H 4 A\ 4
FRo IX A2 EL B HAE A2 BRAR VR 1R 5 FH HIS A2 bk 1 e P 42

BREEMEEARSS 45 KA EEREE W



LE 5

g2
PR

TH 8

TE 9

SE 10
BN

2" 3

2 )

£ 3
i

f£ “SSO Iz E AR ID” (SSO Service Provider Entity ID) FE 1, $iNiaE
P IS AA 1D

I SSO & k% URL. iX/2 SAML & 3 L F2 7 8 % 5% URL.

B\ SSO JEH URL. X4 SAML 42t 78 URL.

HLS G E GEE N HTTP # € [ 8¢ HTTP-POST) 5 SSO Wi 5 {F &
URL —&Z &R,

(i) i T (Download) F#—/r SSO 125 f W iFiE 5. X2 M &
AR (IdP) 752 H SR 464F CRES 7 SAML VEfSE R L AL A% 4
.

AN (Browse), SR )5k FAL 1 SAML S /3147 CEEl IronPort
WX 4% %2 4= ¥ % B PingFederate) $&4LfY) SSO S $2 ftFE 30 IFIE 1. LR K
WoR M ETE .

miRTE (Save).

A BOE (Activate) .

~

AR U TGRS, LIS SAML k. X B IR B A IR
FRE LN B AMBUE T

B¢ E PingFederate ;%4 URL

P\ iE It PingFederate it & v IDP ({EEHVESRY, W7 (£ PingFederate L &
JE4H URL. XIEH KM, FIvm&H P Daisd “VES” (Logout) 12514 fe
564714 CRES.

BLTE PingFederate "FHCE VEAY URL, WEHATCL DR

MK P “CRES ik JP & FE” (CRES Account Management) B %/, F#Jf
PRAEAFEUE TS

FEMK F1 ] PingFederate IR 45 %% I, S ZKUFIUEF (Signature Verification
Certificate)-

A EHEIES (Manage Certificates).

FANEDE 1 P RAFHHES .

BREEMEHARS 4.5 Rk EIR 55
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| 28 &8

LE 5

B DR N FIE A5 52 E EHIE S .

3B

PingFederate fUVF{ESIUE SAML {8515 KINA 2> a4k, Bk, M
CRES F#AMIE G, W {#i%iE 1 & PingFederate FF 55— /MIE- 5k
FEIEP.

o E BCE AR i E

BECE AR (BCE) sk ah A, TEMGANH P REZ 4 E
A A P B B A R T X BB I

B IR BCE BLE CMF, EFRIIK P (Accounts) i - ik 52 M
f& I BCE ik /. 4RJ5, % % BCE ECE (BCE Config) % 171 I 12475 LA
UG BT ERAE

W R A B AL IronPort W& 1ENZEHR S %, WEHEZAT, FEMNER
IronPort I 15 % F 3 2 H

BREEMEEARSS 45 KA EEREE W



g2t

EH 2
% 3

& 2-14 “BCE &£ ” (BCE Configuration) 5+

ol l () I h
cisco

rH‘nme T'\Al<er<‘

Manage Accounts

Acconnts
Manage Registered Envelopes

Account Management - A 5796 User Account

" Details | [ Groups |[ Tokens |[ BCE Config || Images | [ Features |[ Security |[ Templates |

Step 1: Choose Token ta llce with Configuration Template
Choose a token o associate with your configuration template.

Key Server Type ® cres

IEA

Step 2: Download Configuration Template
Download Template

Step 3: Edit Configuration Template
The templote contains comments describing the configurable items to be edited.

Step 4: Upload and Sign Configuration
Uplnad the template sn that it can he digitally signed for client verification

Upload Plug-in Configuration* |_Choosc File | No file chosen
Upload and Sign

Step 5: Distribute the Signed Configuration to a Bulk List (optional - CRES only)

Uplnad the digitally signed configuration file, alang with the email recipients and email subject. This step will distrihute the signed
configuration filz to all the recipients in the .csv file and/or in the text field. For security purposes, the signed configuration file is only
recognized in an encrypted envelope. Thus the nptional TI S settings of recipient domains will he ignored when sending a signed configuration
file.

Upload Signed Plug-in Configuration® | Choose File | No file chosen
Upload .csv file of Email Addresses”™ Choose File ‘ No file chosen

Recipient addresses (comma or semicolon separated|”
Email Subject* Cisco BLE Configuration File
Distributc Config

7 = Recipient addresses should be provided in a CSV file, entered in the text field, or bott.

T 5 I AR RS A 1 4

WEAF FH CRES 1E NSRS 2%, %1k CRES 4. 54 FH R}
IronPort ¥ £, S E NI AN IBEA 2, REHHE F&.

N EAR LA DU FE AT i 4
G R AT B SO

BREEMEHARS 4.5 Rk EIR 55
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| g2

i

BCE_Config.xml S5 A7 5 MR 3 15 105 12 P85 75 22 4 48 1) 7 BUI PEAR 30
B £ SCAS G B4R P 3T T SO I TG 283 v A 5 1A U W AT 0 B (B K

$B 4 SN (Browse) i 31% BCE_Config.xml 3CAF, 2AJEER B )G St
E4£3£284 (Upload and Sign). FiE CHALHE4 )5, BERAN
BCE_Config_signed.xml. K SO ORAF B A HL 1T 5L
BRI B TR B S AR AT, AT U #RAE:
a. T —HEINEWI, FK BCE_Config_signed.xml SCA4 B in #11%
il IS
b. SR JE K LR Ak 25 E A A H BCE M AT A & 4R 7 (b i)
~
EE O MR R A5 X BCE_Config.xml SCAH4-25 44 1Mk 7 42 2 3 AH
. i%21% BCE_Config_signed.xml (4 & 1% Il %5412 . CRES A
CHFHE T 13K
$H|S (k) ZOREMECE S AOR B E SR, EAT DN AR
~
B O UTFHES A HEMUEH T CRES HH . N T IEA B E B B4 1
BCE_Config_signed.xml SCAF IERfHL Ay S 25 F 7, Wb 250K 12 SCAH B I3 A
IEA B # GUR A bl 2 3% 10 % BR A«
a. MY (Browse) T Bl B R IE 4 B 4 H P IY) BCE_Config_signed.xml
A
b. i I (Browse) 1240 SR Z N H 5 A BCE FIHB - HuhE csv
SO, BTSN LUE 5 555 40 B 0 S ik 5 2
c. BRAEEMS, HBLEFERERN “EFR BCE B E X" (Cisco BCE
Configuration File). #@FATH K, H7E M T BEH BB SCA .
d. i KA E (Distribute Config) ¥ BCE_Config_signed.xml 3K 3%
EHRAEHLIE B K .
~
#E T %4 %FE, BCE_Config_signed.xml XA FEH FiRm. K,

£ /& 1% BCE_Config_signed.xml SCAFRT, WO NS AT 1k TLS 5 B 224 20K .
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ZERME AR EHRERIIIE]

g2t

PR 2
£ 3

Vbl A 4 mT DARR ] FH P 35 22 4o 9 5 AR WA o AT, SR REAE A mT LIS
] N TE I3 43l BA7 R 0 ] RE 2 3 B0 2 ) R B S 2 ) SRS il L) ‘22 2
L I

B8P 2 4 g 5RO A P e B T Y AR 6 P D B 2 A 5 e 2 o b
B “YmSHEME” (Compose Message) 4z

DA S P REBPIRP AP 2 HZ RS . BRIES BRI AR
B, 58P IR,
F2-15 ZE5LLHETSHIVE

| Details || Groups || Tokens || BCE Config || Rules || Profiles

Account Number A_S5796
Account Name*
Description [
Status ‘Active W
Enable Auto
Provisioning O
RuleSet All v/
O
ose 0O
Regenerate

7E “MK 7 (Accounts) IR L, EFEHEWK P (Manage Accounts) it
T

Rk S IR EFEAE R (Details) £

ER AL ER SV, §iE T EREMEL AT H (Make Secure
Compose Available) & i%HE .
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| #2&

i

B} 4

2 3

BN L SRV, O PR 2 SR (Make Secure
Compose Available) & %A .

FRTE (Save).

) “ 4R (Token) IR HI4EAT SecureCompose <> i 354k A H
M, BANES. BHEMRZSM AN ZeRmE. BENZERS,
T ik IR .

Bt Z DNS LLEF5 CRES

N T B R A NSRS HESE (SPF) B8 0E R M, L 40K mx:res.cisco.com ¥ i £
SPF it.3% .

TEAA] b L G fa) ks CRES #8 0 2] SPF 10 35 B - 78 WX 25 30 b v st 3k 4 R 40
(DNS) 7. ARTEAEE, 1WEHLR DNS EH 5,

N R ARKS DNS AiC BN B35 CRES, i i 678 5 P IR 55 a4 A2 UF A% 18 22 42 O
AR SR, Ak TP HhbAS S UCE R N 41 B TP sk, AT S 2
SPF %6 iiE 2K W
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AR FAE DL M
o MR, F 1
o “ MR PERIEM” (Account Usage) ]R5” , 2 i

A 4R
HEELA
25 T B BT 5 TR PR L T N2 4 O 2 FROF 2 O 2 i

BRI 4R A T8 7 A% B PDF %ﬁﬁ?ﬂiﬂa UG R ThRE, I A

% (Reports) £+,

LR S o]

e “HP{£K” (User Information) &% . E/nEMK T SECECHIH A&,
{HRAL R T — AN B ANk 5%k P BRI, SR s B a R FEHS
#~ A/ ID. b, 257, K. RE. flEH. BEERH
WA B s s H # .

o “HPIRE” (Users Status) ]G . Won5EMECBRI P HIIRES
GHr. WE3h. o) .

o “WkFEAEM” (Account Usage) &% . *’_JLET&iT%%/\W&FE’J

fEHSIHEE. AKX “WKAMHEN” (Account Usage) ik &5 115 &, 1
Zx “ Mk PSS OL” (Account Usage) 5”7 , 5 2 Ui,

“H FP{EE” (User Information) 251 “ H FARA” (User Status) i 15 18 &
HARSGEH M. (CHRA5K P BRI (RH ) B, XEfRE A4
.

| BREEMEEARSS 45 KA EEREE W




W “mkAERER” (Account Usage) 3R

“KPEATEMR” (Account Usage) I

“IKE RIS IL” (Account Usage) #1572 i € 1K 7 AU IS B . Hdlidz &
o dl, JF B BRI HEIEROFIRATMEAE T . & R Tk AR A
24w (ESA) Al CRES (HUA M Pk 55 45D 2 [A) it b AT I i) & 7
FrE m DR P STRE A U

~
EEOEY, A4k EEASEH AN AFKS
B R Mk PSS OL” (Account Usage) k5, AT A F HAE:
HE®1 SRS Reports) IR LAV “EFWHE” (View Reports) T »
$® 2 Sl ERIRE (Account Usage Report) 545 .
I RG22 Bon “IK AR ” (Account Usage Report) TU[HI .
& 3-1 “EFIER" (Account Usage) #RE
Account Usage Report
Sort Order
Descending -
Time Sent From  (95/08/2014 09:06:43 AM ¢ B _
Time Sent-la 05/09/2014 09:06:43 AM ¢ B4 BT
From
Create Report
BB, 3 W ATUEPER G LR R VS
HB® 4 AN TR R, a0k AR N B bk BRI AR Ak
BB 5 PR B I HE T .
HE 6 EPREASERSEIE MY, kM, ARG S THRINEHEF (Add to

sort) L%, A& MNHEF IR (Remove from sort) LAHERR1Z %) .

BREEMEHARS 4.5 Rk EIR 55

T2




| $£38 #®E

“IkAIERTESR” (Account Usage) 3 W

$B® 71 SN AIERS (Create Report).

FEAE AR Ja, AT 3 PDF B TR AR AR R S5 B . Bhdh, AT RS
4525 BT N 75 R R 5T

| BREEMEEARSS 45 KA EEREE W



W “mkAERER” (Account Usage) 3R
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FAZEHATRAEEM IEA T
% CRES

ENRC R DN R

o XK R EE M IEA iT# #) CRES K58 (5 4-1 7))
o LA G %5 BH i = BB M TEA 1 #% 3] CRES (5 4-3 70

o HTTP ARHEE/RH (FF 4-11 51

o BRINHELENIWE ERIFE (5F 4-12 TO

E?&’I@ﬁﬂ@—"‘z‘%ﬁﬁﬁ R HIEM IEA s T72Z CRES

ISR 2T 2 %A B Ironport N 5% (IEA), I HEZOR ERRENHE B ik
%5 (CRES) I T# PG AT R, WARERE ] IBA A S P 5545, T
T FPAT TR T

T T VR AR BT A A R O L TEA B B CRES H, DU fe 2 H
P A HIAEE, AT EEEM. Ak, CRES SI7EAN IEA $R4L5HE
TBE P, LT CRES BRSNS . X LSt F2 748 FH 3 A

4, JC TR X A BB AT AR A B 2, AT AT BAR SRR LA I ThRE, 4N 6
BRI RN A L RS

BREEMEERS 45 Rtk ETE RIS
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F4E BUEBHAMSAOBEEMN IEA THE CRES |

AN R, TR AT BB AT — K. A LR S il B oIS

T2 TBE RO RKIERC, M HASE#H K% CRES Sz

(EEREEER

TEIT R IEA J5, D258 LA 5 B DU ORoKs It & M IEA 52 ] 2] CRES. 7E

N —E RN T IR IR, Hh AR EAR T

1. WEMNEREH 3 HTTP AAHE A& IEA B HTTP ¥ & E E 19

2. f5 HTTP AR B A & & H P o] BT BLAE BGH 1 SSLAET (A
T IEA FED) HTS5REZEM HTTP . A0 H 1T L F 08
PEN 2 FE 25121 7610 “ CRES SCRFIIE DA AR " 5543 Fh 21 H i — A
UEF5 T 28 44 B R B R AIE 15

3. KBARHERE K SSLUET T 5 CRES Z A Al {5 HTTP @15 .

4. FHr DNS AR5 a3 Ay KRR, CAER TR T IEA AT HTTP i
BHEEME HTTP /L,

5. BT ATA NS A AR s A R

6. ZEH IEA.

7. REIE 5 CRES MK AH I HE

BT Ui FE AN R R Y, —Y8 TEA 27w v] G 4k 28 3 IEA, Rt E —

LR PR T ] B 7 4545 B CRES. A LB BEIT R i it B N € BAG

BT s, IR R B 3 £ #2 2] CRES.

CRES & # i n] LLRC B S0 VF N FE ik P 5 N %40 148 e i ] DL N E0dE 11

HESHLE

BRI R TEA A1 H - 08 AT A £ AL 2R 1 H P i& 3 & 1 3] CRES. {H

2, ERBIEACEATMAH - A ESRREWE, 1m0 HIER IS REA 2 5 ok -

B AR B A B9 CRES BUBR . Hit, P BIAURAE CRES F

ANEFgF B IX Lk P B A AR, HEE2WRH P EAEFIK & ARE,

M2 B %55 AL, T8 HAE IEA FRPRSWfT#2 . TG,

FH P ar DU T ok A 3 0

W BREMERRS 45 Mk ERRIERE |
0L-22158-02



http://www.cisco.com/c/dam/en/us/td/docs/security/iea/Compatibility_Matrix/IEA_Compatibility_Matrix.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/iea/Compatibility_Matrix/IEA_Compatibility_Matrix.pdf

| $£4E HBEEZAREHEIEM IEA TE] CRES

A F | Z FHAT BRI BEEM IEA iT72 3] CRES
IR ETRE Y

FEIL#% % CRES Z Hi, W00 LA Rl #2451

o WPRATE EALAEIERE B CRES B ASSCHRF AR I DRE. A %X 4k
DHRERI VAR (S BRG], W2 “/E CRES LAV SCHRFRIThAE” *Bﬁj\
(5 4-4 TO o f£5 BRHIARSR N IR BT U6IER ﬂzlﬁ, Y

IS
o BTRIATITR BN R Bd B B 6y, s A ARG R e P B 0 AR
Bl o

o PREA LA AE HTTP AHE FITHHE ML M i8 4T HTTP ARHEE AT 75 A .
o AU R IEA BAAFHBIRA 6.5.6.1.

o WUREAH CRES MK/, 5 AKIEHEE stg-cres-provisioning@cisco.com Jf
UL E R

- KPR - BEREAR AR, N THEES, KPR ARNIZE “A
" 4 ¥k < HOSTED”

— B T R G2 S A
- BHAT IR ESA WA HFH) S

o JEI B HudE iea-migrations @cisco.com 5 B ENE P FRARCER B R
AU E B U R IE B IR

- CRES k5. WR¥&A CRES K/, IR B A DA% B AT i ) A 52

AT IR QK
- BRI HIN . F /D RAE TR SERR AT IE RS Z BT 30 REX &R
BE

e, AR P SCRARR N

- FEZRK LS TR

- WEITM AT A AN R H ] A ]

- R K T VRS B ST A B A
- ERIAE Z A E RS e IR .

BREEMEERS 45 Rtk ETE RIS
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F4E BUEBHAMSAOBEEMN IEA THE CRES |

o IR P SCRHR IR R IA S B RO B B U B R B DL e A
— cres-dbmigrate_install-4.4.0.xxx.sh
o IEIIEAT LA A A IRRAT B BFE S G 19 MDS 55 225 N 3k s B BRI
MD5 fii ZEHEAT L, BRAFE 15 IR 3k T 2R A
openssl dgst -MD35 cres-dbmigrate_install-4.4.0.xxx.sh
o FRHRRE SRR P HTIASD BR A RR SR L R I -
- token.jar
- AT RITR 5 L2 25 B i #R A RS a1

o WIRAEH PostgreSQL B EEAL YR, WA 2% 3% PL/pgSQL A4 BN N IHI
IR A4 BT EE P DA .

1£ CRES EAZ X HR0TheEE

7EIE# ) CRES I, 258 B BB 2 42 1 & 10 A & J8 R} Ironport I %
% (IEA). BT CRES L& MRS, R T A S Fr A % P IR 55 2e HR (i —
LETRE, Ul IEA. K, 7EiER 3] CRES 20, WZUiRA 7 EE CRES
R Z ST AT IEA ThEg .

NHE B 2 5 T LU A2 81 CRES,  PAR #1241 7E CRES EAFH
[ — L8 H IEA Dhfgntl:

e ORACLE ##5 % - {fi ] Oracle ] IEA ZHI AT EHBHATIE B &M . 15
KM RRAS T 2 SR RE

o AFH

e LFS CRHEISCHFSZFR)

o IHAJEIX

o HUL B ISV - P AE CRES A G A SAML (VFRZE A
BR3Py 6 5 402 B8 AIE T 22 T CRES [ME— v B & 4y 8 F 7
o HAh IEA SH563F 777 (1 LDAP. Kerberos 5) MIASZ 2 #E, it
b, ALFEZANIR (WHONEER D P S0 I A k.

K IEA TIRe M E4H{E 2, 1528 & #f Ironport Encryption Appliance 6.5 J
BT

W BREMERRS 45 Mk ERRIERE |
0L-22158-02



http://www.cisco.com/c/dam/en/us/td/docs/security/iea/iea6-5/IEA_Configuration_Manual_v6-5.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/iea/iea6-5/IEA_Configuration_Manual_v6-5.pdf

| $£4E HBEEZAREHEIEM IEA TE] CRES

15 FH b F2 o] 5 B0 8E M IEA i £ CRES:

DA R 03 B 43 %5 55 31 CRES FHIEFMK ' (Accounts) LT .
K (Manage Accounts) JEI .

b= gnl YukEE Nl ] Y

d. %EFF4A R (Tokens) LI .

e. mHiiA KT SecureCompose & MXT N “#fE” (Actions) #1 I F#

HET, 1 K token jar A ORAE B A H IR B 45 -
a.
b

o

SEz
PR 2 %g&g%% RS R N 512 UL 2 445 B 8 30 o iR 22 42 ]

$H|3 (L IEA LRI E ) .
a. FIANLLF a4 LAME A SCP T B & 7 o SO & i1 2] IEA
scp cres-dbmigrate_install-4.4.0.xxx.sh admin@<IEA IP k>
scp token.jar admin@<IEA IP Hiiik>:
b. fEH] SSH #EHLH| IEA. filln, HiA:
ssh admin@<IEA 1P Hihl>
c. fEFFEHA, HALD x LUR HF] UNIX dr 2428 7R 1.

AR x WIGE ARG, A BIRESR REIIR T

d. AEHPUR iy & 2B 5 7 Ui
sh ./cres-dbmigrate_install-4.4.0.xxx.sh
H]| 4 BATHIEE A
o XJF PostgreSQL, #iA:
cd dbmigrate/scripts/postgres

psql -p 5432 -h localhost -d database-name -U db-admin-name
-f ~/dbmigrate/scripts/postgresql/migration_table.sql

A
B WIS PL/peSQL A REPAT LIS FE

BREEMEERS 45 Rtk ETE RIS
[ oL-22158-02 .m



F4E BUEBHAMSAOBEEMN IEA THE CRES |

EH 5

o X T MSSQL, #FiZJHA S 243 | SQL Server & B i T H
Windows THEHLIEIEL LA AT — 77 BAT B A

- fiF SQL Server Management Studio GUI

- BATUTaAATa2:
sqlemd -H hostname -S sqlserver-instance-name -d database-name -U
db-admin-name -P db-admin-password -i migration_table.sql

5 BRHEARSCHE A 01 G 1E1E dbmigrate properties XA 1% E 24, LA T
BIBE . FERPAE TRESH.

B VA N R EOREARESHSN, BRI Z N ERmANSE, Wk
X B .

ATCABCE I — N IhRe R, EIERE Se ila A 1 LR B ARHEOR SCRE N R T8 A
HEE o AN G HITC B ) 2846 mailserver. mailserverport.
notifyComplete notificationRecipient F notifyCompleteForm.

BeAh, T DAC B AR RS fe 2 FH 7 Bl O R e B 1) JH Ak B R B AP
Dife. W AR PERE®A, WERE N RAH P HHITE IR, B
G AE BB RO MR PR AT R P . Rk, BEThREBEA N R R IhRE. B K
REH AN LR SHNER, EZSHIXB.

A LA dbmigrate.properties S B 247 HC B F R 5 H LR 2 7 i 2
#. dbmigrate.properties IO T HA LR 25 7 by 22 R By 1) USR] conf
THZE:

SH WEEAE | EX

url W H4E ¥ JDBC 3E4#: URL. A R
B, EZHLLT

driver WhEE JDBC WXFNFEFLZ K. HZ LR 38 .

user DA B EH 4.

password W BidE FE %0,

token W CRES MK /" ({14 1 JAR LA 44

securitykey W F T 51 45 B i 1) Fe At 22 42 % 81

importserver ] % CRES iL# S A\ k%) URL.

passcount Al ik E 58 B T B 3 FH R BH AR R R

(BRME: 1. & KXME: . )

passdelay Al IERIEAT RIE BR R £ . (E4 0 RIRTC IR AE

Ro (CBROME: 12 /D, b 1. D)

W BREMERRS 45 Mk ERRIERE |
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¥ LERTE BN
mailserver GBS M 1 55 2 1 TP bk o
mailserverport T %k HIES A4 AR 5% 7 1A i 11 55
notifyComplete Al i Ja FH B 763 7% 56 1S R 3k e R A 1Y)
YiRe. BREN true B false o

notificationRecipi | nJ ik TR TR, K A ) SR I A2 ) N R S
ent 4k .
notifyCompleteFr | 1] ik TR, BRI IR A N Rt
om
notifyComplete Al ik A% FH VI AT RS O 58 B MR 2 AT
Subject

N

AR WRMEHSH T IEA BIREIFEF AR IDBC AR, WLZAUA lib SO

SKerf AR BN R B il JAR STAF

0 A% K2 MSSQL, B E L NS

e driver=com.microsoft.sqlserver.jdbc.SQLServerDriver

e url=jdbc:sqlserver://database_server;instanceName=instance_name;database
Name=postx;other_options

AJ7£ dbmigrate.properties AL E KT H ZH0LE vl ST H an ST EHTECE . (B
2, AT AEWNANEINIES S, T HaATIHE AN S, N RR:

¥ VEFEAE | EX

url Wi Ho¥fs ) JDBC 3%4% URL.
driver W JDBC JR&) 155 44 PR o

user W BARERF 4.

password W BE FE

help Al ik FIENI B S8 B .
config A i% e B ) PR S A R

[ oL-22158-02

BREEMEEARSS 45 KA EEREE W



F4E BUEBHAMSAOBEEMN IEA THE CRES |

& 6

BN AR i & BLEAT N 8O0 iR K BAOR 5 ST % b

./dbmigrate_client --password=db password

IRE WO IR S ThPTARCE 7 HEPE IR S SRR RIS A, W s, TR
B P e 6 OB RN MR A Rk A A R AR SR A R SRS, BRHEAR X
FFNRSRETRINER, JFEMETR SR,

PR

TR RE A 2 AL B Pk PR AR 5 . A H Pk A S B ALK P, T
HEpraH R e dme BN i~ (d D). 2% )E, BREORSR
N GIA 2506 S R F P T 2h A% s B IR K -

Wi IEA H A E447EF CRES I, M&{REZH 1 CRES ##E, T~a4
FE AT R B

RS GERE I HE T ARE S, M7 & 2 A CRES R4 RATHFHAE S i A
fe L IEA ST, BB 01 7OOTIE R s A R BT R AR .

EIEBERGE, LHIZEMNREH P2 HTTP {AB M A2 IEA ) HTTP i =
EREM . 7558 EE N MRET:

o B B RIEWT R A B R R I (S IR B I B IR S5 AR oK
o 5 Websafe [1)i%#2

o S E I ER

o SR EFIIFRE T B ESE

o SATATH A Web B % #2

EEE R MR, NMi%E HTTP/HTTPS fAFE R E S IEA. AR 1 52t 77
RIRTFEAE ML . R - Tig47 HTTP AREE B Web IR 5% %% o€
R4 2%, W& B TFEVORIET HTTP REE . FREE R, 155
“HTTP ARELECE B ” B4 (56 4-11 10 &

W BREMERRS 45 Mk ERRIERE |
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g2

R EIEBUEE, KN IEA Z4a{E3 BoRE0A CRES Bibri A2 H E
SCBhR . ERCE H e BbR, TERCE AR LK IEA B 5E UBIPRIE K
B CRES H & UBhRiE K.
AIAE L A B AR B IEA BbRiE Ko
https://customer_domain/websafe/branding/customer-logo.gif
A[7E L R AL B AR E] CRES H @ B E R
https://res.cisco.com/websafe/logo/your_CRES_account_ID/branding/c
ustomer-logo .gif
EH HE BPRASINE] CRES 1K P, WEZ b “ H € EMHME R B
Bbs” #5r (382950 .

¥ HTTP ARE W E A &L P ol MEERIAE S SSLIED (A2 H
F IEA FIET) AT SBZE A HTTP =

o

TE 9

TH] 10

iz L

B} 12

WAL FIAE B S 1 200 22 7 25 14 220 “ CRES SCRFRIEFS AU ALAL 6 7)
T B K — AN IE S 2 44 BRI B IE S .

R R BIRRAS R AN SRR SSL A 30 BRIk, NEBf O B A5 A 3 T 5 A% )2
%4 (TLS) BL A (] -

Al LUE A 5 T IEA WAEH (IR © d 2 Fr e PR ML 252 A1 [E A
B, W PAERFHE . e, BREBESERIAIE T

¥ HTTP AAHACE ¥ SSL ik H T5 CRES Z [ B A {5 HTTP @15 .
PAT LA M VR AL B AR LA S5 CA IE T E 7. —Fhal & # i
BARI B AT R AR B B OV /515 CRES iE1, B2 AT EAT
X CRES iF 15 5 ¥ 585 B H ST R

WHE T HTTP A J5, 7 F 3 DNS ARSS 28 ARG K BE N, LLE 1%
T IEA T HTTP il & 5 € 7 & HTTP 1R,

BB BT N LA AN g b AR . T BT IR AR A BE ST
keyserver Z B0 % FI AR 2

BV R RHIR A 2 A B RS R, N ARAE CRES N RLE O fF. BERS
¥t (40 Outlook #i 14+ Cisco BCE Mobile App for Android 1 Cisco BCE Mobile

App fori0S) LHHi A, i FikiEid CRES it & 612 133 BCE it & 3
P, JFIEIE CRES Mk 1 ER 51 LUIN sl ¢ i 7 20 H R IS 4R iX Se F P

21k IBA N e 5 48, (HZRAZEWIT 5 IEA FIP)BLES .

[ oL-22158-02
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H| 13 HUCSATIER 7 b DAL R B 8 GE AT UORIAE M S50, 8, AT LR T2
R A 2 AR R I8 AT
I FE R —UIEAT A, BRHEORSIRE N S iz P AR P iR .
ST 14 ERREREARCERA G, LU CRES HEfF55 CRES Bk FARSRIK . 7 kit
FEA, ERHEBORSTRR N 2R I S iR A 35 1) i 45 TS A7 4E 9 CRES HI ' #%
BEMK . A EIA BEEE T 5 K CRES MK 7 KK

TR SEREHTIREER

CRES HE 5 IEA AFEMThae s, 1mHILZESTRES FEOHE I HE =4 —
SER . RURRER BT 0T AN D BE AR (] (1 D Rk 22 e O P SR AR I

K IEA DIReIVEA(E B, 16 S W A F Ironport Encryption Appliance 6.5 I
BT

BeAh, dn BETRPER 14 Pk, QR EAE F AR, ik o A RE
1K) CRES K7 5CHR. [RIL, >R B IXLLiK 5 IS5 72 W 50 44 b B A
A . BARHEBOR B L2 O P SR U6, DAFE B A A T BR L A4

DA SR B AT RS 1 R Pl 2 A2 i fe s T o S RIS RIAE o HL At
I, IHERCR RN SRR LU TR AT O A A R i R AE S

BiRiHR

This IEA database uses a non-standard authentication system for
keys, you may continue with this migration, but when these keys
are moved to CRES they will be modified to use CRES
authentication.

Do you wish to proceed with this migration and use CRES
authentication for your keys?

WBA  IEA %48 PE {3 F BR PostXAuth 41 1) % BH iR 55 45 Sy S k28 48, JF H
precondition keychecker.actionOnFail Z%{ % & A prompt.

BINRIRE  RRDIIETTEE, BN “Yes” DLAKERIERLJF(E M CRES &
IR, EREEATE B R BRI SRR, SR 5 BHEC e RE

W BREMERRS 45 Mk ERRIERE |
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http://www.cisco.com/c/dam/en/us/td/docs/security/iea/iea6-5/IEA_Configuration_Manual_v6-5.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/iea/iea6-5/IEA_Configuration_Manual_v6-5.pdf

| $£4E HBEEZAREHEIEM IEA TE] CRES

EIRED

This IEA database uses non-standard key authentication, i.e.,
C_LOOKUPNAME <> 'PostXDatabase' and the Keystore checker failed
to prompt the user for resolution (console not available).

BA  TEA $0 ¥ 22 {5 H BR PostXAuth 4N % 8 Ik 55 2% S B uE 28 A, JF H
precondition keychecker.actionOnFail %% & A fail.

BIAIRIE  BRARERIE SRR

HIRER
ERROR: language "'plpgsgl'" does not exist.

PR ORI IZAT R W R AE ] PostgreSQL & BELAE B, U423
‘2% PL/pgSQL A4 Rz AT Hds A2 A

BWRIRME WS fE T PostgreSQL, IR C %% PL/pgSQL.

HTTP (X IEfC & 7R {5

g2t 3

EH 2

£ 3

sl s T AERCE HTTP/HTTPS AQERRS, dndfef fic & L b — AN i H 17
fh: Apache HTTP R 4528 . X HE AT ME— 0] GE M7~ 9] B 5 A HEFE B 72 i
SE ) FE A 5 e 2 A s W PR o S S L A AE HTTP/HTTPS AR

il I LR I R T B S L

L £ Apache httpd.conf ST BEE [F] (9 ST A4 A LR i K 5 HIACERAN
SSL.

LoadModule proxy_module modules/mod_proxy.so
LoadModule proxy_ http_module modules/mod_proxy_http.so
LoadModule ssl_module modules/mod_ssl.so

Ttk CA IE PO T &SRR (Bln, 1E fetc/ssl/certs 1) , FEHIALLT
AN E Apache %588 ATE1Z CAF e & CA E1S.

SSLCACertificatePath /etc/ssl/certs/

IR SRR ) B Apache 23S H TUET R H % (B,
Jetc/ssl/your-host-certificate.pem) K% %% IEA iE1).

[ oL-22158-02
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H7 4 EEALL T 48 HTTP 4 0 80 & AR & :
<VirtualHost www.your-hostname.com:80>
ServerName www.your-hostname.com

ProxyPreserveHost On
ProxyRequests off
ProxyPass / http://res.cisco.com:80/
ProxyPassReverse / http://res.cisco.com:80/
</VirtualHost>

HES  JELHA LR AN HTTPS ¥ 11 443 3 AR % & -
<VirtualHost www.your-hostname.com:443>
ServerName www.your-hostname.com

ProxyPreserveHost On
ProxyRequests off

ProxyPass / https://res.cisco.com:443/
ProxyPassReverse / https://res.cisco.com:443/

SSLEngine on

SSLProxyEngine on

SSLCertificateFile /etc/ssl/your-host-certificate.pem
</VirtualHost>

X4

BEH LY o e ) s N
BERREREND B EZFTTL
SR A 2 AHR RV A BA R T3 = SO & . FRATT IR Z2 W 44 1
PRIRATE I . AT DO VPR 0%k 22 DA H Sl <

contentsecuritydocs@cisco.com

W BREMERRS 45 Mk ERRIERE |
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trd

XRBERPYH

FR R Z 7 SR LIRS BRHEMHE B A 55 (CRES), AT LA BLR ik %
M F «

support@res.cisco.com

A RTEERZ T SCFER, WS LN URL:

https://res.cisco.com/websafe/help?topic=ContactSupport

N

ER AT LB L URL U i BP I i 2 300K SR
BEAh, AT DL B I BLE 2 T SR SR AT SRR . AT UM BA R ik
— R ERPR P SR
o HBLZHFFITF: http://www.cisco.com/support
o HLESCHE: $RAT 800-553-2447 4R HELIE S A1 2R 5 AN 5 KA A}

HARZ R0 (TAC)

PN %ﬁL%%ﬁ&% AN R SIS RE, 18 H BRI RZ LR A
T = SRR )

N

AR OORCRUL AR B SCRRSE IR T BRSSP . Cisco IronPort & 7 3¢

R I 55 S P VRS ST NSRRI BRI BERIZ T IR A SR 3L
FFEE e
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http://www.cisco.com/support
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html#telephone

fik A BEEPIE |

B 2R SR N A 1) R 4
o i

o CHIAS I BN Kk
o K P IN BRI 4

o ANHEZMET CRES EHHA I, EEM/ (Flan, =HEZMEMBUE
A EDADE

t ﬁ;. ] Fr ) ;—{ LY . -~

BRNARZEwDiEE =TS
BRI T 2 EH A B R EIBA SR T3 572 W SR . JRATT R 2 W 145 Y
PR AT 0] LUBIES A% 2 DUR B sl

contentsecuritydocs@cisco.com
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RTS8 E =T R RIZIEM IEA
iX# % CRES HY H b5

BT ESS 2 SEAHNIE B i ) dbmigrate properties SC A4 B Ay 44T A i
ZH AL, BRI TR Z4.

WHEKE BRHARZLE AN AREEB), ANu[{#H dbmigrate.properties L4 8L fir
A 4T MU LS 2 H K BR A .

max-Errors S35 /87E TR & P it i S 24 B 14T 2 3 A] 28 B B R R iR
max-Errors ZEHE N 0 R0 T 1] DLAE B A R B0 BR 1

s %ﬁ%$ﬁﬁﬁé%ﬁﬁ,u%ﬁﬁiﬁﬁbzwﬁﬁmEMWﬁﬁ
o BEEFA A A8 SRR S I EE B DL T MR S AE AR AR AT JE PostX Auth 1% 8
K55 38 B IRAEZR A . A] LUK S 50 BN TE AN A2 T8 A2 1R AT HE 2% 1R I 4R
K A3 35 B AR BT RF 5 A

AR LR P ERNEROER, H5E “EBEHRELY
(% 4-10 7O

oi

iy
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Mtk B

AT HEBHRTHSUIEMN IEA iTHE CRES HE M S% |

54417/
BMXH

2% BEaER X

maxUserErrors WE ST (FEEIETBZE, TR EN T EIT
e KAEE R HL

maxUuidErrors PSR (TR IEIERE 2 AT, IEFE UUID Ri ] 81
(PN R

maxKeyErrors WEEA  (EEIRIER A, BT AT E IR
BN ERE

maxContactErrors | &0 | IR A, TREBEAERN T HILM
B RERE

precondition.key |BEF EH]  \FRELBITER AT, AR RN SCAF

checker.database i B DL TS G A A SRR B B

Name=dbname AR o

precondition.key | E ] fRELESITER AT, WIUENEHKE

checker.class= T35 30 R A0 250 A 1 I AR TR ) 28

class LR

precondition.key | ] | E AL B PR A A 3R 0 R A AR

checker.actionOn AT HIERAE

Fail=action Ho action TGN “ prompt”

“pass” I “fail” .

autoNotifyUser 1B Jet F B AE ARS8 50 i #5338 4
MR Shae . A RE N true Al falseo

notifyUserFrom Al ik TR e S, P IE AR ) kAt N R
Hudil .

notifyUserSubject | nJ ik RiEZE P CLE F1IE RS O 58 B R4 Y &
AT

notifyUser.params | nJ i P EEFR O OB EN I P A B AR

.company

notifyUser.params | 1] i Pl BE R 258 BGE En I P A F

cres.login CRES %3 URL.

level el il . 7] H{E B ERROR.

WARN. INFO (ERiA{H) #1 DEBUG.
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5%217/
Bt
B8 BEEFER EX
logfile WEEA HEXHHS (BRA: dbmigrate log) .
tableset WEEN | BEESHMNKRANESSREYIE. ATEE
FHE .
o users- HITSWATA M. H g
R i B SR
e contacts - T S H A @EHEE,
e keys- HTSHMEEH.
e uuids - H TS H UUID.
reportProcessors | R AL E BN H AR Rk IR A MIE S 2R
Fo AR HE LFE:
e users-report - /7 P BLESFIH P
HC B SRR AR
o keys-report - I o
maxsize P AT | MIEA RIE HTTP BE44 1E SCH R R
(BRk: 2MB. & K: 10 MB) .
batchsize PR BN R RE R IE SR (BRI 200,
% K: 10000) .
batchdelay PR HARE X AR CERIN: 0.6 F.
b 028) .
retrycount PE BT | A B AE O 2w E R
(BRN: 5. K. 30) .
retrydelay mEEA | ERZ AEERRE (BN 20 7.
w1
rules PR I ST A R
help AT TENERCE Z B ui B .
config AT fic B & 1 S A R
connectTimeout W& Sal |HTTP & BN,
socketTimeout WFEER |HTTP BRI,
sendBufferSize FEET  |HTTP KESEMX KN
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Mi®E B FATH0ERAMEHEIEMN IEA T#E] CRES NEMSH |

51T/
Bt
B EafER |EX

receiveBufferSize | %0 |HTTP B &2 X BN,

acceptSelfSigned | PF A | T ANREMT H &4 SSLAET, KL
TS HR B N ERIN I E false.

acceptUntrusted WE SR HTARMEHAZEER SSLET, Kt
DMK B2 B B N ER A B false o
acceptExpired WEER HTARMEHCEHM SSLIET, Fibs
A S BRE N EGA BB false.
requireServerTLS |5 n] | FBEMEH TLS iR #s. BRUEN true A

false.
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