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show application  4-45
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end 4-84
exit 4-85

hostname  4-85

icmp echo  4-86

interface  4-87

ipv6 address autoconfig  4-88

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
“. 0L-26299-01 |




&5l

ipv6 address dhcp  4-90
ip address  4-91

ip default-gateway  4-92
ip domain-name  4-92

ip name-server ~ 4-93
iproute  4-94

kron occurrence  4-94
kron policy-list ~ 4-96
logging  4-97

ntp  4-98

ntp authenticate  4-99
ntp authentication-key ~ 4-100
ntp server  4-101

ntp trusted-key ~ 4-103
password-policy  4-104
repository  4-105

service  4-107

shutdown  4-108
snmp-server community — 4-108
snmp-server contact  4-110
snmp-server host ~ 4-110
snmp-server location  4-111
username  4-112

EERL

| oL-26299-01

Cisco Context Directory Agent 1.0 iR 2 REFECEIEE N



Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
m. 0L-26299-01 |



of
E

KK
g

-

Al

Tiilt

£iTHHA: 2018 43 B 21 H, 0L-26299-01

AHE 1 T4 A 44 R Context Directory Agent (CDA) M be HLFEA LM AL ] 7%, tbah, a7
KA Hanf 235 CDA M, 5 CDA IhiEH: Active Directory 75 B & 1 EK o

K EA AD ARHEE 1.0 fIThae 24, CDA BN T H T RGACE ML HEERGEHK AP S . CDA
A ASA. WSA Fl DC Z [A] i) TAEMAIE X5 AD Agent 1.0 MA. B2, FERESEiE &4 1481k,
PUAE R AL & 13 iRk 45 51 2 (ISE) A

AHI BT LU ER

° M

@ =y Al VR

o URZE

o TR

o FHRICHY

o HAhAR OGSCRY

o RO AR A R 551 K

RIRHUEH T 2 %% CDA 1.0 B th THIE AL

CDA M T HEIN g Dhfe, @WCZBERFHT . WRA LR CDA 5§ T, AHiH Cisco CDA ]
WG DR R N A hRE(S B ANEH] .

A F6 T )R] 1 K1 E 35 2 R 6 Cisco Context Directory Agent [ RIZ8 45 HE 61 . AHRFIIRBE, A M
R AP TAERAR, JFRA M RGEHRALR,

[ oL-26299-01

Cisco Context Directory Agent 1.0 fRREHEEEE W



SCHS SRR

AR TP B NN A, IR S H I, LR I 44

= e

= ik

Cisco CDA [ Dyfig a1 Z N A CDA WA SE N8 D e

% 1 # “Context Directory Agent |Mfi& Cisco Context Directory Agent.

NEIR ”

2 7“3 Cisco Context FEYHA 28 4nfaT 22 %% Cisco Context Directory Agent 54, LA

Directory Agent” J A M Cisco AD AR EIEF2 2] CDA.

% 3 3 “ffiHH Context Directory |45 M 4R unfif kb #AIf# F Cisco Context Directory Agent.

Agent”

43 “CDA 5% 4 Cisco Context Directory Agent H 7] ] CLI iy & 2 H
&

MHEZAE

HARFILIE N T 5 RISV N Conmrol WIHZHE. BN, WA &M TR " HdE Corl B, Hfgdkz .
A Ui WA BL R 4)5€::

B ARG KR P R R A B A S R M BOZAE SRR M AR 2. RGN FTR Y]
EXEC fit & iR RERE T 4B 00 o B, KN routers RN /7 H S, FEH., Ky
Router# PN EILZAL T AFAL Ao 1T HRE BRI I U [0) 38 5 75 222 A .

i M S 7 U AR IR

i 2N HARE I S B F AR -

Jifhs (D MmsE ik,

L ALEFE— DRI R FRPAERE T (3 FFLRESRE (D .

B e B 2)5€

>

23ty 23 1E MR ] 6 bR R R FE s 7 R 7R
WA NG B UL B R A B s .
EITEN T/ (RS ARG S .
RAFRMBIN B ZREE TS5

WE (D) FEATEERG AT

Eﬁ:
e

BN GEZ P 2o B R LEBRAE W] e & T BB & BUA BB 2k

©

-
i

RIS TR IF r] LT I ] 35 B W AT AR, A BT A .

4

B

E RN EILENI e W WINEAE RS BTN O R A R O R R AR S

ELVES-SEPSE

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g

0L-26299-01 |



A SEFR

NERBH A SRS BN ST I DR .

#F1 & #FZ Cisco Context Directory Agent 1.0 Jf L &R E#55
HEA iR
2015 £ 10 H PRI LU 80 -

o JEHREIR, 3 W

e Active Directory lR55#%, 5 7 01

o S5 Active Directory fR%5 2%, %8 11 10

o RIFMIEZWHRGHEME, 5130

o WNINFNGNEE R G H E MRS AR P, 5 13 T

2014 £ 7 A

VARG TR S i
o SCFFHY Active Directory MiiA, 252 7T
o SUILE CDA RUINIERE 7 2 1) Active Directory 223K, 2 4 U1
* Active Directory F /7 A3 g B 5% 2H B O ) 7 ZEAORCRR, 28 7 T
e Active Directory H J7 A2 1808 B O3 4H Jl 53 ) 75 L HOBLRR, 26 7 T
o MLEBINHA, 16 1T
o SERFHE, 524 W

2014 %1 H 15 H

I I0FA SR 5 LA R 4

o WK ISE M1 ACS MR EREE, 401

o JFRUMGIIFIR, 3

e S\ Active Directory IR%52%, 26 9 U

o ININFIGnEER ARG H B SS A . BB 13 T

o RIFMIZWARGHEHE, 213 W

o % ISE ML & NM CDA KM P &3t %151

20132 A

BT LA E 5
o VulE, % ix I
e Active Directory (3=l #5 1HH AL, 28 3 1
o CHFFHI Active Directory MiA, 2 2 7T
o SUILE CDA RUINIERE 7 2 1) Active Directory 223K, 2 4 U1
o ININAIZEEE Active Directory HR55#%, 2 7 L
» Active Directory W MlixE, 5 12 1

2012 6 A

Cisco Context Directory Agent 1.0 fix

[ oL-26299-01

Cisco Context Directory Agent 1.0 fRREHEEEE W



PR =

~
&F  ERIESCERAZ A, WA AT . Bk, EIENZ AR Cisco.com LRISCH, T f#

EHEE

R RE B30

# 2 B Cisco Context Directory Agent 1.0 Fi 77 i SCA%

*® 2 Cisco Context Directory Agent 1.0 fg/Zdg X1,

p& =L ol NE

Cisco Context Directory Agent 1.0 Jik ZFE A |http://www.cisco.com/en/US/docs/security/ibf/cda_
EIE 10/Install_Config_guide/cdal0.html

Context Directory Agent 1.0 JRKA th # http://www.cisco.com/en/US/docs/security/ibf/cda_
10/release_notes/cdalO_rn.html

Context Directory Agent 1.0 JRF /M H7HJE  |http://www.cisco.com/en/US/docs/security/ibf/cda_
A F 10/open_source_doc/open_source.pdf

H A<

Cisco.com $H At H & B %415 % (ASA) 5500 R 5 SCASHN Cisco IronPort W 4% %2 4= ¥ £ (WSA) SCHY
W, BB

o JRL ASA 5500 R H i N % A i A DU
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html

o JFL IronPort WX 4% 22 4= 1 2% UL T
http://www.cisco.com/en/US/products/ps10164/tsd_products_support_series_home.html

18 A
A K Cisco Context Directory Agent 1.0 iR % F B BT A FF IRV AT UE, W5 0

http://www.cisco.com/en/US/docs/security/ibf/cda_10/open_source_doc/open_source.pdfo

IREAE R AR 515>

KPR . -5 55 1 RACER VA, 1S A H 1) What * s New in Cisco Product
Documentation (FeHiESH A g LSBT EREAR ) o EEF I, HiE:
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

T RSS Y817 AT B AL =iy RS Hr, 0% B R AH 9% PN 258 1) 152 2% B B R I E B
S0 . RSS Y5 —Ma ks . BFEHATSZEF RSS A 2.0.

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg

0L-26299-01 |


http://www.cisco.com/en/US/docs/security/ibf/cda_10/Install_Config_guide/cda10.html
http://www.cisco.com/en/US/docs/security/ibf/cda_10/release_notes/cda10_rn.html
http://www.cisco.com/en/US/docs/security/ibf/cda_10/open_source_doc/open_source.pdf
www.cisco.com
http://www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html
http://www.cisco.com/en/US/products/ps10164/tsd_products_support_series_home.html
http://www.cisco.com/en/US/docs/security/ibf/cda_10/open_source_doc/open_source.pdf
http://www.cisco.com/en/US/docs/security/ibf/cda_10/open_source_doc/open_source.pdf
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco CDA RYFFIEThEE

£iTHHA: 2018 43 B 21 H, 0L-26299-01

A5 441 Cisco Context Directory Agent (CDA) [H I DhfE. HH AL,

#1 CDA 1.0 A9 Lh5E - # T 1

it

&

Windows 2012 X §F

SCFFI Active Directory figAs, 2 2 7T

NTLMv2 % #

F£ 2-4, “F:T CDA 1 ADNTLM R A ¥ & 1
S n = K AT ATt

Active Directory F ' A2 380 B 51 44 1% 53 I e
5 A PR i

e Active Directory F /' A3 B 5 28 i 51 i
AR, 27 0

o Active Directory F 7 A2 388 B O 20 i

I ZEARLRR, 25 7 UL,

# 2 CDA 1.0 FRIFIELIEE - # T 2

it

&

%42 Cisco ISE 8% Cisco Secure ACS

o UK E ISE f1 ACS M B FEE, &
4 T

o RIBMEWARZHEWHE, %131

o % ISE Il B MIA CDA # Kk F P & itk
15 5

M P F T SN Active Directory Il 55 7%

F A Active Directory R 55#5, 25 9 7T

Cisco

[ oL-26299-01

Context Directory Agent 1.0 fR R KXHEEEE N



#3 CDA 1.0 FHIFFIELIEE - # T 3

ik

i E

Windows 2012 R2 ¥ ##

o CHFMI Active Directory WA, 5 2 7T
o Active Directory F J7 Ayl & 3 54 21 5 D4 i)
AR, 287 T

e Active Directory F F A~ 388 B DL 20 ik DL
I LR, 55 7 I

NTEIE N FGE H S BRI A 1 Be B R
WA

P B INE A, 26 16 T

SEI H B A DC [ H & Gl

SERfH&, 24

F4 CDA 1.0 FHIFFIMLIEE - 2T 5

it

&

M Active Directory 55 % FIAR S H 347 il 4%

S H Active Directory IR 5528, 55 11 7T

A7 i) 2 3 A7 I TR) A4 BILISS [R) 275 A Active
Directory i 55 & EARCH BT 7 B

Active Directory %%, 55 7 00

YRARGH ER S %5 1 ISE Il ACS flA:
e ISE13f120
e ACS5.6. 57LL}% 58

RIEMEW ARG HEHE, %13 1T

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg

0L-26299-01 |



£ ’l =

Context Directory Agent 1§14

NETALE G e L], R ML (41 ASA-CX. WSA. ASA FIJET = CWS RS HR#E
B AR A SRS SR AL 48 22 4. BILAE SBRL= fhal 5 FE o8 2 HoAh 5 2, AR P48 S2 AR 1
SERE B IR, B, MRTEE S SREI P SRS AT RIERE R G SRR I B 2%
SR, AL G RN 25 2 4 AR 4 S 1) TP Ml i i S AR e BNl I 2 . w4
PR EH]E SRIE I 22 S R, JMKRERE LM, Mo B A JE IP bt (Fr,
EKE AT H bR IP Hhhb) BOIAEE .

Cisco Context Directory Agent (CDA) HLHPK; 1P Mk 5 H P A mith, 22 45 X e 3R 28 WX 2% rp A A
M PR IP #udik, ik MoCReae 2T (Bl PR E R it Pk

CDA 7E Cisco Linux i+ 5 AL Fiz47; SER 4% — & 51 Active Directory 384525 (DC) 5 4L, F
Pl RN P GRS RS AR E TS b, FERAE 1P sk A P 4
S B ANE R A A T L .

MANT 2, CDA A AN ERE 4 IR %S5 51 % (ISE) AR 22497 1a) 35 i il 55 %8 (ACS) £ % 802.1x
W25 8 Sk 2, DL AN B 32 8 5k 3] Active Directory I e TENRGEH ERS 2%, CDA w]
Wk ISE Al ACS IR G H &S, 378 ISE Al ACS YR ) W 2% % 5615 BN .

BRI B EMN %4 % 5% (ASA) Fl Cisco IronPort W48 22 4= 4% (WSA) %598 7 % 45 7] | RADIUS 1)
PO LT — 55 CDA &2 H., SREUESH TP 2 7 S A Wit 44 -

o i - CDA W LUVIRLR F1H 90 4% (03 AR W 238
o SEEETHR - CDA MIWIROR EINH W 4 . BRTEHGELE 00 2 A WAL A R

X A SE BT BOX IR i, RGERN R B B SR EEAT R A AR T, BLR WX RiE 6
TR P AT Ja S 5

B, SRR R IEAR LT AN, CDA ZIRHA] BEAE A7 DB R E WL, HAK
B RS AR AR B, 55— 5, W R H A RIS IEEN, CDA K446 N 5 2 JiAH
[, R SR 5 2 WS A B AR A, CDA 2R 120 58 WS A2 A 5 Bl R SR V8 2 B0 (R
A A Aty M R BB

[FIAE, T 2 i RIEA N B T3, CDA A% B % G2 A7 b 24 B BT A B Ao IS 1) 2 148 24
PRIE, (HAS KORGS5 . 51—, WREREEN EZH], CDA KRG N 5 2 Fi AH
Al Un SRS A o R AT A AR AR CASIGHT W SR SRy e RN 55D, CDA 2R S8 T2
HIT AT A 32 BRI (0 A2 A0 3= 30 35 R SR B0 s a6 CRARARATE M R A A0 A 22D

CDA KIL. 4E47 DL ESRALR) TP 2 P & 4y B AN 0] DAL 5 TPv4 Bk, 367] DL 55 TPv6
H k.

CDA Wl — AN EZ N ARG HERS S KIEHE.

WAL AT Active Directory 3845 il 85 B 27 % 2% K AE MM, CDA ¥4k2kizfr, AZim. e2M
HAB RGBS . B2, CDA LEHITHEZLTE. CDA HANE “WBiE” Ui, wHrs:
BN Linux 3682, JF B 70 R 22072 7 35t i 51037 e 2 X s b B2 . R CDA B 5 %A il

[ oL-26299-01

Cisco Context Directory Agent 1.0 fRREHEEEE W



§1ZF Context Directory Agent #Lif |

RS INRE, (HIE LV 9 5 A ) B AR T BRI RS, e S ThRE G B B A B
CDA BT F A4 B RADIUS fR%5%%) , FF7E 2 CDA Tl NI #5467 21 % | CDA. 7%
EERENE, FEEMNHD CDA ZEEMNE RN G4, AL EMRESER.

HEXEHE:
DIReMER, % 127

1-1 7R /2 CDA o T7 B DL, fEARBIT, A — GRS SR, B RO k55 4%
D7 T A2 R 2 o VR B B U 2% R, 17 CDA A8 RADIUS 53K, A i) 8 i 5L
M. — B4 BoR 1P 2R Sy LS 415 1) CDA R PR BRIE G e dkees . TH 2
#5345 BRI 2 R B T I 2 M U5 R AR .«

TEATRGIH, CDA @ 7R % 6 25 tH 3T 1 S 30 00F, B @ 3% 7% H 7 2507 AL PR ¥ ISE
PAT I G BAE SR B &4y . CDA 5 ISE MMM ATET, CDA REBSIE LK A AF T Active
Directory Ml 55 %5 i 5 43 B AE B 40 IR 55 % O R P S 2

Wi ASA TEM 2 R ERE A VPN 4138, CDA 20K B Active Directory {8 FH 2 4, &
AT DA 0l S B A

& 1-1 CDA Z=#y

302007

MS 5 H 2§ B# ISE/ACS

CDA 11 53:

o VH AP CHEREAIIREL, FANFHLED TP B P S
o R BV TR TP B P B ) S e A

o UL REANMM (CDA FHSIZEHI2E) ARG,

o YEY IP BIH B WL 205 H 3.

s BARIEER.

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
m. 0L-26299-01 |



| 851% Context Directory Agent it

IHERIR

o SR IRZASK H Microsoft 4% 4% . ISE/ACS 5 ASA VPN HJUlf . CDA 276 FH 7 A8 {b I i
HHRE
o DRI S0 HERER, TR IP BRSO L
o RMUHMEMA I E CDA I EHLH, EFIHTHG 7R EFE M.
o CEMNEELLIAMMUR . A ROWE H FOES TTL 52 L.
CDA 5 &g rp ity LU AR A2 B
o HWBK
e Active Directory 35 il #5 U1 H AL
o RGLH BRSNS i

TH R B AT CDA EEhR R (F/ERE 80 bt IP 2 - S0y LS o T 2 e & 11 5%
e M CDA fiz IP ZIH F & BRI
o JZUL CDA 1 1P I F 7 S5 4 () Bl 55 388 0
o STEEET S B O R
e j#it CDA X} Active Directory 1T FE A Wi 4% .
o H#EM Active Directory £ & 415 & .
o X CDA AKB Z) 5 3 1) TP BEAT P 2% £ 43 B0 AIE 5] iR o
o [i] CDA % i 9l V£ 38 i ) 45 B 473 565 1F I 30 1) 3 B 53
o B VPN £GP B 7 50 1w i o
o AT NetBIOS #ill, Jf ] CDA e i I i id Al o
X LT HE A RADIUS MK 7 i R H B R .

HXEE
e Active Directory 4=l 25 11 H AL, 2 1-3 1L
o RGHBEMSAHME i, 5 1-5 7

Active Directory 13351 2381+ E

CDA i#% Active Directory Bz Hil 25 2 - H &, DRRH P ERIE KRG B R4t
LRI R .

Ja3 )G, CDAKEE G R TREME D (Eies) « BaFIERIEIT)/E, CDA ¥k
MREIFRRHA P ERER . BEREHAPERFHMN, CDA HFEER Active Directory 42 il .
CDA f§i[i| Active Directory F /i 42 Active Directory 4% il #5 .

CDA 1] Active Directory F /" W ATH & T FFALR, A REZEHE MG 45 Active Directory 342 i 35 .

CDA 1§ H¥J Active Directory H I D38 B A0 I A 015 40 O %2 2% 5508t CDA M T (AT 5 48
CDA ¥ T W& EIhEE) , WAL Wk,

CDA F Active Directory 342 ] % 2 [] (1) 32 4% [FAE A5 ] MS NTLM P47 5%FE. CDA %M1 2 XX
FF NTLMv1 il NTLMv2,

[ oL-26299-01

Cisco Context Directory Agent 1.0 fRREHEEEE W



§1ZF Context Directory Agent #Lif |

WSk 8 ISE #1 ACS B RER

w4y, R T8 W28 FIAR R — &R 70 2 2% 0% T AT 802.1x 4l Uy 1) X 2% g FH 2 M ke 4% F
AD TAEuh (U1, Apple MacBook B¢ iMac. Android B iOS HL % 5 P AR HL AN, B HL A AN A FH 45
BRI U] 28I, I AR A 2l A AT B, B ABATIAS S 3 Active Directory 3.
FEIXMIENL T, CDA okt i 1P 2 & (L

it 5 ISE Al ACS 22 H.,, MNREFX e B A, CDA BIEAR LEREM 4G5, dMal b
K 22 1) D0 45 5 SR A4 TP ik B 5 3 (IS . CDA M ISE FI/88 ACS #2I R4 H &M S, LR
BRM R P S0, AR5 70 BT X S SR IOH A A4 A0 TP Mk, R (R B ] &
iR T

Kl 1-2 IR T CDA Wi it 802.1x & FH/FA19E 802.1x AD ExFHM: (AD FdE AD) .
& 1-2 5t AD FIFE AD E#f

#F RADIUS
B 802.1x &%

BF 802.Ix i
MEIENIEF

SRS SIE

Context Directory

KB 802.1x By

SHEET S0 Agent vy
RERHI R M % P48 ia)i% &

Microsoft Active
Directory 13i{%#l 25

THUEEE R, ASA CX FIl WSA 538 9l 15 2% 1] K i 9 4% 2 i il o 22 4 R o, BRIk i i ¢
lﬁﬁ RiLiE L Windows iﬁ%ﬁﬂﬂ%ﬁ%ﬁ Hi&, &2i@idS ISE/ACS &Rz H /s B, CDA #
2 DUAH [F) B % 3 m) ¥ 2% 1 & AL I IE S B

371132

X ER
o KIEMEWARGHEMHE, % 3-13 1
o UNINANZR R R G H R SS AR I, B 3-13 T
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CoA e Sy Reen M

B4 HER S5 25 i

CDA WAL Z AR BB R B H B k4G — AN RGH EIRS 4. & LAEH 1P
FH P S EE . X HERNES CDA tHEHL AT WA IR % 7 H BN A .
gt H AN R L5 B fE ) i Bia 4T H AR ST 4%, HREW IR 4 H S B PTA B Arit
FHL.

BIN—ADEREANRGHER U, CDAEA L7 Y 29 HERS . &l LLdER ER S 40 IR 5%
5|8 (ISE) ARl 22 i M $EH R4 (ACS) HW ARG HEHEE .

HXER

o THWWA, M 13 W

 Active Directory =l g 1t 5 AL, 2 1-3 1

o NI R G H IR E/ S I, B 3-13 T

CDA t%gES5# RAEN

CDA #x % 3 HF 80 G EHI a4 tF 5N, FFEmZAE N HBZEAF 64,000 TP B SO (OB . B %
SCHF 100 65 S0V P e . CDA REFP AT AR EE 1000 /> TP B H P B i Cs AR D .

MAELH, CDA W3CHF 3 MRGHER i (GEARGEH SRS HD o 20 MEH L 5 AIF
ITEE G A

CDA ERE &N

& CDA I # i & LR R K

e CDA fii ] UDP Wil 578 2 ik & B3l DRk, @iAEREVHE 2 &80 i X 3 & CDA. 1X
— R{E CDA [R)¥H % W45 KI5 R AR I B3 OCEE,  RodId WAN Ak R FER .

o HWERE T AIFTE CDA 1AM Active Directory Iz Hl#5 SREUTG H P &R EE . XK,
H R 54 CDA BB RSREUIT A H 8 58 . Bk, 7E Active Directory 3545 ffi]
A I XA 3 CDA A s il FE 1

o NfRIERMRE, RTUAEHBAECEME, HAZMAAIE Active Directory $84% fill % £6 22 41 [7] FH
JUEFAG R CDA. R —A CDA BAMR, & Y)# 2% — /> CDA.
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CDA ZEZEIN

& 13 CDA SBEMEFXRE
7 A — Rakalia
o] [
. -/
&

CDA

-or[ .

7

A—T

~

Active Directory
= 25

=

L[]

RS
»
3
R
B

I3 2

HEeE N

i
R 11
mEea N
~l=\/¥/

Active Directory
IR
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Cisco Context Directory Agent (CDA) 7& —#KF1 €K ISO BRI AR A, w] EAM Cisco.com T
o AL BELEL ] x86 iHEHLEL VMware ESX IR 45 %% FRBRINLF, HAZ08H B H
2% £ 1 Active Directory 3832 il 2% .

AEAE L)

o EIR, H2-1

e ‘%% Context Directory Agent, f 2-13 1T
* M AD fLEEF2 %] CDA, 2 2-15 W

AL E DU 3

o MFMBIERS, H2-1 W

o MEREIR, 22 W

o EREER, ¥ 23]

o JRium HFF, 5 2-3 0

o SZILE CDA RINiE$E 753 2 1) Active Directory 3K, 55 2-4 1
o SLILE CDA RRIhi%E+#: 753 2 1) Active Directory 3K, 5 2-4 71

XFERBRIERS

CDA %35 1E 5 H 40 % 1 Cisco Linux #-{E RS b, fEMHEHL FEE VMWare IR 5558 2238
CDA ISO W%, Linux B/ NERVE RG#HAT %3, CDA MHBEIZ RS Ligir.

HXEE
o MEfREENR, % 2-2 7
o EHRELR, 23 W
o SUILE CDA RRINIERE 753 2 1) Active Directory 23K, 55 2-4 71

[ oL-26299-01
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N =5

X #5/Y Active Directory iz 2

CDA Y #:LLF Active Directory 7 :
e Windows 2003

e Windows 2003R2
¢ Windows 2008
e Windows 2008 R2
e Windows 2012
e Windows 2012 R2

BHZEX

CDA LA FUE ST (% F % 4 5k VMWare. A AfE UCSC-C220-M3S ¥ # F %% CDA, %
SRR 2-1 T2 0 RER,

FEAEMEOLT, CDA THHEAL LI 2L 2-1 o FRAERE AT VMware VG

# 21 W7 & B EZHEIER) VMWare f9fm 6/ 1 EEEHER
atf 3B

CPU Intel Xeon 2.66 GHz Q9400 ([U4%)

RGN AT 4 GB SDRAM

il 35 7% (1] 250 GB

RS 1A WO REUBMIM R X1

UCS-C220-M3S # 4%, W 4if# ] Broadcom
5709. 1 Gbps X I/ £ #% 14.

22 | TAE VMWare [ 22%¢ CDA 442500 2 B SR AIREE A 25K

# 22 VMWare #9RICEHER

HF e

CPU 2 AN B EE A

RGN 2 GB SDRAM

figi % 2% 1) 120 GB

ZRS 1 MR FE. CDA X F Flexible Al
E1000 XM 254 T+ . A SCFE VMXNET 2
1 VMXNET 3.

HEEm

o URMBERD, H2-1 W

o EREER, ¥ 23]

o SZILE CDA RIhiE$: 753 2 1) Active Directory 3K, 55 2-4 1
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FERER

=x N

CDA AiReMS 5 T A & BN M HEEH K Active Directory 3845 il #5 v H AL LA K Af
BREMNHIFRGHERSSEHBEGE, AIEFEEIT. cBHHER K, HFHELE CDA M
ICRE IS RN R R, S HERRME Y, LHFAA BRI EI CDA
Z AR fiER: . CDA K2 5% M| #31 RPC ¥ [ 135 (UiER:. @R, i h| 8k sh& ik
BRE I .

WIRAEATAT Active Directory 3845 il #8 1T ML 21T Windows B k5 (BRI Ath [R]85 =77 Bl K 4
B, M ZUNIX B 2 b (1) By K RS ERAETC B 0 B A, DL T I8

A5 LA Windows 5 K30, FEANNZHAE ] iz 4T Windows 5 K3 IAEAT 23 L Z0E L1 4b .

X AR 2 =7 B KB, 5 B N R R SRS, e ] P A L ) 451 b

EEES /M Active Directory I 85 1T 84 & B A Windows B A& FISM

B xH# H GUT 7E CDA 1H 5L AL E 14 G M57 Active Directory 384z il 28 1H5 AL, Wi SR AR Z 407
b 831 EAL_E B Windows Bij k3%, T ZAE 2455 i Bk 3z ) 23 1 A1 B X Windows Bk
R g4k, LA a) DLgE T 24 ) Windows & PR £ (WMD) A< 1E

b B iz e 4 1 85 1 B HLIZ 1T Windows Server 2008, Windows Server 2008 R2. Windows Server
2012 5% Windows Server 2012 R2, AJ LAf# F LLF Windows #7447 (‘57E—47) FLE I WMI AH
R H1 <

netsh advfirewall firewall set rule group=" Windows Management Instrumentation (WMI)" new
enable=yes

1 B e 5 ) 28 1 WIS 4T Windows Server 2003 Bt Windows Server 2003 R2 (%23 | SP1 B &
WA, ATLAE A LLUF Windows #7447 (S7E—47H) AL E It WMI AH S [ 451] 41 -

netsh firewall set service RemoteAdmin enable

HEER
o CRMBIERD, H2-1 W
o MEMFEINR, 22T
o SEHLYS CDA IR 77 /£ 1 Active Directory Z3K, 2 2-4 T

Fiftim A 55

# 2-3 4 CDA 578 9 4 85 1 FH A0 308 40 A& gz 1 Bl (TCP) AT P #di ik i (UDP) iy
Mo BRIAMEH T, XU 7E CDA EATHT IR . CDA a5 55 I Hi 85 @ 45 (1 .

# 23 CDA _EBtU L FHTFF R A 8955 5%

wOwS Y |BRF B

22 TCP |Secure Shell (SSH) P CDA SSH CLI & ¥

80 TCP |HTTP (Web GUI, Hi€[A%| HTTPS) |CDA GUI B H 11 (VT EER)
123 UDP |NTP B} 171 IR 46 52

443 TCP |HTTPS (%4 Web GUI) CDA GUI EH#

1645 UDP |RADIUS CDA 17§ 22K % & (ASA/WSA) #21
1646 UDP |RADIUS CDA FliH 2% & (ASA/WSA) #211
1812 UDP |RADIUS CDA FljH 2 K% % (ASA/WSA) £ 11

[ oL-26299-01
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# 2-3 CDA _ERtULL FH IR ZHIdm 155 (4E)

wOAwS Y |BRF BiY

1813 UDP |RADIUS itk CDA FIiH 72K %% (ASA/WSA) £ 1
514 UDP R4 H& CDA #i1 ISE/ACS #1

1468 TCP | R&GHE CDA F1 ISE/ACS %1

6514 SSL  |SSL #4iH & CDA Al ISE/ACS #1

2.3 ARG DR TATHRES, A RefRIE CDA 5 ASA B WSA 2 [R]85 1 .
DA 3ty 14 CDA BEFE 2 18] (1 A 303845 TR, 6] R B4 A I N 5K A«

e 8005

e 8009

e 8020

e 8090

e 8091

o 8092

e 8093

SCIN S CDA pRIhiEIEE# 2 B Active Directory 23k

CDA f#H Active Directory 384 1] #3 4 i) Active Directory & 3% B #Z H 4 RIEH P B RE B .
CDA i 4L Active Directory JE3RIUH P ERE R, A REIEFIBIT.
£ Active Directory 4% il &% b R AT DL #4E

1. #ifR Active Directory WA ZSCRF (T2 [ SRR Active Directory [itA<) , Jf H. Active
Directory 3% 2l CDA Z [A/FAEM 2% EH: (152 IEH ER)

2. MR TE Active Directory 3% il 85 b %345 4H % 1) Microsoft $M T o
o WEBEENX Windows Server 2008 AILL AN T
a. http://support.microsoft.com/kb/958124

BEAN T AT AR P Microsoft WMI AR5 CDA 5 3842 il 2% 5 N7 B 3 3% 2 1 P4 A7 Yt JRs i 723t
(CDA & # AT HESTE CDA Active Directory 385 il 88 GUIT T & Db n) @, 3% 82 il 2h
LIRS R “IEE” D

b. http://support.microsoft.com/kb/973995

BEAN T AT f# U Microsoft WMI /R Wi Active Directory $84% fill 7 ) 5042 il 4% 1) %2 4= H
HEHHNDEH PG HA R AR AN AR . Kk, CDA W e TGk M iz dsdz il 25 3k
HUA P & s F AT .

o HELEEE ST Windows Server 2008 R2 LA R4 T (BRAEZ % SPD) -
a. http://support.microsoft.com/kb/981314

BEAN T 0] fi# Bk Microsoft WMI HHE /R 55 Active Directory 3532 ] #5% [F] 45032 1] #% 1) 22 4= H
ETBEANBEH P EREHMNAMIRNE, Kk, CDA A #8T07E M Z 33 H) 33 3K BT
HH P &EFEM,.

b. http://support.microsoft.com/kb/2617858
BEAN T MBS Windows Server 2008 R2 H1 R 42218 1) i 2 50 8 S AR

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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B LR EERE A H 1) Windows “F & WMI AH G ] fAh T -
a. http://support.microsoft.com/kb/2591403

REEPBE AT 5 WML AR S5 S A AL 1 B R Th REAH G o

. Hi{& Active Directory ¥ F /7 & FFH 4 1d A\ Windows %4 H &

IR “ W #Z2RME” (Audit Policy) FIEE ( “4EMEE L [Group Policy Management] 1% & I
—H# ) T RV S FAE Windows %4 H G AR B EHAF GX 2 ERIAT Windows 5
B, (A RE R B IERICIR) o 155 R E H R, 5 2-6 U1,

WIAFAE B A R BRI Active Directory H /7, LAt CDA #H: % Active Directory B #H .

7E CDA M T 2+, A PLEBEZH P &7 N Active Directory 38 ¥ A AL . $ IR EL R

By, N B OUZE P B B U P SORLRR
- Active Directory FH 7 NIBE BE 51 20 % 01 InF 75 EEROBLURR, 56 2-7 T
- Active Directory F /7 A A& 380 B O3 20 B% 01 I 7R IR, 2 2-7 Tt

. CDA {#i[If] Active Directory i /" ] LLiliid NTLMv1 8¢ NTLMv2 #E47 3 5630F . 75 B I8 AIE

Active Directory NTLM % & /& 155 CDA NTLM % & —%(, #fiff CDA fl Active Directory 1%
P48 AV ST R D ) 3R E . B 2-1 I T A Microsoft NTLM i&5i. Wi CDA #%
EANTLMv2, CHRE 2-1 FIH TR NN ED. 15 CDA % B N NTLMvL, (U SCFFRT
HAEI . F 2-4 XX — SBHT T R4,

% 24 &F CDA 71 AD NTLM /R KR EHIF % 1§51 5 iF K2

CDA NTLM i = %I /Active Directory

(AD) NTLM & & &IR NTLMv1 NTLMv2
42i% LM A1 NTLM i 37 VR TV HE
Ki% LM A1 NTLM - {fi ] NTLMv2 £ | SuiFiEd RV EFE
wZA, W

H R i% NTLM Wi B RV RVFIEHE
WK% NTLMv2 I 5 TV TV
Hki% NTLMv2 RN, FE48 LM AV IESE VR IR
ET%S NTLMv2 i)y, FE44 LM Al A 2 2 5 RV EFE
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W B AR

2" 3

PR 2
£ 3

EH 4

& 2-1 MS NTLM S35 iF XA

-

MNetwork security: LAN Manager authentication level Properties Iilﬂ—hj

Local Security Setting | E wplain

j' Metwork, zecurity, LAM Manager authentication lewvel

Send LM & NTLM responges

Send LM & NTLM - uge NTLMw2 sezzion security if negotiated
L5 Send MTLM responze only

Send MTLMvZ rezponze only

Send MTLMv2 rezponze only. Refuze LM

Send MTLMvZ rezponze only. Refuse LM & NTLM

0k, H Cancel H Apply ]

3033M

6. AR OOV RVFLE E 7 2 Active Directory %45 I dilhost.exe 1B KB HLN] o

BXEE

o UFIMEIERS, F2-1 W
o MEMREINK, 22T

o EHREIR, 23 W

WifR “H A% RIS ” (Audit Policy) FJEE ( “ZLIEIEE " [Group Policy Management] 1 & 1) —3
%) FRVFEIN I FEAE AD S 8 EHLI Windows 264 H B A o B AE GXAE BRI
Windows % &, {H A RIE & B IER IR .

IR IEFFFIE (Start) > F2F (Programs) > B T B (Administrative Tools) > A IRIEE # (Group
Policy Management) .

FHLE] “I” (Domains) TR, B FHIH .

BEFE “BRINIAE ) 25K 0E 7 (Default Domain Controller Policy), i ii Bbs 4 8 IF ik # 4 EE (Edit).
o e i R S 2 S A L G AR S

R 3% PR ER N385 H1] 88 3R #E (Default Domain Controllers Policy) > i+ HE LA E (Computer

Configuration) > 5RH& (Policies) > Windows ¥ B (Windows Settings) > Z£# & (Security
Settings) .
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e % Windows Server 2003 5 Windows Server 2008 (JE R2) , iHMKIKIEFAHERE (Local
Policies) > # 1% 5KH% (Audit Policy). X T 8 #% K B FE 14 (Audit Account Logon Events) Fl
T B FE/ (Audit Logon Events) X F MR % H, Bl A 2% H AR KRG B (Policy
Setting) F#%EL[A1HEFE T (Success) 5. EMIEAFE I (Success) 51, “HugE”
(Policy Setting) 115 B Nk & X (Not Defined), X 7~H R K M = 2o sk &, H.
RO RIS B 7 (Policy Setting) DAZIIC B A H L & BT (Success) 2% 1F .

e %FT Windows Server 2008 R2 1 Windows 2012, &K IKiEFEE R H 1% KIBH E (Advanced
Audit Policy Configuration) > 8 1% 5R#& (Audit Policies) > ¥ /' & 3 (Account Logon). X T
B 1% Kerberos 5135 iF k%% (Audit Kerberos Authentication Service) 18 1% Kerberos k%%
ZiF#1/E (Audit Kerberos Service Ticket Operations) X% /N SIS0 H , #f R EAN T H AH N 1
WS B E (Policy Setting) B4 0% /] (05 BRI (Success) 2614, w1 EJTik.,

BB 5  W1H SUT RIS (Audit Policy) i H % &, MIiz{T “gpupdate /force” 5 il {5 5T &% B A3

Active Directory Fj P 918 B8 5340 R AT B ERIBUR

PLF Active Directory fRASAS 75 EEREIR AR :
e Windows 2003

e Windows 2003R2

¢ Windows 2008

%t T Windows 2008 R2. Windows 2012 F1 Windows 2012 R2, ER\IE O T 180 B 5 40 % Windows
BRE RGP ) Sy I R TR A e S HIRUR . A{RIE CDA REWSIZ1T, Active Directory & FE i1
WAZJN Active Directory F P F&ALER X LR v A 38 T 58 4 32 il AU BR

e HKEY_CLASSES_ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}

e HKLM\Software\Classes\Wow6432Node\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}
FR TS B HIRUR, Active Directory & H G A1 1 S SFRAFEM R DU TG B B4 T7 7%

HB® 1 E SR RIUE R A #E” (Owner) EITF,
$® 2 i Permissions (AR -
$® 3 i Advanced.

Active Directory F§ P 213 &3 5 4A B 53 A R Z AU LR

HRIE CDA 15 Windows 2012 R2 Bt & {#H, Active Directory & # J1 20 S5 N Active
Directory F F' & L5 DLF v 2 T 1% 5 4 48 il AL B «

e HKEY_CLASSES_ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}

e HKLM\Software\Classes\Wow6432Node\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B6}
Active Directory F| P AN&E TIE BLOVAH, HJE TIH P AR, 072 & LI RR:

o WEREMEL L, EH2-8 W

o TEMIEHIE LA DCOM AR, 25 2-8 1T

o il WMI Root\CIMv2 % FR 25 (A AL PR, 58 2-11 7T

e Active Directory (% il 2% % 2= FH M H AW BURE, 56 2-11 1

Cisco Context Directory Agent 1.0 i REFE B4
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b =x

PEREMRER

#ix

IR DUMACREH T LR BT A Active Directory iiAS :
e Windows 2003

e Windows 2003R2
e Windows 2008
e Windows 2008 R2
e Windows 2012
e Windows 2012 R2

9T T LU CDA, TS U SELE kI 605, B CDA 5 s 198 2 [ S 5 i
B, DURZN P B 3 W T 0, A AU AT SRk I k. CDA SR AE B i B s 75 %
L E e R,

I R TE] A OB R B, B A R HE AR, 7E 2% Windows 2012 R2 B, 75 BRI
ey R I, AN, MRS A S E E CDA EREZ4.

A RXELTE K, 155 WP MR . Active Directory B FE 51 18 A LUK 56 SO i kG G 29 J&
AN reg SCARSCAR R, FERTZ SO SEBOE M R . AN S Bk e MR, P e AR AR
RILHI A

Windows Registry Editor Version 5.00

[HKEY_CLASSES_ROOT\CLSID\{76A64158-CB41-11D1-8B02-00600806D9B61}]
"AppID"="{76A64158-CB41-11D1-8B02-00600806D9B6} "

[HKEY_CLASSES_ROOT\AppID\{76A64158-CB41-11D1-8B02-00600806D9B61}]

"DllSurrogate"="

[HKEY_CLASSES_ROOT\Wow6432Node\AppID\{76A64158-CB41-11D1-8B02-00600806D9B6} ]
"DllSurrogate"="

WRLEVE M FE T “DIlISurrogate” FIME AN 4 .
AR L _EBIAR BRI 24T, BRSO R 24T .

iR HI28 LR DCOM A9RER

i
$E 2
$E3
T 4

Active Directory HJ " i ZiUH RUE 2 ) & LA DCOM (itfe COMD . "I fH] dcomenfg T E
PAT I ERAE

M1 4471217 dcomenfg T H .
BT “ZHAARSS” (Component Services)o
JEFH “UFEHL” (Computers) F &y “FRATHM” My Computer).,

MEE R IERE “HfE” (Action), i “J&M” (Properties), i “COM %4” (COM
Security).

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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WRAREN XS “Ui” (Access) F1 “JG3” (Launch) [f] CDA Mk A “RUF” (Allow) BUR . Bk
Active Directory FH P ¥ INATAE WA EDT CEFXF “U5 MIALR 7 [Access Permissions] A1 “ J& 3 35 0
PR ” [Launch and Activation Permissions] B “ 4w PR % & ” [Edit Limits] 1 “ZmfHERiA k&

[Edit Default]) . EZRE 2-2.

TV “Vi AR (Access Permissions) Al “ 5 3 I G 7 (Launch and Activation Permissions)

f P A 2 s A R D )

& 2-2 “BH9EA” (My Computer) B4
General I Options I Default Properties
Defaul Protocols | MSDTC COM Security

 Access Permissions

You may edit who is allowed default access to applications. You may
alzo et limitz on applications that determine their own permissions.

E dit Limits... dit Default.

r~ Launch and &ctivation Permissions

You may edit wha iz allowed by default ta launch applications or
activate objects. You may alzo et limitz on applications that
determine their owh permizzsions.

Edit Limits... Edit Default...

Ok Cancel Apply

230174
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& 2-3 “SHIEIERAR” (Access Permissions) 592 AT 258 /5]
Security Limits | Default Security |
Group or user names: Group or user names:
2 cdauser (cdauser@IBF-2 LOCAL) 2 cdauser (cdauser@IBF-2 LOCAL)

Add.. |[ Remove | Add..

Permissions for cdauser Allow Deny Pemissions for cdauser Allow Deny
Local Access O Local Access O
Remote Access O Remote Access O
Leam about access control and pemissions Leam about access control and pemissions
o
@
oK Cancel oK Cancel 5
&
& 2-4 “B it 2E#R” (Launch and Activation Permissions) #9155
Security Limits | Default Security |
Group or user names: Group or user names:
R cdauser (cdauser@IBF-2 LOCAL) 2 cdauser (cdauser@IBF-2 LOCAL)
Add.. || Remove | Add...
Permissions for cdauser Allow Dery Permissions for cdauser Allow Deny
Local Launch l% O Local Launch O
Remote Launch O Remote Launch O
Local Activation O Local Activation O
Remote Activation O Remote Activation O
Leam about access control and pemmissions Leam about access control and pemissions
2
OK Cancel 0K Cancel b=
o
5]

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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i#718) WMI Root\CIMv2 2 #R23|8] 04X PR

BRINTEDL R, Active Directory H F'¥H “HAT 7775 ” (Execute Methods) fil “SZFFFE” (Remote

pi2
$E] 2
$E] 3
TE 4
iz ]

Enable) f{FR . A {# ] wmimgmt.msc MMC %l & % T X SRR .

R 5 PG (Start) > 3317 (Run), £ A\ wmimgmt.msc.
F s “WMI 245 ” (WMI Control) 7 i B (Properties) .
. “24” (Security) I T BT Root Ik CIMV2,

il “424” (Security).

N Active Directory FH 7 3F4% 718 2-5 s i) ZALRR

& 2-5 WMI Root\CIMv2 % #3515 594 4R

.

Permissicn Entry for CIMVZ

===

Obiject

Mame:  cdallser (ESHABAT-WSicdallser)

apply to: [This namespace only

7]

Permissions:

Execute Methods
Full Write

Partial Write
Provider 'Wrike
Enable Account
Remoke Enable
Read Security
Edit Security

wlulslslslsls]=]E

Apply these permissions to objecks andfor
conkainers within this conkainer only

Managing permissions

Clear al

l [ Cancel

)

e

Active Directory i #2522 B4 HERIZEHUR

EE1
B 2

7t Windows 2008 A B =i hiAs b, iR A~ %] Event Log Readers 41523tk H 7.
TEFTA BAK Y Windows WiAS b, RT3 3% B G0~ 77 2 4 4R i 2 0k SE L

TR

AR ) STD BLZRIRN 2 A F H & B U5 R AR

A AT LR ar 45 BT SID ik 7, &l 2-6 fiow:

wmic useraccount get name, sid

IR TT LA BATR i 2 81 H R E P A4 A

wmic useraccount where name= “cdaUser”

get domain,name,sid

[ oL-26299-01
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HB 3 B SID HFuFEM R gmbEds, HXERU N IE:
HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet/Services/Eventlog
P® 4 S “%4” (Security), X CustomSD. EHZHE 2-7.

W, EHERXS cda_agent account (SID - S-1-5-21-1742827456-3351963980-3809373604-1107)
HIE B PR,, A%\ (A;;0x1;3:S-1-5-21-1742827456-3351963980-3809373604-1107)

$B5 £ DC FEFES) WMI RS . %A LUE R LL T PR 7 X E 5 B 5 WMI RS
a. M\CLIEZfTU T2,

net stop winmgmt

net start winmgmt.

b. 11T Services.msc (ULEEVERITIF “Windows R &5 H” & 1)

7E Windows R & B % O, %) Windows Management Instrumentation IR 55, %8 5657+
EH “EHEEN” (Restart).

& 2-6 FIH A SID

mmand Prompt

Microsoft Windows [Uersion 5.2.37981
(C> Copyright 1985-2883 Microsoft Corp.

ﬁ:\Documents EUT Sgtgings\ﬂdministrator)umic ugseraccount get name.sid

ame

Adminisztrator 5-1-5-21-174282745%6—-3351763780-3809373604-500
5-1-5-21-1742827456—3351763780-38A9373604-5A1

krhtgt 21-1742827456-3351963988-38A7373684-5A2

SUPPORT _388945a8 5-1-5-21-1742827456-3351763780-38093736041-19AA1

cda_agent 5-1-5-21-1742827456—-3351763780-3809373684-11A7

C:sDocuments and Settings“Administrator>_

=
8
& 2-7 47%8 CustomSD F#5%
Ed% String 21|
Y alue name:
ICuﬂnmSD
Walue data

&|mr2
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224 Context Directory Agent W

224 Context Directory Agent

TE1
$E 2
% 3

TR 4

Context Directory Agent T4 ISO W% . A LAM Cisco.com FHAZHAFE, HIH 3L H x86
THHHLE VMware ESX I %5 75 L.

CDA ¥ VMware ESX iRA 4.0, 4.1 LA} 5.0.
WEALE VMWare 223 CDA:

o DAL FRAE BT B ERAE RS MEAN Linux CentOS 4/5 32 47 (Use Guest OS as Linux CentOS 4/5
32 bit), ViEHERGH B RS SRR T,

o WAL FE LSI Logic Parallel /£4 SCSI #%#1] 2% .

e VMWare T B H 343,

E R4 Context Directory Agent, iFHITIA TIR(E:

T # CDA 1SO W8 cda-1.0.0 xxx.i386.iso FEARLE B A K A4 e o

¥ 1SO B4 %5 %] DVD.

AN DVD, 46K %2 R WAL IR T

CDA HARERI T UG 235 . La55eiaE, EHRsITEN. Bt fEse )G, R SRl Fign:

R R Rk kR R R R R

Please type ‘setup’ to configure the appliance

JA B R A TR ER 8.

FEFRFTAL, FaN “Setup” JAZNZERET . RGKGIER LN M2 S HONHT JLASEIE
PAR 27 ) R 22 R 7 R BRAA S 7 7 81«

localhost.localdomain login: setup

Press ‘Ctrl-C’ to abort setup

Enter Hostname[]: cda-server

Enter IP Address []: 192.168.10.10

Enter IP netmask []: 255.255.255.0

Enter IP default gateway []: 192.168.10.100
Enter default DNS domain []: cisco.com
Enter primary nameserver []: 200.150.200.150

Enter secondary nameserver? Y/N: n

Enter primary NTP server [time.nist.gov]: clock.cisco.com
Enter secondary NTP server? Y/N: n

Enter system timezone [UTC]: UTC

Enter username [admin]: admin

Enter password:

Enter password again:

Bringing up the network interface...
Pinging the gateway...

Pinging the primary nameserver...

Do not use ‘Ctrl-C’ from this point on...

Installing applications...

[ oL-26299-01
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B 223 Context Directory Agent %0 T

Installing cda...
Pre install

Post Install

Application bundle (cda) installed successfully
=== Initial setup for application: cda ===
Generating configuration...

Rebooting. ..

SES LR HIEH CDA %M T . 1§24 %% Context Directory Agent T, 2 2-14 Ti.
$T6 o LIETENLE RS )5 8% CDA CLI JEWIE SR B 2 3etE 0. UL R kP 3R
e
# login: admin
/admin# show application
<name> <description>
cda Cisco Context Directory Agent

/admin# show application status cda
CDA application server is running PID:2840

$® 1 IAET LB S CDA A SHH JFIGHC & CDA.

£  1E CLI M GUI H ] U FH AE W] 46 22 2552 Fe vh F e O P 4 A i . 4o SR A P 3 T o 2 GUIT
4L, CLI B ASHAR, RZIMA.

HxEE

o NFFHEMERS, F2-1 W

o MEfREIR, 3 2-2 7

o EIEER, 23

o SLILE CDA RRIhiE#: 753 2 1) Active Directory 3K, 5 2-4 71

% 4% Context Directory Agent T

Al LAM Cisco.com #4225 5 ¥ CDA 1.0 #h T .

BB QIR DMERANT 122 CDA. BREGIEBIEAEER UL, ES0 “repository” —15,
4-105 .

$B, 2 FKECH CDA Ab T 8B 6 2 B AE0
$B| 3 &M “patchinstall” —7F, £ 4-26 WP, %3 CDA M,
$H 4 LB NIRRT R O gk

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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M AD kEEERZ coA W

/admin# sh application version cda

Cisco Application Deployment Engine OS Release:
ADE-OS Build Version:
ADE-OS System Architecture: 1368

Copyright (c) 2005-2011 by Cisco Systems, Inc.
All right reserved.
Hostname: pmbu-ibf--pip08

Version information of installed applications

Version : 1.0.0.011
Build Date : Tue May 8 15:34:26 2012
Install Date : Tue Jul 15 08:53:18 2014

Cisco Context Directory Agent

Version : 3
Build number : NA
Install Date : Mon Jul 28 09:35:09 2014

M AD {X3EiT#%] CDA

CDA 5 AD R . R CEML P HE AD R, 7 LG I B # oy B oA 2 AH MR B 1)
CDA, TFXHET 0B KBS iR T7 Zrh i H A 244 (Active Directory iR 55 a3 Al B 173 78 9% 28 %
% [ASA/WSAD) HEATHA 5 s s T+ 2

M AD REEFHF| CDA 25, % 7T AD IR B HEHE R

18 HH I B e 01

i AD fXH iy 4 adacfg options list

o HEMRS A, OF 1P HibkfR 4

{fF AD 1 FE 7y 4 adacfg syslog list

M Active Directory DC %113, BFEH P 4. %5, FHLAE FQDN:
il AD fUFE iy 4 adacfg dc list (BRI, )

HRw R (BFR) , AFFE P /7M. LR,

i F] AD fCFE 44 adacfg client list (R G R L9557, D

HZ 5 Active Directory U 1.0 JR Z IR E 757, 1 i Fikdin & W PTA 1R A R B
LRI K AD AL AR E CDA.

(A& ML # Active Directory % M1 B . CDA H/] AD M4 24T AD ARH P
dcStatusTime (&, CDA 11 10 MEGAEAF T AD ARHE ) 60 FPERIAE) -

CDA H B it 3 24 F AD AAH i) deHistoryTime (JEE, CDA 1) 10 2B ERIE A
7T AD AR 24 /NFRPERIAED .

CDA 7 & 5 A B 2T AD AR ) userLogonTTL ({EiX— i b, PIFE ) 24 /N
BMERAZESR) -

[ oL-26299-01
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W )\ AD RTBiT#Z) CDA

o TEDC i EN L& E L4 %M. AD /R CDA Z[EIH] Active Directory % 4= SRS % B 2 71X
& T Windows 2008 R2 R %5 #% . XF T CDA, W& “U A% % Active Directory %5 %8 ”
—, B 7 GBI 2 TR ¥ B Microsoft Windows 2008 R2 filt 55 45 ik F# AL BR

o miE, RiE AD fLHK logLevel it & CDA [ H &% 5% & .

o B3, Wil adacfg syslog list [1] CDA ¥R IIEE R4t H E M4
o J#HIT adacfg de list 7] CDA #RI1TH Active Directory IR 55 %5 .
o J#Id adacfg client list [7] CDA ¥ NG & 401 P14

F CDA R4 %3 % # AD [RILAR &S 250, anfd AR F=AL4 /1P Hoht, TEFHE E S Rix&
(ASA/WSA) it &, MR &E HshERET CDA USRS rEE .

WS g S, TR HITER B RN T CDA RS, ML B i mig &M s, [#HLg
HHTH) CDA 458, HREZER, ES W Cisco.com LA ASA Fl WSA XCH%.

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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{8 F Context Directory Agent

Cisco Context Directory Agent (CDA) j& K3 K HTTPS WM 25 N H, (FH B4R

REMAELLTHNE:
o THRCDA A/ HmE, 53-11
e {f CDA H P ST EEE, 26 3-3 T

THECDA PR @

i Rl N

o SCRFMININEAS, 2B 3-1 W

o 3k CDA H P 5ti, % 3-2 17
o CDA #Hilfitk, 5 3-3 71

SCHEFRI ST

CDA SZHFPA NI VA%

# 3-1 CDA #FHIH %

BIERG SIFFRO ST RS

Linux Firefox hft4 9 #1 10

Win 7 Microsoft Internet Explorer it 4 11, Firefox iz 4% 41. Google Chrome fZ A< 45
Win XP Microsoft Internet Explorer iR 4% 8. Firefox iR 4% 9 FIRRA 11

Mac OSX Safari HitA 5.1.5

HXER

o F CDA HHF S, %320
o CDA ¥&E#ilHtk, 25 3-3 01

[ oL-26299-01
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B TRcoARARE

ERCDAARFFME

Rn] LLFT T 0 230 B &, a9 2% ST i 4% CDA.
FEE 5K CDA J /7 FHH, 35 PAT PA T 5 4F

BB EMEN AN CDA 5L URL https:/<ip_address/hostname>/cda
$ 2 (£ CDA BTN LAEN (E 3-1) , AR5 8E5HEF (Login).

& 3-1 CDA ER7T
@ Context Directory Agent
| 1.0.0.011
User Marme I r I
Password | |
[ Remember username
Problems logging in? '
Copyright 2012 Cisco Systems Inc wiliarli ')
cisco | 5
(=)
)
o

.

BB 3 OF SN RO B R CDA $EHIHR (F 3-2) .

Cisco Context Directory Agent 1.0 i 2 & i 151
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7£ CDA AR mEHiTHRE H

& 3-2 CDA /Z#IETHR

r : sdma |t
atlnalne Eﬁlﬂit&' urgcgﬁ.-ﬂ'
e 4 Mome  Meppings| v Registersd Devices  Uvelen  System | v £

Configuration Status

Add Active Directory Server

= 1
3 '
3 Doessing
wer Dhresfary &=
Settings
B active e s G i dereiy Consumens
o Agd Eeimpat g Eport -n oo Agd
Status  Domain FOOK Hame
F B T 0O a=
r W domain O
[ ] .35, loca
@ Hep
X ERE

o STERMIMINEAS, 2 3-1 T
o CDA ##lintR, 25 3-3 11

CDA =+

Audd Consumer Devioe(s)

Add Syslog Server/ Client
(O ptional)

el D &L
@ lo | 2
3 oo kdd Settings 3
& P Addeess Mask Name & 1P Address Facility Clien|
= = O ses 10.10.2 r Py
[ 1. gl
O = 5.5.5

CDA #ZE | R A IR AL TR QI . JwB sl R Active Directory IR 55 &% TH KB & RS

H R 55 4% DA RCE B 03 (1 AR

1M HIEHE 0 &% A Active Directory k%5 #« TH R &M ARG HEMRSARVIR B Btk
4k, CDA il iR I8 232 1L 45 7] Active Directory 7 M B . VEM & & LI A H EZ0 B E 1

. WwWSHE 3-2.

LA BT R B AR, 5 A E R (Home)o

H*EEmR
o TEFIMINEAS, 5 3-1
o T CDA HHF S, %320

£ CDA PR EHIATHRE

izl Rl N

o THTELE, H34

e Active Directory IR 55 %%, 5 3-7 1L

o RIEMILWRZHEMNE, % 3-13 1
o IP EMH /7 BB, 5 3-19 1T

o BLOPILYESS, 2B 3-21 W

[ oL-26299-01
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N 7 cDA BPRERITRE

HERRE

o VEMHEA, H3-22 1
o EHHL, 53227

o HRYHERE, 2 3-23 W
o UL, 3 3-24 11
o SERFHE, H3-24 W

THRRBLH M ITN CDA ESIRR (/BB 5ol 1P 2R S0 i . BmT LIS 4
P ORI 2% B %% . CDA Bl LR ) TP MhkVa B A E &

BEHR > L5 AR A

o UNINANGREEN IRV %, BB 3-4 W
o MMBRTE K BLE, 2B 3-6 I
o NEHTEEA, FB3-6

AMFngmiEHE AT H

2" 3

FIAR R RV 20 518 4 2% H 5 52BR ASA A WSA B KBS & FFANHI Rl LAV 9 2Rt s 4 H 2 —
FOZAEEIN, Y IP bk (SRR 32) sRHbbLEVEE (SRR N 0 - 31) @i RADIUS 5
CDA @15 .

SEfR B, fERAFELE AR AIEE R R &K H A S RES R SIMTMEG. © R0 R
R4l RADIUS 5 CDA @ E N . fEXFriEA T, CDA 7224 RADIUS 445, FEEA
LR EEXIE. KiEEH CDA ) RADIUS X% I S2BrE v 2% 4% . 46 (E CDA RN
PR TP Mk eRyE E, AR5 CLI Bl FE GUI K & & A B E N 5 CDA 5.

TN R R A, T PAT DL R AE

B “BOE ISR (dentity Consumers) HAR LRI (Add), %% &5 EIENE, AR5
AR (Edit) 37958 . Shar PSS EmR L “ORinw 3285457 (Add Consumer
Devices) 5% .

“YH I EILE ” (Consumer Device Configuration) X iEHERE R E 7~ (B 3-4).

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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A 3-3

B4 B9 4 (Identity Consumers) F#7

7£ CDA AR mEHiTHRE H

Add Active Directory Senver

H

Add Consumer Device(s)

Add Sysloeqg Server)/Client
(O pticmal)
[y

"=
—

EH 2

¥ Domains 1 Tdentity Caraumen 1 Sysbony Server, 2 Jignis
i sctive Directory Goncrl & View Registencd Devices I Log Levdl Settings
Sattings
1B Active Directory Servwees rems @ | [ Tty Consumers saceat T B |1 Sk Seiwcted 0 | Tati 3
rie giadd 3 Dakt  gheimport Gk Dot & Bat o Add | 9 Daleta B mt oAk | 3Dslte | ifiTerngs 3
Starus | DomaEn FOON W = [P hddmes Masgk Nama = | P Address | Fagility Chert
» W cEocom O =a 3333 n ] acs 10.10.10.2 Izl @550
P B doman O wa 2322 E O 1= 10.10.10.1 lozaln @ U
» B ibfasdocal (] repostory 5555 localn
@ v
& 3-4 JH B XG & E (Consumer Device Configuration) X1iZ#E

Identity Consumer Configuration

" Kasa

* P by
Magk (rarge)

* Shared socret
O show secret

S e LN RS

o AF (Name) - AU 44 FK

o IP Hulik (IP Address) - ¥ PR BA& ) TP $hik (5 p9)
~
be3

(B

I WSA W&, 187 AN W& TS B 1P Ml

o HERG(JEFE) (Mask (range)) - 0 - 32 Z [A] 147 . LA CIDR FNiEJERIE 9% % 1P Y .

o JLELBRH] (Shared Secret) - 14 PRI K5 CDA MAS INHH A (35 A0 4015 . b Ab iy N\ il 3L 522541
3 5 23R8 D7 ) CDAL BAE % 1P Hudk i ¥4 (EiZ 1P Y b g — &)
ick B ) 25 B AR A

[ oL-26299-01

Cisco Context Directory Agent 1.0 fRREHEEEE W



§ 33 M Context Directory Agent |

N 7 cDA BPRERITRE

$B® 3 WREHFEAE AR ERENY, Eikh B (Show Secret) H LA .
HB® 4 S THRTE (Save).
1 & RERITE “ S4niH 922815 % ” (Identity Consumers) FH F41 H o

X ER
o MMBRIE HEBLE, 2R 3-6 T
o IR BABLA, B 3-6 W

MpRERR R E
KL KA LY L5 DA, SRU5 73 A CDA B BRS04 . IR 98 46t
AL A S5 CDABES, OIS 1 A0V BB A ) 5 2 B0
T SR B AT B R BRI

HB1 N B MTEHRRNL” (Identity Consumers) MR, 3% H 5138 Hh B B 4 & 55 I REHE, 2R )5 ik
Wk (Delete).

CDA BB ii e .
$B 2 S OK.
TH U A % it R

X ER
o UNINANGRERE IR BLE, BB 3-4 W
o HUEMBARBLA, B 3-6 W

yUNHEE 3 4=
fnr AR 4 DL R S8R DBV o Rk £
o TP Hbhit
o Y
e Name

ZEPE MR (R PR, AT LT A

ST Sl SO EEA” (Identity Consumers) AR L € 28 8 BIA5
$B 2 HEEIIEXS.
$5% 3 {4 Enter #,

EES ]
o VRITRNGRERE BRI, B 34 T
o WBHBAERE, B 36T

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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7£ CDA AR mEHiTHRE H

Active Directory R 5528

Active Directory fRFA L& X HAH B . CDA {8l MS WMI #1355 Active Directory (=45l
&) HATAEACH, DOREUIP B A P S0 M BUE B WL, g, SN S HEUNER
Active Directory 55 #5 . TILRNA N H Active Directory I54% il &5 1 5 AL «

CDA 1.0 ¥+ T 5 7£ Active Directory 555 FI# 1) Active Directory 55 a5 FEAH{E SR RN T 4
B T e R AE AL A7 B . v LU FFEE S Active Directory IR 45 5%, @it A& I 7 BOR & F V4
R TFBEIRATIE Active Directory R 55 %%z 47 B AZ WL B [A]

izl Rl N
o ININFIY%HE Active Directory IR 45 %%, 28 3-7 7L
e S\ Active Directory fR%5 2%, %5 3-9 70
o S Active Directory AR5 %%, 2 3-11 I
o B Active Directory A% %8, %5 3-11 1L
o iIJE Active Directory iz %528, 26 3-12 1T
e Active Directory H & E, 2 3-12 1T

FRInFn4w4E Active Directory BR 5538

SE1

&Y

BRI E “S2Il S CDA BRI H: T /L 10 Active Directory Z3R” —75, % 2-4 TWHAAEILI
5 CDA WIhEZRITE ER.

BN INESw 4R Active Directory IR %528, 15 AT DA #4E -

miifi Active Directory ik 45 2% FIAR L IR IN (Add), 5%k R %5 5 55 R IEAE, S35 M didmis
(Edit) ZE1T9m% . WALl S S dl iR _E ) “% 0 Active Directory AR %5 %87 (Add Active
Directory Server) 5% .

“Active Directory fR45 25L& ” (Active Directory Server Configuration) X iEFAHE R BI &7 .
(K 3-5) .

[ oL-26299-01
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N 7 cDA BPRERITRE

& 3-5 “Active Directory fEE5EH7E " (Active Directory Server Configuration) X1iZ#E

Active Diregtoey Server Contiguration =

General Settings
* Digplay Namg
" Domain FODN

* Heak FODN

Credentials

* Usemase
* Password
Supported 0F's Window 201 Windaws 2003 L

Wndows X008, Windows 2008 AL Wirdava 2001 Window
Al R

(5w | [ cane |

ST 2 HFLNEAER:
o HMWE
- EIR#FK (Display Name) - Active Directory I} 55 %% H 7R & FK .
- 1% FQDN (Domain FQDN) - Active Directory JIi 55 2% )45 5¢ 4= R 2 3844 (FQDN).
- FHL FQDN (Host FQDN) - Active Directory il 45 251 3-#l FQDN.
o EHHN
- M4 (User name) - CDA 5 Active Directory HR 45 #3815 O H 7 4 .

- 45 (Password) - CDA 5 Active Directory k55 #5iB {5 i H 1510, &N 5 FCig e
() = 20

ek Pz % Sl CDA RGIER: T £ 1 Active Directory B3R ” —71, 2 2-4 T
R (1) 5 EERLIR

£, 3 JSHRTFE (Save).
) Active Directory k55 #% BEEI7E Active Directory %5 #% HR EFIH .

b R ) 2% b S A 2 g Y ¢ HUR IR NTLMv2 iR . $E44 LM & NTLM” (Send NTLMv2
response only. Refuse LM & NTLM), Rif#fi ] NTLMv2 &g l4s GESHE 3-6) o “Auk
Active Directory & & B ) “ffiH NTLMv2” (Use NTLMv2) Ei%EHE, FRIE CDA 5% il 2% 1k
& ds.

TR F PG N RO SENE, TE AT DA R A

HT 1 RKIKEERTTEE (Start) > B3 T B (Administrative Tools) > £ SIS (Group Policy
Management)

HE|, 2 kR CBRINERIEHIEE SRS 7 (Default Domain Controllers Policy), #74# i ik “4mfs” (Edit).
i e i B S s 2 SRS B G AR S

Cisco Context Directory Agent 1.0 i 2 & i 151
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7£ CDA AR mEHiTHRE H

H® 3 IKIKFE R ZEBE (Security Settings) > A Hi 5K EE (Local Policies) > %4 £ (Security Options).
“ARHL A= E” (Local Security Settings) T BRI 27~ “4L3EHE” (Group Policy)s

& 3-6 218 & (Security Setting)

Network security: LAN Manager authentication lev... _

Local Security Setting | Explain

j. Network security: LAN Manager authentication level

|§Send NTL v response only. Refuse Liv & N TLM Y

Modifying this setting may affect compatibility with clients, services,
Iy and applications.

For mere infermation, see Network securty: LAN Manager

authentication level. (1823655)

OK || Cancel || oy |

320236

HXEE

o SZILE CDA RINiE$E 753 2 1) Active Directory 3K, 55 2-4 1
o JEEOR, 23 W

o Mk Active Directory iR%5 2%, 28 3-11 I

o iJE Active Directory IR%52%, 28 3-12 T

e Active Directory # & E, 6 3-12 1T

S A\ Active Directory AR S5 2%
AT RA axt 57 csv XM T\ Active Directory [R5 4%

B 1 i Active Directory R4 %5 AR TS A (Import).

ST, 2 SN (Browse) WA R L FE axt T .csv . BRRG csv FAH:, ESHE 3-7. &
ET] DAA B S T A B A A AR (Generate Template) 554%, fRAZR6] 5N A

HB® 3 il Import. XM active directory k55 #sB RIS . AT RALE “457 (Results) X
BEIANGR (E 3-8) o WERAER IR, ZXEME—IHFH.

Cisco Context Directory Agent 1.0 i REFE B4
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N 7 cDA BPRERITRE

~
EORASM Cosv B txt) PR BRFE AN EARAS,  H R SO U ST A
Jii, CDA 2 LAPN I 7 () 7 A X e

& 3-7 ETSG_1607 912-02;x I8N\ X #
A, B C ] E F
1 Display Mame  Domain FODMN Host FODMN Username  Password
2 namel domainl hostl userl passl
3 namez domainz host2 userz pass?
£ i
5 B
& 3-8 FAGR
B x
| Browse.. | sacsv
Resulis
12/15 Active Directory Servers were saved successfully.
The following emars were found:
Line 14: The Active Direciory Server hostname “a’ is not unigue. Please not the hostname
label iz case-insensitive
Line 15: The Active Direciory Server hostname “a’ is not unigue. Please not the hostname
label is case-insensitive
Line 16: The Active Direciory Server hostname ‘2’ is not unigue. Please not the hostname
label is case-insensitive
(=]
] L L&\
| mpot || Cancel | |F
b

HXEEZ
o UNINANZR%EE Active Directory IR552%, 2 3-7 U

o idJE Active Directory iR 55 2%, 5 3-12 U
o MEx Active Directory fR%5 2%, 26 3-11 I
e Active Directory W #li%x &, 5 3-12 1L

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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7£ CDA AR mEHiTHRE H

£ Active Directory AR5 2%

£ CDA 1.0 %M T 59, &R LA#EH Active Directory Il 55 #% IR T HIETT, 4 Active Directory
MR ZHVEANE B S HEBES HBRE (csv) XF. HLETAE Active Directory IR 55 %% FHR_EF1 H
JITAi Active Directory i 55 %5 3t 31 .osv SCMF o BRI BURZ U OR AT BIARHBIR B 2% . BREF RS 2 AN K
Jiif Active Directory k45 2% WE4H(E B33 H 2] CSV 30F. AFHEZN T IRIE Active
Directory IR 55 #8242, A KBl CSV FH XM, EZHE 3-9.

$® 1 i Active Directory R 4578 AR _EHISH (Export).
CDA S H 7R I8 A IR AT B A Hh IK B 2%
B 2 EPEYMALE, IR (Save).

CDA #7511 ) Active Directory R 5525 S HH 2 .csv 30, B HRFRFREME .. B R2nfl CSV
SHXXE, EZRE 3-9.

& 3-9 THIELIHE
iy B e O E F
1 |Display Mame Domain FQDN Host FODM  Username  Password
2 namel domainl hostl userl
3 namez domainz host2 userz
il
3

fiIB& Active Directory PR 5535

EMBER Active Directory IR 45 %%, AT UL F 1%

L1 M Active Directory R 5545 EIiR, &5 ZMIER Active Directory 55 #5 55 L HE, A5 A
i (Delete).

CDA R N A
B 2 i OK.
Active Directory I 55 %% 58 Rl B o

HXER
o UNINAIZREE Active Directory IR55 %%, 2 3-7 U
o JIJE Active Directory fii %%, 2 3-12 1T
e Active Directory H &, 5 3-12 1

Cisco Context Directory Agent 1.0 i REFE B4
[ oL-26299-01 .m



§ 33 M Context Directory Agent |

N 7 cDA BPRERITRE

i3 Active Directory BR 5528

&0 DL T 18 FQDN 1€ Active Directory %5 #% o
FL1tJE Active Directory IR 5 #8514, 1HHAT LA HAE:

HBW 1 il Active Directory 2558 FHT_F (M52 98 [ 4R
B 2 AR FQDN.
$1® 3 % Enter .

HXEEZ
o ININFIY%HE Active Directory IR 45 %%, 28 3-7 7L
o MiEk Active Directory iR%5 2%, 28 3-11 1T
e Active Directory " #iZ&E, % 3-12 1

Active Directory & &

& AT PATE L Active Directory ¥ FUI B KEC B CDA 5 Active Directory %5 #8528 H.11 75 2.
YL E Active Directory H Ml iX &, 1HAT L FHAE:

BB 1 AUEEGIER E Active Directory 3% & (Active Directory General Settings) 5542 .
“Active Directory % M % B ” (Active Directory General Settings) X 1 HE R B & 7 .

ST 2 HGLUNEAE R
o ¥ (Monitoring) - 52 M 1% DC THHEHLAL T84T/ FFRARZS (IS [R] 5 %

o JiC3k (History) - 48 5E I 25 BUWBAN I 8] 0T da S O BC B DC TN 22 s H & (BA2>Bh
Bk o B, aeREEEN L b il WA 10.

o P BRI (User Logon Expiration Period) - & 3% H P bR 10 v 41 B R 42 A I 1]

e fHF NTLMv2 (Use NTLMv2) - i Hf b &% AE PAE A NTLMv2 il . X258 CDA &4
Active Directory 384% il &3 I { Fl NTLMv2 B3 IAE VML . 22k CDA 4T 2 JaBRIA Ak 1k
S IEAE

iR 2 “SlE CDA RIhIEFE 7535 /2 1) Active Directory ZE3K” —7, 2 2-4 TURA4A1
SEHLS CDA RIERR BT A 2R,

G SR ) 2 b S I AL SR G R ¢ RURI% NTLMv2 iR . 4626 LM & NTLM” (Send
NTLMv2 response only. Refuse LM & NTLM), IS8 NTLMv2 iE 384564, LAME CDA
DL s f A s GEZ B 3-6) .

$® 3 S {RTE (Save).

HXEE
o UNINANZR%EE Active Directory R4S 4%, 2 3-7 T
o MIEx Active Directory AR5 #%, 26 3-11
o iIJE Active Directory iz %5 %8, 6 3-12 1T

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
m. 0L-26299-01 |
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7£ CDA AR mEHiTHRE H

RIEFIEW R G HEHR

CDA R R 3 8 BRSO HEBR A5 B 00 H B e k4 — A el A R G H SRS 4. X HERA
CDA 5L L 7w WA 3 3R 45 H‘JXF H &AM

BIN—ANRENRGHER I, CDAER LA ARG HEMRSS 4. &l LUES BB e 5%
515 (ISE) MUB AL 2415 2] R 45 (ACS) IR ARG HEW R . AT LU &St H S Qa7 %
W RGHEWEE . HMRALLET, 1 CDA 5 802.1x #i B, I SCHF Microsoft 45 i 25 I 4F
W2 IE P FeAL R %%

CDA X#FISE1.1. 1.2. 1.3 M12.0, ACS X HF 53, 54, 5.6, 5.7 f15.8. %T ISE2.0, CDA
SRR AN &

TERT LA g B B 2 45 H B IR 55 38 BU& P i o

CDA CHFULF =MER RS HEH L
e UDP #4tH&E, Hr CDA Wi 1 514 >k H ISE ff£ N UDP ¥ 2 .
e TCP RGHE, Hrf CDA &{iiWrus [ 1468 L3k H ISE (& N\ TCP i &

e Semisecure TCP &4t H &, Hrp CDA 20 H 6514 ER H ISE A& N\ TCP JH 5 . fEiXff
BT, MF CDAEPR SN ISEIE it FE . CDA ANIETuE 5%} ISE 31 %P%E, ISE &
BEHMOE X CDA #H47T & 3 564E UL K E i TCP #E# KRG HEHNFEMNE.

izl Rl N

o INIMANYRIER R G H ERSEE g, 2B 3-13 1T

o 4 ISE FLE AIM CDA R H k5, 2 3-15 W
o MIBERFHEMRSDE, 5 3-18 W

o HMIERFHEMSA, 5 3-18 1

o HEZHNEE, 5 3-19 1t

5

ot

i INANZm4E R % H SR 5528/ F i

g2t

FLA IS B R G H SRS 82 7 s R AT DA R4

s R HE AR EREI (Add) BUO%E RS 855 R IEE, K5 i EE (Edit) TR, &
W] DL AR B “dm &gt H &R #/% F i 7 (Add Syslog Server/Client) 4% .

RGBS ER “REAERSHBEFPIGACE” (Syslog Server/Client Configuration) XJ iHAE .
(K 3-5) .

[ oL-26299-01

Cisco Context Directory Agent 1.0 fRREHEEEE W
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N 7 cDA BPRERITRE

& 3-10 “F HERFEE/ ZFHIE” (Syslog Server/Client Configuration) /i

Syslug Cliemt Configuration

* Despley Mame | Lacal
® P Address | 10UI0LI0VE

Feclity  bocain

[ Lister for sysiog
Treporiank: P A bacamar e aned vl brien
k= pysiog masmaga from 1P Addram’ (hanl) on park

Bart” uprg Proted

Pigleeal 551

Fort 6314

Nrmperkant: Fght Coc, i dowrdosd, Usrths
cartticals b impartan eyiag s

Get cerhificate

[_saw || camcel |

ST 2 HGLUNEAE R
o WIRHAFK (Display Name) - R 40 H LR 55 28/% 7 o 1 78 % FR
o IP Mtk (IP Address) - &%t H B MRS58/ /7 I 1) 1P $hhik .
o & (Facility) - R4 HE XK.

o fiiMr #4i H & (Listen for Syslog) - i H L EHESE CDA f2f8 M Cisco ISE/ACS #HWi R4 H &
H R

e MY (Protocol) - KEFEEAE H HI P . CDA AJi#id UDP. TCP M1 SSL i&E#: % ISE 1.2, 1.3 il
20, LK ACS5.5. 5.6, 5.7 #15.8., CDA HftilEid UDP i## % ISE 1.1.x fll ACS 5.3/5.4,
T ISE 2.0, CDA X Z# BRI,

~
¥ Hul, @il SSL M4 24 HEMNH T, AKAE ISE/ACS & &5 A R4 HEHBERA

ERAEN

o ¥t (Port) - WWFBANH T 8R40 5 MR 45 2 £ 1 P s M A2 4k

o JRHUIETS (Get Certificate) - s o SR 0] T2 2E 1, JF¥H K% % ISE k%545, f#H SSL
A CDA 5 ISE i, #LERR T BT S M IIE. Ak, E0NI0% 2 4iE B R IE S| ISE
%28, SRIGHSH ST ISE iF BAEfg A, VA&

&E ANEFEN CDA KERGHERFE ISE 15 878 1P itk

$&® 3 SR FFE (Save).
B H B R SS 28/% P e BN A1 E R 48 H B AR SS 2%/ 7 i AR A HY .

Xl id ISE BExt Hdt AT S Bk (A -, ISE BT B3R R4 . T 2alid ISE BEAT B
A B AE(E I ARET X I BEAT B IR R P, B G FIAE “LOCAL” 19884 .

Cisco Context Directory Agent 1.0 i 2 & i 151
m. 0L-26299-01 |
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7£ CDA AR mEHiTHRE H

HXET

o RIEMILWRGHEMNE, ¥F3-13 1

o ¥ ISE MCE NI CDA ¥ KH P& sdt, 5 3-15 1
o MBRRGIHEMRS S, 5 3-18 I

o WWARFHEMSH, 5 3-18 1L

HEZNWE, % 3-19 1T

1% ISEECE A[E] CDA LA EREH

EH 2

B4 CDA WE AM ISE B RSGHEW S, W4 ISE hix Bt HE B, ZHESKE
I &4 B AE AT RADIUS Rk R4 H EH B K% 2 CDA. 1E CDA W A2l B M ISE #2I %&
G HEHE B RS H ERS 2

DL EHGA T ISE A1 CDA T &Il E .

£ ISE "PRCE B AZAE H & HAr. e H & HARN RS ISE Fra i 4t H ETH B H CDA 54l
(B 3-11) « AREEZEENEBWKEAEE, ES ARG 0S5 07750, A2,

& 3-1 # ISE #E B HEBfr
e e e e
1 ientity Mapping il Metweric Resouroes: |13, Weeh Fortal Maragement ks ey Wit Services
€A Service m Manterance  BachpAResoe  Admindccess  Settiegs

> Wt Linfpei v Tt

I-Bwlnn Thrwt

g:::m“m * bame | CA_server | Tarwet Trm 7ep symig
) Vasepcomo O o v o | 5208 0 o8
[ ep— * P Ao | 10,10.10.20 ] ‘o Syslog
[50 Dot Lo Configuration * Port] 1468 | it Range 1 to 65535}
G ot s i [T —

* Mamimum ll"‘ﬂ"_ 1034 Dofaicd Barge 200 10 B193)

Inchuse Alarms For this Taeget |

Buffer Size (MB) | 100 (vl Range 1085 100}
Rcorrect Tiseout | Sec) n vkl Range 30 B 1200}

124

| some B

¥ ISE L& NIn) CDA HkCild S miiEm R HEHE (K 3-12) . AXRFEHAELR, ESH
BRI GRS T EH I K 1.2,

| oL-26299-01
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http://www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_ui_reference_administration.html#wpxref71150

§ 33 M Context Directory Agent |

N 7 cDA BPRERITRE

SE 3

A 3-12 1% ISE AL EN#0 % Bl S il 4 HEE 8
S e e <~ mome Opetors | Polioy| T GuestAccess| T mmml.’ll:
EEEESN  icewny vansgement  ifidencty Mapping [Neteork Resouces 14 Web Portal Management [cg Feed Servioe oy Grid Services
Deeplcsment

Lbnerming Ceruficates A Senvice m Hairterance Baciup & Resione Admin Access Setmngs

Losging Catngoras Lt > Passsd Aethanticatisna
[ Local Log Seings Logging Category
METE Panesd Authantications.
[ Remte Loggeng Tomgetz Lo Sarewrty Ll TNFD
[ Lowpng Categuries [1Lg bevel s Pt B PPl |
[5] Message Casio Local Logging
TP Targens Aradaten S
erﬁn W
| Pt Raccalecte
L3
|
< |
L [~
- =)
=
[ e JECERS T
5]

¥ ISE fic & N CDA ¥ & RADIUS idlKk R4t HEHE (F 3-13) . HREQER,
GRS T EH FIER, A2,

HS AR

& 3-13 1% ISE BCE9/5] CDA #% RADIUS JZIK 574 HEHE
i <~ Mome Opemations| T Poicy| Y GuemAces| T Mobde Device Maragement | T
m {;lmmm 58 dantity Magpng I etk Resousces |8, Woeh Portal Mansgamant o Feesd Sarvice | WG Sarvices.
Leansing [0 casever [Tl Mureenurcs Bachisp & Rbstory etrrin) Aevind Samngi
Logpre Crtegores Lst » RADIUE Accosniing
) Lol Leg e m“ RADIUS Accourting
[ Remats Loggrg Tarcta. Log Sarverty Ll TMPQ)
ﬂumn-w- [ Leg vl can net be changed. )
[Sl] Mestage Cotuiog Local Logging
5] Dt g Corfigmation Tergecy L S
g:ﬂmrm %
| rsaRagusrots
<
A
I— b
E3 == -
b

HRUWE CDA R H ISE Bt B R4 HERSHRELE, ESH “USInfgiiE 24t HER S 4/
EF#U.:» —‘TJ ﬂé—:v 3. 13 . EBE CDA H‘J" ‘LE%M‘JZEEP “’fﬁﬂﬁ%é}‘ﬁaﬁ” (LlSteIl for SySIOg) Elﬁ
HE, DU#HTRE ISE E’J/ﬁ B

HEEE
o PR H ISE Ml ACS M85 58, & 1-4 7L

o RIFEMZIWARGHEMWSE, % 3-13 1

Il Cisco Context Directory Agent 1.0 AR R 3 F1fd E457
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| $53% {&EH Context Directory Agent

7£ CDA AR mEHiTHRE H

FCE R
MR RS HER P (ISE/ACS) KRB A RN, CDA KB LOCAL /£ “IP EIH 7 S 1
[RIBL 7 (IP-to-User-Identity Mappings) UL W I8 44 o X PRI R 2278 EAP-TLS &4 %40
RADIUS & {3 56 UF 2545 5 H 3o 238 S b v, 45 T DATRC 2 7E FH P 4544 oK ) S (138044
WA A @ g, MERE 7 E#IR4, RGN TIA /KRG HEMTET. A%
MEEAN RS . B AN T EREREERRINIE 24 HEHE.
BUNANRE A ISE/ACS R4S HLA ) I P e Bl A A%, 3 AT AR #84E
$®1 3 CDA £,
$E2 NRGHEAWRLEFRE (Settings).
T3 WAEHREL.
$] 4 JUHRFF (Save).
& 3-14 AUEE
Mapping of [P Addresses to [dentities
Delete | Refreshrate 10seconds =
] Ip Mapping Type Domain Mapping Crigin
[] 10.96.51.189 d: [BF-35 IBF-35
[ 10.56.51.186 dc [BF-35 IBF-35 ﬁ
W dr LOCAL LOCAL E
EE 3-14, RHERIIEAZXRERNLOCAL KBRS LLE BN, Wil 3-15
I
A 3-15 EXHUNEE
4 -‘!
Syslog Settings 0 x
When domain name is not available in the log messages,
the replacement below will be used as the domain name
Replace Empty Domain with | IBF-44 |
| Save || Carcel "
g
&
HHSERNE A G, AR BoRTE “IP B P S 4 U (IP-to-User-Identity Mappings) Ui
[, i 3-16 Fioss
Cisco Context Directory Agent 1.0 i REFE B4
[ oL-26299-01 .m



§ 33 M Context Directory Agent |

N 7 cDA BPRERITRE

& 3-16 IEEE

Mapping of [P Addresses fo Identities

Delete  Refreshrate | 10seconds »

[]Ip Mapping Type Domain Mapping Crigin
O 10.56.51.189 de [BF-35 IBF-33

O 10.56.51.186 de [BF-33 IBF-33 2
O 192158.5.152 de [EF-44 IBF-44

R 2 4t HERBR 5525
TR 3 5 H GRS 5 TEAT L R

BB NRGHEMRSE A, 1503 o ZE IR 0 R 55 4% 55 0 M 2 AE, AT HER (Delete).
CDA ¥R IEr N 1E

HE® 2 i OK.
F 40 H R S5 25 Bl B IR

HEEm

o UNINANGnE R G H E MRS A% P, A 3-13 )T
o MIERGHBEMSAE, £ 3-18 I

o HEHEZNWE, % 3-19 1

Tk &% HER S5
FE T LLAEE LA 2% P 22 5 ) 2 RS 28

e Name

o IP Hudik

. Wi

BOLE RS HERSSARAIER, EPAT DU ERAE:

BB ARG HERS R A e B .
BB 2 HUS G A L
$E 3 % Enter .

HXET

o UNIMANGEE R G H ENMRSE/E G, B 3-13 1T
o MIBERFHEMRSEE, 2 3-18 I

o HEZHNEE, ¥ 3-19 1T

Cisco Context Directory Agent 1.0 i 2 & i 151
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| $53% {&EH Context Directory Agent

SRAEE

B} 2

BB 3

ZWEMNTEREEN SIS RE, XERENTREERGHEMFHENHE, 7 CDA

THENLEIF AT A P S semt H S &E i H &
ERE SR HEFBE, AT LT 5

R B HEH AR E” (Log Level Settings) 4%

“LRHEHNEE” (Global Log Level Settings) X i HERH B &7 .

7£ CDA AR mEHiTHRE H

M CHEZ” (Log Level) FHiFE ks — A HEL . CDA 2L HEZ0]:

. T

o HiiR

o s

o THIER,
° %_;u»

. i

MRS (Save).

HXERE
o UNINANZRE RS H B ARST AR S i, 5 3-13 T
o MExRGHEMRS 4, 2 3-18 |
o WIEARGHEMRS A, B 3-18 W

IP B P 543 RIBRE

CDA FIZH A 24 BT 247 (¥ TP 2 S RO, IF SO B BOREr . I JEAT N BR e

Kl 3-17 o 7 “IP ZIH P S 4y L (IP-to-user-identity mappings) J{HI

& 3-17

sl Identity Based Firewall
ciscg Context Directory Agent

“IP 2/ 514598851 (IP-to-User-Identity Mappings) 77 &

% Home Mappings | ¥ Regstered Devices  Livelog  System | w
Mapping of IP Addresses to Identities Selected 0 | Total 1503 1
coete | B

O e TnapEing-type dormiain TnappEing-origin tirne-starmm LigEr-Parme respands-to-probe
O ffffi1o2.162.100.1.. dc IBF-7 IBF-7 2012-01-26T13:29:...  Administrator frue

] il dc IEF-7 IEF-7 2012-01-26T13:29:...  Administrator true

O 192.168.7.1 dc IEF-7 IEF-7 2012-01-26T13:29:...  Fakelserl true

[0 192.168.7.2 dc IEF-7 IEF-7 2012-01-26T713:29:...  FakeUser2 true

[0 192.168.7.3 dc IBF-7 IEF-7 2012-01-26T13:29:...  Fakelser3 true

O 192.168.7.4 dc IBF-7 IBF-7 2012-01-26T13:29: Fakellserd true

O 192.168.75 dc 1BF-7 IEF-7 2012-01-26T13:20: Fakellsers true

O 192.168.76 dc IBF-7 IEF-7 2012-01-26T13:20: Fakellsert true

O 192.168.77 dc IEF-7 IBF 2012-01-26T13:20: Fakellser? true

O 192.168.78 dc IBF-7 IEF- 2012-01-26T13:29:...  Fakellzerg true

O 192.168.72 dc IEF-7 IEF-7 2012-01-26T13:29:...  Fakellzerd true

O 1292.168.7.10 dc IBF-7 IEF-7 2012-01-26T13:29:..  Fakelserld true

O 192168711 dc IEF-7 IEF-7 2012-01-26T13:29:...  Fakelserll true

O 192.168.7.12 dc IEF-7 IEF-7 2012-01-26T13:29:... Fakelserlz true

O 192.168.7.12 dc IEF-7 IEF-7 2012-01-26T13:29:..  Fakelserls true

[ oL-26299-01
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§ 33 M Context Directory Agent |

N 7 cDA BPRERITRE

S IP B F P S HIBREGT

ZH TP B S (ST, TR IEFFBRET (Mappings) > TP 2| 543 (IP to Identity).

RUIET “IP B P B3 A98RET” (IP-to-User-ldentity Mappings) T

BT BRINEE 10 B2 B shRIET— k. 8] DO RIET R SO R 2 —:
o 20 F)
o 30
o 1 57%h
o 247%h

® none

T “IP BIFA P B AIBRET” (IP-to-User-ldentity Mappings) 52 T

2" 3

T 2

EE1

T n] DAt FH bRk 3 i % B e 2 0o 4 B T TP B Y B 43 R ST %

WP (Mapping) > IP 254 (IP to Identity).

“IP Huht 2 & 4 IS 7 (Mapping of IP Addresses to Identities) UL [H fifi R 27w, FLA 21l T FrA
IP FH 7 Sy (S 0 3%

i &N (Show) T 473 5 LA Had 8 2%k T

fEmr LA AR R Tk g8« PRE T JERS ” (Quick Filter) JET, 1% J& —Fh H Tk € 1 & 2 st 6
2%, WA LLEEE BB JESAS 7 (Manage Preset Filters) 38100, 1230 U B P47 1L € 10 Tl st ik
£

BLR A “TIP 2 H P B 43 LS ” (IP-to-user-identity mapping) #13&, 1M “E78” (Show) ~Hi %
R e (Al DR IR A I U8R A U

EFR “YuRTHESR” (Quick Filter) SEIRHFITIEE, BT TIRE:
P i SERARYE 1P Hhhk 2 B 4 1L (Mapping of IP Addresses to Identities) TUTH - [ 454 & 1
REUE 1P F I B 4 WSt

RETEETFBRAM, JECARHE PN R FA, BIRTHEA T )8, “IP sk 3] 5 4 i st~
(Mapping of IP Addresses to Identities) UL [fi [ BUIHT, R xddE4 R, MAER 7B, HE “IP
ok 2 & 47 LSt ” (Mapping of IP Addresses to Identities) LTI I &7 Fr A IS AT 1) 3%

EfER “B%&ITIEIR" (Advanced Filter) SETUAITEIE, EHITUUT#R(E:

L R IR, AT N R AR R R 1P B P S kG . e e MRS IL A
B HE MU L iE & . BT I PR ATARYE S AR I PR e SRR R PR AME I SRR
23 Y T ISR o A B e e B s v BT AT — A BT A S U A UL T (AN B AR

I B B e b — AN T ISR DL LT L% i TP T P 6 1
e [P

SIS

. I

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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7£ CDA AR mEHiTHRE H

o BRSIE

o INfIAJEL

e HF4

o PRI K
$B 2 N NRIIRPIEFEERT.
HE 3 FAFEREMENE.

$B 4 SHRNAT (Add Row) (15 [+]) T Ess, A MER4T (Remove Row) (U5 [-]) %
A AT M B e U S

$B|S AR AN 5B ES T RELE, SR (Any) W SAEA AN pE S R E LR .
B, 6 AT (Go) THRITIE.
ST  ili Save EIFRORT7 IS UERS -

“ARIFE TR IL B RS ” (Save a Preset Filter) SHEMERE I EoR . A A RIELIESS, ARG SEE
7 (Save). QIR IR AFRES, ANERINTH . STHEIE (Cancel) WEERITIESS, WAL
AT IERS

HIER 1P 2 - 54 BORRST
A DA i 7 ) S B R T AT R IC S . MR AR R RPN, Bk, C B B IP Bk
%17 (Identity to IP mappings) UL [H] 7 %2 — L& ] 74 B8 S e BE 4 o
B R GS, H AT DL A

HW 1 IR (Mappings) > IP F] 54} (IP to Identity)
BB 2 I PN R Y S 5 B I AE
HB® 3 AUl BIBR (Delete).

BRET I iSRS

Ry LLfd A St i yE 28 FHLIE CDA M #255E F P B8 1P ik .

fnT DL i e 2 IR 46 ' B P 44 F/ek TP bl . CDA ¥ Z WAL -5 46 52 B P Al/sk 1P bk g e £t 56
B, AR B IX ST i 50l . CDA A& A7 i sEH /1P bk s . R, X uedy
PEASHIIE “IP 2| F 4y IS} ” (IP-to-Identity mapping) LI, WMASHLA I FHAEHL

FAVEMUS LIRS, T IAT DU Ak

$E 1 KKIEFEPE (Mappings) > LSS (Filters).
S| 2 A 0 (Add).

it AR B (Mapping Filters Configuration) X 16 AE it B & 75 .
$E3I HSLFEHMAER:

e M4 (Username) - 7 B FHIEI & & P 4.

o IP Huhil: (IP Address) - i ZEFH 1k (B4 1 TP $hdik

Cisco Context Directory Agent 1.0 i REFE B4
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N 7 cDA BPRERITRE

EH 4

M &

R
i
i

MR EIER

% 3

o NHEIBAT B (Apply on existing mappings) - 413 R Y8 A5 B ] BIBLA TP BIRT 7 5 6 Rk
SHest, THE PR IEAE .

M RTE (Save).
S U A i B R S s v i B

“VEMiZ 4" (Registered Devices) T1H B~ ZE# 3] CDA H & T B4R 1P Hohk (G FHEM)
BRI EE . (SERE N RN B SR SRR R B 3R

TR, LT R ARE R CE R, A2 BRI TR b, AMEEIHES CDA MAEF
R, XTSRS, EAMEIUF AR IR L. Cisco WSA (21X KB

BEEENAEM LS, 5 aE T EEMREE (Registered Devices) 1T .
UG BT A EP Z1) H DR VEAEAE

o WRE

IP itk

fic B 44 FR

L=

REFBIGREA S CDA “F87 (&) &k “ARE” (LE) o HAhFBUE /i & s
RERER.

RER] LIS I A7 15 i) CDA P F 1 %8 B2 53 s P BB ) CDA 7 B 63

HEBEFEHPBIREE BB M ETE CDA H P A= MIhgg, HEILiEVN “RE”
(System) 3.,

HA A BGOSR A48 2R 53 A AT IR) T CDA J 7 il BR #E AT RE, BLFE “ R4L” (System)

S,

EEUNIN B E BE 01, S PAT DA T R AE

IRIER RS (System) > B B (Administrators)

“HFE G (Administrators) T B RP &R .
PATLL T ERIEZ —

o W (Add) W B &

o EFHIRFIE GG FAREIEE, AR5 ATRE (Edit).
BN T A LS B

e M4

. B

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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MR EE 5

g2t 3

2
2 )

7£ CDA AR mEHiTHRE H

o IR

o BUR

o M

o« MK

il “ORAF” (Save) CRAF WS NE 4 4E A8 PE 57

R, AT BT R AT

K IRIEH RS (System) > B 5 (Administrators)

i A R BN R A B DR SR I SR AE, SR s TR (Delete) .
CDA H R 7m BHIRAE

m.ifi OKo

B FR 7 i R A Bk o

Rn] DLYAE B2 K P R B i Hems, DA a2 ek o AR AR 8 SR SRIORE BT T CDA Hh A
HOABUR T AR

FC B SN, T BT DR R AE

WKL RS (System) > FHL K& (Password Policy)
“ 2T R RG” (Password Policy) TUTHIBE BP E 7 .
BALLTE R
o 3 R B e S T A U ) e 1k

NG
PR
ey

B

o R BT G PR S A N R R

=EANEL T ZIESE R (Three or more consecutive characters) - 76 17 it 5 35 A ] PR &1 43 F =
ANEE 2T
AP 4 B2 (Username [or reversed]) - 4 A7 b 52 3% HE v FR )45 A /&9 ¥ 53 FT P 42
R EHEAFH 75

“Cisco” (B BHR) ( “Cisco” [or reversed]) - & 71 & e HE 0] [ #4143 FH B3R “cisco”
B G R/

H 5 X aliE (5 5 £ 20) (Custom word [or Reversed]) - 1% 1 H & 3% AE ][R il 43 B 2 X IME
AT ]IS BIX B 1S I 5 T S BT

[ oL-26299-01
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7£ CDA A A A ERMITIRE

g2t

BH 2
SE 3

o H/NKE (Minimum Length) - CHIE) #ge B0/ MEE (LERFECNRAD) « BRI 44

FH

o HRKJE (Maximum Length) - (RA3H) $8 @ FMW R RKEKE (LEFECONRALD) o BRI 99
MNETF

Hiii Save TRAF IR .

£ CDA H R i€ CDA FI /7 S i al A TARESRES « (BRI GREFER . DLy Bl H A 4
€ CDA fE 2 KIN AR iEE B R . SR G, & B T E B g4 8V il CDA FI7 i

LN E TR, AE AT DL R AR

KIGLES R GE (System) > %I (Session Timeout)
“ 2L (Session Timeout) T FE R B o

LG54 g BT i N 2 1 R A

s RTE (Save).

CDA SZif HERRME T — Mz, MBEHERAIE 1% CDA BAERIPLHI . SEi H B UEE R H % AR
BEHERR T ER A SR . 92 H B AEEAE db/reports.db S DA FC B #9248 H GRS 28 b, szt
H& GUI &£ 7] B~ CDA il A2 Al 10,000 4634 & .

HRAR

CDA S HEFH LT &

o RGHEMSHBIHE (CDAENRGHEMRS AT IERND
o CDA &l &

o MLETIK

o WG HH

o [AZBIER

o 3T CoA MR E

o UEEE R IR AL S

o IEHAM

o [RFFIZITIHR

o HUREEM

o DC R ERER

o /N DC I HH FA gt Hds

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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HBRE
CDA S HEHBEBEUTER:

I ]
7
FEyGRAERES
H & Coe
NEPSS' @S

HE% 3

LLR 2 CDA SZHFIF H &0 K& HARES R

omR

P ==

&
i
B
o

b 4

3
of

T
S

@ r=

ELRLR Y
CDA "I LK H S A ZRC E VL M EZ —:

RR] RS AR AT — A H B @ R s H G

W R
e i
Hig
%
58

Rne

I 7] K
faal: N
AR
H &

J& T

7£ CDA AR mEHiTHRE H

HE YT

[ oL-26299-01
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N 7 cDA BPRERITRE

PRSI H &, S RAT LU R AF

$® 1 iR HE (Live Logs) T LT g 2% 8 E3p
W 2 A SCARNE NS A
SRR 2R

RIFT “SCETHE” (Live Logs) T
UL TUHTER AR 10 #0 E ShI T — k. 10T LK Il 3 AT R 50k a2 —
o 20 %
e 30
o 1 4B
o 2574

® none

Bk sERt B
fr Lol S B BR (Clear) H ALK BR T A S H & .
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CDA 43255

A A BRI 5 H T HF € T Cisco Context Directory Agent (CDA) HIf 4 .
fir 2 4% DL AR
e EXEC
- RSG5
- iR
e ILE
- BB 7R

N
s 1 EXEC # R 447 config 5 configure iv4 1 il it & A2

AERFBNAZ G 8. EHEREM DN DRI E =R .. 4R
#rH, CDA R4 23 H CDA 4 FE IR CDA IR% 45 ENL4 .

#F WRAEM A I S, AT H] debug a4 i E R IR .

i SRl N

e EXEC @4, #4271
o WIRTZ, 5 4-45 7
o MLEML, 5 4-76 I

Cisco Context Directory Agent 1.0 i REFE B4
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N Eexec44

EXEC €55

AATK A A HTH EXEC 4,

(ERCT

# 4-1 FIHATIANA AR EXEC 72 -

#* 4-1 EXEC @57

LWAER . Ay

AL TR A SR e

e application install

e application remove

e application reset-config
e application reset-passwd
e application start

e application stop

e application upgrade

e backup

e Dbackup-logs

e clock

e configure

* copy
e debug

delete

dir

exit
forceout
halt

help

mkdir
nslookup
patch install
patch remove
ping

ping6

reload

restore

rmdir

show (iEZ M ERar4)
ssh

tech

telnet

terminal length

terminal session-timeout
terminal session-welcome
terminal terminal-type
traceroute

undebug

write

application install

~
it

FEIEF #AE 075 N CLI 3817 application install @74, X224 CDA & {f #2411 ISO BAZ il
AR AT SCFF R & A VMware 1.

BB CDA Z AN HARER e B, 15 7E EXEC # 2 1 {# ] application install iy 4. % fH %t

IhfE, 151 F application remove 4 .

application install application-bundle remote-repository-name

AR

RIAE

wOER

application FA T S 22 285 FN A B ) N
install R E N

application-bundle | RIS 4 . % SHF 255 T EMT T4
remote-repository-name GEFEAF ik PE4 TR . % XHF 255 AT EMT T 1E.

TEERINT N BUE -

EXEC

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg
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exec 4 W

fEM{Em FEBLE b2 45 78 N ARG . R GUR T 7€ A7 2 v SR BB FH IR 2060, 5 £
T S A 22 2 s o oA 8 FH ) i B2 #0017 application install 5% application remove 7%, JF %
RS
An existing application install, remove, or upgrade is in progress. Try again shortly.
7~ /admin# application install cda-appbundle-1.0.0.011.i386.tar.gz myrepository
Save the current ADE-OS running configuration? (yes/no) [yes] ?
Generating configuration...
Saved the ADE-0OS running configuration to startup successfully
Initiating Application installation...
Application successfully installed
/admin#
Hx®s W ik
application install [
application remove TH o4 B¢ 280 2% N FH &
application reset-config BN EEE ) BOANKE.
application reset-passwd NIgEH - EENHZ,
application start JashEk s RN .
application stop far L A R 52 R
application upgrade T2 N F R 456
show application TRRG T OB N HE TG

application remove

~

#ix

#% 1k CLI 3217 application remove 17 2l CDA B H, BRAEIRHE R HEAT 9.

EMIBRFR CDA Z AMIFEE M, 175 EXEC #30 T ff ] application remove 7% . 2l B 1)
Be, TEMFH A4 no £

application remove application-name

&L WA application FH 87 FH 22 28 A8 38 ) N FH i 4 o
remove T e B 1 2 S
application-name NSRRI SR 255 N ERHFEF.
AR TCERINAT N EE -
Cisco Context Directory Agent 1.0 i REFE B4
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N Exec 4
fEFH{ER JHH) o4 B2 S0 N
ﬁ%ﬂm /admin# application remove cda
Continue with application removal? [y/n] vy
Application successfully uninstalled
/admin#
HEAHS W iR
application install [
application install 2238 N ISR .
application reset-config BRI EEE N BRINEE.
application reset-passwd NIgEH T EE N HZ,
application start Jashe a8 FMN .
application stop 15 b AR R E N .
application upgrade TF 2% N FH FRH 456, o
show application R R G O e B R R AL N AE R

application reset-config

BLHEE CDA MHIECE HI5F CDA #¥iE, 1 7E EXEC B3 ~f# /] application reset-config fir
Lo (Uhir A AHEE IP bk, TR, &R RH P R HEBEYEIATERE. ) MottE
B IR ERIEHNHT CDA &2 R A AR A,

application reset-config application-name

1BE WA application FH T 87 22 28 A 38 () . FH i 4 o
reset-config #HE CDA N & ik CDA $d5 % .

application-name B F SRR SR %50 255 M RHE S

BAE TCERINAT A EUE
LR EEN EXEC
EdEEST] 145 0] LLf# ] application reset-config 77 4 & CDA Bl & . J&F CDA #¥5)/E (7 EH % CDA

W48 VMware) , FEE CDA &M%,

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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exec 4 W

~

¥ R4 application reset-config 17 4 7K CDA Ft B B & N H ) BRIAIRE, HIEE R4 (Cisco
ADE-0S) Ft B3 IH R FEAZE . Cisco ADE-OS fit B (5 M 45 ¥ & . CLI % A% 5K I A1 4% 4 g
SdSREEDHE .

AN ~f1

/admin# application reset-config cda

The existing configuration will be lost. Are you sure? [Y/n] Y
Stopping CDA Watchdog...

Stopping CDA Application Server...

Stopping AD Context Manager...

Stopping AD Context Observer...

Stopping CDA Logger...

Enter the CDA administrator username to createl[admin]:
Enter the password for 'admin':

Re-enter the password for 'admin':

Starting CDA...

/admin
Hx®e e iR
application install i & N
application install 255 N AW 40 AL .
application remove TH) 54 B B 3 S F o
application reset-passwd NEE P E B N R,
application start Ja sh e E F RN A
application stop 15 1 BUAE F R E N H
application upgrade VAR AN KL XA
show application BIR ARG O 3N AR AL N AR S

application reset-passwd

BAEERAP M AAEUEE S N EE CDA HfE APk, CEW AMAEB AW g R
F P U 8 RN, 15 /E EXEC #3 ~ f# F application reset-passwd iy 4% .

application reset-passwd application-name administrator-1D

application FH T I FH 22 2 R0 B %) S i 4

reset-passwd HEE B K B

application-name AR 2 X 255 N RELTE TR .

administrator-ID O R HAREE B % LA & 2 0k P B 44 8K
BAE TERWAT N EUE .

Cisco Context Directory Agent 1.0 i REFE B4
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N exec#v4
WLRA EXEC
Ed:EET=] HE R AR
ﬁ%ﬂm admin# application reset-passwd cda admin
Enter new password: ******
Confirm new password: *****%*
Password reset successfully.
/admin#
Hx®s W ik
application install e B N .
application installs 2235 N AR GR AL,
application remove TH o4 B8 280 2% N FH
application reset-config A6 8L B A T R
application start B ahEk s N .
application stop {2 11 55 28 i 5 L«
application upgrade T 2% N FH TR 466, o
show application I 2R Be e B2 TR A 1 LT £

application start

B R E M, 15 1E EXEC #:0 N i/ application start fi7 4. ZEMIBRILDRE, 45 18 A b dr &

1 mo 3.

application start application-name

TR WA application FH T IRE P 2 25 A0 A 351 2 iy 2 o
start Je FH S AR 484
application-name B T E OB 4 FR . e % SCHE 255 N REEUE T .
BRIAE TCERAINAT A EE
wSER EXEC
EAER JE RN

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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exec 4 W

LA a4 R 3 CDA B . WA ke & RN, &K CDA E4a4b Tz T iRaEs

ﬁ%ﬂm /admin# application start cda
Starting CDA...

Al L% B show application status cda @iy 21 #f CDA IR, WHIRETE G 30 CDA Jo 32 BIAS 2R
A, B RNl R

/admin# show application status cda
CDA Application Server process is not running.

i JLreha, H R A BRI SCHI N A
/admin# show application status cda
CDA Application Server is running, PID: 16420

Bxee e iR
application install fic & N
application install 28 N AR EE AL
application remove JHHD o B8 SR 28 FH

application reset-config BN HEHEE N BRAEE.
application reset-passwd NIgEH T EE N,

application stop 15 1 BAE F R E N H
application upgrade VAR AR KL XA
show application BN R G 2 R N IR PR 0 N AE R

application stop

PR E N, 15 /E EXEC #ix0 T application stop 774> .

application stop application-name

EEH application 7 P B A B B E 7 P i &«
stop IR
application-name TR 0 TR I 4B B % SHF 255 A7 BT 71

BRAME TERIAT N EUE .
WwHER EXEC
AR A% FH R H

Cisco Context Directory Agent 1.0 i REFE B4
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N exec#v4
ﬁ%ﬂm /admin# application stop cda
Stopping CDA Watchdog.. .
Stopping CDA Application Server...
Stopping AD Context Manager...
Stopping AD Context Observer...
Stopping CDA Logger...
/admin#
Hx®s we Ei::3e
application install it B M .
application install 2238 N AR 4R AL,
application remove TH o4 B¢ 280 2% N FH &

application reset-config

KN HRCE R E AN BOARE.

application reset-passwd

DNAE E P EE N R

application start IEEIEYE IR
application upgrade TR AR A

show application

BN RGO N R P BN S S .

application upgrade

SIS EE IV R

I TE EXEC #50 F{ H application upgrade 7% .

application upgrade application-bundle remote-repository-name

AR

AIAE

SRR

EdE T

; B>

W
ol

application FH T I 2 4 1 B A S o &
upgrade Th G52t P17 it e o 05 52 B P 0

application-bundle

B 4 RR . % SR 255 DM RECE AT .

remote-repository-name

TREAFAH AR e 2 SCFF 255 N BEEUF 34

TEERIMT N BUH -

EXEC

T2 B R AL, LR B BT A LA T B 0
U SR A A TH % LAl B 3 A2 R % Y application upgrade 174, G A FI DL N E 5 E

An existing application install,

remove, or upgrade is in progress. Try again shortly.

T RE . 121447 backup 5 restore fir 4. UL AE W) e & 5 BOHUE EE L AR

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg
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exec 4 W

SR FH L R FH T i & T R B HTRSUAS BT, 6 251 52 BT R il BRSPS 3 B e R R o R
AUt IS B TR AR A B S SO B A, A R R

/admin# application upgrade cda-appbundle-1.1.0.362.i386.tar.gz http
Save the current ADE-OS running configuration? (yes/no) [yes]? vyes
Generating configuration...

Saved the ADE-0S running configuration to startup successfully
Initiating Application Upgrade...

Stopping CDA application before upgrade...

Running CDA Database upgrade...

Upgrading CDA Database schema. ..

CDA Database schema upgrade completed.

Application upgrade successful
/admin#

BXae

backup

PO ik

application install it B M .

application install 22 35 N FH 40

application remove T e B D R N R &

application reset-config B A EEE AH) BARE.
application reset-passwd RIS ER T EE NS,

application start Ja B E R N H
application stop {2 1 F Bl 2 Y 4 58 N o
show application BN ARG O N RPN HAE .

EHAT CDA T B HHE &0, ¥ &0 B 247464 B h, 75 7E EXEC #30 N f# FH backup iy 4. 2
&4 CDA N ¥UE, 1 A%4 Cisco ADE OS %, i%{# ] application 4.

SR EXEC #23 N i backup #4201, BOAEBSITREE R B — e E kiR
588, BB HARAEN Cisco ISE RS 22 B shACE . MM & 48 H & E 56 CDA HEAT HER
Ry, SRR E . FREH ST E D E IR E R ES, S0 “copy” —
W, HE4-13 7,

backup backup-name repository repository-name application application-name

TR URA backup i 4 B % CDA Fl Cisco ADE OS # 1, HW & AR AEAZ it i
backup-name B IR . B2 SR 100 N E R AT
repository TEA AT 2 o
repository-name R AR RIS . &2 SR 80 N ERHLFFAF
Cisco Context Directory Agent 1.0 i REFE B4
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N exec#v4
application A A (&R, A% Cisco ODE OS R -
application-name REFH AR % SCRF 255 N RHEUF T .
BUAE TERWAT N EUE .
LR EN EXEC
ERiEm #1447 CDA F1 Cisco ADE OS #4ls %1t , W & AR TAEAZ it o
AV £ CDA NS, MA#1 Cisco ADE OS #¥E, 15 1{# H application w4 .
Pl w1
/admin# backup mybackup repository myrepository
% Creating backup with timestamped filename: backup-111125-1252.tar.gz.gpg
/admin#
P2
/admin# backup mybackup repository myrepository application cda
% Creating backup with timestamped filename: backup-111125-1235.tar.gz.gpg
/admin#
Hx®s W ik
backup-logs ARG HE
delete MER CDA M55 2% S0
dir H it CDA 55 &5 it sc
reload HHOIFRS.
repository B A TG B A TR
restore NI E A7 e 1 S A N R & A

backup-logs

show backup history

WoR ARG 11 ek

show repository

SR ANFE E AE A A AT SO

BEEM ARG HE, B EXEC FMEH backup-logs 174 .

backup-logs backup-name repository repository-name

AR

backup-logs

AR R GERI R H S & B R 4

backup-name

—AWENER M AR RE SR 100 N FRET T4 .

repository

A7 o i 22 o

repository-name

AR BRI B . B2 SRR 80 N RHEL T A

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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exec 44 W
BN E T BRINAT N EAE .
LR EEN EXEC
(R I (D seRmE P SCEE & REHE.
ZI_T@J /admin# backup-logs mybackup repository myrepository password plain Labl12345
% Creating log backup with timestamped filename: mybackup-111125-1117.tar.gz.gpg
/admin#
Hx®s W ik
backup HAT 47 (CDA M1 Cisco ADE OS) , K& AELEEE T .
restore NI E A7 e 1 S N R A
repository i N TG B A TR
show backup history BN ARBRIEA I RIEFE.
show repository SN TR E A FE R A S0
clock
B E RSB, WETE EXEC #U T clock 74 .
clock set [month day hh:min:ss yyyy]
AL clock set BB RGBT 4
month EH WA A (B « BEXF=AFEEFR. B, Jan FoR
—A,
day A H4aT HIH G2HID o {6 =0 2 31. &EZXFRMET.
hh:mm:ss INBT (24 /NEFRD L A BRI RD S 2 2 BT R (A]
yyyy MATEGR CEFHE) S
BiNE BT JyElifa .
L2 TN EXEC
Ed:EET=] WE ARG . HEMNPZ G, WAENES) CDA 44, AR MEN. EEiE NTP 1

EWIER T, ATEMEH LS T E RGN .

Cisco Context Directory Agent 1.0 i REFE B4
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N Eexec44

" B>

¥ CDA g & LR GHTE 2 S HARE #) COA AT TR

4

FEONFRTE BN R E E RGN, 23R SR 34 NTP RS &R 5 RS . 20
PRAE 13 B FE i & Y NTP Hﬁ%%ﬁﬁﬁ%T ijillﬂ DALE 22 S8 [A) 4 2 AR R b, 45 1) 7E AR 2D Bt
W, BT EJEREE CMOS B B, BIOS IFE A fé bk, X4 S 3 E B fAEh
ADE-OS R i i 8] AN

R

R4l /admin# clock set May 5 18:07:20 2010
/admin# show clock
Thu May 5 18:07:26 UTC 2010

/admin#
Bx®<$ e 3
show clock IR RS B F 1 R AR H
configure
EHABLER S, W EXEC B N H configure 74 . 1R replace L0l 5 Ik iy & — A2 H,
HHEEREER B RS, MEESBEGWARE.
configure terminal
B configure AN BB Ay 4
terminal MASHPAT R E 72
BAE TERINAT REUE .
L2 EN EXEC
f£EMEm fER A S NBCE R . 1B R, WS SER M AR a4 5 Ll 5 Nig ATl E X
f (#% Enter ) .
HHR A B A OIFIR B EXEC #5230, 5 end. exit 5 Ctrl-z.
EAREHCE T L, 15 7E EXEC #5 ~ f# H show running-config 17 % .
i w1

/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.
/admin (config) #

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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exec 4 W

w2

/admin# configure terminal

Enter configuration commands, one per lineAug.nd with CNTL/Z.
/admin (config) #

BXae

copy

#o ik
show running-config BN M ST B S B N
show startup-config TR B E B N

FOAT B IR HI R H i, 357 EXEC B N E A copy 4. CDA F1H] copy i & # & i
fiE Gsfrgiash) .

EBITERE

CDA 53N B ¥ B AT 66 7E CDARAM H . BN E SN TETRE Y. WRENA

Z) CDA k55 4%, BB RIBITRE. WREZRAMIES, WAz 1T i E R H 34
ZAENME (WN%RSES) » BCR LRI CDA IR B3 & .

BRIE
BEREHZERBENEE. BRMANITA e AT EISITICE T, Gn] DU IZ 4T
BEHB R E S

Hor)ihil, HEHD) CDA RSN, B ESRANVIIRETICE. BEURCERN, Sl
A AN ERFFAAR; IE8ATHC B R WA T e A R B S UK AR R L ZH
BATRCE EH B E S E .

PAF i AT s — 2875 DL copy i 21 5t
copy running-config startup-config - ¥ Z1TECE K H 25 E .
copy run start - Fi2 17T & & 45 20 L B

~

¥ OWREARGFEBITERE, AR EE ST CDA RE# FIREB A £ K. R
{54 A E EM, 5@ copy run start iy A c & & #2530 & .

copy startup-config running-config - ¥ 5 31 & & # B2 T &

copy start run - {45 Z ¢ B 51T E A 9.

copy [ 7 iX:11 P11 17 &) startup-config - i, (HANERE G I HIIBCHE.
copy [ #4111 #1417 &) running-config - & i K m L MG I BIIZ AT E .
copy startup-config [ 7 iX:// 15117 & - ¥ )5 shL B 2 H| B R4 .

copy running-config [ 7 2X:// £ 4151 1/ &) - ¥ 8 AT BC B 2 | B2 R 45

copy logs [ 7/ :// AL 5112 B - 4 HE AN R G ZHIE 75— AL E .

[ oL-26299-01
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N Eexec44

X  copy DOCHFF T AMITLAL, AT TR

1B R copy S H B dr 4.

running-config BRI ETE TR E .

startup-config WORTERIGRM CF3h) I 72 F A8 I IC SO

protocol ZFR 4-2 7RO FIE I,

hostname HFrMENLL .

location HFrEI & .

logs g HE

all YT CDA HESHEMNRAZ IR 7 — M E . i HETEK
cdalogs.tar.gz H & 22 EHL 4R € Hx.

filename ARVFEEH A CDA HE U IR HAE M 2 f2 E AL BRI e H %,
JRUE A FRORFEAAE

log_filename CDA HEXFM AR, Wl show logs iy 2 Fin (AN 255 MEF) .

mgmt M ARG CDA &I H LM Tomcat HE, FIHITEA R
mgmtlogs.tar.gz, FEAEHIFZAE FHL EMTEE H 5.

runtime MR G CDA 1247 H &, K H T8 runtimelogs.tar.gz, F4%
R E LR E B %

EOAE TEERINAT N EAE
SR EXEC
EHER copy A HIFEARTHAESE v LUK SO (B R i A5 st B k) N — Mz B BB B — M E .

778 ORIV H AR ] CDA SRS, W R GE, 0T ARS8 AL ] SR A Al szt 72 S
. RIS RG RN AAIRBUERE R 0D 6 0€ % P G

A LATE fin AT TN T A 4 B IR AN B An (S S AR 0 P A RS, 5, AT LN copy
A, HIIRSS SRR A SR 45 2

wee A>T ERNFR B B0, %I\ copy run start (copy running-config startup-config i
LHEIEEAD .

BABHIL TR E LB, SR Bt AN A .
5 B A R M SO 4 3T SO
A RE 2> R BLAR#E FTP B SCP A5 iR TH B 5 fi iR .

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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exec w4 W

# 42 WIXFTEXRF

XEF Bl

ftp FTP W45 w55 2% HIUR B H A7 URL. o) 44 [R5
ftp:[[[// /7% [ BFA\ @) 7 BN H R X5

scp SCP W25 Jik 55 2 5 2 H A% URL. b5 44 fiE%:
sep:[[[// /4 [: i @) 17 & HR X 1HE

sftp SFTP W% e 55 %5 R E H b URL. b3 44 118V
sttp:[[// 17 BV B X 5

tftp TFTP P45 il 55 4% BOUR B H A% URL. B6 44 115
tftp:[[// 17 &) HR) X 1F 5

i w1

/admin# copy run start

Generating configuration...

/admin#

w2

/admin# copy running-config startup-config

Generating configuration...

/admin#

i3

/admin# copy start run

/admin#

PB4

/admin# copy startup-config running-config

/admin#

Bl 5

/admin# copy logs disk:/

Collecting logs...

/admin#

w6

/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir

Username:

Password:

/admin#

Hxeé A 3%

application install FFaf e 45 1 CDA sS4,

backup HAT 43 (CDA M1 Cisco ADE OS) , ¥ % 403 JBAEA-AE P o

delete kR CDA Ji 5528 i S

dir F i CDA fik 55 #8930 A

Cisco Context Directory Agent 1.0 i REFE B4
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N Eexec#4
W ik
reload HEGIFREA.
restore MNIRE 8 A7 P ) ST A A2 48 3 T B
show application TR HIRAS TR AAE B .
show version BN RAG A RA S S .
debug
FRR S SR ECENE, 1 /E EXEC BT ] debug fir 4.
debug {all | application | backup-restore | cdp | config | icmp | copy | locks | logging | snmp |
system | transfer | user | utils}
YEEEA debug KI CDA 55 4% & Fh s b (1 6 2
all Ja A .
application N S

o all - JAHFTAR ARG . HEHREREHN O M7 Z BT, 0
FKORTEHE, 7T RRTH,

o install - Jo N 225 R S . BEHREEN O M T ZHINET,
0 R/RH, 7TRRTH.

* operation - JA FI R AT RS H o FEERBE Y 0 M7 Z Al EL
¥, 0 RKRPEH, TRRMHE.

o uninstall - J3 RN EDEGR B . EZRE N 0 R T Z IR ) #
¥, 0 FoREEH, TRRANEH.

backup-restore

A AR AT

o all - A& E R FTAT B . RGO E DN 0 R 7 2 1A KL
Ty 0 RRHE, TERRITH

* backup - 5 & IRE R &AW G . FEERIE N0 AT Z I
¥y, 0 RKoRM™E, TR

* backup-logs - Ja &AW K &40 H SR sl . BEHRENO
M7 Z I fE, 0 RRTE, 7T RRIAH .

o history - JA &G I I sl s el th . R ASFRE Y 0 F1 T
ZIEHCT, 0 FoRmE, 7 R .

o restore - JA 1A K IR o K S Zist BN 0 A7 2 18]
W%y, 0 FoR™HE, 7RI

cdp

SRR BB U C B S

o all - A BRI B R wl . RSERBEN 0T 2
AT, 0 Row™HE, 7T RRNA.

o config- JA LRI HIRC B4 . HERRENOMT 2
BT, 0 Fon/™H, 7 R .

o infra - JA H BRI LAl bt 4 ol . KSR BCE D 0
7 Z AT, 0 FoRE, T R
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exec 4 W

config fid & SO .
o all- FHTAERCE R ML . BERRENO M T ZHET, 0
TNV, TRRTE
e backup - Ja &M E AR H . BERRE N0 R 7 ZA1IE
7, 0 RNTE, TRIITH.
o clock - B AR HECE AR . BEGEEN O 7 Z A KE T,
0 KR™HE, TRRITHE.
o infra - Jo FIBCE ARG G H . KSR E N 0 1T 2[RI EL
T, 0 RRTE, 7TRRTH.
o kron - JA A A FERE P L B R . HEREE N O M T 2 A
FIT, 0 RKRM™ME, 7 RRTH
o network - Ja FH W& EC & REH . BESARE N0 M 7 ZEAE
T, 0 /N E, TRRH.
o repository - Ja A ER B AR H . BEIOEE N O M 7 Z[HM
By, 0 FRE, TRRA.
o service - Jo ARSI E il H . KBELRKE N O R 7 Z I HIEL
T, 0 RRTHE, 7TRRTH.
icmp BB X 4 R Y (ICMIP) (1] 326 i o7 i B
all - J5 F ICMP [ml3% e B PC B BT A i . HERRE RO M T 2
BT, 0 RKRME, 7TRRTH.
copy EHlad. BEHEERNOM T Z KT, 0 R ™E, 7RR AT
.
locks FIRBE -
o all - A FTA SRS UE W H . BHEHRE RN 0T ZAFE
T, 0 RNTE, TRITH.
o file - JA OB E AR . KESOEE N O AT ZRIEE, 0
RoRPEH, T RINITE
logging AL E .
all - E A HE R E R . BEHREN 0 M7 Z %L
T, 0 RNTE, TRIITH.
snmp SNMP Jc & S .
all - JE A ATA SNMP it & /il . KBEHEE N0 7 28 HEFE,
0 F#/R™HE, 7TERRH.
system ARG
o all- FHTE ZG M AREH . HELEEN O 7 Z %L
T, 0 RRTE, 7TRRTH.
o id- BHARS ID Wil . KEHREENRNO M 7 ZRPET, 0K
NEE, TRRATE.
o info- JAHARGEREIR R . BEHKENOM T ZHBEF, 0
TNV, TRRTE
o init- JAH RGN R H . BHEHRKEN O M T 2T, 0
RoRTEE, TRRTE
transfer AR . BEHKEN O R T AT, 0 FRKRTE, TRRTE.

[ oL-26299-01

Cisco Context Directory Agent 1.0 fRREHEEEE W



$4E CDAGSEE |

N exec#v4
user P&,
o all- JaHPTA R PEEIR A . KRR BLE D 0 R T I 5L
¥, 0 RKRPH, TRNTH.
» password-policy - Ji Fl %65 5 m& (1 H P& B . S E
NO T Z AT, 0 FKRE, TRRNITHE.
utils SRR PG B0
all - J& FH BIAT S PR 7 MG B Rk s o 6 S 0 B O 0 R 7 2 TRV H
T, 0 RN E, TRARA.
BIAE TCERNAT N EE
HSRR EXEC
(Ed:EET=] {81 debug 7 25 E CDA k55 2% it & Pl B i, 08 Wi sl & i .
AN /admin# debug all
/admin# mkdir disk:/1
/admin# 6 [15347]: utils: vsh_root_stubs.c[2742] [admin]: mkdir operation success
/admin# rmdir disk:/1
6 [15351]: utils: vsh_root_stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh_root_stubs.c[2663] [admin]: Remove Directory operation success
/admin#
/admin# undebug all
/admin#
Hxes$ g ik
undebug &Rl 21 525 H debug A I CRARECEMHER) .
delete
HMER CDA 55 a5 i i), 7R EXEC Bl T AEH delete ar% . ZZMIBR TR, 1540 H it ar
A1 no 3K,
delete filename [disk:/path]
UL delete M CDA J 5% 2% I B SO i 4
filename Y4 . SRR 80 MR T AT
disk:/path A=
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exec 4 W
BVAE TERAINAT A EUE
wESER EXEC
R TSR A SR R T B SO ERS, RG IR . eAh, i SRR SR N i B S — AN K

M ARGAR, RIS EHIAMIER .

ﬁ%ﬂm /admin# delete disk:/hs_err_pidl9962.log
/admin#
Hx®s we 3%
dir H|HH CDA k558 B ETA .

dir

Y CDA fR& 75 h e tE, 15 1E EXEC B R dir dr 2. MR IEThEE, &M H a0
no £,

dir [word] [recursive]

1BEWAR dir B A R G SO A S
word HX AP % R 80 N1, 5Bt B A FRH1 N L disk:/
S
recursive PEIF A B R84 .
MIANE TBRINAT N EE .
WSIRN EXEC
EdEECTE Tco
{5l B
/admin# dir

Directory of disk:/

2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz

Cisco Context Directory Agent 1.0 i REFE B4
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EXEC %4

4096
4096
16384
2996022
4096
4096

10
04
09
05
04
05

2010
2010
2010
2010
2010
2010

Jun 02
Aug
Jun
Aug
Aug
Aug 12

Usage for disk:

:34:
23:
02:
19:
23:
:25:

03
14:53
59:34
11:16
15:20
55

activemg-data/

logs/

lost+found/
mybackup-100805-1910.tar.gz
target/

temp/

filesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

/admin#

w2
/admin# dir disk:/logs

0 Aug 05 2010 11:53:52 usermgmt.log

Usage for disk:

filesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

/admin#

=Pl 3

/admin# dir recursive
Directory of disk:/

2034113
2996022
4096
4096
4096
4096
16384

05
05
04
05
10
04
09

2010
2010
2010
2010
2010
2010
2010

Aug
Aug
Aug
Aug
Jun
Aug
Jun

12
02

Directory of disk:/logs

0 Aug 05 2010

Directory of disk:/temp

281
6631
69

231
544145
45231
715
261
1010
1043657
281003
69
2662
79
4032
1043
58377
300
958

05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05

2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010
2010

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

19:
19:
23:
:25:
:34:
23:
02:

11:

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

58:
11:
14:

39
16
53
55
03
15:20
59:34

ADElogs.tar.gz
mybackup-100805-1910.tar.gz
logs/

temp/

activemg-data/

target/

lost+found/

:52 usermgmt.log

12:45
12:34
12:45
12:34
12:35
12:45
12:34
12:34
12:34
12:44
12:38
12:45
12:44
12:34
12:38
12:34
12:46
12:45
12:34

RoleBundles.xml
PipDetails.xml
GroupRoles.xml
ApplicationGroupTypes.xml
ResourceTypes.xml
UserTypes.xml
ApplicationGroups.xml
ApplicationTypes.xml
Pdps.xml

Groups .xml
Resources.xml
GroupUsers.xml
RoleTypes.xml
UserStores.xml
GroupTypes .xml
Organization.xml
UserRoles.xml
Contexts.xml
Applications.xml
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28010 Aug 05 2010 19:12:45 Roles.xml
122761 Aug 05 2010 19:12:45 Users.xml

Directory of disk:/activemg-data
4096 Jun 10 2010 02:34:03 localhost/
Directory of disk:/activemg-data/localhost
0 Jun 10 2010 02:34:03 lock
4096 Jun 10 2010 02:34:03 journal/
4096 Jun 10 2010 02:34:03 kr-store/
4096 Jun 10 2010 02:34:03 tmp_storage/

Directory of disk:/activemg-data/localhost/journal

33030144 Aug 06 2010 03:40:26 data-1
2088 Aug 06 2010 03:40:26 data-control

Directory of disk:/activemg-data/localhost/kr-store

4096 Aug 06 2010 03:40:27 data/
4096 Aug 06 2010 03:40:26 state/

Directory of disk:/activemg-data/localhost/kr-store/data

102 Aug 06 2010 03:40:27 index-container-roots
0 Aug 06 2010 03:40:27 lock

Directory of disk:/activemg-data/localhost/kr-store/state
3073 Aug 06 2010 03:40:26 hash-index-store-state_state
51 Jul 20 2010 21:33:33 index-transactions-state
204 Aug 06 2010 03:40:26 index-store-state
306 Jun 10 2010 02:34:03 index-kaha
290 Jun 10 2010 02:34:03 data-kaha-1
71673 Aug 06 2010 03:40:26 data-store-state-1
0 Jun 10 2010 02:34:03 lock
Directory of disk:/activemg-data/localhost/tmp_storage
No files in directory
Directory of disk:/target
4096 Aug 04 2010 23:15:20 logs/

Directory of disk:/target/logs

0 Aug 04 2010 23:15:20 ProfilerPDP.log
2208 Aug 05 2010 11:54:26 ProfilerSensor.log

Directory of disk:/lost+found
No files in directory
Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free

15234142208 bytes available

/admin#

Cisco Context Directory Agent 1.0 i REFE B4
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N Eexec44
HExHS Liad E(pt
delete MIBx CDA AR5 %%+ i) ST
exit
BV CDA RS 8% 5k 5% 1S 8 i 2 15 BN E B A ) R s — MR U2k, BT
EXEC # 0 NEH exit 74 .
exit
1B E AR WAATLAT S BB B 7
RiNE TCERAINT N EE
wSER EXEC
3K £ EXEC # X T F exit ap 1B HHIEBh<1E (V544 CDA kRS2 , s EMR R m R,
H_T@J /admin# exit
/admin#
HEXSS Liad E1pt
end B T B
exit 1B H e B ek EXEC #E2 .
Ctrl-z B E R
forceout
FEIT L P RS CDA RS #3107 GRS H PR By s & iE, 1E7E EXEC B3 NME A
forceout 774 .
forceout username
&L WER forceout SRR E RGH PR A 2154 .
username P2 % 8 31 NP7 15,
MINE TBINAT N EE .
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exec 4 W

SRR EXEC
EdE 1E EXEC 3 N# A forceout 7iy4 m 5& | I F B HiEsh 2 i .
ﬁ%ﬂm /admin# forceout userl

/admin#
halt

BRMARGMAG IR, 151 EXEC # F# H halt 474,

halt

&% AR WA AT O+
RIANE TEERNAT A EUE
SRR EXEC
GRS K H halt 672 207, WETR CDA RPATAEM &0 B 2238, ALBMBREE. WRIEE

CDA HUTAEE LR RAEIIZAT halt 474, BB DU T Hb— B S

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

IR R ERAE— B, BRI Yes 17 1E#AE, 2% No BUHAF L,

n RAL T halt fiy &I RISATHERE, SRUUREA yes TR IR E A TH S, CDA K2R G A5 BL
ik

Do you want to save the current configuration?

N yes (RFHIE K CDA Bl E . CDA FiRIE /R FHE:

Saved the running configuration to startup successfully

7w~ /admin# halt
/admin#
Hxeé W ik
reload EHHE T RS

Cisco Context Directory Agent 1.0 i REFE B4
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N Eexec44

help

ST

RIAE

wPER

EfER

|

mkdir

BHIR CDA &L BRI RS, 5/ EXEC B F#H help fir 4.
help

B AR SRR’ T

TERIAT A EUH

EXEC
P B

help fir & R H2ft_E R SO SGHE Bl 22 4t 14 ] 4 10 B
o EIIHATHITHE @ AT A &, WERGIRTT TRA S (2).

o EORHUDUREE FAFHOT L 2 9I3%, MG S K a%H, IHERmmA RS (7). iE
B SCTH B, RO e A A 48 5T Sk K S5 BE 5 s S 4

o T Hap SRR KRB T MSA, AT HRAR S (2) RAE TS WP
RPN fr AT, BOAE S BT BN B &« SR8 M 230 & i) R B

/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

/admin#

BIE CDA IR %8 LA H 3%, W7 EXEC #:0 N H mkdir 174 .

mkdir directory-name [disk:/path]
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exec w4 W
1BE1REA mk dir B H R a4 .
directory-name BRI H R A FR . 2 S3CHF 80 MR F 74T
disk:/path 1E H F & LI disk:/path.
BIAE TCERNAT N EE
HSRR EXEC
Ed:E 1E H AW LI disk:/path, 50 &2Su2 Hes, HIRELIERIN disk:/path.
w45l /admin# mkdir disk:/test
/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
/admin#
Bx®<$ e 3%
dir 7 CDA fik %5 a% BRI FIRR
rmdir MR IA ) H 5.
nslookup
BE CDA R4 AR EERFNFENL, 51E EXEC #2308 ] nslookup 7% .
nslookup word
EiEREA nslookup MR RFR TP Huhk s EHL A 4.
word WERGN 1Pv4 HIBEBL N4 . 2 SCRF 64 DN REF 245
BIAE TCERNAT N EE

Cisco Context Directory Agent 1.0 i REFE B4
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WwSIRK EXEC
Ed:E I
AN =B

/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 171.70.168.183#53 in 1 ms

/admin#

w2

/admin# nslookup 209.165.200.225

Trying "225.200.165.209.in-addr.arpa"

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 65283

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 0

;7 QUESTION SECTION:
;225.200.165.209.in-addr.arpa. IN PTR

;; ANSWER SECTION:
225.200.165.209.in-addr.arpa. 86400 IN PTR 209-165-200-225.got.net.

;; AUTHORITY SECTION:
200.165.209.in-addr.arpa. 86400 IN NS nsl.got.net.
200.165.209.in-addr.arpa. 86400 IN NS ns2.got.net.

Received 119 bytes from 171.70.168.183#53 in 28 ms

/admin#

patch install

patch install 7y 2{V7E . CLI iz4T patch install 2 %45 & 5 b 22 25 5 4k T 464,

TR N AN T IR EL, 1 £ EXEC #5230 ] patch 74 .

patch install patch-bundle repository

1B3kiRAA patch A R G N AN T ) f .
install 2205 N RS 2 A T IR i 2 .
patch-bundle T RS &2 E 255 NP REUE TR
repository TEA4H 42 W B 22 S 255 NP RS 755 .
ETVINGE TEERINAT N B
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exec 4 W

wSER EXEC

ER{ER 2N R E AN T R
IR 2 AR AN TR B A T RS, RO DT R Y S

o

% Patch to be installed is an older version than currently installed version.

xSRI T R e e R THT, R B AN T B B RRAS U RN T R . RRA
VAL S BER 22240 T BB IR UL R, 2™ M TR

B

/admin# patch install cda-patchbundle-1.0.0.011-2.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the ADE-0OS running configuration to startup successfully

Initiating Application Patch installation...

Patch successfully installed
/admin#

w2

/admin# patch install cda-patchbundle-1.0.0.011-2.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? no
Initiating Application Patch installation...

Patch successfully installed
/admin#

i3

/admin# patch install cda-patchbundle-1.0.0.011-2.i386.tar.gz disk
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application Patch installation...

% Patch to be installed is an older version than currently installed version.
/admin#

BX®e we ik

patch remove M B B2 B4R 2 b T AR A a2 o
show version SR R HTIN B AT AR LSRR AR R 5 2 A5 R .

patch remove

LM SEH AR s D T AR GR A RA, 1B /E EXEC X patch fir 4.

patch remove word word

Cisco Context Directory Agent 1.0 i REFE B4
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N exec#v4
EiERAA patch LRGN AN T 4
remove TN 2 FH P 5 D TR RROAS () i 2>
word FNFLMERAN TN IR T2 SCHFF 255 MR 77
word BMER AN T RS o B2 3CHF 255 DRI 45 .
BUAE TERWAT N EUE .
LR EN EXEC
f£MiEm A N S ER S S
WER A S BR AR e B b T, AR IS 3 DL B R 2
% Patch is not installed
N
#F RN T M BR Ay 2 A R AN TR, 0 2 R b T F B P RRCAS BB R RN T RRR B . i
A5 WL B0 (R VR 2 R BT 22 24 T AR R S0, 0 2 A L
i w1
/admin# patch remove cda 2
Continue with application patch uninstall? [y/n] vy
Application patch successfully uninstalled
/admin#
P2
/admin# patch remove cda 3
Continue with application patch uninstall? [y/n] y
% Patch is not installed
/admin#
Hx®s W ik
patch install e N VR E AN T a2 .
show version SR R T I KA RR A DL B A RO B 2% A R

ping
BEZWRIZE R G RIFEAR IPv4 MEZER:, E7E EXEC #20 ~N#H ping @74 .

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]
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exec 4 W

1B VER ping ping iZFE IP Ml a4,
ip-address %L ping KRG 1P Hudik. 2 3CFF 32 N B 745 .
hostname % ping MRS ENLA . B2 SR 32 DN BT .
df o BUr G .
df V% AEFRE AN 1 W2 R0 B, BUdRE N 2 o) R AT 50 0E B
B, BUREAN 3 WARE df.
packetsize ping AL A KA.
packetsize 8 %€ ping FHE BRI AN ZEWAT 0 5 65507 2.
pingcount ping [A] 15 K
pingcount i 7€ ping FIMIEREG ZENT 15 10 2.
RiAE TERNAT EE .
BHSER EXEC
fEMEm ping iy 4 [l SN M hE A2k RLE G SR &R AL, ARG SERF R . Ping it o] 35 B UPAL B8 A2 2 ML
AlEEME . BRARIEEIR, DLARIE RS AU A E ML,
ﬁ%ﬂm /admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.
18 bytes from 172.16.0.1: icmp_seqg=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp_seg=1 ttl=40 time=300 ms
--- 172.16.0.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 100lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
/admin#
Hx®s W ik
ping6 ping ZFE IPv6 Mk,

ping6

L5 1Pv4 ping 1L, £ EXEC #x{ T~ ffH IPv6 ping6 4.

ping6 {ip-address | hostname} [GigabitEthernet 0-3][packetsize packetsize] [pingcount

pingcount]
EERAA ping ping ZFE IPv6 Huhk a4 o
ip-address % ping 7 G010 1P HitE. Jt% % 5 64 7 BEECT 77
Cisco Context Directory Agent 1.0 i REFE B4
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N Eexec w4
hostname % ping MRS ENL . & Z LHFF 64 NFREFFIT.
GigabitEthernet IR
0-3 prik= DNy NIk
packetsize ping H#E (3 1) KD
packetsize 8 %€ ping FHE BRI AN ZEWAT 0 5 65507 2],
pingcount ping [A] 15 K
pingcount 5 E ping | SEREG ZENT 15 10 2.
SR TERNAT EE .
BERA EXEC
MR IPv6 ping6 iy 4[] M hik R 1A X1 SR Bl 6, AR5 587 R1 52 Ping i th v] 35 B VP4l 2% 41 2
EH AT EENE . BRARHAEIR , DAACIE R mT 15 17 AL
IPv6 ping6 17 2L T I A ) IPv4 ping f7 4. ping6 @i 2 AL HF IPv4 ping 43 B (IPv4 H1 1) df)
MBI, AH SRR DR R Ul B o 4 TR T 2 A T B T R S PR A b A k2R AT
JE . packetsize Fll pingcount LT I1EH 5 IPv4 fir 225G 18 FH I A 2251 .
] w1

/admin# ping6 3ffe
PING 3ffe:302:11:2
:11:2:20c:29ff:feaf:da05 eth0: 56 data bytes

3ffe:302
64 bytes
64 bytes
64 bytes
64 bytes

--- 3ffe

/admin#

~fl 2

from 3ffe
from 3ffe
from 3ffe
from 3ffe

$302:11:2:20c:29ff:feaf:dal5
:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:da05) from

:302:11:2:20c:29ff:feaf:da05: icmp_seqg=0 ttl=64 time=0.599
:302:11:2:20c:29ff:feaf:da05: icmp_seg=1 ttl=64 time=0.150
:302:11:2:20c:29ff:feaf:da05: icmp_seg=2 ttl=64 time=0.070
:302:11:2:20c:29ff:feaf:da05: icmp_seqg=3 ttl=64 time=0.065

:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3118ms
rtt min/avg/max/mdev = 0.065/0.221/0.599/0.220 ms, pipe 2

ms
ms
ms
ms

/admin# ping6é 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount 2
PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:da05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 eth0: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:da05: icmp_seg=0 ttl=64 time=0.073 ms
18 bytes from 3ffe:302:11:2:20c:29ff:feaf:da05: icmp_seg=1l ttl=64 time=0.073 ms
--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1040ms
rtt min/avg/max/mdev = 0.073/0.073/0.073/0.000 ms, pipe 2
/admin#
Cisco Context Directory Agent 1.0 ff R 3= fific 25
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HExHS w4 1%

ping ping ZFE IP Hudk.
reload

BE N CDA #:1F 248, E7E EXEC # R F & F reload 4.

reload

1&3%iReA B AT S B Bt T
EAE TEERINAT Bkl
WwSIRN EXEC
EdEEET reload T & FEH S RS . AIEBIES B SAXE, Kizirhid 8R4 E CLI BRIk AJH S

B, RS E BT A 2GR R E S, 4 reload fir 4.

FEER H reload @& 2T, THHIIR CDA RJFUTAEM &3 KR 2%, THREUBR R Wk
T&AE CDA $ATAE = BB AEI K reload 4, BEARERE SR DL b — R B 2

WARNING: A backup or restore is currently in progress! Continue with reload?

WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

WRACE I AE— 5, WA Yes I ILHRME, SUHIA No HUM S L

ISR AEH] reload i &I RIZAT AR BN yes [0l RLR IR (5 2575 2, CDA g BRG] R LUK
i ;

Do you want to save the current configuration?

N yes (RFIHIE K CDA Bl E . CDA FiRIE /R FHE:

Saved the running configuration to startup successfully

N /admin# reload
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...
Saved the running configuration to startup successfully
Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):
The system is going down for reboot NOW!

/admin#

Cisco Context Directory Agent 1.0 i REFE B4
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HX®S g ik
halt %ﬁﬁ RN g}l:.« °
restore
TR E Z AT %Ay, 15 AE EXEC #20 F 1§ restore s . K E#/ESKE 5 CDA 1 Cisco ADE
OS FHXR IR . ZAUIKE CDA A EIE P 2 BT &4y, &£ EXEC #3 N {# H restore iy &K 7
I application @74 . ZMIFRILThaEE, 158 H A 21 no £,
fEH UL R a2 k& 5 CDA A1 Cisco ADE OS #H ¢ 1) £ ¥ :
restore filename repository repository-name
fER LN a2 B AN S CDA N AR I 58 -
restore filename repository repository-name application application-name
1BE WA restore ME RGN
filename U B A7 I 28 A0 SR A PR e %2 SCHRF 120 N R 745 o
£F UAHE A RN targpg A (140, myfile.tar.gpg) o
repository TEA e AT 2 o
repository-name BN A& VK A7 A P 1) A R
application @4
application name S LA ECR 8 PR . B S8 255 1 BB 78
AR TEERINAT N EE -
HeER EXEC
3R] 7t CDA W KR v &0, CDA & #¥ A E ).
WA B ET, INE S, BRI IME HHNEBR T, RS ERR &, EarL
i F restore iy %, JCHE N
ﬁ%ﬂm /admin# restore mybackup-100818-1502.tar.gpg repository myrepository application cda

Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes
Initiating restore. Please wait...

CDA application restore is in progress.

This process could take several minutes. Please wait...

Stopping CDA Watchdog. ..

Stopping CDA Application Server...

Stopping AD Context Manager. ..

Stopping AD Context Observer...

Stopping CDA Logger.. .

Starting CDA Watchdog.. .

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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Starting CDA Application Server...

Starting AD Context Manager...

Starting AD Context Observer...

Starting CDA Logger...

Note: CDA Processes are initializing. Use 'show application status cda'
CLI to verify all processes are in running state.

/admin#

BX®e

rmdir

#%

ik

backup

HAT %1 (CDA F1 Cisco ADE OS) , 4 &t AEtg .

backup-logs

#hRgGHE.

repository

By N A% TR L PO A A T A

show repository

R LR SE A7 A AT AR S

show backup history

WoR R G 1 ARk

BRI B3, 5/ EXEC £230 F# A rmdir 4.

rmdir word

AR

AIAE

SRR

EdE T

=l

rmdir

MERELA H S8 2

word

HR 4R W% 3CHF 80 MR T 777

TEERINAT N BUH -

EXEC

/admin# mkdir disk:/test

/admin# dir

Directory of disk:/

4096 May
4096 May
16384 Mar
4096 May
4096 May

06
06
01
06
07

2010
2010
2010
2010
2010

13
13

12

Usage for disk:

:34
:40:
16:
13:
:26:

07
42

:49

59

:27
:53

04

activemg-data/
logs/
lost+found/
target/

test/

filesystem
181067776 bytes total used
19084521472 bytes free

[ oL-26299-01
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20314165248 bytes available
/admin#

/admin# rmdir disk:/test
/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
/admin#

Bxhs ws ik
dir .78 CDA R45%8 ERISCHEI3R .
mkdir BB B =%

show

Eﬂi‘iﬁ # }Eﬁ B, 157 EXEC #:0 Fff H show #r4-. show #r 4 M T /8 CDA W&, Z#&
AL

* 43 E’Jﬁﬁé\?ﬁ;%ﬁ 't show 7y & Fﬁ?ﬁﬁﬂ?@’i%, {5411 show application status. — £ show iy %
A R TS N I S 3B A fE IR %1217 91 1 show application version.

B XA CDA show i 2 HIHEAE LR, ESHERmS, o 4-45 7.

show keyword

18R X 437057 show wrd.
7 4-3 show @5

At AR

application BoRAE R DRI B B, RS SRA.
(FESgT) 2
backup EREMEE.
(TSR
cdp IR 5 B SRR R B R 1S
(BEXET)
clock BRRGHA I H . . B B XA
cpu 7R CPU E R

disks SRRSO RS B

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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7 4-3 show #$LE (4F)

B4 BehR

Interface 7R Cisco ADE #1F RGN & M T A #: D S9HE B

logging BRRGHEILRER
(RERET)

logins BIoRER EId R
(FRE BT

memory TR T B AT HR R 1 N AR

ntp IR ML AR (NTP) FRES .

ports BoRiEshm O BT T R

process 7R 9% CDA RS 23 G shHERR 1S B,

repository SRR I8 A PE IR SR
(FRERBET)

restore 78 CDA RS54 P sl % .
(RERET)

running-config

2R CDA g5 #s b4 RiiaqT

P B SN

startup-config

7~ CDA g5t LA shBC BRI N2 .

tech-support

TR A A AT R4S TAC RGBS B .

terminal R R YT A 2 g B Aol B S HORERE R
timezone B~ CDA RS #IIEHX .

timezones 7~ CDA IR55# Erl R BT A B IX .

udi BIoRA K CDA ME— %R IRFT (UDD) HIfE S .

uptime WoR T E R RGN B B AR ELE AT I [A]

users BN GG HE R

version Bor O @B NARARE R,

L R a4

2. —U% show fiy

WIBATs

ZAE show & G AN SSEE S, 4141 show application.
A T AR AR T JE TN N S H B BT R

REGZHNINHMRA (£ [Hshow application, £ 4-45 T71) .

%141 show application version.

I show fir 2 &7~

BUAE TERWAT N EUE .
LR EEN EXEC
EdEEET show i ¥ fi L2 /D — NGB 7 A B IEHIE1T .
ﬁ%ﬂm /admin# show application

<name> <Description>

CDA Cisco Context Directory Agent

/admin#

Cisco Context Directory Agent 1.0 i REFE B4
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ssh
HRYSEERERINE 2, B EXEC BT ssh a4
ssh [ip-address | hostname] username port [number] version [1 / 2] delete hostkey word
AR ssh Ja 85I RGN & 2.
ip-address TR RS P b, %K 64 T A
hostname WRERGWM TN . RZ FF 64 NFEET 745 .
username ik SSH S A IH 4.
port [number] (W) FRRmfE FH A 5. JEEIM 0 2 65,535, ERINEE N 22.
version [1 | 2] (AT $ERAS . BROANKEN 2.
delete hostkey B RF 2 ML SSH FREL.
word TR RGN 1Pv4 thlk e L4 . &2 SR 64 DN F R 715
BIAE CEEH .
LR EEN EXEC (¥ A E i)
f£FMiEm ssh i 2 WL RG 5 ) — N IEHE R EURSS 2 3T 2 A N & 12 . B (R D RE 5 Hh
Telnet FEHE DI RERML, AR, MEECIN . @il S mRuEMminEg, SSH & iy R VFEA
AN 2% AT 2 A A .
5l i1
/admin# ssh cdal admin
admin@cdal's password:
Last login: Wed Jul 11 05:53:20 2008 from cda.cisco.com
cdal/admin#
~fl 2
/admin# ssh delete host cda
/admin#
tech

BEREAEPTIE  2%H 1 EIR A, 15 7E EXEC B N H tech fir 4

tech dumptcep <0-3> count <package count>

0L-26299-01 |
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ST

RAE

wOER

EMER

=Bl

tech TAC 4

dumptcp ¥ TCP £ ¥s (% 6k B4z H & a2 o

0-3 TIELLR M4 O 955 (0-3),

count feE o REAR I, BONR B N CERED .
package count S 1-10000 HIETF

CAEH

EXEC

WIRAE tech dumptep i th o R ILAS 1% UDP &SR IS, HIFA Ly ttdHL . tech dumptep @4
RO AL W HOR A AT R A, SR P E I UK ) Ak B S AL IR H R 0 . R 2 BONAR UK 8
SR MR BRI, B, R RGE R MERA S HEAT IR, B, BRI ERONE
& UDP &30 A1) 4% th 2 2 IEH# 1

cd-pos-devl7/admin# tech dumptcp 0 count 30

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO0, link-type EN1OMB (Ethernet), capture size 96 bytes
10:27:32.923319 IP (tos 0x10, ttl 64, id 1377, offset 0, flags [DF], proto: TCP (6),
length: 92) 10.77.122.201.22 > 10.77.204.132.3142: P 165

9025089:1659025141(52) ack 793752673 win 12144

10:27:32.923613 IP (tos 0x10, ttl 64, id 1378, offset 0, flags [DF], proto: TCP (6),
length: 156) 10.77.122.201.22 > 10.77.204.132.3142: P 52

:168(116) ack 1 win 12144

10:27:32.940203 IP (tos 0x0, ttl 55, id 12075, offset 0, flags [nonel, proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.43876:

13150 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:32.952693 IP (tos 0x0, ttl 119, id 52324, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.204.132.3142 > 10.77.122.201.22: ., ck
sum 0x4ed3 (correct), 1:1(0) ack 168 win 64192
10:27:33.201646 IP (tos 0x0, ttl 64, id 39209, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.50340 > 72.163.128.140.53: [Db
ad udp cksum b8a2!] 49140+ AAAA? cda-20l1.cisco.com. (35)
10:27:33.226571 IP (tos 0x0, ttl 55, id 26568, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.50340:

49140 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:33.415173 IP (tos 0x0, ttl 64, id 39423, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.56578 > 72.163.128.140.53: [Db
ad udp cksum 8854!] 62918+ AAAA? cda-20l1.cisco.com. (35)
10:27:33.453429 IP (tos 0x0, ttl 55, id 12076, offset 0, flags [nonel, proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.56578:

62918 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:33.579551 arp who-has 10.77.122.120 tell 10.77.122.250
10:27:33.741303 IP (tos 0x0, ttl 128, id 21433, offset 0, flags [DF], proto: UDP (17),
length: 306) 0.0.0.0.68 > 255.255.255.255.67: BOOTP/DHC
P, Request from e4:1£:13:77:13:34, length: 278, xid:0x1377f72b, flags: [Broadcast]
(0x8000)

Client Ethernet Address: e4:1£:13:77:13:34 [ |bootp]
10:27:33.788119 IP (tos 0x0, ttl 64, id 39796, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.43779 > 72.163.128.140.53: [Db
ad udp cksum 2ffc!] 32798+ AAAA? cda-20l1.cisco.com. (35)

[ oL-26299-01
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10:27:33.812961 IP (tos 0x0, ttl 55, id 26569, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.43779:
32798 NXDomain* q: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:34.003769 IP (tos 0x0, ttl 64, id 40011, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.23267 > 72.163.128.140.53: [b
ad udp cksum 2e85!] 18240+ AAAA? cda-201.cisco.com. (35)
10:27:34.038636 IP (tos 0x0, ttl 55, id 26570, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.23267:
18240 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:34.579054 arp who-has 10.77.122.120 tell 10.77.122.250
10:27:34.927369 arp who-has 10.77.122.42 tell 10.77.122.40
10:27:35.727151 IP (tos 0x0, ttl 255, id 64860, offset 0, flags [none], proto: UDP (17),
length: 317) 0.0.0.0.68 > 255.255.255.255.67: BOOTP/D
HCP, Request from 3c:df:1e:58:0£f:c0, length: 289, xid:0x161504, flags: [Broadcast]
(0x8000)
Client Ethernet Address: 3c:df:1e:58:0f:c0 [|bootp]
10:27:36.190658 CDPv2, ttl: 180s, checksum: 692 (unverified), length 384
Device-ID (0x01), length: 12 bytes: 'hyd04—lab—SW'[|cdp]
30 packets captured
30 packets received by filter
0 packets dropped by kernel
cda-201/admin#
G S FE Telnet I EHL, 5 7E Operator (/) 8{ EXEC K3 {4 ] telnet fir 4.
telnet [ip-address | hostname] port number
UL telnet S5 Y FF Telnet I ENLHI A4 .
ip-address RGN 1P Hidik. % 3CFF 64 N F BT 745 .
hostname TRERAMENL . 2 FF 64 DT BT F5F.
port number (A[38) FRRmiE FHL IR 05, JEEM 0 = 65,535,
BIAE ToBRINAT N EAH .
SRR Operator
EXEC
] T
w15l /admin# telnet 172.16.0.11 port 23
cda.cisco.com login: admin
password:
Last login: Mon Jul 2 08:45:24 on ttySO
/admin#

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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terminal length
B A B L 04 BT &R 4T HL WE(E EXEC #054F 1] terminal length 7 4

terminal length integer

&L R terminal B LT S E 4
length W B 2 AT & B AR SR AT B A
integer FREE L RIAT R A 0-5114T (HEMMEBRSAEN) o HAE (0) a2k
FH B 5 2 TR ) B A5

IAE 24 JRER R
LEZEEN EXEC
M B G {0 P A P8 B i A 22 57 R i U 0 B 4 F e T
=~ /admin# terminal length 0
/admin#

terminal session-timeout

TR EITA SENARE SR, EE EXEC #2 R N # ] terminal session-timeout iy %

terminal session-timeout minutes

&L terminal WEAWTSHIIw2 .
session-timeout W B E < iEIEE SN 12,
minutes KEANESHEN 285 JEEM 0 £ 525,600, ZF (0) AJZEHEN .
BRiNE 30 44
SR EXEC
IR ¥ terminal session-timeout iy % % B A% (0) Bl KR A% BB .

Cisco Context Directory Agent 1.0 i REFE B4
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ZI_T@J /admin# terminal session-timeout 40
/admin#

Hxes$ g ik

terminal session-welcome |75 24 |- i A Bt 2R e O i 7 e B

terminal session-welcome
FYE RGN SR ARG SR B RGN B, 57 EXEC M3t R4 terminal

session-welcome 7% o

terminal session-welcome string

RV terminal WE AT -
session-welcome ERG FNIA SR RS H 7 B E G B a2
string WO B B2 X FF 2,048 N FERBTFEFR.

RiAE TCERNAT N EE .

BLRA EXEC

MR TR 2 M 2,048 MFRFHIHEE.

ﬁ?@] /admin# terminal session-welcome Welcome
/admin#

Hx®s we 3%

terminal session-timeout WE A< AEE s,

terminal terminal-type

EHRE R A AT 2 1R S AT 2B 1 2 2R, 1 4E EXEC #5251 terminal terminal-type 7%

terminal terminal-type rype

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
m. 0L-26299-01 |



| #£4E CDAHSSE

exec 4 W
&L R terminal WE LT S 4
terminal-type Tee R &R A 4 . BRI IR R ALA VT100.
type TE X A A4 FRAZRAY, 3 fo i AR (% ST AR 55 10 WL AT 2 b
. B2 80 NERFEFE.

IAE VT100

BHERA EXEC

(3R] fRRn e (AN R S5 EAE VT100 AFD .

L] /admin# terminal terminal-type vt220
/admin#

traceroute

ZURIHE OAERTER B AR I & PR B, 15 E EXEC BL3U R EH] traceroute v %

traceroute [ip-address | hostname)

AR traceroute R ILECHE R H br Rk f % a4
ip-address TRERGM 1P Hidik . % 3CFF 32 N F R 745 .
hostname WRERGM TN . 2 FF 32 NP R 745 .
BIAE TCERNAT N EE
HSRR EXEC
EdEET=] T
ﬁ%ﬂm /admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

/admin#

Cisco Context Directory Agent 1.0 i REFE B4
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undebug

sAA R I AL, 157 EXEC 30 T A undebug i 4.

undebug {all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp |
system | transfer | user | utils}

LA undebug ZEHI AL CDA Jle 55 2 v &% Al b 1 i 2
all X P R .
application R SC A o

o all - ZEH A B IR

o install - ZEFH N H 223505 H

o operation - ZEF B IE AT K H

o uninstall - 25 L ED R A
backup-restore AR E At

o all - ZEH &I I R H

o Dbackup - 55 &A1) 2 1 TR H o

* backup-logs - B %A &40 H B H .
o history - 25 & VK1 Py s SR H
o restore - 55 FH &AM K BV g

cdp SRR IR o R B A .

o all - ZEH A BRI B R .

o config - ZEF R R BRI C B R
o infra - 5% FHRERE R I U000 R At vt 1R 1 o
config [(= Y o

o all - ZERIPA R E

o backup - FEFH % HECE AR H

o clock - %5 FH I P C B 5050 H o

o infra - &5 FHC B A5 R 5 H

o kron - B5F i A VR FEAR 7 I B 1 U H

o network - 25N 2% TiC B TR i

* repository - 5 A4 FETC B R 50 .

o service - B8 IR 55 e B P H

copy R

icmp ICMP [A]3% ] |37 g 8

all - ZEF] ICMP [813% 1 )52 e B (K A7 Pkt RS e BN 0 fT7 2
A Ay, 0 Rom ™ HE, 7T R .
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locks HIREE .
o all - ZEH P A RS 2 R H .
o file - ZE RSB e A
logging H R E .
all - 22 H 0B WA Al .
snmp SNMP fic & S0
all - 25 FH| SNMP i & 1) B A
system RGO
o all - ZEHTE RS R H .
o id- ’@‘ﬂ%%é}i ID 8% H .
. mfo R4 B .
* init- RG50S
transfer AFA% iﬂJ °
user Ak i
o all - ZEH FAE H P AE B
* password-policy - %5 F %05 w1 P & 3 i .
utils SE 2 i B SO .
all - 25 v A S R e B 3 1
MIANE TBINAT N EE .
BLERX EXEC
EdEE Tc.
H_T@J /admin# undebug all
/admin#
HBxHhs w4 ik
debug TN A G S R R B .
write
HEEH, BREIER CDA IREHACE, H4 EXEC a8 N4 &M N K2 H0d H write iy 4.

write {erase | memory | terminal}

Cisco Context Directory Agent 1.0 fRREHEEEE W
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B write NIEAT R GiME B

erase A f‘ﬂ‘)ﬁﬁﬂﬁﬂﬁ lktzﬁlﬁE CDA b TEERIRA .

memory W TR E Z R 2 G 3 E .

terminal Wiz ATE E E H BEH 6.
BUAE TERWAT N EUE .
LR EN EXEC
EIEEE] fE£ CDA F2E 114 I write A7 4 5 erase WEINEE &M .

R write 145 erase EI— i ff H, CDA & E/REL IR E:

% Warning: 'write erase' functionality has been disabled by application: cda
e =Pl

/admin# write memory
Generating configuration...
/admin#

il 2

/admin# write terminal

Generating configuration...

|

hostname cda

!

ip domain-name cisco.com

!

interface GigabitEthernet 0
ip address 10.201.2.121 255.255.255.0
ipv6 address autoconfig

|

interface GigabitEthernet 1
shutdown

|

interface GigabitEthernet 2
shutdown

|

interface GigabitEthernet 3
shutdown

|

ip name-server 171.68.226.120

1

ip default-gateway 10.201.2.1

|

clock timezone UTC

!

ntp server clock.cisco.com

!

username admin password hash $13$6yQQaFXMSUBgbp7ggDl1bG3kpExywwZ0 role admin

|

service sshd
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2xnsd N

|
repository myrepository
url disk:
user admin password hash 2b50ca94445f240£f491e077b5£f49fa0375942£38
|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|
cdp timer 60
cdp holdtime 180
cdp run GigabitEthernet 0
|

icmp echo on
|

/admin#

Eu}
N
>

AFF H A show w4, FEREN AN LARMER . A Bk HFHEME ARG .
% 4-4 HIHARTIANEH EXEC #F ) show 4.

#* 44 EXEC show #<$3#
e show application e show logins e show tech-support
e show backup history e show memory e show terminal
e show cdp e show ntp e show timezone
e show clock e show ports e show timezones
e show cpu e show process e show udi
e show disks e show repository e show uptime
e show icmp-status e show restore e show users
e show interface ¢ show running-config e show version
e show inventory e show startup-config
e show logging

show application

BRINRG P O RIENHPMHGE, B EXEC #3 Ff# H show application 174 .

show application [status | version [app_namel]]

Cisco Context Directory Agent 1.0 i REFE B4
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N Exed
B show application 78 CDA M HAEEMdr 4.
status TR CZERRTFHIRE .
version BRC %3 NA (CDA) BN A .
app_name O 22 2 B FH I 44 K
| o RS 1 A
o begin - ILECMIBEA . &% X HF 80 N F R FF1F.
o count - Xt TP AT HF 8. E B count JETHIVS AT
|- ML E G5SRE 45 .
o end- DIILICIAT A R . B 2 S0 HF 80 N ERHFF4F
o exclude - HEBRILICINAT . B % CHF 80 NF R F 1.
o include - B F LT . B % LHF 80 NFRHFF1F.
o last- R H RS JUAT . R last EIRINET . 2 FREIR
80 17 ERINIKE N 10.
|- BT E G5SRE 45 .
# 45 Count 3t Last f98H I 07FE S
| BB AL
o begin- ILICHIREIN. % 3CHF 80 MBI F7F .
o count - X4 AT HUF 4. TSR count o TR INELT
|- SR & .
o end- UIILICMIATEE R . % S3CHF 80 NP RE 745 .
o exclude - FEBRILECHIAT . % CHF 80 DT BEE =4 .
o include - BLEILELIAT » B % SCHF 80 N BT 747 -
o last- BoNHH RS JUAT . TR last JGIRINELT . 2 SCRFRIR
80 17. BRINIE N 10.
|- BT &
RiAE TERNT EE .
BERA EXEC
fEMEm o
Bl i
/admin# show application
<name> <Description>
cda Cisco Context Directory Agent
/admin#

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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2xnsd N

Pl 2

/admin# show application version cda

Cisco Context Directory Agent

Version : 1.0.0.11

Build Date : Sun Apr 8 14:04:41 2012
Install Date : Sun Apr 8 14:11:45 2012
/admin#

i3

/admin# show application status cda

CDA application server is running PID:2840

/admin#

Hx®s ws i
application install [
application install LR ARG A

application reset-config 6 LG B A T R
application reset-passwd NI e EE N,

application remove TH o4 B¢ 20 2% N FH &
application start Ja shELE N
application stop 12 1E B 2R A e B
application upgrade VAR AN KL XA

show backup history

FERIR RGNS id sk, i EXEC # X T {8 [ show backup history @4 .

show backup history

BEEA show backup 55 CDA &M= B4 .
history BN KRG PR & 6 B 1 SRIE AR B
MIAE TEERAAT A
wEER EXEC
EdEE] T

Cisco Context Directory Agent 1.0 i REFE B4
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B Z5ed
i w1
/admin# show backup history
Wed Aug 18 12:55:21 UTC 2010: backup logs logs-0718.tar.gz to repository fileserver007:
success
Wed Aug 18 12:55:53 UTC 2010: backup full-0718.tar.gpg to repository fileserver007:
success
/admin#
w2
/admin# show backup history
backup history is empty
/admin#
Bx®<$ we ik
backup AT %43 (CDA i Cisco ADE OS) , K& A0 AEAEAE T .
restore NI TE A7 e 1) SCATE A 28 48 PR R
repository BN AR TBC B At TR
show repository IR AL TR RE A7 EE bR R & A SO .
show cdp
BRARCEHERRIMGE O MEE, WE1E EXEC X N £ H show cdp % -
show cdp {all | neighbors}
EEREA show cdp B BARLR LMY show 4 BT 4 .
all S A T A RN SRR
neighbors o R IR SE o
BIAE TERWAT N EUE .
LR EN EXEC
(3R] T
Bl w1

/admin# show cdp all
CDP protocol is enabled.

broadcasting interval is every 60 seconds.

time-to-live of cdp

packets is 180 seconds.

CDP is enabled on port GigabitEthernetO.

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
0L-26299-01



| £4E CDABSEE

gErxas N

/admin#

w2

/admin# show cdp neighbors

CDP Neighbor : pmbu-ibf-sw-ins

Local Interface : GigabitEthernetO
Device Type : E-24TDWS-C3750
Port : GigabitEthernetl/0/17
Address ¢ 192.168.100.254

/admin#
Hx®s we 3%

cdp holdtime i 8 PR % LAE 25 35 W AR B K 1 % b 24 1 R R I W S A

AL PRI TR]

cdp run JE F BB R IR

cdp timer fe 2 CDA R4 48 ik R R 3B 305 8 R A
show clock

BRRRGHANERH . A B WEL SR, 5E EXEC B0 N #H show clock i 4.

show clock

18k 1REA BA AT S H BT
BIAE TCERNAT N EE
HSRR EXEC
Ed:EET=] T
ﬁ%ﬂm /admin# show clock

Tue May 8 08:33:50 IDT 2012

/admin#

N

o RIRIRBIT ) show clock %t ALFE P tH FL N (UTC) Bk ARBE FRAERS [H] (GMT). #[H
BOHE I ] A RGBT X, 52 0 A-84 1 A-85 TL EIER 4-13. 4-14 DL J 4-15) &

Hx®s we 3%

clock BCE T R I R G

Cisco Context Directory Agent 1.0 i REFE B4
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show cpu
R CPU R, iE7E EXEC # R F{#H show cpu i .
show cpu [statistics] [1] [I]
&L R show cpu 7~ CPU 18 B 4.
statistics B8 CPU 4itE R
/ W AB AR &
o begin - ILECHIRE . 5% HF 80 NMFRHF 717
o count - W RIAT B TEHI count JE TR INET
|- B LR (5SRE 4-6) .
o end- PANLHRIATEE IR . % X 80 NFE R FF 5.
o exclude - HEBRULECHIAT . B2 30 HF 80 NF R FF 5.
e include - B VLECHIAT . B2 S HFF 80 NFERIEF 717,
o last- WoRHH R )G LT FEHH last ]IS IS % CFFE IR
80 7. ERIAE N 10,
|- LR (55 RE 4-6) .
# 4-6 Count gt Last 955 1615 T S
/ W AB T AR &
e begin - ILHCHIAR . B2 CHF 80 MR 715,
o count - X FEIAT B M S TE R count 5 THITNINELT .
| - far B AR AT AR &
o end- PAILHCHIAT 4 OR . B % S 80 N R4 .
o exclude - HEBRULFCHIAT « B % 30 80 N BRI F4F .
o include - BEVLIAIAIT . WZHF 80 NFEREF T,
o last- BRI R EJUT . EHE last JFIRN T . &2 ZXFER
80 17. BIAKE N 10,
| - far B AR AR AR &
2RiNE TCERAINT N EE
SRR EXEC
3K Tc.

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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2xnsd N

i w1
/admin# show cpu
processor : 0
model : Intel(R) Core(TM)2 CPU 6400 @ 2.13GHz
speed (MHz) : 1596.000
cache size: 2048 KB
processor : 1
model : Intel(R) Core(TM)2 CPU 6400 @ 2.13GHz
speed (MHz) : 1596.000
cache size: 2048 KB
/admin#
i 2
/admin# show cpu statistics
user time: 265175
kernel time: 166835
idle time: 5356204
i/o0 wait time: 162676
irg time: 4055
/admin#
Hx®s we 3%
show disks BRI AN RSE R
show memory BN RGHRREH RGN KA.
show disks
BRNEE S RGE R, WEE EXEC X N H show disks 4.
show disks [I] [I]
AR show disks BRI RGE B4
/ o LR S 1 AR
o begin- ILECIIIE . B2 3CHF 80 N F BT 745 .
o count - XA AT B AR count J5 IR MDA o
|- AT E GF5SRE 47 .
o end- ILICIAT AR . B2 SRR 80 NP BHF 745
o exclude - HEFRVLECHIAT . B 2 SCHF 80 NERIFF17.
e include - B EIULHLIAT . B % X 80 N F R FFFF o
o last- BoRKH RS JUAT . AR last ]G IRINELT . B % LR EOR
80 17. BRINIKE A 10,
|- AT E GESRE 47 .
Cisco Context Directory Agent 1.0 i REFE B4
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N 2res
& 4-7 Count gt Last 955 15T S
/ fia RS 1 AR
o begin- ILECIIIE . B2 3CHF 80 N F BT 745 .
o count - X H AT H M. 7559 count JETRIVN INELF
| - i AE A AR i
o end- DAICREATES . %S0 80 A REEUE 515
o exclude - HEFRVLECHIAT . B 2 SCFF 80 NERIFF17.
o include - B EFIULECLINAT « B % CHF 80 N F R FFFF o
o last- B B G AT o EHI last JEISINELT- . % CHRFRR
80 17. BLINIKE N 10.
|- i AE A AR i
BIAE TCERNAT N EE
HSRR EXEC
3R] RE BB WUE ARG T & 4 CFF show disks @74 .
ﬁ%ﬂm /admin# show disks
temp. space 2% used (36460 of 1984044)
disk: 2% used (208816 of 14877060)
Internal filesystems:
all internal filesystems have sufficient free space
/admin#
Hxeé LAY 3
show cpu 7~ CPUEE.
show memory R RGN RAE N KD

show icmp-status

B N HUBE A 2 0 B s el 3% e N AR B S R, 1E7E EXEC 53 N f# ] show icmp_status iy 2 .

show icmp_status {> file | |}

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg
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2xnsd N

EiERAA show icmp_status 327 LI DX 4 i S P A ] 2k v TR B A R A A
> it 7 1)
file B [ AR (stdout) SR RR
/ iy A AT i 4
o begin- IR B2 SR 80 MBI,
o count - X EIAT HiF 4. 7ESE count S5 AR AT .
- |- BmfrmY GESHE 4-8) .
o end- AILECIAT A R . B 2 SCRF 80 N FBEUT 15 .
o exclude - FEBRULECHIAT . 2 CHF 80 N BEE7#74F.
e include - F VLT . B2 3CHF 80 N BRHF 775,
o last- WoRHH B JUAT . fEHIA last SR INECT: . B Z RN
80 17. BUABLE N 10,
- |- BmfrmY GESHE 4-8) .
7 4-8 Count 3t Last #9311 EGFEE
! i AR AR
o begin - ILRCHIME . 5 2 LFF 80 NFERHFF15.
o count - X HHHIAT H M. 7E50 count J RIS INELF
| - % BB R AR
o end- DAILFRIATAS . 2 3CHF 80 DB 745 .
o exclude - FEBRICACIIAT . & % X HF 80 N B ZF1F.
o include - BEULILINAT . B2 LHF 80 N ERHFFAF.
o last- oK ERIGJUT . R last JERINE T . 2 XFFRR
80 7. BRABEN 10,
| - % BB R AR
BIAE ToBRINAT N EAH .
wOER EXEC
E 3R] T
eyt w1
/admin# show icmp_status
icmp echo response is turned on
/admin#
_ Cisco Context Directory Agent 1.0 fRREHEEEE W
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B Z5ed
w2
/admin# show icmp_status
icmp echo response is turned off
/admin#
Hxes$ we Ei::3v
icmp echo T B HL I 25 8V S P (ICMP) B 3K

show interface

FEERIP TR B 2 DR FHMORAS, 1E7E EXEC #30 ~# ] show interface @74 .

show interface [GigabitEthernet] |

YEEEA

IAE

WwEA

£ dEE ]

]

show interface ErREOEERNGS.
GigabitEthernet BARTIELUR M4 M. HiN <0-3>.
/ HHABH AR &

o begin - ILECMIBEA . &% XHF 80 N F R FF1F.

o count - Xt TP AT HUH 8. E B count JETHIVS AT
o end- LAILICIAT AR . B2 SCHF 80 NP BHT 745

o exclude - HERRULECIAT . % CHF 80 NN FBEE 75175

o include - BLEILICIIAT . 2 SCHF 80 N FERHUFF4F

o last- TR R EJUIT. EH last R INET . 2 ZFER
80 17. ERIABLE N 10,

TERIAT AU -

EXEC

1t show interface GigabitEthernet 0 fii i1, 7 LLE B4 045 =/~ 1Pv6 kb, 25—~ T bk
(LA 3ffe TF3k) REHTRES B ERBG AR . 2ETRESHNEE EE TIE, KFEEZ

T W EJE F TIPve il . N —ANhE (DL fe80 FFSk) 2 B A AT ] 31 1Bl 7E SE L2 A1 1A i 12 AR

Hitk. o2 IPve HBIIEL B L& DHCPv6 BLE, K IGAE BB A ML, &5 — bk
(LA 2001 JF3k) &M TPv6 DHCP JIR 55 4% SR HR ) 45

Pl
/admin# show interface
eth0 Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4

inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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lo

sit0

/admin#

~fl 2

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0

TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:O0

RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)

Link encap:IPv6-in-IPv4

NOARP MTU:1480 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

/admin# show interface GigabitEthernet 0

2xnsd N

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05

inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
fe80::20c:29ff:feaf:da05/64 Scope:Link
2001:558:££10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000

inet6 addr:
inet6 addr:
inet6 addr:

RX bytes:10699801
Interrupt:59 Base

/admin#

(10.2 MiB) TX bytes:3448374 (3.2 MiB)
address:0x2000

BX®<

*%

iz

interface

Pic B 22 1 2R AR S N2 i B A% =K

ipv6 address autoconfig

RO EEH PV RS HBLE .

ipv6 address dhcp

O FJEH 1Pve ik,

show inventory

FLR IR A R A 5 45

inventory 7% .

show inventory |

S
oy

135 CDA W/ B SHFEH]S, i EXEC B N {# ] show

[ oL-26299-01
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B Bred
BEAA show inventory BN B S B A
/ B AR
o begin - ILFCMIMEA . &% X HF 80 NF R FEF1F.
o count - X H AT H M. 75595 count JETHIVN INELF
o end- IILPCHIATSE R . B 2 3 HF 80 MBI 4F o
o exclude - HEBRULHCHIAT . £ 2 SCFF 80 NN FRIEFH1F
o include - B VLFCHIAT . B2 CHF 80 MR 745
o last- BRI G LT . TERE last JEIINEUF . 2 CRFER
80 7. ERIAE N 10,
AR TCERINAT N EE
BRN EXEC
fEFH{ER T o
ﬁ%ﬂm /admin# show inventory
NAME: "CSACS-1121-K9 chassis", DESCR: "CSACS-1121-K9 chassis"
PID: CSACS-1121-K9 , VID: VOl , SN: LAB11122278

Total RAM Memory: 4017680 kB
CPU Core Count: 2

CPU 0: Model Info: Intel(R) Core(TM)2 CPU 6400 @ 2.13GHz
CPU 1: Model Info: Intel(R) Core(TM)2 CPU 6400 @ 2.13GHz
Hard Disk Count(*): 2

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 250.00 GB

Disk 0: Geometry: 255 heads 63 sectors/track 30401 cylinders

Disk 1: Device Name: /dev/sdb

Disk 1: Capacity: 250.00 GB

Disk 1: Geometry: 255 heads 63 sectors/track 30401 cylinders
NIC Count: 2

NIC 0: Device Name: ethO

NIC O0: HW Address: 00:15:17:29:68:A2

NIC 0: Driver Descr: Intel(R) PRO/1000 Network Driver
NIC 1: Device Name: ethl

NIC 1: HW Address: 00:15:17:29:68:A3

NIC 1: Driver Descr: Intel(R) PRO/1000 Network Driver

(*) Hard Disk Count may be Logical.

/admin#

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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show logging

2xnsd N

ZLEIR RS H BT (syslog) MRS MbRE RS H S WFE M X IIAE, 15 E EXEC iU A

show logging i % .

show logging {application [application-name]} {internal} {system} |

LA show logging BRRGHELRE RS,
application BRNHHE.
application-name - N A FR o 2 3XHF 255 N FEETF 745 .
- tall - )%_‘LB/% }EEIILD/E Cho
— count - RRIECHUTECE B . JEEM 0 & 4,294,967,295.
|- BT E (NI
internal BRREGHERE.
system CPRRGNRGHE.
| o R AZ A 1 A
o begin - ILECMIBEA . &% X HF 80 N F R FF1F.
o count - X H AT H M. 75598 count JETHIVN INELF
e end- ILICIAT AR . B2 SRR 80 NP BHIF 745
o exclude - HEFRVLICHIAT . B %2 SCHF 80 N R T 715,
e include - BEIULHLIAT . B % XHF 80 N R FFFF o
o last- BRI H RS AT . AR last JFIRINELT . B2 FFRIR
80 17. BRINIKE A 10,
BIAE TEERNAT N EE
HSRR EXEC
fER+EE a2 B8 RE H BRI R HE DR PPRE, G ENbE, L&D e H & ek B s
(FEh G WA ZrXEEND BH Elulaz?zo
Pl gy
/admin# show logging system
ADEOS Platform log:
Apr 18 11:03:57 localhost debugd[1756]: [2170]: config:network: main.c[252] [setup]: Setup
is complete
Apr 18 14:04:13 localhost debugd[1756]: [3005]: application:install cars_install.c[245]
[setup]: Install initiated with bundle - cda.tar.gz, r
epo - SystemDefaultPkgRepos
Cisco Context Directory Agent 1.0 i REFE B4
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b 254

Apr 18 14:04:13 localhost debugd[1756]:

[setup] :

53

Apr 18 14:04:13 localhost debugd[1756]:
[setup]: Getting bundle to local machine

Apr 18 14:04:13 localhost debugd[1756]:
copy in of cda.tar.gz requested

Apr 18 14:04:15 localhost debugd[1756]:
[setup]: Got bundle at -
47053 /cda.tar.gz

Apr 18 14:04:15 localhost debugd[1756]:
[setup] : Unbundling package cda.tar.gz
Apr 18 14:04:22 localhost debugd[1756]:
[setup]: Unbundling done.

Apr 18 14:04:22 localhost
[setup]: Manifest file is
.1334747053 /manifest.xml

debugd[1756] :

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Manifest file appname - cda

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup] : Manifest file pkgtype - CARS

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Verify dependency list -

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Verify app license -

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Verify app RPM's

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: No of RPM's - 1

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Disk - 50

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Disk requested = 51200 KB

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: More disk found Free = 211595264, reqg disk = 51200
Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Mem requested by app - 100

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Mem requested = 102400

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup] : Found MemFree = MemFree: 1284664 kB

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Found MemFree value = 1284664

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Found Inactive = Inactive: 1361456 kB

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Found Inactive MemFree value = 1361456

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup]: Sufficient mem found

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:
[setup] : Done checking memory...

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:

[setup] :
—--More--
(press Spacebar to continue)

Verifying RPM's...

/admin#
w2
/admin# show logging internal

log server: localhost

[30057]:

[3005]: application:
[3005]: transfer:
[3005]: application:

/storeddata/Installing/.13347

[3005]:

[30057:

[30057:

application:
Stage area - /storeddata/Installing/.13347470

application:

application:
Verifying input parameters..

application:
at - /storeddata/Installing/

install

install

cars_xfer.

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

install

cars_install.c[259]

cars_install.c[263]

c[58] [setupl: local

cars_install.c[272]

cars_install.c[282]

cars_install.c[294]

cars_install.c[316]

cars_install.c[326]

cars_install.c[389]

cars_install.c[401]

cars_install.c[413]

cars_install.c[423]

cars_install.c[431]

cars_install.c[442]

ci_util.c[325]

ci_util.c[345]

cars_install.c[453]

ci_util.c[369]

ci_util.c[384]

ci_util.c[390]

ci_util.c[393]

ci_util.c[399]

ci_util.c[409]

ci_util.c[415]

cars_install.c[475]
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show logins

Global loglevel: 6

Status: Enabled
/admin#

w3

/admin# show logging internal
log server: localhost
Global loglevel: 6

Status: Disabled

/admin#

BRINRGEEFNIRE, £ EXEC # 3 ~1# F show logins iy % .

show logins cli

2xnsd N

B show logins BRAGE T IO E N .
cli FUH cli B il

BUAE TERWAT N EUE .

BHERR EXEC

f£MiEm L cli KT, HWHE.

ﬁ%ﬂm /admin# show logins cli
admin pts/1 10.77.203.182 Tue May 8 08:32 still logged in
admin pts/1 10.77.203.182 Mon May 7 14:05 14:58 (00:53)
admin pts/1 10.77.203.182 Mon May 7 12:23 13:29 (01:06)
root pts/0 64.103.124.254 Mon Apr 23 11:54 still logged in
root ttyso Thu Apr 19 17:57 still logged in
admin ttySo Thu Apr 19 17:57 17:57 (00:00)
admin ttyso Thu Apr 19 17:23 17:56 (00:32)
admin ttyso Thu Apr 19 18:28 15:59 (-2:-29)
admin ttySo Wed Apr 18 20:43 21:16 (00:32)
admin ttyso Wed Apr 18 14:58 15:28 (00:30)
wtmp begins Wed Apr 18 13:59:32 2012
/admin#

Cisco Context Directory Agent 1.0 fR 2 EMEL B 5/
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b 254

show memory

BRIORPTA AT PR N A IS O, 1A EXEC #1502 H] show memory fir %

show memory

1B VER WA S HE R T

BiAE TERINT REUE .

L2 EN EXEC

(3R] T

ﬁ%ﬂm /admin# show memory
total memory: 1035164 kB
free memory: 27128 kB
cached: 358888 kB
swap-cached: 142164 kB
/admin#

show ntp
B R NTP RECHPIRZS, 37 EXEC 3 K 18 ] show ntp 774 .

show ntp

1B VER WA S HE R T

BiAE BT REE .

L2 EN EXEC

EdEET] T

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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2xnsd N

NG Bl 1
/admin# show ntp
Primary NTP : cd-acs-ntp.cisco.com

synchronised to NTP server (10.56.60.29) at stratum 3
time correct to within 64 ms
polling server every 1024 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 5 64 377 0.000 0.000 0.001
*10.56.60.29 64.103.34.15 2 u 98 1024 377 0.001 0.205 0.054

Warning: Output results may conflict during periods of changing synchronization.
/admin#

~fl: 2
/admin# show ntp
% no NTP servers configured

/admin#

Bxhs we iR
ntp VB ZAE =" NTP R %5 %% LCE NTP fic & .
ntp server V% R G NTP AR 55 2% [5)25 3 AF s B

show ports
B R B O BT A R R E S, T TE EXEC #3F # F show ports iy 4.
show ports [I] [I]
EiERAA show ports | i R 7E CDA FF i I iU i BT R i e 2.

! o LR A 1 AR
o begin - ILICMIEA . B2 CFF 80 MBI FF 4.
o count - Xt AT HiFE. E R count JE RIS AT .
|- AT E (FSRE 49 .
o end - AILFCHIATA R . 2 SCRF 80 N BEUF 515 .
o exclude - FEBRICACHIAT . B % X HF 80 MBI FZF1F.
o include - EILILIAT . % LHF 80 NFREFF1F.
o last - BonEIH ARG TUAT . TR last JEEISINELT . 2 CFRE IR 80 17, ER
IWE N 10,
|- AT E (FSRE 49 .

Cisco Context Directory Agent 1.0 i REFE B4
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# 4-9 Count 3t Last i 514172
/ i RS T AR
o begin- ILICMIRE. &2 SCHF 80 N BEUT 1.
o count - XHHH T HIAT B AL 7E VI count J TR ML .
| -y R AB I R AR
o end- DLILRMITE . B LHF 80 T BT 574
o exclude - HERICIIIT . % 28 80 M7 BT 244 .
o include - B FIULECHIAT « ]2 CHF 80 N F R FF4F o
o last - WonEH B TLAT . TEHI last ]GRBT B2 X FFEIRN 80 17, 2R
IWHEE N 10,
| -y B R AR
BIAE TCERNAT N EE
L TN EXEC
FRiEF 1217 show ports &R, ¥ 0 WAEF KRBTGS 21
ﬁ%ﬂm /admin# show ports
Process : portmap (2560)
tcp: 0.0.0.0:111
udp: 0.0.0.0:111
Process : sshd (3312)
tecp: 0.0.0.0:22, :::22
Process : rpc.statd (2600)
tcp: 0.0.0.0:662
udp: 0.0.0.0:656, 0.0.0.0:659
Process : java (18838)
tcp: ::f£££:127.0.0.1:8005, :::8009, :::80, :::443, :::8092
Process : java (18811)
tcp: :::54826, :::8091
Process : java (18849)
tcp: :::8020, :::8090
udp: :::1812, :::1813, :::1645, :::1646, :::50672
Process : java (18787)
tcp: :::8093
Process : ntpd (4213)
udp: 192.168.100.156:123, 10.56.14.156:123, 127.0.0.1:123, 0.0.0.0:123,
fe80::215:17ff:fe29:123, £d4d00:1234:5678:abcd:123, 2001:420:44ff:1
4:21:123, fe80::215:17ff:fe29:123, ::1:123, :::123
/admin#
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show process

2xnsd N

R NE S HFERE R, WEE EXEC #3 ~# | show process fii % .

show process |

B show process LR RGBT
/ (Al B R AL &
o begin - ILECMIBEA . &% XHF 80 N F R FF1F.
o count - XA AT B AR count J5 IR DAL o
o end- UILRIGTE R . 52508 80 AN FREMF 14
o exclude - HEFRVLECHIAT o B 2 SCFF 80 NERIFF17.
e include - B EILHLIAT . B % X 80 N R FFFF o
o last - oRHH PSS JUT . TR last JEINELF . &2 XFER
80 17, ELNE AN 10.
BiAE BT N EE .
BLRA EXEC
e %
=Pl MR B, WEHE 4-10.
/admin# show process
USER PID TIME TT COMMAND
root 1 00:00:00 2 init
root 2 00:00:00 ? migration/0
root 3 00:00:00 7 ksoftirgd/0
root 4 00:00:00 7 watchdog/0
root 5 00:00:00 2 migration/1
root 6 00:00:01 ? ksoftirgd/1
root 7 00:00:00 ? watchdog/1
root 8 00:00:00 7 events/0
root 9 00:00:00 2 events/1
root 10 00:00:00 2 khelper
root 11 00:00:00 2 kthread
root 15 00:00:00 ? kblockd/0
root 16 00:00:01 »? kblockd/1l
root 17 00:00:00 ? kacpid
root 113 00:00:00 2 cqueue/0
Cisco Context Directory Agent 1.0 i REFE B4
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root 114 00:00:00 2 cqueue/1
root 117 00:00:00 ? khubd
root 119 00:00:00 2 kseriod
root 186 00:00:00 ? pdflush
root 187 00:00:02 ? pdflush
root 188 00:00:02 2 kswapd0
root 189 00:00:00 ? aio/0
root 190 00:00:00 aio/l
root 351 00:00:00 ? kpsmoused
root 382 00:00:00 2 ata/0
root 383 00:00:00 ? ata/l
root 384 00:00:00 2 ata_aux
root 388 00:00:00 2 scsi_eh_0
root 389 00:00:00 2 scsi_eh 1
root 396 00:00:00 ? kstriped
root 409 00:00:36 7 kjournald
root 436 00:00:00 2 kauditd
root 469 00:00:00 2 udevd
root 1011 00:00:00 7 kedac
--More--

/admin#

# 4-10 Show Process FE£Z iR

FE 3%

USER CLE R

PID 2 1D

TIME b RS F i 2 E I T

TT PR 24
COMMAND i {] ity 2 72 55 iy 4 1 2K 2

show repository

B R AEAE FE I SN 2R, 15 AE EXEC 13 N {8 ] show repository @4 .

show repository repository-name

AR

show repository

IR E WA 2

repository-name

HEELNRIAEER AR 2 S0FF 30 >3 BEE

e R

T

AIAE

TEERINAT N BUH -

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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gErxas N
HSRR EXEC
Ed:EEET=] T
ﬁ%ﬂm /admin# show repository myrepository
backl.tar.gpg
back2.tar.gpg
/admin#
Hxeé A 3%
backup AT %4> (CDA Hl Cisco ADE OS) , K &3 A AE A% e
restore N E A7 e 1 SO N RS R
repository BN AR BC B B A TR
show backup history R RGP il

show restore

BN P sid st 1A EXEC B3 N8 ] show restore 4> .

show restore {history}

TEE WA show restore BoRKERE B2

history BRI E T L d SR .
BIAE TCERNAT N EE
HSRR EXEC
EdiECT] T
Pl i1

/admin# show restore history

/admin#

P2

/admin# show restore history

restore history is empty

/admin#

Cisco Context Directory Agent 1.0 i REFE B4
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B Z5ed
HX®S g ik
backup HAT %47 (CDA M1 Cisco ADE OS) , K& AELEEE T .
restore IR TE A Aifs o 1) SCA 9 25 4% A
repository i N 25 0 I B A7 i P TR
show backup history BIRAG &0 T e 3.

show running-config

YEEEA

RIAE

WwOER

EMErR

=l

BLRRUATIBITIE SN A B E , 1578 EXEC #30 F f# | show running-config 77 % .

show running-config

BT SR’ T

show running-config 7% /R T AL E(E B -

EXEC

/admin# show running-config

Generating configuration...

1

hostname pmbu-ibf-pip06

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 192.168.100.156 255.255.255.0
ipv6 address autoconfig

|

interface GigabitEthernet 1
ip address 10.56.14.156 255.255.255.0
ipv6e address autoconfig

!

ip name-server 192.168.100.100 10.56.60.150

|

ip default-gateway 10.56.14.1

ip route 192.168.209.0 255.255.255.0 gateway
ip route 192.180.209.0 255.255.255.0 gateway
ip route 192.168.218.0 255.255.255.0 gateway
ip route 192.168.204.0 255.255.255.0 gateway

clock timezone Asia/Jerusalem

ntp server cd-acs-ntp.cisco.com

192.
192.
192.
192.

168
168
168
168

.100.
.100.
.100.
.100.

N S
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|
username admin password hash $1$00jG7EQhS$SgDJjDJIK1SZWx5ImaUEgZAOl role admin
!
service sshd
!
repository rp
url ftp://10.56.61.75/ACS_AUTO_VMS/OLD-ACS.5.0.FCS/
user anonymous password hash 37f£90f7eb86fb8e00895b133c6de3278f£f545c54
repository tftp
url tftp://192.168.100.153
|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|
cdp timer 60
cdp holdtime 180
cdp run GigabitEthernet 0
|
icmp echo on

/admin#

2xnsd N

Bxes$ ws ik

configure N B .

show startup-config TN E A E B RN A
show startup-config

FRINE A E XN A AL E, 7 EXEC #30 N {# ] show startup-config @4 .

show startup-config

EEREA BAAL TS H R T

AR show startup-config i % /R T f JHZN AL E S B

wEA EXEC

ERiEm o

[ oLz6801 Cisco Context Directory Agent 1.0 fR 2 EMEL B 5/
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=Bl

/admin# show startup-config

|

hostname pmbu-ibf-pip06

|

ip domain-name cisco.com

!

interface GigabitEthernet 0
ip address 192.168.100.156 255.255.255.0
ipv6 address autoconfig

|

interface GigabitEthernet 1
ip address 10.56.14.156 255.255.255.0
ipv6 address autoconfig

|

ip name-server 192.168.100.100 10.56.60.150

|

ip default-gateway 10.56.14.1

1

ip route 192.168.209.

ip route 192.180.2009.

ip route 192.168.218.

ip route 192.168.204.
|

255.255.255.
255.255.255.
255.255.255.
255.255.255.

gateway 192.168.100.
gateway 192.168.100.
gateway 192.168.100.
gateway 192.168.100.

o o oo
o o oo
N

clock timezone Asia/Jerusalem
|
ntp server cd-acs-ntp.cisco.com
!
username admin password hash $13500jG7EQhSgDjDJK1SZWx5ImaUEgZAOl role admin
|
service sshd
!
repository rp
url ftp://10.56.61.75/ACS_AUTO_VMS/OLD-ACS.5.0.FCS/
user anonymous password hash 37f£90f7eb86fb8e00895b133c6de3278££545c54
repository tftp
url tftp://192.168.100.153
|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
!
logging localhost
logging loglevel 6
!
cdp timer 60
cdp holdtime 180
cdp run GigabitEthernet 0
|
icmp echo on

/admin#

BX®e

we ik

configure T B A

show running-config BN M ENS AT E S B N2
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2xnsd N

show tech-support
R LB, GBI, 14 EXEC M T {£ show tech-support 754,

show tech-support file [word]

B show tech-support SoRHAR TR B A
file R P A B SR s CASCAF O A OR A AE A A
word PRATIISCAE A o B 2 3CHF 80 N7 BEUT 747

AINE B RN A 22 42 A5 B AN RRTER H

SRR EXEC

R show tech-support & W IG5 CDA RS 8 HIfE R, HIX (s 5] A T sk . 44k

7 ) RS, A R AR A 4R A BRSO R

ﬁ%ﬂm /admin# show tech-support

EEEEEEE R R R R R Rk ki ik i ik
Application Deployment Engine (ADE) - 2.0.2.057
Technical Support Debug Info follows...

LR E R R R R ki i i i

Khhkhkhkkhkkhkhhkhkhhkhhkhhkhkhkkhhkhkhkhkhkkhkhkkkhkkxkx*x

Checking dmidecode Serial Number (s)
khkhkhkhkhkhkhkhhkhkhkhkhkhkkhkhkhkhkhkhkhrkhkhhkhkhkhkrhhhkhhhxkxdxxx

None
VMware-56 4d 14 cb 54 3d 44 5d-49 ee c4 ad a5 6a 88 c4

Khkkhkkhkhkhhkhkhhkhhkhhkhkhkhkhhkhkhkkhkkhkhkhkkkhx*x

Displaying System Uptime...
khkhkhkhkhkhkhkhkhkhkhkhkhhkkhkhkhkhkhkhkhrkhkhkhkhkhkhkhrhhhkhhhxkxdxxx

12:54:34 up 18:37, 1 user, load average: 0.14, 0.13, 0.12

LR EEEEEEEEEEEEEEEEEEEEEEEEEEEREEREEEEEEEEE

Display Memory Usage (KB)

E R R R R

total used free shared buffers cached
Mem: 1035164 1006180 28984 0 10784 345464
-/+ buffers/cache: 649932 385232
Swap : 2040244 572700 1467544

E R R R R

Displaying Processes(ax --forest)...
R R EEE RS EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

PID TTY STAT TIME COMMAND
12 Ss 0:02 init [3]
2 2 S< 0:00 [migration/0]
37 SN 0:00 [ksoftirgd/0]

Cisco Context Directory Agent 1.0 i REFE B4
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B Z5ed
4 2 S< 0:00 [watchdog/0]
57 S< 0:00 [events/O0]
--More--
(press Spacebar to continue)
/admin#
Hx®s e ik
show interface EonEE O H MRS .
show process BN RIESERE G B
show running-config R M A TR B 2
show terminal
BRIl E S B B NG R, 1578 EXEC B30 N f# 4 show terminal @4 .
show terminal
1B3E1REA BT S H BT .
RiAE TERNAT EE .
BLRA EXEC
fEMEm T
ﬁ%ﬂm /admin# show terminal

TTY: /dev/pts/0 Type: "vtl00"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes

/admin#

x 4-11 /%4 show terminal Fj 4 7 L.

7= 4-1 Show Terminal FE##it

FER faid

TTY: /dev/pts/0 R 4 28 i 270 S8 TR bR v S

Type: “vt100 “ 188 FH PR 224 BT 28 o (1 28 20

Length: 24 lines A BN,

Width: 80 columns Kum R E (AL FRFH)D

Session Timeout: 30 minutes | 4355 5 215 ) K AL 405

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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2xnsd N

show timezone

HERRSG FRERNX, 157 EXEC BT H show timezone fi7 % .

show timezone

&L R WAL S B E R+ .
MANE TCBRNAT N EE .
BRN EXEC
fEH1ER To
7TT1§]J /admin# show timezone
UTC
/admin#
HBxHhs ws ik
clock timezone WE RGN X,
show timezones BIRERG FAFHEIE X .
show timezones

SR AP BRI X B3, 15 E EXEC #:UN f H] show timezones T4 .

show timezones

AR BT S H R

BUAE TEBRANT A EUE -

LEZEEN EXEC

E T HRAHT CDA RGN Xomfl, #EZ5 “clock timezone” —77, £ 4-79 Ui,

Cisco Context Directory Agent 1.0 i REFE B4
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ﬁ%ﬂm /admin# show timezones
Africa/Blantyre
Africa/Dar_es_Salaam
Africa/Dakar
Africa/Asmara
Africa/Timbuktu
Africa/Maputo
Africa/Accra
Africa/Kigali
Africa/Tunis
Africa/Nouakchott
Africa/Ouagadougou
Africa/Windhoek
Africa/Douala
Africa/Johannesburg
Africa/Luanda
Africa/Lagos
Africa/Djibouti
Africa/Khartoum
Africa/Monrovia
Africa/Bujumbura
Africa/Porto-Novo
Africa/Malabo
Africa/Ceuta
Africa/Banjul
Africa/Cairo
Africa/Mogadishu
Africa/Brazzaville
Africa/Kampala
Africa/Sao_Tome
Africa/Algiers
Africa/Addis_Ababa
Africa/Ndjamena
Africa/Gaborone
Africa/Bamako
Africa/Freetown
--More--
(press Spacebar to continue)

/admin#

BX®e W ik

show timezone BRAEG EHIN X% E .
clock timezone WEB RGN X,

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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2xnsd N

show udi
HE N CDA W41 UDI 5 5., 154 EXEC # X ~{# F show udi 4.
show udi
1B&% R B AT A S B b 7
AR TCERINAT N EAE
weER EXEC
EEECTE I
NG 1

/admin# show udi
SPID: CSACS-1121-K9
VPID: V01

Serial: LAB11122278

/admin#
£ VMware k55 %5 Fiz4T show udi iy 20 S A R .

w2

/admin# show udi
SPID: CDA-VM-K9
VPID: V01

Serial: 5C79C84ML9H

/admin#

show uptime

BLRRIEG 5 CDA RS # 2L [A], 5 7E EXEC #5230 {8 F show uptime 774 .

show uptime |

Cisco Context Directory Agent 1.0 i REFE B4
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b Exes
BATLRA show uptime BRI CDA R 2583 MR SEIN [ ) 7 4
/ BT
o begin - ILHCHIAR . B2 CHF 80 MR 715,
o count - X T EIAT HiF S TE R count 5 THITNINELT .
o end- PAVLHRHIATEE IR . % X 80 NFE R FF 5.
o exclude - HEBRULHCHIAT . B % 32 80 NF R FF 5.
o include - B VLFCHIAT . B2 CHF 80 MR 745
o last- B R E JUAT. ERIE last JERINBT . &2 XFER
80 17. ERIAE N 10,
MANE TBRINAT N EE .
WSIRN EXEC
E3EETE Tco
7TT1§]J /admin# show uptime
3 day(s), 18:55:02
/admin#
show users
BEREIREF CDA REHBHH P YR, 1E7E EXEC 20~ # 4 show users @74 .
show users
1B ULRR WA AT B O+
BRiANE TBAINT N EE
SR EXEC
GRS To

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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2xes N

ﬁ%ﬂm /admin# show users

USERNAME ROLE  HOST TTY LOGIN DATETIME

admin Admin 10.77.137.60 pts/0 Fri Aug 6 09:45:47 2010

/admin#
show version

FRIR RGP AE B, 1EE EXEC #3 ~f# H show version 4.

show version

&L WA A AT S B 7
RIAE TBINAT AN EE .
HSRN EXEC
EdiEET] My A Al BoRAE AE CDA R4S 2811547 f) Cisco ADE-OS BRI AS B, 7] &8 CDA A,
ﬁ%ﬂm /admin# show version

Cisco Application Deployment Engine OS Release: 2.0
ADE-OS Build Version: 2.0.2.057
ADE-0OS System Architecture: 1386

Copyright (c¢) 2005-2011 by Cisco Systems, Inc.
All rights reserved.
Hostname: pmbu-ibf-pip06

Version information of installed applications

Version : 3.0.0.11
Build Date : Tue Apr 10 13:05:05 2012
Install Date : Mon May 7 12:06:23 2012

/admin#

Cisco Context Directory Agent 1.0 i REFE B4
[ oL-26299-01 .m



$4E CDAGSSE |

b gs4s

AT A R E a4, IFRENA

fic. & 74 fl+5 interface 1 repository.

RWER L dyATETR . R R LR OoR B

FoLeW & oy 4

BN E T e e i ST E

EYT A E RN,
K 412 FIHATNHENREGL

# 412 HEmSIE

WAHE EXEC 5 3 ~f# F configure 7 4 .

e backup-staging-url
e cdp holdtime

e cdprun

e cdp timer

e clock timezone

e do

e end

* exit

e hostname

e icmp echo

e interface

e ipv6 address autoconfig
e ipv6 address dhcp
e ip address

¢ ip default-gateway
* ip domain-name

® ip name-server

e ip route

kron occurrence

kron policy-list
logging

ntp

ntp authenticate

ntp authentication-key
ntp server

ntp trusted-key
password-policy
repository

service

shutdown
snmp-server community
snmp-server contact
snmp-server host
snmp-server location

username

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg
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EEss N

backup-staging-url

BERENE T B A AN AR VR AR I B DX T L AN IR I £ A SO B X 48 S0 AF R 48 (NFS) AL &, i
LETE & A 20N 18 A backup-staging-url 4> .

backup-staging-url word

AR backup-staging-url We B X 2% SCAF R G (NES) AL BAE 8 Am AR S 1R A Al B DX B iy -
word I B [X 4511 NFS URL. #R % 3CHF 2048 N B #5F. fEH
nfs://server:path'.

1. RS BRIEMSS e 4R, HARN S /subdir/subsubdir. V15, REBZIELFTAES ().

BIAE TCERNAT N EE
HeER fic B
3T It URL {8 NFS. B4 #I# 20A backup-staging-url nfs://server:path.

w B>

faRxt NFS BRS=5R0RIP{L 52 iF CDA BR5E8RY IP Huti5 8 B3R .

7T<1§1J /admin (config)# backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
/admin (config) #

cdp holdtime

BB E WO A AR B3 2 AT IR B CDA IR 2545 1 BB A I W SR 60 B B 1), 1 7E R BB T
{H cdp holdtime 77 4. ZEKEBINEE, 15 H A2 no X

cdp holdtime seconds

&L WA cdp fic B R R B S a4 .

holdtime B B BB R B H AR BE B[R]

seconds TeERERIN ], AR N EAAT . {H TSR 10 3] 255 #.
MIANE 180
wHER fic &

Cisco Context Directory Agent 1.0 i REFE B4
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N mEss
fEM{Em SRR I AR 5 B A I TR B AR RIS () — e iy . ZEORFEI (I 5, 2O &4 28 A
RIS £ BRI UE B
cdp holdtime iy & R — NS5, 02 HAS.
ZI_T@J /admin (config)# cdp holdtime 60
/admin (config) #
Hxes$ e ik
cdp timer TR 1€ CDA R 55 45 KI5 SRR W BB I A28
cdp run Ja F BRI
cdp run
BE A ER R, G B N cdp run dr4 . EESF ERLR BN, WA a4
) no £
cdp run [GigabitEthernet]
EiEREA cdp fic B BRI S E fr 4 .
run Je F B F R R IS A 4
GigabitEthernet fia e 2RI bR R R B B0 T I8 ORI 42 1
BUAE TERWAT N EUA .
LR EEN fil &
(3R] War & BA —NIESH, RSHOENARR. LHRATarE D40, Wa e ERA#ED L
Je F BB IR
~
I k@A MEAREN T BT MED b SEE DR, W eE R BRI
W ARG R SRR PR
H_T@J /admin (config)# cdp run GigabitEthernet 0

/admin (config) #
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KEEss W
GEET RS ®d HhiA
cdp holdtime 1672 PR BLAE 202 BT IR BOR 11 CDA R4 8 B AHR BLIML
KO EL I 1]
cdp timer T CDA R 55 28 5 1% JB R R ISR 0 B%
cdp timer

F8 € CDA R4 78 & EA R I SCEF IR, SRR BRI T #H cdp timer 174, EWRE
BIANKE, HEHEH 48 no B .

cdp timer seconds

BEAA cdp e B BRI IS H fr 2
timer i B KB R B A3 e 1) 1 G ) iy >
seconds 155 CDA g5 a8 &5 AU B SR KR (F0) o (EMTERY 5
F) 254 Fb.
RIANME 60
WEER T
ki) BRI B 5 T A7 I 8] SR B I TR — 2 A ey AERFFIS RIS, Belltie &f 2 T85F

BRI BCEE A b i B R R B SUE
cdp timer 7 Hiii — S8, G2 HEE.

7T<1§‘J /admin (config)# cdp timer 60
/admin (config) #

EEXS ®S ik
cdp holdtime $6 5 B V& LA 95 2 R B K 9 CDA IR 2% 52 (0 B AL R BLPMX
i I 1]
cdp run J PR LM
clock timezone

HRENIX, EERER X T clock timezone @74 . FAEHLIIRE, 1M LA 2H) no X,

clock timezone timezone

Cisco Context Directory Agent 1.0 i REFE B4
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1&35iRA clock i & i X A4
timezone Mt B KRG X a2 o
timezone K bR TR] B 0] DL X I Rk . B 2 S RF 64 N FREUT 75
RiNE UTC
WSIRN fic &
Ed:E %?}EEW%B&T%H% UTC B[R] Qi A FNIE G R e X, 8] DA N X 3k, [ SR/ Hb X RT3 T

(GBS 4-13 4-14 DL 4-15 T A DLE RGP RIRBI XD .

7 4-13 BIRATX

BSIAR R X &R

R

GMT. GMTO. M BIR PR HERTTE], 5 UTC —#f

GMT-0. GMT+0.
UTC. Mg,

FrIf ., tHE

GB 7L [H

GB Eire. Eire TR

WET PYERIS ], 5 UTC —#

CET HERIN[R], E UTC 34 En 1 /et
EET ZRIRES ], 7E UTC (5ERE n 2 /Nt
EEfMmMEX

EST. ESTSEDT

AREBFRAERTTE], 7E UTC FI5EAE Bk 5 /N

CST. CST6CDT

rh bR HERT ], 7E UTC BREERE s 6 /N

MST. MST7MDT

W X ARAERS [H], 7E UTC MZERS B9 7 /Nif

PST. PST8PDT

RFHEFRAERT (8], #E UTC [ 2ERL E ik 8 /N

HST

B RARERT ], ££ UTC W2ERf FIR 10 /N

# 4-14 HAFEATX

BRAFIT!

1750 ] 4o S A i HL i B G A RN
b8 A fp L 18 IR it
5 B Wi g LHP HIRA

It HirE UK £ o BM
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4

R

pid

>

A=

1

EEss N

7* 4-14 HAFIERTX (%)

BAF T

2] e BT 5 JE I By N4
] Yancowinna

1. BEFAX AR — RN, 8 UERAT (/) 488 1R /A )

2. ACT = WIRFI I & H4E X

3. LHI=ZME5

4. NSW = #i#g R+

#* 4-15 THEIX

T

DA ETZ NG ©7g i 2913 72 7R
o] e Mg By e FEFE o Ay 4 o] - e (4
Ekg Ik LAk e 245
ER BRI K R %%
B R Columbo KA
kR i BlLEES ¥ 531
hnb W IRV aRTES B Z
BHREER 5 AR ER WA ANk EERA=E )
HS 4% W AT 2R HE N LA
M A1 4% R PR R ER:
RS o P 47 UK o

LN 713 R 9 AN N AN N 2 A2 N R I R A bR

2. RN ISR T B A, IERHL () 23 B

; B, SEH/AE T .

BB AR X ATt EE . £ CDA R$ % 1, %\ show timezones. CDA 4528 T v
AR X B~ . EHF— N RIEE BRI X .

RERFE CDA RE FEYRXSSHIZT A LR CDA RARAA. B2, B RERSRETR

EMARXE, TUAERRSESPERETENEX RHARE UTC) .

7T<1§‘J /admin (config)# clock timezone EST
/admin (config) # exit
/admin# show timezone
EST
/admin#
Cisco Context Directory Agent 1.0 i REFE B4
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B EEss
BX®< W ik
show timezones HoR ARG AT X 51 .
show timezone BIR RGP AR X B E .
do
T B A ST A i B T AR AT A EXEC 40 M6 4, ISR E RS M EH do f 4
do arguments
BRI do ME B BT (T L B 788K 04T EXEC 2 fin 2 1) EXEC iy
ZH AT EXEC 4 4 1) EXEC f74 (S E 4-16) .
# 4-16 Do #$HIRSIET
W i
application configure MERSENH.
application install A e N .
application remove W Ba s 52 W R &
application start J2 B R P N A
application stop {2 1k B PR 1 2R
application upgrade T E N .

backup

HAT &4 (CDA F Cisco ADE OS) , ¥&WIRAEfEiEES.

backup-logs

K CDA IR 5545 ERIPTAT H &S & BLEfEfr & .

clock 1t CDA %% L3 B R G4

configure HENHC B A

copy W S TR 2 H b

debug TR &M I OLK A B R B B, R ARE . E. B
il RIEBUE . SCHHL AT A L

delete kR CDA AR5 bR SCA

dir FIH CDA JIr 5548 b 130

forceout AT AR E CDA T A P £

halt AEH 8K CDA %545 -

mkdir BIEHT H %

nslookup TR RGN 1Pv4 HihkE FHL4 .

patch ﬁ%%éfﬁﬁfh)ﬂ%T

pep Tie B 9 R 2 AR

ping e i 2 R 48 E 11 TPv4 Fj%?ﬁzﬂc

ping6 ff € IPv6 L R 48 L1 IPve 4535 5],

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg

0L-26299-01 |



| £4E CDABSEE

KEEss W
#* 4-16 Do #SHImmSHET (4E)
we 213
reload H T3 CDA %54
restore MAFA B SN R A4 7
rmdir TR LA B H %
show A & CDA IR A HIE B .
ssh Ja 85I RGN 2
tech RMPEFAR SR 0 (TAC) 4.
telnet AT B AR RS Telnet &% .
terminal length BB RIRER S
terminal session-timeout |i§ & A &< i W AETE SAE R .
terminal session-welcome | % & i 5 &R im<iE M KRG NGHH B .
terminal terminal-type | $i5 g 3% 52 1) 24 i 2 15 1) 24 A 2 1) 28 i 1) SR8
traceroute PRIEZIZCFE TP Mok ) 2% i o
undebug A & A 215 L) debug 2 4 CBRREREAFER) o
o, ke, B, JHl. BIESUE . SRR S .
write TERR R IZAT R B S R AR M I B E AL E . s E
BHIBEAEE. BorEwe LEiTiE.
WSERIA T BRINAT N EAE .
LR EEN Pic B B AT AT T B T AR
EdEEST] FERC B R 55 g0, fd Ay 23T EXEC /54 (0 show. clear 1 debug %) . 4T

EXEC fir )5, FRYUR IR (] 2 4 1548 H posc B AR .

ﬁ%ﬂm /admin (config)# do show run

Generating configuration...

|

hostname cda

!

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6e address autoconfig

!

ip name-server 171.70.168.183

|

ip default-gateway 172.23.90.1

|

clock timezone EST

!

ntp server time.nist.gov

Cisco Context Directory Agent 1.0 i REFE B4
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|
username admin password hash $1SJbbHVKVGSxMZ/XL4tH15Knf.FfczZr. role admin
1
service sshd
|
backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
!
logging localhost
logging loglevel 6
!

—--More--

/admin (config) #

end

BRI AT E 215 )RR 0] EXEC B0, 1R BRI T end 474

end

TEE WA B AEAT 2 R B T

IAE TERIAT AU -

SRR LGS

EdE T AE
L&

S

AR B T IERAE TBEUN, My &3 iR AT B .
5E R GENC B BR8] B PAT R X AT B2 BRI, A A 4

ﬁ%ﬂm /admin (config)# end
/admin#

Bxee we ik
exit IR E B AR
exit (EXEC) L VESH CDA Hie 5% i % P i 8l 2 o o 16
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EEss N

exit
B AT A e B AR =CIR H 31 CLI B2 IR EE M 1R — AN, S 7ERC B N exit 4.
exit
&L R WAL S B E O+ .
MANE TBRINT N EE .
HSIRN fic &
fEH1ER exit 7% T CDA R4 23 )\ el ar S zUR H B CLI B UZ RGP R N — N 2 .
Blan, e BT A exit ar 2R A 2] EXEC #5850, 7R E P H exit 4 m iR [A] 21 i &
. R EXEC R, fHH exit iy 2 Al EXEC #i50, JFM CDA AR 45 2% Wit iE £
(2% exit (EXEC) iy 2 MHAE, S0 “exit” —17, 5 4-22 70 .
NG /admin(config)# exit
/admin#
Hx®s ws iR
end 1B H e B A,
exit (EXEC) JHITVESY CDA RS 25 TG B & o 2 i o
hostname
BB RGN ENA, HER BRI F#H hostname 174 . M RGMEE N4, 150 H ity
A1 no X3, ¥ RS E E N localhost.
hostname word
&L hostname o B ENA L.
word ENLHR. BEED 2% 64 NFREFFRAMTRIZE (_). EHLHALD
IRUAAS & S I F 55 5k
HINE TB AT N EE .
| oLgsse Cisco Context Directory Agent 1.0 JR R%&MILEEE W
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N mEss
HSRR e
Ed:EET=] hostname i 2 [ FLN SRR BUVAE KRG E H I — K. ENLBAEE S8 5, =
RAEFR
ﬁ%ﬂm /admin (config) # hostname cda-1
Changing the hostname or IP may result in undesired side effects,
such as installed application(s) being restarted.
Are you sure you want to proceed? [y/n] vy
éda—l/admin#
icmp echo
S B B4R B P ACMP) [ N, 15 R RC BT A icmp echo 4.
icmp echo {off | on}
EiEREA icmp IR SR I ERSN /S EI oS T i R
echo Iic & ICMP [A]32 1 .
off A% ICMP [0]32% 1 v
on J& F§ ICMP [a]3 1 )3 .
BINE RGZ ICMP [BEEM N AT R D —FEIER 817,
HSRR e
Ed:EET=] T
ﬁ%ﬂm /admin (config)# icmp echo off
/admin (config) #
Hx®s we Ei::3e

show icmp-status 27~ ICMP [13% i B I B 5 B o
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interface
B E R ORI N O RC B AR, WITERC BRI £ interface 7 4. iy 2 ¥A no B
N
#iF  VMware ERWNLATREA R 2 T HEUE O, BAARECR T30 L M 45 1 (NIC) R4 E .
interface GigabitEthernet [0/ I/ 2 | 3]
1B VER Interface T B 4 L A 4 .
GigabitEthernet BB TIRLL R MO,
0-3 BEPC B TR LUK W g 3 .
~
£  1f interface @72 THIA TIE LUK M3 45 )5, #E config-GigabitEthernet Ft & 71 (1i5Z 1
PUNBVE D
do EXEC 4. XHFEMBA NIZ/TA EXEC w4 GEZH “do” —
A, 5 4-82 T .
end 1B} config-GigabitEthernet T3 1% [ 2] EXEC B .
exit IEH config-GigabitEthernet it & T 1=,
Ip B DK ML T TP ik AN 28 8RS (5 25 “ip address” —17, 28
4-91 T1) .
ipv6 M DHCPv6 k%5 23L& 1Pv6 H ) B b Al IPve Hikk, GBS
“ipv6 address autoconfig” —17, % 4-88 UIHM “ipv6 address dhep” —
W5, 55 4-90 7))
no ESRE A AT A & o AW R r H
o ip- AR E IP HibE AT P& T .
e shutdown - KM,
shutdown FMAED (S “shutdown” —F5, 25 4-108 T1) .
AR TCERINAT N EE -
SRR fic &
EdiEET] & AT LA# H interface iy 4 AL B T4z 1 K3 2 & AP &5 2K .
H_T@J /admin (config) # interface GigabitEthernet 0
/admin (config-GigabitEthernet) #
Cisco Context Directory Agent 1.0 fR 2 EMEL B 5/
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BX®<

w$ R

show interface BTRERAZEONER,

ip address (FZOMEBR) O E 1P HihEFI N 2% 05 .

shutdown (EORBEARR) |[FZWEED (EZH “shutdown” —5, 5 4-108 71) .

ipv6 address autoconfig

G H IPve RS AN E, EERER NN interface GigabitEthernet 0 7% . iy 2%
A no L.

BINEOL T, 1Pv6 Huhk H Z)C & 7F Linux 1 4b+ 3 AR . Cisco ADE2.0 SEEBFIE R NE R
HH BTG 3 10 B oR IPve il A3 E .

interface GigabitEthernet 0

AR

RIAE

wPER

EMiER

Interface B AR m.

GigabitEthernet BB TIRCAR MBI,

<0 - 3> L E T IE DR M ot O 3 & .

TCERINAT N EE -

(I

IPv6 MRS H Sl B A7 (£ B Al Bl 1P Huhk i) 22 e fa . fasd TR R . AT LA

1§ ] show #ir 236 1F 2 5 C 8 A BT FEThEe
w1

/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
/admin (config)# interface GigabitEthernet 0

/admin (config)# (config-GigabitEthernet)# ipvé address autoconfig
/admin (config)# (config-GigabitEthernet)# end

/admin#

2 1Pv6 HAIRCE R, 24T E & Bon R T 8 i

1
interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipv6e address autoconfig
!

0] LUAE ] show 1nterface GigabitEthernet 0 iy 2 /R W E . 7Ll 2 1, &0 LA B8
m’qg/\ IPv6 iﬁzﬁt SNk (BL 3ffe Pk R TOIRES B 3hlc BRI %ﬁ?ﬁ%ﬂ:* Ekzi
fic B IE % TAE, &% 1M 8 IPve i il & —/NHihE CBA fe80 FF3k) AW A LA
YEEEHL‘Z?FH"J%%Z!H@%MO Tk & IPv6 Eiﬂﬁﬂﬁi&% DHCPv6 L &, BIRLSF I8
Al 5 —AHbdk (B 2001 FFsk) A IPv6 DHCP i 4% #5 3K HU .
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w2

/admin# show interface GigabitEthernet 0

eth0 Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:dal05/64 Scope:Link
inet6 addr: 2001:558:£ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

/admin#
LA'F REC $24t 1Pve JoIRZs A S B ALY & -
http://www.ietf.org/rfc/rfc3041.txt

FEIERFAY R IIRE B A H, &R LU# A show interface GigabitEthernet 0 74 . &7 LLE
FIWA BB E A — A REARAY R ML, 5 RAEFRAY R

UL TR 3 d1, MAC SN 3ffe:302:11:2:20¢:29ff:feaf:da05/64 HIE RFC3041 M2 MAC, T
faF Y Rk 4 302:11:2:9d65:6608:59a9:d4b9/64 .

Hhth 5 T 9 oMU

w3
/admin# show interface GigabitEthernet 0
eth0 Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:e608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:dal05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000
/admin#
Hx®s e iR
show interface BRARRAFHEANER.
ip address (ZAPCEBI) |4 IR E 1P bk Fl R 28 HE AL
shutdown (FZOECERZ) WD GESMH “shutdown” —T5, 55 4-108 T1) .
ipv6 address dhcp R B 1Pve Hutilk.
show running-config 0% 24 I 7 RS R B P2
Cisco Context Directory Agent 1.0 fR 2 EMEL B 5/
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ipv6 address dhcp

A H 1Pv6 DHCP $ihik, 1576 R & #5%50 F f H interface GigabitEthernet 0 7% . Ay %A no
e

interface GigabitEthernet 0

ST

AIAE

SRR

EMER

=l

Interface SO m4S.
GigabitEthernet FE TR POR MO,

0 BB T IRLOR MG 15 .
TCERANT N EE

it &

T

/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
/admin (config)# interface GigabitEthernet 0

/admin (config-GigabitEthernet)# ipv6 address dhcp

/admin (config-GigabitEthernet)# end

/admin#

4 IPv6 DHCPv6 J3 HIi, 184700 B 2 B R B plin F 4 D ik &
!
interface GigabitEthernet 0

ip address 172.23.90.116 255.255.255.0

ipv6e address dhcp
1

IPv6 JoIRZ H 2t B A1 IPv6 DHCP Huhk A HAHHE R . WIER—E O RN EA IPve TTIREHS)
it B 1 IPv6 DHCP k. 7] LL{§ FH show interface iy 2 % 7~ 45 o8 9 I 1F 7648 B M & 1Pve bl ,

2 [FI S IPve JOIRAS E Zh AL E A IPv6 DHCP Huhb i, 32470 E & SR lin Rk 0 E
interface GigabitEthernet 0

ip address 172.23.90.116 255.255.255.0

ipv6e address dhcp

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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Hxes w4 Ep%
show interface BrRBARXAZGHEIONER.

ip address (FZOMEBR) O E 1P HihEFI N 26 05 .

shutdown (FZORERAD |RMEO GESM “shutdown” —71, 2 4-108 T1) .
ipv6 address autoconfig FEO B IPV6 TREHIE .

show running-config R M ATIE AT E SO B B N A

ip address

BB VORI O H TP Huhik fI 25 4805, W5 7E O RCE S T ip address 74 ZLMIER 1P
ke AR A TP 403, wIAEFH ka4 1 no TE .

ip address ip-address network mask

& EWUEZ AN EECEAA R 1P Hhb o REE R AL AN DB 5 N
i RS E D YR, W] R AT FaR R AT

EiEREA ip address BC B IR DA 2 i TP ik R0 R 25 FE 05 1) Ay 2> o
ip-address IPv4 fig A 1P ik o
network mask KEEIP F M HIFERS .

RIAE EYEHEP

L2 EN BOE

(3R] HTE IR — AP, B, SR AR,

ﬁ%ﬂm /admin (config)# interface GigabitEthernet 1

/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that CDA processes are running, use the

'show application status cda' command.

/admin (config-GigabitEthernet) #

Cisco Context Directory Agent 1.0 i REFE B4
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N mpEes
Hx®Hé g ik
shutdown (AW EMZL |[Z2HE0 (S “shutdown” —F7, Zf 4-108 71) .
ip default-gateway VLB ERA M SE K TP Huhl
show interface BRERAGIP ZOKER.
interface JiC B 2 1 2R IRk N s,
ip default-gateway
B R E EA TP bk B OE, TEERL BN ip default-gateway v 4. ZEEEH it
ohee, EMEH a4 no .
ip default-gateway ip-address
B3R 1RER ip default-gateway € XCEA TP Hhk BRI K i 2 o
ip-address BRI S TP Mk .
RANE oA .
SR fic &
fEH{ER WREMAZANZHBA AN, SRERR.
ZI_T@J /admin (config)# ip default-gateway 209.165.202.129
/admin (config) #
HEXHS ®% ik
ip address (FZOMCE | ALK ME O E 1P Hihk A 28 #E6
)

ip domain-name

E5E L CDA e 55 #5 FIRoR EHLA 4 78 52 A BRI 4, S EBC E AT (] ip domain-name iy
Lo EEHILTIRE, TH A AT 1) no B

ip domain-name word

BRI ip domain-name SE CERINIEAL [ 4 o
word M TSR ENAL MBI L . B0 E 2-64 DN REUFFAF.

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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BN E Y=l P
LR EEN fi &
(R WAREMANSEE L BS> THEHE, WS kAR,
H_T@J /admin (config)# ip domain-name cisco.com
/admin (config) #
Hx®s we 3%
ip name-server W E7E DNS & if)id f2 f i H i) DNS iR 554 .

ip name-server

BV B 7E DNS 2 i 72 8 3804 I 55 45 (DNS) IR %5 #5815 7E L B AR = {8 F ip name-server
%o BRI DAL E — )= DNS R55&. ZAARMIIRE, B[ H a2 1 no B

il FH i 2 1) mo F2 2R M L rP ISR P A 48044 R 55 4 o A P Lt i 4 1) mo JEE AT o — A TP A4 7
HUREMN R 23844 R 55 4%

ip name-server ip-address [ip-address*]

B3R 1REA ip name-server JC B A (9844 B 45 28 16 TP bk Ay 2 o
ip-address W MR 55 A5 bk
ip-address* CAJde) oAb 44 55 25 1 1P $huhik .
#F RBURERZ AN RS
AR TEERINAT N EE -
wSER fic &
3R] i ip name-server iy & V8 NI 28 — ANk 4 AR 55 4% 5SS — ML E, R GUHILE XIS 28 g b
IP Hbohl .
AT DAE R G — RIS I — N BRI s I 2 ANk 2 ik 55 4%, BLEA BRI EIR (3) o iR
CNARGAE T =R RS A5, WA 20 2 /0 fH B — N R 55 4% A B s oAt 35 44 B 2545 .
BRI A RS AT — LB, DMEF R ELA RS A, 0208 H ity 21 no JEX
W B BT A 35k 40 MR 55 4%, A R4k SR8
Cisco Context Directory Agent 1.0 i 3 MAL EI5E
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N mEss
ﬁ%ﬂm /admin (config)# ip name-server 209.165.201.1
To verify that CDA processes are running, use the
'show application status cda' command.
/admin (config) #
BT LUEBEAEFE 3 CDA Inds 4 (HE, BN
Hx®s we 3%
ip domain-name E XS 354 ENLZ A TR S B BRI 4
ip route
PERCEFHASMHE, EERESR NI ip route 4. ZEMBRESE . 15 A2 no TE.
TR EFSHEE, 7 NS ik REM CENTESh A& N W % m 214 , A
EERE. HFSBEHSNATREAHE, BT ERILE B HR4E # S . eA78w L
A2 Hh S it % EH SR
ip route prefix mask gateway ip-address
no ip route prefix mask
AR ip route Bl & 1P B% HH a4 .
prefix H AR TP 2% B AT 2
mask ERINHEIEERTP
ip-address AT BR N 2 1) R — Bk ) TP Mk
BiAE TERNAT REUE .
L2 EN T &
ﬁ%ﬂm /admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2

/admin (config) #

kron occurrence

BN A TR P a2 R H AR RE TS E R ST, EaRER A
kron occurrence fi7 % . MR ERE R, 1@ a2 8 no £

kron {occurrence} occurrence-name

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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EiERAA kron ZHE A TR ERRT 2 4.
occurrence ZHa R ER T a4
occurrence-name HOM AT mEZSCRF 80 M FE T FAF . GES I UL & EAIEE
. D
N
#3E  7£ kron occurrence 73 TN occurrence-name J5, AJIFEANEE TR GEZS R NEEEED .
at e HAFELETR w0 H I H B R IE4T . HE: at [hhomm]
[day-of-week | day-of-month | month day-of-month].
do EXEC fi7 4. XHFEMBA NIZTHA EXEC 4 GEZH “do” —
W, 482 T0) .
end 1Bt kron-occurrence fit & 803k [0 #] EXEC #ix.
exit B tH kron-occurrence fit & 15X,
no FE MR A A 2 TR
BHE=A K H:

o at- H¥k: at [hh:mm] [day-of-week | day-of-month | month
day-of-month].

* policy-list - #i§ & H T ZIZAT NHMK IR . I 2 3HF 80 D7 RRECT

1.
 recurring - N H AT KL K .
policy-list i € AR B AT I A A FE R SR
recurring T e FF E BT
>

¥ Wi kron occurrence KEE, NTEEATIH R 1) kron
occurrence it & )5, ¥ HMER.

BIAE TCERNAT N EE

HeER fic &

EdiECT] f## H1 kron occurrence 1 policy-list 4 nJ ¢ Hf— N B 2 A 5K W% 41 3 [F] I 12 47 535 DAAH [R] (10 B[] 8]
baizAT .

¥ kron policy-list i1 45 cli iy &5 &M, ol QUG ar & RTINS, RIS & B HETE AR
JE I A 7E CDA li45 #8247/ EXEC CLI 4. #WiZ [ “kron policy-list” —77, £ 4-96 T,

~
w5 E BT kron AN, RGESAEAME SRR GRS EED 618 &m0 E0F, AR

PEA = AR o
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=B SA&HR
/admin (config)# kron occurrence WeeklyBackup
/admin (config-Occurrence)# at 14:35 Monday
/admin (config-Occurrence) # policy-list SchedBackupPolicy
/admin (config-Occurrence) # recurring
/admin (config-Occurrence) # exit
/admin (config) #
2. SH&E®
/admin (config)# kron occurrence DailyBackup
/admin (config-Occurrence)# at 02:00
/admin (config-Occurrence) # exit
/admin (config) #
Pl 3. BEEHR
/admin (config) # kron occurrence WeeklyBackup
/admin (config-Occurrence)# at 14:35 Monday
/admin (config-Occurrence)# policy-list SchedBackupPolicy
/admin (config-Occurrence) # no recurring
/admin (config-Occurrence) # exit
/admin (config) #

Hxes$ W ik

kron policy-list N i Y PR SRS 8 5 445K o

kron policy-list

E?\Jﬁﬁéﬁﬁﬁ?%%? ﬁ%ﬁiﬁiﬁ)\ kron-Policy List Bt B T, & ER BB N4 H kron
policy-list @4 ZMIBR a2 1 FEFZ T S, 1548 H thdr 2 (1) no JE .

kron {policy-list} list-name

&R kron A A AR Ty 2 1 2
policy-list i 2 U PR SRS 1 7€ 44 PR
list-name SKIEFN R IR 8% SCHF 80 N REE 4% .

& 7£ kron policy-list @72 F ¥\ list-name J5, WA onfig-Policy List Bt B T #HiX (GEZ R LLTiE

EUED .
cli WA ERR P AT 2o 2 SCRF 80 MBI 745 .
do EXEC %o VB T HAT T A EXEC i (I “do” —
, H 48200 .
end E ﬁ config-Policy List 1t & 7% 0 JFiR [7] 2] EXEC #23(.
exit IB H TR
no FEMBE A A 2 TR A — AR A
o cli- HERFPITHIHS .

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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BRAME TERIAT N EUE .
wEHER fic &
EdEECTE] ¥ kron policy-list #7455 cli fr 2 45& 1, T OIE a2 HEIEF SN, 1258 B2 H e

SEI A ZE CDA R 45 2% Hi2 471 EXEC CLI #74 . #i i kron occurrence £l policy list iy 4 % HE—
B AN FEE 1 3R R is AT B UM [F] B B TR] [RIBR A2 AT . 16200 “ip route” — 77, 2 4-94 1L,

ﬁ%ﬂm /admin (config)# kron policy-list SchedBackupMonday
/admin (config-Policy List)# cli backup SchedBackupMonday repository SchedBackupRepo
/admin (config-Policy List)# exit
/admin (config) #

Hx®s a4 iR
ip route At A E B FE T A4 2 T E S 5T 3E N config-Occurrence fit &
i,

logging

B RGRE I  H SRR R G aiC & H B0, B BT logging i< . #EEH
LEThRE, 1A a2 [ no L.

logging {ip-address | hostname} {loglevel level}

BT logging Ml B R4 H &R M4
ip-address T AR HERERE RGN TP Mk 52 3k 32 M REUr 745
hostname B H R HERZRERAEN ENL . 2 FF 32 NF T 755
loglevel 4 logging i 2 L& HEHMM M52 o
level EWENHEH M ARG, AR GEMmAEFZNRS)
e O-emerg- ¥3: RHAANTH.

o l-alert - B FHELHRBUTH).

o 2-crit- H: PHEEM.

o 3-err- FiiR: RN

e 4-warn- B BEEGN.

e S-notif - AT IEH(HEAFIE RGN
e 6-inform - (ERIN) FREHE.

o 7-debug - iIH B

Cisco Context Directory Agent 1.0 i REFE B4
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BUAE TERWAT N EUE .
LR EEN fi &
(R I 4 7 2 1P Hi bk s =L 44 B loglevel KBET: W REHAAN N Z AN XLESHL, SHEH.
Bl w1
/admin (config)# logging 209.165.200.225
/admin (config) #
i 2
/admin (config)# logging loglevel 0
/admin (config) #
Bx®<$ e R

ntp

show logging

WIRARGHIHESIER.

T NTP AL E, 1 7ERE 0T ntp #7455 authenticate. authentication-key. server UL

trusted-key #7445 & H .

ntp authenticate

ntp authentication-key <key id> md5 hash | plain <key value>

ntp server {ip-address | hostname} key <peer key number>

ntp trusted-key <key>

EFIT ntp #5E NTP FUE A9 4
RAE %

EESEES .

EdEE ] fiti Fl ntp i & 45 E NTP L H .

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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T L # & B NTP RS, f&20570%5 N7 H authenticate. authentication-key. server UL
trusted-key %5 X8 F 5S4 no ntp 7 4. B0, WREZ A& H ntp server 74, W& A H
A server 1Y no ntp 4.

HREE NTP IRE MBS HVEME R, 1S ntp server, 2 4-101 71,

=Bl /admin (config)# ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources
/admin (config) #
/admin (config)# no ntp server
/admin (config)# do show ntp
% no NTP servers configured
/admin (config) #
Hx®s W ik
ntp authenticate J FH A B TR 5L £ 5 473 B E o
ntp authentication-key R SZABAT B R] PR B B 40 B0 R 25 4H
ntp server FOVFH R BE) NTP JR 58 25 B 1
ntp trusted-key R EE A NTP G4y 56 iE 2 81 (1) 2 A5 AT (B J5 48 2 % H 5
show ntp 78 NTP KBRS B

ntp authenticate

BLJE BT A I TERE S A3 B8 UE, 5 {8 A ntp authenticate @74 . %G NTP & 4 56 iF % £ 1 I8 [A] 5

BAZFRD.

ZARBL TR, WA a2 ) no B

ntp authenticate

L) ntp ¥ NTP R BRI 4.
authenticate Jia B A B T8 ) B 47 B ATE
RIAE "
SR i & .
EdiEET] {4 ntp authenticate 772 i FH BT A B (B RIS 00 SR B0E . M & 2 nTIER, BN A ka4,
43 B R 58 1 2T
MREBEERAE X NHIT G MR (BB T, RAEERESEFESHRUE, B, AR
U g 2548 7% E B HH AT G M uE) , WA NPT a4 .
Cisco Context Directory Agent 1.0 fRREHEEEE W
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G| /admin (config)# ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources
/admin (config) #
/admin (config)# ntp authenticate
/admin (config) #
Hxeé A 3
ntp i€ NTP BC B 4.

ntp authentication-key

N SEAT AT A I [R5 E B 5 0 96 0 % 6

ntp server

FEVFH AR GE 0T NTP 55 a5 [F 0 B

ntp trusted-key

N E O NTP B 43 56 10E 55 BH X 32 A5 AR I T8] P4 5 2 84 5 o

show ntp

7R NTP REEHPIRE(E B o

ntp authentication-key

BRI RRTE B S A IR, 15 ERC B AU N { A ntp authentication-key 774, FHIRAUEME—4R

PR A% A

LR BL Tt A e 4 /) no JES.

ntp authentication-key <key id> md5 hash | plain <key value>

BB ntp 15 NTP RCE 1 4
authentication-key N AR VR B 1 B 3
key id A PIOPRRT . SCFF 1-65535 2 HIBTH -
mdS5 S B UE BB R 0 R

hash <word>

GO EAE . 15 BRI KR I (B B, e
L H 40 AT

plain <word>

S AL (W SO B o Fi8 0 BREEIN 3 A1) A W S8 . e X
FF 15 DMFAF.

<key value>

S AT LR A ESCH mdS. plain | hash %20,

AUE ¥
RN fic & .
EdiEET] { ] ntp authentication-key 174> 1] % i [B]J5 15 B NTP S IAE% 8, e e oS bR iR A . %4

Inas BRI E . BRI E ntp server a2 T, 1H SR B SASINR ZEATHE .
WA IR ZAEATFF A H NTP G 43 56 1F 25 45 1) B (R0 A 2 7] 25
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Z_Tﬁ/ /admin# configure
/admin (config) #
/admin (config) # ntp authentication-key 1 md5 plain SharedWithServe
/admin (config) # ntp authentication-key 2 md5 plain SharedWithServ
/admin (config)# ntp authentication-key 3 md5 plain SharedWithSer

~

¥  show running-config 77 2K 4G 4 IR LU B 22 5 (MDS) B SO U AN %81, Beg s
TR K. #1, ntp authentication-key 1 md5 hash
eel8afc7608ac7ecdbeefc5351ad118bc9celef3,

/admin (config) # no ntp authentication-key 3
(Removes authentication key 3.)

/admin (config) # no ntp authentication-key

CIIBR B AT 5 e 55 8 . D

HX®< w4 sk
ntp 15 NTP FLE {174 .
ntp authenticate JeLFH T B TR 1) 430 0
ntp server S VPR RGEH NTP [ 5 85 1715 B h 6
ntp trusted-key Jy TR BETE Xy NTP 5 56 F 25§00 2425 I T A6 5 A 015 -
show ntp R NTP RIE IR A 5 B -
ntp server

R VE RSB NTP IR 2845 B HE I B RS, 7R B LN F A ntp server @4, RE V=
GRS BN AT, HrP G R R — . MBIR TSR, (IR T NTP &5 % i i
SRV, CDA W4T AL, W7 NTP R4 2.

BINEYIRTIEZH, EUCRIEH ZAUE NTP 5y, Wb &5
TR IhRE, 15 RIS EMER NTP iR 55 & JF 45 0 55 — > NTP it 55 a8 i it iy 4 1 mo H9 T2 2.

ntp server {ip-address | hostname} key <peer key number>

1BE R ntp i€ NTP LB a4

server R RG S E RS E L.

ip-address | hostname | 2L B[R] 20 1 g 545 (1) TP HibE B ENL 4 . S EPR T 255 AR
FrFo

key (AlIE) XEHHIR S . &2 LR 65535 MU FFR/F. LT EMEH
ntp authentication-key 7ir% & X% 4AMH, H 7% ZfF ntp trusted-key iy
L UNINN trusted-key . AAE A IGIUE IEH AT, HEHMEHERN %S
FESEBR NTP 5 85 b g U3 g A3 g AR I

RINME BAEOLN, RECEAL (TR A5

Cisco Context Directory Agent 1.0 i REFE B4
[ oL-26299-01 .m



$4E CDAGSSE |

B gEss
WwSIRK il & .
FRiEF WEAF RG 5 RS AL, 5 I ntp server iy & F1 25 AT 1% 80—k fd

=l

B RER, (EXT NTP S 47 301EM 5 2 L % 1. H G/t ntp authentication-key i 2 H1 & X
M, ARJEH I HERINE] ntp trusted-key 74, i n B N0 2] ntp server 74 .

show ntp 7 & B R [F RS . W FATATAC B 1Y NTP R 55 83 &80y V5 o) B3R AT S0 3G IE (2
CHCE NTP H 0 50IE) , Wit dr &2 Bon B RRARAI A FD . 4R NTP IRk 55 & Joi2 5 17 2ok
IER S S IuE, AR a2 g E S, HIEE N 0.

TAE CDA EH G dE X NTP IRSS 8 EC BE A S, &S0 (A G0 IRS 5 FE PG 15
B 1) I “ KRG A NTP RS E” —.

thar & 2AERD ST RM P RE L. FPERERL TR 2 20 280 4 e 2 k.

)l

P

/admin (config)# ntp server ntp.esl.cisco.com key 1

% WARNING: Key 1 needs to be defined as a ntp trusted-key.

/admin (config) #

/admin (config)# ntp trusted-key 1

% WARNING: Key 1 needs to be defined as a ntp authentication-key.
/admin (config) #

/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
/admin (config) #

/admin (config)# ntp server ntp.esl.cisco.com 1
/admin (config) # ntp server 171.68.10.80 2
/admin (config)# ntp server 171.68.10.150 3
/admin (config) #
/admin (config) # do show running-config
Generating configuration...
|
hostname cda
!
ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 172.21.79.246 255.255.255.0
ipv6 address autoconfig
|
ip name-server 171.70.168.183
|
ip default-gateway 172.21.79.1
|
clock timezone UTC
|
ntp authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351adll8bc9celef3
ntp authentication-key 2 md5 hash flef7b05c0dlcd4cl8c8b70e8c76£37£33¢c33b59
ntp authentication-key 3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dce07da3’
ntp trusted-key 1
ntp trusted-key 2
ntp trusted-key 3
ntp authenticate
ntp server ntp.esl.cisco.com key 1
ntp server 171.68.10.80 key 2
ntp server 171.68.10.150 key 3

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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--More--

/admin# show ntp

Primary NTP : cd-acs-ntp.cisco.com

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.

/admin#
Bx®<$ LAY iR
ntp feE NTP BCE @ 4.
ntp authenticate J& FH I B TR P S 473 B8 IE o
ntp authentication-key RZAGAT I TR C B £ 4 B0 UE % 5H o
ntp trusted-key T EETE LA NTP S A 56k % $H I 525 AT I AR 48 2 % 5 .
show ntp 7R NTP RELHFPIRESAE B

ntp trusted-key

ELRE I [ IRA I BB ARSI, T 8 A ME— AR IRAT ) ntp trusted-key % . EEEMILIIRE, 1F
fil F i 2 1) mo K

ntp trusted-key <key>

B3R 1REA ntp 185 NTP it & i 4.
trusted-key BB LA B A AR IR TT o
key HNTFEE A NTP G4 50 UE % A1 1 2 5 AL (0548 2 % H %5 . &
2 L FF 65535 NEUEFIF
HINE "
wSER B & .
3K R HIN IS NTP RSS2 280, EK L E N NTP G40 iE %4, A EH AR
IEIZEARSR. HaH CRmBIZEEFRNEH, XA T NTP k45 R4 D .
Cisco Context Directory Agent 1.0 i REFE B4
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ZI_T@J /admin# configure
/admin (config) #
/admin (config) # ntp trusted-key 1
/admin (config) # ntp trusted-key 2
/admin (config)# ntp trusted-key 3
/admin (config)# no ntp trusted-key 2
(NEAEFIEMIBREEH 2. )
/admin (config) # no ntp trusted-key
(BB MR A% . D
Bx®<$ e iR
ntp fEE NTP iCE M 4.
ntp authenticate J& F BT I T 958 ) B 473 B0
ntp authentication-key RSZABAT R TR JR T & & 50 0E 25 8
ntp server RV R B NTP 55 2% [R5 8AF I
show ntp 7R NTP RELHPIRESAE B
password-policy

BAERG FA B E %N, 1SR BT password-policy i

a4 no £,

password-policy option

L. EEEFILThRE, HE

&3 password-policy iy & 7 & — A;ﬁﬂl&;ﬁlﬁ GEZRNEEED « AR

password-expiration-enabled 7% .

b 5% 2 13 4 U 1D N

UL password-policy [ S

~

i f\ password-policy 7% J5, %A LAk config-password-policy FC B Tz,

digit-required T TR AN

disable-repeat-characters | 4 Fi 85 (0 4 PUA AL ) 74 I D A

disable-cisco-password ZERMERI S “Cisco” BUEEHEFVEIKITIRE

do Exec T %o

end SER IR

exit BH TR

lower-case-required AL R B — AN N R,

min-password-length 1 Eﬁ BORTL ) B NP AT 0 A1 4294967295 2 [ B4
KE.

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg
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no i iy JC R BB B L BRE
no-previous-password BEL L P S et P JFL 94 2 S i
no-username ZR 05 R A L P AL D R ) — B )

password-expiration-days TR HIHT AR E T 0 F1 80 Z A B .

password-expiration-enabled |5 F %5545 %G8 .
&E AR B 4 ﬁﬁﬁ%

password-expiration-enabled i % .
password-expiration-warning | H{ I B[R 21 5% &5 1) B HT R B A 0 11 4294967295 2 [A] ) %

K.
password-lock-enabled 1B F IR R WG B e 250,
password-lock-retry-count | B i /if (1) R Ik E . /1T 0 A1 4294967295 2 IAJ R R B S
upper-case-required T B AR T
special-required o T AL — MR R T
BIAE ToBRINAT N EAH .
LR EEN fi &
E T T
ﬁ%ﬂm /admin (config) # password-policy

(
/admin (config-password-policy)# password-expiration-days 30
/admin (config-password-policy) # exit

/admin (config) #

repository
FEHEN AR B B T, T ARG B AR AU A H] repository it 2
repository repository-name
EEEA repository e B I a2

repository-name FEABPEI PR e 25 SCRF 80 N7 BEEUT 74 .

#i 1E repository i 2 N6 FE 4 FR)G, ATEA config-Repository it B FALA (EZ RIIEVEBLHD

Cisco Context Directory Agent 1.0 i REFE B4
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do EXEC 4. A[EMBA N AT A EXEC 4 GEZ B “do” —17,
35 4-82 7O
end iRt cconfig-Repository F 11z [A] 3] EXEC 2.
exit B H
no 75 A A A 2 TR AL
CLMSS SR
o url - f#f#%E URL.
e user - FH 15 ] (A7 0 B P 44 RVEE B
url TEE PRI URL. W% 30 F 80 M RIMF T/ GEZH%E 417 .
user BB TV I AR . % S 30 N FEREE AT .
7* 4-17 URL Keywords
XHEF BFRAYIR.
word i NAFfEFE URL, WHERSSSBMBAGEE. &2 X 80 MR ZF17T.
cdrom: A CD-ROM ZEah3% (HiED) .
disk: A A7 1 o
1] LLiZ4T show repository repository_name 78 A M A74i# [ b (1) BT SCAEF o
X A AL EAAE /localdisk 7 X EAIE . UIEAEAE % URL Hi5
5E disk:/ I, RGSAEFR A Nlocaldisk FIAHXT B E A0 E H . i,
WK disk://backup, RFHGTE /localdisk/backup A%z H 3%
ftp: FTP 2% il 45 2% (995 8% H % URL. fi F url ftp:/server/path'.
nfs: NFS W 2% il 45 28 YR % H % URL. 1di ] url nfs://server:path'.
tftp: TFTP M 2% ik 45 %5 (98 5% H % URL. f#H url nfs:/server:path'.
& IIEMER TFTP f24f B0 AT CDA TH4E.
1. % BRIRIRSG 2 2R, HAZN 2T /subdir/subsubdir. &, X F NFS W&MEH, MAEB/ZEFELHEES ().
BUAE TERWAT N EUE .
LR EN fid &
(3R] WREF A N E url sftp:, A ZUREITE CLI A7 R B PR F WL EH, RSA Fa 80K n 2

SSH LI EHLFIF .
ZH I INEE, TR TR T 3 host-key host 774 [ no £ 20,

MEEEHRGIPR “EH” (Administration) > “ R4 ” (System) > “4i3"” (Maintenance) > “f7
i ” (Repository) > “¥UN A7 " (Add Repository) i & % 4= 1 ftp £7-i%ERS, CDA & &EIRLL

T

& Z5eiEd CLI {1 host-key JEIVRIN SFTP M55 #5 M EMLEHH, SR A Refd FH Mt A7 6l P

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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A RAEA I E host-key HINEOL T &40 B 22 4 ) FTP £ I, 2 4E Cisco ADE ™ 51 & AH N
B R

B

/admin# configure termainal

/admin (config) # repository myrepository

/admin (config-Repository)# url sftp://cda

/admin (config-Repository)# host-key host cda

host key fingerprint added

# Host cda found: line 1 type RSA

2048 £2:e0:95:d7:58:£2:02:ba:d0:b8:cf:d5:42:76:1f:c6 cda (RSA)

/admin (config-Repository)# exit
/admin (config) # exit

/admin#
Hx%é w$ ik
backup AT A (CDA # Cisco ADE OS) , &4 IAEAE8
restore MAEAif P AN PAT £
show backup history TR RGE R A k.
show repository S AL TR E A7 P AT & A S
service
B E T EEHNRS, WEARERS AT service fd. EAEF LIRS, B4 no
B
service sshd
18k 1R EA service e EEEN RS 4.
sshd GAEANESFPREF . SSH HISF R
AR TEERINAT N ELE -
SRR fic B
AR T
ﬁ%ﬂm /admin (config) # service sshd

/admin (config) #

Cisco Context Directory Agent 1.0 i REFE B4
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shutdown
TR D, EEREOREHENX T 4EH shatdown a4 . A L IhRE, &4 H a7 210 no
B
1B R DEEEEREE S E TS N
BIAE TEERNAT A EUE
SRR BEORE
EdEEST] {5 FH i 4 0 PR 1), i eyl i 423 CDA 4 (R ik Tl HRES) o 3
&, MPREOAAERGAFE P )% FECE 75 N0, WeT PUEE 2 M2 O 3
BN, ik nT LL#H ONBOOT S48 24 ifcfg-eth[0,1] ST, ST T
letc/sysconfig/network-scripts:
o ZEHPIM:. % E ONBOOT="no”
o JEH#O: #%'E ONBOOT="yes"
5 40] L% no shutdown 4 5 F M,
ﬁ?@] /admin (config)# interface GigabitEthernet 0
/admin (config-GigabitEthernet)# shutdown
HEAHS we ik
interface Pie B 4 1 A e N4 DA
ip address (F2HMCLE | LUK ME D ¥ E 1P kA 28 6
(%W
show interface SRERALGIPEONER.
ip default-gateway B BRI S ) TP Hbdik .
snmp-server community

EREAX YR PR, uﬁﬁw@nmﬁﬂéﬁé%@fm}( (SNMP), 7 it B 452 20 1 A
snmp-server community 74 . EEEF L IIRE, WA LA 2 1 no T

snmp-server community word ro

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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&L R snmp-server community |fii & SNMP 25 2L ()6 4
word Thee 5 2R AHAL B SR VE U ) SNMP (157 #4555 o A vl F 25 4% .

R % SRR 255 NP R4 .

ro

T 58 R AR .

RIAE TEERINAT N BUH -

SRR LGS

Ed:E snmp-server community 7% 7 2 — MEX FFH Ml ro S8, BN &AL,
CDA L[] SNMP Agent mJ $#24t4t %} LN MIB 1) H i3 SNMP v1 Al SNMP v2c R :

SNMPv2-MIB
RFC1213-MIB

IF-MIB

IP-MIB
IP-FORWARD-MIB
TCP-MIB

UDP-MIB
HOST-RESOURCES-MIB

ENTITY-MIB - 7 ENTITY-MIB | = ¥ 3 4~ MIB A5 &::

- =4 ID: entPhysicalModelName
- A ID: entPhysicalHardwareRev
- JF%15: entPhysicalSerialNumber
DISMAN-EVENT-MIB
NOTIFICATION-LOG-MIB
CISCO-CDP-MIB

H_T@J /admin (config)# snmp-server community new ro
/admin (config) #

BX®e kg ik

snmp-server host Kb R IZEFERE R S .

snmp-server location

RS FE SNMP £ & MIB 15 .

snmp-server contact

EZAYS FHLE SNMP B & A MIB 1.
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$4E CDAGSSE |

b gs4s

snmp-server contact

HEERYG L E SNMP B & N EHAE S E (MIB) 1H, &N B T £ snmp-server contact i
4. B RGBHANEE, EMEH LG4 T no .

snmp-server contact word

EAGAA snmp-server contact | ffi & WLFLE AT AL R N AT 4 . T2 LA 255 DT RET TR
word TR M0 AGER NS BRI . 2R 255 N T RE T4

BOAE TEER AT 9B AH

HEER i B

kA T

{5l /admin (config)# snmp-server contact Luke

/admin (config) #

Bx®<$ e 3%
snmp-server host P A I % B R R
snmp-server community VLB X Ui A, LAY SNMP A5 4.
snmp-server location T ARG FECE SNMP {7 & MIB &

snmp-server host

1% SNMP [ERFRZFER P, E7ERC BB T4 snmp-server host a7 4. B HUH B &,
54 H Ay 41 no 2

snmp-server host {ip-address | hostname} version {1 | 2c} community

AR snmp-server host Fic & 20l SNMP 3 &1 (1 E ML v 4
ip-address SNMP &1 F AL IP Mk 55 2 SCRF 32 A7 REEUT 745
hostname SNMP Gl HI EHLIM LR ]2 3RF 32 AN F B 745 .

Cisco Context Directory Agent 1.0 § 22 3= Fific & #57g
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| £4%E CDAMSSE

EEss N

version {1 12c} CAag) F T RIERE R SNMP IIRRA . BRIVEE = 1.
R BT R G 7, TR E DL o — AN SR
e 1-SNMPvl.

¢ 2c- SNMPv2C.

community il R IEN . 5L X T R
IAE REIEP
BHERA fic &
ER{ER IS S48, BN AT . ASSCRF SNMP BBt
il /admin (config)# snmp-server community new ro

/admin (config)# snmp-server host 209.165.202.129 version 1 password
/admin (config) #

Hxeéd A ik
snmp-server community WEAX Vi 7R E, PAARVER SNMP 51 .
snmp-server location T ARG FECE SNMP i/ & MIB &
snmp-server contact ERG L E SNMP B: & A\ MIB {i .

snmp-server location

PAER S FRECE SNMP A7 B MIB {8, iH/ERE BT EH snmp-server location @74 . Ik &
G EEE, W& 41 no B,

snmp-server location word

R snmp-server location | Fj T-RC BULIEE T i (AL B I Ar o e SCRF 255 D PR 745
word R RGN BE RT AT . B SR 255 P BT AT .

RIAME TEERINT N BUE -

wOER LGN

Cisco Context Directory Agent 1.0 i REFE B4
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$4E CDAGSSE |

B gEEed
MR BEHEWIELE word F4F 83 AIE Z B H T RIZ Q) BOEFRF (). WRIELE word F4F 5 1) 1) 75
Z I, DA GS () B ER TR
Pl w1
/admin (config)# snmp-server location Building 3/Room_ 214
/admin (config) #
w2
/admin (config)# snmp-server location “Building 3/Room 214”
/admin (config) #
Hxeéd g iR
snmp-server host T B R L B PR A G
snmp-server community WEAX VIR, PLRVER SNMP 151 .
snmp-server contact £ 4% Flc E SNMP {7 & MIB {.
username
B INAIE A SSH Vi i) CDA W& A 7, AR B T H username 4. WM C
T?—f, DB DA FH sty 4 B OB RS . PR 2 S B IR B BE SO . SR G MIBR A . TE AT
4 no FE K.
username username password {hash | plain} password role {admin | user] [disabled [email
email-address]] [email email-address]
XPTIA R P, WA LT a4k T
username username password role {admin | user} password
18k EA username IR H SSH i il CDA % &K F a4 .
username —MHTHPEASHAE. AR EHTSEMES (9 o RECHE
31 A PR A
password R e B A A A aram L.
password FEWMFFRKERZ W EE 40 MR TEFRT . UL ACNTA ¥ - 15
.
hash | plain BRI, B2 5 34 A FRF T
role admin | user B P IR 24 51 o
disabled R4 F P A R A4 ik 2R F P
email email-address BRI hE . Ban, userl @mydomain.com.
BOAE WEEETRYIEH .

Il Cisco Context Directory Agent 1.0 Ji &2 3£ Ffi0 B 35fg
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EEss N

HeER il &
3R username iy & 75 2 F 4 A D 588 72 T hash / plain A1 admin / user 3% 351 8 1 »
Pl i1
/admin (config) # username admin password hash ###### role admin
/admin (config) #
w2
/admin (config) # username admin password plain Secr3tp@swd role admin
/admin (config) #
i3
/admin (config) # username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
/admin (config) #
Hxes$ g ik
password-policy Jia FH 9 T B R SR
show users ERH P AR HEBIRI . ek BreExH P K.
Cisco Context Directory Agent 1.0 i REFE B4
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xR

AD 5L 1-3
AD Z3R 2-4
EXEC commands 4-2

hardware requirements  2-2

IP 2 H 7 5 4 1 i it 3-19

show commands  4-34, 4-45

A

ZH CDA  2-13

D

S\ active directory IR %575 39
o 3-2

S H RS 3-24

J

w5, Y i-x

K

2 i) 1T A 33

= 5l

L

HEREER 23
A SR 31

dH

22 TR 3-23

=D N
4

configuration
backup-staging-url  4-77
cdp holdtime  4-77

EXEC
application install ~ 4-2
application remove  4-3
application reset-config  4-4
application reset-passwd ~ 4-5
application start  4-6
application stop  4-7
application upgrade  4-8
backup 4-9
backup-logs  4-10
clock 4-1
configure  4-12
copy 413
debug  4-16
delete  4-18
dir 4-19
exit 4-22

forceout 4-22

halt 4-23
help 4-24
mkdir  4-24
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nslookup  4-25
patch install ~ 4-26
patch remove  4-27
ping6  4-29
reload 4-31

restore  4-32

rmdir  4-33
show  4-34,4-45
ssh  4-36

tech  4-36
telnet  4-38

terminal length ~ 4-39
terminal session-timeout  4-39
terminal session-welcome  4-40
terminal terminal-type  4-40
undebug  4-42

write  4-43

show

show application  4-45
show backup history  4-47
show cdp  4-48

show clock  4-49

show cpu  4-50

show disks  4-51

show icmp-status ~ 4-52
show interface  4-54
show inventory  4-55
show logging  4-57
show logins  4-59
show memory  4-60
show ntp  4-60

show process  4-63
show repository  4-64

show restore  4-65

show running-configuration  4-66

show startup-configuration  4-67

show tech-support  4-69
show terminal  4-70

show timezone 4-71

show timezones  4-71
show udi  4-73

show uptime  4-73
show users  4-74

show version 4-75

e &

cdprun 4-78
cdp timer  4-79

clock timezone  4-79

do 4-82
end 4-84
exit 4-85

hostname  4-85

icmp echo  4-86
interface  4-87

ip address  4-91

ip default-gateway  4-92
ip domain-name  4-92

ip name-server  4-93

ip route  4-94

ipv6 autoconfig  4-88
ipv6 dhcp  4-90

kron occurrence  4-94
kron policy-list ~ 4-96
logging  4-97

ntp authenticate  4-99
ntp authentication  4-98
ntp authentication-key  4-100
ntp server  4-101

ntp trusted-key  4-103
password-policy  4-104
repository  4-105

service  4-107

shutdown  4-108
snmp-server community  4-108
snmp-server contact  4-110
snmp-server host  4-110
snmp-server location  4-111

username  4-112
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P
(I
ISE ¥ & H P & 4t 3-15
fic & a4 4-76
R
HEZA&E 3-19
S
SERFH & 3-24
T
W0, YmtE active directory it %5 % 3-7
W, miE RS H RS 2% 3-13

IIN, gl PR 3-4
INE R 3-22
X

ARG HEMSS 1-5
R 13
N
it B i-x
MRS Y R 15

Y

Rl B ek 9 2% 3-21

Z

XFFBRIER S 21
AT
EXEC

#3 N

traceroute  4-41

VERE, UL i-x

| oL-26299-01

Cisco Context Directory Agent 1.0 iR 2 REFECEIEE N



H =3

Cisco Context Directory Agent 1.0 i R EFE B4
.m. 0L-26299-01 |



	思科 Context Directory Agent 1.0 版安装和配 置指南
	前言
	范围
	受众
	文档结构映射
	文档约定
	文档更新
	相关文档
	版本特定的文档
	其他相关文档

	通知
	获取文档和提交服务请求

	Cisco CDA 的新增功能
	Context Directory Agent 概述
	功能概述
	消费设备
	Active Directory 域控制器计算机
	接收来自 ISE 和 ACS 的网络登录信息
	系统日志服务器和客户端

	CDA 性能与扩展能力
	CDA 部署建议

	安装 Cisco Context Directory Agent
	要求
	支持的操作系统
	支持的 Active Directory 版本
	硬件要求
	连接要求
	开放端口列表
	实现与 CDA 成功连接需满足的 Active Directory 要求
	设置审核策略
	Active Directory 用户为域管理员组成员时需要的权限
	Active Directory 用户不是域管理员组成员时需要的权限
	必要的注册表更改
	在域控制器上使用 DCOM 的权限
	访问 WMI Root\CIMv2 名称空间的权限
	Active Directory 域控制器安全事件日志的读取权限



	安装 Context Directory Agent
	安装 Context Directory Agent 补丁
	从 AD 代理迁移到 CDA

	使用 Context Directory Agent
	了解 CDA 用户界面
	支持的浏览器
	登录 CDA 用户界面
	CDA 控制面板

	在 CDA 用户界面执行操作
	消费类设备
	添加和编辑消费类设备
	删除消费类设备
	过滤消费类设备

	Active Directory 服务器
	添加和编辑 Active Directory 服务器
	导入 Active Directory 服务器
	导出 Active Directory 服务器
	删除 Active Directory 服务器
	过滤 Active Directory 服务器
	Active Directory 常规设置

	发送和接收系统日志消息
	添加和编辑系统日志服务器/客户端
	将 ISE 配置为向 CDA 转发用户登录事件
	配置默认域名
	删除系统日志服务器
	过滤系统日志服务器
	日志级别设置

	IP 到用户身份的映射
	列出 IP 到用户身份的映射
	刷新“IP 到用户身份的映射”(IP-to-User-Identity Mappings) 页面
	过滤“IP 到用户身份的映射”(IP-to-User-Identity Mappings) 页面
	删除 IP 到用户身份的映射

	映射过滤器
	注册设备
	管理员
	添加和编辑管理员
	删除管理员

	密码策略
	会话超时
	实时日志
	过滤实时日志
	刷新“实时日志”(Live Logs) 页面
	删除实时日志



	CDA 命令参考
	EXEC 命令
	application install
	application remove
	application reset-config
	application reset-passwd
	application start
	application stop
	application upgrade
	backup
	backup-logs
	clock
	configure
	copy
	debug
	delete
	dir
	exit
	forceout
	halt
	help
	mkdir
	nslookup
	patch install
	patch remove
	ping
	ping6
	reload
	restore
	rmdir
	show
	ssh
	tech
	telnet
	terminal length
	terminal session-timeout
	terminal session-welcome
	terminal terminal-type
	traceroute
	undebug
	write

	显示命令
	show application
	show backup history
	show cdp
	show clock
	show cpu
	show disks
	show icmp-status
	show interface
	show inventory
	show logging
	show logins
	show memory
	show ntp
	show ports
	show process
	show repository
	show restore
	show running-config
	show startup-config
	show tech-support
	show terminal
	show timezone
	show timezones
	show udi
	show uptime
	show users
	show version

	配置命令
	backup-staging-url
	cdp holdtime
	cdp run
	cdp timer
	clock timezone
	do
	end
	exit
	hostname
	icmp echo
	interface
	ipv6 address autoconfig
	ipv6 address dhcp
	ip address
	ip default-gateway
	ip domain-name
	ip name-server
	ip route
	kron occurrence
	kron policy-list
	logging
	ntp
	ntp authenticate
	ntp authentication-key
	ntp server
	ntp trusted-key
	password-policy
	repository
	service
	shutdown
	snmp-server community
	snmp-server contact
	snmp-server host
	snmp-server location
	username


	索引


