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Statement stmt = conn.createStatement () ;
ResultSet rs = stmt.executeQuery(“sql”);

it
iy
i)
N,
¢
2
i)
oft
i)
o

sq1< SQL F e YUt A 5= SQL &r=rell thah 82 vlol g o] 2= F 2], Hl o] %] 2-10&(F)

EECRL

BlOIE Helol 2 44
A FAHNA BEE A (o) S AHESEA TS ol BEE FHE 5 AdFHT
while(rs.next ())
{
for (int i=1; i<= md.getColumnCount (); i++)
{
System.out.print (rs.getString (i) + " ");

}
System.out.print ("\n") ;

AL HE IR 2]
TR o Euo] 29 o] RS the) o] AT Y%Lt
DatabaseMetaData metaData = conn.getMetaDatal() ;
ResultSet tables = meta.getTables(null, null, null, null);
while (tables.next())
{

System.out.println(tables.getString ("TABLE_NAME")) ;
}

EEaRe ol e] 98 tha gol e d 4 Asin,

ResultSet columns = metaData.getColumns (null, null, "table_name", null);

table_name<- Bl O] | H] o] 2 Hl| o] &2] o] F Lt}

of ] Aol S Hast] Mol EgtolAE A FE 9 crassearnol] A Tl HER W o Z] Al o] A
S

2 Database Access®ll Tt ZIP o) 7] X & v} =
Adlo] EgFy ).
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Unix EZ0A OHS2IHO0lES A &otASH

@1 v RS AR Y

export CLASSPATH=$CLASSPATH:.:path/lib/vjdbc.jar:path/lib/commons-logging-1.1.jar

pathi= ol AH A T2 =L ZIP 371 4] 9 ¢h52 F HEEe F2duT

Windows 7 3 0l Al 0HS2IH0I&E S & &Sl

Ol

w
e

S} 1 Computer(F FE]) o}o] 22 v~ QL EF MEOSE =831 System(554)S ATt}
System(*] =& o] LERE Y

&3 2 Advanced System Settings(Z. 5 Al =8 A E g ).
System Propenles(/\] ' £2) o] e Y T

St 3 Advanced(2l3) 1= A Bl g}

CtH 4  Environment Variables...(3-7d H )& S8
Environment Variables(3}+7d ¥ <) #o]

CHH 5  CLASSPATH A ~®l] W5 ¢
Edit System Variable(*] 2~ %] ¥4 H 3

S 6 Variable value:(¥1 5~ k) 2 =of S-S 718y,

.;path\bin; .;path\lib\vjdbc.jar;.;path\lib\commons-logging-1.1.jar;.;path\1ib
pathi= o] AlE oA th- 2 =8k ZIP 9 7] %] ¢] 5 #F vHE 2Pyt

SH 7 OKEHE FE e 7S AT )
Environment Variables(3+7 W) &o] YeElb g Yt}
@A OKERhE Zelste] e AT o)Al fE AL AT ol

CIOIE Bl Ol A S 2l

o AAel = AL A D AL HAS Fad e %Al F Rt L of

Ay

o A== SHOW W& F5 504 2-11¢] 4= Cisco Hl o] El ¥l o] 2~ 7] 2] o] %] 91 5= MySQL
suow 8 o o8] Ay},

» 7 915]%= DESCRIBE ™= DESC % -3, ]| %] 2-110] 413 Cisco ©l o] E] W] o] 2= 7] 2] o]
¥ =] = MySQL pescrise '8 % :rL—rOH &) A},

o A% = SELECT ¥ & -, 5 0] #] 2-120] A<= Cisco Hl o] E] H o] = ] &] of] #] ¥ ¥ = MySQL
seLecr W& o) &) Ao}

o Q1 Ak, o] %] 2-139] 4] = Cisco EﬂOlEMl ol Fglo] A A== 2o dal] Argstar E
ol Fof 3] &5 = 54 A Ut ARE IS = A= YHS Ay,

o AT Ao T AAH oy Ay, Jﬂ W 2-130 A &= A A3 UNIX B} ~E1 = 9 |p
Ta)daoz e do]E ol Fsto] FE & AT H L &stal, Ysl= U=
A E A e W gl sl ““ﬂﬂqﬁ}
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A& &

HolEWol Az MW

MR R AT
2 9, 904 21690 o] 2] o Fepolel 2 kol A ol MES A2l sz el T o)

)

= .
2710k R S § 5 2900 B §L e B FESAA

}-o

o 27w Al2E] gl glo] & # o] 4] 3-1

o 27mf: 8] Hl ol &, #o]A] 4-1

o 27wk BA F4 Hol &, HolA 5

o 27|vh A ojWlE R YEYT WY El o] &, #l o] A 6-
o 27|vhAA 21 g ol &, Ho]A] 7-1

o 27|mp AbEA} 2] H ol &, H o] 4] 8-1

o 27|uf AFFA EHo] &, H o] A 9-1

= SHOW 2 & &

suow < Cisco W o] B Hjo] 2~ 2] B E | ]—g‘% gt OS2 Cisco HlolEjH| o] ~ & F g g

S
uf ARE-3F = Q)& A4 5 = MySQL suwow 1§ ¥ TS YERY YT

SHOW TABLES;

ol Y= A &2 snow HE TS AL EH A FEFUH

Kl& Z| = DESCRIBE == DESC 2 & &

Cisco ] o] E] H] o] 2~ /\1 = DESCRIBE = A|3+A o 72 AL-&3 4= 11-:_% gt} Cisco )] ] H| o]
2= of| A DESCRIBE o EHAE dY olF H 749 doly FF v YE ). b2 Cisco
dolg Wo] 2~ & F e uf AL = 9= X5 = MySQL pescrise § & TS UEFH YT

DESCRIBE table name;

Cisco Hlo]|HH| o] == U g & 2l prsce A3t}

DESC table name;

H2-3 A2/ £/= DESCRIBE & 22

s &9

table_name ?rq {—q 5]-34 = Eﬂ o] —“;%9] o] =

ol v+ =] #] 252 pescrise W ® 7T AU H A 5T 53], FireSIGHT System H] ©] B 1] ©]
22 WA 2~ 7] 52 A D EH A gHH

® TINDEX FOR ;S
® TABLE ;fji

® PROCEDURE Z‘——_—j]_
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H coEdoA A2

KN& = SELECTEHH 12

o

U

o2 Cisco tlo]H o] ~& 2] & uff A}-8-3 4= 3= A Y5 += MySQL serect 8 & T
ERy Y o}

SELECT

[ALL | DISTINCT]

select_expr [, select_expr ...]

FROM table_references

[WHERE where_condition]

[GROUP BY { column_name | position } [ ASC | DESC ], ..]
[HAVING where_condition]

[ORDER BY { column_name | position } [ ASC | DESC ], ..]

[LIMIT { [offset,] row_count | row_count OFFSET offset}]

O 3ol 9ol A5 seeeer 9] A B 1ol g D o] AHAS] A E o] s YT

Z 24 A2 5 = SELECT 28 22
e e
select_expr {column_name [[AS] alias] | function(...) [[AS] alias] | aggregate_function(...)

[[AS] alias]}

column_name

Astel= d=9] o] F

function

{ABS | CAST | CEILING | CHAR_LENGTH | COALESCE | CONV | CHARACTER_LENGTH |
CONCAT | CONVERT | CURRENT_DATE | CURRENT_TIME | CURRENT_TIMESTAMP | EXTRACT |
FLOOR | HEX | INET_ATON | INET_NTOA | INET6_ATON | INET6_NTOA | LEFT | LOWER |
LPAD | MID | MOD | NULLIF | OCTET_LENGTH | POSITION | RIGHT | ROUND | SUBSTRING
| SYSDATE | TIME | TIMESTAMP | TRIM | UPPER}

aggregate_function

{AVG | COUNT | COUNT(DISTINCT) | MAX | MIN | SUM}

table_references

U 5 kel g gyt
® table reference INNER JOIN table reference join_condition

® table reference LEFT [OUTER] JOIN table_reference join_condition

table_reference

table_name [[AS] alias]

table_name

A st = "ol g o] &

join_condition

ON conditional_expr

conditional_expr

2Rlo] 28 7 BE 3o T Byt A g W82 291 AR, #H ol A 2-13

where_condition

g AEANA S
0g % shubl sl

® IS NULL Or IS NOT NULL

® NOT, !

® BETWEEN ... AND

® LIKE

e -, =, <>, >, >=, <, <=
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FA
e

2d

]

0=

o~

ro

ot

ENEENEEERL

A 5= MySQL o] o|® A BAH=A & B2 A S Bl A He B2
H25 MySQL 72 &4/

= ERT =T

e 0 A el A i Qg

23 0 P 4 EE A5

A =2 2t | R e R

Sl U5 A @& sereer B8 TS X 95 %] 225U T} 53], FireSIGHT System t] ©] €] #] ©]
cﬁﬂcﬂ%%ﬂ%ﬂﬂ%gww

e union

e subquery

e croup By Aol & wrrn roLrur T4 A}
e 1NTO A

® FOR UPDATE ;‘(—j’.

35 R 7IEF AA A o] F 2 3l Cisco HIOJE Ml o] 2 Hlo] ol A =3 S 4= 3= = O%Xﬂ?‘?} 5]
of syt 237} o ME EX el 783t & - Ciscodll M= 20& T3 5 == 3
S3HA EFHE U

Inner =<1 2 L t(Outer) ZAwt 63 & 4= A5 YT} Nested 221, Cross %21, Natural =<1,

Right(Outer) %21, Full(Outer) ¢! % usmne do] ¥3tH £90& x5 % EFUtt

271mp A = ZF Hol Bl A Y s e 290 YEFHUTH YEE A & 290 A YA F5Y

E]'. o= %01 IPFAIE -4 compliance_event 5’% intrusion_event Eﬂ ] = _‘}'_E,—Oﬂ IPF4A2A E.7]'

A9ol e A Ho) 2o 218 glauth Ee ALS Sk Hol % % AL TrhE 2
0] o

gele A ety

Aoz M Gl0IE 2l

Cisco Hlol Bl Ml o] 223 417 eto}uiz) & @4 0w A% bloHE Agats 497} A&y
& AAE dFe Do A E FAs] AL S HTH0Z AL Aot ) Z ANE T

st S A48 Ay

o IPV6 24, F o] A] 2-14

o IPv4 T2, Fo] A 2-14

o MAC F24, #Ho]#] 2-14

o 7 dlolH, #Ho]A] 2-14

o UNIX B} 2B o] %] 2-14
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H coEdoA A2

IPv6 =2
Cisco Ho|EHH| o] A= 1Pv6 F42E o] Al o 2 AT 163052 79 439 75 uex()
S E AT EX* IPv6 29 Hlo|E o] 2~ & H 2|3t vwnex() &T5 AHEF U T
oS 5o, TS FS RUHHE = A‘]]MOH :l' 417} 334 connection_log Hl O] &= F &5}
o EA IPv6 TAE 7|02 AYE ATyt
SELECT HEX (initiator_ip), HEX(responder_ip), packets_sent, bytes_sent
FROM connection_log
WHERE initiator_ip = UNHEX('20010db8000000000000000000004321");

IPv4 ==~
Cisco Hlo]EHH|o] 2= 3t = uM IPv6 T4 9 vl 7R 2 IPva T4 5 o) 2 o7 A%
FYUTH IPv6 T4} 7R 2 1679 71 H ol = wex () 55 AU dio] e o] 2 &
80~95H| EZ 1 & A ¢ RFCE %#o}fﬁ, o] 4§ FAFA FSIPv6 T2V EEHUL A E &
o] IPv4 2 10.5.15.1<2 00000000000000000000FFFFOA050F01 %2 A 3 U T},

MAC =2
Cisco Hlo]H#| o] 2= MAC F4F o3 YA o2 AgdYrt. 163172 1714 Aae] F 5
wEx () &8 AHE Y T
o5 5ol the w2 IP Favb 28 H ) 988 MAC 27k 9l BBl tgh Aot 3k
rna_host_mac_map El| 0| &S 7 2]3lo] 2 & A5 oA 7H§ EZ At

SELECT HEX (host_id), HEX(mac_address)

FROM rna_host_mac_map

LIMIT 5;
2! GIolH
Cisco Eﬂ o] E1 Hlo] 2= 39 ol Ee] 37l Hio|H & o]zl Ao w AFdyr. 1672 2749
Ao S uex() FTE AFEFY T
]E 501,3}75 5‘% intrusion_event_packet Eﬂ ]“’_‘ ?1315‘}04 %26] O]Hwﬂ_E‘o ﬁHE’/l E‘” O] Ei% 7}'
EEASI=S

SELECT HEX (packet_data)
FROM intrusion_event_packet

WHERE event_id = 1234;

UNIXEtL A BT
Cisco glo] ] H o] ~+=
) 1970(UTC) o] & 2
bt iy
d& 59, & w2 o] &gl

audit_log Eﬂ ° lé‘:% ‘?‘q ﬂ {5]’111 s

= R BRI AB LS UNIX B} 2B 2 A 43| o] = 00:00:00 1Y 1
A3 25 vVeEbg Ut 232 AR Al ZFo. 2 H e FroM UNIXTIME () OF

EASA BE Am=E 4G5

rr

ﬂr&
>u
L
2
iy, T
s,
)
m>
=
o,
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HolEWol Az MW

SELECT FROM_UNIXTIME (action_time_sec), user, message

FROM audit_log

LIMIT 0, 25;

nj

JolEH o] 2~ 9] B E A ZHS UTCE Al 3 Y T, converr_tz () 55 AHEE 5 9071
= UTCE R Al &g Yt}
Y5 oMl Eof = o] o} A H nlo] A2 % S| =7} 323 Y T} concar () 7< Lpap() 5 A5}
o UNIX E}Q] vl T 9} H}O]iiz 7t A4y Jd &

£S5 Ay

SELECT CONCAT (FROM_UNIXTIME (event_time_sec)), '.', LPAD (event_time_usec, 6, '0')),
HEX (host_id),

RS

ﬂlﬁ

=}

o]

go_’l ‘q—m ""f intrusion_event ﬂ

rule_message

FROM intrusion_event

oX,
c
Z
>
i)
o
[
i)
(&l
N
ke
o

stH oWl E 9 Hlo]H o] A8 HA |5l ™ unix_rimesTamp () S5

&2 0l =2 Al Het

Cisco o] 2] 2 Fol Bl 4 4% sl 22 & AR oy
B A% AT e S %uq1

upebA] o) &3 ol &2
o EXA AIZFH
s IPFAEVIELRE A A
e rmit A A&

F5 ) ueh, we ol eS

o] &l = DC3000°] thet H ) 19} 7] oI ES 238 = 5y
® fireamp_event

® intrusion_event

® intrusion_event_packet
® connection_log (5.0 ©|Z ¥ 7 ©]E: rna_fiow)
® connection_summary (5.0 o] M & o] E: rna flow summary)

BUHL S WEQZ6 A B8 EAE Sl v, =AW ol el A2t o] 2
= gl eh

al
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N azsp

ClIHIOIA OI &

o] 2] o] Ao A= Eluko] 2= o Fol WMEA] 3f3kA ot AUTh 1K TS f4 5w
#Aelol 54 tube] 2 UUIDE %

2 olHE
o] 7 e] #el == Yulo] 2 AA o A H Y] o] IET} 3153}
intrusion_event ] H:i‘-/] ‘?‘qﬂoﬂ ]:]'1:! ‘JéEg E%}?‘%H ‘:]'
— intrusion_event.event_id

= intrusion_event.event_time_sec

— intrusion_event.sensor_uuid

0
[[le
U
o

X
oo

g

o = ol B H o] 2 A 2 75 S AT 5 9

= =

2 q
e

ﬁzﬂb
p

e Vel A4S Fe st 29

. /\}%x},oq AL U FZ =, Hol A 2-16

o FHAEH EFEVIFOE T A oHE, FH o)A 2-17
o A oWlE 9 A AGH, do]#] 2-17

o HAH TAE &5 #o]A 2-17

o BAH MW & dHo]A 2-17

o HES A A FHFA, HolA 2-18

o 9 A A QoF Aol 2-18

o T2EQ R AA FH kA, HolA] 2-18

o TAE QUFIILE Ho]A] 2-19

Ean

% waol uhel, ol el @ A E el 2 29
d 2 g Ag, HolA 2-15&(E

Sh Al e Sebol 2 4 dgyth A e 4
[}

MBI ZAHZE
g Al 5 AbE bS] A 2] 9 R e m g washu], e e A8 UTCE
wAFU
SELECT FROM_UNIXTIME (action_time_sec), user, message
FROM audit_log

WHERE user = 'eventanalyst';
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CIOIEHIOIA HHA AF

Il]
1§

S a4

AH
=

e W

[

SEJIE2Z &Y OIBIE

U} # 2l = Events By Priority and Classification(¢-A 9] 2 #/3 o|HE) A EZ 52
Drilldown of Event, Priority, and Classification(¢| 1 E, -4 &9, 7/ S o) 271 & 5434
o} A& A} 37 A Aol A 7] E- Intrusion Events( 9 o|HIE) I Z 295 3

= o] AlE § ¢l & ¥ o] 2~ ol 4] Analysis > Intrusion Events(:-2] > 2 %] o] I E)E M el 3l S uf F A
3= 3w o] Ao}

SELECT rule_message, priority, rule_classification, count(*) as Count

FROM intrusion_event

WHERE reviewed="0" GROUP BY rule_message, priority, rule_classification

ORDER BY Count

DESCLIMIT 0, 25;

e Y

)
=}

U

CEDEE N

Ll
of

Uyd3tyct 2+ o ¥l E ) o

A

5 A= AAE 7o ZS) oHE
=] H

4 257k T

SELECT FROM_UNIXTIME (event_time_sec) AS event_time, event_id AS intrusion_event,

intrusion_event_policy_name AS policy, rule_classification AS classification
FROM intrusion_event

WHERE event_time_sec BETWEEN UNIX_TIMESTAMP (’2011-10-01 00:00:00’) AND
UNIX_TIMESTAMP ('2011-10-07 23:59:59")

ORDER BY policy ASC;

==——1
=/

S A= UE A §AH BREMAC T2E(IP T4V §le S2E) $2E HES A
ol gl 72 gu g wakeknl, 7k NICe] StEelo] FE A # EaH

SELECT HEX (mac_address), mac_vendor, host_type, FROM_UNIXTIME (last_seen_sec)

FROM rna_mac_host;

2 AYEIP F45 MAC 42 vy}
SELECT HEX (ipaddr), HEX(mac_address), HEX(host_id)
FROM rna_host_ip_map LEFT JOIN rna_host_mac_map on

rna_host_ip_map.host_id=rna_host_mac_map.host_id;

SAE A ==

d HolES et M EY AN SAE A 553 37 o8 | d 5
A& A, o= ol Al §) QI H o] 2] AH Ho]& B A Y= &5 3 AU O
SELECT FROM_UNIXTIME (s.last_used_sec), HEX(s.host_id), s.port, s.protocol, s.hits,

i.service_name, i.vendor, i.version, 1i.source_type, s.confidence

FROM AS s
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LEFT JOIN rna_ip_host_service_info AS i ON (s.host_id = i.host_id AND s.port = i.port AND
s.protocol =
i.protocol) ;

2 gow

HES T2l M 3o

g A R H Ry v Ho]
by BE2 A g ek, E DL A

23 MM 2

o] ?1 31 ‘E Database ACCGSSQ] Q ;F‘ /‘}81'01] T*q'E}‘ host_id, port, protocoloﬂ m 6]' Eﬂ O]

Left 295 &
o] #] 6-38

LEFT JOIN rna_vuln AS v ON

WHERE h.ip_address =

st} 22 rna_host_service =<1, 9] ©] X] 6-33 2 rna_host_service 1nf0§:J b

o)

SELECT h.rna_vuln_id, v.title, v.remote

FROM rna_host_service_vulns AS h

(h.rna_vuln_id = v.rna_vuln_id)

= INET_ATON('10.10.10.4")

AND h.invalid = 0;

o] 7 2] = rna_host_service_vulns, 3] ©] X 6-43 & rna_vuln <1, #H o] X] 6-542] & 7 A}sltof u}a}
rna_vuln_id® 3t Blo] &S AL O 2 Left Ziod S Py},

T} # 2] = Operating System Summary (-3 | Al 8.9F) 9] A Z=2 99 Summary of OS Names(OS
ol F &.°f) HolAE HAG YT AFEAF 88 AAAN VL JAZEFE WA A B AT,
o] &= o] AlE ) 1 7 o] 20| A Analysis > Hosts(i-2] > S~ E)E A8 gk & Hosts(g_iE)*e— Kl
8s o FAHE A HA Aol AP

SELECT vendor, product, count(*) AS total

FROM rna_host_os
GROUP BY vendor, product

ORDER BY total DESC;

S A ek

SAEQ2Y

gg A2 5l Fopg Bl Ho) g 29150 54 5B dal $HH G AT & A
: 92 Aol A 7k Aoko] ok gE F glA o X

Al P Fory B2 A Fee v 2
FUr}.

SELECT h.rna_vuln_id, v.title, v.remote

FROM rna_host_os_vulns AS h

LEFT JOIN rna_vuln AS v ON (h.rna_vuln_id = v.rna_vuln_id)

WHERE h.host_id = UNHEX('9610B6E6F1784DA4B39BEA7A210AAD6S ")

AND h.invalid = 0;
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0] F 8] &= Database Access®] &7+ Abalol wE} rna vuln _ia%] 3t o] &S A O & Left 29
F3 st} Z%: rna_host_os_vulns, # ©] A 6-28 & rna_vuln <1, #H| ] %] 6-54

SAE RBIIRE

[0

t}S- # 2] = Host Violation Count(Z2~E ¢ Wk 7} E) 9] 3 = & $-2] Host Violation Count(= 2~
E 9uk 71$ E) jﬂ o] A& B AT UL AL} B4 & 75, ol ] 7] Compliance White List
Violations(ﬁ‘ _,__r §].o] 1:4/\1-3 j43]-) qu_ i"re =] 6} ] 06}.0_ e o O]L‘ HLo] Al E1 2 o]
E] ] o] 2~ o] A Analysis > Correlation > White List Violations(3=2] > 3737 > ﬂ-ol Y AE SUhE A
gS o A E A AR Hol A Pyt

SELECT host_id, HEX(host_id), white_list_name, count(*) AS total

FROM white_list_violation

GROUP BY host_id, white_list_name

ORDER BY total DESC;
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|



2Z  CIOIEIHIOIA HQHA SF |

l_ FireSIGHT System IO|E{HIO| A KA A HHA |



o] Aol = Al 2~ ®l gl 7] = (7HA}, o]
1 = u

Z 31 AlAE clg EHI0/|E2 A5 0f

a3x CiSoll st H20 &= Hole Hd
audit_log, ¥ ©] #| 3-1 ol Zgfold=of §) I H| o] 29k o) AFEAL A A 4.10.x+
fireamp_event, ¥ ©] #| 3-2 FireAMP ¢t 5= %] 2! Ag] o E 5.1+
health_event, 3| ©] %] 3-8 RUEEE = o] EFgto|d 29 A ol E 4.10.x+
sru_import_log, | ©] A 3-10 o] ZTfolA Az 72 F3 JH o E 5.0+

audit_log

audit_log H 0] & = ¢ <] # o] ~ 2} 9] FireSIGHT System Ab-&A} AL 2ol o g A W7} ES)
HUT b 21 fhel 5 o] Bejol 27} ohd 2 o) Eebol el el o)k ol A% e

=3

A g W82 T Al S RS A L.
o audit_log =, Hlo]#] 3-1

e audit_log 2291, o] #] 3-2

e audit_log A< A7, #Hlo]A] 3-2

audit_log 2 =

Uh 30 audit_log Hl O] &l Al A A28 5= QL= HloElHo] 2~ A =7F AR 5o syt
Iz 32 audit_log 2=
zc EE]
action_time sec ol Eetol 9l sk AL Al =8 A B Atk 3 Al 7he] UNIX b 291z giu o
message AR S AY YU
fl lE} o] 4 AbgAbe] 2B P Faolv, dor PRE 4x AN e /3
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[ | fireamp_event

Z 32 audit_log Z=(7%)

Z2c 49

supsysten WA A== GAF] S8 A A ahE W F 2y
WA Ol ES B A AHE A A8 A ol § YU T

audit_log 2 ©

audit_log H| o] E o A= ZA & S8 & 4= HF Y}

audit_log 8 Z R 2|

Oe ALE g AT 205 S H 257HA w0 = A7 V| F o Ad gy,
SELECT from_unixtime (action_time_sec)

AS Time, user, subsystem, message, source, count (*)

AS Total

FROM audit_log

GROUP BY source, subsystem, user, message

ORDER BY source DESC;
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NI E %]'X] 3} %X] 7] ?:} L] . 7—']{ detector_type %)\'Oﬂ = 34 detector_type_id
gAY b5 e B4 gk 9 99 IDE e 2t

Clamav — 128

ETHOS — 8

SPERO — 32

e gsHa — 4

e Tetra — 64
detector_type_id St FEE B3 ex] 7= YE DY Y. Z- detector_t e_id gfoll= A4
detector_type #tO] ESHE U 7H53k 4] ¢ 2 ¥4 f 63-% ‘jr%jl} 25U
e 4 — SHA
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e 32 — SPERO
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[ | fireamp_event
Z 3-3 fireamp_event Z =( 7<)
zc &9
atsposition Sl oI AE ST e e T ew gau.
e cLEan — o] Z]REStal G T T E 3 o] QA H Y
o unknown — Lo S FET} EFFE O] J=A] & 5 iU
o marLware — Yo S FET} EFHE o] JlF U T
e UNAVAILABLE — X Eoj7} A8l & Hfﬂ R4S Cisco F-FE=9 A53HA

E A, Cisco FEF$-= A v 271 8%

gk e o 2 A e g,

CUSTOM SIGNATURE — < o] A}-8-2}7} A 2]

doll & ok kst
g s Al ok A8k, ASAE A1 A

dst_continent_name

w42 SAEC] Y o Byt

o — 2k gl
na — &1
as — OFA]o}
at — obxel7}
eu — 9
sa — &1
au — &
T W
dst_country_id B2 5AE 27} 3oyt
dst_country_name B A2 5 E o] 27} o] 2T},
dst_ip_address_v6 o] == Abgo] THH AW o] AFH = nuirs WU T
dst_ipaddr AA 9] B Ao e IPv4 T IPv6 425 o) A2 YEbd gy,
dst_port Ad HHA e vigt xE HE YUt}
endpoint_user Cisco Z&}-F-= 0| A] o] Wl E & €% $F 7 9~ Cisco FireAMP ©f 0] d E of| A Al &2 &
gkl gty o). o] AFgAp= LDAPﬂ- A o] gl o™ discovered_users H 0] &0l 3 A] &
A gEUT
event_description oM E &3 3} A E =7} o)Wl E &1},
event_id FireAMP o]l E ¢] 1153 W& IDY Yt}
event_subtype I AEE HASHEE T3 A P U 7 event_subtype Fholl = ¥
event_subtype_id #°] EFHYT. 7hed T4 @ 2 ¥dE ID= v A5UY
® cCreate — 1
® Execute — 2
e Move — 22
® scan — 4
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event_subtype_id Qj]—/\(j IEE ELX] E}EE -ﬁ—l,:_?ﬂ- X—],'o];,] 9] B IDOH] 14 D} 7—1]” event_subtype_id %)\'Oﬂ =
1 ‘j{i event_subtype %}'O] E@'% ‘4 ‘jr 7}'%—“:5} J:—JL_}\] %/1‘ Ui] 1 ‘j’wj 6]"?4 ‘%‘651% ]j—%j’,]- 7}:—1_—
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FH

1 — Create
2 — Execute
4 — Scan

22 — Move

event_type

FireAMP o] ¥l E o] -3 Z
FEUTh e EA a2 B IDE et gy,
Blocked Execution — 553648168

%} tq’.~j1‘event7type %}oﬂ%f'¥%€i eventitypeiid,%ko] EE

Cloud Recall Quarantine-—-553648155

Cloud Recall Quarantine Attempt Failed — 2164260893
Cloud Recall Quarantine Started — 553648147

Cloud Recall Restore from Quarantine — 553648154

Cloud Recall Restore from Quarantine Failed — 2164260892

Cloud Recall Restore from Quarantine Started — 553648146

FireaMp 10C — 1107296256

Quarantine Failure

— 2164260880

Quarantined Item Restored — 553648149

Quarantine Restore
Quarantine Restore

Scan Completed, No

Failed — 2164260884
Started — 553648150
Detections — 554696715

Scan Completed With Detections — 1091567628
Scan Failed — 2165309453
Scan Started — 554696714

Threat Detected —
Threat Detected in
Threat Detected in
Threat Detected in

Threat Quarantined

1090519054
Exclusion — 553648145
Network File Transfer — 1

Network File Transfer (Retrospective) —2

— 553648143
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[ | fireamp_event
Z 3-3 fireamp_event Z =( % <)
zc 49
event_type_id FireAMP ¢ E -39 W5 IDY ‘4 o}, Z+ eventitypefld ol = &8 event_type
flo ]i@%qq.7}3@ﬁ*]ﬁ 9 FE S e EsyTh
e 553648143 — Threat Quarantined
e 553648145 — Threat Detected in Exclusion
e 553648146 — Cloud Recall Restore from Quarantine Started
e 553648147 — Cloud Recall Quarantine Started
e 553648149 — Quarantined Item Restored
e 553648150 — Quarantine Restore Started
e 553648154 — Cloud Recall Restore from Quarantine
e 553648155 — Cloud Recall Quarantine
e 553648168 — Blocked Execution
e 554696714 — Scan Started
e 554696715 — Scan Completed, No Detections
e 1090519054 — Threat Detected
e 1091567628 — Scan Completed With Detections
e 1107296256 — FireAMP IOC
e 2164260880 — Quarantine Failure
e 2164260893 — Cloud Recall Quarantine Attempt Failed
e 2164260884 — Quarantine Restore Failed
e 2164260892 — Cloud Recall Restore from Quarantine Failed
® 2165309453 — Scan Failed
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Ut}
Filepath YA e 4 500 vhed JRolv, 9 o §& T A gvivh
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parent_file nane HAL B W A EE R el oAl sHale ol gy
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sensor_uuid A FH = ynto] 29 173k AHE A YT = fireamp_event. sensor_name©|
nu11®l A5 og Yt

src_continent_name et §Z:E9] EHET o]%.?j] 14 q_
L
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sa — &V
au — &5
o — &

src_country_id A §ZlEfﬂ ;‘L7]_ EECQHTJ-,

Src_country_name s FAE Z7) o] 2 YT,

src_ip address vé M 52004 AL S8 e RE Felo] g wagy o

sre_ipaddr A ] Lzzo] U IPv4 1= IPv6 T4 o] W2 HEbd ghduth

sre_port A4 220 TE WEYY

ss1_issuer_common_name SSL Q1541 o] WAl duk o] YT o= AukA o 2 AN wFAe] FAE
% =rel o] ol A u, thE FRrt £38 S5 vt

ssl_issuer_country SSL ©1=4] k= o] =7}l o},

ssl_issuer_organization SSL 91%_1\1 ‘%},—;’-X]—Sﬂ g‘;g’%]qq_

ssl_issuer_organization_unit |SST, Q1= A] Wg2Fe] Z 2 B AdUt},

ssl_serial_nurber Wi CAZF B34 SSL A FA 0] A ME YL

s1_subject_common_nane SSL Q15A 9 ) A ol FY LT o] YMH 02 AFH FA Y BAE H &
wQl o] Fol A ¥k, vt F Rt X3 E S % lFYTh

ssl_subject_country SSL 91%_1\1 _7'121/1 5{-7]_%141;]_.

ssl_subject_organization SSL cd%:}q ‘ZFXHA }_;g‘c])ﬂ]qq_
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M health_event

Z 3-3 fireamp_event Z =( % <)
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c 24

ssl_subject_organization_unit |SS[, Q1ZA] FA 9] %2 EAd Ut}

threat_name o1& o] o] 2T}

timestamp FireAMP o[ ¥l E 2§ A E}QI 2~ 8l 3 QI T}

url AZA9] A2 URLY YT

user_id HAS A T TR S AE npxwto 2 2 Q1% A& o] |- ID HE Y

Ut} o] A} &A= discovered users B o] &<l <5 T

usernane g AF EE ST EAEd npxElo R 2918 gAY o
web_application_id slgsts 49, 9 ol Zel7lol el ul? D W E g e,
web_application_name 3] %}—g}% 76]'(])“, Q]J:} oHI—EL‘_a ;.ﬂ o] }‘1_:19] o]%_ob} 141:],

fireamp_event = Q!

Uh5 3ol = fireamp event B O] B oAl a8t 4= 9l Qo] A Eof HF YT

Z 34 fireamp_event £ 9/

CtS0ll CHoll Ol HIOI=E =2 Jts =t

dst_ipaddr rna_host_ip_map.ipaddr

= user_ipaddr_history.ipaddr

src_ipaddr

fireamp_event & = 7| 2|
o A= AFE AP AL} A E o A= o] ME S Hof 257744 §EEESEH | o] = timestanp
=

NFow faze 4AH o

SELECT event_id, timestamp, src_ipaddr, dst_ipaddr, username, cloud_name,

event_type,

event_subtype, event_description, detection_name, detector_type, file_name,

parent_file_name
FROM fireamp_event
WHERE username="username" ORDER BY timestamp ASC

LIMIT 25;
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health_event

g = g Hlol o] & T} A 5o

Y

Z 35 health_event 2=
mc e
aescription o e 5ol 4e oMES AASHES §2e 2d0] @ AR o F Sof, %
ZALE AP G S W) A E = A o] Hl Eoll &= vnable to ExecuteBFE d o] Eo] A
Ayt
event_tine sec wro] MEZ} Al o MES A4 e Bat 9 AIZke] UNIX el =9z g o),
Ha olflES] WiF D MYyt
module_name o]qﬂE% /\(})] }\éz:s_} }E}F’H E%g o]%?ﬂ]qrjr
sencor_name OPMIE T2 A4 el o T wlo) 20l B AE o BSIU T o] BEt e o WEs
4ok o ko] AAH lvkol 27k obdl 1t T nko] 2 4412 45 marro] Bt
sensor_uuid e = gufo] 29 a3k AHAY YT B sensor_name®] nu119l A9 09 Yt}
censor_wuiad) A APEE o Febol ol o] el B el e el o AL, ke o
3} g,
o red — Critical 2 H]. o] F&}o] A 2ol A shut o] Fo] e gl tfalf Al gko] 235U
ow A 7L S AW A & dF U
e yellow — Warning 8. o] Zeko] ol 2ol A Bk} ol 4ke] e} wHol vha) Al ko] X3
H o A 7L e A = A ks T
« oreen — Normal 48] ol Eeo]el2e] ¥ E ) wio] o} eko ol 2ol 451 Al
EECEREE RN EREE R
® recovered — O}%ﬂo] ﬁig] 7= }‘o]'EH E’_?:r(Critical T= Warning }B]'EH Oﬂ Y 5 ¥
$hol ol Eepol el o] 488 el A Aol AE A oA AP gLy
¢ ioapiea — Ol 2ol s} W BA B E AL, A B mo] &A, WAl AR+ 3
A0, e A Ao] 445 4] ekaksriet,
o crror — O] Ffo| A 2o A St} o] o] AE] RUE W EEo] AFlom, A o] 5 A
FHow oA A4 B,
anics Aol =B A A 7o) 24 g dUTh o= x(0 2 AT 5 5 At
value }E)]'EH Eﬂ_/:E_Oﬂ *1 Oé% éf’]'-(ﬂ %“H 4\_?:}141:], oﬂ% %Oi, SO%Q value'fo 8001:}]41:]’.

health_event X 9!

health_event Eﬂ O] %Oﬂ }\1 =

health_event 24 = 3 2|

U A= Agold 713t el 248 7HE o] A o

SELECT module_name,
AS event_time,

FROM health_event

description,

=

WE =

=

Hof 2571744 RES U T}
FROM_UNIXTIME (event_time_sec)

value, units, status, sensor_name
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[ | sru_import_log

WHERE event_time_sec

BETWEEN UNIX_TIMESTAMP("2011-10-01 00:00:00"
AND UNIX_TIMESTAMP("2011-10-07 23:59:59")
ORDER BY event_time DESC

LIMIT 0, 25;

sru_import_log

sru_import_log H| 0] & o] Ffo] A oAl A H 17 o] E Z 2 A /\Oﬂ gk ARt 2g
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A S g A E BRI

el

e sru_import_log Z¢1, o] #] 3-11

e sru_import_log A1 2], #le]A] 3-11
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& %0 sru_import_log Hl o] Eoll A A28k 4= 1= o] H o] = BT A H o] Sl
U,

36 sru_import_log Z =

zc £9

ek EOEE EES C kR RS Rtt= I IEi=Y

® apply — 7]'Z:]9‘7] Oﬂ méﬁ Reapply intrusion policies after the Rule Update import
completes '1%}1‘:]_0] %"/‘35}%

¢ changea — P4 AHOIE 9 Ak EEFAS) A A YelolE Ty a5

\

AEAAY 37 o =2 MA Hdi 2 =93 GIDY} SID7}F Y&
* collision — TM& GHOIE 74 8 & EE% T2 A, /gl o] Fgfol A 2ol Q=
71E A e rE Y FESE AYHA S
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Fc?
N
il

o deleted — 1A Y AL, 737 Ado)Eo A F2 0] AbA =
® disabled — ‘ﬁLfﬂv@] 73—?—,Ciscooﬂzﬂ xﬂ%é}% ] 41“0]]&1 -ﬁLz] o] u]g]_/\-] §}_g

® drop — ‘FTLX]-/] o‘F, ClSCOoﬂ /H Zﬂ’J‘ ]"fo 7]% Xé j']oﬂ *1 ‘ﬁqu] 0] Drop and Generate
Events® A A %

e cnabled — 113 JUoE F=H ] 5,
A A BB 7B A A A B

o crror — 3 QUlO]E EE 27 75 %] A9 744 077} A5
o new— A A, o] o Zefo] o] FH o Hg A 49

[H

2]

[H

ZAA, F2 == 7)E} 7] %5 9] Ciscodll

(¢

detail 71A L G2 AU Eof o] A 84 e FE o 48" WA AL uaek A B
dAdY. = gFF o] A A &2 Aol = vlo] AHFY T
generator_id T2 2] Generatorel o 3k GID$I Y
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Z 36 sru_import_log Z =(%<%)

z2c 49

import_time_sec T3 A HlolE 7P 97 7h 245 WAk 9 A17ke] UNIX BF) =2 gl e,

nane A& HA S ol FAUTh i# 4 ] 53 WA LGk 774 Qo= 4 4
29 A5, ol 28kl B B Snort 22> 748 8.4 o] EYP YT

policy ail- A o] WE 7B g Ad] E£3E o] 98-S e

IEEEEEES LD

signature_id T2, 03z Ee T X2 A A SIDY Y.

oru_nane 4 ol =l el Ak ol e

sru_uuid e R EBECET L BT

tvpe 3 ol = el A A A Sl 8 (uodate, rule, variapie 5)U T

sru_import_log £ Q!

sru_import_log H| 0| Eo A= 22U S AT 4 Fl5YH

sru_import_log 8= 3| |
Og Aot Bl s )Fen Ao 2579 A9E watal e, o & R AE BAH U

SELECT FROM_UNIXTIME (import_time_sec)

AS time, name, type, action, generator_id, signature_id, revision, policy
FROM sru_import_log

ORDER BY time DESC

LIMIT 0, 25;
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FROM app_ids_stats_current_month
WHERE start_time_sec = UNIX_TIMESTAMP("2011-12-01 2% 0:30:00");

28 B8 2y Y
SELECT application_id

FROM app_ids_stats_current_month
WHERE start_time_sec = UNIX_TIMESTAMP("2011-12-01 @™ 1:00:00");
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SELECT application_id

FROM app_ids_stats_current_month

WHERE start_time_sec BETWEEN UNIX_TIMESTAMP ("2011-12-10 12:59:00") and
UNIX_TIMESTAMP("2011-12-10 16:28:00");
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SELECT application_id

FROM app_ids_stats_current_month

WHERE start_time_sec BETWEEN UNIX_TIMESTAMP ("2011-12-10 2% 1:00:00") and
UNIX_TIMESTAMP ("2011-12-12 2% 4:00:00");
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application_info.application_id
application_host_map.application_id
application_tag_map.application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
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rna_host_client_app.client_application_id
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SELECT from_unixtime(start_time_sec), sum(blocked)

FROM app_ids_stats_current_day

WHERE start_time_sec = unix_timestamp ("2013-12-15");
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Z5-5 app_stats_current_timeframe Z=( 7<)
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sensor_id S & A g #e 5 = oibe] 2] )% 1D M E Y e,

sensor_nane S99 S B g welH e outo] 2 o] Ey T}

sensor_uuid A5 = gulol 29 mF3F AH A YT B sensor_name©| nu119l
A% 04y

start_time_sec =24 7+ A 9] A Ao ) 8F UNIX B} ~8 szl t), A ZF Al 7F XA of T
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256 app_stats_current_timeframe £ 2/
CtS0ll CHoll Ol HIOIE =@l Jts =t
application_id application_info.application_id

application_host_map.application_id
application_tag_map.application_id
rna_host_service.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id

rna_host_service_payload.web_application_id

app_stats_current_timeframe &4 = 3 2|
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o] i YA LI} Ho o Ze]Ao] ) Y Qupe = @ opLute= E g S wkakgiy ),
SELECT start_time_sec, sum(bytes_in), sum(bytes_out)

FROM app_stats_current_day
WHERE business_relevance <= 2

AND risk >= 4 AND start_time_sec = unix_timestamp("2013-12-15");
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SELECT sensor_name, source_continent
FROM geolocation_stats_current_year
WHERE destination_continent="'as'

LIMIT 20;
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LIMIT 25;
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FROM storage_stats_by_file_type_current_day

ORDER BY file_type DESC;
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SELECT sensor_name, number_dropped, number_sent, file_type

FROM transmission_stats_by_ file_type_current_day

ORDER BY file_type DESC;
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Z2c &89

sensor_uuid el ¥ = tufe] 29 a8k AH A YT B sensor_name©] nu11Ql A 90
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E A 25774 BraP Ut 7t gm0l =
EEE AAE AR A B EE 9 A

>

connections_allowed, connections_denied
FROM url_category_stats_current_year
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bytes_out AR E 1A Bk obgubg = Ee) 99 who] E vtk
connections_allowed 585 A7 4=},
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® High risk
® Suspicious site
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® Risk unknown
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sensor_uuid A E = gutol 29 i3 AHE A YT B sensor_name®] nu11$! A $ o
Y}
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§ &2 S Hlol & A A AR A A A, H| o] A] 5-32(8) FEEFAUAL
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SELECT sensor_name, sensor_address, reputation, start_time_sec, bytes_in, bytes_out,

connections_allowed, connections_denied
FROM url_reputation_stats_current_year
WHERE reputation="High risk"

LIMIT 0, 25;

l_ FireSIGHT System IO|E{HIO| A KA A HHA |



| 528 AJI0:SEH EZRHOIE

user_ids_stats current_timeframe

Al 7} £ 38FE Round Robin E] o] & Y t}.

user_ids_stats_current_timeframe

user_ids_stats_current_timeframe Eﬂ O] = —E ﬂ-/—\— %H ‘% oﬂ EH ?l’ %7:” ‘%‘ /‘]‘%‘X]'Oﬂ ﬂ 3k o(:)] 63: %

hud

o] 23t 8 9] current_day, current_month, current_year El| 0| 5ol )3l LolH W EA F4 €|
ol 9] A% BA Ao 5 28(F) AeeHA S
Round Robln E73” Hlo] & A& tigh URkA Q1 AR = A 4 Hol& o], #lo]#] 5-2&(F)
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username EEH-E]J:% 7}}34/\5] 3 STAE Oﬂ ‘:’]‘74] U—],'gi 2= 19]3k }‘}“Q‘X]‘/] /\}%—X]- ]% H1 ‘4 E]’

user_stats_current_timeframe £ Q!

user_stats_current_timeframe Eﬂ o] "é‘oﬂ }"] = }—?4% Zl: 83 t:?:_]' Zl: %j\{:lll’] q

user_stats_current_timeframe & Z 3 2|

the AeE g4 AT =S A 25717k BT 7 s o
Ed g o) uhol £ £ B, 54 71742 9k 51§ 2 abun o] wagy

SELECT sensor_name, sensor_address, username, start_time_sec, bytes_in, bytes_out,
connections_allowed, connections_denied
FROM user_stats_current_year

WHERE username="username" LIMIT 0, 25;
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ARA G 82 ob ] sEoll U E A S et Al W A2 2t H o] 52 A sk FireSIGHT
System Bl 2 YERY Ut F A Al Hel 2ol M= AL S HE Hlol &2 Al A skl glo,
ol e A EHAQ A dS wouH ALE Ty HolE 2 HdEE AFSeA &= Blo] FEYT
MOIHE L [IERT & H0/|E2 AT/0}
CtSol gt 201 &&= glole Hd
application_host_map, | ©] 4] 6-5 EUBH = UMEY A e S2EolA TxH of 50+
=g Aol
application_ip_map, #| ] Z] A-1 FUEHYEHE Y EYFA BAH o Zg] Ao A |52+
Su s R Bl = A=A = e R B R
application_ip_map, | ©] ] A-1 FUHHGE Y EYFAA] 229 g Aoz |50-5.1x
HHg 7}1;1] *rg] 1:4]1 /Kg)\]—}\—]’ _Azﬂ
H A 520 A A& S E 912 application_ip_map, ¥
ol A A-1(2)= thA
application_tag_map, ¥ ©] ] 6-8 EUHHIE UEY I A &xH o) =g Ao A} |50+
e "o
network_discovery_event, 3 ©] 4] 6-10 A d T AE A& ojHE 5.0+
rna_host, ¥ ©] #| 6-12 EUHHIEYEYIY Y= S 2E i3k 7| & 5.2+
A X
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Z6-1 2 OIHE 2 [{IERQT 2 H0/ES AT IOHH=L)

& X CISol st A2 M&EZ = HIoI2 HA

rna_host_attribute, ¥ ©] ] 6-13 EUHHIE W EYIYN J= 4 2B AdHE & |52+
A~E 5:/\4

rna_host_client_app, | ©] %] 6-15 EUHPGEH = UEY A A= S 2EA HXH & |52+
Zo]AE o Z2] Al o] A

rna_host_client_app, ¥ ©] #] 6-15 RUHHEH = UE A = S 2EoA Exd 5.2+
HTTP($ 2 BHe9-A) E o] AE of Z 2] Alo] H ) &
HE oz =

rna_host_ioc_state, ¥ ©] A 6-20 STAEQ Het & AEE A 5.3+

rna_host_ip_map, 3| ©] X 6-24 S2EIDE PYHAHIE=UEY I = ST 2EQ |52+
MAC 429 2% 03?‘ &

rna_host_os, 3| ©] A 6-26 RUHHH = UES A &= T2EoA X5 & |52+
o A A

rna_host_os_vulns, 3 ©] ] 6-28 BEUHAGH = UMEY A A= T 2E9 HHE FH 5.2+
by

rna_host_protocol, ¥ ©] A 6-30 FUHYHE= Y EYFY 9= T AEQ A &3xd T 410x+
2ES

rna_host_protocol, 3| ©] A 6-30 SAEZ g@As #elE = vvto] 29F B HUYE 5.2+
dHEUEYI dE T2E

rna_host_service, ¥ ©] A] 6-33 EUHHE = YEYI A= ST AEoA G345 A |52+
H] ~

rna_host_service_banner, ¥ ©] A 6-35 EUHHIFIEVEY I J+= f?__/:Eoﬂ A EAH A 5.2+
H| o] B[~ Fg A @ WA ")E Farsh=
HES A Egy 9] dY

rna_host_service_info, ¥ ©] ] 6-36 EUHHHE=UEYIY A= S 2Eo A &5 A |52+
H] 2= 9] A A 1

rna_host_service_payload, ¥ ©] Z] 6-39 REUHHH = UEY A &= T2Eo A Exd A |52+
vl 29} IHH Ho]2 =

rna_host_service_subtype, | ©] A 6-42 EUHHIE W EYIYN g T AENA E8X = A |52+
u] 2] 3.9] 4] <

rna_host_service_vulns, ¥ ©] ] 6-43 EUHHIE U EYIY Y= S A2Ed A 8XxH A |52+
Hl 2~} FheA ¥ 3 oA

rna_host_third_party_vuln, | ©] %] 6-45 RUHHH = UES A &= s2EL AdE A= |52+
3}E] # ok

rna_host_third_party_vuln_bugtraq_id, ] ©] EUHHIE=UEYIYN Y= 352E 9]— A 9l 52+

=] 6-46 31 Bugtraq U] ] E] # o] 2~ 2] -14 e AHE A=t
ﬂ % 9}:/\5] (http: //www.securityfocus. com/bld/)

rna_host_third_party_vuln_cve_id, #|©] ] 6-48 |EUHHE=HEY A JdE s 2E A Fo 9 |52+
3L MITRE CVE Hlo] g Ho] 2~ 9] kA ut % #ed A
Z9-E] #H A (http://www.cve.mitre.org/)

rna_host_third_party_vuln_rna_id, | ©]#] 6-50 |EYHH = UEL T = SAES Ay Eo] 9 5.2+
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B A 520 4 AF8 =5 91 2™ rna_host_os, ¥ ©]
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rna_ip_host_os_vulns, | ©] %] A-1 FUHHFH=UEYIY J=1Ps2E AdH 3 4.10x--5.1.
oA X
WA 5204 AL S50 2™ rna_host_os_vulns, ¥
o] #] 6-28(2) % Eﬂxﬂg
rna_ip_host_sensor, 3| ] X] A-1 IPSAEE g3 L}FJ Q = fulol 29 #A 3 1] [5.0-5.1.x
HY = LﬂE-‘%lEM] DEIP S1E,
H A 5200 A AH8 5 1 2™ rna_host_protocol, F|
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rna_ip_host_service, ¥ ©] A] A-1 FUHHIT = UMEY T Y= 1P Z2EqA &2H  4.10x-5.1x
8] 2~
WA 52004 AFE 5 ) 2™ rna_host_service, 3| 9]
Al 6-33(2) = AR
rna_ip_host_service_banner, ¥ ©] A A-1 EUHHIEYEY I J= iiEoﬂ A BxE A [4.10.x-5.1.x
H| 2o A u] 2~ FF A DL WA )S Faste
HE A Ed¥ 9] &Y
W 52004 AHE FEE AN oM
rna_host_service_banner, 9] ©] A 6-35(2)% ) A =
rna_ip_host_service_info, ¥ ©] X A-1 EUHHIEUEYIY YJE1PSAEoA] &x%H |4.10x-5.1x

EEEEEYE T
H A 5200 A4 AFE T 5 ) 2™ rna_host_service_info,
Hl o] A 6-36(2)= v Al 2

rna_ip_host_service_payload, ¥ ©] A A-1 BUHAGEH = WMEY A A= 1P T 2EA &XxH  |4.10x-5.1.x
Au]2soh Bl Ho]

H A 52004 AHE THE Ao
rna_host_service_payload, ¥ ©] X 6-39(2)Z tjj 2] &
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rna_ip_host_
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H 7 520 4 AL FHhE Sl o
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HFUEHE = UMEY T =P EAESF Al d A
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EUHPHE UMES T A= 1P S ~E e A H o]
213l MITRE CVE H| o] Ef H o] 2~ o] 3 of A 3= v ¥
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W 52004 AHS T E 9l e
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rna_ip_host_third_party_vuln_rna_id, H o] A A-1
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9)3 VDB W9 H I3 e #Hw AJeaE] H ek,
B A 5204 A}& Z9E Qo

rna_host_third_party_vuln_rna_id, ¥ ©] %] 6-50(2.)=Z ¢
A=

4.10.x-5.1.x

rna_ip_host_

user_history, | ©] X A-1

mUE Y= Y E
ALEA} g =

W 52004 A8 S EE A
A o] A] 6-57(2) = A H

o A= EAH 1P
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4.10.x-5.1.x
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JA HY = U ES Aol = MAC EAEJAP T47}

H}\L _Q_J\E)

4.10.x-5.1x

rna_mac_host_sensor, 3| ©] A A-1

IPE~EE A% 43513 tjnfo]l ~of P s 2y
HYE=dEYI JEPITAE

5.0-5.1.x

rna_mac_ip_

map, H©] #| A-1

RUHYHEYESY T QJE=1P 3 AEQ MAC &
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rna_vuln, 3 ©] A 6-52 Cisco VDB W ¢] 3 ¢FA4 4.10.x+

tag_info, ¥ ©] | 6-55 G2 o EE Aol S TSk B 5.0+

url_categories, ¥ ©] A| 6-56 EUHHAIT = UEY T Y T2EA A28 5.0+
tmb~?f4 7}el a2

url_reputations, | ©] #] 6-57 EUHHIE W EYIY g ST AEAA dA23 |50+
URLS i3t H 3

user_ipaddr_history, ¥ ©] A] 6-57 EUHHIE U EYIYN I EFH S AEJ 3t A} |52+
L2 &5

application_host_map

application_host_map Eﬂ O]Tg‘oﬂ% H]E% .:/]_oﬂ}ﬂ FE}'X]% Z} OH%ﬂ 7‘" O]/ﬂjq' T‘:]'Exi% ﬂﬂliﬂ ty"l
o) gk ARy £3=E U o

A EE W82 th A S sk Al 2.
e application_host_map € =, | 0] 4] 6-5
e application_host_map =<1, 7| ©] #] 6-6
e application_host_map & 7 ], 7 o] =] 6-

application_host_map 2 &=

]—4’ oﬂ = application_host_map Eﬂ ] ]/\1 oﬂ,q] ‘% '}F‘ ]% %57]' /\éﬂg_ﬂcﬂ %1%‘4 ‘:}

Z6-2 application_host_map Z' &

zc sy

application_id o].]_ri{—q ﬂ] o]k]p% IH"?‘ID }?_1:5‘9—_01]/]1;]_'

application name A8 QLB o] =0l A5 o Fel 70l 4 o] & A o,

application_tag_id | 2= A3l FeATon IARHE nurk BaY I

business_relevance o 2] o] 41 o] ] 1] 2 A AFALof) o5 134 & 10l A 574A] LEb
Agolm 12 w5 S s= w5 E o 1%‘4‘4

business_relevance_description ]j] _Z_L’{ 2~ oa_:ﬂl—/gl (very low, low, medium, high, very high)cﬂ ﬂ] §_}__ /‘\jjng Cﬂ
S

host_id i_/:E/] udj,_“ H]qq.

risk o E A 4] A HEE 104 5714 R = A ol v 18 v § e
99, se A7te e g

risk_description -?4 ?ﬁ‘ (Very low, low, medium, high, critical)oﬂ EH ?J_’ *é Dé CQ L] ‘:]'
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application_host_map £ Q!
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et
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50
o
by
o
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ol
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2
50
e
i
°

t}{% X ]%f‘application_host_map Eﬂo]%%

Z6-3 application_host_map X9/

CtSO0l CHoll Ol EHIOIE x¢8l Jts |t

application_id app_ids_stats_current_timeframe.application_id

application_info.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
rna_host_service_payload.web_application_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id

host_id rna_host .host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id
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application_host_map &= 3 2l
T8 A2 nose_iazh 89l BAEOIA BAg of Tel Ao Mol g AuE wag .
SELECT host_id, application_id, application_name, business_relevance, risk
FROM application_host_map
WHERE HEX (host_id) = "00000000000000000000000000000008";
application_info
application_info H|O| &+ RUHHIE = U EL I A& STAEA EXH 4 & o =g
Aol dell thgk A w7t F3g Y.
applicationfidoﬂ 7\1 Zﬁ?_]% —’Fﬁﬁ 3]'04 application_tag_map Eﬂ ] 3-9] OH%E] 7” o]}“jjﬂr 1‘?3_% EHj—
5255 AT dFUT o] ¢ mpx VA 2| application_ 1d°ﬂ A Z%1E g sto
application_host map2 7FE|11@] ¢} #edE o S Ao HES AAS 4= 95T}
ARG WG e AHE A5 A L.
 application_info = =, 7 o] #] 6-7
e application_info 2231, 3 ©] #] 6-8
* application_info 41 ] 2, 7] =] 6-8
application_info & &
Uh5 3£ ¥ application_info H| O] & A A 23 4= Ql= =7 Aw 5 o] QlF U
Z 64 application_info 2=
zc 49
application_description OHE’-E] 7]] o]/d oﬂ o] 3l A Ug o] q c}.
application_id oH F/];ﬂo]/&:],] LHTI i‘ﬂ],]]:]__
application_name ].3.;(]. o] E1 Jﬂ ]/\oﬂ /\]E]—‘E oﬂ—g—a] 71] O]A‘j o]%%}p]\:}
business_relevance o1 22) 7 o) 4 9] ] =1 2= 3k o] Tl ek 13H3 & 10 4] 5744 Lhep]
S AFOIE 12 S e, st Ul § e S o u g n,
business_relevance_description HZY 2~ A4 (very low, low, medium, high, very high)oﬂ o 3 A <]

e},

is_client_application

X H o Z Aol Aol Zete] A ERIA YE = true-false 2 2 1Y)

=

is_server_application ELx] o].] {—q ﬂ] ] A o] }\1 }j-] oH ’%‘1—’4 71] o] A ?lx] L]—E]—IH = true-false _g_
CETIEEY

is_web_application B o Z el Alo] 4lo] 31 o el Aol Q14 e rue-false %
EREEy

riok o Eel Aol el ol HRES oA s7HA] e A 5o o 12 v
S uke 9 s A7 AL g o).

risk_description

H ?_51 (Very low, low, medium, high, critical)oﬂ EH é_]_' }é Dé ?:1 ]’] ‘:}
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application_info == Q!

U5 %0+ application info H| O] &0l X e o= gli= 2410l AH ¥ o] U
Z6-5 application_info 2= 2/
CtS0ll CHoll Ol HIOIE =2 Jts  |FOt
application_id application_host_map.application_id

app_ids_stats_current_timeframe.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
si_connection_log.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
connection_summary.application_protocol_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
rna_host_service_payload.web_application_id

application_info & = 3 |
O A8 = nosc_iaZt sl df E Al o)A HZEE HHEgY o),

SELECT application_id, application_name, application_description, business_relevance,
risk

FROM application_info

WHERE application_id="8";

application_tag_map
application_tag_map H| o] £ o= U ES T &4 H 7} of S Al o] A3 shad e e 1o thigh B R
7F L3
A g W8S e A S FEsHA A L
e application_tag_map Z =, #©
e application_tag_map X!, ¥ ©

e application_tag_map A= 7 2], #d o] #] 6-10
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application_tag_map W

application_tag_map 2 &=

E]'% X ]'Lé application_tag_map Eﬂ ] ]/H ol ‘ﬂ ?—-_ Z[: 9,11}1_; 257]' }éﬂgﬂoi 9»)]\

jul
i
vl

Z6-6 application_tag map Z' <

zc &£9

application_id o %] A o] 9] V¥ 1D WYY oh,
application_name AFg AL Q1E 3 0] o) FA] = ol 27 o] A gLl
tag_id Hl 2] W5 ID H oYYt}

tag_name PEPREE DR R L B = PR=rSIE =y
tag_type U T skl el ey . category Bx= type

application_tag_map 2 ©!

% 39l <= application tag map El o] &M R 5= l= £1lo] A H o] 5UH
Z6-7 application_tag map =2/
CtS0ll CHoll OI HIOIZE =2 Jts |F=It
application_id app_ids_stats_current_timeframe.application_id

application_info.application_id
application_host_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
rna_host_service_payload.web_application_id
si_connection_log.application_protocol_name
si_connection_log.application_protocol_id
si_connection_log.client_application_id
si_connection_log.web_application_id

tag_id tag_info.tag_id
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[ | network_discovery_event

application_tag_map & = 3 2l

s A AR E o Zg Al AN Add BE gL g a=g vk
SELECT application_id, application_name, tag_id, tag_name
FROM application_tag_map

WHERE application_name="Active Directory";

network_discovery_event

network discovery event H| o] &0l &= 7 A

FireSIGHT System< R U E & & & Y E 9 =19 o]l EX A, A UEYA 7] 5 H A
st o] dol] AHEE U ES A A4ke] W7 ALY A °1HﬂEE' A3 o
FireSIGHT Systems AFEA U ES A AAES 7, 5 mE AL A M EY A WS FEoR
/"7(46]—73 SAE 013:1 o]aﬂEE/kg/Hzﬂ-qq_

Ir
i
x
WE
ot
[>
(m
o,
it
o
a2
(m

o g 4wk TP

>

o (&
o,

S

- =

FireSIGHT System H A 505 A8 U3 rna events H 0] &5 network_discovery event H| ©] &

2 hAgyd

AA G UG The AHE

ol
finad

}
, 7ol #] 6-10
, #lelA] 6-11
= A, oA 6-11

Al 2.

lﬂ

e network_discovery_event Z

=4
e network_discovery_event ==

mlu ro

e network_discovery_event 4!

network_discovery_event Z =

Uh 3 3= network_discovery_event H| O] 5ol A SjAl ek = 9l= A =7 AW o] 9lsyth
Z 6-8 network_discovery_event Z' =
zc sy
confidence A H] 2~ 812 913l FireSIGHT Systemoll A &3k Al 2| = 5 F(o~100) Y Y TF
Gescription ol ME tfg 4.
event_id o] ¥lE ] Ul% D A5 ok
event_time_sec ol W=7} A4 WA 9 A|7ke] UNIX EFQl =9l 2 g o).
event_tine_usec O MIE BFgl ¥ s} mhol A % vhelE F/he gL
event_type OJHE §8 o & 5], new Host T Identity conflict YUY T}
ip_address o] BE = ALgo] FHE O ol APE E nunn g WU
ipaddr oMl Eo} HAF FAEQ| [Pv4 T IPV6 T4 S o] W42 YEpd gyt
mac_address ol E S A E T AE ] MAC 42 YU th
mac_vendor ol E o} Pl El 5 AE o] NIC Sh=9lo] 2 Ay,
port MES EasiE WEAS EAAAA A8 3HE EEU T
sensor_address ZAM ol EZ A S ¥ 5= onfo] 29 Ip ), gl
ipv4_address, ipv6_address$) U T}.
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network_discovery_event [ |

Z6-8 network_discovery_event Z =( 7<)

Z2c &89

sensor_name HA ol HEE A3 gk #He] ¥ = tnfo] 29 Yt

sensor_uuid e ¥ = vnpo] 28] a3 A E AR YT B1= sensor_name®| nu11®] - oY U T

user_dept FAEd s e R 29l g AFg el P AT

vser_enail GEd s vhe  2oield AFEAe] oW F AT

user_tirst_name EEo npA B o2 2191 % AL g Aol ol &3I4 o,

user_id s mhAwoz 29ld L8] Uy D WE g

user_last_name _’5_1:_15_01] B]—X] g}‘.@.i 29l3k /\]'%X}-o/] A4 L] E]’

user_last_seen_sec SAEd npA o 2 2 13 ARRA}e] AFE-A} 2HE 3 FireSIGHT System©ll 4] 7}4]
vho 2 BhA g A 9 Al 7he] UNIX ehe) 28y},

user_last_updated_sec S Eo| mpxuto 2 2 1918k A2} o] AL-E-2} 8 = E FireSIGHT System©l| A] v}
Ao ol Eg &t B AIZFe] UNIX EF) =R 2 Y o

user_nane FosEo] v e 2 21918 ALg A e] AL A o] B b,

user_phone G2 v e 2ogle ALg el A3 Wi

network_discovery_event == Q!

2

D]'% _]‘:‘ioﬂ = network_discovery_event Eﬂ o] %% A}%s}oq Zl:fsg t:i:]" Z!: 9\}]\{‘ }—?401 /?jjué EJ 01 9}]\

e},

#6-9 network_discovery_event X2/

CtS0ll CHoll Ol HIOIE =0 D= =t

ipaddr rna_host_ip_map.ipaddr
user_ipaddr_history.ipaddr

network_discovery_event & = H 2|

U # 2l A E 7)1k o] AS AL, BA 3 nlo] & o] 5, B A H
el A oWl E dl A =S whE Yo

SELECT sensor_name, event_time_sec, event_time_usec, event_type, ipaddr, user_id,

[k
ofrt

o]

B

,EREIP T4

hex (mac_address), mac_vendor, port, confidence FROM network_discovery_event
WHERE event_time_sec
BETWEEN UNIX_TIMESTAMP("2013-01-01 00:00:00") AND UNIX_TIMESTAMP ("2013-01-01 23:59:59")

ORDER BY event_time_sec DESC, event_time_usec DESC;
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M ma_host

rna_host

rna_host H|O| &&= RUEHH H = HES A U=
o] Hlo] &2 W H 527 Y rna_ip_hostE W A 3§ o}
A g W82 Ty A S F s A 2

e rna_host D=, H o] X 6-12

e rna_host 221, #H o] X 6-13

e rna_host A4 H 7, #H o] A 6-13

rna_host & &=

TFE FE01E rna_nost Hl0] 2ol 4] oKl 23 4 Qi WEAF A Hol A5 T

Ze6-10 rna_host Z5
zc 49
criticality T 2~E ZQ X (None, Low, Medium, High) Y Y TF.
hops S AEA TAEE X3 By = fulo] A2 YEYH 3 AUt
host_id S ~Eo D W5 ).
host_name &~ E o] o] 29t}
host_type & 2~E 53 (Host, Router, Bridge, NAT Device, Load Balancer)$d YT} .
jailbroken 2ued gufo] 29 o A A 7F E5 5 A=A YER & true-false = 2 Yt}
last_seen_sec S ~E 2ol npx| o & g2 5 it 9 A]7Fe] UNIX EFS] 2= 8 3 9l U T}
mobile X H $ 2~E7F 2uld guto] 290 X YER = true-false =8l 2 Ut
netbios_name 3 2~ E NetBIOS ©| & x4 Yrt},
notes S 2Eo U gk Notes & ~E 549 Y&dY).
vian_id & 9dstis 4%, VLANID sy h
vian priority VLAN Bl 2o] 5kl $ 090 e
Vian_type VLAN ¥18 ¢ A48 9120e 499y

e 0o—olfHl

e 1 —EFH
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rna_host_attribute

rna_host X Q!

t}S 0= rna_host Bl o] B0l A S8 8 &= gli= £ ¢lo] AW ro] lHU T}
Z6-1 rma_host X2/
CtSO0l CHoll Ol RI0IE £8l Jts =}
host_id application_host_map.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ip_map.host_id
rna_host_ioc_state.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rma_host 24 = F |
s #Ag= T 2EID,VLANID, S 2E7} ulx]ut o 2 A E Al 7], &2
7|2 2 A 7F 23 rna_host A E=FE FH | 2570 74A] whEet L T}
SELECT host_id, vlan_id, last_seen_sec, host_type
FROM rna_host
ORDER BY host_type

LIMIT 0, 25;

rna_host_attribute

e rna_host_attribute F =, 3| o
* rna_host_attribute =<1, ¥ ©

e rna_host_attribute A1 = 2], # o] A 6-14
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M rma_host_attribute

rna_host_attribute 2 &

‘:]'% X ]'Lé rna_host_attribute Eﬂ ] ]/H ol /‘ﬂ ?—-_ Z[: 9,11}1_; 257]' }éﬂgﬂoi 9»1]\%]4 E]’

#Z6-12 ma_host_attribute Z' =

== sy

attribute name SAE é?4§%314[41 Qﬂ%% %%C4,Host Criticality’Hi%f Default White List%ﬁ
attribute_value SAE E% 354 ﬁk%}th+.

host_ia sE9 D WEYY T

rna_host_attribute = ©!
o}

i)y
°
I

ol = rna_host_attribute H O] Eo| A 8t 4= 9] = F<2lo] A E] o] 9]

o
=]

2 6-13 rma_host_attribute X2/

Ir

CHS0ll CHoll Ol EHIOIZE =8l Jts =

host_id application_host_map.host_id

rna_host.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id

rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_attribute 24 = 3 2|

U Azl A8 SAE D} BHE BE SAE 54 4

SELECT attribute_name, attribute_value

SE,
=
tlo
rE
r (
w2
T
o

FROM rna_host_attribute

WHERE HEX (host_id) = "00000000000000000000000000000008";
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rna_host_client_app

rna__host_client_app Hol &= &
o Z 2] Aol el gk
Ay .

AR NS T ABE BTN G
e rna_host_client_app ¥ =, #| 0] #] 6-15
e rna_host_client_app Z¢I, #| o] X

e rna_host_client_app = # 2|, 3 o] #] 6-17

—=

rna_host_client_app & &

C}& ol = rna host client app E|Q|EoA AA AT == D=y A

TUEHEHEYMEY T = T2EoA gxw Feoldd
BR7F EH YT o] = A =2

rna_host_client_app [ |

E

=% rna ip host client app H| ©| &

i
2
%0,
jul
i
vl

Z 6-14 ma_host _client_app Z &

zCc e

application WA 50004 A FeE BEQU BE Felo and @ gt
application_protocol_id E]—x] g_] oH_TL;q ﬂ] o] }1\:]‘ :EE%Q lﬂl‘j— é} HE:]X]_%] L] ‘:}

application_protocol_name

be % sl el guq
. S A A of

CREN L 2
R S o S R P
. Aol AZANA Frt g A o] 3l
application_type A 50004 AHS e BEUTh RE Fo] g Bak T

client_application_id

of &2l 7ol o] A 7 B, =l Al ol o] i ID HE

client_application_name

te % sl slgge.
. Za Ao o]

. Lﬁ‘?}O]O*EO]E-*]i@@]*ig OJAE o A o] S TAF
on} B G o Ee Aol AS AMeH = T ek A9
o AHo| SetolAE o ZefAlold BRI 1= A5 Hlo] A&
e Zefol L= o Fel Aol o] B B4t
host_id S 2EQ D HEIYT}.
Last_used_sec A el A o] o] vhA 2o 2 B At 9 Alcks] UNIX Bhel =@z gl v )
version 52 Eo 4] ShA §l o) Ze A o] Kol 14l Th
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[ | rna_host_client_app

rna_host_client_app £ 0!

ol
o\
r o
o
i
ol
)
2
%0
o
i
o

T}& ol = rna host client app B O] EoA 8 4= 9

Z 6-15 ma_host _client_app X9/

CHS0il CHoll Ol EIOI= =02l Jt= =0t

host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

. N S
host_id E+ET %}q}'

Eg rna_host_client_app_payload.host_id
rna_host_client_app_payload.application_protocol_id

application_protocol_id ] ) . . .
rna_host_client_app_payload.client_application_id

i=i] . .
= rna_host_client_app_payload.version
client_application_id

=1
=

version
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#6-15 ma_host _client_app X 2/(7]<)

rna_host_client_app_payload

CHS0ll CHoll Ol EIOI=E =8¢l Jt=

=t

application_protocol_id

T
T

app_ids_stats_current_timeframe.application_id

application_info.application_id

application_host_map.application_id
client_application_id application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_service_info.application_protocol_id

rna_host_service_payload.web_application_id

rna_host_client_app &4 = H 2l

S A= nost_ia’} 89 T AEOA Bx15 Sglo]AE o Za]Alo] Mol tjdt AR

e},

SELECT host_id, client_application_id, client_application_name, version,

application_protocol_id, application_protocol_name, last_used_sec
FROM rna_host_client_app

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_client_app_payload

rna_host_client_app_payload H ] Eo+ RUHH I = U EL Ao A &X % T AE 9 { o] =g

Aol A E HTTP EefF 9] Flo| R o ) AR 7} 35U},

ARG NG T AR R L,

A=}
e rna_host_client_app_payload = Ho]X 6-18
e rna_host_client_app_payload %<1, 9| ©] %] 6-19
e rna_host_client_app_payload %= F 2], 9| ©] #] 6-20
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[ | rna_host_client_app_payload

rna_host_client_app_payload Z &

‘:]'% jjf_oﬂ% rna_host_client_app_payload Eﬂ 0]7‘%01] /H O—]Vﬂ_}lﬁel Z[: 9,11}1_; 257]' }éﬂg ﬂ 01 9»)]\

e},

ul

7 6-16 ma_host _client_app_payload Z&

e

c

application

50014 ALg Fere WEQUTh BE Aol i Wk o
=z

51 of =27 OW Jiig-‘ﬂ W AP U A E E = E 5. S ekl
E27101403} ) o) F 2 Aol o] T HA G wE gl =
,client_application_id 7< web_application_id .JéEQ] )\'o] %%‘@’1’] ‘:}

shpel s g of
o Z A o] Mol o] . LulE AW o] o] Fo] 7 AL
® pending - A 228l 7} dlolE 7} H Q3 75

application_protocol_id

S ox (me® | &= | X
oo {o:%ﬁ M| 08

of

application_protocol_name

o Ao o Ze]Aold ARTL gl B vl Sl
application_type M 50004 AR FehE BEU T BE Felo] g B g
client_application_id —g;—ﬂro]gj]g oH ﬂﬂ] o]/\:],] q]_,_ ID bﬂfi qq.
client_application_name & = st s gEy o

o T AC| MY o] F - LubE AMo] o] FojHl 7S
Zepo] AL o) F - A 2o A FefolE o 2

T+
L L ECE BRSS!

S,
= 85
o AAc SHtolAE cfZe Aol AR} Y= A5 Hlol U=
host_id S2AEO IDWHIE YUY
payload_name HA 50004 AFE FoE 2egdutt RE Ao nui1 g vrakeh ot
payload_type WA 50004 AHE TdE 2egduth BE A2 nuirs 9T
version TEOA X o Fg Aol d e WAy
web_application_id 4 o Ze Aol o] WF ID HEJU A& H = 4 -F). FetelAE o &2
o]} ¢ off & A 1’9_91 FHA B E BT 2 e e P R

1=
client_application_id x web_application_id %EQ %)\'O] %?:lf?}l% ]—4’
web_application_name ]:}_% % 5]_1/]_()]] 6H %]—t]ijl-q 1:]_
o lZel7lole] o] - gukE Aol o] Foj A S

® web browsing - HTTP-/] OH = ﬂ 71] o] }‘E]_ EEE%% FE}X] 6‘]'7(] tﬂ' ":Eu‘xé % OH%
A0 A Bas Ae

o AZC HTTP Exj 3 o] gl 45 1lof 9l
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rna_host_client_app_payload %= ©!

ohe ol =

rna_host_client_app_ payload Eﬂ O] —g‘oﬂ /\1 fr—f‘%ﬂ ?——-_]' TR

Z 6-17 ma_host_client_app_payload = 2/

rna_host_client_app_payload [ |

jul

CHS0il CHoll Ol EIOI= =0l Jt=

=t

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

e A

host_id,
application_protocol_id,
client_application_id,

version

e A

rna_host_client_app.host_id
rna_host_client_app.application_protocol_id
rna_host_client_app.client_application_id

rna_host_client_app.version
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B rma_host_ioc_state

Z6-17 ma_host_client_app_payload £ 2/(7=)
CtS0ll CHoll Ol HIOIZE =2 Jt=s =}
client_application_id app_ids_stats_current_timeframe.application_id
e application_info.application_id

b application_host_map.application_id
web_application_id application_tag_map.application_id

app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id

rna_host_service_payload.web_application_id

rna_host_client_app_payload & = 3| c|

U A 8= nost_iaZt 8% SAEOA BAH ) of 2] Al o] Aol thet FHE REEE T
SELECT host_id, web_application_id, web_application_name, version,

client_application_id, client_application_name
FROM rna_host_client_app_payload

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_ioc_state

NELs

rna_host_ioc_state H O] 5o = RUHH = U ES A A= E2E 9 10C FH 7F A Yt
A e JEo e ARG HA23AA] S,
e rna_host_ioc_state I =, *] o] #] 6-21
e rna_host_ioc_state 3= o] A 6-23

e rna_host_ioc_state "@% %4 7], o] #] 6-23
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rna_host ioc_state Z &

rna_host_ioc_state

U} 391+ rna_host_ioc_state H| O] &l A M| ~sh = 9l = =7 A s of Ql&U T},

= 6-18 rma_host _ioc_state Z &

2E a9

first_seen B a7k A 02 G5 9S w9 Unix b9 = 2 Q) v
First_seen_sensor_address Hok AalE Ao R $A e whelw = tiubo] o] P F AU B4 &

ipv4_address,ipv6_address?;L4E+.

first_seen_sensor_name

HoF Yol E Ao §AF phels e clubol =g ),

host_id

F2AE D HE UL}

ioc_category

ueok Aol el ael ek /s @ ghe e gk
® (CnC Connected

® Exploit Kit

® High Impact Attack

® Low Impact Attack

® Malware Detected

® Malware Executed

® Dropper Infection

® Java Compromise

® Word Compromise

® Adobe Reader Compromise
® [Excel Compromise

® powerPoint Compromise

® QuickTime Compromise

ioc_description

ek afol i Adrg A
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B rma_host_ioc_state

i
[

-18 ma_host _ioc_state Z =(7=)

[
In

=
A o HE FEUYUT 7o w2 v st

® Adobe Reader launched shell

k| nx

ioc_event_type

® Dropper Infection Detected by FireAMP
® Excel Compromise Detected by FireAMP

® Excel launched shell

® Tmpact 1 Intrusion Event - attempted-admin

® TImpact 1 Intrusion Event - attempted-user

® Tmpact 1 Intrusion Event - successful-admin

® Tmpact 1 Intrusion Event - successful-user

® Tmpact 1 Intrusion Event - web-application-attack
® Tmpact 2 Intrusion Event - attempted-admin

® Tmpact 2 Intrusion Event - attempted-user

® Tmpact 2 Intrusion Event - successful-admin

® Tmpact 2 Intrusion Event - successful-user

® TImpact 2 Intrusion Event - web-application-attack

® TIntrusion Event - exploit-kit
® TIntrusion Event - malware-backdoor
® Tntrusion Event - malware-CnC

® Java Compromise Detected by FireAMP

® Java launched shell

® PDF Compromise Detected by FireAMP

® PpowerPoint Compromise Detected by FireAMP

® PowerPoint launched shell

® QuickTime Compromise Detected by FireAMP

® QuickTime launched shell

® Security Intelligence Event - CnC

® Suspected Botnet Detected by FireAMP

® Threat Detected by FireAMP - Subtype is 'executed'

® Threat Detected by FireAMP - Subtype is not 'executed'
® Threat Detected in File Transfer - Action is not 'block'
® Word Compromise Detected by FireAMP

® Word launched shell

ioc_id 1ok ol o] A8 D WYYk,
is_disabled o wek Falzk vl skl QA ek,
Last_seen o] Wok F a7k vhA o % X 9% uh el Unix Bh) = g .
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rna_host_ioc_state

#6-18 ma_host_ioc_state Z'=( 7<)

zC g

last_seen_sensor_address EQJ— =] i;H.E_ u].x1 ol o 2 E]—x] -{5]_ jﬂrﬂ _T:,,] = q u}o] Z:-‘ﬂ P _2'__{]\_0}; 14 q_ 651 /L]l %
ipv4_address, ipvé6_ address1jL4t}

last_seen_sensor_name Hol %laﬂgg D}X}E}Eljé E}x]é% %%3154%3 E]H}O]Z:?JLJE},

rna_host _ioc_state % Q!

ME%%H@Mﬁijmmﬂq%ﬂHQﬁﬁk?%%iiq@%Qﬂ%

o
-
o

HZ6-19 ra_host _ioc_state =2/

Ir

CHS0ll CHoll Ol EIOI= =0l Jts =t

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rna_host ioc_state = F| 2|
e Aels AAE )7 ule] EAES AT iocst 37 H o) 2571744 Wrakai o).

SELECT host_id, ioc_id

FROM rna_host_ioc_state

WHERE first_seen

BETWEEN UNIX_TIMESTAMP("2011-10-01 00:00:00"
AND UNIX_TIMESTAMP("2011-10-07 23:59:59")
ORDER BY ioc_id DESC

LIMIT 0, 25;
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[ | rna_host_ip_map

rna_host_ip_map
rna_host_ip_map H| 0] 2S T~ E IDE RUHHHEYEY A Q=T A2EIPF A 4T o
Ay
A g W82 T A S FEsH A2
e ra_host_ip_map =, 7| o] A 6-24
H o] #] 6-24
e rna_host_ip_map M= # &, 7oA 6-25

e rna_host_ip_map =9I,

rna_host_ip_map Z &

t}S ¥+ rna_host_ip _map H O] B A M ~d 4= = H=7F AW E o A5
Z 6-20 rma_host _ip_map Z&
o= g9
host_id s Eo) Ip w5
ipaddr iiE 1P ?_{\_% o]ﬁ‘}l\‘i L]’E]"TH_ %k?:} thr

rna_host_ip_map £ 0!

o
>
-
o;?‘:,"
et
-
50
o
by
o
o
i
ol
i)
2
50
T
A
ko

2 ¥ & rna host_ip map H|°] &

Z6-21 rna_host_ip_map X2/

CHS0il CHoll Ol EIOI= =02l Jt= =t

host_id rna_host .host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_mac_map.host_id
rna_host_os.host_1id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id

rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id
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rna_host_mac_map [ |

#6-21 rma_host_ip_map X 9/( =)
CtS0ll Cioll Ol HIOIE =0l D= =t
ipaddr compliance_event.dst_ipaddr

compliance_event.src_ipaddr
connection_log.initiator_ipaddr
connection_log.responder_ipaddr
connection_summary.initiator_ipaddr
connection_summary.responder_ipaddr
fireamp_event.dst_ipaddr
fireamp_event.src_ipaddr
intrusion_event.dst_ipaddr
intrusion_event.src_ipaddr
network_discovery_event.ipaddr
si_connection_log.initiator_ipaddr
si_connection_log.responder_ipaddr
user_discovery_event.ipaddr

user_ipaddr_history.ipaddr

white_list_event.ipaddr

rna_host_ip_map &= 3 |
g Ao AEd 3AE g3 MAC AR E wkekghy o},
SELECT host_id
FROM rna_host_ip_map

WHERE HEX (ipaddr) = "00000000000000000000FFFFOAOAQAQ4L";

rna_host_mac_map
rna_host_mac_map H| 0| =& S AE IDE EUE P 5= HEA A 9l 2B MAC F491 &
T AZAFYH
AHA g W8 ok @Vﬂ% Fx A L.
e rna_host_mac_map &=
e rna_host_mac_map %21, 7| ] A] 6-26
e rna_host_mac_map A= 2], o] %] 6-26

rna_host_mac_map Z &=

U}5 3ol = rna_host_mac_map H| O] Eol| A A A~T 5= 9= =7 A = of lFUT)
Xz 6-22 ma_host_mac_map Z&
z2c &9
host_id o

mac_address

°R
mac_vendor HAH E2E0 UESD AE o2 FRYAD
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B ma_host os

rna_host_mac_map £ Q!

Uh& %9 <= rna_host mac map H| 0] S04 A& o gli= 2910l A H o dFUH
#Z 6-23 rma_host_mac_map =2/
CtS0ll CHoll O HIOI=Z =2 Jt=s =t
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rna_host_mac_map & = -=:1-IEI

& A E host_ia’t 8 TAEQ MAC A EE wHskshy o},
SELECT HEX (mac_address)
FROM rna_host_mac_map

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_os

rna_host_os H| O] &&= EHUHHEH = U EY T A= STLEo A EXH &9 A A st A B
7b Y

ZFA g 8- oh A A
e rna_host_os &=, ¥ 9]

Ql, #lo]1 A 6-27

e rna_host_os %2l
e rna_host_os A= F g, #H o] A 6-28
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rna_host_os

rna_host os 2 &

Uh 3015 rna_host_os El o] Eol A fA 28 4= 9l= =7k A w0 AFU
7 6-24 rna_host os 2%
2E &9
confidence 9 A A &21E 93l FireSIGHT Systemoll A &3t Al 2] = 55 (0~100) Y Y T}
created_sec S AE 2ol S o7 B2 Ix 9 A 7F] UNIX B} A8 s el o)
host_id TEESID HEYY T
last_seen_sec S2E Aol mpA o 2 T H @At Bl Al 7o) UNIX BFol =R Lo},
os_uuid SAREA gXE G AA ] gk A H Y U UUID Cisco B o] HH] o] 2 ¢] ¢
G AA ol 5, TudA, WAl wiFgH Ytk
product T REA EXH o AA L)
source_type S2E 29 A A IDY 22Uy},
o ser — W ALEA B 0] 25 B3] U0 E YU AFE A o] B
® Application — :‘_5_-}_\.5 ?:]1 E"Ii 7]15;% %311 \ﬂ—% OH;EL;F/] 7“ O]k] oﬂ /‘1 7}'X4’9‘ OH \“4 ﬂ] ]}\
e scanner — A|2EH A B FrhE Nmap %=+ o= 2~y
e rna — FireSIGHT Systemo®l] &3] &4 E (@A oW E, X E AX] = 3|8 A E 7]
=0 7 3
e NetrFlow — NetFlow A| ¢ t]u}lo] 2ol A W B Wl g o] E
vendor 2o BAH £ AAe FFAANUT
version s Eol A BA R & AAe AU
rna_host_os X0
t}S ¥+ rna_host_os H| 0| Eo| A =3 & 4= Q1= £ 2o AR E o] J&F Y},
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M rma_host_os_vulns

[\

6-25 ma_host_os X9/

CtS0ll CHoll Ol EHIOIZE =2l Jt= =

host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rna_host_os 24 = 3 2|

Ue A2 host_ia7b 8% S 2ES] 9 AA BEE WHEF T
SELECT vendor, product, version, source_type, confidence
FROM rna_host_os

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_os vulns

rna_host_os_vulns H 0| 5o & EUHHE = Y EL T g T A2EQ IAHFH FH kAo sk A
Wk g e

A g W82 o Al S A L.

e rna_host_os_vulns Z =, ¥ o] %] 6-29

e rna_host_os_vulns =<1, #H o] %] 6-29

e rna_host_os_vulns 413 # 2], 7| ] #] 6-30
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HE Y UEAT HEIOIE

rna_host_os_vulns

rna_host_os_vulns & &=

E]'% 3 ]'Lé rna_host_os_vulns Eﬂ ] ]/H ol ‘ﬂ ?——-_ zi: 9»11}15 257]' }éﬂgﬂoi 9»1]\%]4 E]'
I 6-26 ma_host_os_vuins Z =
= P
host_id FT2E D HEJYLE
invalid %‘2}:/‘3 0] i_/_\_Eoﬂ §_§_ ] L}‘ﬂ'lﬁ QO]L]E]'
. 0 Hopgo] HET
o 1 Aol fEAA RS
rna_vuln_id FH e ol YE ID He Py,
rna_host_os_vulns =9I
E]’% Jj';_oﬂ +- rna_host_os_vulns Eﬂ ] ]}\1 TP ¢ A= .JZ_?_]_O] *é“é‘ﬂoﬁ 9)\%14]:]'

H 6-27 ra_host_os_vulns X2/

CHS0ll CHoll Ol EIOI= =€l Jt

or

=)

rna_vuln_id

rna_vuln.bugtrag_id

rna_vuln.rna_vuln_id
rna_host_third_party_vuln_rna_id.rna_vuln_id
rna_host_third_party_vuln_cve_id.cve_id

rna_host_third_party_vuln_bugtraqg_id.bugtrag_id

host_id

rna_host .host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id
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rna_host_protocol

rna_host_os_vulns 2 = 3| 2|

U2 A2 nost_ia7t 8% TAEQ] &9 AA FH A S ukeg
SELECT rna_vuln_id, invalid

FROM rna_host_os_vulns

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_protocol

rna_host_protocol H| 0] &
@ Ao} EgE
ZFA 8 ]88 oS A

e rna_host_protocol Z =

¢ rna_host_protocol ==

o= X

3=

S
= T

Al S
=] 6-30

2] 6-31

S

¥ o

[}

]
2l, 7o

EUHFH = U ESA A 2

= SAEo A BAH ZEE S| o

e rna_host_protocol A& # 2], ¥ ] %] 6-31

rna_host_protocol & =

T}S ¥ 9+ rna_host_protocol E| o] B0l A MA 28 4= Ql= B =7 A F o] Ql&L T,
Z 6-28 ma_host_protocol Z =
zC S
host_id FTES D REYYT,
ip_adaress B4 52004 A FaE BEdY ek B E Fe0] wng waE
layer I 2 EFo] AP H = U EY A 2 o) (Network = Transport)$ Y T}
mac_address WA 52004 A}2 Zu® Doy, BE o) nui1 S vk o),
mac_vendor WA 520 A A FoE BEQUT BE 4o g Bag Ut
protocol_name SXAE oﬂ/q /\}B_ ].% EEHI—HJ ZEE‘S—‘Q D]—
protocol_num TREFJANA A ZRZEZ WYy},
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Q UEST BEI0IE

rna_host_protocol 2= Q!

T}& 39| &= rna_host_protocol E] 0| Eol| A 423 & 4= 3l

Z 6-29 ma_host_protocol =2/

rna_host_sensor M

e
BN
o,
o
i
o
"
)
NS
iy
Iy
o

or

CtS0ll CHoll Ol EI0IE =2l Ot

=t

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_protocol & =

= 7 cl

O A= host_i1a7b 8% TAES RE T2 EZ =S WY

SELECT protocol_num, protocol_name

FROM rna_host_protocol

WHERE HEX (host_id) =

rna_host_sensor

rna_host_sensor H| 0] &
£ T3 By ¥ = Hupe] 27
FireSIGHT System }:H ﬁ 5.21?—1‘3 /\]'*Q‘ E]'E] rna_ip_host_sensor Eﬂ O]
= AE Y.

"00000000000000000000000000000008" ;

o= EUHHH=UE STAREIPFLVIUYLEY 4 S AE

EREEY

A Id=

© rna_host_sensor H| ] &

AT DG The AH L BRI L,

e rna_host_sensor &
e rna_host_sensor &=

e rna_host_sensor Y
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M ra_host_sensor
1

rna_host_sensor 2 =

E]'% jjf_oﬂ% rna_host_sensor Eﬂ ] ]/H ol /‘ﬂ ?——-_ zi: 9\11}1_; 257]' }éﬂgi]oi 9»1]\%]4 E]'
# 6-30 ra_host _sensor &
Zc EE
host_id T2E9 IDHEY YT
sensor_address A o MES A e el H e kel 2o 1P F AUt 34

ipv4_address, ipv6_address H<L]t+

sensor_name Fa] & = tlnlo] A 9] o] &)t}
sensor_uuid #YH = gulo] 29 13 A H A YT B sensor_name®] nu119 A-$- od Y o).
rna_host_sensor X Q!

U}5 39+ rna_host_sensor H| O] Eo| A =& 4= 9l = Flo] A o] 5T},
Z 6-31 rma_host_sensor £ 9/
CtS0ll CHoll Ol EIOI= =21 Jts =t

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rna_host_sensor 24 =

= 7 cl

Iq-u %4E414 rna_host_sensor E] ]
a3

SELECT host_id,

ol Hfj 257) ¢ T~

sensor_address, sensor_name
FROM rna_host_sensor

LIMIT 0, 25;
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rna_host_service

rna_host_service

rna_host service HO|Eo = U EL I YFE L EgI T2 ESF 23S B A= U EHA
of &= TAEA FXH A tigh ARkAl AR 7L 23 Uth

A S W82 the A S FEAH A L
e rna_host_service Z =, ¥ o] #] 6-33
e rna_host_service %21, #H o] A 6-33

e rna_host_service A3 2], ¥ ] A 6-34

rna_host_service Z &=

b5 3ol = rna_host_service H| O] oA AA| 23t 4= Q)= =7 A = o] QlFU T}
I 6-32 ma_host_service Z =
zc 49
confidence A8 &elS 913l FireSIGHT Systemoﬂ A e A2 % TH(o~100) 9 HTh
hits AW 7 A E Sy
host_id :;E_ZlE—(ﬂ ID Hdiobqu—
last_used_sec A7) apA 2o 2 e 1 FH dal D A 7Fe] UNIX BF ] ~8 sz Qi)
port A ol A A8k = EEOQLJ‘:}
protocol EYY T FE Z(rcp E= vpp) Y Y T
rna_host_service = Q!

Uh& 395 rna_host_service H| 0| &0l A& o= gli= 29l o] AR ¥ 5yt
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M rma_host_service

1 6-33 rna_host_service =9/

CtS0ll CHoll Ol EHIOIZE =2l Jt= =

host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

o) 3).. > iy
- Ak o Je
host_id rna_host_service_banner.host_id
port rna_host_service_banner.port
protocol rna_host_service_banner.protocol
[e] ).
EE

rna_host_service_info.host_id
rna_host_service_info.port
rna_host_service_info.protocol
e A
rna_host_service_payload.host_id
rna_host_service_payload.port
rna_host_service_payload.protocol

rna_host_service & = 3 2|

T A8 & nost_ia7t 89l Z2Eo) di3l] §AH AH # =

SELECT hits, protocol, port, confidence

iy
ol
N
o
o
=
il
r!I,
riot
et
°
)

FROM rna_host_service
WHERE HEX (host_id) = "00000000000000000000000000000008"

LIMIT O, 25;
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rna_host_service_banner W

rna_host_service banner

HEH I D saE] Auel @ 3
= 2437}}:5&%‘43} HE T AN
Y+ F FireSIGHT Systemol| A = A1 w4

rna_ip_host_service banner E| ] &&= ZYEHH
wAA WA S Faste U EAN A E
Aol A Capture Banners(¥i 1 71 A1) 54 & 24 -‘3}’5‘}1]
£ AstA syt

AA T UGS The A S A

&Io L [‘lr

 rna_ip_host_service_banner ¥ =, 3| o
e rna_host_service_banner =<1, -Iﬂ o] %] 6-35
e rna_host_service_banner A= # 2], ¥ ] %] 6-36

rna_ip_host_service_banner &

T}& o= rna host service banner E| 0] E-o| A NA| A8 4= gl =7 A 5o 9l&5 U

I 6-34 ma_host_service_banner Z =

zc 49

banner A e ol = A efel tia] B4 " 3 A A s 7l o] A 5 25610 EF A YT
host_id TAES IDHEY YT}

port Aol A Abg et ZEY Y.

protocol EfT 28 (rep B upp) Y U T

rna_host_service banner X Q!

T

g}

E]’ S 3o ]t rna_host_service_banner Eﬂ O] %Oﬂ /\1 e = 9= x9l 0] A E] 0‘1 3l

2 6-35 rna_host_service_banner =2/
CtS0ll CHoll Ol HIOIE =@l Jts =t
o 1. ° 1.
EEE g 9T
host_id rna_host_service.host_id
port rna_host_service.port
protocol rna_host_service.protocol
o k.
g 9T

rna_host_service_info.host_id
rna_host_service_info.port
rna_host_service_info.protocol

= =
rna_host_service_payload.host_id
rna_host_service_payload.port

rna_host_service_payload.protocol
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B ma_host_service_info

# 6-35 rna_host_service_banner 2 2/( 7<)

CHS0ll CHoll Ol EIOI= =¢Ql Jt= =y

host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id
rna_host_third_party_vuln.host_id

rna_host_service banner & = 3| 2|

& 2 nose_iaz} 89l BB AH) WL E WEF] o

SELECT port, protocol, banner
FROM rna_host_service_banner

WHERE HEX (host_id) = *“00000000000000000000000000000008";

rna_host_service_info

rna_host_service_info Eﬂ o] Eo= FYUHHEHEUEY I & S AEA ExH A of
3t 2} A8 A B 7 EaE

1:1
ZpA g 8 ks A A
e rna_host_service_info €=, #H o] X] 6-37
e rna_host_service_info %21, # o] #] 6-38

e rna_host_service_info A= 7], ¥ o] A 6-39
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rna_host_service_info W
rna_host_service_info 2 &
T}& ol = rna host service info E| O] oA A A8 4= 9l =7 A Eo] 9l&U T}
Z6-36 ma_host_service_info 2=
zc &9
application_id WA 50004 AHE o dE 2egUynh & Fg o 7S w3k
application_protocol_id %]’7(]% oH ﬂﬂ] O]A‘j IZESO 1Hl?_ /;}Haﬂ;q_ogl/]]:]_(xﬂ%},]li 7(:31_?«).
application_protocol_name t}{% = o}L}Oﬂ OHK¥ L%I}
o offEE]Alold ZREEF o] F - SHFE A o] o] Fox] A%
* pending - A| =8l F7} Ho| ¥ 7} H g gk A -
o Q7o o ZelA oM AT} i A5 Wol A
business_relevance el Aol ol b= g ol @ AR g ol A 7 el A5
oM 12 wig- g s w9 FES o uE Yo
business_relevance_ H]EHZ: O\i‘ﬂ'}‘é (very low, low, medium, high, very high)oﬂ m 3l }éué ?Q ‘4 1’4—
description
created_sec N ] A o] M 3 L Fo] 780 2 FAH ot 5 A|1He] UNIX Bl 2= 3 ¢
et
host_id iiEQ] ID ‘ﬂdi%}ﬂﬂ}
ip_address WA 52004 A FekEl AE U Th LE Aelol e BT
Last_used_sec A0 A sfo] BhAee 2 B what 9 Al Zhe] UNIX EFSl sl of
pore Aol A AHESHE FEQU .
protocol EfY T2 EF(rce = vop) Y Y T
risk SN Z el Ao Ale] g 10l 4] 74A ErE Aol vl 12w Sk 919,
e LY
risk_description -?4 6rj(very low, low, medium, high, very high)oﬂ m Sk @“’é CQ ‘4 D}

service_info_id

A el Y- 1D H3 9yt

service_name

WA 5004 AHE Tad dEdYn ZE Al s

source_type

9 D2 i/:O’L]D‘r.

= % H
® Application — TAE o];e_:]v 7]%—"‘% %8]] q% °© %:ﬂ ] ]}\:]Oﬂ/q 7]'%]2‘ OH
Zg Aol
e scanner — NMAPE 53l 715 A 422~ 73 ] Scanner?] & g4

7SS B b2

rna — FireSIGHT System©l] 2] 3] &X| & (H A o|HE
AXE 7|F 2 2 3

NetFlow — NetFlow A g t]n}o] 2ol A Y1l do] g

vendor

S2E = Ao FgdAd Y.

version

saEdlA gAE v AUt
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B ma_host_service_info

rna_host_service info X 0!

o
2
n
o2
et
+
s
ol
o\
rO
o
i
ol
)
2
%0
T
°
o

t}S ¥+ rna_host_service_info E| ] &

2 6-37 rna_host_service_info =2/

CHS0ll CHoll Ol EIOI= =0l Jts  |F=Jt

application_protocol_id app_ids_stats_current_timeframe.application_id

application_info.application_id
application_host_map.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
rna_host_service_payload.web_application_id

host_id rna_host .host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_payload.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id
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Z 6-37 ma_host_service_info Z9/(7|=)
CtS0ll CHoll Ol EIOI=E =01 Jts  |F=Jt

o ). o) S1.
g 1 - g A
host_id rna_host_service.host_id
o rna_host_service.port
= .

rna_host_service.protocol

port o B
- o= A g
>~ rna_host_service_banner.host_id
protocol rna_host_service_banner.port

rna_host_service_banner.protocol
o ).

o e

rna_host_service_payload.host_id

rna_host_service_payload.port

rna_host_service_payload.protocol

rna_host_service info 2 =

= 7 cl

U5 A= host_ia7k 8%l EAEAM HAHE o S0l TR EZ e RS vty

last_used_sec,

s

SELECT host_id, application_protocol_name, version, vendor, created_sec,

business_relevance, risk
FROM rna_host_service_info

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_service_payload

o) =
AT

rna_host_service_payload Eﬂ E‘% E%%]Q% L‘”—E-‘ﬂioﬂ if:Eoﬂ f-ﬂsz ?ﬂ%% %] OH
=g Aol el e R} &
AA G g b A0S

e rna_host_service_payloa
e rna_host_service_payloa

e rna_host_service_payload %4

rna_host_service_payload Z &

U5 3ol = rna_host_service payload | 0| oAl A& = ql= A7t Ay o 9l
#Z 6-38 ra_host_service_payload Z <
mc &9
application_id H A 50004 AHS sdE 2=t B A nui1s ¥HERY o,
application_name A 500004 AHE ToE 2ot B A nuii S WHERY o,
host_id S2~ES IDHEYYT}.
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[ | rna_host_service_payload

Z 6-38 rma_host_service_payload Z=(7<)

zg2c 49

ip_address WA 52004 AHg FHE AEguvh BE Aol g HEF T
payLoad_nane W70 50914 A8 FeE BEQUTH BE Aol g e
payload_type ¥ 5004 AHg T AEQUTh RE A0 g Bag o
port Aujol A Apgek 2 ]y o)

protocol EYY T2 E F(rcp B E UDP)CSqq

web_application_id

A of =g A2 W ID HE Y.

web_application_name

%&Wﬂﬂ“ﬂwﬂ
o W olBel Ao M o] F - LubE Aol o] Fol 7l A5

e web browsing - HTTPY of &
AL A e A aA HahE AT

o Ao HTTP EZ T o] gl 4 1o A&

_VE
N
)
2
&
il
i
et

rna_host_service_payload 2= Q
e

# 6-39

Eell=

T

rna_host_service_payload H]O]E%oﬂ}ﬂ T

e

ma_host_service_payload X9/

CHS0ll CHal Ol EHIolE =@l

I Jts

=)

web_application_id

app_ids_stats_current_timeframe.application_id
application_info.application_id
application_host_map.application_id
application_tag_map.application_id
app_stats_current_timeframe.application_id
connection_log.application_protocol_id
connection_log.client_application_id
connection_log.web_application_id
connection_summary.application_protocol_id
si_connection_log.application_protocol_name
si_connection_log.client_application_id
si_connection_log.web_application_id
file_event.application_id
intrusion_event.application_protocol_id
intrusion_event.client_application_id
intrusion_event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id
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rna_host_service_payload [ |

Z 6-39 rna_host_service_payload X 9/(7|=)
CtS0ll Cioll Ol HIOIE X0 Jls  |=Jt
o) ). o) S1.
g 1 g A
host_id rna_host_service.host_id
port rna_host_service.port
protocol rna_host_service.protocol
o 3).
e A
rna_host_service_banner.host_id
rna_host_service_banner.port
rna_host_service_banner.protocol
o ).
kg W3
rna_host_service_info.host_id
rna_host_service_info.port
rna_host_service_info.protocol
host_id rna_host .host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id

rna_host_client_app.host_id

rna_host_client_app_payload.host_id

rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id

rna_host_service.host_id

rna_host_service_banner.host_id

rna_host_service_info.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln_bugtrag_id.host_id

rna_host_third_party_vuln_cve_id.host_id

rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_service_payload 4 = 3 |

O5 A e = nost_ia7b 8%l TAEONA HAHE {] of S| Aol el dig AR E vk

SELECT host_id, web_application_id, web_application_name, port, protocol

FROM rna_host_service_payload

WHERE HEX (host_id) = "00000000000000000000000000000008";
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rna_host_service_subtype

rna_host_service_subtype

rna_host_service_subtype Eﬂ

aF9] Aol et R7F 2

AT NS e ARS 3
e rna_host_service_subtype

e rna_host_service_subtype &=

ol Eol = HUEYE = Y EY A0 i 5B A B8 An o
ey

254N 2

P, 7o x] 6-42

91, 501 4] 6-43

e rna_host_service_subtype A= F 2], ¥ o] A] 6-43

rna_host_service_subtype Z &

‘:]'% i ]'Lé rna_host_service_subtype Eﬂ 0]7‘%01] /H o—]il‘ﬂ_}lﬁel Z[: 9,11}1_; 257]' }éﬂg ﬂ 01 9,)\%‘4 ‘:]'
Z 6-40 ma_host_service_subtype Z =
zc sy
host_id FTES D HEYYTE,
port Aol A AHEaHE TEAU
protocol EfY T2 & F(rcp B vop)Y U T}
service_name Ij_% = 3].1/}_ ] gﬁﬂ—tg-qur
 OTME Eel A A S Sl AN
o none E== RIZE- HlolH Aol &7Fa3% 7
* pending - =7} HIO|E{ 7} H 2.3 7§
e unknown - FHF AW AELS 7|WOE AW E AHE  gle BT
source_type /\ﬂ l:ﬂ IDQ _{1:3:01 14 rjr
o vser- 1 ALER QB 0] 25 B3 ol & AU ALE e o] B
L4 Application—:‘ziE c%:]].gl:] 7]%% %éﬂ E]'%‘ OH;EL;E] ] ]"401]"1 7]'X%’Q OH \j/] ] ]Ad
e Scanner - NMAPE %EH ‘%ﬂ'g {L]‘ ket ‘IQI’-BS] O] Scanner?l A E ?:} a 7] %‘% 5
&l 7HA &
e rna - FireSIGHT Systemol] 2|3 @ X H(H A oWl E, L E A = vjd A E 7]
Fowdh
* nNetFlow - NetFlow A tlrlo] 2o A U 1yl H| o] H
sub_service_name j_v}_\‘lz_oﬂ /\1 \]Ejl—x] _“E_] 5}_?4 /\1 H% c%:]] 1,] \q_
ub_service_vendor EEol A gAE Bhel Ar el B A
sub_service_version i_/:Eoﬂ }\-1 T:E}x]% 5‘]_‘?4 /q]ﬂ_o/] ]ﬂ;ﬂo‘:}qq
vendor s2Eo A gA 8 Ao FFYAY
version w204 A Aue] g
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rna_host_service_vulns

rna_host_service_subtype Q!

rr
BN
rO
fllo
&
)
&
0,
mfy
i
o

rna_host_service_subtype H| ©] £ol 4]

rna_host_service_subtype 24 = 3| 2|
TF8 2] nost_sazh 89l B2Eol e B E wE B9 An] Bl g wagh o

SELECT host_id, service_name, version, sub_service_name, sub_service_version,

sub_service_vendor
FROM rna_host_service_subtype

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_service vulns

rna_host_service_vulns E‘“ O] %Oﬂ ‘f? EL] E1 ﬂo Q ‘f? Lﬂ E 04 icﬂ i ] }\1 ELX] E] ]\i H% Oﬂ HH
FE HFAdo st R 2 Y
AR N EL T AN S B A O

e rna_host_service_vulns @ =, #| 0] %] 6-43

e rna_host_service_vulns %<1, #H o] A 6-44

e rna_host_service_vulns A= F 2], ¥ o] A 6-44

rna_host_service vulns Z &=

o 3= rna_host_service_vulns H| O] & A M| ~3 = Ql= BE7E AW o] lFUTh
Z 6-41 ma_host _service_vuins 2=
zc g9
application_id SARENA AYL = o ZgAlolHd T2 EFZ ] YR ID HE Y Y}
application_nane A7 QLB o] 220l A H = o Fel Ao H EREF o FY U
host_id FAES IDHEAYL
invalia NEe AN TREFS HAste EEol HepYol AT LhehiE Fkeiuh,
.« o A%yl HEY
- 1 — Aol HEAA B
ip_address M 52004 AHg FoE BEYUTh E Aol g BE gL o
port Ao A s EEY U
protocol E a}m ”iii(Tc = UDP)%} 141;]_
rna_vuln_id Z ok o] |5 Ip ¥ 5 91},
service nare B4 500041 A8 F0E AEdUth BE Aelol g WHF L
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M rma_host_service_vulns

H 6-41 rna_host_service vulns Z=(7=%)

zc sy

vendor G204 x| Anje] FFAA Y,
version GEol A FAE Aol gk

rna_host_service vulns = QI

2 ¥ o & rna host_service vulns H O] Eo| A 38 4= 9l &= F2lo] Ao gl&HYrT}

H 6-42 rna_host_service_vulns =2/

CtSO0l CHoll Ol |IOIE =2l ots  |=J}

rna_vuln_id rna_vuln.bugtraqg_id

rna_vuln.rna_vuln_id
rna_host_third_party_vuln_rna_id.rna_vuln_id
rna_host_third_party_vuln_cve_id.cve_id
rna_host_third_party_vuln_bugtrag_id.bugtrag_id

host_id rna_host .host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_payload.host_id
rna_host_third_party_vuln_bugtrag_id.host_id
rna_host_third_party_vuln_cve_id.host_id
rna_host_third_party_vuln_rna_id.host_id

rna_host_third_party_vuln.host_id

rna_host_service vulns &4 E 3 2|

T8 A nose_ia7h 89l BAEC] BE Au FFAo] v AR E WAL,
SELECT host_id, rna_vuln_id, vendor, service_name, version, invalid FROM

rna_host_service_vulns

WHERE HEX (host_id) = "00000000000000000000000000000008";
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rna_host_third_party_vuln [ |

rna_host_third_party_vuin

rna_host third party vuln H|O| &= EUHH I = HEY I JET2E
FHopgdol e ARV 2P YT o] Hol| 59 AR =S 2E QY 7|58 &
F ok lelg ol ofs) 24 g
A g W82 T A S FEsHA A L.

e rna_host_third_party_vuln 2 =, | o] %] 6-45

e rna_host_third_party_vuln =21, | o] A] 6-46

e rna_host_third_party_vuln A1 = # 2], 9 0] 4] 6-46

rna_host_third_party_vuln & &

t}S ¥+ rna_host_third party vuln B| 0| oA A& 4= = A=y A o] 54
Z 6-43 ma_host_third_party vuin 2=
mc gy
description ool g 4 v,
host_id S 2~EQ9 D %E%‘HE}
invalia Fopdo] 5ol fra @A e E kel o
e o0 — Fokgol frE T
o - Aopyel fEsA B
nane #erg el A5
port X e Fopado] AWH TEA dal $9 Avg AZN 4%
protocol E o ¥] 32 E 2 (rop E oor) - FGF A 0] ST ERETE AL G N E el Aol 3
GRS
source %g}k/\ég i./_\.?:}"—/]ﬁ]'.
third_party_vuln_id ,ﬂ g})\g 31}_ IE 9 D ‘iﬂiﬁ 1/] 1;]_
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[ | rna_host_third_party_vuln_bugtraq_id

rna_host_third_party_vuln £ 0!

T}L- ¥ o]l &= rna_host_third party vuln E| 0] Eo A F=38dt 4= o)+ FQlo] AW o] &Yt}
Z 6-44 ma_host_third_party_vuln X2/
Ct=0ll Cioll Ol HIOIE =221 Jls  |FJ}
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id

rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln 24 = 3 |
TS )2 nose_iavh 89l BB A=te] A obyol U@ 4w hash .

SELECT host_id, third_party_vuln_id, name, description, source, invalid
FROM rna_host_third_party_vuln
WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party_vuln_bugtraq_id

rna_host_third_party vuln_bugtraq id Eﬂ O] = Oﬂ Bugtraq =] O] Ei Hﬂ ] 2 3
BUHYHEYEY T = s 2E T AnE A =uhE] ok ulg A x st 23} o
Hol &9 M ETHE FH ok HolH = 2 2E 99 7] 5 lA 7}x4i1/]1:}

AT NG he NS FEIA L
e rna_host_third_party_vuln_bugtraq_id 2 =, 3| ] #| 6-47
e rna_host_third_party_vuln_bugtraq_id Z= %1, ¥ o] #] 6-47
e rna_host_third_party_vuln_bugtraq_id A1 = ] 2], #] o] #| 6-48
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rna_host_third_party_vuln_bugtraq_id [ |

rna_host_third_party_vuln_bugtraq_id £ &

el
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AN
X
w2
ol
i)

T}8 39| & rna_host_third_party vuln_bugtrag id B 0] Eo]| A M| 28k 4= 9l &=

of & th,

Z 6-45 ma_host_third_party vuln_bugtraq id 2
Z2c &89
bugtraq_id F ok 3 ¥¥ ¥ Bugtraq Hl o] EbH| o] 2= ID S Q) Y o}
gescription Hokgol dlg Ay
host_id FT2E D HEAYL
invalid FA ol ZaEo FadA et = ghdyh
e o— FApHol Fat
o 1 — Aol FaTA Be
ip_address 7 52014 A8 SR BEUT RE Felo] g B g
nane Aot o] o] & Ei A= T
port TE WS - Fopol AHE EECA A 59 Avlet AdE A%
protocol EfY IR EF(rep B vop) - 7| R o] Sl F TR EF S AE St ol Eel Ao d ot
e
source Aok o] 22l
third_party_vuln_id _1%4 0_}:/\é jq_ U =R }\1 E_\J:I—E] 1D deé‘_c])j] 14 ]‘4—

rna_host_third_party_vuln_bugtraq_id £ ©!

E]’ % Oﬂ lf: rna_host_third_party_ vuln_ bugtraq_id Eﬂ O] %Oﬂ /\1 —’Fgﬁ %a]' —/F 2 t ?__ O] il E] o}

AHEH T

7 6-46 rma_host_third_party_vuln_bugtraq_id X9/

CtS0l CHoll Ol |I0IE =0l Dts | FJt

bugtrag_id rna_vuln.bugtraqg_id

rna_vuln.rna_vuln_id
rna_host_os_vulns.rna_vuln_id

rna_host_service_vulns.rna_vuln_id
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HIE 9l WES

AHEOE |

[ | rna_host_third_party_vuln_cve_id

# 6-46

ma_host_third_party_vuln_bugtraq_id =& 9/( 7<)

CHS0ll CHotl Ol EIOI= =€l Jt

or

=)

host_id

rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id

rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id

rna_host_service.host_id

rna_host_service_info.host_id

rna_host_service_vulns.host_id

rna_host_service_banner.host_id

rna_host_client_app_payload.host_id

rna_host_service_payload.host_id

rna_host_third_party_vuln_bugtraq_id & =

= 52

U2 A= nost_iaZl 89l T2 E 9] BugTraq 7 A S wkslh g o).

SELECT host_id, third_party_vuln_id, bugtrag_id, name,

FROM rna_host_third_party_vuln_bugtraqg id

description,

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party vuin_cve_id

rna_host_third_party vuln_| cve 1d ] ]%Oﬂ + MITRE CVE Eﬂ o] Eﬂ Hﬂ ]
EUHIHE=UEY T Y= s 2EE Aty A =5E] kAo U
A& A3 2 ob dlo]E 7}

HolEol= 2 2E 7]~ 23 7}

o E
ARG U EL e ARG Axa4lA

)
e rna_host_third_party_vuln_cve_id & =, ¥ 0] *] 6-49
e rna_host_third_party_vuln_cve_id == o1, #H| o] #] 6-49
e rna_host_third_party_vuln_cve_id A& # 2], 7l °] A] 6-50

2
3}
A
X

o] 4
@E
51 )

source,

ol vl
gH

kA
7} &

Y.

invalid

e

.ol

Lo.E
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rna_host_third_party_vuln_cve_id [ |

rna_host_third_party_vuln_cve_id 2 &

E]'% J—?L_Oﬂ rna_host_third party vuln_cve_id Eﬂ O] = Oﬂ /\1 o ‘ﬂ—/l@-_ zi: 9}1\}15 ;57} }éﬂg E] 01 9}1

Y

Z 6-47 ma_host_third_party vuln_cve_id 2=

zc FE

cve_id MITRE CVE t|o] g Ho] 2~ 9] F of A 3} #Hed ¥l ID HE Y Yt}
Gescription #opaol g 48 gk

host_id S2ES IDHEYU T

invalid F kol TAE $a3x JE = ) Yo

. o— HGHo] FiE

ﬂ?‘i

o 1 — FoFAo] FrESHA F &

ip_address HA 52004 AR Tdd 2eygyth BE A2 nus B

Hopd ol o B EE Ay T

pore ¥EWE Fokdol A4 EEolA g £ Ansl Add 45

protocol EYY T2 EF(rce B upp) - FH Ao G TR EZ S ALESIE o Z e Aol Ay &
GRS

 EZ EESCIS

third _party_vuln_id HFA Y #AEE D HEY YT

rna_host_third_party_vuln_cve_id 2 Q!

E]’% Eoﬂ lf: rna_host_third party vuln_cve_id Eﬂ O] %Oﬂ /\1 —’Fffﬂ _‘% —}f‘ 9\)\‘{? Z:?_ o] Q%‘ E] 0‘1 9\)\

g,

ofy

7 6-48 ra_host_third_party_vuln_cve_id X2/
CtS0ll CHoll Ol EIOI=E =01 Jts  |F=Jt
cve_id rna_vuln.bugtrag_id

rna_vuln.rna_vuln_id
rna_host_os_vulns.rna_vuln_id

rna_host_service_vulns.rna_vuln_id
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AHEOE |

[ | rna_host_third_party_vuln_rna_id

Z 6-48 ra_host_third_party_vuln_cve_id £ 2/(7|=)

CHS0ll CHoll Ol |lI0IS =2l Ot =t

or

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id

rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln_cve_id 4= 3 2|

S A8 = host_ia”} 8¢l CVE F 24 & wrskahy o},

SELECT host_id, third_party_vuln_id, cve_id, name, description, source,

FROM rna_host_third_party_vuln_cve_id

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party _vuin_rna_id

invalid

rna_host_third party vuln rna_id B o] E-of| = Cisco F &4 d]o] ] (VDB Yy e FH Aol - H

2, R E R E saEoh qlne AT oe] A obel e 41t ¥
=3he] Aok HolE = 5AE e 7)ol A 7 g,
ARG NG T AR 2 A

}-o

e rna_host_third_party_vuln_rna_id B =, #] o] #] 6-51
e rna_host_third_party_vuln_rna_id Z=<!, H o] %] 6-51

ol
e rna_host_third_party_vuln_rna_id A& # 2], 7| o] A] 6-52

gy o] Hlol& 2] A
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rna_host_third_party_vuln_rna_id [ |

rna_host_third_party_vuln_rna_id 2 &

E]'% J—?L_Oﬂ = rna_host_third party_vuln_rna_id Eﬂ O] —g‘oﬂ /\1 o—llh\ﬂ—/l@-_]' zi: 9}1\}15 ;57} }é Hg E] 01 9}1

Y

Z 6-49 ma_host_third_party vuln_rna_id Z&
zc ag
@escription Fepgol that 4w gt
host_id SAES IDWHEZYYTH
invalid —ZH Ci:t/‘é 0] ifiEoﬂ %ji 1}74 uFE]'IH'E %}01141;],
. 0 — FpHe] FEF
o 1 — F o] FrETHA F=
ip_address WA 52004 A FRE BEGUT ZE el wnd @ g
name Aot el o] & Ex A= U
port EE RS -FFo] AAH T ENA A T Aot AHH H 5
protocol EYY 22 EZF(rcr BT upp) - H Aol G ZR2EZE AL ol S| A ol A &
A 45
Fna_vuln_id Ciscool 4 % 9F4 & S/ ahi= ol AHg-3H= 7%k ID W E g
source Aok o) gt
third_party_vuln_id _ZH o;txéjﬂr T&Eﬂ% ID Eﬂ_iﬁ 14 q_

rna_host_third_party_vuln_rna_id £ 90!

E]’% Eoﬂ lf: rna_host_third party vuln_rna_id Eﬂ O] %Oﬂ /‘1 5!:83 _‘% ‘}l: U=

g,

r r
BN
ro
o
il
of
il
2
%0,
)%

Z 6-50 rna_host_third_party_vuln_rna_id £ 2/

CtS0l CHoll Ol |I0IE =0l Dts | FJt

rna_vuln_id rna_vuln.bugtrag_id

rna_vuln.rna_vuln_id
rna_host_os.rna_vuln_id

rna_host_service_vulns.rna_vuln_id

FireSIGHT System CIOIE{HIO|A HAA HAHA W



68 AJDRZMOIME L UEAI B HOIE |

MW ma_vuln

I 6-50 rna_host_third_party_vuln_rna_id £ 2/( 7<)

CtS0ll CHoll Ol |I0IE =0l ots | FJt

host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host_id
rna_host_os_vulns.host_id
application_host_map.host_id
rna_host_client_app.host_id
rna_host_client_app_payload.host_id
rna_host_ioc_state.host_id
rna_host_ip_map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln_rna_id 4 = 3 |

08 F 8 nost_ia7} 89l ZAES RE N E=3E] 3 okA 3} 817 VDB IDE w3k o).
SELECT host_id, third_party_vuln_id, rna_vuln_id, name, description, source, invalid
FROM rna_host_third_party_vuln_rna_id

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_vuln

rna_vuln H| ©] &)= Cisco VDB W] 9] F Aol tf st 4 w7} gy},
A g W82 T A S FHEsHA A 2
e rna_vuln Z =, #H o] A] 6-53
211, # oA 6-54
e rna_vuln A= F#H ], Ho]#| 6-55

e rna_vuln
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rna_vuln 2 &

rna_vuln

< rna vulnEﬂ ] ]}\1 oﬂ,pﬂ ?——-_]'Zl: 9;1]\'15 ;57}/§D§Qcﬂ 3)1%141—4'

I 6-51 ma_vuln 2=
== =
authentication ?J% /\] _r] Ol:xé% C_>_11—.g_t'ﬂ— ré_g_ﬂ. Q\J\T‘:‘x] L}E]—‘fjl,]l:]—

® Required

® Not Required

® Unknown
availability -r] 01:k1 .g_t:i__]— 9 T‘:— 76‘“?‘%‘ L]-]ﬂ.vtqq 1‘4-

¢ Always
® User Initiated
® Time Dependent

® Unknown

available_exploits

F kgl i & $4& g AE=T}

® TRUE

SEESAREIERCIEIEN

® FALSE

bugtraqg_id

Bugtraq Hlo] B Ho] 9] F g3 B E ID HE Pt

class Aok o] Fol A% vhEhyL
® Configuration Error
® Boundary Condition Error
® Design Error
credibility Z kA o] A E EE YEFY Y ).
® Conflicting Reports
® Conflicting Details
® Single Source
® Reliable Source
® Multiple Sources
® Vendor Confirmed
credit Hopyd W g SHT AT 5 s A EE 2
Hopd g otg sty 41¢ =g derdun
® No Exploit Required
® Exploit Available
® No Exploit Available
effect

Flebiel o693

% ] B QL= el dh g Al A By

entry_date

exploit
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MW ma_vuln

# 6-51 ma_vuln Z5(7%)

Z2c &9

inpact 1) ol B, A4 o] ME, 3ok Wobel AnAE Ba) A4E = JFY Faol o
g UEb F oFAd o] m A= G AU T o] b2 1ol A 107bA] o] W 102 71 Al 2R A
$-Z ou g} F ok o g & gk Bugtraq &2 2Hd Abel o) AA P}

Tocal Aot e m AR orgaok shA ey o
[ ]

[
! =
> S|
[y G
0 =
=

Long_description Aokl vl A el Ayt
mitigation Aok e et e ol el Wi dE U
modi.fied_date At A5, AR S 7P Aol 2 AU
publish_date 2] op4d o] A A%l @Al U ok,
remote A UEADE Fo oH 8@ 5 A ey
® TRUE
® FALSE

rna_vuln_id

scenario

short_description

snort_id

solution

technical_description

title

rna_vuln X Q!
o}

I 6-52 ma_vuln X9/

oo
=5
-
rlr
g

P

g

5

=
o)
Wl

2
>
-+
09‘—:5,
ot
-
¥
ol
BN
ro
o)
it
o
)
2
¥o,
ofy
i
v

CtS0il CHoll Ol EHIOIZE =92l Jt=

=t

rna_vuln_id

T
T

bugtraqg_id

rna_host_os_vulns.rna_vuln_id
rna_host_service_vulns.rna_vuln_id
rna_host_third_party_vuln_rna_id.rna_vuln_id
rna_host_third_party_vuln_cve_id.cve_id

rna_host_third_party_vuln_bugtrag_id.bugtrag_id
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tag_info [ |

rna_vuln & Z 3 |

Oe A Aol U JRE Hu) 257K WBFY T o A== A S ]
2 AE e oliE A Adg Ut

SELECT rna_vuln_id, bugtrag_id, snort_id, title, publish_date, impact, remote, exploit,

o

MN

long_description, technical_description, solution, count(*) as count
FROM rna_vuln
GROUP BY rna_vuln_id

ORDER BY rna_vuln_id DESC LIMIT 0, 25;

tag_info

Y E ] el A B2 o Z 2] Al o] d 7 e H
o] e #& gl17f L8k 4 945U
AE A A L.

tag_info H o] & &

o} o Z gl Al o] Aol =
ZFA gE U] 82 o Al
e tag_info ¥ =, # o] A] 6-55
e tag_info =9I, ¥ °] #] 6-55

e tag_info A& 2], o] A 6-56

tag_info 2 &=
Th8 HOlE tag info Hl o] Bl A MM A8 5 9l st AwEo] 5T

Z 6-53 tag_info Z2&
zc EE
tag_description EHj_ /}ﬁjng?j]qq,
tag_id Bl e) W ApE Ao
tag_name AF&-2} ol H o] Aol A H = Bl 19 B AEQJ Y]
tag_type o = skl sl g gy .

® category

® tag

tag_info Z Ol

L ¥+ tag_info H O] EA] I

Ogi‘_’,
et
-
o,
rr
BN
ro
)
w2
ol
A,
2
%o,
If>
T
o

I 6-54 tag_info £ 2/

CHS0il CHoll Ol EIOI= =0l Jt= =t

tag_id application_tag_map.tag_id
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[ | url_categories

tag_info 24 = 3 2|

U A= A8 g 2 Dol thgk ef E2 Aol Bl L gl =E vk o
SELECT tag_id, tag_name, tag_type, tag_description
FROM tag_info

WHERE tag_id="100";

url_categories

url_categories H| O Holl iz RUH P = U E o] iz 2EcA 23 F URLE 783+
Zhel 2L g 7F g Yo
ARG 0SS b A S BRI Q.
e url_categories =, ¥ o
e url_categories %21, jﬂ °
/\H
“

e url_categories

url_categories Z &

T}2 ¥ = url _categories H 0] &l 9l =7} A F o] g

)

et

H 6-55 url_categories £ =
zc 49
category_description URL 7}.5] l’ﬂ oﬂ I;H :l_ /étroﬂ %1 14 rjr
category_id URL 7hel| a2 2] o Wi+ ID 3 4y v}
url_categories = Q!

url_categories HlO] Zol A= 291 & +a % 4 gl&U T

url_categories & = 3 |

U A el A8 7k are] Do) ti &k 7hel|are B =5 whekehy v
SELECT category_id, category_description

FROM url_categories

WHERE category_id="1";
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url_reputations

url_reputations H| o] &l &
=R RN
A g W8-S T Al S RS AL
e url_reputations ¥ =, 3| 0] #] 6-57
e url_reputations ¢8I, ¥ o] %] 6-57
o url_reputations A = H &, #H o] #] 6-57

url_reputations & &

s
il

2 ¥ o & url reputations H ©] &l ¢l

I 6-56 url_reputations Z &

= EUHPE = 249 3AE

Iy

url_reputations [ |

\<

r,
o
kv

o Al 833 URLS &3+ H¥

N
s
o
"
)
N
o
iy
o

[

=

x

=,
& |02
o

reputation_description

0!

c
=
-
o
B
o | o
=
-z | o
o
rE
l-olt .
o
T
o

reputation_id

url_reputations = Q!

url reputations El| O] Eo| A= £ & =& 4

url_reputations 2 = F 2|

U # el ¥ Dol th3 URL 3 JHu &
SELECT reputation_id,
FROM url_reputations

WHERE reputation_id="1";

user_ipaddr_history

| =

user_ipaddr_history Eﬂ o] =
T AR 23 Y

A g 8-S o Al S A 2.
e user_ipaddr_history ¥ =, #| o] %] 6-58
e user_ipaddr_history &= J, 7 o] #] 6-58
e user_ipaddr_history A= 2], # o] %] 6-59

ol BUHFH = UES A = 54 S2E9)

g g o

reputation_description
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[ | user_ipaddr_history

user_ipaddr_history 2 &

Uh 305 user_ipaddr_history H| o] &0l 4 fA 28 4= 9l= =7k A ¥ o] sy

X 6-57 user_ipaddr_history 2%

2 &9

end_time_sec T Eof 21918 th & A}-8-2}E FireSIGHT System©] B4] 3k &4 & A]7Fe] UNIX E}
Axwzolr o] A AL&A} Al A o] vpA] S =43} F A U FireSIGHT System
2 239325 gA 84 GFuyth

id ALgA 71% el mE o] Wl D W U o

ipaddr SAEIP F4E o35 & Ve gd

start_time_sec S 2Eof 21913k AL-8-ALE FireSIGHT System©] §%] gk G5 @ A] 7] UNIX EF <
el sz el o}
=H— H .

user_dept AR o] B gy o,

user_email AgArel ol Favn

user_first_name ALg-=2Fo] o] B},

user_id AFgte] v 7 1D W 5 U o,

user_last_name /\].%-;(]—9] A 01:; L] D]—

user_last_seen_sec FireSIGHT System©] A8 7] A8 852 v} x| 90 2 & 3 ot 2 A] 719 UNIX
E]—‘ﬂ _/‘:Eﬂ 3T Q) 14 q_

user_last_updated_sec FireSIGHT SystemO] A& A AFE A Bl I EE mpA o ' JHo] Egk EA H A TE
©] UNIX B} =8l Z i},

user_name /\],_Q_x]_A A}—Q-x]— o] = 0] 1_,] E]—

user_phone A].&;(]—,] ] §]— tﬂ_§ L] D}

user_rna_service AAT BAADE wl ALgH A Z el Aol ZREZe] o FYUTHATAE 49,

user_ipaddr_history 2 0!

rir
BN
r o
o
e
of
)
2
)
oy
i
ko)

T} 8 ¥ ol &= user_ipaddr_history El| 0] E-o| A & & = )
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I 6-58 user_ipaddr_history £ 2/

user_ipaddr_history [ |

C+S0il CHoll Ol EHIOIZE =2l Jt= =

ipaddr compliance_event.dst_ipaddr
compliance_event.src_ipaddr
connection_log.initiator_ipaddr
connection_log.responder_ipaddr
connection_summary.initiator_ipaddr
connection_summary.responder_ipaddr
fireamp_event.dst_ipaddr
fireamp_event.src_ipaddr
intrusion_event.dst_ipaddr
intrusion_event.src_ipaddr
network_discovery_event.ipaddr
rna_host_ip_map.ipaddr
si_connection_log.initiator_ipaddr
si_connection_log.responder_ipaddr
user_discovery_event.ipaddr

white_list_event.ipaddr

user_id discovered_users.user_id

user_discovery_event.user_id

user_ipaddr_history 24 = 3 C|

g Aele A A% e 2w Fo Ay

e},

o

IPF249] BE ALgA}

e

T HE=E wsk g

SELECT ipaddr, start_time_sec, end_time_sec, user_name, user_rna_service,

user_last_seen_sec, user_last_updated_sec

FROM user_ipaddr_history

WHERE HEX (ipaddr) = "00000000000000000000FFFFOAQOAQOAQ4" AND start_time_sec >=

UNIX_TIMESTAMP ("2011-10-01 00:00:00") ;
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[ | user_ipaddr_history
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AA GG ol Eol A AH S FRSFAA L MA DL 2 A d o] ol 4 A s
dlol e o] 2= oA 2= WAL hebd U o

Z71 gz £ [0/1E9 AFI0F

=X Ct20l CHat 20 H&A S = gole H&

connection_log, ¥ ©] A] 7-1 NE AA ALE THE rna_flow H O] &S T 5.0+
;‘<ﬂ [ei3

connection_summary, 3| ©] %] 7-11 |12 E:L B_OE AlE 9% rna flow summary |5.0+
ol & A g+

si_connection_log, | ©] =] 7-15  |[7H ﬂg. Heb ddlEd 2o 284 5.3+

connection_log

connection_log Ho| Eol&= <14 ol Eof Wt A X7} & YT} FireSIGHT Systemoﬂ e 7
S a4

UHA = S 2Ee th& E Zho AHe] A4E A5 S AAFYG. S o] Eof =
P R N R e N s B
FireSIGHT System A 50588 Al g =Y rna fiow Hl O] 52 connection log B O] &= A

Y},

A g W8S T A S F st A L
e connection_log ¥ =, #| o] #] 7-2

e connection_log %<1, ¥ o] %] 7-11

 connection_log A1 2], #l o] A] 7-11
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[ | connection_log

connection_log 2 &

oo
Yk,

=

o]l = connection_log B o] Eol| A M|~k 4= 9l &= Hlo]EH|o]| 2~ D=7 A E o] 9]

e

Z72 connection_log Z =

ZC s

access_control_policy_name AdL 2% = H/q]/\ ;ﬂo] T3 (—E'E‘ 7| & Z}?Q)O] ;\‘j__f;;:]'_% C’J]]/H]Z_\_ A
o 47 g},

access_control_policy_UUID 0&@% §701 6]_‘:4 ol k]]_/_’: xﬂo] -H—x]( = 7]% z}-rﬁ)o] gi__?;fj]—% @I-l/nﬂ/\ xﬂ
SEEERGEIELS

access_control reason o A 2= A o] ﬁhacﬂ Q2L 24D o F YU & T shtel A2 T
.

User Bypass
® TP Block

® TIP Monitor

® File Monitor
® File Block

® File Resume

® Tntrusion Block

access_control_rule_action

o AAS ZFSHA &2 5 vl
MA 2 A o] 7 Z (= 7] 2RI allow, block T #HHH A

access_control_rule_id

access_control_rule_name

AALE 273 A A Ao] R (EE 7|2 Zdh)J YTt

application_protocol_id

ofEel Aol LREEZ o - ID HE iy

application_protocol_name

+ % dfttel s d ).
o ofEY )Y o] F - &
o unknown- FHA AW A& 7|RFoE AW E AEE 5 gle A
* pending - A|Z=28lof] =7} dlo]E] 7} H 8 35t 7

[e]

b Odgoﬂ OH%—FJ?'H ]}d 143-7]' HA’E‘ o*l‘Hloi N]\%

bytes_recv

AR SRA AEE F vholE Sk

bytes_sent

A TN A7 G 3 F vEo] E iyt

cert_valid_end_date

21 7ol) A1-§5 SSL 154 o] £ 717ko] WEE = drol ol & Unix
R E S

cert_valid_start_date

o]
H

AZAo AL-g¥ SSL AZA 7} W ¥l FAtof| o & Unix BEF Y =8
HE}.

[d

client_application_id

)
D:O

ol Ml E=o] A4 Zetol Al o) Z el Aol He] U D Mg .
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7-2 connection_log

ZE(AS)

connection_log [ |

[

=

client_application_name

client_application_version

connection_type

o5 stitol gy o
o o ZE] AL o] F - &ufE Aol o] Fo| % 75
o URF I TPO|AE o] 5 - A| 2Hlo| A SE}o]AE o ZE|Alo] A S H
Aot 54 of Z Al o] g AEatA = 1 g 45
o AZe ZetolAE ofEE] Aol A AHIL = A5 Hlo] A&
ZetolAE o Fg Aol WYt
A4 AE Y FA AxdUr v T st al gy v
* rna- Cisco U] H}o] 2ol A &2 ¥ 7 -5-
e netflow- NetFlow Al tjufo] 2ol YR 7S

counter A4 ol MESH A d 3] o HES] FFEH YT}

file_count gk Al A ol A Snortel] &3 21 H H s o AU TE Al A A EH 7}
A d =7 gy

first_packet_sec Al el A A s Zlo] Al | E B A He] UNIX BF ] &2 ® 2 1y v

flow_id

icmp_code

ICMP 5= -ollﬂEﬂICMP #2191 A Ei= o1l - oW EZFHICMP
Ed= ol YA &L 5

icmp_type

ICMP 8- o]l EZ} ICMP Eg|Z ¢l 7§ =& nui1 - o]l E7F ICMP
Ef oA A F A5

initiator_continent_name

ARG AT E2E ] U F ol E Yyt

o)
o — 4l

=
na — 51|
as — OFAlo}
af — oFZ g7}k
eu — %%‘
sa — &7
au — &
Lk
initiator_country_id AAS AN 5 AE 27} Ty
initiator_country_name *ﬂ’ﬂ% 7H }\] §_} j_g:gpq }7} o]%ﬁ L] 1:}
initiator_ip W3 5.201 4 A1 Sk A=t o A ste] 594 Wl o]
e gL nun® AR HA o AT 5 glsy.
initiator_ip_address HA 50004 AHE Sdd BEdYoh s F ol nuiis vhEHey
O

initiator_ipaddr

ARE AN H BAES] P FAE o 142 JER k3T

initiator_ipv4d

WA 52004 AHE TabE 2EdU T & Aol nuns WHEE Y G

initiator_port

initiator_user_dept

wﬁﬂNﬂﬂ4%&£E%H4
WA A T 2Eof upxjuato 2 &2 779l
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i

7-2 connection_log Z =( 7<)

[

=

&3

initiator_user_email

MA A S~Eo mpAat o & 2 71918k AFg-2L9] o] F ALt}

initiator_user_first_name

AAA 2ol phA et 2 = 1Ql g AL Abe] ol B Uk,

initiator_user_id

AAA S Eol mhA vk 2 2918 AHgHe] UlF ID WS gyt

initiator_user_last_name

NA A} B AEo| npxuto 2 2 1918k AL-&2}o] A ¢l T},

initiator_user_last_seen_sec

AR BB wputo e 21§ ALEA 0] ALE A} B2
FireSIGHT System©l| 4] v}x]| 2t o 2 ©-X] 3t Gdx 2 A7k UNIX E} S
2Bl ol ),

initiator_user_last_updated_sec

AR T2~ Eo mpx|uto 2 2 72135 AFE-2Lo] AR HAEE
FireSIGHT System©l| 4] v} 2|20 2 o] ESF Gx 2 A 7FS] UNIX
Eb¢] 2~ Bl Qo

initiator_user_name

AN A 5Bl wpAehe 2 219l g AFgat o] B T

initiator_user_phone

MAA 5Bl viAvho 2 219l d A8 Ao dah b sy

instance_id

EE A% B8] ¥ = tnpo] 22 9] Snort Q1 2¥l = 9] =42 IDY Y T}

interface_egress_name

Sk

A Qs A H o] .

ol E

123t

interface_ingress_name AAY AHEH o)1y 2 Qg H o],

ioc_count A A ol 4] ¥ H ToC(Indications of Compromise: X F 3| %] 3%)2] 74~
U,

ips_event_count 29} oW E 175k o ol 2ol A A F W o] wlE ] 5T

1ast_packet_sec A 9] P e s l0] A HL g 3 AIES] UNIX BRYl =9 gl o

monitor_rule_id_1 Az ddE 3 dA EUE o F o] IDY Y o] ID=
monitor_rule_name_loﬂ X1 Xo]'% O] %—‘T’/]' o‘jgﬂﬂ 14 D}

monitor_rule_id_2 Az dE oA EUE o F o] IDY Y o] ID=
monitor_rule_name_2 Oﬂ ;ﬂ XJEJ O] %‘34' 0573% L] D]’

monitor_rule_id_3 AA3 BAw Al wA 2UE 729 DYt o] It
monitor_rule_name_3 Oﬂ ﬂ Xo]'?_] O] %jq' odﬁega ]’] ‘:]'

monitor_rule_id_4 Az ddE v HA EUE o F o] IDY Y o] ID=
monitor_rule_name_4°ﬂ X1 Xo]'% O] %—‘T’/]' odggﬂ ‘4 D}

monitor_rule_id_5 A4 Bad A WA ZUE 29 DU o] D
monitor_rule name,5°ﬂ ﬂ ;g'% O]%‘I”]' odﬁa%qq

monitor_rule_id_6 Adv BedE oA WA LUE 79 IDYYT} o IDE
monitor_rule_name 6°ﬂ ;ﬂ X]‘E] O]%j 0573%1/]1:]'

monitor_rule_id_7 AAY AHE A tﬂaﬂ _J_L] Eﬂ -H—f_qg] IDOE}L]]:]-_ o] D=
monitor_rule_name 7°ﬂ ﬂ X]'E] O] qu' om_q_ﬁe%]/]‘:]'

monitor_rule_id_8 14 J/]» HH=E o:] H 7;1]] _,_14 Eﬂ -ﬁLZj] _9] IDCQ 14 1’4- o] ID=
monltorfruleiname78°ﬂ ﬂ ;(]-% O] %‘3”]' od ﬁa% ]4 q

monitor_rule_name_1 A7 B 3 WA ZUE FH 9 o] L th o] o] § &
monitor_rule_id_loﬂ 11 ;g‘% O] = 0573% 1’] D]’

monitor_rule_name_2 A4z BAE F uA ZUE 739 o] F A} o] o] FE
monitor_rule_id_2°ﬂ ﬂ Xo]'?_] IDQ} 01_1_75_% L] E]’
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connection_log Z =( 7<)

connection_log [ |

[
In

&3

monitor_rule_name_3

v}

A3} e A v 2 0] o FeUh o] o B e
monitorfruleiid73°ﬂ ﬂ Z‘}% IDQ’ O\i@% L] ‘—4'

monitor_rule_name_4

Q23 el WA B A9 o Btk o] o F2
monitor_rule_id_ 4°ﬂ Xi XJEJ IDQ’ od QH]’]

monitor_rule_name_5

A7 s oA WA ZUE FH 9] o Bt o] o B e
monitor_rule_id_Boﬂ ﬂ Xo]'?_] IDQ} 01_1_75_9]/]]:]'

monitor_rule_name_6

o

A3} A oA WA ZUE 719 ol FYLITh o] o]
monitor_rule_id_6°ﬂ X1 Xo]'% IDQJr Sl % HE]'

_I

monitor_rule_name_7

A5t B A WA HE A oSSl e o] o 58
monitor_rule_id_7°ﬂ Xi XJEJ IDQ’ od =1 1,]

#

monitor_rule_name_8

A4 e o5 HA 2UH ’31‘94 o] FdYrt}. o] o] F&
monitor_rule_id_Soﬂ ﬂ Xo]'?_] IDQ} el E ]L]E]'

netbios_domain

A Ao A% NetBIOS =21 Y o},

netflow_dst_as

542 (93 = 0] Netflow <+ A28 441 o},

netflow_dst_mask

NetFlow =2 %] 24 A FA} vp A3 U},

netflow_dst_tos

o] JAA o Lz Add P 1P sle o] ARl FP vt

netflow_snmp_in

azo A HAA R G = fFlo M AR I E H o] 2 9] IDY Y

netflow_snmp_out

EAA AN a2 A= o Ao M AFEE QT d o] 2 9] IDY Y H-

netflow_src_as

A2 (Y = 9] 0]) €] Netflow AHs A =8 =yt

netflow_src_mask

NetFlow &2~ 4 A FA rt2m3 4y o).

netflow_src_tos o] Az BAXZ AYE AP It Au 2~ 83Ut}

network_analysis_policy_name 7‘9 C-Q o] HEES /Rg /\é 3 7‘;31 %1 7(5] ;‘g]] ¥ BHAEH Lﬂ E Ji B 4 7(6] ;‘g]] %} 1/] 1—4_

network_analysis_policy_ UUID X ol o) HE Z A3 2] Ay ez Y E T B4 A3 yuID
Ao

packets_recv AL A S 2B A £218 F 95 St

packets_sent AAE AT ZRECAM AEe F 2 Y

protocol name Ado] AFgE TeETo] o] BT

protocol_num

T2 EFHO JANA 5= U Ao Eof 1o} 9l G T,

http://www.lana.org/assignments/protocol-numbers.

responder_continent_name

A A LA Al S S S AE 9t o] 5 YUt

= o
**—%T%iﬁ“

na — &

as — OFA]o}

eu — 4
sa — ‘7]
au — i‘zl—'
an — F= WH
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Z72 connection_log Z=(%<%)

zg2c 49

responder_country_id AR AN AN A § 7 EAE0] T e

responder_country_name A WA Ao A S eksl 5~ E o] 27} o] 2l T}

responder_ip B4 5200 A AHE SR BEQ YT o 1 M e] 84 9o of
=9 g 2 AR A govh, A= E = syt

responder_ip_address WA 52004 AHE TdE B=dYnh 2E 8ol nuiis vhekehy

responder_ipaddr

A TRA APl Al SR T AE
EHdl gt

E‘

responder_ipv4

o}
IPv4 3= IPV6 T4 5 o|Z 42 1}
o}

responder_port

o
WA 52004 AFg vty A=yt BE A g o) nui1 S vkeahy
o

responder_user_dept

o mpxuto 7 77213k Ab-g 2} o] FA

responder_user_email

AR AAANA SHE 5 AL oA %02 21l E A8 ol
Q) Faqu o,

i

responder_user_first_name

AR AR A §E e TAES nh s R 2918 ALg A ol
vt

responder_user_id

A RN A Al S 53k A Eof npx ek o 7 2 1913 AL-g )] i
ID HE YLt}

responder_user_last_name

AR A A A A S5 & B vhA a2 21913 AL el 4]
e},

responder_user_last_seen_sec

A A AL Al &g E~Ed] npx|uto & 2 711k AF-&-2} ] AFE-
2} 85 FireSIGHT Systemol| A v}x] a0 2 e-x] &k Jxl U A| 719
UNIX B} =B 9o},

responder_user_last_updated_sec

AR A A A S EF EAE v ato 7 2 1918 AL-g-2} o] AF&-
Ap &S oA mpA o ' o] EFE @t Bl AJREe] UNIX BF ol 2~ H
ZAY

responderfuserfname

AR AR A o EaEd mhA %o R 2918 A8 A AL§
A o] F5iu .

responder_user_phone

A A AR Al S
Mz YU

r°*'

L G Eo] npxuto 2 2 191 A A}e] A8t

security_context

EEH%J o] F3t et AB A E Y sl tist At o] 2
=% YA E 5 E 9 ASA FirePOWER T] vlo] 2o tf &) 4] 5+

A0,
security_intelligence_category 03_722137/], ¥ Hot ?_Fé_]a ;ﬂ_/: ?}—Eﬂ_]_ﬂ ol 141:],
security_intelligence_ip O‘jﬁajl], 3&2&% H ol ?_] FﬂE]E] @z: =] 1/] 51 2 P _Zr_/;:ﬂ_ IP(src)?_]X]

B HAA IP(ast) A YERFE Y T
security_zone_egress_name o&g o] 1;‘}1_]_15;91 o] :L?lﬂ_/_: E?_ 03 gﬂ ot} 1/] 1;]_
security_zone_ingress_name 037;5 o] b‘ﬂ_]Eg] ?_]j_?iﬂfl y_?l_ oC:)] o_':] clg 14 1—4_
sensor_address GTMEE AN el 5 Fvbol 20 P FAU T AL o

address, ipv6 address u ‘4 ‘jr

sSensor_name

A U e 5 o] 29 o] F Ut
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Z72 connection_log Z=(3<%)

zc a9

sensor_uuid e 5= gufo] 29 -3 AHE A A YT = sensor_name©| nu11$l
A% ot

source_device W 50004 AHE F ke BEQITh B E Aelol no g g T

sre_device ip W0 5 200 A AFE FRHE BESIU o ol 4 vl ko] &2 ool of
=9 g 2 AR A gov, A= = syt

src_device_ipaddr E}%% 1=

Ew
gﬂ
=
é
O3~
%
A
O

W NetFlow A € tjH}o] ~9] [P F4 & o] X+

A4 dolHE WKE
EL}E}W%MWD}

e 0-Cisco &) ¥ = tulo] 2o A A4S &1 3 4 ¢
src_device_ipv4 o A S520 4 AR SdHE Z=d Ut BE Aol nuir e HE3kst

e,

ssl_actual_action

SSL 7t & ol 7] 9kgk A A
10

b g glon o] a2

= =

e v 5y

® Unknown

® Do Not Decrypt

® Block

® BRlock With Reset

® Decrypt (Known Key)

® Decrypt (Replace Key)

® Decrypt (Resign)

ssl_cipher_suite

SSL A Ao A A== ¢t a8t 1F YUt o] gk
AR G40z AgRU RE:
www.lana.org/assignments/tls-parameters/tls-parameters

cnen1-& GOl A A A7 s LFol Al

ssl_expected_action

SSL iF 2ol 7| ukat Aol A e slof sh A QU T s ghe
e gHUn

® Unknown

® Do Not Decrypt

® Block

® Block With Reset

® Decrypt (Known Key)

® Decrypt (Replace Key)

® Decrypt (Resign)
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Z72 connection_log Z =( 7<)

z2c 49

ss1_tlow_tlags raarel 7ol e oM AW Seh Uk bs e ke oot
FAS SR pu
E J .

e 0x00000001 — NSE_FLOW__VALID — § & 3j|oF 3l 7| e} D =9
A A el oF 3t

e 0%00000002 — NSE_FLOW__INITIALIZED — A 8] &H]|7} &5.5
5 =
e 0x00000004 — NSE_FLOW__INTERCEPT — SSL 4| o] =t

ssl_flow_messages

SSL =Ao] A =g Sefo] AESH AW Fholl ulghe
A A AU f, ZFAI B W82 http://tools.ietf.org/html/rfc5246 S
g Al .
e 0x00000001 — NSE_MT__HELLO_REQUEST
e 0x00000002 — NSE_MT__CLIENT_ALERT
e 0x00000004 — NSE_MT__SERVER_ALERT
e 0x00000008 — NSE_MT__CLIENT _HELLO
e 0x00000010 — NSE_MT__SERVER_HELLO
e 0x00000020 — NSE_MT__SERVER_CERTIFICATE
e 0x00000040 — NSE_MT__SERVER_KEY_EXCHANGE
e 0x00000080 — NSE_MT__CERTIFICATE_REQUEST
* 0x00000100 — NSE_MT__SERVER_HELLO_DONE
e 0x00000200 — NSE_MT__CLIENT_CERTIFICATE
e 0x00000400 — NSE_MT__CLIENT_KEY_ _EXCHANGE
e 0x00000800 — NSE_MT__ CERTIFICATE_VERIFY
e 0x00001000 — NSE_MT__CLIENT_CHANGE_CIPHER_SPEC
e 0x00002000 — NSE_MT__CLIENT_FINISHED
* 0x00004000 — NSE_MT__SERVER_CHANGE_CIPHER_SPEC
e 0x00008000 — NSE_MT__SERVER_FINISHED
e 0x00010000 — NSE_ MT__NEW_SESSION_TICKET
e 0x00020000 — NSE_MT__HANDSHAKE_OTHER
e 0x00040000 — NSE_MT__APP_DATA_FROM_CLIENT
e 0x00080000 — NSE_MT__APP_DATA_FROM_SERVER
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Z72 connection_log Z'=( 7<)
zc s
ssl_flow_status SSL %‘i‘?‘-ﬂ }E,]'EH ?:}q . O] %}:’8‘ 3}01:41"% “/l:sgf:’j' O]% T+ 9—%‘ Hﬂ/\] X]

7FEAE o) 2 AP b @ ghe thea 2,

® 'Unknown'

® 'No Match'

® 'Success'

® 'Uncached Session'

® 'Unknown Cipher Suite’

® 'Unsupported Cipher Suite'

® ‘'Unsupported SSL Version'

® 'SSI, Compression Used'

® 'Session Undecryptable in Passive Mode'

® ‘'Handshake Error'

® 'Decryption Error'

® 'Pending Server Name Category Lookup'

® 'Pending Common Name Category Lookup'

® ‘'Internal Error'

® 'Network Parameters Unavailable'

® 'Invalid Server Certificate Handle'

® ‘'Server Certificate Fingerprint Unavailable'

® 'Cannot Cache Subject DN’

® 'Cannot Cache Issuer DN'

® 'Unknown SSL Version'

® ‘'External Certificate List Unavailable'

® 'External Certificate Fingerprint Unavailable'

® 'Internal Certificate List Invalid'

® 'Internal Certificate List Unavailable'

® 'Internal Certificate Unavailable'

® 'Tnternal Certificate Fingerprint Unavailable'

® ‘'Server Certificate Validation Unavailable'

® ‘'Server Certificate Validation Failure'

® 'Invalid Action'
ss8l_issuer_common_name SSL 154 o A} ARk o] F Ut o] = AREA o= Q15 A w52t

o EE 9 w9l ool N, U2 Anst £3E Fx Y
ssl_issuer_country SSLA?J%?}ﬂ E}{}X}9]5§7}%}L]E+.
ssl_issuer_organization SSL ?_]_%/\1 15_1__}%;(]_0 Z A ?:}L]];],
ssl_issuer_organization_unit SSL ?_]%}\1 1:121—]——;;],_0/] }‘;_gl 1-?_/\1 %1 14 q_
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zC sy
ss1_policy_action A SHE T H 0l g A5 Aol TS E 718 A Ak,
ssl_policy name AZE& A3 SsL g ID e A
ssl_policy_reason SSL Xé ‘_ﬂo] SSL H]/L% g@@ o] [} o]q;]_
ss1_rule_action SSL 7 2 (a1 10w, block 5)°] AL QIE| o] =0l 4 A&7 413]
Yt
ssl_rule_name AL x}.:l,]rs} SSL -ﬁtz] = 7]% X_ILQ] ID %icgqp}
ssl_serial_number w2 CA7} 893k SSL ¢l = A o] 9 # W5 AU},
ssl_server_name SSL Client Hello®] AW o] & Z A A Al F-H o] & AU YT}
51_subject _common_nane SSL 9154 9] 4] uk o] §h Tk, o] = YW 02 AFA F Ao
FAE 9 B9l ol ol Au e Just £3E £ E AU
ssl_subject_country SSL ¢l =X FA ¢ =71},
ssl_subject_organization SSL 914 F=4) ¢ ==t}
ssl_subject_organization_unit SSL ?_]%—}\1 _Z[_xq]/] &7;], /‘1 c%jl 14 1;]_
ss1_url_category A ol % Q1F A At o Fol A e F2 59| el el gk,
ssl_version AAE dsstehs o AFEE SSL HEE TLS Z2EF WYy
tcp_flags Ao A B2 ¥ TCP Z 2 291t}
uzl AFHE 4 F, AM 5 2UEPE 5B A 84 % URLY Y,
url_category wYE Y 5= A 24 F URLY Fhel e gyt
url_repucation SUHYH 52204 238 URLS FHY U T F sl 8
U
SRR
o o YA AT F A E
o 3 RS 9Fol Y= AYH Aol E
o« 41— AR Ao E
e 5 — 7Y
web_application_id 2 o Z ] Al o] A YR ID HE A}
web_application_name e = &l o By o)
o olZelAC A o] F - SulE AHo] o] Fol 7l A%
* web browsing - HTTPY] of Z ] 7l o] T2 EZL T4 31 A| 7t 54
o) Ze ol d e HE ek R A9
o AZ] HTTP Egf ¥ o] gl= 45 vl o] A=
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connection_summary

connection_log 7= ©!

et
4>
X0,
rr
BN
rO
o
e
ol
i)
2
X0,
oy
i
O

T}& F ol = connection log B 0] &S A-83}o] 4=3Y

Z 73 connection_log £ 2/

CHS0il CHoll Ol EIOI= =0l Jt= =0t

application_protocol_id application_info.application_id

—— application_host_map.application_id

- application_tag_map.application_id

client_application_id rna_host_service_info.application_protocol_id

I rna_host_client_app_payload.web_application_id
T

rna_host_client_app_payload.client_application_id
web_application_id rna_host_client_app.client_application_id
rna_host_client_app.application_protocol_id

rna_host_service_payload.web_application_id

initiator_ipaddr rna_host_ip_map.ipaddr

e user_ipaddr_history.ipaddr

responder_ipaddr

connection_log 24 = 7| 2|

t}8 # 2]+ connection_log Bl O] B0l A H ] 25712 A Z o|HIE glmz=
B slEow qgAeon 4ag,

SELECT first_packet_sec, last_packet_sec, initiator_ipaddr, responder_ipaddr,

il

W, 7 Ehel

security_zone_ingress_name, security_zone_egress_name, initiator_port, protocol_name,
responder_port, application_protocol_id, client_application_id, web_application_id, url,

url_category, url_reputation
FROM connection_log

WHERE first_packet_sec <= UNIX_TIMESTAMP("2011-10-01 00:00:00" ) ORDER BY

first_packet_sec

DESC, last_packet_sec DESC LIMIT 0, 25;

connection_summary

connection_summary H| O] 5ol = A4 Qo &= FHEE A4 sk BV} 2skE Y
FireSIGHT Systemol| 4] & 5& JtA o2
=5 S5 oF g

o TUAY 2n B RHX P F2TF lofjoF &

¢ BUFTREZTS ALY

o A A=A NAE AT

o T el ¥ tnbo] 2ol A B A H A U (FireSIGHT S 5 3l #2] ¥ & t]nlo] 2ol A g2 5
glgﬁ 7d-1), & ¢ 3 NetFlow 4] ¢ tjmfo] 2o A Wi BLuf] 31 & 2 9 342] =] 1= v upo] 2ol A4 A
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M connection_summary

a4 &%@4 FAgH dolgol = MAA 2 SHA T 2EV HH F 9|7l W nlo]E £ B2 9
oko I3
ol

FireSIGHT System m A 5058 A8 =9 rna flow summary H| ©] 52 connection summary El©]
B gasy,
AT B TS S FEEAA S

e connection_summary 2 =, 7| o] ] 7-12

Fl

e connection_summary =<1, ¥| o] #] 7-14

e connection_summary A1 = 2], #H o] %] 7-14

connection_summary Z &

b5 3ol = connection_summary H| O] Holl A HA 2T 7 QL= Ho|H o] 2~ H =7} A E o] 9l
syt
Z74 connection_summary 2%
zc P
application_protocol_id o].]%-g] ﬂ] o] }1\:]‘ EiE%g} 1]]1?_ ID };ﬂ_@‘;—_ot} 1/] 1;]_
application_protocol_name q.% %’: ;‘5].14.0“ ;‘5]]%1—%1—14 q_

. clEelFel 4 o) o] B - ulE Auo] o] Fol A A5

x)
o unknown- A MW A LS 7o AW E AE T 5 gl= A5
7

e pending - Al2=Ho] F7} o] E 7} B o d A4S
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* 0x00004000 — NSE_MT__SERVER_CHANGE_CIPHER_SPEC
e 0x00008000 — NSE_MT__SERVER_FINISHED
e 0x00010000 — NSE_MT__NEW_SESSION_TICKET
e 0x00020000 — NSE_MT__HANDSHAKE_OTHER
e 0x00040000 — NSE_MT__APP_DATA_FROM_CLIENT
e 0x00080000 — NSE_MT__APP_DATA_FROM_SERVER
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[ | si_connection_log
276 si_connection_log Z=(7<£)
zc s
ssl_flow_status SSL %i*‘?‘ﬂ /‘olF/H ?:} L’] ‘4 O] %}\——\C_)_: X—}'O\j% Z,:z‘sﬁ?l— O]TOT e 9—%’ Uﬂ /\] X]
7HEAE o 2 ABIUTH b @ ghe theah 2L,
® 'Unknown'
® 'No Match'
® 'Success'

'Uncached Session'
'Unknown Cipher Suite'
'Unsupported Cipher Suite'
'Unsupported SSL Version'

'SSL, Compression Used'

'Session Undecryptable in Passive Mode'

'Handshake Error'

'Decryption Error'

'Pending Server Name Category Lookup'

'Pending Common Name Category Lookup'

'Internal Error'

'Network Parameters Unavailable'

'Invalid Server Certificate Handle'

'Server Certificate Fingerprint Unavailable'

'Cannot Cache Subject DN'
'Cannot Cache Issuer DN'
'Unknown SSL Version'
'External Certificate
Certificate

'External

'Internal Certificate List Invalid'

'Internal Certificate

'Internal Certificate Unavailable'

'Internal Certificate

List Unavailable'

List Unavailable'

Fingerprint Unavailable'

Fingerprint Unavailable'

'Server Certificate Validation Unavailable'

® ‘'Server Certificate validation Failure'
® 'Tnvalid Action'
551_issuer_common_nane SSL €154 9] w2 Ak o] 51 o). o] = Ak 0 2 Q154 WA}
o 2E B wr]l o FolA Rk thE Aurt xghd 7k sy
ssl_issuer_country SSL,?J%?}ﬂ E}:IX}9]5§7}%}L]E}.
ssl_issuer_organization SSL ?_]_;f_/\i 15_1__}%;(]_0 Z A CQL]];],
ssl_issuer_organization_unit SSL ?_%}\1 %—%x}g} iz—], 1-?_/\10];141:]_
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i

7-6 si_connection_log

ZE(AS)

si_connection_log [ |

[

=

ssl_policy_action

ssl_policy_name

ssl_policy_reason

ssl_rule_action

ssl_rule_name

ssl_serial_number

ssl_server_name

ssl_subject_common_name

SSL Client Hello«] 2 O] E EA A A o] FYY )
1=

=1
SSL Q1A 9] 4] Ak o] F YUt o] & Aubd o2 9] F3 9]
T2E Y gl ol Fol Ak vhE FRIF x5hE F & 9l

ssl_subject_country

SSL Q154 F49] =7hely o

ssl_subject_organization

SSL 9154 Fa| 2] ==t}

ssl_subject_organization_unit

SSL AFA] A o] 24 gyt

ssl_url_category

B Q1FA A o] Bl A Sele E2 5ol shel el o

ssl_version

tcp_flags

S3}etE U AFRHE SSL = TLS T2 EZ 1w AU}
A BFX = TCP Z 8 2 Y t}.

url

Zﬂﬁﬂ—‘:— B AR B BUHPE E S 2EoA 83 % URLY YT

url_category

ETUHHE TAEA 243 URLY 7he|are] gy,

url_reputation

SUHYH 5AE0A 239 URLY BHA U e 5 st o)
FEU

. e 9Y

o 5 o)z Aol E

o s ARl A B A=

o 41— AAAC A}O]Ei

o s— T8

web_application_id

A ohEe Aol d e Wi ID iz Y

web_application_name

U < shutell sl gy,

o ofEE o] o] F - SukE A o] o] ol A

* web browsing - HTTPO| o Z 2] 7l o] T2 B2 BA|epA 7+ 54
Y olZ e Aol d2 A EskA] ok 45

o A HTTP E & o] gl= 4 Bl A
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[ | si_connection_log

si_connection_log = Q!
U} 3o &= si_connection_log Hl 0] &5 A&t a8 = gl xQlo] A H o] JlFU T
=] _ _l10g S S
Z77 si_connection_log = 2/
CtS0ll CHoll O HIOI=Z =2 Jt=s ESp) ]
application_protocol_name application_info.application_id
o application_host_map.application_id
- application_tag_map.application_id
application_id rna_host_service_info.application_protocol_id
A rna_host_client_app_payload.web_application_id
-

rna_host_client_app_payload.client_application_id
client_application_id rna_host_client_app.client_application_id
r= rna_host_client_app.application_protocol_id

) . ) rna_host_service_payload.web_application_id
web_application_id

initiator_ipaddr rna_host_ip_map.ipaddr
o user_ipaddr_history.ipaddr
it

responder_ipaddr

si_connection_log 24 = 3| 2|

U} # 2] i si_connection_log Bl o] &0l A ] 257]2] 1A oJHIE ¢
Bl E y)Fo g YHxso 7 AP,

SELECT first_packet_sec, last_packet_sec, initiator_ipaddr, responder_ipaddr,

K
Iy
it
e
et
QE
=
&
»
o

security_zone_ingress_name, security_zone_egress_name, initiator_port, protocol_name,
responder_port, application_protocol_id, client_application_id, web_application_id, url,
url_category, url_reputation

FROM si_connection_log

WHERE first_packet_sec <= UNIX_TIMESTAMP ("2011-10-01 00:00:00") ORDER BY

first_packet_sec

DESC, last_packet_sec DESC LIMIT 0, 25;
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o] ol = ARg- A 24 H ID oWl E ] A7) n} Bl X B = Z ol ti gk ARV}
FireSIGHT System-> LDAP, POP3, IMAP, SMTP, AIM, SIPS H] 53+ T} 43k -3
& FA ] HES 9] A8 A S §AE 5 dFHTh

AA R g2 of ) Foll Y| MAaE FEsh AL

Z 81 AMEXLID HIO/|E28] AFI0F
=X Ci=ol Chst 220 &S = Hol2 H&E
discovered_users, ¥ ©] A] 8-1 EFX] El Abg2}ol thek A H 5.0+

user_discovery_event, 3| ©] X] 8-2 AL A A o] E - Y E Q] 00 AFE-A| &5l o gk A 5.0+
A AR AG

discovered_users

7} Abg- 2ol o) 3k AFA 3 A WL £ U o

discovered_users H| 0| &= X H Z]
€ ZY rua users H 0| B2 discovered users H| o] & E A

FireSIGHT System W & 5.0% €] A}
Ayt

A S W82 ths A S FxH Al L.
e discovered_users Z =, ¥ o] #] 8-1
e discovered_users %21, ¥ o] %] 8-2

e discovered_users A= # ¢, H o] #] 8-2

discovered_users Z! &=

T}8 30| = discovered_users E| O] B0l A A28t 4= 9] = D=7 A 5 o] 95U},

Z 82 discovered_users 2=

zc EE

acpt ARgAbe] FH U

enail Ag Ao ol gl U o
firet_nane g A9] ol &Ytk
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[ | user_discovery_event

#82 discovered_users Z=( 7<)
zCc S
ip_address o] W Ago] FRECn BE Aol i S AT T
ipaddr AL Zelo] S H QLS u] B aE o] IPva B IPV6 25 o] 1R LhEbd @)
e},
last_name /\]——%—Z]—.O/] Al el L] D}
Tast_seen_sec AbgAke] vk ot 2 19lo] Wi A 9 Al 7ke] UNIX Eh) B e
last_updated_sec AbgAke] A1k A o 2 g el B WAk 9 Alhe] UNIX ERe) 28 2 ] o
nane A&7 o] o] &q1 .
phone /R]—Q.;(]_Q/] A §]. tﬂjm 12’]:]—
rra_service W 500 A A FerE A= Ut BE 2o niid Wk g o
user_ia Gl m A O B8 ALE AR W ID ME S T
discovered_users = Q!
U %0+ rua_user H O] Eo A sk 4= 9l &= Q1o Ao 9l& Ut}
783 discovered_users X2/
Left Q1S +8& ~ U= HIOIZ A0 REO0| LEE JIEHHIOIS
user_id user_discovery_event.user_id
user_ipaddr_history.user_id

- :\:1:

discovered users 2 Z 3| |
g Aele= A G D A o] Fo A H ALEA A ZEE A ko] o 2571 7FA] WS

e},

SELECT user_id, ip_address, email, name, last_seen_sec, last_updated_sec

FROM discovered_users

WHERE last_seen_sec >= UNIX_TIMESTAMP("2011-10-01 00:00:00")

LIMIT O, 25;

user_discovery_event

user_discovery_ event Eﬂ O] J‘;%oﬂ = 7—]( /\]-%X} 71::4 &v] O] ‘ﬂEOﬂ ﬂ] @ EﬂiEﬂ _‘rj_@'% L] E]r

H A 5078 = O o] © 4] dlZd o] o}y 2} FireSIGHT System©] ¥h2] 5| = t]ufo] & g Hef A A}

‘Q‘X]‘ :‘—5]'5-/] F)'x] = 7]§?—5LH E]' ] ]O] S Sﬂ detection_engine_name Ux] detection_engine_uuid ‘TjaJ

== 7—][ pas sensor_name El sensor_uuid 'é]-E-i _u_XﬂQ AT H E]' o] 31 ?ﬂ' EQ-E—Q] ﬂ E} - /\]'%X}‘ Zi] &,]
o MES A E ¥hel ¥ = v rhe] o] Ule AW Wk g o)
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user_discovery_event [ |

A D EE The AR AP

e user_discovery_event I =, Jﬂ o] =] 8-3

e user_discovery_event %1, # ] #] 8-4

e user_discovery_event A& 7 2], 3 o] %] 8-4

user_discovery_event Z =

U} ¥+ user_discovery_event El| 0] 50| A MA| =T 4= Ql= =7} A& o 9lHU T
7 84 user_discovery_event Z &
zc 293
application_protocol_id E}x] OH%%EJ?“ ]43 E;E;%%Q}Lﬁl% é]%gx}%}L]E+‘

application_protocol_name

o A *F‘lﬂ o] Z 2] A o] A ¢] o] &: LDAP, POP3 5

* pending - ©12] o] T stuE Q] o ZefAlolHd TREZFS AET 5 ¢l
“ A0
i 70T
o AAol cfZe Al AR jl= A5 Hlol A+
description A o] Wl E -3 o] Delete User Identity 5=+= User Identity Dropped ¥ 2] A}-&
A ol QAT 12 %) & 7 $oll 1= Hlo] gy
event_ia 2 olalE o] D W Y o,
event_time_sec 29 o=l thak ) 3 Al 7he] UNIX ERel =9 gl o),
event_type 713 }‘—H o] ”ﬂEQ ‘ﬁ‘ﬁé CSHE} C’ﬂ% Tt:-i‘ New User Identity L& User Logino}j]
g,
ip_address W 52004 g o Fedyth BE Aol nuiid Yo
ipadar e el SATNS W AT P F A% ISR ol AT
reported_by AFEAF 21918 B 13 Active Directory A Bl 8] IPv4 54, IPv6 T4 =

NetBIOS ] &4 Y t}.

sensor_address

AHBA 214 o MEE BA T W s Trhol 2ol IP F AT 342
ipv4_address, ipvé_ address H 1’] ‘4

sensor_name

AL A ol M E S B & e B Tubo] se] BlAE ol B iy th

sensor_uuid

%aﬂ% ‘:]H]'O]—/lg] J—l%:l'}\]tﬂxl‘oqu .Lx_ sensor nameol null?_] 76“?‘ 0

gy,

user_dept

FaEd v o 2aed AFgAte] ¥ AT

user_email

SrEd o w 22 gAY oMY Fagyt)

user_first_name

A2 ol § Lt

user_id

SoEd fARtez 218w g Aol U ID MBSy

user_last_name

ALg kel 4

user_last_seen_sec

A Ae) A v 2 1¢lo] 1 El Wt 8 A|RES] UNIX Ehg) 2

oA

user_last_updated_sec

U
EE

I g

€N o]

1= H
AbgAL ] sk vhA uho 2 g o] E et W Al 7he] UNIX Bhg) 2
Yt}
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[ | user_discovery_event

HZ 84 user_discovery_event Z' =(7]<)

Z2c &89

user_nane G Eol shATO R 21 ea AFg Aol ALEAF o #3911
user_phone S npAvte 2 2o e AgArel s Me T

o

user_discovery_event A0

29l = user_discovery_event H| O] E-o| A 4281 & 4= 9l = FQlo] Ard o] QHFHTh
85 user_discovery_event X9/
CtS0ll CHall Ol EIOI= =21 Jts =t
ipaddr rna_host_ip_map.ipaddr

user_ipaddr_history.ipaddr

user_id discovered_users.user_id

user_ipaddr_history.user_id

user_discovery_event 24 = 3| 2|
ge e A B H e vt oA S WA 8 A7k o] o] AT AL A o MIE B3
=2 A 25714 B

SELECT event_time_sec, ipaddr, sensor_name, event_type, user_name, user_last_seen_sec,
user_last_updated_sec

FROM user_discovery_event
WHERE sensor_name = sensor_name
AND user_last_seen_sec >= UNIX_TIMESTAMP("2011-10-01 00:00:00") ORDER BY event_type ASC

LIMIT 0, 25;
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o ol 34 A L ol Eel AE o MEE W £ 3 b 7
= 2916 th g F Rk EFE o] QFinh ApA T &2 obel] Eo

#Z9-1 &2 HO/ES AFI0f

a3x CrS0oll Cist 20t &&= H0lE H&

compliance_event, ¥ ©] ] 9-1 A oI E - &g AaaA A el A A [4.10.x+
A gt o] EAE wf AdE Y

remediation_status, #| ©] 4] 9-6 WA e oHIE - 24 JaA dAo] ge] o 4.10.x+
gow wAS EYAY v g

white_list_event, ¥ ©] ] 9-7 So]EG AE o|HIE - A 3lo|EY AE =S [4.10.x+
A Ao slo|EYAEE 9ilst= S AEVEA
o A3yt

white_list_violation, | ©] %] 9-9 ol EEAE Ul - Y EL T s AEVEA 1A |4.10x+
=T A fAHET ol EYAES Yutste= W
A& FA Y.

compliance_event

compliance_event Eﬂ O] %oﬂ = Ho]'01 /ﬂla oﬂ /\1 *g 3 ?-5]"15 )?:]'jﬂ'jﬂ' 7"" o] tﬁlEoﬂ =]
Ut}
AA S Y82 ths A S RS A L.

e compliance_event & = ¥ 0] %] 9-1

e compliance_event ¢!, #©] %] 9-5

d,
e compliance_event A& ], ¥ o] #] 9-5

7 2R k5 Yt
NS 4 AF YT o & £9], Control Bo] 227 §l= 45 337 oWl Eo = AL-&4} ID
7} Z3hE A syt

ot
o
T
N
)
e
i)
il

azh 2o
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[ | compliance_event

WA 5058 &= ©4] g7 o] o}y g} FireSIGHT System©] ¥2] ¥ &= t]ulo] 2 g o A Y E S 7 L
]"Q‘X]' %]'EA %LX] % 7] %@'H E]’ O] xﬂ compliance_event E‘“ O] %9/] detection_engine_name \:r%

detection_engine_uuid
G o IE B 9%
2] 3 of T,

39l = compliance_event H| O] Eo| Al M| 28 4= 9] = H =7} A 5 of QlHF YT},

o

=

Sl whebe ] Y WEE 29l Aelt AR U e S wE
ol o

puld

X EL detection_engine_ uuldﬂ' O]’H_ sensor_uuid Z T:oﬂ }\1 ?—1

RN
rSL' rE

Z9-2 compliance_event Z =
2 &9
blocked A9 olMES Bl AR AR & el HAREA thehe g
o o — TFlo] AA WA &
o 1 7o) A E(QIER, A9 A E EE 9 EE )
o 2 —oHMEE E&AS HFlo] AAENES F U (HAD G A o] e,
29 5 E 9B s T rte] o] 8 39
description A o MIE W BT A gAel i g
Getection_engine_nane WA 50904 AHg FE BEYUTh RE A6 g @
detection_engine_uuid B 50004 A8 F e BEQU T RE F o] nu g v o

dst_host_criticality

) o MES B s e B4 TaE ds) A7t 2

A E %‘JJ_.L(None Low, Medium, ngh)o 1/]‘—4'

}op

dst_host_type Zﬂ A ZAE 7Y (Host, Router, Bridge, NAT Device, Load Balancer)?:} Y},
dst_ip_address A 52004 A g SoE D=duth o) AT T3 wjFo o] A=

nulli*“?ﬁﬂ}] 0]'0]/]‘ /\]ﬂ‘é‘]— Oi ]/]]:],

dst_ip_address_v6

Zoﬂ/\ﬂ /\}-—%—-gr/}‘ﬂ Jco]q;}_ ]7(4 quwr“] :é‘-éj_f'/\é] HH_E_ ] o] W=
null 2 A AR o) AlF e 4 ¢ ay )

fo i re

PSRN

A EEEACEA R

dst_ipaddr HE Eg) 7o Ay B85 3 AE [Pyv4 = [Pv6 T4 S o] 4=
WA
dst_os_product A TAE] &9 AA o] EY Ut
dst_os_vendor AR ZAE & AA FFAA LY},
dst_os_version A s 2Bl 9 AA M As A
dst_port HE Z2EZ F80] TCP == UDPY 45 Edfj ¥ & FAss T 2E9
EdsYrh Z2EF §3 ] ICMPS! 4 9o+ ICMP I =9 YT},
dst_rna_service Hy A, o HE ET A} BHE 22X FTAES o ZE Ao d TRES
Ytk A EA &S 49 the 5 shutel syt
o none B RIZL-ofE Aol TR ES Eg o] gl&
o unknown - G AW AFE 7O R AHE AHET F e
* pending- F7F AR} A%

dst_user_dept

N

| gL o] BRI T

dst_user_email

N

| Abg el o]l el F 9 o

dst_user_first_name

N

| ARgAS] ol U ok

dst_user_id

A ARG A, 5, oML ETE S| o 54X S AE mpx o R 2
Sk AFEAEe] U5 ID HE Ut

dst_user_last_name

AN R
2xre Jzi a2

A AREARE] A
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compliance_event [ |
Z9-2 compliance_event Z'=(J|<)
mc 59
dst_user_last_seen_sec AR A} g RFe] vpxwk 2 1910] B I @ A]7Fe] UNIX BF ) ~ 8 s
v,
Gst_user_last_updated_sec 544 AF o] Aol oA uhe 2 S Hlo] £ 5 et 8 AlZke] UNIX B9l
29l g o,
ast_user_nane 547 ALg Aol A A ol gl
dst_user_phone 547 Ag Aol A3 Ms g
ast_vian_ia Sl ek 4%, 544 &2Ee] VLANID W& vt
event_ia Evhol ol 4 A4 29 ol WE El71e] D MEy T
event_time_sec o[HIE E A that & Bl AJTH] UNIX BF ARyt
event_tine_usec OPMIE Eol ] B AR hol A2 % Bel 2 27ha gt T
event_type A A S Eel A A o] AEl AR A o WE & A ok %
gk 7] o E o] YU e ve 3 ZEH
o ids- XY oHIE EYA
o ra- AN OHIE S 2E QY o|HlE AZ o|HE E+= EfY 22y
WA EEA
o rua B A Ol ME Bl

® whitelist - ‘ﬁLX'] F ﬂ-O]Ea 2 E 9t

E 7

host_event_type

O E {8 (: New Host Ho+= Identity conflict)$y U T}

id A ol ES] Y F ID HE YUt}
impact ofMlES] Y Ed 1 A Y @2 v E5U
o 1 — WA (yylnerable)
e 2 — T3 (potentially vulnerable)
e 3 — =& (currently not vulnerable)
e 4 — Y& (unknown target)
e 5 — 3] (unknown impact)
B A o] A o] EC] ol EYAH Fg-oll v AAH Y
interface_egress_name Q:]‘Zjijq. HaHEE oy~ ?l]ﬂ jjﬂ o] ./_\.?:]] |Bh=y
interface_ingress_name AAy A&HFE o]y A Qg H o] AT},
policy name Quke A A A G
policy_rule_name 44 SINks EY A A A g U
policy_rule_uuid A g F o] A AE A U
policy_time_sec SABA oM ETE A A B AIZEO] UNIX BF Y =R Z ]yt
policy uuid A A o] af Rk A E A Y
priority ARE2E Q1B H o] 2ol A A H = Aa A oM ES e dut. Ex
A A Es fubE ) A A o] el o s A H = g
oJHIES $H:9E A4 T
protocol_name olMEst e Xe eI TR THE 49

FireSIGHT System CIOIE{HIO|A HAA HAHA W



9% AJ|Oh ABAHHOIE |

[ | compliance_event

Z9-2 compliance_event Z'=(J|<)

zc P

protocol_nun IANA A4 2252 A5 g Tl FH = 49).

sna_event_type B 50004 A8 F e BEQU T BE F 2ol nu g B o

rua_event_type ¥4 5004 4§ FoE AEQUTh ZE A6 g Bag o

rule_generator_id A9 o HIE Eg]AE A g 449 849 GID(Generator ID) HE YU Tt}

rule_nessage AEEA A B S A ol Ee] thek A €2 E Sk 74 7]
oWl E o] - qf H ol A WA A7} AAdH UG Ay R 2| E2 A 70k
o’ E &] Z-§- o] E W A] A7} 5= 1w U v

rule_signature id o]yl £ 2] A IDSID)PH T A o] M E Ee] 7 & Y FES f23t 54
T, YAy A A B T R A A A E A E g

security_zone_egress_name )(\31-""__?1—7:" o] q]_]l—:;_o/] o] :Li'ﬂ_/_: E?_}_— Oc:)] Q1:1 ?:} L] ];],

security_zone_ingress_name A A o) HE 9] 9l 1724 Bok dddu),

sensor_address FAFF OMEE E2|AT 7|3 o[ MES A48 75 & Tl 2o P
‘zl‘i ?:]1 L] ‘q— _o /g' 2> ipv4_address, ipv6_addressot} 1’] D]'

sencor_name A O MES B2 AT /1B o MES A4 T el ¥ ko] £)
o

sensor_uuid #EFH = gufo] 29 1153k A H =Y Ut == sensor_name©] nu11$l A -§-

©
-
o

src_host_criticality OMESH HAE & EEo] thal A AT T

LEY
o
a
+
>
1-01[
>

% 2 & (None, Low, Medium, High) 4 Y t}.

src_host_type A2 T2~ E H ¥ (Host, Router, Bridge, NAT Device, Load Balancer)$ Y T}.

src_in_sddress W 52014 AL F kel AUy o) v shel B A Wil o] A
o] Fh& nunE AR EA Fovh, AF e sy

src_ip_sadress ve W 5200 4 A1 F ek e o) d A se] 584 Wil o N
o Pe mnm A4 A ok A% F g

sre_ipaddr ol E EE] 7)ol $hAE A T AE O] IPv4 i IPV6 TAE O] X R LhE
WAy

sre_os_product 2o maEe] £ AA O EAY T

sre_os_vendor s 5220 29 AR B9 o BT

sre_os_version s 5 e e AA WA MEIUT

src_port A TAES XE MIYYTHICMP Ed 2] 4 $- ICMP {3 0] 4l
RS

sre_rna_service A A9 oE Ee] A BlE A S AEY o ZYy Aol TRES
A, A A e G g 5 ahvbol Al
o none B RIZL- o E Aol TR ES Eg o] gl&
o unknown- I AH A ZE 7IREe 2 M H o S| AOl A TREFS

A5 g

® pending - —%7]— A\ 7} %_9_61}

src_user_dept A /\]-%X}Q] _1:"_/\1 Ot} 1/] 1;]_

are_user_email 222 AFEAFS] oMY F 4511 o,

src_user_first_name s b8 7pe] o] =]}
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Z9-2 compliance_event Z'=(J|<)

zc sy

src_user_id A AFERE, S oW EZE B ASHY] Aol A ST AE npxuto 2 2 719]
3 AgAke] ¥ 1D ME YU Th

src_user_last_name A A]”Q‘X]'A /\4 o] 1,] \q_

src_user_last_seen_sec A A].‘Q.;(]__/] 209l o] U}X] voz Hyuy lél—z;]_ \;r.l /\12_]—9/] UNIX E}%] 2~ EN
ZdY

src_user_last_updated_sec s ARG ARk vhA o 2 g dlo] g 9 A 7HS] UNIX BRel 2
gyt

szc_user_name a2 AHE e 219 AR ol BT

src_user_phone A /\]._9_;]_4 @@_ Hdg,—_?:} L] q_

src_vlan_id @t A9, A T AES VLANID HE YU Th
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compliance_event = Q!
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T}L ¥ ol &= compliance event B 0] &0l A =33+ 4= 9]

Z9-3 compliance_event =2/

Ir

C+S0ll CHoll Ol EHIOIZE =8l Jts =

dst_ipaddr rna_host_ip_map.ipaddr

o user_ipaddr_history.ipaddr
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src_ipaddr

compliance_event 24 = 3 2|
Og el AFATre] AT o ME ARES 1) 250714 WaEE of 7)o = oW E A
B aa R BAN P L, AT BAA X2 A A0 53 2L o ME st EehH U,

SELECT event_id, policy_time_sec, impact, blocked, src_ipaddr, dst_ipaddr, src_port,
dst_port, description, policy_name, policy_rule_name, priority, src_host_criticality,
dst_host_criticality, security_zone_egress_name, security_zone_ingress_name,

sensor_name, interface_egress_name, interface_ingress_name
FROM compliance_event WHERE event_type!="whitelist"

AND policy_time_sec

BETWEEN UNIX_TIMESTAMP("2011-10-01 00:00:00")

AND UNIX_TIMESTAMP("2011-10-07 23:59:59")

ORDER BY policy_time_sec

DESC LIMIT O, 25;
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remediation_status

remediation_status Eﬂ o] ‘g_oﬂ R %]'01 }L]H 7]’ }\O]—?__
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AL T A S Fxs)

e remediation_status I =, Jﬂ o] A
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A A Qo] t-gate] S WA oHE
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9-6
e remediation_status 5= .:_1_, Jﬂ O] ]

e remediation_status M= F 2], ¥ o] 7<] -

remediation_status Z &=

U} 3ol = remediation status H| O] Eol| A A 2~E = Q= dlo|g o] 2~ =7} Arg & o 9
sy

Z 94 remediation_status Z' =

zc 293

ia Skslo] RS Eel A 4o D WEY U

policy_nane Aukso} WL el A JekeA 3 A

policy_rule_name WAL B A 5 e FH AU

policy_rule_uuid AR A ) 36 AE R

policy_time_sec A2 EY AL FHeA ol MES A4 E It D A 7He] UNIX BFel 2 = o}

policy_uuid A o MEE AT et A Ao Lf e AuAgY

remediation_name A8 E A Y},

remediation_time_sec Hlol e 7F A &S Aggst dxn @ A]7Fe] UNIX EfQ] A8z Qlt)

status_text o] A E e W WA A el # A A U THel: "successtul

completion of remediation"

remediation_status %= Q!

remediation_status H| O] E oA &= £ S F3 g & &

remediation_status &2 = 3| 2|
B8 2l A o ol e A = F o) 2544 BT T ol 2] @ Y msel &
*77(4 E}o]}\alz’}\ogﬂ uﬂ;\] ] —r]_7_3_ ;g)\EH;HEﬂ.JaL%L,]D].

SELECT policy_time_sec, remediation_time_sec, remediation_name, policy_name,

policy_rule_name, status_text

FROM remediation_status WHERE remediation_time_sec <= UNIX_TIMESTAMP("2011-10-01
00:00:00")

ORDER BY policy_time_sec

DESC LIMIT 0, 25;
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white_list_event W

white_list_event

lm

white_list_event E| o] E-o = @4 sfo] Ee] ~E 4 %5 J 29| o] B ~E S §)ulalE 5
EVF A E o A E o] EYAE o HIEVL 3 YT

H A 5078 = O o] © A Xl o] o}y 2} FireSIGHT System©] ¥+2] ¥ = t]ujo] 2 ¢ o] 4 v
EQa =L A]"Q‘X} :Q]'E-/] E]'Z] = 7]§61'L]‘:]‘ ]Zﬂ white_list event Eﬂ ] -O/]
detection_engine_name EQ detection_engine_ uuld,%§£514 nullRr %}ﬁlo}tﬁ OH E%Ei%%
?4 E] - Zﬂi EﬂiEg H]’%]’ELL] E]' detection_engine_uuid EH/?_]_ sensor_uuid ‘é Oﬂ /\1 ?4
St s A e ARt AlTH YT

AA G UG Ohg A S FREAA L

e white_list_event Z =, ¥ o] %] 9.7

e white_list_event 221, 3| 0] %] 9-8

e white_list_event A= F ], #H o] A 9-
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v H}J

white_list_event Z &=
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o
Yk,

b

of = white_list_event H| O] B0l A A& 4= Q1= dlo]E o]~ =7} A ¥ o] Q)
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2 &9

description so| =l ~E g ofm o2 furaleA AWy

detection_engine name B 50004 A8 S BEQUT. LE A2 n & B o

detect ion_engine_uuid ¥ 5.000 4 A8 Fere BEGUTh BE Aol i wag o

host_criticality SO|EYAEE 4314 &5 TAE Y3 AH&A7 st 2 AE T a%
(None, Low, Medium, High) %] Y t}.

host_type T ~E 9 (nost, Router, Bridge, NAT Device, Load Balancer)$ Y T}.

id

ip_address

3lo)|E 2~ E oMl E Q] YH 14 Az},
H

ip_address_v6

A 52004 AHE ToE AEQdUth BE F ol nuil
U

o
o

[e]

=9 = [Bh=
W 52004 AbE TdE Zedynh BE Aol nuis Y
TAETE AN S2EIPFAE o5 E et gty

ipaddr ];],

os_product g AA L] AE ol F AT

os_vendor =G AA FFAAD Y

os_version =g AA M HE gy

policy_name ol EYAES ¥ e AutE = A AU

policy_time_sec ol EZF A ¥ & g A 7he] UNIX EFd =" T ]l o}

policy uuid POl EP2E oMIES ¥k AT A a3 AEAg YT

port AMH 2 Blo]| ER| 2 E kg E (S, 1A T ANk MH| 22 Q18] §jnto] g
o

priority
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H9-5 white_list_event Z=(7=)
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protocol_nane oJMlEs} BalE ZREZGUGHFTHE 49,

protocol_num IANA ;(] 7(3 EiE% H S 114\—4_(}1]¢QT‘} _?A).

rna_service sholEe] 2= 9ubg B¢ A Au A QUG FHE 39

sensor_address Ed)n g A @ el HE Ot 29 P FAAU T F4 L
ipvd_address, ipv6_address$) U T}.

sensor_nane shol B 2] 2B o] E g 443 tubol =Lk,

sensor_uuid 2] 9 ko] 2:0] T3t AW AY YT EE sensor_nane] nu119l 35 09U ok,

user dept ARl #A G o

user_email AR} o] v F A .

user_first_name AbgA}o] o] 21t}

user_id oMl E7} B A7) Hol] EaEof wpxuto 2 2 71903 AR-gxe] W3 ID HE Y
U},

user_last_name A}%};}Sﬂ ﬁ§%3L4t+.

user_last_seen_sec AFg el mhH e 2 o1glo] Ragl W B Alke] UNIX BFl 29 iy o,

user_last_updated_sec A}%x}g 7(3 37]. u].x]t_r}_qi O,j 13] O]E urx;q_ o /\] 7}4 UNIX E]— i\.‘%‘jz L]\j—_

user_name AHERFS) 27191 AR o] B U

user_phone AF Aol Ask W E Ay}

vian_id a8k 49, VLANID H s 9yt

white_list_name olutE slo]| E g ~E QL)

white_list_uuid 3ol EE AE Y a3 Al E R},

white_list_event X Q!

T}& F ol = white list event E| O] oA 3 4= 9]

ol
o\
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o
i
ol
)
2
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o
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296 white_list_event =2/

CHS0il CHoll Ol EIOI= =0l Jt= =t

ipaddr rna_host_ip_map.ipaddr

user_ipaddr_history.ipaddr

white_list_event & = 3 |
the e AR Ao Aol WA @2
Az A ol & ]q{_]_l;}xﬂ/d%\;}ol_/:%
© ot wen g,

SELECT policy_name, policy_time_sec, ipaddr, user_name, port, description,

= ) 2570 7HA ur

= SR R LT IO
=, o] Eel AE o] § B 4

white_list_name, priority, host_criticality, sensor_name
FROM white_list_event WHERE policy_time_sec <= UNIX_TIMESTAMP("2011-10-01 00:00:00")

ORDER BY policy_time_sec DESC LIMIT 0, 25;
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white_list_violation
white_list_violation
white_list_violation H| 0| B2 1A T SO EZAE QS FX 8 o] = YEHY AL T ~E
R AT A FAES ol Eel AEE ket B4 & FATY
AT AEE A RS FES L
e white_list_violation € =, | ] #] 9-
e white_list_violation Z=¢1, 5] o] %] 9
e white_list_violation A& 7 2], 7| ]X] 9-10
white_list_violation & =
Uh5 39 ¥ white_list_violation H| O] oAl A2~ 4= Q)= Hlo]HHo] 2~ HE7} A & o
$1% Tk,
Z97 white_list_violation 2%
2c 49
host_id SlolExAEZS §uke 3 AE 9] ID HE YU}
info sto]| ER| 2~ E 9Iuta} st Al s BE T A, AF B il ARGy
sto]lEYAES SNt TR EF o] 9 o] o e F ko] YIEYAR QIS AN A
AE zreF 2 e 2904 FAH Y
ip_address W 52004 AHE TdE Zedyth BE Al nuis HEEU
port MU 2 Sto]| EYAE 9Iubg EYA(S, AT N AR 2= Qe fjnte] 2 S A
$% ol M =S} A F EEQUT e G 8 9) HolEeAE gwe] 4§, o BT W
o= Hof gt
protocol_name oHES} HHE T2 EZYT
type SfolE el AE Slube] o, 3% gukel F TS Mo Ao LA A ek
Wy
o =% A A (os)
o M| X(gservice)
o FTo]AE o Z A o] H(client app)
e IR EZ(protocol)
violation_time_sec Quto] 27w Ix @ A]7Fe] UNIX EBF ) A~ s ol o),
white_list_name 2wl ﬂo]_‘g]z:_g‘on/}q_
wnite Tist_wid shoE 2~ 2ha A HAY T,

white_list_violation = Q!

o
T
o

white_list_violation H| O] & o= ZA & F=3) = ¢
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SELECT host_id, white_list_name, count (*)
FROM white_list_violation

GROUP BY white_list_name, host_id

ORDER BY white_list_name

DESC LIMIT O, 25;
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file_event, ¥ ©] #] 10-1 EUEH A YEYIANA Y Ao §xEPS |5.1.1+
) YA E el olwlE

U Heol &S AR 5 = &2t Ciscodll A= A A el Hlo] &0l th3t 23] 5 A dst~] &5

Utt.

® file_categories

file_rules
® file_types
® file_type_rule_map

® file_type_category_map

file_event
file_event Hl O] o= o] AlH oA A st 01 ol Ee] tigk FR7F 3g Yt XU H Y
AU EANA 3 ;ﬂ%Ol G2 wjnioh A 22 9l oM ETE AP YT
AA T WL g AN G FEFAA 2.
o file_event ==, 5 o] #] 10-1
e file_event %21, H o] #] 10-6

e file_event A= #A 7], #H o] #] 10-6

file event Z &
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H file_event
# 10-2 file_event Z&
zc FE
action el & /Mo o] 238 AU e 2 (e e
AF4
e 1 — Detect
e 2 — Block
e 3 — Malware Cloud Lookup
e 4 — Malware Block
e 5 — Malware Whitelist
e ¢ — Cloud Lookup Timeout
application_id T AES AHEEo] o Zel Al o] d el visg ¥ = ID HE YUt}
application_name (S % shitol & gaty ot
o Ao ALRH clEY Aol o] F
¢ pending =X unknown - | Z & Al o] A S A HEA] £ H ¢
o Ao f =T Al FRIT Yl A5 o] AF
archived shelo] o 7ho] mE Tk AL e T
cert_valid_end_date Q1 706] AL&E SSL 1% A o] #4371 7ho] R = dAol o) Unix 49l 2
R
cert_valid start date AA el A& SSL Q154 7F el d ol o & Unix B} =R 2t}
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client_application_name 6]] %1—3}% 751%’ %ﬂ-o] ANE oﬂv‘g—g} Al o] A o] o]%?:] |Bh=y
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H file_event
Z 10-2 file_event Z=(7=%)
zC sy
sandpoxed 4 24E 919 Fedol AZHAEA eI e d ke 0w 2%
U},
® Sent for Analysis
® Failed to Send
® File Size is Too Small
® File Size is Too Large
® Sent for Analysis
® Analysis Complete
® Failure (Network Issue)
® Failure (Rate Limit)
® Failure (File Too Large)
® Failure (File Read Error)
® TFailure (Internal Library Error)
® File Not Sent, Disposition Unavailable
® Failure (Cannot Run File)
® TFailure (Analysis Timeout)
® File Not Supported
score A A Ao AR A 0= oFo] Al $AS VIE O R o F-H 100
7HA YR 22 gk iy o

security_context

EEE
e

rr

Hol F sk Bt AY ~E (7R whahu)o oisk A Yt} o]
AP AE HE =9 ASA FirePOWER Ut vlo] ~of tf a4 7k | & A

)

sensor_address oM EE | &3 tlufo] 29 IP F4E o] A2 e ghdu ).

sensor_id OJHIE S A& 3k tfulo] 2~ IDY YT,

sensor_name OMIE HA=E AT I = tinfo] 29 HAE o] Ut o] B ==
oWl EZ} 32 ah= t)/do] AZA ¥ tjnfo] 27} obd B3 tufo] 2~ 2pA Y 7
- nui10] Huoh

sensor_uuid el E = vnpo] 298] a5k A A YU T B sensor_name®] nu11?l 7 -
oYYt}

signature_processed

o
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o

1 A2 5 =4 Hebdyo
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file_event W
# 10-2 file_event Z=(7=)
zc sy
src_continent_name P iiEg 1—41%. o]_g_c])ﬂ]qq_
- TR
na — &
as — OFA]o}
af — O} &7}
cw —
sa — 91
aw— FF
an — @5 H
src_country_id A i_/:E_g] 5|L7]_ _:]7‘5_%1141;]_
src_country_name P iiEg 511-7]_ o]_g_c])ﬂ]qq_
src_ip_address_vs M 52004 A SR BEAUT RE Felo] g wragyo
sre_ipaddr ol E Eg| Aot FAE A2 T AEIPv4 T IPV6 T4 o7 e
A gy,
src_port o‘ig i_/:g] EE%:&_%}Q
ssl_issuer_common_name SSL Ql%xﬂg %——ELZ], %‘ﬂ' o]%%}qrjr o]% OE]‘?_E,Q_E ?_%‘}‘1 HELT;LX]’Q 5
2E 9 o9l o] FolAu, thE Just £FE £ & A4
ssl_issuer_country SSL ?l%}\-] %%Z}ﬂ i-yl_ot}],]];]_
ssl_issuer_organization SSL ?_]%/H %%x}g} &X—], Clgqq..
ssl_issuer_organization_unit SSL ?l%}q HEI—]—;Lx],_q }_z} 1-?_}\1%11%]—4_
ssl_serial_number %a— CA7]' t:s___}—%]—z:sl. SSL cﬂ%}qg OE] =l ‘iﬂ; ot}],]];]__
551_subject_comnon_name SSL Q1 Z M 9] F4) Ak ol FYU T ol AR A Oz Q15 A 9] E1E
3 wul9l o Fol A u, thE A urt £ £ 5 U
ssl_subject_country SSL ¢l jﬂsq 5%7}?;1414'

ssl_subject_organization

ssl_subject_organization_unit

SSL <1 A9 24 Ak,
SSL ¢l Ao 22 By},

storage

>-{N—1N—1Nu

gelo] A AE U Fs e e e gy
® File Stored

® Unable to Store File

® File Size is Too Large

® File Size is Too Small

® Unable to Store File

® File Not Stored, Disposition Unavailable

threat_name &9 o] Ed Yt}

tinestanp 9 32 ety e shelo] Sl A5 UL ule] UNIX Bkl =9
ZAY

url e A2~9] URLY YT
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H file_event
#Z10-2 file_event Z' (7<)
zC sy
user_id 242 AHg A}, 5, o MIET} MASY] Ao BAX Gl phAHoR
“LRIRE AR AR Ul ID Wl Y T
username user_id54 %%?iéﬂ O]E%QJLJE}-
web_application_ia et 24, 9 ol Ee Aol el Ui D HEY T
web_application_name 3]]%1—6‘].% 75]‘?“, ) oHi—aEﬂ ﬂ] o])dg] o]%o]ﬂ] 14 q_
file_event = Q!
Th3 o= file_event Hl O] Eo A FaE = Q1= lo] A o] 9lFUTh
# 10-3 file_event £ 2/
CtS0ll CHoll Ol HIOI=E =2 Jts =t
application_id application_info.application_id

application_host_map.application_id
application_tag_map.application_id
rna_host_service_info.application_protocol_id
rna_host_client_app_payload.web_application_id
rna_host_client_app_payload.client_application_id
rna_host_client_app.client_application_id

rna_host_client_app.application_protocol_id

rna_host_service_payload.web_application_id

file_event 24 = R 2|
)

& A= sl ol &, A2 Ju, 3 o] F, A 2] A E 7} cueano] ofd &Fo] 23 v}
A HEES Hu) 10717bA] wkekgu o)

SELECT file_event.application_name, file_event.connection_sec, file_event.counter,

file_event.file_name
FROM file_event

WHERE file_event.disposition != ‘CLEAN’ limit 10;
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Z A1 AE SHE HOIE
2 tSez A= ZAEMEHA
application_ip_map application_host_map, ¥ ©] #| 6-5 5.1.1
rna_ip_host rna_host, ] ©] A 6-12 5.1.1
rna_ip_host_attribute rna_host_attribute, ¥ ©] A 6-13 5.1.1
rna_ip_host_client_app rna_host_client_app, 3| ©] ] 6-15 5.1.1
rna_ip_host_client_app_payload rna_host_client_app_payload, | ©] %] 6-17 5.1.1
rna_ip_host_os rna_host_os, 3 ©] A 6-26 5.1.1
rna_ip_host_os_vulns rna_host_os_vulns, 3] ©] A 6-28 5.1.1
rna_ip_host_sensor rna_host_sensor, 3 ©] A 6-31 5.1.1
rna_ip_host_service rna_host_service, 3] ©] A] 6-33 5.1.1
rna_ip_host_service_banner rna_host_service_banner, 3| ©] ] 6-35 5.1.1
rna_ip_host_service_info rna_host_service_info, 3] ©] A 6-36 5.1.1
rna_ip_host_service_payload rna_host_service_payload, ¥ ©] #| 6-39 5.1.1
rna_ip_host_service_subtype rna_host_service_subtype, | ©] X] 6-42 5.1.1
rna_ip_host_service_vulns rna_host_service_vulns, 3] ©] A 6-43 5.1.1
rna_ip_host_third_party_vuln rna_host_third_party_vuln, 3| ©] #] 6-45 5.1.1
rna_ip_host_third_party_vuln_bugtraq_id rna_host_third_party_vuln_bugtraq_id, ¥ ©] 5.1.1

2] 6-46
rna_ip_host_third party_vuln_cve_id rna_host_third_party_vuln_cve_id, 3 ©] ] 6-48 |5.1.1
rna_ip_host_third party_vuln_rna_id rna_host_third_party_vuln_rna_id, | ©] %] 6-50 |5.1.1
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