afran]n
CISCO.

& T Tetration 89 2%} Firepower &IE /04N EAER, ARZAS 1.0.1
RIENTI5 7

BREGHE: 201848 H 1 H

L& BE: 2018 £ 9 H 20 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



©2018 Cisco Systems, Inc. {41 i3 AU«



— =

* MR, 1
« WA, B2
s MRS, 2T

iz

8 B3 F T Tetration [ 2R} Firepower £ #H.0 (FMC) #MRUBEL, 24 FMC Al 1) I\ 52 S8 GL ) L%
IR P28 K L BT Y, Tetration Analytics (TA) SEHEACHE o] DLRE B R EBGE R FENL, XA TR E
HICE N Z TN TESR T2 FMC #il Tetration 2 [A] (1) 26 5«

FMC 5 Tetration TJJHIIJE 18 il & A

----- FF4 Tetration Analytics 12 &

] DC P4

Ll AE ]

-
-
———————"

P e s 7 R 2 ) 2 ATt ) A A

i&F T Tetration B9 2 %L Firepower B IR FUOAMEIRSL, ARZA 1.0 BIENIIER
I

b SR



| EXTT

S —HENPRIENN 2 2EG, FEAS W SR ML AR B i . Firepower w4 (WRELelERD i pg BR
Firepower B /H P fll (FTD) 2 7E £ BH 1 E X &

P2 RGBT AR B ANR FAE I 1 51 57738 FTD ¥ FMC # 25 .

I3 Bahios ik FMC BB g A6 ) APT SKiE 3K Tetration B 2552 & 44 (1) F 4L

IR 4 Tetration 23K B K IE RS2 K G () ML RSt AR, AT PR 3 i 52 Jk e (1) B A B2k

W& R

* 75 TA "PIUE AT SN, DLEFFHEHUEAT R T “Boes” M LN AR dn R ARG
B URR, UEAE TA P E E SGZSRNG, DUEZ R R R, A iR i
HRELAER, WE TAGUI &5 (H 4R .

* Tetration fXFJE7E Linux 5( Windows 5 EHAE RG T T 8 AE . AE 0 SEifREE, &A1k he
SEAE T 2 e ) ML E B E B KRN o TR ANELORY (R I 28 ML e e st B . A 245
B, &S0 AF Tetration Analytics [ CERAACHE 223546555 ) ©

EPS =
* Firepower & B0 AL B 48 I

* JF} Tetration Analytics

. &R T Tetration 892 %] Firepower &8 A /DAMNEAESE, KR 1.0.1 RN ITIERE


https://www.cisco.com/c/en/us/support/data-center-analytics/tetration-analytics/products-installation-guides-list.html
https://www.cisco.com/c/dam/en/us/td/docs/data-center-analytics/tetration-analytics/sw/install/cta_install_guide_for_software_sensor_agents.pdf
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://cisco.com/go/tetration

i

MIT=

s BT R, FHI3 W

)2

1og

BN 012 4id T Tetration [ JVR} Firepower B B HULAMNROBLER, 18 578 LA T AP 3R

PR AT RIZR 0 0 A T B R R
https://software.cisco.com/download/home/286259687/type

P2 FAME ke 3] FMC L
1. {EFMC GUI ', FHiRRE > #R14E > 1R,
2. (ERFIESGAE D, fgEss, A NETR.
3. PR 1 D NN SO

4. pihRE.

R WRARGE RV E, R BIFEE R 2 06,

FERI 22 i, EL 2 AN RO (K 41 36 2% S ivad ] T Tetration SR} Firepower 47 FH Lok BB «

Overview Analysis [CEIEERY Devices Objects | AMP Intelligence
Access Control *  Network Discovery  Application Detectors  Correlation Actions » Modules

Installed Remediation Modules
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Overview Analysis QLIS Devices Objects | AMP Intelligence  Deploy  System Help v

Access Control » MNetwork Discovery Application Detectors Correlation Actions » Instances

Llerts Remediations Groups

Caonfigured Instances

Instance Name Module Name Version

Mo instances configured

Add a New Instance

Select 3 module type | Tetration/FirePOWER. Remeadiation Maodule(v1.0.1) ¥ Add

3. WIAZLHAFR (FEMREIH,  rem-instance) o
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Overview Analysis JGUINEEE Devices Objects AMP Intelligence Deploy = System Help »
Access Control » Network Discovery Application Detectors Correlation Actions » Instances
Alerts Remediations Groups
@ Success x

Created new instance rem-instance

Edit Instance

Instance Name rem-instance
Module Tetration/FirePOWER. Remediation Module(v1.0.1)
Description
Tetration Analytics IP 172.26.4R.68
Scope(e.g. Default) SBG
AP KE':,-' T R P R R Y T R R PP L
Rerype to confirm R E R RN R RN R RN
LPT zecret FEEF R R R RN AR R R SRR R
Rerype to confirm T T L LTI LI T II I I,
Save || Cancel |

Configured Remediations

Remediation Name Remediation Type Description

Mo configured remediations available

Add a new remediation of type | Quarantine an IP on Tetration Analytics ¥ ||  Add |
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Overview Analysis QUGHGEEE Devices Objects AMP Intelligence Deploy  System Help »

Access Control » Network Discovery Application Detectors Correlation Actions » Instances

Blert= Remediations Groups

Edit Remediation

Remediation Name quaran-rem
remediation Type Quarantineg an IF on Tetration Analytics

ITo quarantine & host

Diescription

Create Cancel
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Overview Analysis JRGUNECE Devices Objects | AMP Intelligence  Deploy  System Help

Access Control » Metwork Discovery Application Detectors Correlation Actions » Instances

Alerts Remediations Groups

Edit Instance

Instance Name rem-instance
Module Tetration/FirePOWER Remediation Module(v1.0.1)
Description
Tetration Analytics IP 172.26.46.68
Scopel(e.g. Default) SBG
APT kE'," T R L R Y P R R N P R P T T P Y
Rerype to confirm B R R R R RN E RN R R
APT secret R RN R RN R R R R RN R AR RN
Rerype to confirm R R RN RN R R RN
| sawe || cancel |

Configured Remediations

Remediation Name Remediation Type Description

guaran-rem Quarantine an IF on Tetration Analytics To guarantine & host S [

Add a new remediation of type [ Unquarantine an IP on Tetration Analytics ¥ || Add |

P2 BBV R RSN (EoRElt, 4 rem-policy) :
1. AL REE > i E iz El > B .
2. NN (U, block-ssh-add-tag) o
3. XTRAE, LFERELE.
4. FEIREEIR A, A F PSR R SSH, R A sidifin.
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Overview Analysis JEGIITNIS=8 Devices Objects AMP Intelligence Deploy = System Help v testv

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

‘ ) cancel

rem-policy
for tetration testing

Prefilter Policy: Default Prefilter Policy 551 Policy: None Identity Policy: None

'5 Inheritance Settings | E| Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced

|_| Show Rule Conflicts @ @ Add category | @ AddRule | Search Rules 3¢

# Filter by Device

w Mandatory - rem-policy (1-2)

i external-zone 3, internal-zone |, i 2 i - - . E - E -
o J An Any Any Any Any Any & TCP (6):5000 Any Any o Allow NEsEo #£6

1 remove-tag

i internal-zone 3, external-zone © 7

cchonddot. o Sxtemnal-zone 3, internal-zone |, - o L . P . . ~ @ Ao [§
2 Diodiessan diea % intemnal-zone %, external-zone e ikl Ak oy . # SSH Any Ay H Block DB ra o

i external-zong .5 internal-zone o i e 9 —_— -
P Any Any Any  Any o Allow B 0o
& internal-zone % external-zone 0 -8 T8 i |

3 allow-any
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Overview Analysis JEUIISIIE Devices Objects = AMP  Intelligence Deploy System Help v

Access Control » Network Discovery Application Detectors Correlation Actions »

Alerts Remediations Groups

Policy Management Rule Management White List Traffic Profiles

Rule Information | @ Add Connection Tracker | | @ Add User Qualification | | &) Add Host Profile Qualification |
Rule Mame gquaran-rulel

Rule Description add tag

Rule Group Ungrouped ¥

Select the type of event for this rule

If & connection event occurs ¥ || gt either the beginning or the end of the connection ¥ | and it meets the following conditions:

| @ Add condition | | €) Add complex condition |

| Access Control Rule Name ¥ = ¥ | |block-ssh-add-tag
Rule Options | @ Add Inactive Period |
Snooze If this rule generates an event, snooze ford hours ¥
Inactive Periods There are no defined inactive periods. To add an inactive penod, click "Add Inactive Period”.

| Eave i Cancel |
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Access Control » Network Discovery Application Detectors Correlation Actions w

Alerts Remediations Groups

Policy Management Rule Management White List Traffic Profiles

Correlation Policy Information | Save || Cancel |

Policy Name correlation-policy

Policy Descripticn correlation policy for testing

Default Prionty Mone ¥

Policy Rules I_@ Add Rules |
Rule Responses Priority
guaran-rulel - . P B G
add tag This rule does not have any responses. Default ¥

6. i NS R R F s, ARJE RN, (AR R, O quaran-rem) JpECZT XN, KT EHR.

Overview Analysis QLI Devices Objects AMP Intelligence Deploy System Help v testw

Access Control » MNetwork Discovery Application Detectors Correlation Actions »

Alerts Remediations Groups

Policy Management Rule Management White List Traffic Profiles

Correlation Policy Information | Save || Cancel |
Pelicy Name correlation-policy
Policy Description correlation policy for testing
Default Pnonty Mone ¥
Policy Rules | @ Add Rules |
Rule Responses Priority
quaran-rulel ST S e B
add tag quaran-rem (Remediation) Default I @
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Overview EEUENUSEE Policies Devices Objects AMP Intelligence Deploy = System Help v
Context Explorer Connections » Intrusions v Files » Hosts » Users » | Vulnerabilities v  Correlation » Status Custom v Lookup
Remediation Status Il 2018-07-28 01:22:27 - 2018-07-28 02:41:28 D
Table View of Remediations Expanding

No Search Constraints (Edit Search)

Jump to... ¥ 4
« Time * Remediation Name * Policy ® Rule » Result Message * |
3 2018-07-28 02:26:0% guaran-rem correlation-policy guaran-rulel uccessful completion of remediation
Page| 1 |of1 Displaying row 1 of 1 rows
| Wiew | | Delete | \,
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User Annotations

1. orchestrator system/service_endpoint =
2. guarantine = yes

Cancal
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FEVE PR 2 1) ML S AR T2 B G 5, ] LM Tetration (G0 WIRE = 2IFFRSENIE
B =&, Wrnr:
o T, TSRS T2 SR R B I B LR 172.21.208.11 HAEBRGIATGE N, iGN CSV ek,
FHTR:

IP,VRF,quarantine
172.21.208.11,Default,no

s SBENA > B LR, AoRUM BRI CSV XX _FALF Tetration Ui, 152 Tetration
AR5 o EIAELR T B P ¥ e -

https://<your-Tetration-server-IP-address>/documentation/ui/inventory/user annotations.html
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Configured Remediations

QuUaran-rem Quarantine an IF on Tetrabion Analytics To guarantine a host =l ﬁ

un-guaran-rem Unquarantine an IP on Tetraticn Analytics  To un-quarantine & host -, Ei

Add a new remediation of type | Quarantine an IF on Tetration Analytics ¥ | Add

o GEZ “BUE: 287 ) KuimiEhiskes (ERflt, 4 remove-tag) WSNZ I H T
fil e “HOHKEE” ANRUR A —SkEg (FEMbR#Ih, 4 rem-policy) .

o GEZM “TE: %387 ) iU iGN (FEttsgld, 4 unquaran-rulel) [f]
KRN (AEp7R I, 4 remove-tag) -

c GFZM “WE: 487 ) % “BONKEE” N EHREIT, 4 un-quaran-rem) J3AC
BAZKHHN (FEHRH, 4 unquaran-rulel) .

Policy Rules @ Add Rules

gd%m"ﬂ quaran-rem {Remediation) ‘ ]
unquaran-rulel un-quaran-rem (Remediation) [Defautt | &

removing tag

« FEAZVERCIG ,  “HOHRRES " A Roes pefid A LU B R VR .
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