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Threat Defense Software(Firepower
Threat Defense 2~ 32 E 2] ©1) > version(H]
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Threat Defense Software(Firepower a4 AT
Threat Defense 2~ >Z E €] 1) > version(H]
)& e,
ASA 5512-X ~ASA | %% o] A & HEghsh® E1he 3 2] 1)
5555-X i3 ]

http://www.cisco.com/go/asa-firepower-sw

b ek

HE o]u]x]

A 521 model(5-2}) > Firepower
Threat Defense Software(Firepower
Threat Defense 2~ >X E €] 1) > version(H]
2)g g

F-E o|nx] 9] 1t¢ o] T2
ftd-boot-9.6.2.0.cdisk 2} 22 2] <]
U,

A28 A E o] ] 9]7] 4

A+ 521 model(5-2) > Firepower
Threat Defense Software(Firepower
Threat Defense 4 32 E ]| 1) > version(H

)2 A

Al 2Bl A Eglo] A ] 7 7] A] €]
919 o] &2 ftd-6.1.0-330.pkg S} 2
P2 P

Cisco ASA ™2 Firepower Threat Defense ©] 7| %] 4141%] 71o]= [}


http://www.cisco.com/go/asa-firepower-sw
http://www.cisco.com/go/asa-firepower-sw

B ooc=acige=s

Firepower Threat

Defense = 2! 2= 914 3 7] A
ISA 3000 ZFZ: http://www.cisco.com/go/ Fa T3k shZ Fh= 9] I}
isa3000-software dS AT = AFYT
X F T o] = A A
of thall A= o] TA]l A
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ASA 2L E ¢ o]

AHE- 591 model(32) > Adaptive Security
Appliance (ASA) Software(ASA(Adaptive
Security Appliance) 4> E 2] ©1) > version(H %)
= Ay

ASA A~ E9 o] 1Y o] & -8—
asa962-1fbff-k8.SPA 2} 7+ & 2] Lt}

ASDM A3 E ¢]jo]

A& 521 model(2-2) > Adaptive Security
Appliance (ASA) Device Manager(ASA(Adaptive
Security Appliance) Device Manager) >

version(t )& A & g o},

ASDM A E 9o 3 o] 52 35dm-762.bin
I} 22 A Y

REST API 22 2 E 9] o]
AHE 521 model(5-2!) > Adaptive Security
Appliance REST API Plugin(Adaptive Security

Appllance REST API =& Z1%1) > version(H )
= A8y

API *EE"H‘H :4_01 o].EL_CL
asa-restapi-132-1fbff-k8.SPA 2} 72 & 2] 4]
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version(t )& A & g o},

APIC 1.2(7) ©]74¢] 7% Policy Orchestration
with Fabric Insertion 5=+ Fabric Insertion Xd
3417]X] E Ayt guto] 2 s 7] %] A&
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AL-& 521 model(2-2) > Adaptive Security
Appliance (ASA) Software(ASA(Adaptive

Security Appliance) 4>~ E 2] ©1) > version(H %)
= A8y

ASDM 2 E 9] o]

DM 42 Z E 9f|o] 3} o] 52 asdm-762.bin

AHE 521 model(X-2) > Adaptive Security
Appliance (ASA) Device Manager(ASA(Adaptive
Security Appliance) Device Manager) >

version(H 7)< 21 &1+ T},

REST API A& E 9] o] APl &2 E 9o} 1 o] 52
asa-restapi-132-1fbff-k8.SPA 2} 72 3 2] 9l Y
Tl REST APIE A #| 5} & H API & A 2t
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A8 F9 model(5-2)) > Adaptive Security
Appliance REST API Plugin(Adaptive Security

Appliance REST API =2 71%1) > version("] 7)
= AEg
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Firepower Threat Defense 2 ©] 1| X| & 2|4 %] 3} $-of = ROMMON ©|H| X & gy ol =& 4= §l5Y
o,

REEMELR
A A 02 ¢ reol S b ste] ke e o] =8 5 gl ek, @Al M A 121 show module
9

A
H 8-S ¥ 8ta MAC F4 ¥ 9] Elo]E-2] Mod 19 B3k &2 ol A Fw ] 1S 861814 A ©.

ciscoasa# show module
[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A
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A1 Cisco.com®| A1 Al ROMMON ©] 1] %] & 7} 9} ASAl| H-ALS AW o] YT, o] Aol A= TFTP &
Aboll T s A ey T
e 91294 oA & b 2=,
https://software.cisco.com/download/type.html?mdfid=286283326 & flowid=77251

Tl 2 ASA Z 2 A] W Z ] ol ROMMON ©] B A & HAFg U o),
copy tftp://server_ip/asaS500-firmware-xxxx.SPA disk0:asa5500-firmware-xxxx.SPA

7] 3 ROMMON ©Ju] A & ¢ Z1#f o] =g .
upgrade rommon disk0:asa5500-firmware-xxxx.SPA

o) A

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHAZ2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£f55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
eefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£f55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

A 4 TEIZEV FAEH ASA THA] 2EE el )
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ASAE Firepower Threat Defense ©] 7] %] 2 A A %]

ASAE Firepower Threat Defense 22> E §] o] o] ] 2] 2 || A %] &} 21 1 ROMMON 225 3 Eof ol A~
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220 A TFTPE AF&-all oF &} TFTPR A g Yt} 19 v H-E o] u| x| o] Al HTTP == FTPE Al
&-3}9] Firepower Threat Defense A 228 22X E 9o A %] 9| 7|2 & th 2 =3 = 95 YT TFTP th
TR A Zre] o) A™ 4= AUt 3 A S A8 §l el ASASHTFTP A H el 12 o]
A 1] 1 gt
AlZFs7] A el
ASAE o P A 2 A A k= TR A A2E FA Fstel ¥ oS3 o] A L.
1. backup 8% & AHEto] A Al 2=q W] S gt

AP e W82 71EF Wl Q) 7] =S AT go]d kol =& RS Al S
2. show activation-key ™ 7 & AF-&-35to] gtol d 25 AA AT 5= =5 AA| HE o)A 7] & FHA

gl A%

Z2] AE H o] 29 A= ASAN A NA| 2 7153 TFTP 4] H ol Firepower Threat Defense F-E ©] 1] 4]
(AEZES o th2E, 2 do]A] Fx)E thEZ =3y

ASA 5506-X, 5508-X, 5516-X, ISA 30002] 74 -%- ¥2] 1/1 LE & A}8-314 o|n| x| & v} 2 =3l of &
Utk o2 2o A9, BE JIHIA o] 2 AFE S 5 5 U

] Sl H o] 2~0f Q= ASAC A A2 715 3F HTTP 5=+ FTP A1 ¥ ] Firepower Threat Defense A]
SF AT E O] AR A7 A(2ZES ] T RE, 2 Ho]A] FFR)E G EEF T

& LE A ASAE A 2E=FHU T

reload

o) A

ciscoasa# reload

2.8 Zo ROMMON ¥ % 2 E o} e A g w41 %] 7} e e Ese 7] 2 F 51T,

B E A48 A U

o) A

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

o] A] Ao A Esc 7] & FE )
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U wIAAZE GEaL W5 e v B RS 4R 5 ASAE A 2= oF Fy

Launching BootLoader...
Boot configuration file contains 2 entries.

[..

-]

W5 =92 A€ 47453 TS ROMMON W el € AF&-3to] & oful A& 2=ghio,

a) interface- (ASA 5512-X, 5515-X, 5525-X, 5545-X % 5555-X A &) ¥ ¢lgjH o]~ ID. 7|e} =
< 3wl 11 QIg H o] 25 ARE Y Th

b) address- 2] AEFH O]~ IP T4

c) server- TFTP AW IP =4

d) gateway- A H] 7} 22 Y E S ol QoW o] I[P F4E TFTP A B IP T4} 5daA A4 FdY
t}.

e) file- TFTP ¥ H = 4 o] &

f) set- (1 A UIEA A A4S AT TR =3 Aol i3 Ad4S 9<1817] 9138 ping '3
B[ AHEE T dFY T

g) sync- (A8 A U E T 85 A4

h) tftpdnld- F-E °]n] x| & 2 =3t}

o) A

ASA 5555-X9] 4:

rommon #0> interface gigabitethernet0/0
rommon #1> address 10.86.118.4

rommon #2> server 10.86.118.21

rommon #3> gateway 10.86.118.21

rommon #4> file ftd-boot-latest.cdisk
rommon #5> set

ROMMON Variable Settings:

ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk
CONFIG=

LINKTIMEOUT=20

PKTTIMEOUT=4

RETRY=20

rommon #6> sync

Updating NVRAM Parameters...

rommon #7> tftpdnld

ASA 5506-X2] <:

rommon #0> address 10.86.118.4
rommon #1> server 10.86.118.21
rommon #2> gateway 10.86.118.21
rommon #3> file ftd-boot-latest.lfbff
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rommon #4> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=ftd-boot-latest.lfbff
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon #5> sync

Updating NVRAM Parameters...

rommon #6> tftpdnld

Firepower Threat Defense -E ©| W] %] 7} th- = =551 FL E CLIZ F-8 5 Yt}

setup® 91253 ghe] QeI o] 2ol A A2 AL EG O] A/ AE e R R A5 9
HTTP 5= FTP 4B she] o] 142 H4SIE% U= 2 84S P a2 59 et
U,

« 3 2E o] & ftdl

« IPv4 -2 10.86.118.4

. Ylu} 22T 255,255.252.0

* Ale] £410]: 10.86.116.1

* DNS A H: 10.86.116.5

* Ntp A H: ntp.example.com

Firepower Threat Defense A] 2~ 8l 42~ X E g]o] A 2] o 7] X & v} 2 =g U}, o} 8- WA= HTTP A %]
= HojFUh

system install [noconfirm] ur/

o A

> system install noconfirm http://10.86.118.21/ftd-6.0.1-949.pkg

27} ghe e 3 T eho] 2 Al BT gAlo] A H Y Yes(el)E A el

H
Aol =30 ol 285 A Y L - e lF U A

Defense CLI® A Yt}

A] Ab-& A= Firepower Threat
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. Firepower Threat Defense = ASA ©| 1] %] & 7] ]

7] 9 Firepower Device Manager %= = Firepower Management CenterS A}-8-3}of tlnlo] ~E #e] g 4= 9l
Yl AFE 591 2 3} Manager-& W2 A 2} 7}0] = (http://www.cisco.com/go/ftd-asa-quick) & FFZ 3}

of A& AL&FUnt.

Firepower Threat Defense = ASA ©] 7] 2| 2 | 4 %]

Firepower Threat Defense S ASA A~ E 9] o|u] 2] & 2|4 2] 3}2] ' ROMMON X {5 3 E of ol Af|
& oF $H1tF. ROMMON®] A T] 25 A8 T ASA o| 1| A & T2 =38}7] ¢ &) ¥e] SlE # o]~

o| Al TFTPZS A} gyt o] w) TFTPYF A/ Y H Ut ASAE THA] 2= & 7|2 A48 743 o
FirePOWER &5 AX E o] & 223 4= 9l H Ut

« 7 £25 WA 5 7] el ASASF TFTP A1 8] 7hol] 2 o] oA ] o1 #] kel sk},

Firepower Management Center®l] 4] Firepower Threat Defense U] H}-0] 22 & #2] 3}+= 7 9-°ll = Management
Centerol| A t]n}o] A= 214 gy o},

Firepower Device ManagerS A}-8-3}¢] Firepower Threat Defense S ¥2] 3}= 7 -$-, Smart Software
Licensing ] ¥ (Firepower Device Manager 5=+ Smart Software Licensing A1 #)ol| 4] t]jvjo] 2~ 555
2 23l oF gk,

#Ha] Qe # o] 2~of Q)= Firepower Threat Defense T] H} 0] 20| A 4 A 2~ 7158 TFTP A 1 o] ASA ©]
WA Edo] the 2, 2 o)A B2)E the =g,

ASA 5506-X, 5508-X, 5516-X, ISA 3000°] 7-- ¥2] 1/1 LEZ AF&3}] o|njA| & the2 e of &
Uk ohE e 49 2E Qe ol 2 E AT 4 gt

% ¥ E || A Firepower Threat Defense U] H}- o] 2~ & A H- & gt}

o A

iy

> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

2

FHateEd yesE U T

9 <ol ROMMON 3532 E o} A g e}s= v A 4] 7} el Ese 718 54 -
BUEE AAS] Ao E Y

o A

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011

. Cisco ASA = Firepower Threat Defense ©] 7] %] 7| %] 7}o] =


http://www.cisco.com/go/ftd-asa-quick

Firepower Threat Defense = ASA o] 1| %] 2 7| A %] .

Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

o] Aol A Ese 715 F5 YT

b #I A A 7F e S U o) 7 u vk Seolw, RS 948§ th-ol] Firepower Threat
Defense Ul H}o] =5 ThA] A} 78 3l oF ST}

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]

Firepower Threat Defense U] HFo] 20| Al B.& t] 2~ F 5 X F Utk U5 Al & diskoo] 2kar T},
9] 5 USB =ato] B 7} 9l -, disk1 LI th,

o) A

Example:
rommon #0> erase diskO:

About to erase the selected device, this will erase
all files including configuration, and images.

Continue with erase? y/n [n]: y

Erasing DiskO:

o B ASATE ol 2] 7HA @& Fshs R As adeld g BrEshel w A ws
__1(3_

A ¢ &5 Firepower Threat Defense 3+ S X
U E A HA& A48k tha ROMMON W& & AH8-5ko] ASA o|m| A& Z=jh ),
interface interface_id

address management ip_address

server tfip_ip address

gateway gateway ip _address

filepathl/filename

set

sync

tftpdnld

ASA o] WA 7} ok 2 =5 a1 CLIo| F-5 gyt

0 AuE FxeAe.
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* interface- (ASA 5512-X, 5515-X, 5525-X, 5545-X R
Yok 71e 2EL g v 11 I E o] =2

* gateway- 7| ©| E ¢ o]
Pyt

eset- EHY I HAH S A EYLL &
T AFYL

 sync- U ES A A S A4

s titpdnld- F-E o] U] x| & 2 =3t}

o A
ASA 5555-X9] 4

rommon #2> interface gigabitethernet0/0
rommon #3> address 10.86.118.4
rommon #4> server 10.86.118.21
rommon #5> gateway 10.86.118.21
rommon #6> file asalatest-smp-k8.bin
rommon #7> set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asalatest-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon #8> sync
Updating NVRAM Parameters...

rommon #9> tftpdnld

ASA 5506-X2] <:

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asalatest-1fbff-k8.SPA
rommon #6> set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=asalatest-1fbff-k8.SPA
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

Jl Cisco ASA = Firepower Threat Defense ©| 7] <] 7} 41 %] 7}o] =

15555-X A-8&) ] AAHH o]~ IDE A 47
£ AHE Y

FR7EAH TP FA0k 2 Y EL A Lo F FAa8 sdstA 24

A% 8218)7] 98] ping 49 & 4183



Firepower Threat Defense = ASA ©] 7] A 2 A A1 %] .

rommon #7> sync

Updating NVRAM Parameters...

rommon #8> tftpdnld

HEY]I 28S 748t =35 FH

ASA7F A go 2 e E u = 3 ado] o] glsUth ASDM AH =5 93] ] JAHF o]~ &
TASHE HPE R 22 EZ g2 A A Avage] S Bo] WS 494Utk BE
A Ay gel o] gl A5, A= Ay o) deelHhe & A=Y

A A9 1 o] Aol §li 49, ASA FirePOWER B E-S AF4-3 7
OW S Boly¥= Zo] £45 1tk ASA FirePOWER 252 72 91E] 5| o]

E

SN

T =
S
Solgtd AAE = AT 19
°f

R EEEE D
151 21Ef 0] QL ASoF ST, R A BRI P fhelol AT U =)

=] (FirePOWER ¥2] A &), Y5 QlE] o] ~(ASA @] 2 U F- Egjg &) 2 U3 Y U EY A

o &

a)

b)

d)

e)

] pc2 8tk U E 9 T F-E o)) ) 3 2FA| 3F ] &L w2 A] 2} Tfo] 22 2 F A A $
* http://www.cisco.com/go/asa5S506x-quick
* http://www.cisco.com/go/asaS508x-quick

* http://www.cisco.com/go/asa5500x-quick

ASA £ ZEZE|A ghe] QB o] 2ol U] @ /b A Teo] M e YA B ZE

E7F 2AE YR

Pre-configure Firewall now through interactive prompts [yes]?
ﬁﬁ]li‘ﬂﬂ g B EAY TLFUES A +5& A8 A= A 1ol & AAsY
ot = -5, ASDMol| A2 T = 9l om yesE Y H sl ZEZE u}

& T EZITE A AF Q)= EXEC o A AT}

Password:

EnterE FE5Ut} 7|22 o 2 v|dH T+ H]o] 95U},
A Ay e o)A R AA AT )

configure terminal

HEEERES SRS SR

=

rlo
o,
o

, ZEILZEA A g o] dE HAlste] £

ol
fy
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oF

s

A9

g)

A7 v ado)del flot whE Az 7ol Soll dr v 2 bk Ay o] S ALE-st
AT, TELENA v Ao ag ol S HALst] IP 4 B QIEFA 0]~ IDE EuA W
SHA Q. ZEIZES ARG AR o] ¥ Z1ef o] & thAl AFE-8ke = 77, clear configure

i=] fam—y
all '8 ¢S AHE-sto] Ay g o] d & A A5y

ot

gt

interface gigabitethernetn/n
nameif outside
ip address dhcp setroute
no shutdown
interface gigabitethernetn/n
nameif inside
ip address ip address netmask
security-level 100
no shutdown
interface managementn/n
no shutdown
object network obj_any
subnet 0 0
nat (any,outside) dynamic interface
http server enable
http inside network netmask inside
dhcpd address inside ip address start-inside ip address end inside
dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

ASA 5506W-X2] 7 -%-, wifi Q1E] 5| o] 20| tf &) th&-& F7Hg o

same-security-traffic permit inter-interface

interface GigabitEthernet 1/9

security-level 100

nameif wifi

ip address ip address netmask

no shutdown

http wifi network netmask wifi

dhcpd address wifi ip address start-wifi ip address end wifi
dhcpd enable wifi

v 222 A R g,
format diskO0:
format diskl1:

B LA Z diskoo] gt Tt} 95 USB =&fo] B 7t 9= A9 disk1 YU T U] 232 ThA]
EEA] &= 49, ASA oA & EALStH AL A =E ) thS Q. F7F EAIE YT

$Error copying ftp://10.86.89.125/asa971-smp-k8.bin (Not enough space on device)

A A el o) A& A o

write memory

ASA % ASDM oA & A X gt}
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ROMMON E =0 X ASAE HF-H 3= thA] 25 53] A| =8 o] n] |7} HEE 2] gyt S84
v 5] o o] UW Al A ohe 2 Esof '6“43} B3k Z A vl ] o] ASDM S the-Z = a8 oF §F

Yt}

a) ASA % ASDM ©| W] A|(AZE o] T} 2= 2 Flo]A] FZ)E ASAcA] Aﬂ* 7} gk A o

CHeZEgUth ASAE o2 A B F8& A d gt 241 W82 copy
(http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A- H/cmdreﬂ/c4.html#pgﬂd—2171368)
o AZFAAAQ

b) ASA A uﬂ;a of ASA o1 A& HAIY T} ths T = FTP HAE HolF Ut
copy ftp://user:password@server_iplasa_filedisk0:asa_file
of A

ciscoasa# copy ftp://admin:test@10.86.118.21/asa%96l-smp-k8.bin disk0:asa96l-smp-k8.bin

) ASA Z@A MRl ASDM O WA & HAFFU T T @7 FTP A4S Ryt
copy ftp://user:password@server _iplasdm_filedisk0:asdm_file
of| A:

ciscoasa# copy ftp://admin:test@10.86.118.21/asdm-761.bin disk0:asdm-761.bin

d) ASAE THA] E=gH T

reload

disk02] ©] U] %] & A}-&-3}o] ASAE thA] 2=t}

(#1€] A}3}) ASA FirePOWER 5 AL E 9]0 & A A gt}
o] dte| whel ASA FirePOWER - E o] u] A & A X]8}3L SSDE & 8ot A| =] ~AXZEgJo] & A
A s ok gt
a) F-E o|n XS ASAC] HALGFUTH Al 28] AT E o] & WA ahA] vp4 A Q. 1ol SSDR th
Zrgych o 9= FTP BALE B9 FYh
copy ftp://user:password@server_iplfirepower _boot filediskO0:firepower boot file
of A

ciscoasa# copy ftp://admin:test@10.86.118.21/asasfr-5500x-boot-6.0.1.1img
disk0:/asasfr-5500x-boot-6.0.1.img

b) Cisco.com®] ASA FirePOWER Services A| ~8l A3 E gjo] A 2] 9| 7] A S ] Q1 E] | o] 2~of A
NA| 28 4= Q1= HTTP, HTTPS X FTP Al W o] th& Z =3t} ASA 9] disk0°] th8- =2 =3}4]
A Al L.

¢) ASA disk0ol 4] ASA FirePOWER .5 §-E oln| %] 9] %= A4 gt}
sw-module module sfr recover configure image disk0:file path

o Al
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d)

a)

ciscoasa# sw-module module sfr recover configure image disk0O:asasfr-5500x-boot-6.0.1.img

ASA FirePOWER F-E o] %] & 2 =gt}
sw-module module sfr recover boot

o Al

ciscoasa# sw-module module sfr recover boot

Module sfr will be recovered. This may erase all configuration and all data
on that device and attempt to download/install a new image for it. This may take
several minutes.

Recover module sfr? [confirm] y
Recover issued for module sfr.

ASA FirePOWER 2 50| g3 w714 @ B A% 7)tha) & & 4] 28 =2 ASA FirePOWER -
E olu| A9 tgt & AAS JdYT B T FELER o] FolHH AMAS A 5 Enter 71 &
ol e 4 QS UL 7] E A2} o] B2 admin©] 1 7] E H] Y H S = Admin123% Y T}

o Al

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

asasfr login: admin
Password: Adminl23

2 RESF R A &S A session FH ol A ttyS1S ) AR T 5 gk v A4

7F AU 7105 57} Al Al =S Al S

A2 AT E o] A A4 E AN 5 QRS A2 T T

=
setup
ool g ZEZEVF AU B F4, Aol Edglo] 2 DNS FH= Ay 1ol S §
@ 84 AU

P E2E ol F - 3 glo] 954 Aol 65442 AL I h Fo] & 8 §H o,

c VESF F4 - 1A IPv4 1= IPv6 T4 5 AH8-31 71}, DHCP(IPv4-§) B3= [Py
4 A5 A9 1ol e AR 4 Az

(o)}

e v A
* DNS G H - 3}1} o] /4] DNS A & A A sl oF vt vl o] & 2 A e Hg e
T AFYT
V=] .
* NTP A H -NTPE &4 3}5}a1, A| 28l AIZF A A S Q)& NTP AW E 1A 4= 55Ut
o A

asasfr-boot> setup
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Welcome to Cisco FirePOWER Services Setup
[hit Ctrl-C to abort]
Default values are inside []

a) TS gEsto] A28 AT EY 0] A 7| A S A A
system install [noconfirm] ur/
3ol v Al Aol S 531A] ¢ o ¥ noconfirm %*d% 3}k oF HTTP, HTTPS B+ FTP URLS
ARSI T AFE AL ol M| A T 7F H 9 % A 9- Sk wAI A 7 FAE U gpd o] &
A5 v ES] A deol npe} th2 =8k ) AI7JO] e AE & Ad5Yh
AR 7F kg Al ~go] Al R YT o ZE] Aol 4 8.4 A X 2 ASA FirePOWER
Services A 2tell E 2 3k Al 7F2 vl §- thE U th H A S F-2 107 o] 2] Alto] A X gk A}
o] vr2 Z &2 60~80 ool &89 = 5T show module sfr = 3 of] BL& X2 A2
7} Up L2 FA 5 o] oF g}
o) A

jin Pq

asasfr-boot> system install
http://admin:pa$$wd@upgrades.example.com/packages/asasfr-sys-6.0.1-58.pkg
Verifying
Downloading
Extracting
Package Detail
Description: Cisco ASA-FirePOWER 6.0.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: ¥y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system. [type
Enter]
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2016):

The system is going down for reboot NOW!
Console session with module sfr terminated.

a) A Y 2E DA oF sF= 49, #E] AHASDM HE+= Firepower Management Center)ll 4] U5

NE | o] A 7] 5 A 35HA] &2 7] ASA R Strong Encryption 2F0] A1 2~ 2 7] E} gfo] M A5 W%
o}, 2} A gk U] 8- http://www.cisco.com/go/license S 3314 A] 2. Manage(3}2]) > Licenses(2}©] X1
) A A ol d2E A tE 2= = dF U

ASDM(H 71 €} th2 7]°5)& AH&-3tel ¥ 7= gk 95 8} (3DES/AES) gho]d 25 A A 3l of gt} o
71l Firepower Threat Defense T] H} o] 2 & ] n x| 2 A 2] 35}7] Hof| o] ASAL] gfo] A HE]H]| o]
A 71E Aek A5, A V‘:‘ 7] = ZH”X]%L—F AFHrh Aol d 715 A 7FshA] e dA vk
o] ASAe] i3l 3]'01*% E A of gfo] s A thE 2= JlHF Ut A =2 ASA
o] -5, A 2 ASA o] I =& o 7‘4 OH‘* P
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A2 A ASAS FFol A AE E YT
a) T HEs dHskel ASAY) Al WESE A g,
show version | grep Serial
o] Algld M= sh=do] ool ol A Al d W Z ok thE Yt A4 Al
7152 A Lol AR H AW gfo] i o] e A = AHE- A E T
b) http://www.cisco.com/go/license & £} 1 g+ £~ Get Other Licenses(tH= 2}o] 2~ 714 2 7))
gy},

9 102 ol 7hA 2.7

Tools & Resources
Product License Registration L e
iew in French Contact Us ¥ Feedback Help

ﬂ Did You Know? E Systemn Messages E Supported Browsars

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas

i

My Frofie  Rel

Get Other Licenses v

Manage

PAKsITokens Licenses Devices Transactions History

¢) IPS, Crypto, Other(IPS, ¢ % 3}, 7| EhE A &3t}
L% 2:1PS, 2t 5 3}, 7] EF

Get Other Licenses v

Demo and Evaluation..

TelePresence Software Release Key..
TelePresence License i Resend...

PS. Crypta, Other.

=hare LICEnse Frocess

Main to Backup
Register ROSA HA as Pair..

Migration...

d) Search by Keyword(7] ¥ = 7 41) € =0 A asaE ¢} 2 5} 2L Cisco ASA 3DES/AES License(Cisco

= 1
ASA 3DES/AES o] A 2~)E Aelshcy,
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1% 3: Cisco ASA 3DES/AES 0] 2~

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Oplions | Jeview and Submit

Search by Keyword
Make a salaction from this list of products

Product Family Product
Netwark Mgmt Products - e
Security Products iCisco ASA ADESIAES Li
\Wireless

| Cisco ASA 5500 series AIP-S8M
e) Smart Account(="}E o] 7} E), Virtual Account(7}’g ] 7}+--E)E A B15} 31 ASA Serial
Number(*] 2] € M 5)E ] 23 3of Next(TF2)=S 2 gt
18 42 O R, AV Ol 9 A 2]

Request Crypto, IPS and Other Licenses

I Select Product | 2. Specify Target and Options

Smart Accoun

Selectone v

Selectone... v equired with Smart Account

Cisco ASA JDES/AES License

« Seriol Number [ FCH1T1406HP | @

) olvd dF T2 % AL AHEA ol Fol Aoz A YT o A FTEolvd FAE Y
FU T T Agree(s 2 U t) Q&S A 881l Submit(A )= 29 Tt

a9 EAE

Request Crypto, IPS and Other Licenses

1. Select Product | 2 Specify Target and Options | 3. Review and Submit

Recipient and Owner Information

Enter multple email addresses separated by commas Your License Key will be emailed within the hour to the specified email addresses.

= Send To: Add...

« End User » | Edit

License Request

SerialNumber

FCH1T14J6HP
Smar Account SKU Nama oy
® Cisca Internal ASAS500-ENCR-KS
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%A 13

g) 1A AEHo] A 7] 7} x5 oW o] A YT 314 Tt Manage(ZH2]) > Licenses(2}©] 41
2) GG 71 & SA 2= F S HTH

h) 7] gko] X 2ol A Security Plus 2Fo] A 2 2 ¢} 18| o] =3} 7 1} AnyConnect 2Fo] 4 22 1) 5}
= 7d-%- http://www.cisco.com/go/cew S A Al Q. gFol A~ E sl
http:/www.cisco.com/go/license®l| A §1 & 5= 0= PAK(A 3 15 71)7F 23 oW D& WA
Ytk AnyConnect 2}o]d =] 7 -9-, AF-&A} Al o] & D3 &85 AF&ah of 2] ASA0l A&
T e THE =0 PAKE WUt A3t o] 7] = F 7 2hol A 2~ (3DES/AES E 3ol &
ANHA &5 BE 75 s EFFUTE 7|3 ol dl o] A5, 2t ghol Al 2ol = M = 9] HE
Hlo] A 717} A5 Ut

HEJH| o] A 71 & A&t
activation-key key

o All:

ciscoasa (config)# activation-key 7claffd4f e4d7db95 dS5el9lad d5b43c08 0d29c996
Validating activation key. This may take a few minutes...

Failed to retrieve permanent activation key.

Both Running and Flash permanent activation key was updated with the requested key.

o] ASAON Al o} 2] NEJH| o] M 7] & A %] 5} A] &k S 2L 2 “Failed to retrieve permanent activation key.(%
T Qe o] 715 A A k= H A AU ) wAA 7 EAH U o] HIA A= A S =
o,

shubel o 7|9 A X slar, o8] )] 7)7HE 7185 A XS 4 AU A G 7S 4EHsHH o] A
of 23k 7] 5 Yolg Ut} 3DES/AES gfo]| A xS A ]t o 7} go]l s Fie F9- 55
g AEjH o] A 7] 3DES/AES gho] A 2 9o R E glo| A E 352 & 3DES/AES A& 7|2 ¢

ol& T AUFU

ASA FirePOWER Z5- ASAC A Al &5 &= H 9] glo] 4 flAYSE A I UL glo] s

w] 2] AX]FA] A T ol whet o] Ak Tt

w22 YEE QHEol PAKE 23 o FH T

* Control and Protection(#]©] 2 X 5. A o] = “AVC(Application Visibility and Control)” H+= “ 1"
olg}il ke fruth H$ = “IPS" 2t Ut o] gfo]d 2of gt e o] 7] 9 of o] 2] &t
7155l gk AsshE Qo] EE A8l AR W3 AR AT Yol e g

Control(#] ©1)(AVC) ¢ H] o] E+= Cisco A Al oFol] L35t}

Protection( 2. %)(IPS) & ©| o] E 2] % http://www.cisco.com/go/ccwol] 4] IPS A B AT HA S
mjaf o huTth o] MBI HAME L g+, X, FH A, A A 91A o] ol 3 A4S £
Sy A AbE Ae A B 223342 ASA FirePOWER 55 -8 PAK/ZFo] A2 N E] o] A

718 AASAY 278 om JElol B ALE W& AlFF

ASA FirePOWER ServicesS X3 31= ASA 5500-X & ol alA] 982 49, ot go]ld 25 v =
=st7] Y8l daElel = HES e = A5 Y Al g W82 Cisco ASA with FirePOWER
Services Tt 7Fo]| =& FrASH Al 2.
Tl 4 Q3= 716} ol e vhet R,

* AMP(Advanced Malware Protection)
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Firepower 2100 Series ©| 7| %] 7 1 %] .

« URL ¥H

o] 2}o] 4l 5= ASA FirePOWER R5-§ PAK/Z}o] A 2 efEjH| o] d 715 B Ut 2 A X =
Cisco ASA with FirePOWER Services -1 7}0] =& 3F2 314 A] 2. Cisco Firepower System 7|5 2}9]
Aot s A

Ao} % 135 eho] 2 8 A)EL A ol hol M A S W, AL F) LM ASA WHE A%
Thol =g FHEA A L.

Firepower 2100 Series ©| 7] 2] ] %]
Firepower 2100 Seriesi= Firepower Threat Defense 5= ASA A~ E 9o] & A 43 o}
c AXES o] TR = 23 7 o] 4]
+ ASAE Firepower Threat Defense ©] 1| %] 2 A A ], 24 #| o] #]

* Firepower Threat Defense S ASA ©] 1| x| 2 |4 %], 29 7| o] %]

ATEJOGERE

Firepower Threat Defense 2~ E 9]0] o= ASA A X E Qo] & thE 2 =gt} o] E4 9] At %=
7] thE R 25 918 TFTP A W ol 23X Egjlo] & F of v th& o] n| A 5= 7] e} A ¥ 3 (ol : HTTP
E=FTP)AA b2 =8 5= )5t &g A EQ o] s 7|4 2 MW {389 A5, A5 3

ZBAA L

%

ml
o

Cisco.com %181 2 Cisco A H] 2~ Al 2ko] T sk},

3 3: Firepower Threat Defense 4~ - E €] ©]

Firepower Threat
Defense = 2! 2= 914 3 7] A

Firepower 2100 Series | z+% ¥ o] A]:
https://www.cisco.com/go/ftd-software

Firepower Threat Defense 3| 7] %] 714 9] 3 o] F&
cisco-ftd-fp2k.6.2.2.SPA 2} 2+
P

%

rlo

A 521 model(5-2) > Firepower
Threat Defense Software(Firepower
Threat Defense 2~ >~ E ¢J| ) >

version(H %)& A g3t T,
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. ASA= Firepower Threat Defense ©] 7] <] 2 741 %]

¥ 4 ASA T E o

ASA = ¢ &2 E 93 ) 7] A

Firepower 2100 Series | -3 9] o] #]:
https://www.cisco.com/go/asa-firepower-sw

ASA 7] A W71 % o] 9} o] 2L

7o & A
A& Sl model(5. %) > Adaptive Zl]si(]’ ;Saoﬁpﬁ; i]zoﬂSPAg]r
Security Appliance (ASA) o — A.SA’ ASDM,
Software(ASA(Adaptive Security FXOS % Firepower Chassis Manager”7}

Appliance) 2~ 3Z E 9] 0]) > version(H %) 23E o] dFY T
< ARy

ASDM 2=~ E ¢o](g 18 o] =) ASDM A~ ZE 9o 5 o] 52
asdm-782.bin¥} 72 & 21t}

&1 7] ASDM 5= ASA CLIE AH-4-319
# 41 ¥ o] ASDM o= ¢ L] o] =8}
1A A8 52 model(X-2) > Adaptive
Security Appliance(ASA) Device
Manager(ASA(Adaptive Security
Appliance) Device Manager) >

version(M A )& A&l gk},

ASA=: Firepower Threat Defense ©| 1] %] 2 2] A %]

Firepower 21002] ASAE- Firepower Threat Defense 2~ E 9o o] u] x| 2 2] X] &} 24 'H ROMMON >~
23 Eo ol &) 25 oF E1] T ROMMONOI Al T] 2232 %] & TS Ha] 1/1 1E] 5| o] 2=l A] TFTPE
A}-8-3}9] Firepower Threat Defense ¥ 7] #] ol 4] FXOSS 2 =3t} o] w] TETPY A Yt} FXOS
E AL FYHI S MEY T AAHE A 5taL, A &Sk AW o A Firepower Threat Defense 3 7] ] &
|2 o Oﬂ FXOSE A 5-g 6]—]/]]:}_

Smart Software Licensing 4] H(ASA CLI/ASDM %:+= Smart Software Licensing ] H)ol| 4] ASA 55 &
HArFYoh

] 1/1 QIE o] 26 9= ASAC A A A2~ 75§ TFTP A1 ¥ o] Firepower Threat Defense ©] 7| 4]
(REZEgo] th2 =, 23 7oA Fx)E th R =7yt

4 LE A FXO0S© admin & 2 2 71218}0] A| ~8lS thA] EHigh ),

connect local-mgmt

format everything

firepower-2110# connect local-mgmt

firepower-2110 (local-mgmt) # format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes
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yesE 1231 Firepower 2100°] | 5F-¥ Ut}

-8 Zo]l ROMMON 23532 E ¢} A A aleh= w| A A 7} YR Ese 715 F5 YT U E S AHA]
3] Aoy Th

o A

R IR IR I Ik bk kb bk b b b b b b b b b b 2 b b b bk b b b b b b b b b b b b b b b b b b bk b b b b b b kb b b b b b b b b b b b b b b bk b b b i

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder

R IR IR Ik Ik kb b b b b b b b b b b b b 2 b b b bk b b b b b b b b b b b b b b b b b b bk b b b b b b kb b b b b b b b b b b b b b b b b b b b i

Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

o] Nl A Ese 7] 5 FEUL F TE T Eo| A Esc 7| 5 F 24| 201 Firepower 21001 &= o] 1]
Z] 7} §1 2.1 ROMMONTH AL 7Hs 8t 272 2] H-6] S 33] Al =3 o),

#1714 U EH T A S A4t th- ROMMON W & 2 A}-8-5}9] Firepower Threat Defense
7121 ¢] 4 F-E2 FXOSE Z=7Y T
address management ip_address
netmask subnet mask
server tfip_ip address
gateway gateway ip address
filepath/filename
set
sync
tftp -b
FXOS o] 1A 7} th& 2 = %] 31 CLIO| §-% gyt
U AEE Az L.
« gateway- || E Qo] FA7F AW IP 49 Z-2 U ES T I F F4AE TUsHA A
Fuey.
set- W =912 4L A GUTE Ao o3 A2 52137 99 ping WL AR
g e,
e sync- U ES A A S A4

s tftp -b- FXOS & = =34t}
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<) A

rommon 1> address 10.86.118.4
rommon 2> netmask 255.255.252.0
rommon 3> server 10.86.118.21
rommon 4> gateway 10.86.118.21
rommon 5> file cisco-ftd-fp2k.6.2.2.SPA
rommon 6> set
ROMMON Variable Settings:
ADDRESS=10.86.118.4
NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-ftd-fp2k.6.2.2.SPA
CONFIG=
PSl="rommon ! > "

rommon 7> sync
rommon 8> tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.21
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

71 AF2A} 0] 241 adminT U] Y H 5 Q) Admin123E AF&31o] FXOSol| 214134t}

tuko] 2 7FFX0Sel -8 & H ROMMONGOI A A4 A 3F #he] 1P =271 | ) A 3L 7] 2 4891 192.168.45.45
2 AR H U th FXOSOI A VI =9 29] 4 8k 1P 72 8 7] 6} 321 442 2|4 8 of A ¥ ol A] Firepower
Threat Defense 3 7| | & th& = =3 = A FH T

DHCP A Bl & H] 24 3}t o},

scope system

scope services

disable dhcp-server

commit-buffer

e 1P F2F W75 W DHCP A ¥ & 0| 24 3haf oF gy},

o A:

firepower-2110# scope system
firepower-2110 /system # scope services
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firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

IPv4 2] IP 422 A5 D38 A9 Alo|Ege] S 114

scopefabric-interconnecta

l
T
o

setout-of-band staticip ip_addressnetmask network maskgw gateway ip address

commit-buffer

A AAE ] = Al Eg o] (7184 2.2 0.0.0.0, Firepower Threat Defense B ©] & Q1 E Ho] ~ &
et S A et i gw 7| =5 Aefduth 2= A7t 24 3 V1 U ES A A &

SH Aol Eg o]l IP F4AE ¥ EL‘%E]' Firepower Threat Defense H| 0| E] Q1 E] o] == o} 4] glom
271 Ao zE A4 Mo A4 & gl

o A
firepower-2110# scope fabric-interconnect a

firepower-2110 /fabric-interconnect #
firepower-2100 /fabric-interconnect # set out-of-band ip 10.86.118.4 netmask 255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2100 /fabric-interconnect* # commit-buffer
firepower-2100 /fabric-interconnect #

Firepower Threat Defense ¥ 7] X| & Ut} 2 =3)o] F-& g1t}
- O -
a) W7|AE GE2=EdY
scope firmware
download image ur/
show download-task
ol ol Ab&F Y A} 2 TFTP AW #2] 1/1014 AZA T &= gl th& Aol A f71 A &
CeREE 5 g
o A:
firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-ftd-fp2k.6.2.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

cisco-ftd-fp2k.6.2.2.SPA
Tftp 10.88.29.21 0 Downloaded
b) FW71A vt 27} &2 A (Downloaded(TFE- = =) A E)) 3 7] A 2 LE U}
show package
scope auto-install

install security-pack version version
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show package = 2] ©l| A security-pack version 1 & -8 © 2 Package-Vers %< AU T A A] 9]
Firepower Threat Defense ©] 7] A 7} A %] &| 31 AjA| 7} A} F-& U o}

of A

firepower 2110 /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.6.2.2.SPA 6.2.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 6.2.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 6.2.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP ftd version 6.2.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no):yes

Triggered the install of software package version 6.2.2
Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.

GA10 AA] A TR o] huE w7hA] 5~104 A 7|tk T E 7] A& AL o] 5< admin? H]EH S Q)
Admin1235 AFE-3F¢] FXOSol| 21313t}
FXO0S©| 253} 2} % Firepower Threat Defense”7} 215t w 71#] 304 &<t 71tk of sty ). vh
WA A 7} Ve Wi 7hA] 7] b U o

[...]

User enable 1 logged in to firepower

Logins over the last 1 days: 1.

Failed logins since the last login: O.

Type help or '?' for a list of available commands.

firepower> Aug 26 01:31:48 firepower port-manager: Alert: Ethernetl/2 link changed to DOWN
Aug 26 01:31:48 firepower port-manager: Alert: Ethernetl/1l link changed to DOWN

firepower#

1} A] Firepower Threat Defense A| 2 W] A| X 7} A & 22 A FXOS L5 X E & Eol-2 4= 9l HF YT}

@A 11 Firepower Threat Defense CLIOY <14 gt}

connect ftd
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Firepower Threat Defense = ASA o] 1| %] 2 7| A %] .

[d

EULAY &2 8eh= 252 EVF A1 Ut Enter 7] & 78 F thg ZE5ZE7} T2 w714
X

iy
More(Z}A| 8]) ZLE 2 E o A A5 o] ~uLE FH U T
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

yesE Y&

HEH S E AASA 27] A S Fdstets 25 ZE7F LA F YU Firepower Device Manager 5=
+= Firepower Management Center WH2 A] 2} 7ho] 25z alo] A|~8"1S 44 o)

Firepower Threat Defense= ASA ©] 7] 2| 2 | A %]

Firepower 21002] Firepower Threat DefenseS ASA A E 9o o]u] x| & 2] %] &} 21 ' ROMMON >~
23 Eo A AafoF gt ROMMONO| A t] A 35 %] t}L e 1/1 ¢l 3 o] ~o| A TFTPE
AHE-3Fe] ASA 371 %] o]l A FXOS & 2 =9ty o, o] TFTPRE %] €1 g Yt FXOSE A & -1 3 50
U ES A 2748 g skaL, Adeg An ol A ASA 9 7] 4] & T 2 =3 7o FXOSE A9 It

Firepower Management Center®l] 4] Firepower Threat Defense U] H}-0] 22 & #2] 3= 7 9-°ll = Management
Centerol| A tjulo] =5 Akl gy ot

Firepower Device Manager& AF-&-3}o] Firepower Threat Defense & @] 3F= 7 9, Smart Software
Licensing ] ¥ (Firepower Device Manager 5=+ Smart Software Licensing A1 H)ol| 4] tjvjo] 2~ 555
# 28 oF ghin.

#+2] 1/1 Q1] # o] 2~0]] Q)= Firepower Threat Defense U] H}o] 20| A o 4] 2~ 7} 53 TFTP A 1 o] ASA
oM A (AZES O] thE R, 23 o] A F2)E thE =yt

Z& LE A FX0SO admin &2 2 1913}0] Al 2~¥l-8 thA] el ghu o),

connect local-mgmt

format everything
firepower-2110# connect local-mgmt
firepower-2110 (local-mgmt) # format everything

All configuration and bootable images will be lost.
Do you still want to format? (yes/no):yes

yesE ¢} =31 Firepower 2100¢] A} F-&H Yt}

3.6 Fo] ROMMON = &= E o el sl ehi= o) 4| %] 7} R Ese 7] & T 5 th RUE S A4
3 Abwl Bt}
o4

R E R R I I b E h Ih b b dh E b dE dh b b b dE b b b b b b h b b b b b b b b b b b b E b b b b h b b b b b b b b b b b b b b b b b b b b b i

Cisco System ROMMON, Version 1.0.03, RELEASE SOFTWARE
Copyright (c) 1994-2017 Dby Cisco Systems, Inc.
Compiled Thu 04/06/2017 12:16:16.21 by builder
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Current image running: Boot ROMO

Last reset cause: ResetRequest

DIMM 1/1 : Present

DIMM 2/1 : Present

Platform FPR-2130 with 32768 MBytes of main memory
BIOS has been successfully locked !!

MAC Address: 0c:75:bd:08:c9:80

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.

o] Al el A Ese 7] & FE YT T 91
A7} §1.2.7 ROMMON®RE AR-§- 7}5 8h e
el 118 M E ) A A4S A 4 33 th3- ROMMON ™ & 2 AF-8-8to] ASA 3] 7] 7] €] 2 5-32<1 FXOS
£ 2=
address management ip_address
netmask subnet_mask
server tfip _ip address
gateway gateway ip address
filepath/filename
set
sync
tftp -b
FXOS ©] 1] #| 7} v} 2 = 5| 31 CLIo| H-5 g Y}
S ARE IFSAA L.
* gateway- | 0| E9lo] AT MW IP T4 T2 HEY T J oW F FAE U3 A A
.
e set- U ES A A S BAI G T B8 Aufol ot a4
& g,

e sync- U ES F A S A4

o

51915}7] 913} ping 3 H & AHE- 3

s tftp -b- FXOSE 2 =3t}

o All:

rommon 1> address 10.86.118.4

rommon 2> netmask 255.255.252.0

rommon 3> server 10.86.118.21

rommon 4> gateway 10.86.118.21

rommon 5> file cisco-asa-fp2k.9.8.2.SPA

rommon 6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.4
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NETMASK=255.255.252.0
GATEWAY=10.86.118.21
SERVER=10.86.118.21
IMAGE=cisco-asa-fp2k.9.8.2.SPA
CONFIG=

PSl="rommon ! > "

rommon 7> sync
rommon 8> tftp -b
Enable boot bundle: tftp regsize = 268435456

ADDRESS: 10.86.118.4
NETMASK: 255.255.252.0
GATEWAY: 10.86.118.21
SERVER: 10.86.118.21
IMAGE: cisco-asa-fp2k.9.8.2.SPA
MACADDR: d4:2c:44:0c:26:00
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

link up

713 AL-g-2) o] &< admin} B 591 Adminl23S AFE-31e] FXOSOll 22191 gt}

tjHpo] 27} FXOSel 5-¥ ¥ ' ROMMONel A A A & 2] 1P 5271 2] 9] A 3L 7] 2 34?1 192.168.45.45
2 AAH Y FXOSolA U EY 2] AEs1p T2 9 7|} B3 A A8 2| A3l oF A1 o A ASA
P7AE 2= 5 dFHH

DHCP A ¥ & H] &/ 51§k}

scope system

scope services

disable dhcp-server

commit-buffer

#e] 1P 542 W7 ste W DHCP AW 2 @A ghaof ). #e] IP 422 WA 5 A Zato]
AE [P T4 5 ALE-5}o] DHCPE thA] &4 813 4= Q5 th

< A

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

IPv4 7] IP 5428 7431 Do A Ao Eglol T4 i,
scopefabric-interconnecta

setout-of-band staticip ip_addressnetmask network maskgw gateway ip address
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A DA =] = Al Eo] (7] %k ASA "ol E] QlE] | o] 25 YEF = 0.0.0.0)5 A5l
gw 7| =5 AUt 2= A7 24 ] 1/1 YIEY Aol X g o Ao Ege] Ip 5
22 WAZ T ASA HoEH QEF o)A olF glon g B Yozl QA Ao AAE 4
A5y

o A

firepower-2110# scope fabric-interconnect a

firepower-2110 /fabric-interconnect #

firepower-2110 /fabric-interconnect # set out-of-band static ip 10.86.118.4 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

=
N
2

A g MEN A el AAL 5] 451 %=% HTTPS, SSH 2 SNMPE 94 2 558 21
A= 7 o
a) A 2Bl B 22 0] W2 A E o)

scope system

scope services

o Al

firepower-2110# scope system
firepower-2110 /system # scope services

b) @A A EFS Sl
show ip-block
o A:
firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
192.168.45.0 24 https
192.168.45.0 24 ssh

firepower-2140 /system/services #

o A AAlzs =He Fh
IPv42] 7
enterip-block ip_address prefix [http | snmp | ssh]
IPv6°] 7d-%-:
enteripv6-block ipv6_address prefix [https | snmp | ssh]

1Pv44 3¢ EE UEATE 583t 0.0.0.0 2 A FAE0S FH T IPvee] 45 EE Ul
A5 5&5tHH i 2 A FAL0S ¢ #H 3Y U Firepower Chassis Manager2] Platform Settings(2
“33% A7) > Access Llst(o—‘.J A= EFyoll A A 2~ HE5S F71e 75 lFU Tk
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o A

firepower-2110 /system/services # enter ip-block 192.168.4.0 24 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.4.0 24 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* #

a) ol A B2 ALA U
IPv42] 73 -
delete ip-block ip_address prefix [http | snmp | ssh]
IPv62] 7 -5-:
delete ipv6-block ipv6_address prefix [https | snmp | ssh]
of| A

firepower-2110 /system/services # delete ip-block 192.168.45.0 24 https
firepower-2110 /system/services* # delete ip-block 192.168.45.0 24 ssh
firepower-2110 /system/services* #

(A1 8 AF3)) IPv4 DHCP AW & thA] 273 31 .
scope system
scope services

enable dhcp-server start_ip address end _ip_address

o All:

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 10.86.118.10 10.86.118.20

A3 el o] A& A% T
commit-buffer

o All:

firepower-2110 /system/services* # commit-buffer

ASA 7| A & L2 sty B8 g}
a) H7|AE EEEFUT

scope firmware

download image ur/

show download-task
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o) 2ol AL AW A3} -2 TFTP A ulct 2ol 11014 42 4 iz T Aol A 3)7] 4 &
e R 5 s ok

o A

firepower-2110# scope firmware
firepower-2110 /firmware # download image tftp://10.86.118.21/cisco-asa-fp2k.9.8.2.SPA
Please use the command 'show download-task' or 'show download-task detail' to check
download progress.
firepower-2110 /firmware # show download-task
Download task:

File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA
Tftp 10.88.29.21 0 Downloaded

b) 71A T2 =7} ¢ E F H(Downloaded(Th 2 =%2) A E)) H 7] X & F-&E gy}
show package
scope auto-install

install security-pack version version

show package = = ©l| A] security-pack version H & -8 © 2 Package-Vers #f= AU T, A A] 9]
ASA o] | A 7} A A =] a1 A A7} A ' U o

o Al

firepower 2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2

firepower 2110 /firmware # scope auto-install

firepower 2110 /firmware/auto-install # install security-pack version 9.8.2

The system is currently installed with security software package not set, which has:
- The platform version: not set

If you proceed with the upgrade 9.8.2, it will do the following:
- upgrade to the new platform version 2.2.2.52
- install with CSP asa version 9.8.2

During the upgrade, the system will be reboot

Do you want to proceed ? (yes/no):yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no) :yes

Triggered the install of software package version 9.8.2

Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
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A 18 AR A" o] gaE w 7] 5~10% G 719 u7F 715 AREA) o] 52 adminT} B YS9l

Admin123& AF&31e] FXOSo| = 1¢18Y ).

FXOS©] 25 8T 2 ASATF 253 w717 53 5k 7 Tkl of itk b ol A A7) Lhekd w7
A 7Ry o,

firepower-2110#

Cisco ASA: CMD=-install, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BWY90MEZR11l, FLAG="'
Verifying signature for cisco-asa.9.8.2

Verifying signature for cisco-asa.9.8.2 ... success

Cisco ASA: CMD=-start, CSP-ID=cisco-asa.9.8.2 asa 001 JAD20280BW90MEZR11l, FLAG=''"
Cisco ASA starting ...

Registering to process manager ...

Cisco ASA started successfully.

U 2] ASA A 2 H A A 7} EA E AL LH FXOS TEZE R Eolg = ol F Uyt

ro

ol AAAIM FXOS #e] 1/1 F25 MAY 450 = ASA F45 Srhe HEA IS T2 W
oF Futt. 713 ASA ¥ 1/1 QIE Tl o] 2~ IP 42+ 192.168.45.1 4 L .
a) &4 ASA CLIO AA3te] o Hu ago]d Ko HA A3 Th

connect asa

enable

configure terminal

s S = 7] A4 0 2 H]o] gl T

o A

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password: <blank>

ciscoasa# configure terminal

ciscoasa (config) #

by #E 1/11P F4AE WA
interface management1/1

ip address ip_address mask

o A

ciscoasa (config)# interface managementl/1
ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

c) ASDMel| A ~=8 = Ql= U EYIE WA T
no http 192.168.45.0 255.255.255.0 management
http ip_address maskmanagement
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ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) AsdelAe A

write memory

T

t}.
A1 16 Firepower 2100 Series-8 ASA A 2} 7}o]| =& #Zslo] A|2~HS £ YT

e) FXOS &&= =07t ¥ Ctrlt+a, dE 9%

the WAl el 7har

Firepower Threat Defense
ARE TRl 2Ell B ] of ZEl Al o] A w2 Al Z} Tho] 25 S A L
* ASA 5506-X-8 Firepower Device Manager
* ASA 5506-X-8 Firepower Management Center
+ ASA 5508-X % 5516-X-& Firepower Device Manager
* ASA 5506-X % 5516-X-& Firepower Management Center
* ASA 5512-X~ASA 5555-X-& Firepower Device Manager
* ASA 5512-X~5555-X-8 Firepower Management Center

* Firepower 2100-8- Firepower Device Manager

« Firepower 2100-8- Firepower Management Center
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