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1. =F Firepower 9300 A9 Radware DefensePro Ar555%

BRI FXOS MBI EEANTIE EXH SRS (F1in, ASA B5AIEFIZE =75 DDoS ) o XLy AR sEEE—a R
AR5 5% . 1E Firepower 9300 LAY Firepower AIH RBIIER S (FXOS) 1.1.4 RESRAR, A RIEE =7 Radware
DefensePro EI\FEE, MU{ETE ASA B5 AIEBIEIZE T. Radware DefensePro 2EF KVM HIEIIFES, AJ7E FXOS #l158
HIR AR 4R S (DDoS) W MFANHIEEThAE . H7E FXOS H#E B ARE %, kEMESHUAOREN RSB
DefensePro &, RAEHEE ASA B ki,

TE:

AIAEMII B E e ERE ASA Bh AN &R AL E /2 A Radware DefensePro AR5 #%.
DefensePro Rz R AEAMII L& £ A= REHER FIET.

Radware DefensePro E#IE &R LA Fk A Radware vDP (#E#l DefensePro) , & ##R4 vDP.
Radware DefensePro i AR ATREZTE ASA Bf A S A $E &S .

Firepower 9300 = Radware DefensePro Bk %5 5%R91F A] E 5Kk

Firepower 9300 _t Radware fE#l DefensePro iz FHJiF A Radware APSolute Vision B S0 E. RZERHET
{EZ (8 (CCW) AERIE&ITTMEMEIFANE. RZMiEKE, B%KE Radware [TPHIBEXEE MR, AKEEER]
EW TP RRIEFANE.

A X Radware APSolute Vision B2 FEM ST ERAFME S, 557 Radware ik S IS
(https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/ ?Product=APSolute-Vision).
BEE, BXTEM Radware A&ETF AT Fo

BT X [E] 2 &K
£ Firepower ££1% & £ #& Radware vDP Z8l, AR AN A EERIZE AE BRX A etc/UTC BJ NTP BRE25-
BRIESH
1. & Firepower HfEEIERH, EFELEIZE (Platform Settings) AT FEAIZE (Platform Settings) 71 & AY
NTP X1
2. ZERtX (Time Zone) THi%5 &+ it etc/UTC.
3. 7R EREIRIE (Set Time Source) T, i£#F{Ef NTP fg%£% (Use NTP Server).
4. 7E NTP fR%-8% (NTP Server) FE AR NEFE A NTP fRSEZHI IP otk s FH1 &
5. 5547 (Save).

BRZE%AT  www.cisco.com


https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vision
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2. ZER & FE HALE Radware vDP

B X7 Firepower Hl#EHIZE B BN EMIFEHARFER, B55R (FE FXOS CLI ﬂﬂﬁf Y 8 (& A FXOS Firepower
VI EEZEEERY (http://www.cisco.com/go/firepower9300-config) Hfg “i%E H HIFARTiE]" F 5,

APSolute Vision B2 A ZEK

Radware APSolute Vision & vDP FEEIERHE. 4{E APSolute Vision EIEZE 3 # vDP Fl Firepower 9300 AR %44
£ R ATR AT ThRE, B4 75{E A APSolute Vision R3.40 5 E 5 A

2. AR S ERE AL E Radware vDP

] LU E B Firepower #H 8 IR 22 7E M7 ASA 2 ASA £2£ 312 Radware DefensePro JR& 5. A% CLI ZEg(E
$8, ESE (FXOS CLI B &™) -

HEEITE
M Cisco.com T#; vDP Bi%, SAEEIZmE&R _1EE] FXOS Hl#F.

fo & B O MEREC

FERTLLEHETE ASA #1 vDP iz BR BTN EES I E LREEELINEN. BFXLNEDBEE M HIELRH
#H.

BESR
1. 7£ Firepower ¥l 5 &S, %320 (Interfaces) $TH “#M0" (Interfaces) T

ER N EtherChannel, ERITILTR/E:
a. =& O&EE (Add Port Channel).

b. #£ “#%Oi&E ID” (Port Channel ID) R/, MIAN—1MNTF 1 #0147 ZEMES
c. &3 (Enable).

d. 3¥F “HKH” (Type), EEFERE (Management) S #E (Data). EMEHEIZEREEE—ITEEEO. B2
11X EER¥ (Cluster).

e. RIBFBFERMM ZEO.

f. REWE (0K).
3. WEAMEOPITIATIRE:
a. AEEOTHH%RE (Edit) Bfc, F7THF “4EHEO" (Edit Interface) IHEAE.

b. £+ 3 (Enable).
c. XF “HE” (Type), AHET (Management) 5 #{E (Data). BN ZHIZFREEE—INEEED.
d. SEH#HE (0K).


http://www.cisco.com/go/firepower9300-config
http://www.cisco.com/go/firepower9300-config
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2. ERR & EBE AL E Radware vDP

#82 BB Radware DefensePro R & 559JH T ASA
BRIESH

1.
2. RERMEZE (Add Device) 17 “HIMiZE" (Add Device) XHiEHE.
3. TiE& B (Device Name) 1, ABIEIZHFEHE—DEZR.

4. 7THR (Template) 1, %£3% asa.

5.
6
7
8
9

10.
11.
12.

13.
14.
15.
16.

17.

18.
19.

%2 4F1% & (Logical Devices) T “iZi§i%&" (Logical Devices) T1 o

TERUS A (Image Version) B, 3£3% ASA RN

. #i% & (Device Mode) 1, S i3I (Standalone) BiEiRH

. BHWE (OK). REBETRIEI - 1244 # (Provisioning - device name) B .
. EF#UREDO (Data Ports) XI5, AAFREESELL ASA B MO,

. AHREROEEREIF. 255 E R ASA BLE (ASA Configuration) 3HE1E.

KRR R BB E.
SERE (OK) %<1 “ASABLE” (ASA Configuration) IHE1E.

£ ‘1&g (Decorators) Xigid, %% vDP. R4 1527~ Radware: il DefensePro - fit & (Radware:
Virtual DefensePro - Configuration) XiE4E. fii & F#M {52 (General Information) I+ THIL TFE.

MREEHZ 4 vDP FA E1EE] FXOS ##8, BZERA (Version) T 5 FIEFEE A A .
AEEEEO (Management Interface) THIFIZR T, EREZAELIRESBHEIRNEERZEO.
RS AR (Address Type): {X IPv4. {X IPv6. Pv4 0 IPv6.
EIREEE L — Sk Fribit KA (Address Type) kBB TFE.

a. &2 IP (Management IP) FEh, FRE AN IP it

b. {X IPv4: H \MLEEE (Network Mask).
X IPv6: 5 NBTZXIK & (Prefix Length).

c. BWIAMLEM X (Network Gateway) il

EHRENL vDP BiFRNE N B OEINEIRIE. M FRERNEMERO, FEAORSEEEET
vDP &3 [EB 2L ASA. FTEHAREHEERET ASA £ix, RAEBXEE vDP.

REWE (0K).
REfRTF (Save).

FXOS #lfEEIE THEEHHERZA, F53| SEFRE ENEEEOREHEIIEEN RS ER KB B IFIZEM
vDP {&ifig.

#2 B H Radware DefensePro R&5EH ASA £
BIELE

1.
2.
3.
4.

1E#%iB481% & (Logical Devices) T “i2#8iZ#& " (Logical Devices) TIH o
REARMEE (Add Device) 17+ “FMMiZE" (Add Device) XHiEHE-

g &AM (Device Name) 1, AiZEIR&HFRE—NERK.

7£#4R (Template) F1, #%£# asa.
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13.

14.
15.
16.

17.
18.
19.

20.
21.

2. ZER & FE HALE Radware vDP

. TEBUER IR A (Image Version) 1, 3E3% ASA EAERZAN.

- ¥ B &R (Device Mode) 71, =ifiE#f (Cluster) BitiZ4 .

. S fIR T &R (Create New Cluster) 251241,

. REWTE (0K). REHBRIBE - i2&E# (Provisioning - device name) & .
. RFEHERO (Data Ports) Xif, #KEREESAEL ASA HE #ED.

10.
. RRIRRE ERBE L T,
12.

AHFRERONEEER. 25455~ ASA B E (ASA Configuration) X1iE1E.

BHHE (OK) x/F “ASAELE” (ASA Configuration) 3H{E1E.

EE: EEE IP it (Management IP Pool) FEX e, B A\ LUER R A A4S st i Sk it & At IP sk
M, EF— Ml SRAEONESERESE. ZVES5EHTNISHERRNMI. MREITRIY EERE, 1
MEEE L. BFHRTEIRZHIEIL IP #bil (Virtual IP address) (FRATER IP i) REUMA—Z5H;
EENER—MKRAER P HHHEE—4 1P btk AT IER IPv4 F0/ 5% IPv6 Hbtiko

£ “4&8iFss” (Decorators) X1, %% vDP. %445 2~ Radware: FE#)l DefensPro - it & (Radware:
Virtual DefensPro - Configuration) ¥iE41E. B & E#S2 (General Information) i£T~ TR TFE.

MREEE S/ vDP RiA L1EZ] FXOS #1#8, iE57ERRZA (Version) THi %R IXEE(EFAR vDP iAo
&N (Management Interface) THFIX T, EEFEEEO.

EHRENRL vDP BIFSENENEIBIROESINEIRIE. M FRERNENMIERO, FEAOREE Y E£ET
vDP &2 [EB 2L ASA. FTEHAREREERET ASA Xix, REBXEE vDP.

A#EOEE (Interface Information) £+ -
I E(E ARl R (Address Type): {X IPv4. {2 IPv6. Pv4 0 IPv6.
ABNREFBRBEEUTFR. HEE, ETHNFERERTEE L—SHidEiibitkR (Address Type).
a. &I IP (Management IP) FE, FRE AN IP it
b. {X IPv4: H A\MLEEE (Network Mask).
X IPv6: i NBTZRI<E (Prefix Length).
c. BWAMLER X (Network Gateway) it
REME (0K).
B RTE (Save).

FXOS #l#HiBI T E MR 4IRA, HE5| BEFEEMEEZEOIREHXIIEENRESEREINBZHIZEZM
vDP 1&ifigs.

KA TEERTEE T DefensePro 324
T ASA &8 F&R3E vDP M ASHIfE, BU RN IE—RECAEERPEE T DefensePro 34,

BRIEPR

1.
2.

%R IZHIE T (Logical Devices) ¥ “iBi8i%%&” (Logical Devices) T1H .
RN ERERNSEIZENTIER, %25 vDP WM E. WIFERE IP (Management IP) ZI T 5 HI B 1.

- WMR&EMAE (CLUSTER-ROLE) ;T =513t DefensePro LR R A KA (unknown), MR\ DefensePro
NMBHEEE IP k5K vDP £8MEIE. Ak, HEEMUT vDP N ALH|&EE# (Cluster the vDP
Application Instances) F ¥R IR ES B

- R (CLUSTER-ROLE) STX4$1t%1 DefensePro L ERA “FE” (primary) ¢ “4#Bh1” (secondary),
MR R AL, FHECAEERTERH.
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2. ERR & EBE H AL E Radware vDP

vDP R SL 65

7E ASA £8f F &3 vDP K6ifE, &Mt N\ vDP CLI ¥ vDP LI, I5iEE, MRELEMIREFIZRET vDP

ARS8k, MAFBITXLLS R,

BIESR

1.
2.

#1235 FXOS CLl.
E$#3) vDP 7 FsEf.

connect module s/of console
connect vdp

3. EABE AP &M (radware/radware) & & DefensePro [z fSEfl.
4. B7R FXOS F& 7 ELZh vDP LHIRERE IPo

10.

11.

12.

13.

14.

device clustering management-channel ip

- BE IPIREARSENL IP.

device clustering set master ip

- RRERRKT.

device clustering state set enable

. 1B vDP iR [E FXOS CLl.

Ctrl ]

. EERT—4 vDP [z A,

connect module s/0f 2 console
connect vdp

. BE P IREABERRES RIS 4 70 5 RETAR M EAIER IP.

device clustering set master ip

ERERRT.

device clustering state set enable

iR vDP [ FFFiR[E FXOS CLI.
Ctrl ]

L=/ vDP LAZAFI LEE ST 8-11 (MREA) « &M= vDP ZHIRETE IP 7, ME—1EHIFE

ERPHNEEHAR, MEOEMRNXGIRHEMERBE.
WAL E.

device clustering show

IR vDP [ f#EHI & FHiRE] FXOS ## CLl.

Ctrl ]
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3. JaF vDP Web AR%

3. )2 F vDP Web fR%

J{E APSolute Vision EIEEE# FXOS #l#8 LAYl DefensePro K, &M EH vDP MR H.
BIESE

1. ) FXOS CLI ##£%| vDP [ FsEfi.

connect module s/o0f console
connect vdp

2. [ERBERAF B (radware/radware) 3 DefensePro iz FISL) o
3. J3F vDP Web B % :
manage secure-web status set enable

4. IR vDP [y izt & HiRE FXOS ## CLl.
Ctrl ]

4. ¥TH UDP/TCP ux

Radware APSolute Vision &2 22 O0{f F &2 UDP/TCP i% 5 Radware vDP [ i#{Ti@{g. J4{# vDP N5 APSolute
Vision BIESE1E, SO MBERXLHOAR N, HEREHAEES . EXTAMEESEROMNEARE, BESH
{PSolute Vision FAF1EmE) I TRE:

B APSolute Vision Server-WBM B {EFIRIER S i O
B APSolute Vision fi %5885 Radware & &HIB 5 im0

& E FTA Firepower 9300 8334
BRI ER R ASA BRI SMTE SR E|FTE ASA/ASDM A% HHE R gk .

T2#; (DefensePro for Firepower 9300 fiF355) , HBUbL:
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configur
ation-guides-list.html

B 73X Radware APSolute Vision EIEaEHIFME R, 155 H Radware U = ERISTHEITF
(https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vis

ion). JHiEE, BT M Radware ABEF AT A

ERNMENMTEINMN /) SEMBARNEZEMEMER /| MXPOBNEIMER. EEEBRNFMIE, FEEL URL:
www.cisco.com/go/trademarks . XHIRMHE = AEAMRAEHNABEENUT. “AEKE —RNERFAEREERMEMTEMS L
Az BFEEEEKMERZE. (1110R)


https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vision
http://www.cisco.com/go/firepower9300-docs
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html 
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vision
https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vision
http://www.cisco.com/go/trademarks
http://www.cisco.com/go/trademarks
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