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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup

You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Do you want to configure IP block for ssh access? (yes/no) [y]l: ¥
SSH IPv4 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y
HTTPS IP block address: 0.0.0.0
HTTPS IPv4 block netmask: 0.0.0.0
Configure the DNS Server IP address (yes/no) [n]:y
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
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SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

oh2- dlo| A= IPve T 45 AFEEHe] A S AU

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [y]: n

Enter the password for "admin": adminpassword$%652

Confirm the password for "admin": adminpassword%652

Enter the system name: foo

Physical Switch MgmtO IP address : 2001::107

Physical Switch Mgmt0 IPv6 prefix: 64

IPv6 address of the default gateway: 2001::1

Do you want to configure IP block for ssh access? (yes/no) [y]l: ¥y
SSH IPv6 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y

HTTPS IP block address: 0.0.0.0
HTTPS IPv6 block netmask: 0.0.0.0
Configure the DNS Server IPv6 address? (yes/no) [n]: y
DNS IP address: 2001::101
Configure the DNS Server IP address (yes/no) [n]:
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0 IPv6 Address=2001::107
Physical Switch Mgmt0 IPv6 Prefix=64
Default Gateway=2001::1
Ipv6e value=1
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

 ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ues-auth-domain\ \username
ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
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* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address }ucs-auth-domain\ username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty Eg}o]AE A b TS A&t
o TFS- 0 2 27191 ues-auth-domain\username

Login as: ucs-example\jsmith
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Change Interval(H1 7 7t2) D &=

Change Count(¥1 7 3157) D=l 1A v W5 WA 31571 4
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Sl Aol vsf 747 ve AASs AAE g dF YT

L 2AIA

Bk R EE Y,
Firepower-chassis #scope security
7] A o] wek mEE g,

Firepower-chassis /security # scope default-auth

Sgith 7 e 6002 U T o] AH

HTTPS, SSH & &Yl Ao o gt {5 Al 3F 2395 A A3yt

Firepower-chassis /security/default-auth # set session-timeout seconds

(¥ AV 2 A g R A 23 E

S|
=

A3,

Firepower-chassis /security/default-auth # set con-session-timeout seconds

(e AbE) AL ) A A 23 14 S BT

Firepower-chassis /security/default-auth # show detail

o) A

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh,
Absolute Session timeout (in secs) for web, ssh, telnet sessions:

Serial Console Session timeout (in secs) :

600

telnet sessions: 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No

=
T

3600

ok w7} <] AF-8-A}7} o
< M| 3} HTTPS, SSH,

H] 244 5}
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Firepower 4100/9300 A A ol = M A AF-&-2} Ak glo] Ao Al A3 23} 7] 3bo] X AF8-2} Al A
S e A Al AzE 23 A o] YT o] A AR 23 7] 52 Al E 24, SSH, HTTPS &
H| 23 BE A2 Ao A g d oz &85t
AYd ZE A Ao A A7 295 EEE A4S 5 dFUT o] E A hd thE 2] o
Al z=ol T3k A7 23S FA A O] Qo] ek Algld 28 A Al A7 23S 6| 84
33k 4= QlF Ytk
A A 7F 23 7] S 36003%(605) 0] H FXOS CLIZ AF&-3] W74 & 5= gl Ut o] A4S v
Aslksted Ao A A1 23 38 002 Ao

L EAA

Bk wEg g,

Firepower-chassis #scope security

J)B AT Ro] nek RES Qe gy,

Firepower-chassis /security # scope default-auth

Ad A A 2305 AR

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds
(e Aehy Eee] Z& Al Al AR 235 AT

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds
(R AL Al R =Y A AR 2 8RS B,

Firepower-chassis /security/default-auth # show detail

o A

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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_4

[©)
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o] 5418 Al2~El oA Common Criteria J% AZgolA2~E A7) 93 A ZHE 4 = sy
oh ZpA g 82 Bk QIF AEeto] A2, 51 Hol A& Farst Al L

L ZA A

FXOS CLIOI A HQF =2 S0yt
scope security

Ao 27191 A% A8 5158 A
set max-login-attempts num_attempts
num_attempts k- 0~109] =P Yo}

o) 2190 A o] B2 F AR} Al 286 A 27 A E R 45 A7 E)
o

set user-account-unlock-time

o
R
o
o
T

unlock_time
TS AN

commit-buffer
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#+2] A= Maximum Number of Login Attempts(Z o] =11

2 A% 413 3155 222 F Firepower 410019300 41 4

A = AFUTh AAE W8-S Hd 229l Al Sl

I ZAA

A1 FXOS CLIGIA] Her R e Sol 7kt

scope security

SA 2 | AFEARE) AREA B (G A E 29hE FAE YT

Firepower-chassis /security # show local-user user detail
o A

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

WA 3 (A8 AL AFg A WE A E g
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

A2 )W s 0] g BT A

5 59 min_length ¥ 0] 152 A H 745 152} o] S AF&-3) H]
A& A 2~ Elo| A Common Criteria 215 7= 5

S HekeF AZgtolad 2, 51 Ho|AE Fad AL

Az )W s 2] 1S TS o WA A9
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scope security
SA2 HavEAs Aol & XA
set min-password-length min_length
w3 T AR

commit-buffer

24 AR A A

=244
A1 System(A] 2= 8l) > User Management(A-8-2} ¥2])5 A &l g},
7 2 Local Users(Z27 A8 §S 2= Ut}
7] 3 Add User(AH8-#F F7H S £ 319] Add User(AH-8-#F 7P H 3} AAH= Ut}
A 4 ARG digt D AR E g e g P
ol & A7

User Name(*F§ 4} o] 8) B= [ A4 21910] ALgHz A4 ol &, o & a0k ahv] AL§A)
AR oo g A DA A S whekol FLTAFE A o B

SERTE DEEES

A8AE A4S 27191 IDE WA S 5 gtk A8 A A4

& A A8k Al wHE ol of gt

First Name(°] &) 2 = AR&ARE] o] F AU A 3224 Y T
Last Name(%d) 2= AFEAF] A iyt H o 327k Y T
Email(c] W) 2= A& AR oY F A=Y Ut

Phone Number(13H5) I = | A&} A3} AT,
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A28 5 deUrh ol S
Blol A Qebis o e 2,
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ALEA el 0 AFe] WA & AL AT Thgel 19l
o) APtk AT 218 ) A G 8L A
SAGALER AR 71E QS AT 55 B4 A
Hol A= 7129 43 2 9§ 44 Gk,

Account Expires(©] 7} E TFg)

o] A A vt~ E At A9, | Al QS RES ¥ ™ Expiration

A A 8F2 Date(Fr= ) =0 A HH @5 o] Fof| AFE-E = gl Ut
il T o] A G AREAL A& T FF ol = o] o7}
wEZF MR EA FEF QA E F glsy T o, FHA
e do] e AN EE FAATE S s
Expiry Date(t5¢) 2 = Aol Wra s = 9 AT yyyy-mm-dd 2] o] of of gt}
R UdS AEety] 98 EEs Helw o] o] mpx| o) 9l
g ofo] 2S5 SH YT

95 Add(F7HE 83
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@A 1 System(A] 2= 8l) > User Management(A-8-2} ¥2])5 A &g},
7 2 Local Users(Z7 A&7 ®S 2= Ut}

A3 2pAlatel = AR A Al ol A Delete(*H A E =3 -

@A 4 Confirm(ZS)) W8} J=loll A Yes(elh)E 22 sy th

24 AR A7 2 3f = v 2 )

24 A2 AR S 2 stet v v A shek el ARE- Aol Al el AF Hi= AAA ARl Slojof

Yt}
SR A|A
A1 System(*] 2~ 5]) > User Management(A &2} ¥+2])E A &gt}
A 2 Local Users(2 2 AF8-AH) §1S &84T
A3 243 = v 2 shsl e = AR A A Aol A Bdit(E A )12 2ok olo] 2) S S P Lh
7 4 Edit User(AH8-2 AR tf 31 Aol A o T shvbE 3l @Yo

o AFE2F Al A S &4 31512 Account Status(©] 71 E A E) =0l A Active(BA) Bl 2 HE
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A 5 Save(A e S FHTh
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A8 AL H]HE E 7] % A 97
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Firepower-chassis #scope security

A7 AR Aol g 24 AFEAL Bt RS 1 E 3t
Firepower-chassis /security # scope local-user user-name

A AR A O e Y S 7] 5E A Sy
Firepower-chassis /security/local-user # clear password-history
A2E A EAARS A,

Firepower-chassis /security/local-user # commit-buffer

o
U o= v S 7|58 A9 ERAAS A g Yo

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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e TR F S AHgshel 744 & el el URLE A4 g,
* ftp:// username@hostname / path

* scp:// username@hostname / path

* sftp:// username@hostname / path
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| EEEEEERE

oA gl |

* tftp:// hostname : port-num / path

e BH AL e RE ZEAAE BUHY YL
Firepower-chassis /firmware # show download-task image name detail
RSl RE Y oS WS Aeistel Haol Ay1A ) WES B g

Firepower-chassis /firmware # show package image name expand

Ua R destel Felof 71 md e s = o dsyh

Firepower-chassis /firmware # show package

ol A M= Hdo] 7| A& AA T off vhg Tl A AHE-H YT

Belo) 917142 A2 sl vhg 3t 2ol P,

a) Bo] Ax RER Sz}
Firepower-chassis /firmware # scope firmware-install

b) Belo] 714 S ATk
Firepower-chassis /firmware/firmware-install # install firmware pack-version version number
AzRol A Felo] 97142 SIS, Fe R AT GRehe ol R P AR 2eW &
e

0) yesi e sho] g3 AL PP

o] 71 A& g F A 2Fo = A TeALE R U R £ A 28" 9

o] Quo] = Al Foll Aol 2l Hik A

d) yes= E 3l A5 A W3t rglo] = X 2 A2 F-oll & Firepower 4100/9300 A A]
o] dd= AvE AA v AL

daeel= TrAlAE RYE Pt v} o] gt

Firepower-chassis /firmware/firmware-install # show detail

47k $EAE e FHS st AA B MAL B 5 ALk

top

scope chassis 1
show sup version

show nm-fpga-version

o All:

Firepower-chassis /firmware/firmware-install # top
Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show sup version
SUP FIRMWARE:
ROMMON :
Running-Vers: 1.0.14
Package-Vers: 0.0
Activate-Status: Ready
FPGA:
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Running-Vers: 1.06
Package-Vers: 0.0
Activate-Status: Ready

Firepower-chassis /chassis # show nm-fpga-version

Network Module Version:
Network Module Slot Running-Vers Package-Vers Activate-Status

o
T el A= Aol M-S 1.0.100% Y 2d o] =3tk

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.l1l.0.10.SPA on primary(
FSM-STAGE: sam:dme: FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package
Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}o] =, 2.4(1) .
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(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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2ol el 2
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Zglold 2~ 51 F o]

«SSH &~ E 7] A, 52 7 0] A

« IPSec H.F A1E 4, 53 7 o] %]

«c ET2E XQ1E gigk 4 A CRL 74, 58 o] A
< QISA A 5 &9l A K, 59 H o] A]

« CRL 7714 T} 25 4, 63 # 0] #]

« LDAP 7] & 9154 A, 65 #l o] A

« ZE}OlAE QIFA AT &4 3], 66 H o] A

W Q1% 7)ol vl g net HE S ek g 2 4
3T
=

e EL
78-%-7F 9h 5 U Tk Firepower 4100/9300 A Al = o] 2] 3 .ok 915 317 9] 33

» Common Criteria == &4 3}, 126 ¥ 0] A]

* IPSec Ko Al € 44, 53 H o] A

* NTP A1 H Q15 &4 3}, 85 7 o] A

* LDAP 7] ¥ 154 A4, 65 # o] A

o [P NAH 2 BE A 127 Hlo] A

« FEOIAE QITA Q1T &4 3}, 66 7 0] A
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« F A nH T ol 8l -4, 38 H o] #|

« ) 2719 Al E 314 AR, 37 #| o] %

%

AL o] 2] 8k -2 Firepower 4100/9300 A Al ol A Q15 A Z 2ol A A5 &4 )5l
& T}, Firepower 4100/9300 A Al ol 4] Q15 A Zglo]l A A2 DA 315k} 3
pol 22 FAE ol Axvt Ao 2 A A& e

SSH &~ E 7] A A

FXOS "] 2= 2.0.1 o] Aol =, tjufo] 29 27

A SSH 3~ E 7|7} 10248 E 2 3l= =

| 24 =
= 55Ut FIPS 2 Common Criteria 9153 =3l W o] 2|3 I} A T AE 7|5 21A|8Fa
SAE 715 A& oF gk AFA g U-&2 FIPS 2= &4 3}, 126 ¥ o] #] == Common Criteria X

= 2493}, 126 0] 4 & FuEH A &

ot

A SSH B2E 718 A3 95S 58 A £2E 718 495 G 9AE £

HA L.

EZEZAA

©A 1 FXOS CLION A Al 2~ =2 Soj gkt
scope system

scope services

9712 SSH S 2 E 7|2 A gy o},
delete ssh-server host-key

SA3 e AR
commit-buffer

&7 4 SSH 52 E 7] A7) 5 2048H E= A4 ot
set ssh-server host-key rsa 2048

SHAs TS A
commit-buffer

SA6 A SSH Z~E 715 A )
create ssh-server host-key

commit-buffer

GA 7 A BAE 7] 378 solg )
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ipsec not A2 74

show ssh-server host-key

SE 7] A7]:2048

IPSec H ¢t A1d A4

ol
)
L

& UESAE Tt dold HFld gis) A= F = QF = AU 22 AF387] el
Firepower 4100/9300 A Al o A TPSecE 1A & 4= AU T o] A *lé%‘ o 4 Common Criteria
T AZYA2E A7) Y8 AT 225 st U th AA g 82 1ok 1S A& o]l
51 Ho] A & st Al L

é?

et
=

* FIPS E. =0l A IPSec H.9F Al @& AL-&-3}= 7% IPSec I ©] 7} RFC 74275 AL &f oF gt}

«IKE % SA 9472 3tell t3s}t 7] %= vl o] 285 A= A8 g Aokl o H Aol A
sa-strength-enforcement = yes = A 4):

SA #-g-o] & std 45 IKE g7 7] Z7]7FESP 97 7] A7) Bt} 2
45 Aol gy

IKE @4 7] A 7)7}ESP @4+ 7] A7) Hct 3A
U 22 9 SA A8 gRlo] FHslal A4 o]
S

SA A o] vl g sE 49 SA A& ghelo] el 7o) AEg T

IPSec B A 'd S FA st v GAIE A 2.

EZEAA

9 A 1 FXOS CLIGNA] BEel R e Sol it

scope security

@2 7 4e AR

enter keyring ssp

! create certreq subject-name subject-name ip ip

B3 A4 A% 83 JRE g,

enter certreq

dA4 =7hE AR S

set country country
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DNSE A4 ot

set dns dns

ol d & H4 gt
set e-mail email

IP AR5 A3t
set fi-a-ip fi-a-ip

set fi-a-ipvé fi-a-ipv6

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipv6

Ao Aug AAFU.
set locality locality

7 ol g& AP
set org-name org-name
o] o] 52 AT

set org-unit-name org-unit-name

BN

N
iy

HEH s S A8

! set password

FHE AU

set state state

certreq®] A ©] &5 A Pt}

set subject-name subject-name

set modulus modulus

A4 2ol AL AAFUT

setregenerate {yes | no}
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exit

MZ e Ela
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°
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Qi‘
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o

enter trustpoint interca

ASA A 84S AT
set certchain

ol A

MIIF3TCCA8WgAwIBAgIBADANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAkKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0oGA1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
A1TUECwwEUIRCVTELMAkKGA 1UEAwwWCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgK CAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8WE3E39XcXA1/x9ITHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keY s/tbZdR SeXy9kMae42+4FIRHDJjPcSN
Ywl1g/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqSfIsAuVI/QdPDbW ShjflIE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eY Dcxvd0gbORWb3 1H32ySI
[1a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104;cSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RVNZJ52sUaDIC3UodTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCY wJKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAJBgNVHQ4EFgQU7Jg01A74
ipx8UOAPk76pVYQQ5AwHWYDVROjBBgwFoAU7Jg01A74jpx8UOAPK76pVEYQQS5 Aw
DAYDVROTBAUwWAWEB/zANBgkqhkiGOwW0OBAQsFAAOCAgEAvVI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR31rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ1qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5SR 18n
BNXYHqgxuoNMmgbS3KjCLXcH6xXIN8t-+Uk{P89hvIt/flul+s/VISVZWK4AWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Witde3Kh[IDYvAOhFixWeVGD2r6QW5BY bgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fMdqWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue0ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2Iaatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
BiLBjN+BXggxMmG8ssHisgw=

MIIFqDCCASCgAwIBAgIBBDANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUZEL
MAKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOxNjJEyMTUyMTMONTRaFwOyN;EyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA 1 UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwJgYJKo0ZIhveNAQkBFhlpbnRlcm0xLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1wSO4IBX5

4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1 cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
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A2

VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5YUaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/tIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgVClJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwAWEB/zAvBgNVHRSEKDAmMMCSglqAghhSodHRwOi8vMTkyLjE20C40L;15L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKkFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/AOSFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3 WbfCue/qecwtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

ASM A 23S FAIGUH.
show certreq
of| A:

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICWTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEiIMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFIDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvR W6Q20+gHeSRwckqjCIK/tsIxsPkVO

60duZY Xk2bnsL Ws6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0oa5SNyCLEUZECP5SQCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzA1BgkqhkiGOWOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUICEwK gA
1jANBgkqhkiGO9w0OBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
2L2pjxSOHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCOP3CvkZdKUsJKNO
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7] 26
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w7 29

7] 30

A 31

o) 32

7] 33

7] 34

m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh6sq5WIp6EO0S] YefK62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVczmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

[PSec H == o7},

scope ipsec

27 AAE AR He 2 g,

set log-level log level

IPSec A2 & WHEa =y

enter connection connection_name

IPSec == tunnel B transport= 4 74 $Hu T},
set mode tunnel or transport

24P FA2 AT

set local-addr ip_address

A4 1P F42 44T,

set remote-addr ip_address

B 2E 8 ARg et 4% 974 AR Ay g,
set remote-subnet ip/mask

(e ALy 94 IDE A FyTh

set remote-ike-ident remote_identity name

7] B olg& AP

set keyring-name name

(B AR 7] W R s s A e

£

set keyring-passwd passphrase

(8 AL IKE-SA 9% & ©9] 2 44 g,
set ike-rekey-time minutes
minutes %< 60~14402] T 5=

(A B A}3H) Child SA 1 & & 9] = A 74 3 tH(30-480).
set esp-rekey-time minutes

minutes 352 30~4802] A4 4 AHF YT

>
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T
io

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager 1-% 7}©]

ipsec not A2 74

=,2401) .



. EYXE
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oA 35

7] 36

7 37

7] 38

7] 39

set keyringtries retry number

retry number Fk- 1~59 A-Y F A FY T
GERGIEESE RS DEE SRS LS E e
set revoke-policy {relaxed | strict}

dde &gty
set admin-state enable

BE QS ] gk
reload-conns
(A AL 71 E EY2E EAE o] F2 IPsec] F7HE T
create authority trustpoint_ name
IKE 2 SA A2 7+ 958} 7] = w4 o] 282 FAFUh
set sa-strength-enforcement yes or no
FERIE| gk 4% CRL 7-4

| A1 215 4] = CRL(Certification Revocation List)oll %] 14 o}, o] A E o ] Alo] A4S CRL
2 Abg-3te] Al o] Q1%2 S gt A H o Fe]A ol H& CRLS AHG-3hel, 1 o] 4 412 4= 9]
= STholAE o Aol o] MAlA 25 518 e /o
CRL(Certification Revocation List) 4 2.5 AF-&-3Fo] 9] o] 154 & 7 538t =5 Firepower 4100/9300 AH
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L RAIA
FXOS CLI®I A HoF =2 S0zt
scope security
EYXE ¥E RER Sojzit)
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import crl protocol:/luser id@CA _or CRL issuer IP/tmp/DoDCAICRLI.crl

GA G (A AN CRL AR 7FA 7] 2 A 28] A S FA]3 T

show import-task detail

GA 6 A5 A] dlA] WA =& CRL-only= A7 3t}

set certrevokemethod {crl}

A dH 2= g9l g

4

-

IPSec, HTTPS % 94 3k LDAP 172 o] A CRL(Certificate Revocation List) €91 =5 A} A &=
AAA FA 3T dFHTL

EXJ(X—]FG o] o} ) CRL AHEX509 =42 CDP ARANA Y =4 CRL AHE VJEMYY
E} A4 CRL AHE A28 #e]of o)af =% o2 tpF 251 FXOS A| ~Elo| A 27 CRL A X
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Zh)(authkey) H =7} @lofof gt o] D=7} 910 [PSecoll A = 3l & 3 o] 2844 &
Ao F 7 51-1/] c}.

« 44 CRLE 5 g 5 ate] 54 CRLEE} ”W AU ol ISME TS W Y T
HAR] fra g (EHQlE) A A CRLO] Sl 74§ 9]o] /1S5A €] CDPE= A Yt
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CRL A H.Z A}l-g&3lo] 9 o] Q15 A Z AF 8= Firepower 4100/9300 Aj A = o] 1] -
Ay

A2 A G g ERAE ZAE tf g A4 CRL T4,

ZEAA

A1 FXOS CLIGIA] Hot Z == Eoj 7yt
scope security

W2 EBAE XQE BEZ Sojyr)
scope trustpoint

S 3 A mE2 Sol 7t
scope revoke

S 4 A A AU
sh config

W5 Pshe T4e AP
of| A

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

A6 T & FEEY T
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(HH Abahy Al CRLS Th 2 =alo] Al g P4 & el g,

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

LDAP 7] % 914 A4

%

Firepower 4100/9300 A A] o] 4 TLS A4S % 918} 7] 9] 5] <t 3 LDAP S0l E 7] 8 Q2=
TAT 5 Q5T o] $4 42504 Common Criteria €15 75 2ho] o1 & A
© A T sty A S 82 Bk IS HE koA, 51 o] X & At Al L.

2
Rl

A5

Common Criteria 2. =7} & 315 SSLS &4 316131, A 8] DNS A HE A}-83}0] 7] 8 QZEA &
A28l oF gH T},

LDAP A H| g5 sl SSLe] &/ st Ad& 24 v 7] & A RE =zt gelsfoF gy

o+ & LDAP <1 Z(SSL 24 315 98] LDAP A8 A B CC R =0 4] DNS A H.of of gt}
QFA e LDAP 0] E 7] & ASAE A the GAE S A L.
T Z A A

FXOS CLI®I A Het RE= Sojztt)
scope security

LDAP 2 =2 Eoj 7t}

scope ldap

LDAP A H] R=2 Solzith

enter server {server_ip|server_dns}
LDAP 7] ©§& A7t}

set keyring keyring name

TS ARG
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commit-buffer

< 243t

LDAPS} 7 Sehol A E ISA & AFE-8to] AFE-212] HTTPS HA| 25 1S
& 5= A5 Y Tk Firepower 4100/9300 A1 A] €] 7] 15 42 A4 578 7|k Y ok
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F 79~ o] Z o] HTTPSOl| )3l 3185 &= Fd g Q15 34 Y.
SZo]AE QlZA ¢Q1Z 7]% 9] FXOS 2.1.1 A 20 A= ¢1ZA4] | #] &elo] A D= &),

o

o] 71%5& AHEstel S| A E ASA A A b 87 A S8l oF Yt
* X509 574 Subject Alternative Name - Email(5=#| T A o] & - o] Wl )0l A}-&-2} o] 55 Egaf o
e,

* Supervisor®] EZHAE ¥ EZ QA

g},

s

72 FE CAZF S eFol A E 5ol Mg afof &

ZEAA

Al 1 FXOS CLIONA] AH) 2~ B g So 7t}

scope system

scope services

(A AL HTTPS 15l o) & §-4-% el ghv}
set https auth-type

o A

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

7] 3 HTTPS ¢1 28 Zglo]A E 7julo 2 A A3},

A 4

set https auth-type cert-auth

FAE AR,

commit-buffer

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}0] =, 2.4(1)



A 228 3]

* Firepower Chassis Manager Al & S5 A 7] Al =81 ®174 AL, 67 | o] #]
e 2] 1P T2 WA, 68 ¥ o] A

« o ZeAlo] A el 1P WA, 69 H o] A

« Firepower 4100/9300 A A] o] & H 7, 72 7] 0] A]
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* Firepower Chassis Manager 5=+ FXOS CLIE A}-&3lo] A| 28-S 2| F-Y A Y T 538t 45

* Firepower 4100/9300 A A] o] 4] FXOS W A& el o] =3}= 4 -

%]

* FIPS =+ Common Criteria 2. =25 &4 36} A 1} v &4 3}sf+=

=
kl

jlieA
o

N
2ge o

o |o

949 WAL S 459 v o, ok A% YA G Je
]_

o AR A A5 2ok R 0.2 1ok 54 4

rulo

ol

o, X
o
e

= on
i)
ol
ol
ol

i o

e (>

—LF‘:PNW
o
N

(g

N e o w

TropE U o] A7 23 A AL FASEE A A 7F 23 7

L. Al &4 defelr ke ‘7“ 713ko] A b AR A7} *1”/“ Oﬂ *1 E:LO}TH
HAe AL FE AU Ao ARE 23 A S s A A AR =
Ho]#] AHL ZZ5A AL

=4 A .

U1
é
ol
ol

O.I.4 _)"'I
r\l binad
>~
7=

—r‘

]

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .



w2 P54

4

Al AFaE7] Aol
Firepower 4100/9300 A} A1 &] ¥2] IP 4= FXOS CLIoIA] W73 & 4= gl

L
=

(RUBNAU
2 2
N -

#HYIPF4AEH
Ed2S A

B

FXOS CLI®| ¢34 3 th(o A 2~ - FXOS CLI, 9 # o] %] 1),

o7 2ol IPv4 #E] IP FAE A FYTH

2 Y AHAYE 2ol WS BT,
Firepower-chassis# scope fabric-interconnect a

b) UE WEes dHste] @A v P FAS AT
Firepower-chassis /fabric-interconnect # show

¢ T HEE ekl A2 A PS4 LAl EdolE AT

Firepower-chassis /fabric-interconnect # set out-of-band ip ip _address netmask network mask gw
gateway ip_address

d) A28 A ERAAS ARl
Firepower-chassis /fabric-interconnect® # commit-buffer
Thg3} 2ol IPve el IP 742 T
a) JHH 2l o]aﬂuﬁz a«] \:H_A =2 37@51—1/]1:}.
Firepower-chassis# scope fabric-interconnect a
b) ¥ IPv6 Ao W el E A FY L
Firepower-chassis /fabric-interconnect # scope ipv6-config
c) He HWHES dYsto] AA B IPve TAE ST Y
Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if
d) o BEE gt A= #e IPF4 R Al EdolE A

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé ipv6_address ipv6-prefix
prefix_length ipv6-gw gateway address

e) /\]_/:Fé] :rL/Kéoﬂ Eﬂxﬂ}ﬂa ﬂu]bﬂ_qq
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Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

o
Tk oo A IPva 2] STE} o] 2= B Aol E 9] o] & T,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

Ch2 dlloll M= 1Pve ¥he] QIEf | o] = R Alo] E g ol & -4 it

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPvé6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

W=l Aol d Al IP 7

%

Firepower 4100/9300 A A]ol] A A A o Zg|Alo] A A IP F4Z s =
th 28 A st WA FXOS & ol A 1P AR5 WA g b, o E el Alo] A el el A TP
HE WA oF

e
Rl

Firepower Chassis ManagerS A}-8-3}¢] o] 2] M7 & A| =3p A A u| 27t T ekE 4= JHFH ok 2HA)
A Aqu] 2~ TS 9318 W FXOS CLIE AFE-3l o] 8 gk 17 & F=af &l oF gt
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L 2AIA

A1 FXOS CLI®| AZA 7t} (KA 2 - FXOS CLIL 9 ¥l o] A & Fr238H4 Al 2.)
A2 =84 tuo] 22 |9 E A g}

scope ssa

o

scopelogical-device logical device name

uu
X
w

= bt e Aol Ho] i

ASA =214 trto] 2e] QY 74

a) =% utel s he] RERENS Y
scope mgmt-bootstrap asa

b) &3l P REE g

scope ipv4_or_6 slot_number default

i)

.

o) (IPvaTr ) A IP T2 5 AT
set ip ipv4_address mask network mask
d) (IPveqt s ) Al IP =42 AT}
set ip ipv6_address prefix-length prefix _length number
o AIEde] Fa2 AT
set gateway gateway ip_address
T ARG,
commit-buffer
ASA =2]4 Huto] 29 S A A
a) FHsE P PESERS G
scope cluster-bootstrap asa
b) (IPv4rt &) A} 71 P& A STt
set virtual ipv4 ip_address mask network mask
c) (IPvoRtalld) A 7H IPE A T
set virtual ipv6 ipv6_address prefix-length prefix _length number
d AP E= AT
set ip pool start ip end ip
o AelEsle] Fag AP

set gateway gateway ip_address
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H TAL AR,
commit-buffer

Firepower Threat Defense®] 563 % 2l 2~HY +4
a) =9 tutel 2 phe] REXEDS Qg
scope mgmt-bootstrap fid
b) E¥el dtp R=E P
scopeipv4_or_6 slot_number firepower
c) (IPv4dt 3 Al IP =45 AT
set ip ipv4_address mask network _mask
d) (IPv6TF 3% Al IP 28 A4 3T
set ip ipv6_address prefix-length prefix_length number
e) AlolEfle] #4252 I
set gateway gateway ip_address
f) & AR

commit-buffer

e

i S 28 749 7§ Firepower 4100/9300 A Aol 1A 2z} off Z2] Al o] Ao 3l A} 1P 7
25 AR oF dU T A 3F S8 AE B HA 7 9] Ag, T AlALe] 2 el & e Aol A
o thal o & & WA Z Wk ok g,
ZF o Z el Aol doll g ve] FEAER RS A5y
a) ssa R HYE A A
scope ssa
b) slot= W& A A3 Th
scope slot slot_number
o) =gl A= S AT
scopeapp-instance asa_or_ftd
d) ¥ FEZER ARE AFYHh
clear mgmt-bootstrap
o TS AN,
commit-buffer
of Ze] Alo] & w) &g sk ok
disable

commit-buffer
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a S 2 4 9] 75 Firepower 4100/9300 A Al ol 474 % 7} of Z2] Al o] o] T
EXEY AR E A9 | @A sl of T th A A] 31 %H*Eﬁ = HA A A,
A1) 7} o Z 7] Al o] Aol thal o] 2] & whA| S wkEg o} gt}
@A 6 o ZefAlold o] ekl AdEo]al & o] thA] 22kl AE 7 E W off &2 Al o] A
Eh=d
a) ssa L= TRA] W9l E A QT
scope ssa

b) slot® W& XA}
scope slot slot number

0 olFeeld gau sz WelE AFFUh
scopeapp-instance asa_or_fid

d) ol=gAeldS dAstgun
enable

€) 4E AU

commit-buffer

o

4.2 oA 2483

bl 8283 74 9 -9 Firepower 4100/9300 A A ol A A E 7} o) Z 2] 7 o]

35129 Th Tl & ka0 Tk A4 7k Fel o] i HA T4 0

2t o Z e Aol Aol thal o] 2] 7k TAE NkEefof STt

Firepower 4100/9300 ~ A| o] & W

Firepower 4100/9300 A A] o] A}-8-% ©] &5 FXOS CLICIA W74 & 4 3l H Ut

L 2AA

FXOS CLI®| 94743 th(9 4] 2~ - FXOS CLIL 9 # o] #] 1),
A2 A2| mEE Eolghd,
Firepower-chassis-A# scope system
SA3 A o] FS FAdY
Firepower-chassis-A /system # show
974 A ol B TR

Firepower-chassis-A /system # set name device name

(RUBNA)
X

GA S Al =E o] ERAAS AN
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Firepower-chassis-A /fabric-interconnect* # commit-buffer

o
ohe el leke] 2 o] B2 WA FY .

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

Pre-Login =l

Pre-login ¥l 7} §) T4 A}-8-2}7} Firepower Chassis Manager®l] = 21913 wjj A] 2~ ®lof] vl 8] ~E 7}
FAFE YT AR AL WA A] sl A OK(ER)E S8l 8 AFE AL o] MU S T F I E A
o] T AF L) Pre-login WU 7F 74 510] 914 207 ALEA) o B3 UM B EFIE o] vz

FAE YT

R84 7} FXOS CLIS| 271R1 87, W ¥l & 3 % 3 B /b Uehi} 7] Qo ) el s (74 8 2997
EA G,

Pre-Login ¥ ] AJA]

(HUBNAU)

L 2AIA

FXOS CLIC| A Y th() A2~ - FXOS CLL 9 #| o] #] a1,
B ES T

Firepower-chassis# scope security

wju] et wE Sl

Firepower-chassis /security # scope banner

o W8S 88k pre-login Hl Y & THE U T}

Firepower-chassis /security/banner # create pre-login-banner

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .



. Pre-Login vl L] 4

7 5

e e |

A}-8-2} 7} Firepower Chassis Manager 5= FXOS CLI®| 21215}7] o] FXOSl A A&}l Al 4]
gl oF & WA A & A FH T

Firepower-chassis /security/banner/pre-login-banner* # set message
pre-login Wi WA A | AE S 91 8}7] 3 3} A7 EHy o
& ZE O A pre-login MU WA A S 4 H U o] BEol= of W FE ASCIL A ARS8 <

H
QU o8 F9) 9 AES 4 e 5 9o 7 Fe] o] 4 = 1244 U th 3 Aol o] Enter
L

e
912 & %ol ENDOFBUFS ¢ 28}l EnterS E2] $53yr),
HAI A A7t s} g AbE Fl sk cerl B B SFEY T

N2 FAO] ERAA L ARG,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

o
TS o ol A & pre-login Bl Y & A4 o},

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login ®l| | 4

L ZAA

FXOS CLI®| ¢4 2 g th( Al 2~ - FXOS CLI, 9 3 o] #] ZFan).
HetREES g gyTh

Firepower-chassis# scope security

iy Bk RER Sogit

Firepower-chassis /security # scope banner

pre-login-banner U HQF R =2 Zo i,

Firepower-chassis /security/banner # scope pre-login-banner
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Pre-Login 1l ] 2} .

A}-8-2} 7} Firepower Chassis Manager 5= FXOS CLI®| 21215}7] o] FXOSol A A&}l A 4]
gl oF & WAl A & A FHTh

Firepower-chassis /security/banner/pre-login-banner # set message
pre-login ¥f WA A | AE S 91 8}7] 3 3} A7 E Hy o
X F X Eof| A pre-login WlH HIAI A E Q& Ut} o] H=of = o] H ¥ ASCI &A= AFE 3 4=

H
QU old F9) 9 AES 4 e 5 9o 7 Fe] Aol 4 = 1244 U th 3 Aol o] Enter
2 FEu

e
912 & %ol ENDOFBUFS ¢ 28}l EnterS E2] 453y},
HA A A7 dis} g AbE F sk cerl B B SFEY T

A|2~E Ao EAAMA S AT}

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

o]
U o ol A & pre-login Bl Y & A 3 T},

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login vl L] 2} A

L ZAA

FXOS CLI®| <12 g th( Al 2~ - FXOS CLI, 9 3 o] #] ZFan).
HeltRES e gyoh

Firepower-chassis# scope security

iy Hel mER Sojght)

Firepower-chassis /security # scope banner

Al =Bl ol A pre-login Wi U & A A 9 T

Firepower-chassis /security/banner # delete pre-login-banner
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B Firepower s100/9300 43 4] 2155

GA 5 A 2B Lo EWAME S AHARIF T

Firepower-chassis /security/banner* # commit-buffer

o]
Th2 of ol A = pre-login ¥l & 2AHAl 4 o}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 A ~| | 5%

ZEZAA

A1 Overview(7] )= A &5} Overview(7] &) o] A & Gt}
Al 2 Overview(7] £) #| 0] x| 2. 2% $] ol A Chassis Uptime(A]A] QEFS) G oll 31 = Reboot(2] F-8)E &2
.
G 3 Yes(el)E 28 5] Flrepower 4100/9300 M Al & H 9 11715 gAY T}
Al 2=Ele] A BE = A tulo] 27F A o8 Aok & 2 B
a1, upx] 9k O 2 Firepower 4100/9300 A A] 2] A 210] 77 Z A
A= Ay

o

Firepower 4100/9300 A A| 791 717]

L2 A A

A1 Overview(7ll 8)& A 81 35}o] Overview(7l] &) 0] A & Yt}
Al 2 Overview(7] 2) H| o] K] 2% 9] A Chassis Uptime(A] A] GEF]) Lol 21+ Shutdown(X tF)=
Ehasi=g
A1 3 Yes(el)E 2 31 Firepower 4100/9300 A Al 2] A 117]5 &1t}
Al H"lof] £ %E B E =g A gulo] A7 A A o2 Ap2H & 72 1
a1, v EF O 2 Firepower 4100/9300 A A1 2] o] A YT},

o
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o
59
N
it
-
ox
Iz
o,

CR R R <!

%

FXOS CLIE A3} Firepower 4100/9300 A Al & 37 7]+ A S8 HU& o+ A5

o
=1

rr

B = vnpel & S Eeske] A 9] BLE AREAL A S AU E o] At
A v AL AFg-8lo] Al 1S A A 1] W Firepower 4100/9300 A Aol ¢l 2
3l ];slqr;]_(zﬂ :rLH,6 | o] %] m/q 71‘.1_)

w e O
e o (K
fm fu
2 o x

m&

K
i
R
24

(% €] AL3}) erase configuration ™8 &2 A Aol A 2wt E 2ol d 2 A S A A SHA] RS U T ~ntE
gho] 2~ AL A AT E Aol = e 9AE S

scope license

ot

deregister

Firepower 4100/9300 A A & 55 5 Axatd Al ol A tluto] ~7F A A G Ut tupo] 2~ 9] BE o]
Az Qleto] EHE 9 QISA 7L Al A g YT

N

24 deo] A2y

connect local-mgmt

Firepower 4100/9300 A A] o] A =& AFE-2} A S A9 AA S Qg &7 7] E A o7 Bsy

Wtk B3 4 g
erase configuration

Al =Jol| A = AREAE A S A2 A s WAAE

WY TEIEC yesE Edto] THS Ae ke A HAF v
T E AFE-AF A o] Firepower 4100/9300 A A o] A X ]2 3 A] 2~ ®lo] A F-EH YT}

A=1D 154 A=A

Z7] 94 ©]%- Firepower 4100/9300 A A € o =] 7l o] ol A AF-&-3517] 91 % 2HA] A SSL Q154
7F YT QISA 7 AR A E Aol B g SEto]AE Hekg-A oA o] & Abs & L1 F| 614

FEUTh A ZElo] A E HEl9-A = Firepower 4100/9300 A A] 1 Q1E] 5] o] 220 2] 2 A~ uf,

Firepower 4100/9300 A} A o] AA| =&} H WA AFAE T3 =S A&}l Al 878} SSL 7 aL
= Z A ) FXOS CLIE AF-&-3F9] CSR(Certificate Signing Request)= A 4 3} 2L Firepower 4100/9300
"H’\]‘)ﬂ’\i AHEE 23 D )ISAE A X sk v 7{4?}2 AR lF U o] ID )ISAE AL
23lH Feto]AE Bt A7 A4S A A glo] § A H o] A~E TAF T
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A E S Qe D AEA A
SR A|A]
A1 FXOS CLIo AZA Y} (M A2~ - FXOS CLL 9 F[ o] A & x4 Al L)
92 HoRES JEF

scope security

9A3 7] B G
create keyring keyring name

dAla el 7)) BEN A 75 QAT
set modulus size

GAs S A

commit-buffer

GAl6 CSREE=E AT 7182 54 (9l subject-name) &2 J1ISA & AT 1=
o] ol ZzlJ,]. 7o ZJEE T35 ]-_1,:_%; L= A1F FAHAS A A o Z AL

create certreq certreq subject name
password

set country country

set state state

set locality locality

set org-name organization_name
setorg-unit-name organization_unit_name

set subject-name subject name

dA7 FALE AU
commit-buffer

dA8 AT T AT CSRE HEH YT Q15 7|32 CSR& AFE-3he] ID Q154
a) A CSR& FA YT

show certreq

e e |

S A IU.

b) "-----BEGIN CERTIFICATE REQUEST ----- "2 A 23} 31(E ) "---END CERTIFICATE

o A

MIIC6zCCAdAMCAQAWdzZELMAKGA1UEBhMCVVMxEzARBgNVBAGMCkNhbG1mb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1IMRYwFAYDVQQKDA1DaXNjbyBTeXN0OZW1zMQwwCgYD
VQQLDANUQUMxGjAYBgNVBAMMEWZwWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfz2 fi4JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQAImMQsRQDcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
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Al

A

GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxM]jAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrZzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wEM2wwWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

A5 713e] TF 22 M| 20l whet Q15 7] e CSR =8-S Al 3Tt 2

%CNﬂﬂLl%}&&@ﬂﬂéi HID ASAE Al AFF

bl FXOSE 714 ¢ 8 = ID 2% A &= Base64 3 2l o]ojof 3h T}, 91% 7] ol A] -2 D
015 A A ¢lo] th& &2 el 749 WA OpenSSLI} 22 SSL & = W skaj| o} gk}

IDAZEA ANE FA T A EYAE FQEE AT T}

create trustpoint trustpoint_name

ﬂﬁgﬂ%ﬂﬂﬂuﬁﬂﬂﬁﬁl7PMM1%HDQ%Hﬂ%%%§

=

T FAFAE ALSE AF 29 A FE AZA Y F7H<
B AE jrmoﬂ/q ) 1,]oﬂ E O]Z/q Eojd o Fo Hele]
% Y TH(X = BEGIN CERTIFICATE % END CERTIFICATE & 71
& EHAE AIE HAbsto] 2ofd G

l

set certchain

13
=

woemazd a4 |

2ol JFEH A% 7%

Gk

H

FHE AT T,

7} 32 AFA S ol
o). AR 92E B

o A

firepower /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqghk jOPQODAJBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAxXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTc1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ Imi ZPyLGOBGRYFbGY j YWHWXGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUyInbDHPr FWEEBcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYh1lsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
>
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7] 20

>ENDOFBUF

T4 e AT
commit-buffer

EfrE

5

CJE BT

Ll

TERIUY
exit

7189 e Solghd.

scope keyring keyring name

1BA A A Ev] ~E ZR1EE CSROl| i3] B4 7] =3 A4
set trustpoint trustpoint_name

M E A8 8 ID Q1% 4 5 7HA g T,
set cert

AE THAA A SHID ASA ] &

of A

o

£

o

Fu,

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQODAJBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUzZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRZnAOMTIwWLNR1c3QubG9jYWwwggEiL
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBgCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 SmMHCROw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvIrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsSTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7MfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJYMI ICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAABgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 t TkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>Y¥YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLU5SB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>TJj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZXJ0aWZpY2F0aWw9uQXvo
>aG9yaXR5MCEGCSsGAQQBgj cUAGQUHhIAVWRB1AGIAUWBLAHIAdgB1AHIWDGYDVROP
>AQH/BAQDAgWgMBMGA 1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCQGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=
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A 22

w7 23

oA 24

oA 25

7] 26

oA 27

exit
HePREE TR
exit

Az BE R Sol

scope system

AH) 2 wE 2 Sol ot

scope services

A JASAE AHE3HES FXOS § ARl =5 AT
sethttps keyring keyring name

T4 AR

commit-buffer

HTTPS AW ¢} 148 7] F& FA G T o] Aape] 3eA M B3 7] & o5& v
] | 5]

o s S5 7] 7 TTPS A7} o} 2 A JISAM & AFG-8H ==

w2 o2 Atk
show https
o A

fp4120 /system/services # show https
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength

s

RELY

a7 e emAzd 44 [

ok &

AdolE

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH:+MEDIUM: +EXP:+eNULL

7 L 91Z A 9] U] &S A5}l Certificate Status Zk©] Valid= F A 5 =% g1t}

scope security

showkeyring keyring namedetail

o A

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .
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i)
i)
>
X0,
fr
S
o
ofy
R
i
ﬁ,

Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:03:43:8d:e6:06:a0:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:€6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:e£f:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7p:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9)YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEil
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
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yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVN1lcnZpY2VzLENOPUNvbmZpZ3VyYXRp
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dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=
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=& AA
« NTP A H]

A A3}, 85 H| o] #]
o IR A7 A 86 H| o] X
* SSH 774, 89 7| o] X]
« TLS 744, 90 | o] %]
« " G4, 92 Ho] X
« SNMP 4, 93 5| 0] #]
« HTTPS 144, 101 3| 0] #]
« AAA 774, 113 #| o] A
* Syslog 7+, 122 | ©] #]
« DNS A ¥ 744, 125 9| 0] #]
* FIPS 2= 74 8}, 126 | 0] #]
» Common Criteria == &4 3}, 126 ¥ 0] A]
o IP N A~ B2 A 127 Ho] A
« ZLEl oY 1 ~' 2 Q1 E ¥ o] 2~ ts] MAC & A FAF 71 2 MAC 52 891, 128 o] %]
s ZE ol ' 2of T3t gl A T2 F7) 129 7 o] 4]
« 2§ Al URL 7744, 130 #| ©] #|

NTP A1 Q15 &4 3}

Firepower 4100/9300 A| Al ol A NTP ¥ €155 A 31eted oS GAS 341 2.

CERELEEEEEEEEE IRl

« AW E AF3tE ™ 7] ID 2 7] kol 83t} MD(message digest) S Al4HE o oW 7] kS
o] AE G Mo ¢delE uf 7] ID7FAREFH U T ©] 7] gk ntp-keygen= AHE-
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ntpd opensslS- & 3}51o] NTP AW & A %] 3},
NTP 7] IDs % 7] gt& B St

ntp-keygen -M

A 715 s dA ol A&t

] A} AF8-AF 2 Firepower 4100/9300 A A] of] 2712134t}
Platform Settings= 1 &3} Platform Settings(Z A& 2 4) FS 4
Set Time Source(A| 7+ A2 A7) & & of| 4] Use NTP server 2] &
A2 E SHAL TA4HE 9 7] 2 NTP A ¥ & F71gh u)

SaveE = ®lsto] NTP AW 74 & A1 74Hoh.

Enable ntp-authentication | 7 2~5 A3},

SaveE =834t}

ulr
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S

A

Al 22 Bl o] ] NTP(network time protocol) & T StAY, 65 o2 G4 2 A 7HS A AL, A A A
') A XS B NTP 7 o] A & AF8-3HA Al 2

NTP A 78 2 Firepower 4100/9300 A A 2 AfA] o] A4 2] ¥l t=2] %] t]upo] 2 Ik A5 0 = & 7] 34 U]
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Y
El
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Firepower-chassis# scope system
A 22 ol| A AL-g 7HE 8 TLS WA &4 S gl gy,
Firepower-chassis /system #set services tls-ver

o Al

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vl 0 v1.0
vli1l wvl.1
vl 2 wvl1.2

# 2 TLS W& A gyt
Firepower-chassis /system # set services tls-ver version

o All:

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

FAHE ARG,

Firepower-chassis /system #commit-buffer

Al 2="ol] A E ZH A TLS B A FA g o)
Firepower-chassis /system #scope services

Firepower-chassis /system/services # show

o All:

Firepower-chassis /system/services # show
Name: ssh
Admin State: Enabled
Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256

Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,RAesl92 Cbc,Aes256 Ctr,Aesl28 Ctr,Ae

s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
Name: telnet
Admin State: Disabled
Port: 23
Name: https
Admin State: Enabled
Port: 443
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Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength

3
pch
o

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH:+MEDIU

M:+EXP:+eNULL
Https authentication type: Cert Auth
Crl mode: Relaxed

TLS:
TLS version: v1.2

2 74
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Firepower-chassis # scope system

A 2 A28 Au) s B2 Qg e

Firepower-chassis /system # scope services
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©713 Firepower A A1) Tt W oA 28 T stel W e 5 ShtE 2T
+ Firepower 1419 tht &9l 4] 2% 3] §-5tel W th& 32 Q1 Fhinh.

Firepower-chassis /system/services # enable telnet-server

* Firepower A Aol t g &l A 25 5] &514] o & Hgs 4y

Firepower-chassis /system/services # disable telnet-server

A 4 A2 Ao ERAAHS ARy}

Firepower /system/services # commit-buffer

o
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Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP -4

SNMP 7 1.

SNMP #| o] 2] & A}-8-3}9] Firepower Al A] o] 5] SNMP(Simple Network Management Protocol)& 7-/J 3t
Ytk ZpA g 82 T S FaLsk A L.

SNMP(Simple Network Management Protocol)™= SNMP #2| 2} & o] o] A E 7} F-Aalof] wA]R] & 4] &
AFsl= =g Aol Folo] TR EZF YU SNMPE= HIEH T & tlufo] 2o RuUEH 2
Aol AMEE = REstE 2 YA E F Aol E ATF Y

SNMP Z 9 9 F+= v}8 37} gF& o 7 LA U}

* SNMP #2] 4} — SNMPE AH§-8h= Wl E9] A tinfo] 29| &ig& Alofstal BYE ok o 2
o3 A 228,

* SNMP ¢l ©] 1 E — Firepower A A| Hlo]H & %] #2353 A Hlo]E & SNMP #&] 2}l
1 31 8}+= Firepower A Al ol EZ8HE A X E ¢jlo] 24 Q AUt} Firepower Al A= MIB 4 24
A o] A E S 33Tt SNMP ol o] A EE A 88l at ] 2o} of o] M E 3he] A E A
32 ™ Firepower Chassis Manager 5=+ FXOS CLI°| 4] SNMPE &4 8}&}a1 -/ §h o

* MIB(managed information base) - SNMP ©f| o] Z1 Eof] 9l = 2] = = 7] A 2] 24
Firepower Al A] = SNMPv1, SNMPv2¢ 2L SNMPv3E A 93tk SNMPvl 2 SNMPv2ci= B Kt
AFUE 719 2] & AFE- S Th SNMPE= thgel] 4 9] =] of sy th

* RFC 3410(http://tools.ietf.org/html/rfc3410)

* RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412(http://tools.ietf.org/html/rfc3412)

* RFC 3413(http://tools.ietf.org/html/rfc3413)

* RFC 3414(http://tools.ietf.org/html/rfc3414)

* RFC 3415(http://tools.ietf.org/html/rfc3415)

* RFC 3416(http://tools.ietf.org/html/rfc3416)

* RFC 3417(http://tools.ietf.org/html/rfc3417)

* RFC 3418(http://tools.ietf.org/html/rfc3418)

* RFC 3584(http://tools.ietf.org/html/rfc3584)
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Qo] 9153} &7 DES(Data Encryption Standard) 56
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Firepower-chassis # scope security
dA2 71 3o o1 F2 AYFI
Firepower-chassis # create keyring keyring-name
A3 SSL 7] Aol(M E)E A dH
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
W7la EAAH S ARG

Firepower-chassis # commit-buffer

ol

o2 dol A= 7] 7] 10249 E 2] 7] &S A gt}

Firepower-chassis# scope security
Firepower-chassis
Firepower-chassis
Firepower-chassis

Firepower-chassis /security/keyring #

o
X
ot
=2
=
e
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olN
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o
o
ox
oX,
ot
T
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Fei 2] ol ol upH AL A4} whR e

/security # create keyring kr220
/security/keyring* # set modulus modl1024
/security/keyring* # commit-buffer
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Firepower-chassis # scope security

713 7] Bell tigh 7] | Bt Re® Solgiuh
Firepower-chassis /security # scope keyring default
et ol 7% 7] WE A FY o
Firepower-chassis /security/keyring # set regenerate yes
EdaHe ARG

Firepower-chassis # commit-buffer

o

U ool A= 712 7] | & A8d Ut
Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

B BEE PP
Firepower-chassis # scope security
7] Foll gk 4 == Sty

Firepower-chassis /security # scope keyring keyring-name

o|\

A A F [Pv4 B== [Pv6 T2 =+ fabric interconnect?] 0] &S AF&3)o] Q154 248 w5 U ) <
A gl gt HE S E JEstets 2R 2 EV A Y th

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

EAAAe AU

Firepower-chassis /security/keyring/certreq # commit-buffer
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Firepower-chassis /security/keyring # show certreq

of
U o= 712 FHA 02 7] ol tigh IPv4 F249 3| Q154 84S WHEa AT

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8qMZ04UGGILKFXQQc2c8b/vil2 rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGALIUJEQEB/wWQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQue LTNPnrndgqUwuZHUO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

cheol S & 2]

* BEGIN ¥ END &
IFHEAS

Sl

o A2 A A S A S} AL Trust anchor = F-E] B Al ] Q1 F Ao t 3l Q1 5A] Q1S A A ).

EE HApsto] vkl

= A4
T - —
ol 273 o] 3% wUS Trustanchor EE=QlF= S o2 A

Aoz 7] Fol gt s 83 A

nel mEE QL

Firepower-chassis # scope security
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Firepower-chassis /security # scope keyring keyring-name
NEREE ER ELsla

Firepower-chassis /security/keyring # create certreq

3)A} 2 A @ ot #7h e ARG,

Firepower-chassis /security/keyring/certreq* # set country country name
277} 44 ¥ DNS(Domain Name Server) 542 A 4 1t}
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
A%A 243 AAH ol mlel FAE AAFIT
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 A} A 2] IP F4 5 A A gt}

Firepower-chassis /security/keyring/certreq*# set ip {certificate request ip-address|certificate request

ip6-address}

A2AE LT HALe] EAPE 9127 AlS/A e A g

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
ASME 248k =4S A I

Firepower-chassis /security/keyring/certreq* # set org-name organization name

%7 w98 A4,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
QAZA 270 g v AN 52 A QU8 AL,

Firepower-chassis /security/keyring/certreq* # set password certificate request password
ASHE A 38k= 3ALe] EAE AR A/E=E AZ U

Firepower-chassis /security/keyring/certreq* # set state state, province or county
Firepower 4100/9300 A} A] 2] FQDN(Fully Qualified Domain Name)2S %] A g1t}
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
EAAHL ARG

Firepower-chassis /security/keyring/certreq # commit-buffer

Trust anchor T 915 51 0 2 BAbste] A% % 5 9 AFA 29 EAT L

Firepower-chassis /security/keyring # show certreq

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .
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Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreqg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04

Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

set country US

HH o H o H I

MITIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1 jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8mMARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgMBAAGY
LTArBgkghkiG9w0OBCQ4xHJACMBOGA1UJEQEB/wQQMA6CBNNhbWMWNICECSE1XAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXr1lHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

chol A 1)

set dns bgl-samc-15A
set email test@cisco.com

set locality new york city
set org-name "Cisco Systems"
set org-unit-name Testing
set state new york

3
pch
o

* BEGIN 3! END &5 %33 Q154 84 o] 9 AE S JAlsto] spd ol A4yt 7] Pl B gk
ASAE DS AT, A5A 873 o] £3¥ 395 Trustanchor == 15 THOE A5

o A 2] A A S A A8}l Trust anchor = F-E] HES Al ] Q15 A of tf 3k
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Firepower-chassis # scope security

A B A AL AgAgety )

Firepower-chassis /security # create trustpoint name

o] A1&] A Aol 3t S AR E AT
Firepower-chassis /security/trustpoint # set certchain [certchain ]

W o AFA ARE A AA] F2 49, FE CA(Certificate Authority)oll <15
Trust Point &5 = A SAE Y3518 = T3 2BV FAE UYL ST AR E ¢
o] ENDOFBUF & ¢ & 3lo] ¢hx 3ttt

T8 9] % A = Base64 21 59 X.509(CER) & 2] o] o] o gh] ).

EdAAe ACEY

Firepower-chassis /security/trustpoint # commit-buffer

o]
b2 ol M= A8 A& jbE L A1E] A Aol didh IS4 E Als gyt

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkqhkiG9OwOBAQQFADBOMOSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1d3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BASTCOVuZ21luZWVyaW5nMQ8wDQYDVQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVYVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .
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B aczazq9e9

okl A @ 2]

Trust anchor T2 15 ST oA 7] & ASA1 & whol 7] ] 0.2 7hA U th
7] Bog ITA 714 7]

A2k817) Ao
c 7] Q1Z A0 Olg A5A A Eaahs A8 AWS TA T

* Trust anchor == Q15 S oA 7] & ASA & 7HA S UL

L ZAA

Firepower-chassis # scope security
G2 ASAE FA1E 7] ol i 74 RER Soj i th
Firepower-chassis /security # scope keyring keyring-name
9A 3 7] B A E 5418 Trust anchor = Q15 T ol tigh 4l A H-& A4 F
Firepower-chassis /security/keyring # set trustpoint name
A4 71 F AeME dE R 2= st s Ay
Firepower-chassis /security/keyring # set cert

S E 3 Eof Trust anchor F= Q15 £ o 2 K] ub SA HAEE Zojd Ut Q15A 9

= o =
HFE T Zoll ENDOFBUFE ¢l 5to] Q154 o8& da gy

T8 9] Z 4] %= Base64 21379 X.509(CER) & 2] o] o] o} g},

A5 EAAA S AR

Firepower-chassis /security/keyring # commit-buffer

o
s ol M= Al E A3 S A8t IS E 7] B o= A 5 H T

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

> MIIB/zCCAWgCAQAwgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
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BxMMU2FulIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AOoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVV VYV VYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

cheol ST 2l

HTTPS A B A& 7] g o= A3}

HTTPS 4

e HTTPSO|A] AL&3hs S5 9 7] & W4 LY3He] HITPS 4 & 28 F EA4HE 437
U A st Alul A} BE § A HTTP 2 HTTPS Al o] &gt}

L RAIA

Firepower-chassis# scope system

WA2 Mg AN RES dEE
Firepower-chassis /system #scope services

7 3 HTTPS A ¥ =5 &4 31 o)
Firepower-chassis /system/services # enable https

A 4 (A8 AR HTTPS A 40 AHE 3 X EE A Gt
Firepower-chassis /system/services # set https port port-num

A5 (A= AR HTTPSOl thall 498 7] o] o] 5& A A FH .
Firepower-chassis /system/services # set https keyring keyring-name

A 6 (A8 AR = Q1| A AF-8-3F+= Cipher Suite H.9F 288 %] gt}
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode

cipher-suite-mode™ Th& 7191 & % st 4= lFU T

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .
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* high-strength
* medium-strength
* low-strength

* custom- A}-&-Z} 7 9] Cipher Suite AFY A2 & A AT = A FHh

@A 7 (A8 213} cipher-suite-mode”} custom O = A A ¥ 7 9- v 2l o] o 3} Cipher Suite X .QF2] A ~H]

7 8

g S A A U
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string< 3 t] 256A}°] ™ OpenSSL Cipher Suite AFY 2 =3l oF Ut} &1 =
5T A AR F EU T & (=2 50), +EA 71 5), (Bl ), (FE)2 A E S Y
o} A gk U] -8-2 http:/httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite S 33314 A] 2.

o 2 S0] FXOSI A 71 gk o2 AL ah $7k 2 AJ BAG & ew} 2an,
ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

Eig cipher-suite-mode”} custom ©] 2] 2] ko &2 A A E o] gl o o] FA4-& FAFH YT},

(R E AP AFA A B2 012 B4} = w B SHE o,

set revoke-policy { relaxed | strict }

A9 A28 AN ERAN S AR,

Firepower-chassis /system/services # commit-buffer

of

o}2- ool A= HTTPS S &4 315 aL, ¥ B e 5 44302 A 4311, 7] & o] 52 kring7984
2 A7 3}a1, Cipher Suite H.QF &l ¥ high® A A sla, EWHAAS AUl gy}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS = E W 7

)

s}

O:

m%
¥
rir
=
X
[-'El

HTTPS A H| 2= 7| 24 0 5 X E 44394 A 3lE o] )J<5Y Tt HTTPSE H| &4
HTTPS $1 40l AH8-3 X ES WAT 4 5T
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L 2AIA

kg

Platform Settings(= 2 % 2 4) > HTTPSE A &
HTTPS A4 )] Ab&-3F L EZ Port(EE) Lo 19
Mu) s 7] A 02 FE 443004 &4 s
Save(XHE ==yt

Firepower A Al = HTTPS X E 7} X4 H el = +AH Ytk

HTTPS X E & W7 gt S0l = A A o] =& HTTPS Al o] TE g UTH AFE A= th- 3} 2ol Al X E
5 A}-8-3}9] Firepower Chassis Managerol] ThA] 21215} of 3t T},

ST 1265535 Aol o) A% QT e o

https://<chassis mgmt ip address>:<chassis_mgmt_port>

olul <chassis_mgmt_ip_address><T 827} 271 :IL JS A8 59 Y H 3 Firepower A A] 9] IP
Th Ee TAE o|F oY <chassis_mgmt_port>% W 74 $F HTTPS LE YUYt}
S 2 A A

Firepower-chassis # scope security

B 7] 9 AR g

Firepower-chassis /security # delete keyring name
ERAA S AU

Firepower-chassis /security # commit-buffer

o]
U ool M= AR A A& A A

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .
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A Aol 7] Fol A AHEhA e HeF o,

L 2AIA

WA wek wER So gy,
Firepower-chassis# scope security
SA 2 W AE A S AR T
Firepower-chassis /security # delete trustpoint name
93 ERAH S AR,

Firepower-chassis /security # commit-buffer

o

U el M= Al E A3 S A gy

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS 1] g4 3}
EXRE

GA1 A 2E REE 9]

J

.
Firepower-chassis# scope system

WA2 A2g AH 2 BES gH P
Firepower-chassis /system # scope services

A1 3 HTTPS A M| =& v &/ 8t ety ot
Firepower-chassis /system/services # disable https

A 4 A 2=E o] ERAAE S AR T

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}0] =, 2.4(1)
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AAA A

AAA 7 1.

IYYEXN |
Firepower-chassis /system/services # commit-buffer
o]
Uh2 ool A= HTTPSE Bl 24 shstal ER A S 7Bl Yt
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
o] MAe| A= 91, MG o] & o] 71 o] el AW I Th AA T NE L g FES Fars
AL
AAAE TFE ko] B Al Aol S Ad Aul = gFos, 4N FART AHEFE B2
s A R| 2ol g g el Do AR E AlTFUT o] AL A UEY A ¥e] B Heks
da Fad Hrow 2FHY
5
ZL A28 Folaly] Ao] WE AL§ o B AW ES YHFES QP PHOR &
T2 QARG A FRl WS AlS U T AAA A H = AREAE] QIS A8 dIAE S vl o] B o] 2o A
4 B A9 Lol W v, el o] QA ks = el o s
F QgUTh AL WAl AR5 Fom, Qe Asfeki vl =92 94|27k AR H T,
o Al S Z 38 Al A ol ui gk He] 2 S Q1S58 = S Firepower 4100/9300 A A1 & -4 & 4= Q)
Y
s HTTPS
* SSH

5 0]
Ao E AL FANE TRAZE G A2 S G BF, T hs EE A0 § T
& BUFHE AU AE AL AZHE AF AL P A2 e BF IO B S
L
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)T} E L AL A T MM A F 2aH]FHE B aAE AU of 7)ol = Al 2E AFE A 7F ALEA)
7FAA T BUlAY = dHolH o] ¢ Tl X o7 SN EA DAL T AR 7=

= Tl o] Fol A o)== AF F-of Ajof, -, FF A, dAas FEE B &G A Sgol ARE

&

1% o7& 3 7 AHE T AT B Yol ol A=
A AL Are] 1% o 28 Felslob U Th o)L H & Wm0 2 AFES AL Q15 2 U ol
A 5

AAA 7B
AAA M B = A 2 Al & el AR = HIEY A A Y

=0 A H
o =
ol ARG AT A 2T S G @ hssh u] 2 E A S A ‘—H—% FAGIT o7}

TR B4 S A A ol 8 & 2 A g

=7 dlo] g o] 2 A ¢

Firepower A Al = AF&AL7F ARG 2L 220U S A& 7 = 2 dlo]HHo] ~&
A H Al 22 dlo B Ho] 25 AFE-3to] ARE-AL Q1F, G Fof B o] 7' & Al

LDAP #| &<} 173

LDAP A& A}2] &4 -4

o] Aol A FA ek HA4 REATA AAe gk 7] A Yok AE Ale At
o]k &4 5 shutol thek A o] EgH 7 -$ Firepower eXtensible & A AN A = sl A
AFEEIL A2 L A,

Active DirectoryS LDAP A B & A}-&-3}= 7 9-ol & Active Directory A ¥ o] A AF-&%} 0] 7} - E & A
/313 Firepower eXtensible 3 A A <} v} 3T}, o] Al Tha ¥ X] = HEHEE 7FA of

e,

l

L2 A A

@Al 1 Platform Settings(Z 2 3% A ) > AAAS A B3
w7 2 LDAP ¥< 283t}
A1 3 Properties(5579) G G oA v 2 =5 AT
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oap A4 44 |

1% EE
Timeout(X] 7+ 7)) 7 = A1zke] 23} 7] Ao A] 25 0] LDAP H]o] ] o] =] @12 A]
S8k ¥ Was M) del YUtk
1-6039] 55 9 Frieh. /1 gk 302Gtk o] £4 & 2

Attribute(54) 2= Ab

g7} olak 9 271 Qel o3 %S A 4aH LDAP 44, o] 44
o g o Bk AU T A AHe L8 A Bl B EE F skl of

&4 ol B3} Ao e REUTh

Base DN(’] - DN) 9= A7 4§27k Zorelskan A 9o A AL o] ol 7] et AL
4 DNE Qo w3 A ) el A 1A A 2ok sHe

LDAP Al T30l M 54 & a4t o] 5 Y vt 712 DN ol =
o] 2552k A CN=$userid Z o] = wl Ex} =2 A A= 4= Q)&

t}. o] Suserid™= LDAP 2152 AF-&-3}] Firepower A A] ol < A]
25 AlEdhs Y4 AAAE AE U

o] %4 YU of ol A 713 DN A 45HA ekow 4
o] 8H= 7 LDAP A3 4] 31& A 8l of F k.

Filter(ZH) 2= LDAP 7 A& A o ¥l L] 9} A X3} = AFEAF o] B0 2 A3k Y
t}.
O e} H

A 4 Save(H7hHE S FU T

ol =3 2
LDAP Al &AH5 A4 ot

LDAP A &=} A3 /3

Firepower eXtensible =% | Al o A= 2 o] 1671 2] LDAP Al A5 A L3t}

REEMEL

Active Directory S LDAP A H 2 A}-8-3}= 7 -§-0l| == Active Directory A1 H ol A A}-&-2} o] 7} E & A}
“d5t] Firepower eXtensible < A A &} v}IG FU T o] A G R H 4] = vERTE 7]’@ oF
vt
Y .

EERE

A 1 Platform Settings(Z 35 4 4) > AAAE A &g}
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@A 2 LDAP 812 &9 3]
155

3
)
o
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o

A3 %748 2 LDAP Al FAo] el Thg-S Falge
)

a) LDAP Providers(LDAP #| 3%

oA Add(F7HE ZY ]

b) Add LDAP Provider(LDAP A| &2} 5=7}) t 3} d=pol A th B =5 23 .

cIP ) ZE

ol F A
Hostname/FDQN (or IP LDAP A FA7} Q& T AE o] & = [P F4 YUt} SSLo]

Address)(2 2~ E ©] E/FDQN(

A8l 79 o] == LDAP dlo] B H o] 2 HQF Q154 <]
CN(Common Name)Z} 7 &3] A =] & of gt}

Order(so4) 2=

Firepower eXtensible % | Al ol ] AF-&-2}& Q153171 93] ]
AFAE B A

Firepower Chassis Manager %= FXOS CLI®| A ¢ ¥ o] &= o}
2 A F Aol 7] ¥Fs}o Firepower eXtensible -3 A #l| o] th&2.
R AR 7 d oS 2l s W 1~16 Abol o] A E 9
23}l A} lowest-available =& 0(52 4 0)2 & o)

Bind DN(H}R1 = DN) Z =

7] DNoJ| &3l 25 Al gk o] 7] & A Agle] 9l
LDAP t]o]EjHo] 2~ o] 7} E 9] 314 o] Z(DN)J Ut}

A AE = FH o) E21Y Zo]i= ASCIIL 2554 Y T}

Base DN(7] ¥ DN) 2 =

AA AHEA7F =Rl EkaL Al F ol A A2} o] Fofl 7] &%
AHEAF DNS @ 0.2 a1 A L gk uff A ol A A& A 2Feff oF &F
+ LDAP A5 T2l A 548 3L o] 54 th 7]+ DN Z o]
+ H o 2557}l A CN=S$userid A o] & W #A} == H4d F
U Th o] o Suseridi= LDAP $15-3 AF-&38}<] Firepower
Chassis Manager %= FXOS CLIO| A =& A =38k 94 A}
/A4S Ay

o] gt 7] DN¢| 7] &gko] LDAP sl A4 ¥ A &2 74 -¢
dagyrh
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Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRI9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: O
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:
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firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present
firepower (fxos) # exit
firepower#

WS =] A tutol 2o A Ef 6k AEF o] A5 Sl

firepower# scope ssa
firepower /ssa # scope logical-device LD1
firepower /ssa/logical-device # show external-port-link

External-Port Link:

Name Port or Port Channel Name Port Type App Name
Description

Ethernetl4 ftd Ethernetl/4 Mgmt ftd
PC1.100 ftd Port-channell.100 Data Sharing ftd
PC1.200 ftd Port-channell.200 Data Sharing ftd
PC1.300 ftd Port-channell.300 Data Sharing ftd

=23 tufo] 2ol A &9 QI o] 28 A AT v, A S AU

firepower /ssa/logical-device # delete external-port-link PC1.100 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.200 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

TRkl 73S AT B F- VLAN ZL50] 2707F H B2 293 A F =2 077 A w o] 74
o (e}
= AN

Ae) 9 3 gl Qi BE =24 Hulol 2ol A a9l AE A o] 2 A

CLIC A 25l 9l

Hpo] ol A 319] B H| o] 25 A AR v, A A ZF]io] T4

= 4
o o] oA % T L AT ol 8 59 b g,

1.

?ﬂ—ZO]’E%D:] VLAN %‘E Q’?l%l‘l/]q—q-%%aoﬂlﬂ _’l-r—loﬂ 37H‘q %‘%’8]——?4 ?_]Eiiﬂol./_\_%
LFEFUI = VLAN 100, 200 % 3000] 2 3F5 o] gl th.

firepower# connect fxos

[...1]
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firepower (fxos) # show ingress-vlan-groups

Qe o) = e |

ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present
2. Zhi=e vubo] o] SE el o] 2% Helstn FHE T 349 AE|o] 22 Fu g
. S 2B 9] Q18] 27} A A1) Q1 o] 2o SIEh Shike] VLAN Lol £5hw
show ingress-vlan-groups &5 =3} & X] 3| ok 31t} Firepower Chassis Managerol| 4] 2} & 314
Qe o] 22 vk 28 FhA7F SR QAU AE H W & Ao
R IR (PSR P P
Interface Type Admin Speed Operational Speed Instances VLAN
@] MGMT Management
i Port-channell data 1gbps 1gbps
Port-channe|1.100 data-sharing LD4... ﬂ* 100
Port-channel1.200 data-sharing = LD4... @ /nterface is shared by 4 instanges
Port-channel1.300 data-sharing = LD4... € tE.}
@] Ethernet1/3 tEf
" W% Port-channel2 data 1gbps lgbps
CLISNA &5 Qe o] 28 W] 28 RE el 4 tulo] 20] 542 B 5 gHu

firepower# scope ssa
firepower /ssa # show logical-device expand

Logical Device:
Name: LD1
Description:
Slot ID: 1
Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:

Name: Ethernetl4d ftd

Port or Port Channel Name:
Port Type: Mgmt

App Name: ftd

Description:

Ethernetl/4

Name: PC1.100 ftd

Port or Port Channel Name:
Port Type: Data Sharing
App Name: ftd

Description:

Name: PC1.200 ftd
Port or Port Channel Name:
Port Type: Data Sharing

Port-channell

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}0] =, 2.4(1)
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App Name: ftd
Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:25

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD2
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:28

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD3
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}o] =, 2.4(1) .
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Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt

App Name: ftd

Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2B

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD4
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2E
Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing
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App Name: ftd
Description:

ZF =24 yupo] 2ol A shef QI Hl o] 28 AA T v, & AT

firepower /ssa # scope logical device LD1

firepower /ssa/logical-device # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD2

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD3

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD4

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

Zroll A& ARG 79,2719 VLAN 2 Fe] A4 Eo] 2913 Ak A2 0 Rk A4 H o] A4
Ae 2e 5 gt

AV S, 4: Sk o] 439 =214 Hutol o] B8] lE A o] 2 7

CLIONA 289 =
o] ol X =% AL AT

1.

2.

o

o,

o
N
b
2
2
o
offt
>,
=

E= =4 Hupo] o) 59 e H| o] 25 F7}

7 1= % tuto] o] 319 QB0 2B FHE The, P4

o
2

&

o

Y.

firepower# scope ssa

firepower /ssa # scope logical-device LD1

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD2

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD3

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD4

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # commit-buffer

firepower /ssa/logical-device/external-port-link #

F7rol TAL ARG 25,2719 VLAN g o] B H o] 2910 AL 2 2. F7h g H o]
CORELRES DR e

Port-channel1.400 VLAN ID7} VLAN “1& 19 37} AL 301& 4= 941

£

ol
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firepower /ssa/logical-device/external-port-link # connect fxos

[...]

firepower (fxos) # show ingress-vlan-groups

ID Class ID Status INTF Vlan Status
1 1 configured
200 present
100 present
300 present
400 present
2048 512 configured
0 present
2049 511 configured
0 present

firepower (fxos) # exit

firepower /ssa/logical-device/external-port-link #

N
Ir
o
|
!
P
e
e
Ac)
[>

715 AR

2~of] A}-&3F VLAN 3} |2.4.1

=4 Qo)A E FAsHA AHE S
4= == FXOSol| A VLAN 3}$] <1 E
HolagE A st Tl ofF A"

2 b A o] 28 TR S A%

g

sk

Za FTD ¥4 6.3 o] o] A&

Uk,

At 3.

Interfaces(2] E] 7 o] 2~) > All
Interfaces(’2= 1 E 7 0] 22) > Add
New(M 2 F7h =503 o7 >
Subinterface(3}$] ¢1E # o] )

2 71/%=7 ¥ Firepower Management
Center 3}¥:

Devices(T] B} ©] 2~) > Device
Management(T] 1} 0] 2= 3+2]) > Edit(5~
1) oFo] & > Interfaces(S1 E] ¥ o] ~) =Y
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Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

ofZg Ao F&Ee AT tuto] 2o A de WS =gyt
connect asa
connect ftd name

connect vdp name
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o Al:

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

o All:

Firepower-modulel> connect ftd

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

G 3 ofZ Aol 245 FXOS 25 CLIZ F53 T}
* ASA - Ctrl-a, dZ& ¢ =gt}
* FTD - exit=S ¢ 2 &t}

« vDP - Ctrl-], .5 4= &Yt}

A 4 S $8) FXOS B E CLIE AH&3 4= 9l

)

Yt
4] 4 FXOS CLIC| Supervisor(&] AF) =5 0. 2 Hopgh},
Z&£S FEFYLL
a) ~ 48Pyt

gy o ZE] Aol S TR
b) @Y o ZE Aol S TaetEH

telnet>quit

L

A AAE FFY

a) Ctrl-], . & 4

ol A]

w24 cjupo] |

2 Aok 7y

U5 oA A= Bot 25 19 = ASAol 23 t}-5 FXOS CLIS| =¥ vlo] A g2 v}

A R g,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.
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CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

Logical Devices(:=2] %] t]n}o] )& A B3} Logical Devices(¥=2] 4 t]n}o] ) | o] X & Yt}

Logical Devices(:= 2] 4 HH}o] ) #| o] A] = A Al o] A4 & o] Q1= =] 4] Hubo] A 555 HolFY
th =24 Huto]l 27 g H o] YA 2 A, tiAl ol & Sl wAAI ZF EAH U H

2k7|8F =] A tufo] 2of t & Delete(2F )= &3 gt}
Yes(el)E S8 3to] =] 4] tuto] 25 AAI S A QS I T
Yes(e)E ZElste] ef ] Aol 788 AHA S 39S gl Th

=4 tulo] st AA E X F2 o FE Aol A" A A A

A 2
oA 3
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set adminstate online
commit-buffer

o

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope card 2
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:
Id: 2
Description: Firepower 4x40G QSFP NM
Number of Ports: 16
State: Online
Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G
HW Revision: O
Serial (SN): JAD191601DE
Perf: N/A
Admin State: Online
Power State: Online
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A

FP9300-A /fabric-interconnect/card # set adminstate offline

FP9300-A /fabric-interconnect/card* # commit-buffer
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:
Id: 2
Description: Firepower 4x40G QSFP NM
Number of Ports: 16
State: Offline
Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G
HW Revision: O
Serial (SN): JAD191601DE
Perf: N/A
Admin State: Offline
Power State: Off
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
FP9300-A /fabric-interconnect/card #

O SAl ol whek Bk E= U E A RE] A9S Y Hy
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Sheb g Es} EAH

A AHA]

A4 A 9 e A TR AA AAE AFAAY, BE v18A A2 AA A8 A
F AgUd

=2 A

Tools(=7") > Packet Capture(Zl| %! 74 )& A &g},

Capture Session(7] =] Al ) ol @A 4% |2 A A F5o] AU A 74 € )2
A Al gl A5 13 W &-of WAIA 7 hAl BAE U o

S A7 A A S A AIsE e Al A ol & B ek Delete(”xﬂ ES FHgY
EEvEA F7 WA A S 2AISHEE 97 A A 55 9ol L& Delete All Sessions(=-E Al
A 2A)HES ST
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HES A

A1

negaazguze [

=

T

A HAE

SECHEL

FAE Ol EE P4 FA7} b WED )N the vuol 22 pingstel /| E HEAD A2
Bl ~E 329 ping H 8 S A} TE B AE o] 2 i [Pve 47 QL HIEY A T2 o}
o] 2~ & pingd}2] H ping6 ™ H 2 A&}

BAE O] F R P4 FAZ AHEEE MEY o] U2 tuto] ko) tlE AR E 45
traceroute % & ALE P Th S 2 E o] F HE IPv6 FAE AHESHE 1_4 114 tlufo] 2=
of gt 2 ZE F43le ¥ traceroute6 T &= A& T}

« ping & ping6 8 %2 1ocal-mgmt FEO A AFEE 4 QlG Y th
b plng uiaﬂ"'module JAtioﬂ}ﬂ_L }%%é% 4: gl{}LJE%-
* traceroute 2 traceroute6 " % < 10cal-ngmt EEO| A AFEEF = HU T

* traceroute 8 % -2 module RENA & AR S 4= ST

SR A|A

E]’% Ug ‘—%] % —5‘]"/]'% }‘o:] local-mgmt v]—l_‘ module H.& oﬂ Oq "E L] ‘:]‘
* connect local-mgmt
* connect module module-ID {console | telnet}

o) A

FP9300-A# connect local-mgmt
FP9300-A(local-mgmt) #

S RE O] EE IPV4 TAE ALESIE U EY A A 1 & gufo] 2 & pingsle] 7|2 Y EH T AA
= HAEdUH

ping {hostname | IPv4_address} [count number packets 1 | [deadline seconds ] | [interval
seconds ] | [packet-size byfes ]

o) A

o] do A= U EA A = thE Hnte]l 25 121 pingdto] AAsh= S Hol Sy

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 ethO: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms

64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms

64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms

64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms

64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms

64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
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64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from

198.
198.
198.
198.
198.
198.

51.
51.
51.
51.
51.
51.

100.
100.
100.
100.
100.
100.

10:
10:
10:
10:
10:
10:

---198.51.100.10 ping statistics ---
12 packets transmitted,

rtt min/avg/max/mdev

FP9300-A (local-mgmt) #

GAI3 SAE o] F B
&8 AT

traceroute {hostname | IPv4 address}

o Al

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10
198.51.100.57

1

2
3
4

FP9300-A (local-mgmt) #

SN B W HE

* scope eth-uplink

netl-gwl-13.cisco.com

netl-sec-gw2.cisco.com

o) A}3}) exit

[

o A

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

S Y #H 3} Jeth-uplink/fabric =5 A2 T}

* scope fabric {a |

b}

icmp_seq=7 ttl=61 time=0.223 ms
icmp_seq=8 ttl=61 time=0.221 ms
icmp_seq=9 ttl=61 time=0.227 ms
icmp_seq=10 ttl=61 time=0.224 ms
icmp_seq=11 ttl=61 time=0.261 ms
icmp_seq=12 ttl=61 time=0.261 ms

IPv4 T2 AFE3LE U E Y o)A thE t)ufo] 2o et A=

12 received, 0% packet loss, time 11104ms
51.005/51.062/51.164/0.064 ms

(198.51.100.10), 30 hops max, 40 byte packets
(198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
(198.51.100.101) 2.050 ms 2.038 ms
(198.51.100.201) 0.540 ms 0.591 ms
netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms
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EEREREEDN |
©71 2 show port-channel ' &= Y Hoto] Z7Fo] #he] Al B 2bs Aot 3 A4 TE AE 555 1
Al e
o A
FP9300-A /eth-uplink/fabric # show port-channel
Port Channel:
Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members
11 Port-channelll Data Enabl
ed Failed No operational members
12 Port-channell?2 Data Disab
led Admin Down Administratively down
48 Port-channel4s8 Cluster Enabl
ed Up
FP9300-A /eth-uplink/fabric #
W73 T B RSk port-channel BEE AR E EE AW W EE ARE TATT

* scope port-channel /D

of A

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

7 4 show W HE S g ste] A H LE Aol digh e JRE TAIFYT

o) A

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

e
=]

7] 5 show member-port 8% 25t L E A o] g LE th3t FE] AR E FA T
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FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name

on

Membership

Ethernet2/3
Ethernet2/4

Suspended
Suspended

Oper State State Reas
Failed Suspended
Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

T E Y& =g 4 tjufo] 2o &g w7}z VERLFA] 9

A AAGRAY =2 A tufol 27k AR A9, EE AGL X

<A 6 F7F
%

* top

XE
& YT fros B

* connect fxos

o Al

A 7 show port-channel summary HHs

o All:

o= =

AE L LACP HAHE HH
Al &R o

FP9300-A(fxos) # show port-channel summary

Flags:

(
D
I
S
S_
U
M

Down

Individual

Suspended
Switched
Up (port-channel)

Not in use.

P -
H -
r -
R -

Hot-standby (LACP only)
Module-removed

Routed

Min-links not met

Group Port-

Protocol

Eth

Channel
10 Pol0 (SD)
11 Poll (SD)
12 Pol2 (SD)
48 Po48 (SU)

Eth

7] show port-channel 2!
st E Ad 9 &5 ET|Y, 72 H, "}%‘%k S LACP AR E %A

! show lacp ™3

LACP

LACP

LACP

sto] A4 L E Ao gk o
Up in port-channel (members)

Member Ports

Eth2/3(s) Eth2/4 (s)

Eth2/1 (s) Eth2/2 (s)

Ethl/4 (D) Ethl/5(D)

Ethl/1(P) Ethl/2 (P)

LACP

<+ fxos J———Oﬂ }\1 /\}%
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axege] gl A 27 [

o

ol S & 2]

H
X E 3 A IH A H = EtherChannel(EE A Q) 71, 146 H o] x| 2] &S F 234 A L.

A2 o] 3 EHQ B L P shE AT Ed o] ol 7h RS the Aol mhe 2TES o]
A RS PR T 5 QU o) T2A AT R e A 7) 2B o] 1) A S TFTP ¥ 9 3har, A) A
SRR a1, A o v A & ARg-5te] H- ok e,

57 FXOS W el thgh 1578 oW A & 74 & 4= 5 U o

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

= oA el = Al Ao T shed o] E9bE o gl th ol & 5] Uha & FXOS 2.1.1.64] A A =
T oA AU

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

EXRE

ROMMONe®]| o} 4| 2=k T},
a) 2% TEO| AAF )
b) Al 2~ES AR e s o)
A sglo] & A Ashe, 2 TR A2 Foll h ETHE Eleln 7k BAE Ut
¢) 7FEtE Fol Escape 7| = =2 ROMMON REE Eo] 7kt
o A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}o] =, 2.4(1) .
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| EEEEEESEEEE

A a2 |

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

Z) ~E}E o u| X & TFTP -8 gt}
Q) WP F, W) U}, Ao 290 1P 27k & A E A ST . et

&Aool A% 4 2 4 21tk ping 3 & A8 S0l TFTP Awjo] ¥ €128 1)
F U,

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

[T of

1>
met off

b) Z]2E}LE o] X = Firepower 4100/9300 A A] ol A M| 2 7153+ TETP t] 2 ¥ 2] of] HAFgH T,

Z) 2B E om 2] WA Ha s HE WA HE o} AX644] g5t} Cisco.com 2T E |
o] ﬂrTi‘: # o] Aol A] FXOS W M 3} 7] ~ELE o]w] x| Zh g & HoF= ARE 3
ST

i
k]

¢) boot ¥ & AH-8-5Fo] ROMMONGSI A o] %] & F-& gt}

boot tftp://<IP address>/<path to image>

o

i Firepower 4100/9300 A A 2] AW s Qo] 9= USB &Eol 419 & USB 1] t] o] t]u}o] ~
S AFg-510] ROMMONS A 7} ~BFE & P88 45 Utk A 2= 80] A 59l 1)
USB tuto] =8 A9l ahs 49 A 2262 2] 25 shof USB tuto] 227k 214 H ok,

—

o

o] %) 7} 541 F)

o All:

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

Uehglis dee) 4

I:H

A7 UEbd th ZI 2B E o m A 7F 2 =5y T

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
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axege] gl A 27 [

rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp

ADDRESS :
NETMASK:
GATEWAY :
SERVER:
IMAGE:

TFTP_MACADDR:

://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

10.0.0.2

255.255.255.0

10.0.0.1

192.168.1.2
fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igadssas i sisssasiidssaiiissaiiidasaiiissasistssasiiissasiiissatiiissstis;
igddssasisasasisssasiidssaiiissaiiisasaiiissasisissasiiisasiiiasatiiisastis;
igadsas i i asiissatiisaatiidasasiiasaiiissaiiiisasiiisasiissssti

File reception completed.

Firepower 4100/9300 A} A] o] W} =3k Z] AEFE o] ] x| 9f A %] 3} = 578 A| 28] 2 3] 2} o] w] %]
& U2 =3yt

a) HTAI2EH Bz} ou A & G2
USBE 53f o83t o] n| A & T2 =

b)

switch (boot)
switch (boot)
switch (boot)
switch (boot)
switch (boot)
switch (boot)
switch (boot)

IP 74 2 Alo] EgJlo] & A A 3l oF st}

# config terminal

(config) # interface mgmt 0

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if)# exit

(config) # ip default-gateway <gateway>
(config) # exit

A A AW o A bootflash@® =7 A] 2~ Bl @ Fa] 2} o] u] x| & B AL T}

switch(boot)# copy URL bootflash:

be T F e

Ao} 7bA & 9l o] URLS A4 3ok,

* ftp://username@hostname/ path/image name

* scp://username@hostname/ path/image _name

* sftp://username@hostname/ path/image_name

* tftp://hostname/path/image name

o Al

switch (boot) # copy

scp://<username>@192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .
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switch (boot) # copy
scp://<username>Q@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) OlWAE AJF A S = Firepower 4100/9300 A A of] AL £ nuova-sim-mgmt-nsg.0.1.0.001.bin]l
A B A} o] M A 2 symlinkE WHEU T o] 33 228 Al A} o] n A E 2= v AU S| &
HaEUth | olu X2 2=ate 1 =4 9} Flo] symlink 0] &2 3+
nuova-sim-mgmt-nsg.0.1.0.001.bin®] & oF g+ t},

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o All:

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config)# interface mgmt 0O
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

HF 22 23 A ~H o] r| X & 23T

switch (boot) # load bootflash:<system-image>

o) A

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful
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System is coming up ... Please wait ...

Cisco FPR Series Security Appliance
FP9300-A login:

o

Jo] o] o|m A& Rk AL AlkmstA] Ik st |, H - on A& REZ 5 v W H

Fa ol @A B oA & REd AF Fsol Ptk

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

Firepower 4100/9300 A A o] 4] AF-&-8F Z 2 F HE o] u| A & thg 2= F A XY T) 2pA| & &2
oA 2], 43 ¥ o] A & st Al 2

o A

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

EAE T A 2 Eo A B

A2}7] Aol

A AYS o A FHOE ALT S gl A e AR
gLtk o] T2 A28 GE e A 7| 2B o] 0] 4] TFTP 8
A5k 1) o] A 0 2, A o)A A B okl 1
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B o] Wakolle A A AERO] EFH I 1 Ak Al2Hlo] HPE F AU chAl T

oF gt

Cisco.com?] T} ¢ 2| ol A4l 57 FXOS H Aol )3t 5 o] n| A & 7142 4= A5 Ut

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

- olu|A]o = Al 7l 9] M= s o] EZ3hE o lF YT o & £ thE2 FX0S 2.1.1.642] &7+ o]

EERISEY

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

L RAIA

@Al1 ROMMONGo|| A~}
a) && XE A4 YTh
b) ]/\Eﬂ H lﬂfg-q 1—4_
Al 2=Elo] 298 A AHet, 21 R A2~ Fof] - E T Efo] M7} LA g U T}
¢) 7FHEETHE 9| Escape 7] & %2 ROMMON X =2 So] 73t}
o) A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
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EREE

B

AEEDRPCEREE

Boot interrupted.

rommon 1 >

7] 2~} E o] v %] & TFTP 58§ ),
a) 431 IP 2, ¥he] Ylmp 2=, Alo] Ego] IP F47F Suk= A A8 A=A Iyt set
= AH&Sto] dl D whs & ¢ AUt ping W B S AFE-8He] TFTP A H ol thek A4S Hl 2~
% glsruict,
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ZI2E}E o] 1| X & Firepower 4100/9300 A A]ol| A N A2~ 7153k TFTP U] & 2 o] HAFg T}

al ZI| 2~ E o|u| X W HE = HE WA HE e} U ehA] g5 YT Cisco.com &2 E 9
o g2 = Ho] x| oAl FXOS W M 7} Z) ~ELE o]n[X| ZFuf g & By F= HRHE 3
< F IdFYHh

¢) boot 8 &S AF-8-3lo] ROMMON® A o] w| X & F-& g},

boot tftp://<IP address>/<path to image>

o

o

ar Firepower 4100/9300 A§ A] ©] A 3f Qo] 9Ji= USB &30l 411 3F USB | t] o] tjujo] =~
£ A&-3F] ROMMONON A Z] ~ELE S HE 3+ % 9lF Ut A A~glo] Ad S o
USB tulo] ~ & 4kl el 45 *li%‘—% 2| -9 dloF USB tfnfo] 2~ 7} Q121 Y o)

olu| A 7} =41 TS e &= A3 # A7 YERE Ths 7] 2B E o|u| X7 2 E Y
o All:

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

> address 10.0.0.2
> netmask 255.255.255.0
> gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
EEEEREERE

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon
rommon
rommon

=Sw N

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.4(1) .



A a2 |

ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFHFH AR R R R R R R
FHEFHFHH AR R R R R R R R
FHEHHFH AR R R R R

File reception completed.

G713 Z)AELE o|u] X7} =% F init system S ALE3lo] ZYAE A XA
init system ™ ¥ & A| 280 T} R EE BE AT Eo] o]n x| W A|AE O] BE A S F 35}
Frle] ZR=E AgUth o] BHE S ¢hadhE dl °F20~30% A= 22T

o A

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

SGAl 4 ET o] U] X E Firepower 4100/9300 A Al o] T} 2 =3 o},
a) ETFoluAE g2 sty H #AE IP T4 D Aol EY o] & Aok Yl USBE 53 o] &
Sk ol v & 2 =8 = glG Ut

switch (boot) # config terminal
switch (boot) (config)# interface mgmt 0
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switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit

( ) (config) # ip default-gateway <gateway>

( ) (config)# exit

switch (boot

switch (boot

b) A A ulol A bootflash= & o] 1] 4] Al| 7§ & EF HAGH O
switch(boot)# copy URL bootflash:
e TR F S Abgehel b4 & shelel URLE A4 g,
* ftp://username@hostname/path/image name
* scp://username@hostname/ path/image name
* sftp://username@hostname/ path/image_name

* tftp://hostname/ path/image _name

o A

switch (boot)# copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) OlH|AE A FH S = Firepower 4100/9300 A} A o] H-A}$F £ nuova-sim-mgmt-nsg.0.1.0.001.binll
A #E 2} o] u] A 2 symlinkE THEU T o] A= 258 #ElA} olu| A & 2= wAY S &
HEUth oW o|n A& =8} AL sk A & AF gl o] symlink ©] 52 &
nuova-sim-mgmt-nsg.0.1.0.001.bin®] o oF 1t}

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o) A

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

( ) (
( ) (
( ) (
switch (boot) (config-if)# exit
( ) (
( ) (
(
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/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

GAs A9AE 2=

switch (boot) # reload

o Al:
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
rommon 1 >

A6 AXEE BLAIAE ofm Ao A FE gt
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rommon 1 > boot <kickstart-image> <system-image>

23 Al 2
A=
o) A

rommon 1 > dir

Directory of

01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12

12:
12:
12:
12:
12:
12:
12:

Fi
Di

bootflash:\

33a <DIR>
33a <DIR>
16a <DIR>
27a
29a
3la
34a

4,096
4,096
16,384
34,333,696
330,646,465
250,643,172
330,646,465

le(s) 946,269,798 bytes

r(s)

lost+found
fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
fxos-k9-manager.4.1.1.69.SPA
fxos-k9-system.5.0.3.N2.4.11.69.SPA
nuova-sim-mgmt-nsg.0.1.0.001.bin

ol d 2 B Ak Ao WA A 7F FAIF UL o] 2] ] HA]

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully !

Linux versio
[ 0.00000

INIT: version 2.86 booting

n:
0]

2.6.27.47

(security@cisco.com)

Fastboot Memory at 0cl100000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

POST INIT Starts at Sun Jan
S10mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isa

n

Creating /callhome. .
Mounting /callhome. .
Creating /callhome done.
Callhome spool file system init done.

Platform is BS or QP MIO:

30

1 00:27:32 UTC 2012

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r
Warning: switch is starting up with default configuration
Checking NVRAM block device

r..r done.

done

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up

nohup: appending output to

Please wait

nohup.out'

---- Basic System Configuration Dialog ----

This setup

utility will guide you through the basic configuration of

the system.

the Fabric

interconnect and its clustering mode is performed through these steps.

Only minimal configuration including IP connectivity to

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,

#1 SMP Thu Nov 17 18:22:00 PST 2016
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complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

l]]ﬂicﬂﬂiﬂ?ﬁé%%‘ shebs ZEZEVF FAE YT AR W8S 27 4,
6 H| o] A & FFaLetAi Al 2

Firepower 4100/9300 A} A] 01] A AREE 2
e, 43 Hl o] A & F x4 A

o All:

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

e

QE WS o U A S R =TTk AHF E-L o)A

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

ol GANA e ER FHF WS oA E AA Y.

2 AF A wEg JEg,
Firepower-chassis /firmware # scope auto-install

b) FXOS E¥F MES AAF U
Firepower-chassis /firmware/auto-install # install platform platform-vers version number
version_number<= "3 2| 5?1 FXOS & & HE9 3 Ha Y th(el: 2.1(1.73)).

s Ego] 7] 48 WA Slgiich A2ge Aa) AR H o) Z 2 Aol 4
17 2Eslo] 7] 4 ko W) E8do] A el Ut e )% Aol
Selo] o] Q¥ AR Hojof Fhrha 4w,

d) yesE d=Hsto] A5 AL AJNA &8kt noE A 8te] A

Firepower eXtensible %4 A Ao A= HE2] St5HS 31 74 84 8o =AY b

e
o) fadlel= TR A~E wUE Yt e} o] Ft)

* scope firmware

tio
iR/
B
%
i
o

* scope auto-installS ¢} = 31 o},
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B

AEEDRPCEREE

* show fsm status expand< ¢ 2 &1 T}

BN ALY ATA GBI i EAT UZ olol207} HAG AT AR EA 29 2
1:751—UH A]'—Qutﬂ——r 3)\4«% ‘}IZEO:‘E_E Z]_/:FA-_E‘ 1;_; ’\]_/l@ O]u]x]% %}‘é-ﬁ}ﬁﬁok ]41_% A]__&
”]]ﬂ%%@ﬂﬂﬂﬂ%%%a%ﬂgﬁgwa%a%n%%@ﬂﬂagﬂﬂMAqq
a) B AHAIE a0 = A

FP9300-A# scope fabric-interconnect a

by A FA AL A LAY Fd A2 WS B show version 8 & A& T T o] 27t

EADE AHgte] ol A2 BB o,

FP9300-A /fabric-interconnect # show version

kil Startup-Kern-Vers 2 Startup-Sys-VersZ} ©| 7] 47 5] o] ] 31 Running-Kern-Vers %
Running-Sys-Vers$} U %] a}+= 4 5-, o|n| x| & &4 513 “é ZFom 1A E st
T AFHH
A H

O the BHS Yeste] ov A S BT,

FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

23 48] 2ell 7} "Disk Failed(t] 2~ 2 A3y & W 4= 4= G5t} o] wjA]x] o] thsf] 24 st
5

A7t glon o] A A% AT 5 9l

d) AlZFH Aol entE A DA E A=A ER1star oju x| 9] &3} A& XU E ®5ld show
version *§ & & A}&3U o}

T8 S e 7} " Activating(Z/3)" | A "Ready(=H])"= 7 & W 7}A] thg @A 2 K1 8 81A] m}
A L.

FP9300-A /fabric-interconnect # show version

o All:

FP9300-A /firmware # top
FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version

5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
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FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)

Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)

Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

GAN A 2'E AR
o All:

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

o

1t} mpA| 9O 2 Firepower 4100/9300 A A] 2] A 18- 1131
I R2AAE 5108 AL AP}

G712 Al 2=H A EE EUE P YT A A E 7 "Discovery(H A" oll A "Config(7+/d)" = HH T vHA]
1o 2 "Ok"E B Yt}

o A

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty
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Firepower Threat Defense = 2] 2~E] #H o] AJ3)] & .

Overall Status(¥1 4] “3€})7} "Ok"o] & A =& o] 231 R JuIth, o] A3] Bk o Hefo] &1 25 A} 7
getan(etel A T4 3w A kol 22 thA] A8l Fth A4 E ) 6

* Firepower 9300 W2 A] 2} 7}o] =—http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 3+7 A7 7}o] =—http://www.cisco.com/go/firepower9300-config
* Firepower 4100 Series W2 A] 2} 7]-0] =—http://www.cisco.com/go/firepower4 100-quick

* Firepower 4100 Series 3+74 A7 7}-0] =—http://www.cisco.com/go/firepowerd 100-config

Firepower Threat Defense = ¢ 2~E| B o] A3} &+

WA 5

o] dx}& 3+23}o] Firepower Threat Defense”} 44 2] ¥l Firepower 4100/9300 2 2] 2~F HH & thA] =
Ghel A AT AN BT A e 0 F FAL T el 2Eo) EAHIT 2 2HD F43
91 A ] o] 9J = Firepower Threat Defense o 2] A o] A ¥ A o] 57|35} % #] ¢4 Aol =] 4 t]
Hpol 25 913F o] u A WA i H| o] B, 46 | o] Aol 1ot Q= @A S ko] A S A8k A A
A3 oF v,

A3k 7] Aol

Firepower 4100/9300 A} A &] =] %] t]ufo] 2~ 9l ZHE 4240 A o] 3¢ XML Y& =4 At
HZ JEyd™E 74 WEW7] 7155 ARtk A& W& 743 7H 7/ 7] B,
231 #Hl o] A& FarstA Al 2.

)

EZEAA

EHolH fylo] 7he W WS BT 448 7HA = Wil gig A e A 9kl 7HA]
271,234 o] A] M-S FHEFIAF A L. o Z8] Aol A A X 7} Al A Y T}

glo] Al 2 7 ool 5 o] gt}

o A9 Y 2EH U 72 Fule o] dAetEF o Aol A& S A o &
A o)A Al WS s el tidt A A& =24 tnfo] A5 918 o] x| B o] E,
46 oA A S %

ol == Firepower Threat Defense 2 8 1 % o] A] 2} ¥ 2 7} ¢ %] &}

a) Security Modules/Security Engine(X.QF X &/H ¢k <l 1) 3] o] A & o] &3 T}

b) Reinitialize Security Engine " &< 2] g1t}

o) Yes(e)E ZEste] BIAS AP Th Bk g o] thA] W E AL off F 2] Al o] A o] A
2 AR H Y

of ZelAlo] dol 22kl AEl7E HaL S22 H o =gyt

ofZe] Aol d A=k Bl o A8 W xdo] 2] gl

1

iy
=z
2
o
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http://www.cisco.com/go/firepower9300-config
http://www.cisco.com/go/firepower4100-quick
http://www.cisco.com/go/firepower4100-config

. Firepower Threat Defense = 2] 2~E] ¥ o] A3} &

a) FXOS CLI|A] Security Services(H.0F A H]22) =5 4]

b)

firepower scope ssa
o = Aol
firepower /ssa # show app-instance

o A

firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State
Name Cluster State Cluster Role

Qi A EAFU T,

=

Enabled
Slave

Online
In Cluster

RN

Running Version Startup Version Profile

6.2.3.1624 6.2.3.1624

A 6 Firepower Management Centerol] 4] &g o] B Wl & 24| 314 U}, Firepower Management Center 7~/

Zhol ol A o] B H]

A AN L

Al 7 E5-% Firepower 9300/4100 & 2 ©] H. - & Firepower Management Center©ll TFA] 527134 T}, Firepower
Management Center 1-4 7}o] = ol A "S&| 2~ F W wA"E FZ23HA A L.
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