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* Total Power Consumption(Z A& AU &) - Al H F AH (S E

s Inlet Temperature(Y] 7 = 5) - ¥ A28 22 (44)

¢ CPU Temperature(CPU =) - X Z A A (4 4))
» Power Supply Type(1 & & &4 #3)- AC =& DC

* Power Supply Input Feed Status(% & &3 &= 48 3= A H)) - 95 2 El(0K(7 ), Fault(Z2 §))
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Firepower-chassis /chassis # show environment summary

ol

Firepower-chassis# scope chassis 1

Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption:
Inlet Temperature (C): 32.000000
CPU Temperature (C): 47.000000

Last updated Time:

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
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PR ENERN |

FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:
Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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Chassis(A Al) EXEC E.= 9] scope chassis ™§ & /chassis #
olg Yl Ay T ¢l EXEC =9 scope eth-server 8 &, ©] |/eth-server #
HE ) B E 519 Hae A A YA
EHEYth
olxj Yl Ay = EXEC E.=9] scope eth-uplink ™ & /eth-uplink #
Fabric Interconnect EXEC ZLE=9] scope fabric-interconnect | /fabric-interconnect #
o5
H ¢ o] EXEC 2. =9] scope firmware ™ /firmware #
S 2E oYl JEH oA~ |EXEC 2= scope host-eth-if ™ & /host-eth-if #
Za o] e W B39 WH 2
o] gl A A YAE] A g5
o T 2E oyl QIH H o] 2~
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AHE 7Hs Sy o)
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R ARAR EXEC 5= 9] scope packet-capture " & | /packet-capture #
Bt EXEC E.=9] scope security ™ & /security #
Server(X] H) EXEC E-=9] scope server § & /server #
/\1 HA~xzz2dg EXEC F=9] scope service-profile W | /service-profile #
Fa AE) 2 T2 S WA sEA L
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set T= = delete 319 B = {3t
S AH&3HA] mHA Al L
SSA EXEC 5= 9] scope ssa ™ & /ssa #
S EXEC X.E 9] scope system 4§ & /system #
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delete object WA 7} A AU o

enter object sfFel= A AA Y A R=TF A FHE Y
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Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services
+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #
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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup

You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [yl: n

Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword$%958
Enter the system name: foo

Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1

Do you want to configure IP block for ssh access? (yes/no) [yl: y
SSH IPv4 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y

HTTPS IP block address: 0.0.0.0
HTTPS IPv4 block netmask: 0.0.0.0
Configure the DNS Server IP address (yes/no) [n]:y
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
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DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select

o2 dlof| A= IPve T 45 AFEEHe] A S AU

'no' if you want to re-enter)? (yes/no): yes

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": adminpassword$%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0O IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Do you want to configure IP block for ssh access? (yes/no) [yl: ¥
SSH IPv6 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y
HTTPS IP block address: 0.0.0.0
HTTPS IPv6 block netmask: 0.0.0.0
Configure the DNS Server IPv6 address? (yes/no) [n]: y
DNS IP address: 2001::101
Configure the DNS Server IP address (yes/no) [n]:
Configure the default domain name? (yes/no) [n]l: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0 IPv6 Address=2001::107
Physical Switch Mgmt0O IPv6 Prefix=64
Default Gateway=2001::1
Ipv6e value=1
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ues-auth-domain\ \username
ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

D% AL§ 8 Linux B0 G0l A T 782 g,

4

e
m

4oz WA 3kE o] gl T WY A skl the AP Yl 74, 108 A 0] 4 2

ST
fo r

B
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>

* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address }ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty Eg}olAE A T TS A&t
o TFS- 0 2 27191 ues-auth-domain\username

Login as: ucs-example\jsmith
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scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService
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scope monitoring scope callhome set http-proxy-server-enable on
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scope monitoring
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set http-proxy-server-enable on

@A 2 ZEA] URLS A4
set http-proxy-server-url ur/
7N A url> X EA| A ¥ 2] http == https T4 Y Y T}
o A

set http-proxy-server-url https://10.1.1.1

9A3 XEE A h
set http-proxy-server-port port

o) A

set http-proxy-server-port 443

A 4 W3S 7By

commit-buffer

(%1 & A}3}) Call Home URL 2} 7]

Srof| Al 474 3t Call Home URL-S 2HA| 8t WA th5 HAFE AFE-sH4 A 2.

L 2AIA

w1 R Y e dE gy
scope monitoring

@A 2 callhome H ¢S &t
scope callhome

Al 3 SLProfileS &5t}
scope profile SLProfile

Wl 4 BAA 2 EAF .
show destination

o) A

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService
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scope license
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3 55 F ke 4-9-7F AF YT 1= Smart Software Managerol| 4] 33 tluto] & A A 4

gl<ruit,
B 5ok BE A ID AFAE A et SN ES o st W Be-S Qe du

scope license
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Smart License Satellite Server -3 Firepower 4100/9300 A} A] .

scope licdebug

renew
71 EH 02 1D A5A = 67 Ertt) As o= A E | gho] d 2~ qlElo] EH E &= 30 vht) 74l
Uth, ol & E0] A Yl A2 7] ko] A g 7 -9- B Smart Software Managerol] 4| 2}o] A~ 5 W

B3 g, ol e 3 & T ehol i 5 HS e ow A S dFyTh

Smart License Satellite Server +-J Firepower 4100/9300 ~H *|

T} A X}+= Smart Licence Satellite 4] ¥ & A}-83} =5 Firepower 4100/9300 A A & A 3l= WH S

HoFud.

Al ZFst7] o
* Smart Software Licensing AFZl 2.7 A8} 21 Hlo] 2ol Y H R E A4 =4S S5}
* Smart Software Satellite ServerS -5 35}al A 4 gt}

Cisco.com®]]| A Smart License Satellite OVA 3 & t}& & =3} 31 VMwareESXi A B o] o] 3} d &

A2 DAY o A S U] 8-S Smart Software Manager Satellite 2 2] 7}o] =5 33184 A]
o

—a-.

* Smart Software Satellite Server2] FQDN-S- W] 5 DNSserverol| 4] &H¢18k 4= 9l=%] el st}

%ikﬂSSLolzxﬂ" ----- BEGH%CERHFK%IE ----- "HE 1" ----- ENDCERHFKATE ..... "ﬂxbg
AA EEs JARR Y

2 A A

Callhome ™)/ 2.2 Satellite 41 H & A4 T}
scope monitoring
scope call-home
scope profile SLProfile
scope destination SLDest
set address https:///Satellite 21 ¥ 2] FODN]/Transportgateway/services/DeviceRequestHandler
Al Trust PointE A A 1 T}
a) Mobweg Qg
scope security
b) Trust PointE A/ 3FaL o] &5 A8 Ftt.

create trustpoint trustpoint_name
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Trust Point2] 154 AR E 2| QG t} a1 Q154 = Base64 23} X.509(CER) & 2] o] of oF
Easi=g
set certchain certchain
certchain 2] 7] 9- o] @Al ol t] sk ALA QT ALglo| A AL QIGA HAE S Fojd S}
Hdo JAFA GHE X ASHA] &S 49, FE CA(Certificate Authority)ol] Q15 4 25 4 2] 5}
TR AL HE EEJASAE dEsate 252 EZF RAE YL T FRE 9 gst & o
< 3ol ENDOFBUF & ¢ 83} g5t
TS AU
commit-buffer

A

firepower-chassis# scope security
firepower-chassis /security # create trustpoint tPointl0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVYVYVYVYV

\

>
fi
fi

MIIDMDCCApmgAwIBAgIBADANBgkghkiGIO9wOBAQQFADBOMQOsSwCQYDVQQGEwWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
ClR1c3QgR3JIVAXAXGTAXBgNVBAMTEHR1 c3QuZXhhbXBsZS57b20xHzAdBgkghkiG
I9wOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhveNAQEBBQADGYOAMIGT
AOGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJTAFBgkg
hkiG9wOBCQcxFhMUQSBjaGEsbGVuzZ2UgcGEFzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9%asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0]j6
jtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgGZYwgZOAFLINjtcEMyZ+£7+3yh42
11ido3n040XikdjBOMQOswCQYDVQQOGEwJVUzZELMAKGAIUECBMCQOEXFDASBgNVBACT
CINhbnRhIENsSYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BASTCOVuUZ21luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zANBgkghkiGO9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi042z42/39Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU61idlavt
4YL5Jg==

ENDOFBUF
repower—-chassis /security/trustpoint* # commit-buffer
repower—-chassis /security/trustpoint #

A 3 License Authority©l] Firepower 4100/9300 A} Al & 5534 Uh(License Authority®l] Firepower Security
Appliance 55, 24 ¥ 0] #] #3). Smart License Manager Satellite| A 55 E&S Q3 3} BA}S| oF
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scope license

enable reservation
eho] M2 ol of W 91 5 <4 5}l W
scope license

scope reservation

request universal

show license resvcode

Cisco Smart Software Manager 3 & 2] Smart Software Manager Inventory(Q1 ¥l E2]) 3} S 2 o] 53}
Licenses 5= &2 g4t}

https://software.cisco.com/#SmartLicensing-Inventory

Licenses ol = 7] 3 A4 € R 7|F ol d 2(dnt 9 )7k A5 Yo

License ReservationS =23}, A H oo @3 I =E A1} &8y}
Reserve License &S S8 Yt}

Smart Software Managerol| A 1% F =2 AU Z =2 R =7y FHR =R BALSE =
AHFH T o] Al - ol A &= Smart Software Manager®]] e} 2}o] 4 2~ 7} A8 Y o},

License ReservatlonlﬂEol FAE A ko AAo] o T o] A of kol ] 01=1]
Yt o] F-F T ghold 2 o o2 v &4 shekar A RE smart license ™8 &2 UHA] A & & oF eyt

FXOS CLI A ko] a7 M9l & 833yt

scope license

oo W9 E I gk

scope reservation
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o] A| Firepower 4100/9300 Aj Al o] PLRZ ¢+ 3] gfo] A 27} Fo

ASA =] 4] Hulo] oA 75 dlEte] S ES &4 st Ut dlEto] S ES 24 5}8l 2 H ASA
ghol i A= Fx AL

(A8 A}aH) o 7 o] A uk

(RUBNAURN AU

a0

4T ehol 87k T o] % WA shA o the A
o wkgkslof Gtk BE WAE S aehA] oo el
A AHEF 5 e,

T2 2 © 2 Smart Software Manager
P AFE F AR A 2 Tk ol

ZEAA

FXOS CLI| A ¥F3F = & A sh o),
license smart reservation return

Firepower 4100/9300 A A 9] 2}o] X 7} ZA] F 4% 31 Evaluation(3 7}) el & A 3k Yo},

o

Smart Software Manager®l] 4] FXOS ] =28 2~ E 2kS- 4= 9l & & FXOS UDI(universal device identifier)

2 g,

show license udi

.

i

Smart Software Manager Inventory(QI ¥l E2]) 3}t © 2 ©] 353} Product Instances = 2
https://software.cisco.com/#SmartLicensing-Inventory

UDI(universal device identifier)E A}-8-3} ] Firepower 4100/9300 A} A| & 7 A0 g1 T},

Actions > RemoveS B 3}aL, A ¥ W13 I =5 Aol €3 Th

Remove Product Instance H &2 22 3T}

BT grold =T AR 7 g E & kg U

Al =8-S A 79 HU T}, Firepower 4100/9300 AHA] 2] -8 ¥ of] off gk Z} A g W] -8--2 Firepower
4100/9300 AHA] 2] -5, 90 #| o] A] A& FEsH Al L.

Smart Software Licensing 5. 1] & &

* show license all
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* show license status

* show license techsupport

Smart Software Licensing 7| =

715 ol& S i = e

Firepower 4100/9300 2} A ¢] Cisco =7} | 1.1(1) 2utE A E Qo] gho] M o A= gt

E AZEY o] o] ol d 2 EF& Fujste] e E F AFH
th 2~vtE glold A~ 54 dd HE
o AA A EFHEUTE ZF 519 2ol
A2 7]—%1??4 gdda O*Ol E=47 9

’6] o A= gfo] A2 /‘}%%‘: WA Qgs
kol & 4= 91554t Smart Software
2}o] X2 -4 & Firepower 4100/9300 Al
A] Supervisor(FE] AH e} HoF HEZ 1}
Huoh

71 4 = deregister, register idtoken,
renew, scope callhome, scope destination,
scope licdebug, scope license, scope
monitoring, scope profile, set address,
set http-proxy-server-enable on, set
http-proxy-server-url, set
http-proxy-server-port, show license all,
show license status, show license
techsupport
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TACACS+ 2= »~7)nt2 g4 a1 cisco-av-pair ©] &
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cisco-av-pair 545 A
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cisco-av-
pair=shell:roles="
admin aaa"
shell:locales*"Ll
abc". cisco-av-pair Z-4J
ol MIE(N)E ARS8t
W 2o A AL
)28 AR Y .
a8 Fdsk sk 5
of L2 AL A=
T} Cisco tlH}o] 2 9]
Q150] A 544 )
o} o2l gk TRk
TE 7|8 FWS AL
Sk

LDAP A}-8-2} <24 of th gt 41 01D
/\

$-& =3 CiscoAVPair <

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1
attributeSyntax: 2.5.5.12

isSingleValued: TRUE
showInAdvancedViewOnly: TRUE
adminDisplayName: CiscoAVPair
adminDescription: UCS User Authorization Field
oMSyntax: 64

IDAPDisplayName: CiscoAVPair
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7 4

*local- 27 Q15 A4
e none- 4 A} A7 B UH T E X AR 3 BILIEE F &
* radius- RADIUS {15 #| 4

* tacacs- TACACS+ ¢l A 4

(L8 AL ek A%, A ATA 1EE APk
Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

(R ALg) o] Ewele] iz ALg Aol ik A3 g Abolo] 518 H ol Axke A FY
=

Firepower-chassis /security/default-auth # set refresh-period seconds

0~6002] g2 A G FH T 7]k 60032 Y -

o] M7k AFHS 27 B9 FXOSE §) Aol M B BH = A 02 AFSA W AR FEFA =
U

(A8 A8 FXOS A ) Al o] %55 AThaL 1H87] 2 vk o} A =
o A 7e A S T

Firepower-chassis /security/default-auth # set session-timeout seconds
0~6002] A4 AATUL 7)1 E 3L 60024 Y},

ar RADIUS == TACACS+ Ao gt 2vtA A=3S A A43l 79, session-refresh 2
session-timeout 7+4 S 5] 94 AFE-A7F WIS A A A S8HA] ol x HEF A st
7‘]vE—_— _]__E:] oH E_/J }\]

K
et
ko
o
)
o
=
oM,
i
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B

=

() AL F ol That 2vkA] 1F S AT
Firepower-chassis /security/default-auth # set use-2-factor yes

2 2HA] 91%& RADIUS 2 TACACS+ & G of vk A &=},

A 2E Aol ERAA S AB YT

commit-buffer

ol
o2-9] ool A= 7] Q155 RADIUSO| A7 3)aL, 7] Q15 A& AF Z1& & providerl & A
sk, 297 15 B4 shetaL, A 2 1hA S 3002 (5%) = A ek, Al A2k 29
7S 5402902 A, 287 15 B ST 18 o ERAA S AN
ot

Firepower-chassis# scope security
Firepower-chassis /security # scope default-auth
Firepower-chassis /security/default-auth # set realm radius
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Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

=z 7]
Z3} 74
FXOS CLIE A}-8-3}9] Firepower 4100/9300 A Al ol A AF-&-2} M A& F 5 & wj7h%] AF-8-2}7} o} -2
2AGE FdsA g= AR 43S F A AE AR 5 A5y Z5 A4 3 HTTPS, SSH,
Yl Ao disl 2H7] v A8 S AT 5 dsUH

st A F YT 7] 232 600 J Y T} o] A& uj ek )
ﬁﬁ%ﬂﬁ*VP«4ﬁ% o ® AA9Y

EEPNEY

Bel REE AT

Firepower-chassis #scope security

718 A o] Bt REE

Firepower-chassis /security # scope default-auth

HTTPS, SSH & &l Ald o) o gt fF Al 235 A A

Firepower-chassis /security/default-auth # set session-timeout seconds
(A AL 2 AR FF AR 2E AU
Firepower-chassis /security/default-auth # set con-session-timeout seconds
GEREOE L PR SEE LI AR|ES
Firepower-chassis /security/default-auth # show detail

o All:

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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A A Az 2774

Z. 7]
QR4 e
Firepower 4100/9300 A A ol = M A AF-&-2} Ak glo] Ao Al A3 23} 7] 3bo] Xy AFS-2} Al A
S e A Al A zE 23 A o] YT o] A AR 23 7] 52 Al E 24, SSH, HTTPS &
H| 25 BE A2 P2 A g d oz A8t
AYd ZE A Ao A A7 205 EEE A4S 5 dFYT o] E A shd thE 2] o
Al z=ol th3k A7 23S F A A O] Qo] ek Aleld 28 A Al A7 23S 1) 84
33k 4= QlF Utk
A A 7F 23 7] S 36003%(605) 0] H FXOS CLIZ AF&-3] W 74 & 5= gl5U ) o] A4S v
Aslsled Ao A A1 23 38 002 Ao

L EAA

uet w e Qo

Firepower-chassis #scope security

J)B AT Ro] nek RES Qe gy,

Firepower-chassis /security # scope default-auth

A A A7 2 T2 g o,

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds
(A Al B f A AH A7 23S A EI T

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds
(B AL AL ) AL A7 29 A S By

Firepower-chassis /security/default-auth # show detail

o All:

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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7]¥-% © 2 LDAP, RADIUS %=+ TACACS T2 EZ &gﬂﬂ A A Aol A Firepower

Chassis

Manager == FXOS CLI¢| 219131 & /‘]-—Qx}oﬂ Al Q7] A BA 2~ Agko] FojF Lt} Het

Are] ol =, A A AFE A 93 A x| 5H= AR AFE oA xﬂ/\ = A 3+5= Aol nparz) e 4=
.

A7 AHgR] 9% FAS e PHOR FAT 5 ATk

assign-default-role

AL 2191S At A7 1F AT AT 15 Gush § AL A TS A
B9 A ARE o] A8 A 3R 23 S gyt
ol 7] AU Yk
no-login
AHEATE 22918 A RS 917 1% AT AT 1% Y sk A AL AL A

=A% A2k AR

L 2AIA

WA nek mEg g,

Firepower-chassis #scope security

@A 2 Firepower Chassis Manager 2 FXOS CLI®|| T] 3t AF-8-2} N A =7} AFEA} 5HS 7| o=
of st=A15 A8 .
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}
A3 A 2E Ao ERAA S AR

Firepower-chassis /security # commit-buffer

o
U el M= 94 AHSAke] 9 A AS dAstal EdAA

Firepower-chassis# scope security
Firepower-chassis /security # set remote-user default-role no-login

o

A g,

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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SAke] v & Wl = 29l 2

HH S Hot -5 elo] A sty Aol & Flrepower eXtensible ¥ A Ao A AL-&A}7) 7= 5k
HEH S A3 S 2] e MY HEE Yt e S 8 &5h] U thHEHE A3, 33 7 o] ]
Fx)

2 A A

Firepower-chassis #scope security
A2 HE S Wt S90S 23 EA] e HEA st A & A A T

Firepower-chassis /security # set enforce-strong-password {yes |no}

o]
U efol A= S Bk =5 8l g shety

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

o 2191 A= Sl A

&8¢ Hh slpnte =

L
e
z

Lol Aufjatd A A E AIZE 52t AREA7E 7H7] =5 Firepower
4100/9300 A A1 S T8 = AFsUTE AR E = A A= Sl -7::4“5'}‘34 ’\}%X}ﬂ Al 2= Ell o]l
A YT AR AL A S5 HEh = dE ol FAIHA U o] A AR AR thA] 119
= AlEste W A E A7 Et 7ivke of g

A 232 A% SFE A5 H e dAE Sl A L.

B A R0 AE 05E 2aetd BE §9 9 ALS A AR (@el A 3ol A 2sel 4 7Y
o}
P71 A 2719 A% A 85 0Tk Al 27191 A% SIS 20 F AR} A2

glof| A 7] 7] Al ZHE 304-(1800%) Y Y T

C AL A 2 AFEIE W 0] B A1 97) A% WA AL AT e 1] 9 K] 7], 44 A o]
A MRS FEFA A S
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o] A& A~ Elo| A Common Criteria 915 FHAZgo|AAS A7) & A& += =
of. A S &2 Kot Q15 A Z o] ol 2 65 H o] A& F A4 A Q..
2 AA

Al 1 FXOS CLION A Kot e Soj3hyty.
scope security

GA 2 H) 210l AT Ay 3142 A4}
set max-login-attempts num_attempts

num_attempts %k 0~109] A YUt

A3 o =]l AL Sl e R - ARG AR F A E ol A R Bl = A H = A RE

=
set user-account-unlock-time
unlock_time

A4 T3S AR

commit-buffer

g FF e 1] % A S

F+2] A= Maximum Number of Login Attempts(F ] =121 A% $15%) CLI A A of] <
o) A= A5 842 2743 2 Firepower 4100/9300 A A o] 4] 71 A& o] A 4
A o= AFUTh A W8-S Hol 229 A= Sl AL 43 Hlo] A& L

ZEAA

A1 FXOS CLIGIA] Her R Sol 7kt

scope security

SA 2 B AR AR B (G A E 29hE FAE U T
Firepower-chassis /security # show local-user user detail
o A

Local User user:
First Name:

Last Name:
Email:

Phone:
Expiration: Never
Password:
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User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

(e AFa) AL Ake) R S A FU T
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

78 A0 sl Hoh 2 H s WA Sl A

L 2AIA

HebtREE 8ok
Firepower-chassis #scope security
MEME TRl uet weg dH g
Firepower-chassis /security # scope password-profile
AR JASHAREAZ AR E ARE ol o]l A = A= HEWE WA 5 Ay
Firepower-chassis /security/password-profile # set change-during-interval enable
2AR AFE AEATL WA A B UUEE wAY Sl Ao 255 AP
Firepower-chassis /security/password-profile # set change-count pass-change-num
~108] ¥ Fhol= 7 ot
Change Count(* 7] 3l I =of A A v|dHE A7 47 J 85 = ZHo) A 7HS A Gy
Firepower-chassis /security/password-profile # set change-interval num-of-hours
1At ~ 7454 3k2] o] W gho] = 7Hs fy th

ol & 5], o] 2=7}48% A A 5L Change Count(¥ 7 Sl7) L7282 AAFE A5 24= QAF
el "}*O“X}L 48713t o]l R 35 FH ol 2/ WA T = 5yt

A2 o] ERAA L Ao,

Firepower-chassis /security/password-profile # commit-buffer
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Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope security

/security # scope password-profile

/security/password-profile # set change-during-interval enable
/security/password-profile* # set change-count 5
/security/password-profile* # set change-interval 72
/security/password-profile* # commit-buffer
/security/password-profile #

A ]tﬂ = ] (s1Ne) A

J]J—]d E1Qill‘%lo — L é
v do] 1S FAslelis A AAFE A EA 5 HUHTE T oF gt} o
E 59 min_length 70 152 AAH 745 154 o] S A& vEH I = THE ﬂ%%HW.V%
ﬁ%ﬂiwﬂﬁCmmm&%mﬂ?ﬁ%ﬂﬂﬁi%a%ﬂ%%ﬂ%aﬂdqﬂﬂﬂﬂm%
S HoltelF HETo]l A 65 FHo| X = Fadtd A
HAavdHS do] E218 T the 9AE T Al L.
2 AIA

A1 FXOS CLION A Het 2=

scope security

4w EwE Lol

Solght}

EX]

Jaticy

set min-password-length min_length

TS ARG,

commit-buffer

Firepower-chassis #scope security

A2 vEH T =9kl

W mES Y

i)

e},
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Firepower-chassis /security # scope password-profile
Y 24 ek WA 715 S m e s o
Firepower-chassis /security/password-profile # set change-during-interval disable

242 AFAAEATF A2 A HEH S E W8] A7bA] 71vkE of sk H 4 AIFE A1
g
Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

o] k& 1~745A1 702 A eEndl 4= 9l o)

o] 724 Change During Interval(3| 3 7+2 &< ¥ 74) &4 o] Disable(H]| &4 sh= A = #] ok
A5 R AR,
Al 22®]ll FEd o] ERAA S AGIE YT

Firepower-chassis /security/password-profile # commit-buffer

o
Theo] ool A Y 174 Bok W HAS MBS WY & G AL DANOR
s ERAEL ARG

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

Firepower-chassis #scope security
M S 2 el me B S g,
Firepower-chassis /security # scope password-profile

AR AFH ALEAT o ol AHEF MDA 5 S AAE] Aol A alof b 1w v L
T FEAAEUG
Firepower-chassis /security/password-profile # set history-count num-of-passwords

o] FtL 0~150.F Helst 4= 9l & )
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QAEA] o] ol 188 WM 5 S AA-82 4 2l o,
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Firepower-chassis /security/password-profile # commit-buffer

o
g ol W ENE V1% 28 P EAAAS ARG

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

24 AR A A

EZEAA

B ES g
Firepower-chassis# scope security

AR A AR

Firepower-chassis /security # create local-user /local-user-name

o371 M local-user-name->- ©] A7 ol 1918 w] AF8-& AlA o] F YT} o] F2 3173 O]E O}Uﬂ A}
L2 Al ol 5ol gk A3 F Al AFERS whafof F THARE AL o] & A3, 32 Ho]A] R

AEAHE AT ol = 279 IDE WA 5 95U Th A8 A AE S ”ﬂﬂiﬂi%&ﬂ%%
gk,

24 AR AR S B s w n Byt AAE ARG P o
Firepower-chassis /security/local-user # set account-status {active| inactive}
AHEAF A O] R Y T E A A P T

Firepower-chassis /security/local-user # set password

HE S & o 9 3Y T} password

HEH &5 SRt password

DS Bl 3 I91& DA sttt AFE AL B/ E 7} B 5 A2 w, Bt 5 &<l o
S 55354 &+ "YW 3 E Firepower eXtensible &3 A Ao A AF-FU kM| D H S %], 33 ¥
o] X ).
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oA 12

2448244 44 [

(¥ AFE) AL A o B2 A F Tk,

Firepower-chassis /security/local-user # set firstname first-name

(8 AL AL ] A AR Y o

Firepower-chassis /security/local-user # set lastname last-name

(R AR AHgR} A o] WR S RS AT momh 15 9 ol F) 3 A 2R T}

Firepower-chassis /security/local-user # set expiration month day-of-month year

43 MR APE S AYE THF T o] oL S MEHA S AT YT
F Utk &, H4 wade] g ol EE THT & duuh
(A8 AL AL A9 o] F 28 A gk,

Firepower-chassis /security/local-user # set email email-addr

(A AL AL A8k M EE X g

Firepower-chassis /security/local-user # set phone phone-num

(A8 ALy WIS gl 9 2o AL = SSH 718 A4 o,

Firepower-chassis /security/local-user # set sshkey ssh-key

5 AL A A 7] B 0.2 read-only A Fo] FHED] o] 4L AT glrvith A A A
FYE 7} 7k G Pl ofal;

Firepower-chassis /security/local-user # create role role-name

7)1 role-name A8 A Aol FFHAA B NS e E I GYUTHAHE A 8,37 9
SRR ES

Fa AR 9T B A WA AR AL theell 21918 W) A&y vk AR AL 2219
o A g A A AR A AR S 7] A TS AA S A5 Z Al A= 7=
o] A& 8 A FAFY

e S AFSAZEE A A sk

Firepower-chassis /security/local-user # delete role role-name

i BREAEANA 71 O read-only G o] EHEHM o] HEL AAE F flFUH

=

EAAA S A

Firepower-chassis security/local-user # commit-buffer

o
oh& ool M= kikipopoeh= o] §-9) AH8 A A BT, o AHE A2 B},
MRV E S fool 23455 A e, w4 AL 8 Feha, EAAA S AR
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Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

U ol el A<= linceyeh= ©] 58] AHEAF Al S B3 8kaL, o] ARRAL Al & g/ sheb, B
W95 gl oAl ALS¥] = OpenSSH 7] & 414531, aaa W £ AFEA} ©] 5
J_’Ezgﬂzﬂxd 7]u16114[}

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ugq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDPD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

t}-g-9] o= jforlenzEt= o] & 2] A& A A A S A EFaL o] AFE-A}F AR
A F QL NA| 20 AHE-5 = Bt SSH 712 A4 st ERAML 71

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~“C to abort.
User's SSH key:

> --—-- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAATEAUO9VQ2CmMWBIY/S1£30k1CWijnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmtlxQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEwcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> —--- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

4 35w

E?L' m1o

e

U

=4 ARGA A7 A

L EAA

Firepower-chassis# scope security

A 2 24 AFERF AL AFA S o)
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24 AR AR B3

Firepower-chassis /security # delete local-user local-user-name

Al 2" FLA] o] EAWMAAH S ARl sk}

Firepower-chassis /security # commit-buffer

o
8- g o Al = foo AFE A} AA L AFA|5t 1 EWAH LS Avl o)

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2H AREA A ] 8 = ] ﬂﬂﬁ}

=< L = O
27 AHgA ARS BB ) g shahel 4
Yk,
=2 A

HeFRES ¢ g,

Firepower-chassis# scope security

FHESAL W BT A A 2 SR B HES 4G

Firepower-chassis /security # scope local-user local-user-name

I

27 AR AN BYRTA B 0 BYHEAE ARG,

Firepower-chassis /security/local-user # set account-status {active | inactive}

Fn o B ASA AR $Y BY JHE AP £4T 5 fEyh

of

U2 ool A= o) 7k’ o ehal k= = AR A A S 2 sk v

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting

Firepower-chassis /security/local-user # set account-status active

L

i o

H]

2%

ox,

s W
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Firepower-chassis #scope security

A7 AR Aol g 24 AFEAL Bt RS 1 E 3t
Firepower-chassis /security # scope local-user user-name

A AR A O e Y S 7] 5E A Sy
Firepower-chassis /security/local-user # clear password-history
A2E A EAARS A,

Firepower-chassis /security/local-user # commit-buffer

o
U o= v S 7|58 A9 ERAAS A g Yo

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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Firepower-chassis #scope firmware
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Firepower-chassis /firmware # download image URL
the TE F LS ALES] 714 & 91 o] URLE A4
* ftp://username@hostname/ path/image name
* scp://username@hostname/ path/image name
* sftp://username@hostname/path/image name

* tftp://hostname : port-num/path/image_name

GA 3 the HEH S Algete] T RE TR A~ U YT

Firepower-chassis /firmware # show package image name detail

o
T}S oo A= SCP &2 E 22 A}&5}0] o|n] %] 2 E AL},

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)
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%%ﬂgzgla%qq

Firepower-chassis# scope firmware
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Firepower-chassis /firmware # show package
o0 A& g,

Firepower-chassis /firmware # verify platform-pack version version number

il

version_number= 2] 5 FXOS =% &2 M YTkl 1.1(2.51)).

Firepower-chassis /firmware # show validate-task

Firepower eXtensible &< A #] = F HE Jado|=

.&

A 2Fst7] el
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e
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g o] B L Z A Aol = AdukA o 2 20~3050] 28 YT}

Sy =24 ‘:]H}ol 2~ 5 2138) F<l Firepower 9300 *=+= Firepower 4100 Series }.QF o] Z2}o] A~ &
Aagol=sld = A5 L= AA U 2H2HE A8 F<l Firepower 9300 H.0F o] Zgfo]|A =5 ¢
adlol =t = A5, EE S tulo] A~ g o]l & Sl 8d tulol ~F T HelA| eFE T

A A] ZF 2 22F o 43 Firepower 9300 &= Firepower 4100 Series H.QF o] Z &0 A A5 g o]l =
st = 75, Ed S fulo] A g ago| & Fofl  aElol =y Al §l= tnlo]| ~F FEHA 25
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L EAA
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Firepower-chassis# scope firmware

g AA REE ) E P

Firepower-chassis /firmware # scope auto-install
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Firepower-chassis /firmware/auto-install # install platform platform-vers version _number

version_number= ‘%] 52 FX0S =& A5 A HEJ Ytk 1.1(2.51)).

AR AR 2TE o] 3714 % WA G ch Alme @A) B H o) E e Aol A} A
A5 FXOS Z9F 2 X E o] 317]7 7ol v S84 o] Q=7 el FUTh EH 7] AMo] F2
55 A2 8lo] Q) 1zl = o] AR AE E ofof gheha 4 e,

yesZ Qo] AE S ALY A4 FAG

=
Firepower eXtensible = A Ao A= M5 4F& £ 74 845 Jdado| =iy tA| 2=
.
Fagol= TEA| =S BUH
a) scope firmware= %] 2
b) scope auto-installS- ¢

c) show fsm status expand-S § = g1t}

w2 A Hrto] A~ AL E gjof o] n|X] Tk = = - Firepower
4100/9300 ~H ~|

FTP, SCP, SFTP == TFTPE AF-&3}1o] =8| 4 tujo] 2 A E 9]o] o] n] 2] & Firepower 4100/9300
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Firepower-chassis #scope ssa
oNZe] 7o) 2EE e} BEg g g,

Firepower-chassis /ssa # scope app-software
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Firepower-chassis /ssa/app-software # download image URL

e T F S AbEshe] 744 & kel ol URLS A9 gk,

* ftp://username@hostname/path
* scp://username@hostname/path
* sftp://username@hostnamel/path

* tftp://hostname:port-num/path

WA 4 S HH S Abg el B EE ZeAas RUHY

Firepower-chassis /ssa/app-software # show download-task

A5 v WS ARE St R =R o & Aol E &

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

o] &k

N

A6 tho] W E S AE ko]l 54 o Aol Al e AlFALE S EJAE U T

Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

o

TS o o] = SCP ZRZEZS Ag-a}o] oju] x| & &

Firepower-chassis # scope ssa
Firepower-chassis /ssa # scope app-software

A,

Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol

192.168.1.1

cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author
asa 9.4.1.41 N/A
asa 9.4.1.65 N/A

Firepower—-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand
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Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: 0
Firepower-chassis /ssa/app #
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o Z el Aol ol A& Aal] H- Alke] ol ARE S A A& B o= AT

Firepower Chassm Manager 5= FXOS CLIE A}-8-3}] Firepower Threat Defense ¥=2] 4] T] 0o 2= o] A]
AAF B S WA sk ol Zel Al o] o] Al Bl o' HA] floreol = A eyt =24 tiule]
22 A2 A& A &l 5 Al yE] 2ol A Firepower Threat Defense”} THA] A 2] 31 = ¥ A Ut} &}A|
Sk -8 Firepower Threat Defense 5 2] 2~F Wi o] A3 B, 321 H o] X & 234 A| 2. FTD =
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Firepower-chassis #scope ssa

FHolE T2l Bt Xae] HeE A4y

Firepower-chassis /ssa # scope slot slot number

o] = 2 o el Aol Mol Wl E AR FU

Firepower-chassis /ssa/slot # scope app-instance app_template
R ESE LS

Firepower-chassis /ssa/slot/app-instance # set startup-version version _number

Firepower Threat Defense t=2] 2] T]u}o] 2o A o] Z&] Alo] A A2 M-S A3t A5 o H i
HAA] 7F U ERE U T
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13254: Warning: FXOS upgrades are not supported for ftd.(“d IL: ftdoll o ] A = FXOS 18| o] =7} A
=R HUh) A4 H WAL FTDE Al A 8l of 3t 4 $-oll ik A& Yo

SRE

firepower /ssa/slot/app-instance # set startup-version 6.2.2.81
13254: Warning: FXOS upgrades are not supported for ftd. The specified version will be
used only if ftd needs to be reinstalled.

%IAJ %U]61L4t+

commit-buffer

AR o] ERAA S AR ol 22 A o A o] A7k gl dl o] £ 8] 51 o) Ze] o] o] Tha
SEEISEN
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O ool A= Bt B 104 A8l 91 ASAS] A E o] ojn X & ¢ H o] Ejt T
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Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

l

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

Helo] 9ol =

Firepower 4100/9300 Af A1l A F o] & Y 2elo] 2ot v AAHE AHS A2
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A B2}-9-A & AF-8-31 http://www.cisco.com/go/firepower9300-software &= http://www.cisco.com/go/

firepower4100-software 2 ©]-& 31 T}
mewwmmmmwﬂ1mﬂAﬁEﬂﬂq$iEﬂﬂﬂﬂﬂﬂ%ﬂﬂH“aﬂﬂ
Cisco.com©l| A] 2 A gl A 9| o 9] 7] 2| & 2F2 - Firepower 4100/9300 A A o] A N A 23t 4= Q)= A H]
2 gez=gr
Firepower 4100/9300 A A ol A A glo] R == S0l 7t}
Firepower-chassis #scope firmware
FXO0S #$lo] o] "] A & Firepower 4100/9300 AJ Al = v} 2 =3 T},
Firepower-chassis /firmware # download image URL
e TR F oS Abgshel 744 & shel ol URLE A4 g,

* ftp:// username@hostname / path

* scp:// username@hostname / path

* sftp:// username@hostname / path

* tftp:// hostname : port-num / path

e B H e AL g e TR ZeAAs mE P

Firepower-chassis /firmware # show download-task image name detail

CheREst $EEE v 3ES Aol Balo A7 ES 2+ A5

Firepower-chassis /firmware # show package image name expand

U2 WES d9ste] Hlol A A M E = 5 UAFYH
Firepower-chassis /firmware # show package
ol A Wz = FHelo] A7 A S AA S v vh5 dAl A AHEH U T

Aol 7125 AR et d b7 2ol .
a) Bo] Ax RER Sojzhr)

Firepower-chassis /firmware # scope firmware-install

by Hdol A7 A4S DA G
Firepower-chassis /firmware/firmware-install # install firmware pack-version version number
Alz=glol| A oo H7]1A & Sl 89 A~ g duste dele 2 4E 4294
Ay
c) yesa P ato] e % AL AWy
o] 1A E &7 F A o A= A
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Firepower-chassis /firmware/firmware-install # show detail

AA7F AEHE v B dEste] A Aol A B 5 dsyH
top

scope chassis 1

show sup version

show nm-fpga-version

o All:

Firepower-chassis /firmware/firmware-install # top
Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show sup version
SUP FIRMWARE:
ROMMON :
Running-Vers: 1.0.14
Package-Vers: 0.0
Activate-Status: Ready
FPGA:
Running-Vers: 1.06
Package-Vers: 0.0
Activate-Status: Ready

Firepower-chassis /chassis # show nm-fpga-version

Network Module Version:
Network Module Slot Running-Vers Package-Vers Activate-Status

o
ohe dlo A= Helol M AS 1.0.100.% 1ol =3t}

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:
File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA
Protocol: Tftp
Server: 10.10.10.1
Port: O
Userid:
Path:
Downloaded Image Size (KB): 2104
Time stamp: 2015-12-04T23:51:57.846
State: Downloading

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Transfer Rate (KB/s): 263.000000
Current Task: unpacking image fxos-k9-fpr9k-firmware.l1l.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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pol 22 FAE ol Axvt Ao 2 A A& e

SSH T ~E 7] A4

FXOS "] 2= 2.0.1 o] Aol =, tjufo] 29 27

A SSH 3~ E 7|7} 10248 E 2 3l= =

|44 5
95 A5 Y FIPS 2 Common Criteria Q15& T8t W o] 23t A9 & 2E 7] & 2HA| 35141
T E 715 AA ] oF gy} AFA S U8 FIPS == &4 3}, 146 3| ©] X] == Common Criteria &

= 243}, 146 7 0] A & Faa Al S

ol

A SSH B2E 718 A3 95S 58 A £2E 718 495 G 9AE £

HA L.

EZEZAA

Al 1 FXOS CLIO A A2 2= Szt
scope system

scope services

9712 SSH S 2 E 7|2 A gy o},
delete ssh-server host-key

SA3 e AR
commit-buffer

&7 4 SSH 52 E 7] A7) 5 2048H E= A4 ot
set ssh-server host-key rsa 2048

SHAs TS A
commit-buffer

SA6 A SSH Z~E 715 A )
create ssh-server host-key

commit-buffer

GA 7 A BAE 7] 378 solg )
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show ssh-server host-key

SE 7] A7]:2048

IPSec H ¢t A1d A4

ol
)
L

& UESAE Tt dold HFld gis) A= F = QF el Rl Eat=a o A B
Firepower 4100/9300 A Al o A TPSecE 1A & 4= AU T o] A4 *lé%‘ o A Common Criteria
T AZYA2E A7) Y8 AT 225 st U th AA g 82 1ok 1S A& o]l

A6smﬂﬂe:wz4ﬂng.

é?

et
=

* FIPS E. =0l A IPSec K.t Al @& AL-&-3}= 7% IPSec ¥ ©] 7} RFC 74275 AL &f oF gt

«IKE % SA 9472 3tell }3s}t 7] = vl o] 285 A =5 A8 Aokl o H Aol A
sa-strength-enforcement = yes = A 4):

SA #-g-o] & std 45 IKE g7 7] Z7]17FESP 97 7] A7) Bt} 2
45 Aol gy

IKE @4 7] A 7)7}ESP &4+ 7] A7) Hct 3A
U 22 9 SA A8 gRlo] FHslal A4 o]
S

SA A o] vl g sE 49 SA A& ghelo] el 7o) AEg T

IPSec B A'd S FA st v GAIE A 2.

EZEAA

9 A 1 FXOS CLIGNA] BEel R e Sol it

scope security

@2 7 4e AR

enter keyring ssp

! create certreq subject-name subject-name ip ip

B3 A4 A% 83 JRE g,

enter certreq

dA4 =7hE AR S

set country country
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DNSE A4 ot

set dns dns

ol d & H4 gt
set e-mail email

IP AR5 A3t
set fi-a-ip fi-a-ip

set fi-a-ipvé fi-a-ipv6

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipv6

Ao Aug AAFU.
set locality locality

7 ol g& AP
set org-name org-name
o] o] 52 AT

set org-unit-name org-unit-name

BN

N
iy

HEH s S A8

! set password

FHE AU

set state state

certreq®] A ©] &5 A Pt}

set subject-name subject-name

set modulus modulus

A4 2ol AL AAFUT

setregenerate {yes | no}
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exit
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enter trustpoint interca

ASA A 84S AT
set certchain

ol A

MIIF3TCCA8WgAwIBAgIBADANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAkKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
A1TUECwwEUIRCVTELMAkKGA 1UEAwwWCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgK CAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9THCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keY s/rbZdR SeXy9kMae42-+4FIRHDJjPcSN
Ywl1g/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqSfIsAuVI/QdPDbW ShjflIE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eY Dexvd0gbORWb3 1H32ySI
[1a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104;cSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RVNZJ52sUaDIC3UodTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCY wJKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAJBgNVHQ4EFgQU7Jg01A74
ipx8UOAPk76pVYQQ5AwHWYDVROjBBgwFoAU7Jg01A74jpx8UOAPK76pVEYQQS5Aw
DAYDVROTBAUwWAWEB/zANBgkqhkiGOwW0OBAQsFAAOCAgEAvVI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR31rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ1qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5SR 18n
BNXYHqgxuoNMmgbS3KjCLXcH6xXIN8t-+Uk{P89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Witde3Kh[IDYvAIhFixWeVGD2r6QW5BY bgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fMdqWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue0ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2Iaatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
BiLBjN+BXggxMmG8ssHisgw=

MIIFqDCCASCgAwIBAgIBBDANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUZEL
MAKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOxNjJEyMTUyMTMONTRaFwOyN;EyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA 1 UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwJgYJKo0ZIhveNAQkBFhlpbnRlcm0xLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1wSO4IBX5

4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKnUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
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A2

VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5YUaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/tIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQfCj5hSmk3StVQK glCjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1Zgl5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5SodHRwOi8vMTkyLjE20C40L;15L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

ASM A 23S FAIGUH.
show certreq
of| A:

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICWTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEiIMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvR W6Q20+gHeSRwckqjCIK/tsIxsPkVO

60duZY Xk2bnsL Ws6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0oa5SNyCLEUZECP5SQCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzA1BgkqhkiGOWOBCQ4xGDAWMBQGA 1UdEQQNMAuUCA INTUICEwK gA
1jANBgkqhkiGO9wOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
2L.2pjxSOHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCOP3CvkZdKUsJKNO
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oA 25

7] 26

w7 27

o) 28

w7 29

7] 30

A 31

o) 32

7] 33

7] 34

m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh6sq5WIp6EO0S] YefK 62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVczmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

[PSec X == o7},

scope ipsec

27 AAE AR He 2 g,

set log-level log level

IPSec A2 & THEaL =y

enter connection connection_name

IPSec = =% tunnel B+ transport= 4 4 3Hu T},
set mode tunnel or transport

24P FA2 AT,

set local-addr ip_address

A4 Ip F42 AT,

set remote-addr ip_address

B 2E 8 ARg et 4% 974 AR Ay g,
set remote-subnet ip/mask

(e ALy 94 IDE ARy

set remote-ike-ident remote_identity name

7] B olg& AP

set keyring-name name

(B AR 7] W R s s A e

£

set keyring-passwd passphrase

(8 AL IKE-SA 9% & ©9) 2 44 g,
set ike-rekey-time minutes
minutes %< 60~14402] T 5=

(A B A}3) Child SA 1 & & 9] = A 74 3 tH(30-480).
set esp-rekey-time minutes

minutes 352 30~4802] A4 4 AHF YT

>
)
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ofx
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. EYXE

EEo e 44 CRL T

oA 35

7] 36

7 37

7] 38

7] 39

set keyringtries retry number

retry number Fk- 1~59 A-Y F A FY T
GERGIEESE RS DEE SRS LS E e
set revoke-policy {relaxed | strict}

dde &gty
set admin-state enable

BE QS ] gk
reload-conns
(A AH) 71 E EY2E EAE o] F2 IPsec] F7HE T
create authority trustpoint name
IKE 2 SA A2 7+ 958} 7] B= v H o] 282 FAFU
set sa-strength-enforcement yes or no
FERIE| gk 4% CRL 7-4

| A1 215 4] = CRL(Certification Revocation List)oll %] 14 o}, o] A E o ] Alo] A4S CRL
2 Abg-3te] Al o] Q%2 S it A H] o Fe)A ol H& CRLS AHG-3hel, 1 o] 4 4121 & 4= 9]
= STholAE o Aol o] MAlA 25 518 e /o
CRL(Certification Revocation List) 4 2.5 AF-&-3Fo] 9] o] 154 & 7 538t =5 Firepower 4100/9300 AH
AlE ?“*% T UAFUH o] FA42 A28 ol 4 Common Criteria §15 &2kl A5 A7) 93] Al
F5E 54 F ST AT U1 S 1ok AF A E ol A, 65 Aol A A L.
CRL 1.8 AL§3to] o] Q15M S AZ s v the 9§ SasH A <.
L RAIA
FXOS CLI®I A HoF =2 S0zt
scope security
EYXE ¥E RER Sojzit)
scopetrustpoint trustname
A B Z Soj iy}
scope revoke
CRL %<& th2 2 =gt
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import crl protocol:/luser id@CA _or CRL issuer IP/tmp/DoDCAICRLI.crl

GA G (A AN CRL AR 7FA 7] 2 A 28] A S FA]3 T

show import-task detail

GA 6 A5 A] dlA] WA =& CRL-only= A7 3t}

set certrevokemethod {crl}

A dH 2= g9l g

4

-

IPSec, HTTPS % 94 3k LDAP 172 o] A CRL(Certificate Revocation List) &1 =5 A3} A &=
AAA FA 3T dFHTL

EXJ(X—]FG o] o} ) CRL AHEX509 =42 CDP ARANA Y =4 CRL AHE VJEMYY
E} A2 CRL FH < A8 &2 o3 502 U2 =51, FXOS A 2~8lo| A 24 CRL AKX
E HEFA U &4 CRL A B= Q1A ARl A @A Ag] 591 15 Aol e ARt A gjguynt. A
Z CRLE A A 9]of Q154 A1l #-8-g .

o} & IPSec, LDAP ¥ HTTPS 91 A& 913k Q154 aj %] &1& A8t == v & 38t Tl =
U
=

]
IPSec Bt Ald A, 67 H o] X|, LDAP #l|-&-AF A A, 133 o] %] = HTTPS 74, 126 H o] #] A A4S
= EAPN el

r1r

N

* Certificate Revocation Check Mode(31 541 3| #] &4Q] R =)E Strict(9 2)= A G et 749 1] o]
A ARl #le] 1 o] g wiwt % CRLo| A& Ut d]o] I5A Aol FECAJSE
Aot FE CANA A8 o] AISAT 2319 495 d= = 5 A5y

s IPSecol] W3l A% CRLS 74 w= 7142 CRL 39 Authority Key Identifier(7] 3 7] 2]
Zh)(authkey) H =7} lofof gt o] D=7} 910 [PSecoll A = 3l & 3 o] 2844 &
Ao F 7 51-1/] c}.

« 44 CRLE 5 g 5 ate] 54 CRLEE} ”W AU ol ISME TS W Y T
HAR] fra g (EHQlE) A A CRLO] Sl 74§ 9]o] /1S5A €] CDPE= A Yt

e O3 A Qo M= A A% CRL Felo] 7|24 o 7 sk 3} Ut}

e = YA 1ot LDAP Al FAF A4, IPSec A4 Tz FEo|AE Q15 35
« | 2 753 FXOS A A] ] AHFXO0S 2.3.1.x o] 2] 7] A2 WA o2 F35)
T Foll A= EA] sl A 55 <l A F QISA Aol wet A4 A3E A
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SEREREEERE

=5

4273 A

% CRL §1 o] A 2

f
o
o,
ol\
)
i<}
)
o
re
>

27 4% CRL§1+= LDAP 174 IPSec <14 ZEPAERNSTH AT
vlof QIS AR &A1 | AA AT AN DL | AA AT AN DL | WA A AN L&
glo] ASA ARIA | HA AFA AA Do | A AFA AL B | AA ASA Al Lo
CDP &<l

o Q1A Ao F
E CA A ZF Aol st
CDP &2l

s1ol A2 A0l

=M FaA ArrA

EH

syslog M| A] A &} gH7] 4

2 )

syslog M| A] A &} gH7] 4

2 )

syslog "l A] A &} &7 A
A A3l

EERERELEE
A7 2124

syslog M| Al %] &} $HA| A

2 s

syslog M| Al %] &} $HA| A

2 s

syslog W A| A] &} 7] A
4 25

g o] JASA ATl A
shbe] CDP7} ek

syslog W A| A] ¢} &7

2 23

3] o Q1541 syslog ™| A]
1oF 37 44 A o)

N

syslog #I A] A &} 7] &4
2 21 5

frask Aol 3+ T
o] QA A Al A 3}
1}-2] CDP CRL©]| H] 9]

o] o
=]

r2
iin)
oX
oH

syslog M| Al #] &} A A
2 Ay

s)o] 91z xﬂol_q

CDP = )23 &

i o
sl Aol A=

)

syslog M| Al %] &} $HA <

ERE)

syslog " A| A] ¢} 7| A
A A3

=21 CDP7} A A 7t
CDP AH7F ok

syslog M| A| %] &} &7 A

2 )

syslog "l A A &} &7 A
2 2 =)

A1 CDP7} AL
H W7} 7hs Folal
CRL9] CDPoﬂ AT

syslog WA %] ¢} &7

2 )

syslog Wl Al %] <} g4
A A9

¥ 5: 27 34 CRLY} S Strict= AR B Q154

EE RSN

=7 44 CRL 3=

LDAP &1 72

IPSec <12

o] 9154 #9] 8hel

A IeAM Al e

A 15A Al B e
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=72 A4 CRL 3 = LDAP <12 IPSec <14
glo] Q1A Z el A CDP 2l [ A 1A A F g A dsA Al B&
vlo] RISA AQle] FE CA QL |4 A ole

<Al gk CDP &<l

o] Q1A A A A ASA] 1 | syslog HIA A £} A A4 A5l | syslog WA A 2 $HA A
a2 Ak A

i
>
£

Tl o] QIS A AQlol| A el A & QI [syslog WA A &} 3] A4 A 5f |syslog WA A &} 37 A4
=4

i
i

o] 1A AQlel A shte] | AA AA A
CDP7} e (1A Al el
1)
o] QISA AQlol A slrte] | A2 AdE Ad A
CDP CRLo] H]o] (1541 Al
<1 )
u]o] Q15 A A2 CDP 5 v | A4 A& A4 4F
E_Ezﬂ-./_’[:gj\t 7—]0] 01%( %.
A ARD B D)

015 A o] CDP7} A WHCDP A | 914 Al ¥ A4 4
H 7ok Q154 AlQl 1)
)15 A1ell CDP7F Lot w7t 7H A A& A4 ¥
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« EYAE ¥olEY F}9] CRLY| A ¢E Ut}
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o
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r\j
-
o,
]
4
X0,
of»
i
v

N 25)7] Aol

CRL A H.Z A}L-g&3lo] 9] o] Ql5AE AF 38 %= Firepower 4100/9300 A A = o] 1] -
A Q. AA T RS ETAE FQE| )3 A2 CRL 74, 72 Hlo]| A & Hr st

ZEAA

A1 FXOS CLIGIA] Hot Z == Eoj 7yt
scope security

W2 EBAE XQE BEZ Sojyr)
scope trustpoint

S 3 A mE2 Sol 7t
scope revoke

A 4 A TS AU
sh config

GAs A= TS A E
of| A

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

A6 T & FEEY T
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(HH Abahy Al CRLS Th 2 =alo] Al g P4 & el g,

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

LDAP 7] % 914 A4

%

Firepower 4100/9300 A A] o] 4 TLS A< % 918} 7] 9] 8] et 3 LDAP S0l E 7] 8 Q2=
TAE 4 AFUH. o] AL Al 2~H oA Common Criteria 15 A& gfo]Ad =5 A
© A T sty A S 82 Bk QIS HE ko] A2, 65 H o] X & At Al L.

2
Rl

A5

Common Criteria 2. =7} & 315 SSLS &4 316131, A B DNS A HE A}-83}0] 7] 8 QZEAE
A28l oF gH T},

LDAP A H| g5 sl SSLe] &/ st Ad& 24 v 7] & A RE =zt gelsfoF gy

o+ & LDAP <1 Z(SSL 24 315 918] LDAP A8 A K= CC R =0 4] DNS A H.of of gt}
QFA e LDAP 0] E 7] & ASAE A the GAE S A L.
T Z A A

FXOS CLI®I A Het RE= Sojztt)
scope security

LDAP 2 =2 Eoj 7t}

scope ldap

LDAP A H] R=2 Solzith

enter server {server_ip|server_dns}
LDAP 7] ©§& A7t}

set keyring keyring name

TS ARG
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EQISA AT &3

commit-buffer

ZTolAE QISAM 15 &3}

LDAPS} 7 Sehol A E ISA & AFE-8to] AFE-212] HTTPS HA| 25 1S
& 5= A5 Y Tk Firepower 4100/9300 A1 A] €] 7] 15 42 A4 578 7|k Y ok

il
0,

IN
ol
b
S
>,
[»
i)
i
il
2,

%

AL QlFA olFo] A3t A9 o] A o] HTTPSO H&l 3] &5 += #2435 A2 Ay

SZo]AE QlZA ¢Q1Z 7]% 9] FXOS 2.1.1 A 20 A= ¢1ZA4] | #] &elo] A D= &),

o

o] 755 AHE3lEH S oA E JISA A T 8.7 AFES S8l oF Ut}
* X509 574 Subject Alternative Name - Email(5=#| T A o] & - o] Wl )0l A}-&-2} o] 55 Eg3f o
o,

* Supervisor®] EZHAE ¥ EZ QT A

g},

s

72 FE CAZF S eFol A E 5ol Mg afof &

= 2 A4

@71 FXOS CLIGI A AH] 2~ R =R Sojzhr),
scope system
scope services
A 2 (48 AFEH) HTTPS <15l thgh &4 gkl .
set https auth-type
o A

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

7] 3 HTTPS ¢1 28 Zglo]A E 7julo 2 A A3},
set https auth-type cert-auth

w74 e ARG,

commit-buffer
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A 228 3]

« B2 IP T4 WA, 81 Ho] A

e ol ZE]Alo) A el 1P ¥, 83 H o] A

« Firepower 4100/9300 A A] ©] & H 7, 86 7] o] A]
* Pre-Login ¥, 87 7] 0] %]

* Firepower 4100/9300 A} A] 2] 5-5, 90 5| o] %]

* Firepower 4100/9300 A} A %1 117], 90 3| o] A]
e T 7 E A B 9] Ho] X

« 2128 4= = ID Q1A A A, 92 7| o] 4]

97

) BB

Al AFsE7] Aol
Firepower 4100/9300 A§ A] €] ¥2] IP 542 FXOS CLIOI A ¥ 7 & 5= Q)5 U )

s
=

(HUBNRU)

)

=

Y IP 405 WS & A F4E AFE3}H9] Firepower Chassis Manager 5= FXOS CLI®| tf 3 &
© d4E v AA ok gyt
SR AA

FXOS CLId| A (N Al 2 - FXOS CLI, 14 9| o] #] ZFa1).

-3 o) IPv4 T IP F 425 AT L

a) BT AHANE a0 WS A4},
Firepower-chassis# scope fabric-interconnect a

b) T WHS Qeste] dA) B P F42 g

Firepower-chassis /fabric-interconnect # show
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Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d) A" FAd ERAAS AR

Firepower-chassis /fabric-interconnect® # commit-buffer

A 3 oh5 3 2ol IPve Y IP FAE T FUTH

a) B JAHANE a2 WS 24T
Firepower-chassis# scope fabric-interconnect a

b) el 1Pve T WS A AT
Firepower-chassis /fabric-interconnect # scope ipv6-config

o) Hw wEE dHste] Al #E IPve TS ST L
Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

4 e Ee dEalel N 2e el P74 2 Ao Eso S T

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé ipv6_address ipv6-prefix
prefix_length ipve-gw gateway address

e) Al LA EWAM L An T}

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

of
Th2 dlloll A= 1pv4 whe] Q1Ef | o] &~ B Alo] E ol & -4 duth.

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

thS dlol| 4= 1Py B SlE H o] & 2 Alo] Eglo] 2 A},

Firepower-chassis# scope fabric-interconnect a
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Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

W=l Aol d Al IP 7

4

Firepower 4100/9300 A Al o] AAE o Z]Alo] ] #2] IPFAEF XOS CLloﬂH H A+ 95y
o} 28 A st WA FX0S Z % gl ol A 1P B E W3 thg, o Z 2] Al o] A dllol A 1P A
HE WAl ok gt

e

o

an)

R

B3
—

Firepower Chassis Manager& AF-8-3}¢] o] &t ¥17 & A

17 sk Au| 27t FeE S lF U Th A
2 A u) 22 Fehs 95k A FXOS CLIE AHS-3) olel et WA & &

FafoF gt

ZEZAA

FXOS CLI®| AT} (N A2~ - FXOS CLI, 14 H| o] A & FZ 3] Al L)
=24 gule] 22 WS A g
scope ssa
scopelogical-device logical device name
P HEAEY O R WS NGt A 2e el REAED geluEE FAFU . T3 7
= the3h e Aol Hol grvh
ASA =24 tuko] 29 %Y 4:
a) e jute] 4 wh] REAENS J vk
scope mgmt-bootstrap asa
b) &F° g P Z=E .

scope ipv4_or 6 slot_number default

rl

¢) (IPv4aer &) A 1P 42 AU}
set ip ipv4_address mask network _mask
d) (IPv6Tt ) Al IP FAE AT

set ip ipv6_address prefix-length prefix_length number
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e) AlClEdo] a5 A dh
set gateway gateway ip_address
h TS AN,
commit-buffer
ASA =] 4 tnfe] 2o FE| ~H Ag:
a) ez v REXERS g,
scope cluster-bootstrap asa
b) (IPv4Rt 3 d) A} 71 1PE A8 FH
set virtual ipv4 ip _address mask network_mask
) (IPveyt s A 7Hd 1PE A gt
set virtual ipv6 ipv6_address prefix-length prefix_length number
d) AP =S 283
set ip pool start ip end ip
o AclEsle] Fag gFUTh
set gateway gateway ip_address
e AR

commit-buffer

il

Firepower Threat Defense] = H & 2

a) = dulol s pe] REXERS 4
scope mgmt-bootstrap fid

b) Exol Ul P =S

scopeipv4_or_6 slot_number firepower

o2 E Y T4

U

gt

c) (IPv4%t 3 Al IP =45 A3,
set ip ipv4_address mask network mask
d) (IPv6qt sl ) Al IP 45 AT
set ip ipv6_address prefix-length prefix_length number
e) AlClEd o] a5 ATk
set gateway gateway ip_address
) TS ARNIGUH.

commit-buffer
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et
=

ol Aaf tial A 1P

e 2~ -4 2] 7 -9- Firepower 4100/9300 A Al ol 12 ¥ 7} o 2] A
HA] e 7} off &2 Al o] A

bt ROk G T A 1 2] 2] S HA 7499 A 5
o el o] 2 & A= wkE ] of ).
Zp o Zef Aol ol theth #he] FEAER JR S A3t
a) ssa RER WS AT
scope ssa
b) slot= W& A4 Fh
scope slot slot_number
c) NZgAleld dx=td 2 ML E A F T
scopeapp-instance asa_or_fid
d) ¥ FEXER JRE A ey
clear mgmt-bootstrap
e) TS AT

commit-buffer

2]
A

off ZE] A o] & v & sheh Tk
disable

commit-buffer
i Fe 2~ 14 2] 79 Firepower 4100/9300 A Aol 1A 7} off Z-2] Al o] A o] off 3F ¥
EXER ARE A3 v 4 shshoF FLith A 7 22 B HA T 49,
A A 2] ZF off Z el Al o] Ad ol el o] 2] g SAIE Wk o g T
of =g Aol o] Lz e}l Aol al E3o] thA] ekl A7t HH off Ze] Al o] A & vhAl &/ 8ot
Y,
a) ssa L= ThA| MY E A G gy
scope ssa
b) slot= W& XA YT}
scope slot slot_number
¢) olEeAleld At AR ML S AF T
scopeapp-instance asa_or_fid
d) oNZgAeldS dAsFy
enable
o TAS ARG

commit-buffer

i
1 4o

o
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Y
El

S B 74 9] 49 Firepower 410019300 A1 410l 2178 7} o 52 A o] M & T} 814
shshel W ohe WAE W oF FLivh A4 3 Fe] 28] i HA T A5, F AjA
2} ) Zel A o] Aol thal o] el % WA E WHE e oF k.

Firepower 4100/9300 A} | o] & ¥ 7

Al AFsE7] Aol
Firepower 4100/9300 Al A] o] A}-8-% ©] 55 FXOS CLICIA W4 & 5 5 Ut

ZEAA
FXOS CLI®| A3 Y TH( A2~ - FXOS CLI, 14 | o] #] ZFan),

A2 N2E Reg Solzht)

Firepower-chassis-A# scope system

(RUBNRU)
2,

W73 @A) o] 5L BIgh ),
Firepower-chassis-A /system # show
WA 4 A ol Be T
Firepower-chassis-A /system # set name device name
A5 A 2=E] el EAA S A8y ok

Firepower-chassis-A /fabric-interconnect* # commit-buffer

o
the ol o] 2 o] B WA G L

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #
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Pre-Login i\ .

Pre-Login =lj

Pre-login ¥\ 7} 91 ©.WH A}-8-2}7} Firepower Chassis Managerol] 21918 wj] A] &) ujj1] 8l ~E 7}
FEAG Y AR A7 w2 4] S el A OK (D) E S eHd AR A o] S e 2 EIE G
o) TLAIEI LIt} Pre-login W11 7} T4 ¥)0] 917 Eowl AF4A} o] 7} W HWE T E T E o] W
FEAF YT

AF&-ZF7FFXOS CLIC 211814, H U & 32 J 3 E7F U7 ol iy 8l A E (-4 & 4 -9-) 7}
EAEY T

Pre-Login ¥ 1] A3 A]

(RUBNAY)
X,

L 2AIA

FXOS CLI°| 323U TH A2 - FXOS CLI, 14 3| o] %] Z+a1),
wok e g g

Firepower-chassis# scope security

Y Bl e Sojztr),

Firepower-chassis /security # scope banner

o W H S 93k pre-login Wi & v TH
Firepower-chassis /security/banner # create pre-login-banner

A}-8-2}7} Firepower Chassis Manager 52+= FXOS CLI®| 21213} 7] Z ol FXOSo A AR-g=}ol| Al 3 A
afjof & mA A & A A v

Firepower-chassis /security/banner/pre-login-banner* # set message

pre-login Hj WA A B|AE S 12 517] 913 o3} FAp7F 4 Py

3 F 3 E o A pre-login HiY WA A& & T o] ol = o]H % F ASCI A = AFE-E
AU e S Y2ES 9 e g don 7 o] A £4F 5= 19224 Utk & AFo] ol Enter
9 o} = ENDOFBUFE ] 23} 3 Enters £ $h= 3y th

AL A A7 o3 G AbE A 4s e ctrl H e R U

A22E T ENAAS AN

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
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e e |

o
U5 o oll A = pre-login ¥l H & A3 T}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login "l | <4

o
X,

L RAIA

FXOS CLI®| A3t A 2~ - FXOS CLI, 14 o] #] ZFa1).
HeltmEE g8

Firepower-chassis# scope security

iy Bk e Sofiit)

Firepower-chassis /security # scope banner

pre-login-banner ¥ 1] B ot R =2 Sof i),

Firepower-chassis /security/banner # scope pre-login-banner

A}-8-2}7} Firepower Chassis Manager 5= FXOS CLI®| 21213}7] o] FXOSol| A AF-&A}ol Al FA]
Sk & vl A% & 4|4 g v,

Firepower-chassis /security/banner/pre-login-banner # set message

pre-login Bl #| A1 4] B| 2 E S = 5t7] 913 st 4A7F A Hy v

X FIE A pre-login MUY HAI A& &€ 3t} o] o= ofH E% ASCII F-AF 5= A}-&-8F 4=
‘%W@ﬂﬁgJﬂ*E§%§*$%£ﬁﬁ%Qﬁm%ﬂ$ 927k} H t}. & Akol ol Enter
U

t}2- ol ENDOFBUFE ¢} 23}l Enters £ ¢

O

mm b
lm

o
)

234}
A A3 AAE H AW cerl ¥ cE FEUYT
A 2~El Ao Ed A A S Aulgh

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

it

| A

A

A]
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Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login vl 1] 214

o
X
N -

L RAIA

FXOS CLI®| 9123 th() Al 2= - FXOS CLI, 14 3 o] #] ka1,
Bl REE g,
Firepower-chassis# scope security

Wi mok e So) 7o),

Firepower-chassis /security # scope banner

A 2= E ol A pre-login ¥ S AFAI 1 T}

Firepower-chassis /security/banner # delete pre-login-banner
Az A EAAAS A G

Firepower-chassis /security/banner* # commit-buffer

o
t}2 o ol A = pre-login B U & 2FA| U T

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #
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B Firepower s100/9300 43 4] 2155

Firepower 4100/9300 A} A| 2] 5-¢

L EAA

GA1 AfA] BER Eojzit),
scope chassis 1
972 e BES st A Y] HdS EUT

reboot [A}{-] [no-prompt]

A [no-prompt] 7] ] =5 AE5 RS AT 5 A7 SA] G P H
719 =& AHE-3FA] 2 21 commit-buffer 8 %S 9 2 & W 7}A] A| 2~ F)

Y.

Al 2=dlol] A8 e =] A tuto] A7F A 0 2 AvkE $ 7F Bt RE/dlzle] delo] A
a1, vEA BF O 2 Firepower 4100/9300 A A1 2] A o] AX] & A2 Ut} o] L2 A AE HIE 15~20

B AE AP
A3 Pry ZRAAS RUEY s .
scope chassis 1

show fsm status

Firepower 4100/9300 A A| 7191 717]

L2 A A

GA1 AN RER Soj 7T
scope chassis 1
w2 ok BH S Aol A Y AL U

shutdown [reason] [no-prompt]

Za [no-prompt] 7] ¥ =& A&t B E S H & T AJAY
=2 AR EA] &0 commit-buffer X =S ] &k

Al 2=glel] A B =4 tulo] A7 A o m Ak-d
a1, vl = O 2 Firepower 4100/9300 A| A] 2] 2 o] A YT}, o] =
ok A8 H 0 2 Arkes | Al A A9 Fel 1 §e A

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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TZAAE HE 15220

} 54 F 55 Yth [no-prompt] 7]
7R A 2~ 'l o] F R 5 A kUt

o 1 gl0] 77

1=}
EA= Y



@A 3

GRS

4

ot
o
N
=
4
ox
e
o

Rohe T2 A2 g B Pt
scope chassis 1

show fsm status

T4 29

FXOS CLIE A}-8-3}] Firepower 4100/9300 Al & &7 7] A 02 593 5 U

=
I

o] TEA| A= B w=E] A tnbol A A& Eesho] AjA o] BE AR AR A& Ay T o] At
4§%§3§qggqm@84ﬁ&quwom%ﬂdaﬂmemeMmmmMﬂﬂtt
% X Eof ddsfor givhE7] A, 11 o)A A4 ),

L 2AIA

(1) AF&l) erase configuration 5 & = A A of| A =W} E glo
ghol 2 S A = Aol e tha dAlE 3

scope license

Bl AL A ASA &L A E
e,

moi'

deregister

Firepower 4100/9300 M Al & &5 F &8t Al ol A tule] 227} Al A YT}, tlnlo] 2~ 9] B o]
Az QEte] EHE 2 ASA 7 AlAE YT

=24 dejo] A4y
connect local-mgmt

Firepower 4100/9300 A Al o] A L& AFE-AF A S X9 AA & D8l 33 72 A2 Hdd)
oS HE S gy

erase configuration

A z=Elo| Al BE AFEAF A S A& 4] ERIstE HAIAE A Y T
W TETE yesE YE st S A= AS Egy
T AR} 4 o] Firepower 4100/9300 A} A] ol A1 2] 9] 71 - A] 2~ Elo] A H-E] U}

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .



4= Q=D o1 = A A A

Z7] 44 ©]F Firepower 4100/9300 A} A] ] o) Z&] A o] Aol A A}-8-3}7] 9] 8k A A SSL Q154
7F YT JISA 7 AR A E Aol B g SEto]AE Hebg-A oA o] & Abs & 41 F| 514
ZHFYTh Al 8ol A E H2F$-A = Firepower 4100/9300 A A] 5 Q1 E] o] 220 2] S M A~ )
Firepower 4100/9300 2§ A] o] o 4] 23} 2] W W ] Q15X S b8l 2= A& 2}o] Al &8} SSL 72 1L
& ¥ A Y E FXOS CLIE A}-8-3} 9] CSR(Certificate Signing Request)S A AJ 3} 3L Firepower 4100/9300
AfAJ O A AR A3 ID QISAE AAee W tha AAE AR S 5= dsU T o] ID ISA & AL
|t Sefo|AE Bepe- A7 A4S AlF e Far glo] § /IEHo] 25 FAFY L

2 A A

FXOS CLIo| Ag YT} (M A2~ - FXOS CLI 14 H| o] A S FHZ314 A 2.)
nol BES gH g
scope security

7] H AU

create keyring keyring name

AR 719 a2~ A7]1E AP

set modulus size

TAE AN,

commit-buffer

CSR Z =5 A YT} 7] & J5 A4 (4 subject-name) &2 1S E AT = a1, 15 A o] 2
AR A7 UL ANE TR Ao B uF R AS AU 02 A+ AT

=
=

CSRIE=E AT w A HUHEE Y Hstets ZHZETF A YT

create certreq certreq subject name

password

set country country

set state state

set locality locality

set org-name organization_name

setorg-unit-name organization_unit_name

set subject-name subject name

TAE AR FI Y,

commit-buffer

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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AEEEENNEREEN |

A5 Tl Al g CSRS WEHYT 15 7] 82 CSR3 AHE-381H] ID IS4 & A4
a) A CSRe FAI YT
show certreq

b) "----- BEGIN CERTIFICATE REQUEST ----- "2 Al 2FehaL(ESH) "eeee- END CERTIFICATE
REQUEST-----"& #1}+=(3% & Ea}ah )

o Al

MIIC6zCCAAMCAQAWAzELMAkKkGA1UEBhMCVVMXEzZARBgNVBAgMCkNhbGImb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMOwwCgYD
VOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfz2 fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBornyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxM]jAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDCcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wEFM2wwWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAgqg/aCuomN9/vEwyU
OYfoJMVAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

exit

1% 7 We] T2 TR A2 ue} QlF 7]401] CSR =2 S A 23Uth 2 Aol Azatd o= 7|7
< CA9 iR 7] AFE-5to ﬂﬂ‘fé M EID SAE A AT

Fa FXOSE 7FA Q2 KL= ID §1 54 = Base64 @ 2 o] oo it} )15 7] ¢holl A vE2 D
o)== | olo] T} st 91 74§ A OpenSSLI} 7+ SSL & &2 W ghafof ghuo},
ID Q15A ANE FAT A EHAE ZAES AP

create trustpoint trustpoint_name

st o] 2| H o) upe} 11 A A, Q15 7] e A -2 ID A4 A AS JHEFHet

al Z7ol =2 ALES o] 2= =1 o] 7 EO]ZHQ}T ol Z A 2 A3} s) ok s},
HAE qu%‘OﬂH?H%Oﬂ TE A=A E aL, 71 S el A<l
% U tHX = BEGIN CERTIFICATE % END CERTIFICAT EZd L 323 AA 92E &5
& EY2E ZRIE BAlslo] ZofdHUt

set certchain

o All:

Y

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .



i)

firepower /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press “C to abort.

Trustpoint Certificate Chain:

>MIICDTCCAbOgAwWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqhkjOPQODAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTcl1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZ PyLGQBGRYFbG9j YWwxGDAWBgoJ
>kiaJdk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUyInbDHPr FWEEBCcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYh1lsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

TE ARG
commit-buffer

EY2E IRIERE

il
ofN
kil
st
T
O

exit

7) ¥ mER Sol g,

scope keyring keyring name

13EANA e EY]AE EQEE CSRY thal BA3E 7] Hy 435

set trustpoint trustpoint_name

AT AW E D A 7P ST
set cert

N5 Tl AFFHID AFA ] &

of Al:

tlo

£

o

&yt

Y.

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODAjBT
>MRUWEWYKCZ ImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUzZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBAsTA1RBQzEaMBgGA1lUEAXMRZnAOMTIwWLNR1c3QubG9jYWwwggEi
>MAOGCSQGSIb3DQERAQUAA4 IBDWAWGgEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 SmMHCROw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftgq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7TMEfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJIYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAABgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwWYDVRO jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHwSB1DCBOTCBzgCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)



7 20

A2

w7 22

A 23

7] 24

7] 25

o) 26

oA 27

REEESEERFEN

>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1cnZpY2VzLENOPVN1lcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24 sREM9bmFhdXNOaW4 sREM9bG9j YWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAGQUHhIAVWB1AGIAUwWB1AHIAdgB1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQQMMA0GCCsGAQUFBWMBMAOGCCqQGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

exit

A 2El B e Sojgiyt)

scope system

A2~ Reg Solzh ),

scope services

A JASAE AHE =S FXOS 9 A H =5 T gyt
sethttps keyring keyring name

T AT,

commit-buffer

HTTPS A ¢} AZH 7] P& AT} o] AxFe] 3ol A A3 7] & o] 55 ukd sl oF g
7 | |

ok 3k F 2ol 713 7] 9 o] Fo
HA & APk

show https

of| A:

fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

Al 8} aL Certificate Status 3t©] Valid= 3 A 5 =%] g<lghyt}.

o
=

R K

scope security

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .



2
i)
i)
>
X0,
e
S
o
ofy
R
i
ﬁ,

showkeyring keyring namedetail

o Al

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:
Certificate:
Data:

Version: 3 (0x2)

Serial Number:

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a

Signature Algorithm:
Issuer: DC=local,

Validity

ecdsa-with-SHA256

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Not Before: Apr 28 13:09:54 2016 GMT
Apr 28 13:09:54 2018 GMT
ST=California,

Not After
Subject: C=US,
CN=fp4120.test.local

Subject Public Key Info:

Public Key Algorithm:
Public-Key:
Modulus:

00
0d:
al:
50:
fc:
dé:
3a:
al
9e:
20
ae
87:
07
47:
cd:
Sa:
d4
1d:

:b3:
1b:
9c:
0d:
27:

18

dc:
Hiol']
49:
:de:
:d8:
6c:
rec:
64 :
9a:
b5:
:e9

85

Exponent:
X509v3 extensions:

X509v3 Subject Alternative Name:

ee

30

:db:
5b:
11:
29:
47:
3b:
91:
94 :
15:
fd:
3c:
:dd:

43:

a3:
c6:
:bb:
de:
2b:

c9

15
12

28

11

69

65537

8d:
:d8:
8f:
:db:
8a:
83:
3d:
:d7
126
ff:

2f:
c4d:
:b4
cb:
:e8
6d:

eb:
la:

26

50

:al:
e0:
8a:

a3

07

(0x10001)

rsaEncryption
(2048 bit)

06

:30

£5

c3

144

:45:
£5:
rae
3f:
HEW)
:bd:
:d4
:da:

£9

126
:71
274

DNS:fp4120.test.local
X509v3 Subject Key Identifier:

FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:

07:

7d:
dc:
:cf:
1e6:
148:
:cl
14:
6a:

L=San Jose,

:al:
07:
:70:
bf:
: 54
fb:
:bl
8f:

Se

61

4e

e’7

91:
:75
143
rad:
146

6e
91
b0

03

HE i
:db:
t4f:
ag:
:35:

82

ef:
146
:bf:
:bf:

21

:Tb:
:cbh:

f6

37

91

16

20:
:36
31:
18:

176
:2d:
0d:
1f:
:51
174
:30:
8d:
:da:

c4

93:
84 :
:da:
of:
:cbh:

fé
06

O=Cisco Systems,

tTe:
ec:
40:

31

:cbh:
:de:

82

c3:

29

ica:
9b:
icc:
: 30

£3
b6

la:
2f:
:30:
:b6:

2e:
ba:
0d:
:29:
3e:
To:
:a0
8a:
:5f:
b5:

c0

e2

98:

82

le:

09
55

f2

ff:
78:
:d2
4a:
5b:
6a:
:70:
:bd:
:55:
fd:
61:
:39
3d:

84

:e3
:cf:
08:
:33
5d:

:54:
:c8
66:
:a8
6b:

42

19

:2e:
09:

b6

dc:

60

40:
:c0:
:c4:
re2:
le:
:73:
84 :
9f:
:d6:
1f:
rca:
S5c:
22:
0f:
95:
rab:
5d:

keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:

URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,

CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:
CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,

CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority
1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r
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X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
1ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXNOaW4 sREM9bG9] YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVZzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBgj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

oheol @ A9

A A= A ASA

7} &
https://<FQDN or IP>/ %} =3} ] Firepower Chassis Manager=. ©|-5 3T}

woemazd a4 |

Al E=A] Elete R §) Beke-A o] T4 A E

o
]

Bl A = 3 T4 BAF2 98 S 7122 154 9] subject-names &1} Q154 7}

FQDN(Fully Qualified Domain Name) 2.2 3% 7 -9- He}--A ol A sl v
CHIP FA4E S8 A 2eks A5, A8 8 4 = JASA AR H T 2t

U tH(Common Name Invalid).

Al
2]

2 94| 23 of G

o
2 SSL L 77 EAE
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2 3 ]
=& AA
« NTP A H]

A5 &g 3}, 99 FH o] A]
o I g AIZE A 100 A o] A
* SSH 141, 106 3| 0] #]
* TLS 74, 107 3 0] A]
« &Yl 14, 108 F o] 4]
« SNMP -4, 109 7 ] #]
« HTTPS 14, 118 3| 0] #]
« AAA 774, 130 H| 0] A
* Syslog 7+, 142 | ¢] #]
* DNS A1 H 41, 144 H| o] X
* FIPS 2= 874 8}, 146 | 0] #]
» Common Criteria == 24 3}, 146 ¥ 0] A]
o IP N A~ B2 A 147 H o] A
« g ol el ~' s QB H o] 2o thaf MAC Z HFAF 71 2 MAC 24 <1, 149 5 o] %]
« Aoy Q' o] ek gl X2 F7) 151 H| o] 4]
« 2§ Al URL 774, 154 # o] #|

NTP A1 Q15 &4 3}

Firepower 4100/9300 A| Al ol 4 NTP ¥ €155 A 3teted oS SAS 34 A 2.

CERELEEEEEEEEE IRl

« AW E QAF3tE ™ 7] ID 2 7] kol 83t} MD(message digest) S Al4HE o oW 7] kS
o]AE G Mo ¢delE uf 7] ID7FAREFH U T ©] 7] gk ntp-keygen= AHE-
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ntp 4.2.8p8-S Th&- = =3 T},

ntpd opensslS- & 3}51o] NTP AW & A %] 3},
NTP 7] IDs & 7] 2k-& A e},
ntp-keygen -M

A 715 s dA ol A&t
FXOS CLI®| Al NTP A1 ¥ & A4 gt
createntp-server server id

NTP A H =S &t

scope ntp-server server_id

SHAI1 Key IDE A A g T},

set ntp-shal-key-id key id

SHA1 Key String= A A 3t}

set ntp-shal-key-string key string
NTP Q15 &4 st

enable ntp-authentication

A 8 A7 A

%

Al 2~ Ell o] ] NTP(network time protocol) S 1A tAY, 502 I 9 A 7+S A AL, S A A
A A S B ofgfo] A ¥ CLI &S AFESHA Al 2.

P %42 Firepower 4100/9300 AfA] L AfA] o] A X & =2] 4 t]ufo] 2 Jhol| A5 o2 573 Y

e
Rl

Firepower 4100/9300 A A] ¢l Firepower Threat Defense & 7% & 7 -, Smart Licensing®] & v}2 25
2 Hubol A 55 A SHFE BFY AR ZE B Sk W Firepower 4100/9300 A1 A1 ol A NTPE +-/d o
oF & t}. Firepower 4100/9300 AJ A] 2 Firepower Management Centeroll th3l] &< 3+ NTP A ¥ & A}
&l oF gt

NTPE AH&-3F= 7 -9~ Current Time(& A A1 7H) ol A AwkA 2l 5713} el & & & AFUT &
= Time Synchronization(*| 7} -5 7] 3}) ¥ 2] NTP Server(NTP 4| H) B o] &9 3] Server Status(* H
AH) B=ol A A E 2 NTP AW o] 5718 Hl & = 7 dFH T Al 28-S 54 NTP A ¢} 5
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FXOS CLId A7 th(H Al 2~ - FXOS CLI, 14 3| o] #] +a1),
ohE S AR Sl T EE AUE S g
Firepower-chassis# show timezone

TAE WA R A B

Firepower-chassis# show clock

o
O dlAl= 8 Al R AA Al AE A R A A e e Belwy T

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

a4

L RN A

=

Al2~E B e

FUFU

LR
Firepower-chassis# scope system

A22g) AE s mEE G o,

M

Firepower-chassis /system #scope services
F= A E 2
Firepower-chassis /system/services # set timezone

oluf AbgAte] th, 7t E HE A F o el A S YEetes T2 T E FAHY
T}z T2 T Eo HA3 AHE Q] HgYr).

=2 H 1

A AR ANAE AT H SHE TFE AU ARE AA 9% el 22T ET TAE
o =2 v = [e] =] H

e} 1oy A ate] Fa A 200k 2)8 Qeahel 244g A4 g
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Firepower-chassis /system/services # top

Firepower-chassis# show timezone

2

o] oA EFE AZUE BB EF A AL SRS A s 74
A EF AE EAFY

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

)

)

)

)

)

)

)

)

)

)
12) Cayman Islands 39) St Barthelemy
13) Chile 40) St Kitts & Nevis
14) Colombia 41) St Lucia
15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent
19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)

17) Central Time - North Dakota - Mercer County

18) Mountain Time

)
)
)
)
)
)
)
)
)
19) Mountain Time - south Idaho & east Oregon
)
)
)
)
)
)
)
)
)
)

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

NTPE AHg 3ol Wt 20 A2 1%

4

NTP Wl =912 A 28] bol A stal A 571808 7S A Tahe ASH Qv Axue Tdae
o A&-§H T A @ ehe) 29 o} X akEl CRL 7% 3} o] AlRbel M7he 2Hlol = olel @ 4 %)
Aol Ba g Ao 47174 NTP AW & T4 5 2l

e
K

FXOS 2.2(2) ]/l 4= NTP B A 32 A&y},

X ZA]A
Asd BEE g

Firepower-chassis# scope system

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Firepower-chassis /system #scope services

A7 E S2~E o] F, IPv4 5= IPv6 T4 7F QL= NTP A ¥ & AFE-3t =5 Al =88 4
Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}

A28 Tl ERAAE Au G

Firepower-chassis /system/services # commit-buffer

T/ % ESNTP AW o] 5 7] 31 el & 2o .

Firepower-chassis /system/services # show ntp-server

578 NTP A H 9] 57]3} el & B ™.

Firepower-chassis /system/services # scope ntp-server {hostname | ip-addyr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

of

ohS o o A= TP 554 192.168.200.101 S AF8-3F= NTP A ¥ & T4 &}
[Rh=

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

ERAAE ARG

=

ohS oo Al = IPv6 T4 4001::6S AFE3= NTP A E A EAAH S AU T),

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

NTP A1 2} 7]

o}

R4

A2

L RAIA

N2 Al wEE g g,
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Firepower-chassis /system #scope services

EE R REEEEEN |

A AE T AE o] & 1Pv4 B IPv6 47} = NTP A ¥ & 24 gt}

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}

A 2-¥ LA Ed AL A

Firepower-chassis /system/services # commit-buffer

of

S do = 1P 4 192.168.200.101=
.

Firepower-chassis# scope system

AFg3HE NTP AW & A48k 0 E QA1 S A 3

Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

TFS- of o] A] &= IPv6 T2 4001::6 S AFE3F= NTP A B & AHA 5t EW A S 7 vl ey},

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

SRR

e
=

A3

A28 252 NTP A o @A) 571848 29, 9 B AIFS S5 0R 84T ey
2 A A

Az B e dE .
Firepower-chassis# scope system

A 2~E AH| 2~ B2 g )

— =

Firepower-chassis /system #scope services

A28 FSS AT
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Firepower-chassis /system/services # set clock month day year hour min sec

29] 79 o) 3 Al A9 52 AFSFUTH A7H 2427 G4 02 Aok k5 o] u] Tpm 19
= g,

Az 22 AR SA A8 AU s & AN S D ast gk

o]
oS do e Al 2E F5S AT

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

o

SSH -4

)2 A x}ol| A = Firepower Al Al ol T 8k SSH N A =5 &4 s}l Ay v & 318h= W 2} SSH &
OJAEZ FXOS AN & &7 3tah & AUtk SsHe 7|24 o2 24315 o] glsyth

L 2AIA

Firepower-chassis # scope system

A 2 A =E Au s REE )
Firepower-chassis /system # scope services
@A 3 Firepower Aj A ol ] g SSH M| =& -2 5}
* Firepower Al A] o]l T §F SSH o} 4| 2~ & 3]
Firepower-chassis /system/services # enable ssh-server
* Firepower A Al t 3k SSH A A =5 &-86hA4 Fodfd v ¥dS 9y

Firepower-chassis /system/services # disable ssh-server

A4 A 2=E o ERA S AR

Firepower /system/services # commit-buffer

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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ns+4 [l

o
t}2-9] ool A = Firepower Al Al ol U] gk SSH Al 2~ 5 &4 85t EA A

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

o
N
SE,
e
T
O

TLS(Transport Layer Security) ZZZ EZ-2 54l Q1 7 o &2 Alo] A ol ZefolHA] W Ho]g
A& Al-F Ytk FXO0S CLIE AF8-3Fo] FXOS A A7) 9] 5 t]ufo] 29 BA1e o] 3] &5 &= H A4
TLS HHS AT 4 Ad5UTh HA TLS A2 o b gk 3418 A|3-3hH, o] TLS M Aol A &
L e ZE Aol tigk o] d M o] 53/ o] &g Th

o & 5] FXOS AjAlell -4 ¥ & A TLS W d o] vi.1Qld] S| AE Hep9-A7 i =
= A E o] oW S| AE7FHTTPSE &-3ll FXOS Chassis Manager2te] 148 & 4= gl U T
wteba] T of o FE] A o] W LDAP AW E A 3HAl F-4d 8l oF .

| Ax}oll A= FXOS Al A €F 9] - t]ufo] 2 7ke] FAl o &85 = 2 4 TLS W& 7738t aL gkl st
WS Ay

o

s

e
=

« FX0S 2.3(1) el 25 7|50 2 FXOS AA| & 7132 H 4 TLS W A& v1.1 Yt}

Firepower-chassis# scope system

A 2Bl o) A ALE- 7HE e TLS WA A& gy
Firepower-chassis /system #set services tls-ver

o All:

Firepower-chassis /system #

Firepower-chassis /system # set services tls-ver
vl 0 v1.0
vi 1 wvl.1
vl 2 vl.2

#2 TLS W& A4 gy
Firepower-chassis /system # set services tls-ver version

o A
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Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

T AR,

Firepower-chassis /system #commit-buffer
Alzs'lol] A E 4 TLS MAS EAE U UL
Firepower-chassis /system #scope services

Firepower-chassis /system/services # show

o Al:
Firepower-chassis /system/services # show
Name: ssh
Admin State: Enabled
Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,Aes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
Name: telnet
Admin State: Disabled
Port: 23
Name: https
Admin State: Enabled
Port: 443

Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH:+MEDIU
M:+EXP:+eNULL
Https authentication type:
Crl mode: Relaxed
TLS:

TLS version:

Cert Auth

vl.2

)2 A 2}of| A = Firepower A A] o]
ok @Yl 7] 24 0 2 H| g 3t E

w3k A A S DA Bhek A v 2 ek WS
o]

=3
gl<ruit,

i
El

A1

Yl 74 AA) CLIE A5 7 $-oll 1

L 2AIA

}\]v/_\_E‘ij] D E ol

= 99

ot

Sl=8
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Firepower-chassis # scope system
AR A0 2 B S g e,

Firepower-chassis /system # scope services

©711 3 Firepower A Alol tll @ €14 oA 2% P4 52l @ The % shibE S g o,

* Firepower Aj Aol t gk &Yl ehA| 25 5] gotefdl tha RS Tk
Firepower-chassis /system/services # enable telnet-server
* Firepower Aj AJoll th gk &l HA| 25 51884 Fogfdl thg W& dE gy

Firepower-chassis /system/services # disable telnet-server

A4 A28 e ERAA S AR

Firepower /system/services # commit-buffer

o
hS o] o A= du S A 51ela Ed AL Al )

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP -4

SNMP ~ =

o] A of] A = Firepower A A] ol A SNMP(Simple Network Management Protocol) S 74 6= W S
AU} A e &2 v S Jasid A L.

SNMP(Simple Network Management Protocol)™= SNMP #2] 2} & of o] A E 7} FAalof] WA #] & 2] &
A&t o= Aol oo TR EZF YU SNMPE= HIEH T & tufo] 2o RuUEEg 2
ol AFEE = st ZEde A E FE Ao E AT

SNMP Z &9 F+= vh2 37H4] g5 0 2 A Y

* SNMP 2] 4} — SNMPE AF8-8h= UIE S = tnpo] 29] gha& Alojstal XU E o= o 2
o)z A 228,

* SNMP ©f| o] 21 E — Firepower A} A] HIo]E] & %] #2]3}aL & A] o] E] & SNMP ] 2}
1 31 8}+= Firepower A Al ol EZ3HE A X E ¢jlo] -4 @ AUt} Firepower Al A = MIB 4 24
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W olo] AES F g T SNMP o o ES 24 5hah3 1l Ao} ol o] W E 7h] A A
3} ¥ Firepower Chassis Manager &=+ FXOS CLI®| A4 SNMPE- & 3}8}a1 -4 ghu o

 MIB(managed information base) - SNMP ol o] A E o 9l &= &2 ¥ = /A9 B

3

Firepower A} A] = SNMPv1, SNMPv2¢ % SNMPv3E |93t} SNMPvl ¥ SNMPv2ce B K
AFUE 719 A& AR T SNMPE therell g el H o] QlF T

* RFC 3410(http://tools.ietf.org/html/rfc3410)

* RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412(http://tools.ietf.org/html/rfc3412)

* RFC 3413(http://tools.ietf.org/html/rfc3413)

* RFC 3414(http://tools.ietf.org/html/rfc3414)

* RFC 3415(http://tools.ietf.org/html/rfc3415)

* RFC 3416(http://tools.ietf.org/html/rfc3416)

* RFC 3417(http://tools.ietf.org/html/rfc3417)

* RFC 3418(http://tools.ietf.org/html/rfc3418)

* RFC 3584(http://tools.ietf.org/html/rfc3584)

SNMP] =8 7] SNMP ol o] H Eol| A del& s AUt} o] 2 & ol = SNMP
A7 875 ek ol Huvh &S A3 E A =, A2 A F 5, dloly g%
Holl tigt A4 &4 == 7 588 ol EE el 4= 95Ut

Firepower A A = E 5] = &9 5 3l 2 SNMP &3 & AU th Ef-2 SNMP #2217 EF
= TS S-S AFEA F7] ditol EH R A2/ o] Wol A Firepower Al A= EF 74
Oﬂ—t'ra gkl st 4= gl 5 Y th inform 8% S 4418k SNMP ¥2] AF= SNMP &2 PDU(protocol data unit)
2 AR & FA3Y Flrepower*ﬂ*lﬂPDUE FAEA] Bol=s A9 4 84S YA A5

5L

SNMP X ot 4~ 2 A3t

SNMPv1, SNMPv2e 2 SNMPv3i= 717} oh 2 1H.¢F B el-S e L o), 1ok Bl e Hulg) 1ol -3
3 A gsko] SNMP WA A& A2l e o 488 Bt viAYSFE 2T

fl

O

Hb S SNMP Eflo] Ad g mAAE Alehe v B85 Ads A4yt A3 58 v
AAZE SN A S EE%‘HO? o}“ A = Qs H o oF seAE A g Th oW 1ok Bl
TR Aol whet A5 = Bk o] @R U T SNMP BeE 2 v A3 T St o] S

A Qg

* noAuthNoPriv — 815 == 453} §l&

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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SEEERT SRR |

¢ authNoPriv — Q52 J A7 453} ¢l

N

* authPriv— 15 % 5.3}
SNMPy3E Hol wdl 9l pol 2328 i 33l BoF wdl e AL8-2 2 A8z} 43kS 93
A A% AT Bk 5wk wulo)A ol 4H Wek FESIUTh nek meli nek 5
S ZA3tste] SNMP 7S A2 & wf o E Bl WA YFo] H85 =4 A4t

A &= SNMP HoF 2 dly =5 A%}
i

%0
rir
Ry
=2
=
Ko
il
ol
w
i
i

w 5% Q1% otz A%

E 3}

vl [noAutiNoPriv| AT U E] #2 [glg |5l AR BAE Q22 AFEHIT
g

v2e |noAuthNoPriv | A HUE] #4918 |50 AFUE 24 242 AHSFU T,
e

v3 | noAuthNoPriv | Username e [QZ0) ALE A} o] B A X E AL T

v3 |authNoPriv |HMAC-SHA 912 |HMAC SHA(Secure Hash Algorithm) 7] 9t 9158 A&
P

v3 |authPriv HMAC-SHA DES |HMAC-SHA &38| 7]dk 91 &S A Z3o},

CBC(Clpher Block Chaining) DES(DES-56) 3= 7] 4+9]
¢1Z5-3} 37 DES(Data Encryption Standard) S6H] E ¢+
T3t AlE g

SNMPv3 2. ¢ 7] %

SNMPv3+i= U E T A 215 2 58} >8-S Ajtale] tynfo] 2o tf gl H ot A ~E A 33
Y TH SNMPv3+= 73 | AF8 A7 ) ah= el ZFg ol vk f kS H-o 51l SNMP WA A & oF 53}
gt} SNMPv3 USM(User-Based Security Model)<> SNMP " A] A] =3 H.QFS- ZHZ 311 T2 A1)
25 AP

CHIAA B — A o2 W B e X ekehi=A, e o BlolE) Al 27 et
olFel Ao w E & gl ANty Wol MR A gk A,

CAA EH F — A U EE WHE ALGAe] 29 E D7 Sl H =2 n g,

« WA A 71 R ke st — dgko] §le= QL IEE] e TR A2 ARIL mFE e AR

A s F Tk
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SNMP =] ¢

3
)
o
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o
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ot
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o

Firepower Al A] = SNMPoI| th&

MIB =] ¢
Firepower Al A] = MIBl| W3l ¢]7] A& AM =& = G},

A& 7Hs 3k MIBS} o] 2] 3 MIBE 8153 5= gl 91 Aol gk Wf-&-2 Cisco FXOS MIB 3% 7ho] =
& FxshiA e

SNMPv3 A}-&-2}9] /15 TR E&
Firepower Al A] = SNMPv3 A}-&#}ol] tf 3] HMAC-SHA-96(SHA) 915 L2 EF & A Y3t}

SNMPv3 A}-8-2H5 91§ AES Zefo| A ZR2EF

Firepower A A] = SNMPv3 WA A] +5 315 9]t Zelo] W A] L2 EF 5 3} = AES(Advanced
Encryption Standard)E A}-8-3}™ RFC 38262 534 T}

SZgbol WA U S, = priv A ol A= SNMP H.¢F ¢+ 5 312 98l DES %3 128H] E AES ¢+ 3.3}
3 41‘216‘ T AFUTh AES-128 T4 & B4 315131 SNMPv3 AF-&-Afol] ] 3t Zefo] m A] v 57}
A= 79, Firepower A A] = 3 & 2Zefo]| W A] MU H G & AFE-5lo] 128H] E AES 71& A3 Pt
AES Zepo| A v S o= & 4 8AF o] S 23 F ST &7 AR YA ER XA H

A5, Al 64xtE AR 5 dHFY T

SNMP &4 3} 2! SNMP 4 A

L ZAA

HUEY REE g8k

Firepower-chassis# scope monitoring

SNMPE &/d shety o},

Firepower-chassis /monitoring # enable snmp

SNMP A FHE 2 =8 g,
Firepower-chassis /monitoring # set snmp community

set snmp community J %S 923 T SNMP AFUEE Y518 TEZEV A FYh

SNMP AU B S AR Th ARUE o5& vjai 52 g guch AR ol && A 32
Aol G54 EAGe] B 5 AH U

Firepower-chassis /monitoring # Enter a snmp community: community-name

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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]
pc)
s}

snmp == 4 ]

S5 SNMPE 3914 = Al 28 s A ch Al ag Qe o B ol Fa mi o] B3} A
shi s =, o 2557ke] Gk EAde] E o sy
Firepower-chassis /monitoring # set snmp syscontact system-contact-name
A6 SNMP ol o] A E(AM 1) 7} A == S AE Q] /X5 A FUTE A28 9% o] 52 FH ) 512419
G54 #ALol B 5 AU Th
Firepower-chassis /monitoring # set snmp syslocation system-location-name
WAT Mg T EAAEE AT
Firepower-chassis /monitoring # commit-buffer
o
th5-9] of o] A= SNMPE &4 8}3} 31 SNMP 7 Y E] SnmpCommSystem2& -/d 3} L A 2~
Bl =+ 2} contactpersonS -4 SFaL A1 2HA 9] A] systemlocationS A EFaL E A A S AT

ey,

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis

/monitoring # enable snmp
/monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

SNMP E = A A

L 2AIA

j

BUEY REE

/monitoring* # set snmp syscontact contactpersonl
/monitoring* # set snmp syslocation systemlocation
/monitoring* # commit-buffer

/monitoring #

gy,

Firepower-chassis# scope monitoring

SNMPE &4 313t}

Firepower-chassis /monitoring # enable snmp

A AQE TAE o] &

, IPv4

= o
FrEE

IPv6 247} 9= SNMP E 35 A Tt

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

SNMP E o] AF--3F SNMP AU E] o] 58 A4 3t}
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Firepower-chassis /monitoring/snmp-trap # set community community-name
@Al 5 SNMP E o] AHE S X ES XA

Firepower-chassis /monitoring/snmp-trap # set port port-num
96 EF o AFEE = SNMP W A 2 Bl S 2 g gk o)

Firepower-chassis /monitoring/snmp-trap # set version {v1l | v2¢ | v3}
oA ]7 (/ﬂEﬂ /\}5}) ;qJﬂsl— EaJ X]7<461—1/]1:}

Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}

Teg AE e 5 glEyrh

A
W8 (e Alg) A S R Aad 3> Egn Add 93-S A g
Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}

Aensl 2= 9l 2=t}

UE

s auth — A F3HA| T 458} gl

=
o
&
=
=
|
ro,
o|\
e
rlr
1o
}01'
—*i’i
mo

s priv— 815 2 453}

SAlg A8 PAel EdA S A

Firepower-chassis /monitoring/snmp-trap # commit-buffer

of

T} of o] A = SNMPE &4 3} &} 11 [Pv4 425 AL-8-3lo] SNMP E 1S A A &} a1 3

H=
o] ELE 20| 4] SnampCommSystem2 # 7 E| & A& A A S A4 staL
L4 FES EYoR dAsalv3 WEkE privE A e EAAA

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112

set community SnmpCommSystem2
set port 2

set version v3

set notificationtype traps
set v3privilege priv
commit-buffer

Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap #

HH H o H
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snmp == 214 I}

S of ol A &= SNMPZ &4 316} 3L [Pv6 T4 2 AL-8-351o] SNMP E S A Al 8oL 8l E =Y
o] 3 E 29 4] SnmpCommSystem3 # 7 HE| & AT ALS A3t HA-S v3= A A S
B FUL PR A3 ABS priviz A AN EAABE AT

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* set version v3
Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

#
#
#
#

SNMP E 3] 214

L2 A A

91 BUEY RES gy,
Firepower-chassis# scope monitoring

A2 AAHE T2E olF & IP 47 = SNMP Ef-S A o}
Firepower-chassis /monitoring # delete snmp-trap {iostname | ip-addr}

GA 3 A28 FA EAAAL Aush

Firepower-chassis /monitoring # commit-buffer

o
TS oo A= 1P 4 192.168.100.1122] SNMP E & & 2hA)|5la EAW A S AB g},

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 A}-8- =} A A]

ZEANA
GA BUEY RES gE
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Firepower-chassis# scope monitoring
Tl 2 SNMPE €4 8§ T,
Firepower-chassis /monitoring # enable snmp
A3 A4 H SNMPv3 AHE-AHE A4 ot
Firepower-chassis /monitoring # create snmp-user user-name
create snmp-user %S =g F AR S E sl ZEZEV A H YL
Firepower eXtensible % A Aol A& th3 8715 S5oHA v R HEHTE AR
* 84} o], 80#} o] sfofoF Tt
B, 574 9 b B ok g,

~1@#% & () _-+ N>

O ls e 29T F /S o $(FE] 715), 2 (EaR) B = (2.

P LA 02 ZASAG A BAL 2 AE U Bol EESHA oL P Itk o & Eof "12345"
BAGe = o] G EAF47) EFH I ZYXW EALD £ 3 EFHUS S A B4

o] F7F 54 Fes 2eh= A5 T LA 4670 o) 2T E = ) e AAL

O FIAAL BadtE B2} Abolol FrhS AL s e BT AL

(?:J “ o LU
S Al SR TA 7 AR EH A 55U A& S0] abed&!219] A9
H 2 5 A Afe]l A 3 8FA vE abed&!259] 74 -9-oll = HI B & Aol &2yt

A 4 AES-128 o} S8} AHE-S EA 8 = WA skehy ok
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
7] 0.2 AES-128 ¢33k vl A 3t o lF U T

A 5 AREAF Zefol A MW & 5 A gyt
Firepower-chassis /monitoring/snmp-user # set priv-password

set priv-password "8 &S Y ¥ $ Zfo| A HE R S E Y stal ERlstete ZE I ETL A

Huoh
Firepower eXtensible 3 A Al ol A= o} 8.71-& TF31A] &= e HURMEE AF3
« 87} o] %}, 804} o] g oF T
s T Ab, 22 " ok E ARk 2| of o
~N@A% N &*O_-H{ N <>/

cOF 715 298 gyt d: $(FY 712), 2(ESR) B = (T3).
- 7}7] v B2 57} o4 £ 3 oF gt
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snmpa 418712t I

o2 7kt AY sk A o AbE U ol ks b Ut ol & 50 12345

Ko g2 F7MSHAY Ak TAF ARol ol ST sl AL AR @ AT AFE
= o 7W AR A 7 AL A H A g5 U Ol E 0] abed&!219] -
H 5 7 Aboll 2 9 3FA] 7 abed&!259] 7 -3-oll &= HIEH 5 7 Abol] B3k},

A6 Al =" Ao ERAAS AR

Firepower-chassis /monitoring/snmp-user # commit-buffer

of

32 of ol A = SNMPE €4 818} 31 snmp-user142h+= ©] 5] SNMPv3 AF-&-2H5 A4 8ot
AES-128 9t 5 315 @ gtatm vjd W & gl ZefolmA] i 55 At ER A 7
ey

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

SNMPv3 A}-&-2} 2FA]

L 2AIA

S BUEY REE E gy

Firepower-chassis# scope monitoring
A 2 %7 ¥l SNMPv3 A AHE AFAI o)

Firepower-chassis /monitoring # delete snmp-user user-name
SA 3 A 2E Ao ERAA S AN

Firepower-chassis /monitoring # commit-buffer
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t}-& o of] A 3= snmp-user142}+= ©] & 9] SNMPv3 A& A AbAl 8k EA A A S 719 g o),

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

HTTPS 74

A5, 71 &, EHLE 2 E

o] A A o A = Firepower 4100/9300 A} A] ol 4] SNMPZ -4 &1= HHH S Ao gk o},

\}

3L Firepower Chassis Manager 5=+ FXOS CLIE A}-8-3}¢] HTTPS
HTTPS 4 4] ol = FXOS CLISF AF-&-3l oF gt}

m
mlm
rE
o
i
>
¥o,
g
i
v
iu)
e
P
Wl

HTTPS®l| 4| = PKI(Public Key Infrastructure)®] 7-4 &4 E AF8-3le] F tufo] 2~ o] S HWH Z&}o]
AE H2}-9-4 2} Firepower 4100/9300 A A 7Fe] H.QF S48 A A 3t}

Rl e

Z} PKI t]v}o] 2= H] ) 3 RSA(Rivest-Shamir-Adleman) &+ & 3} 7] 9] S B-f-gUct 7)<l 719} &

N 712 739 o] &2 WF- 7] Holl AZE Y 5 7] T shuh = %w}d H| A A = vp ] 7] 2 S
S ST dEstd wA A E B ) AR AR ) 7] 2w A E S estel
AA= ALl o] 7HQ 7] &= 2w A E 6H55“4D} FEgh 2= 2HA 7R 71 2 G w A A E
dzsheAolgta: $hste] 7 719 AfdS SHE T dFUH ST Y T 71 E
AbRBlo] A F 2 0 8 HA A S e 4 ;&E}?i R 27 7Sl 715 ekl ol gy Th
o} 5 3} 7] 9] Z o= thekslA] uk, AulA] O Z 512u}o] E ~ 2048H}0] EQIU T} 2 REA © 2 = 7] o] 7}
o 71 717} &2 7] K Qb imu} FXOSO| A= %7] 2048H] E 7] 2o 2 7|2 7] 8 S #3350 A}
S 71 7] e AR = dHUTh

S o] Fol WAL AFAF RED A7) A Y A E FE 0 Aok Fvh

ASA

AT TS Pl A }79,3 T Hute] 27 gAY ISME U IS = Hulol & &
7§ 71 8L Hrtel 2~ Dol thdt M RS E ek dtd vk Hufo] 2ol M whes] 2t §
e A dskr] s = AR 4 71 CRER /‘1‘34%1 AeME AL = A5k 94 AHEA7L
A A M 7F = Hupe] 2ol AA S 7 5- o] AREAE Tuko] 29 IDE ol shA 0 d
ol lom e AbgAFe] Bekg-A = 7] ?l% s FAFUL 7] A4 & & FXOSol &= 7] & 7]
do] g7l 715 Eedshs AA AW ASA 7 WA sy
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EECH |

A E AH

FXOSol tj 3k ﬂ FEs AF S ATy el AT F A= AaxEE EYHAE YO ERZEH U
Hlo] 2~ 9] IDE 8218t A EgtE] QISA & do] AR 4= lF U =T JISA = dlE A1 E]
R & of| A A H:— 4], o] = FE CA(certificate authority), T CAEE FECAR A45 =21 A
Qle] U -2l Trust anchor’F & = A5 UTEH Al JISA & Yo H W FXOSE &3l 54 845 A4
sfaL Eﬂ%’\E ERJAEC g 84S A=l oF gt

015 A= Base64 21 79 X.509(CER) & 2] o] o] o gt}

es)|
>~
o
|95}
s
N
e
A
ot
o

E3Fske] Aol 8719 7] B2 A AU

Firepower-chassis # scope security

7] B¢l olF& A YL

Firepower-chassis # create keyring keyring-name

SSL 7] A oj(M E)E A g rh

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
EWAANHN LS AT}

Firepower-chassis # commit-buffer

o
T2 dlell M= 7] 2171 102491 E 2] 7] &5 A4 ot

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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71271 & A

A 2

97 3 XA E [Pv4 BEE IPv6 4 I
=2 0]
H

S L olFol v AY JAISA 7 EE B 5 718 7] B AT E T2 Ao ST

L 2AIA

HetRES 93y

Firepower-chassis # scope security

71 7] el tigk 7] ¥ Bt RER Soj iyt
Firepower-chassis /security # scope keyring default
712 7] A

Firepower-chassis /security/keyring # set regenerate yes
EdAAS ARG

Firepower-chassis # commit-buffer

o]
U el M= 71 7] B & A S oL

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ro
o[\

A 27 A

Firepower-chassis # scope security

7] Yol tlgk T4 WER ol

Firepower-chassis /security # scope keyring keyring-name

= fabric interconnect?] ©] &2 AF8-3to] Q=4 9 S w5 UT) ¢l
252 =g e} FAH Y,

o|\

M ool i HEHEE
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Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

xﬂ}\:] 7_]1:161—141;}

Firepower-chassis /security/keyring/certreq # commit-buffer

Trust anchor ®£5= Q15 S8 &2 FAFsto] AEe = o= 154 248 FA UL

Firepower-chassis /security/keyring # show certreq

o
O ol 7182 FA o2 7] ol Ul IPv4 Fax9F 37 Q154 84S vHEaL 1A

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

bt

e,

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEB/wQQOMA6CBNNhbWMwNICECSE1X AN
BgkghkiG9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO03Teg
nhsyudsatpyiPgVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H
BA==

Firepower-chassis /security/keyring #

taell =38 2y

* BEGIN % END

= O
==
O >~
AFNE DS F YES

U},

25 2 Hapatel sholel] A%
o] £3¥ v} S Trust anchor =E Q15 o7 A
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A gAeR 7] Hol ek IS 8% A

Firepower-chassis # scope security

7] Bl tigt 4 =R Syt

Firepower-chassis /security # scope keyring keyring-name

AFA 232 AU

Firepower-chassis /security/keyring # create certreq

AL A7 wohe) #h mEE A A F .
Firepower-chassis /security/keyring/certreq* # set country country name
277} 9 A ¥ DNS(Domain Name Server) 545 A 4 g1t}
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
1A 9 AT} AAH oW F A2 AT T},
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 AJ A] ¢] IP 5242 A A gt}

3
o

Firepower-chassis /security/keyring/certreq*# set ip {certificate request ip-address|certificate request

ip6-address}

VA& A BHE Sk WA AN AR/ S A AT

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

AFNE LYt 24L& AP T

Firepower-chassis /security/keyring/certreq* # set org-name organization name

27 998 A4 g,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

A5A 2ol e HEH S E AT Th(d e AR,

Firepower-chassis /security/keyring/certreq* # set password certificate request password

ASHME 248k BAke] ZAE A1 A/ = A T

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Firepower 4100/9300 A} A] 2] FQDN(Fully Qualified Domain Name)< X

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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A1 EQAAS Ao
Firepower-chassis /security/keyring/certreq # commit-buffer

o] =

Trust anchor =+ 215 Ely — <

7 15 Zm o g Balsle] A4l 4 gl ol

Firepower-chassis /security/keyring # show certreq

o
o2 de ag gl gk IPv4 T4 9F A AS5A 84S

Firepower-chassis# scope security

AR 7] ¥

j =
Rr=al

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Certificate
Certificate
Certificate
Certificate

/security # scope keyring kr220

request subject name:
request ip address:
request e-mail name:

/security/keyring # create
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*

certreq

# set ip 192.168.200.123
# set subject-name sjc04
set country US

set dns bgl-samc-15A
set email test@cisco.com
set locality new york city

set org-name "Cisco Systems"
set org-unit-name Testing
set state new york

#
i
#
#
#
#
#
# commit-buffer

/security/keyring/certreq # show certreq

sjc04

us

192.168.200.123
test@cisco.com

request country name:

State, province or county (full name): New York
Locality name (eg, city): new york city
Organization name (eg, company): Cisco
Organization Unit name (eg, section): Testing

Request:

MIIBfTCB5wIBADARMQ8wWDQYDVQQODEWZzYW1jMDQwgZ8wDQYJKoZ IThvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ0O4UGQILKFXQQc2¢c8b/viW2rnRF8OPhKbhghLAlYZ1F
JgqcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGI9w0BCQ4xHjACMBOGALIUJEQEB/wWwQQMA6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBRGQCsxNOQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

ol =3 e Akl
* BEGIN B END &= X393 Q15A 23 9] 9|2 EE HAbsto] ghdof] A4yt 7] Foll th gt
JSME LS AT, A5A 873 o] £3¥ 39S Trustanchor == 15 THOE A5

Sl

.,Algq ;q;ﬂ
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Firepower-chassis # scope security
SA2 AE A AU

Firepower-chassis /security # create trustpoint name
A3 o] A= AR g ATA HRE A G g

Firepower-chassis /security/trustpoint # set certchain [certchain ]

u

o JASA JHE A Q3R] &2 4%, FE CA(Certificate Authority)°l] 15 4 Z &
Trust Point &5 B+ 15A & Y E8tete T2 E7F A9 Y a9 1S 453
o] ENDOFBUF& §] & 3}o] ¢k gt

T8 91354 += Base64 <15 X.509(CER) & 4] o] o] o gt}

w4 EAAH L AU

Firepower-chassis /security/trustpoint # commit-buffer

o]
Oha ool A= A E A S a4l = Aol gk 15 A

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

fiju

A

of

g,

MIIDMDCCApmgAwIBAgGIBADANBgkghkiG9wOBAQQFADBOMQSWCQYDVQQOGEWJIJVUZEL
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
C1lR1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+HS8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1NjtcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVOQGEwWJIVUZELMAKGA1UECBMCQOEXFDASBGNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5fKgGQgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt

VVVVVVVVVVVYVVYVVYVYV
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Ngezazdtaer ]

> 4YL5Jg==

> ————- END CERTIFICATE-----

> ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

chgoll e 2l

Trust anchor H+= Q15 S8 ol A 7] & AASA & Whol 7] o2 71A] Jth

7] o= Q1S5A 7HA 271

REEMEL
L7 G AFAG] i AFA AL Lo A7 AF e TR,

* Trust anchor T=+= Q15 S ol A 7] & AISA & 7HA ST

27

Firepower-chassis # scope security

A2 ASAE AT 7] Bl gk 748 =R So iyt
Firepower-chassis /security # scope keyring keyring-name

A3 7] & JAFAE G4 Trust anchor = 915 S o O sk Al ] 211 S XAy}
Firepower-chassis /security/keyring # set trustpoint name

G4 7] F AeAE dE R 2= st s 4y

Firepower-chassis /security/keyring # set cert

L ELEO| Trustanchor 2= 15 THEZFH EE IS AES 2o FUH 549
H} 2 U}5- Zoll ENDOFBUFE ¢l #3lo] Q1A &S =3ty

T8 ]2 4] = Base64 21 3% X.509(CER) & 2] o] o] o} gt}

A5 EAAA S AR,

Firepower-chassis /security/keyring # commit-buffer

of

U el M= A E A3 S A8t JISHE 7] B 2= A5y
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\%
1
1
1
1
|

o

=

(7]

H

2

Q

%

H

H

!

2

H

2
i
1
1
1

MIIB/zCCAWgGCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1lR1c3QgR3JvAXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGgJTAjBgkg
hkiG9wOBCQcxFhMUQSBjaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqglzXcz75+VFj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3ohad=

VVVVVVVVVYVYV

\

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

gl A 2l

HTTPS A H]| 25 7] o= FA g},
HTTPS 7%
AN
T HTTPSO| A Al &3l xE Y 7] 2 7S £315he] HTTPS AL S 3 5 Ed AN S 451 A
v Al Ak A} B @A) HTTP % HTTPS A4 o] & sy th

L 2AIA

AN A= RES YT
Firepower-chassis# scope system
G 2 Al2E e s BES gy
Firepower-chassis /system #scope services
713 HTTPS AR =5 &7 skt ot
Firepower-chassis /system/services # enable https
A 4 (A8 AR HTTPS 2ol AR e R EE A A Yt

Firepower-chassis /system/services # set https port port-num

A5 (8 A HTTPSO tiel B/ &k 7] o] o] 55 A4 du

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)



]
s}

wrres 4 [l

Firepower-chassis /system/services # set https keyring keyring-name
A6 (218 AR S| Qlell A AF-8-3H= Cipher Suite W.9F &S A FHu ot
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode T 719 = % 3y 4 S5y th
* high-strength
* medium-strength
* low-strength
* custom- A}-8-Z} 7 9] Cipher Suite AFY A2 & A AT = A FHTh
A 7 (A8 A1) cipher-suite-mode”} custom O = A A ¥ 7 9- w2l o] off 3k Cipher Suite X .QF2] #H~H]
g5 A A U

Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

1~m

)
o rr

cipher-suite-spec-string->- # t] 2564}0]™ OpenSSL Cipher Suite AFY 2 =53l oF gt} &1 3
S5 EAE AT T U & (=2 8), (G 7] 2), (8ol ), (F8)2 AHEE 4 3
o}, ZFAISF W82 http:/httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite S 33 3F4] Al 9.
o] & 50] FXOSol A 7] 23t 0.2 AF&sle T3 e AFY H A Y & - &5 Ut

ALL: 'ADH: 'EXPORT56: ! LOW: RC4+RSA :+HIGH: +MEDIUM: +EXP: +eNULL

Eig cipher-suite-mode”} custom ©] 2] 2] ko &2 A A E o] gl o o] FA4-& FAFH YT},

WA 8 (R AR 1A S B el B8 m v g shEh o,

set revoke-policy { relaxed | strict }

W79 A2 Aol B S Angh o

Firepower-chassis /system/services # commit-buffer

of

t}S- ool A= HTTPS S &4 36l a1, F B HE S 44305 A A S} a1, &S kring7984
% A4 &}aL, Cipher Suite B.¢F ¢S high® A A s, EANAH S Anl g},

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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B ovres =y

HTTPS ¥ E ¥ 7
HTTPS A H| A& 7|22 0 2 3 E 44390 4 &4 35 o] )&t HTTPS S
S

|
HTTPS A Z o) AF&st X ES HA S 4= dHF U

L 2AIA

A A2E mES 4 g,
Firepower-chassis # scope system

WA 2 AT AN s BEE dE g
Firepower-chassis /system # scope services

A3 HTTPS A 20l AHgd X EE Ay

Firepower-chassis /system/services # set https port port-number

3
pch
o
i
ox

~

H] & 3tk == glAIRE,

port-number®l| 1~655352] A& X AUt HTTPSE 7] -2 0 2 X E 4439 A &4 35 o] 915U

.

A 4 A28 e ERAA S AR

Firepower /system/services # commit-buffer

HTTPS £EE W73 To| &= 3 A ¢] X E HTTPS Al o] 8P Uth AL A= t&-3) o] A T E

£ A}-8-3} 9 Firepower Chassis Manager®l] ThA| 2 7191 3] ofF gt}
https://<chassis _mgmt ip address>:<chassis_mgmt_port>

ol <chassis_mgmt_ip_address>+ A-&A7F 7] A& DA H9F Y

2 3} Firepower A} A] 2] 1P

T Ee TXAE o|F oY <chassis_ mgmt_port>% Wa 73 S HTTPS LE Y Yt}

o
TF2-9] of| o] A= HTTPS £E HIEE 443078 A A ERNALAS 7wl

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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Firepower-chassis # scope security
9A2 ¥rd 7] B AAg U

Firepower-chassis /security # delete keyring name
A3 EAAAS ARG,

Firepower-chassis /security # commit-buffer

o]
U ool A= AR A A S AP AU T

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

|
i
>
ly
il

JNE 244

A 78t 7] Aol

Az A o) 7] el A A ahA 2 Hlgn.

L 2AIA

971 Bt e Sojtyt),

Firepower-chassis# scope security
A2 e AE A S A AU
Firepower-chassis /security # delete trustpoint name
93 EAAAS ARG

Firepower-chassis /security # commit-buffer

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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L oo A= A1 F] A A-E AkA| g o)

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS 1] &4 3}

AAA A

EZEAA

N2Y RES 4P
Firepower-chassis# scope system

Al22E MH] 2 BE 2 g E o,
Firepower-chassis /system # scope services
HTTPS A H] =& W] & 3t gt v}
Firepower-chassis /system/services # disable https
AR A o] E AR S A B E o,

Firepower-chassis /system/services # commit-buffer

of

o} oo A= HTTPS & v &4l g slal EdA A S A

Firepower-chassis# scope system
Firepower-chassis /system # scope services

Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

o] M A AF, A F-o] U oj7he
HA

.

ot
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AAA “J H.

e |

AAAE FAFFH gz digk AA 2 Aol & Yg A2~ oz S FA A A S Tt
shu] Au] 2o g gk H ol o s R E AU o] - aHRAJN UES] T A H BHkSs
98 T o3 F5o 2 Y
A5
A5 AN 2=FE Foat7] Aol Bg AL} ol 53 HEHSE Y8t ES 8738t WA o= &
A Q1 AR} S}l W S Al F Y o AAA A = AREAES Q1F A RIS Hl o] H| o] 2~of A
FE & AR A dAd ) vl oh Al o] YRS AR A= U E Q] A HA A~
T AFYT Al o] A kA o, Q1T Aufst I ESY A AA 27} AF-F Y]
oS AAS E3He= AfA ol 3k #e] A4S 9158 == Firepower 4100/9300 Af A1 S A4 & <= )
sl

« HTTPS

* SSH

AP E 2E
A3k Fo
Ag Fol = A S FAste ZEA~Z ALERY] QA28 & S, g e A2 {3
& Ak AYUTH ARE AT IS E S AR A= ThFeE A 2~ e s 3ol bl gk & 7}
& WS T AdsUTh
o) 7H-H
o 7HE " & AFE AL A 2 T v S HAE SAFUT of 7)ol = Al 228/ AR A E AFE-2}
7t A S Bl A = HlolH o] & Fo] Yt o7k " S A A R ANEF AR V)=

= e
& 58 ol o)A v o= A o] Ale], Hy, AF A, o BEE D £ /)8 Dol ALE

e,

1%, A ol L oY 1 45 2§
AFE W50 Z AGS AL A Fol % of7he g3} P ALE T YFUITh A ol M= g
g RA AR 1% o -5 Aok T ol H & UE o R AFgE AL 15 R Ak ol
St @ A E 5 AL

AAA A1

AAA A B = ol g 2~ A o] 2 28 AL E = | ES T AB QU Th o128 Al extE AW} As
P ALE AL AHLE S Ol P ongf i 28 ek GAE TR oheRe 3

TR NS A3 A5 = A o e E R P
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Firepower Af Al = AF&-A}7F AE-2F L2 01U & A& 7 = 27 dlo|EHo] ~
Ao A 22 o o] el o] 225 ALg-shel ALE A Q1 F, A ek o] 2 o] 42 & A

g 548
AT gl

LDAP #| &2} -4

LDAP A& #}2] &4 -4

o] 2ol A FAstE A2 ol FH e BE AFA AA gt 7|2 A Ayt E AlE-A)
ol £4 5 shutol tigk A o] x&H 79 Firepower eXtensible & A A A= slld A A
AVEEtaL 7] A S FAE Y L

Active DirectoryS LDAP A B 2 A}-8-3}= 7 9-0l & Active Directory A ¥ o] A AF-8-%} o] 7} - E & A
/g 31| Firepower eXtensible < A| A &} vpI G Gt o] A8 2 vbg 5 %] &&= v H S E 714 of

canic

°l

=

=2 A4

Firepower-chassis# scope security
HQFLDAP =S 98 FYrh,
Firepower-chassis /security # scope ldap

ANAE &AL 23 g IZER Ho]EjHjo] A~ AL A

e

ek,

Firepower-chassis /security/ldap # set attribute attribute

A4 E A ol ek U= dolEuol A S Ao
Firepower-chassis /security/ldap # set basedn distinguished-name
A4H e & 23t g 2= 2 dojeuo] 2~ S A g

Firepower-chassis /security/ldap # set filter filter

Al 7} Th-5 91 k3 €14 @ w744 A 250l LDAP AH] o] S8 ti 7] lof shiz A7k 42
.

Firepower-chassis /security/ldap # set timeout seconds

tlo
2
o

A2g) Tl EAAAS AT

Firepower-chassis /security/ldap # commit-buffer

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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4

oap 434 44 [}

of

t}g ool A]+= LDAP %42 CiscoAvPair =, 7] R
"DC=cisco-firepower-aaa3,DC=qalab,DC=com" 2. =, L E]
23 AL 527 22 AA s EWRAA S AnlTY

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

mlo

ol &
= sAMAccountName=$userid 2, A| 7+
.

Y
kl

AFEAF 271912 LDAP AF8-#19] userdn©] 25545 23}l 749 A o gy o},

ool e & 2]
LDAP A &A= A sk o},

LDAP #| &2} 4873

Firepower eXtensible <% | #l| ol X = Z o] 167 2] LDAP A| & A& A4t}

A125}7] Aol

Active DirectoryE LDAP A ¥ 2 A}-8-3}= 7 -9l = Active Directory Al ¥ o] A A}-8-2} o] 7} E & Al
33} Firepower eXtensible = A Al 2} v} 3 t) o] AH LS WRHXA] L= H]dHTE 7]—X4 ok
Yot
=} .

L2 A A

Firepower-chassis# scope security

BQHLDAP REE Y=g}

Firepower-chassis /security # scope ldap

LDAP M 8] Q1 AB A3 A 8la B LDAP A1 RE=2 912 dht),

Firepower-chassis /security/ldap # create server server-name

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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SSL—O‘ A 3)el 749, AubA o 2 [P 4 E= FQDNC! server-name 2 LDAP A B 2] H. ¢l <154 o]
= CN(Common Name)JJr esHAl DA sl oF U Th IP F47F A QB A 2kt DNS A H &

Hﬂ%ﬁﬂﬂ:

(A8 AL AL 99 3 Aol Tl e g A4 e LDAP 4 A4

Firepower-chassis /security/ldap/server # set attribute attr-name

G olF AU T A AR 2 AR A U A= A el sho] of £A4 o] 53 A A S whe

o] k& 718 % o] LDAP AT Akl thal A4 5|4 e A4S AR gyt
(¥ AL 97 AHE A} 18 A 2B A AL§ A of 2
T8t ) oA AME A of 3l LDAP 715 FEolM 54 af o] ES A
Firepower-chassis /security/ldap/server # set basedn basedn-name

715 DN 4 o]+= & fﬂ 2554 4] CN=Suserid 4 o] & W Z2} 2 A9 5 d5FYT} o] w) ’\]'“q‘x}
0] 52 LDAP Q155 AF-8-3}19] Firepower Chassis Manager == FXOS CLIo| M2~ & A =38l= ¢4
ALEAE AE g o

o] k< 71:: DN 7]t gko] LDAP Al-g-#tel thall A4 =+ &2 45 da gk

(A A}fﬂ) 714 DNoJ| ié}b BE A ol digk ¢} 7] 2 A4 P gko] 90 LDAP dlo]Ej# o] 2 o] 7}
SE9 3+ o] F(DN)S A A F Ut

Firepower-chassis /security/ldap/server # set binddn binddn-name

AL E = H o) A Z ol = ASCH & A 2552k} Y T

(¥ A1) A o ® BE| o} A Sz AL o] 0.2 LDAP 7 4L Al @k,
Firepower-chassis /security/ldap/server # set filter filter-value

o] &2 71 ¥ 7} LDAP Al g Aol sl A= %] &2 49 d gy

Bind DN(¥}Q1 = DN) & =of 2] 4 ¥l LDAP t| o]t o] 2= o} 7} E o] H|UH T & 2| H T}
Firepower-chassis /security/ldap/server # set password

o]

T, §(IA 712), 2 (ma) B = 2)E AQIR BE 5 ASCH A4S 49 5 G
H e

35 Enter 7|5 TEIL XZEFEIEY 7] S ¢

o

HAWH S5 A set password ™8 =

gy,

(’\4‘5“ A}a}) Firepower eXtensible -3 A Al of| A A}-8-2L5 Q1531 7] 913) o] Al 32L& A

= 7(] ] zslq E}

Firepower-chassis /security/ldap/server # set order order-num

ofo
off
oL
s
M
2

(A8 A1) LDAP A v oe] Ealo] ALEH = EEE 2 G FH k.
Firepower-chassis /security/ldap/server # set port port-num
LDAP A 8] 9} 418k uff ¢} 5 3} Ab8-5 DA 3 = B A sh U v

Firepower-chassis /security/ldap/server # set ssl {yes | no}

1=}
FN
Rl
(m
<3
fo
e
T
o
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flo

ok st 2

oap 434 44 [}

 yes- FESF AR Th FESE FIT 5 9 45, A Aol Ao g

*no- FEFI BT o] ruinh A1F Aut BB A B HAER ASH U

op
=)
£
12
fo
o
i
of
22
tlo

LDAP+= STARTTLS & AF&-3Y T} o]i= X E 3805 AL

AlZko] Z3tw] 7] Aol Al 2Fo] LDAP Hlo] B Ho] o] Ad-& A kst vl .

.

Firepower-chassis /security/ldap/server # set timeout timeout-num

1~60% 9] A+E5 FE a7 07t 0)= Y Hste] LDAP Al g Atol] A4 % e A

Ytk 7222 302 Y T
LDAP Al &2 == A H A G B E Al g sk MH & A A F U
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
sHe gt g,

¢ ms-ad- LDAP #| -3 2}7} Microsoft Active Directory ¢ 1 T},

* openldap- LDAP A &2} 7} Microsoft Active Directory 7} o}'d Y Tt

CERSRERE R E DR E L
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

1 o] A& SSL A do] EA 3 o vk A8}

#2289 o] ERAH S A g,

Firepower-chassis /security/ldap/server # commit-buffer

o

TF2-9] of ol A= 10.193.169.246°] 2} = ©| = 2] LDAP A H] Q1 =¥l
UNS, oA, LE, SSL AA, WY A4S 7448t ERAM S AUl

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

HH H H o H

2~E 2} A3} 2L binddn, ¥]
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Firepower-chassis /security/ldap/server #

The-9] ol ol A+= 12:31:71:1231:45b1:0011:011:9000] 2}3= ©] 5 ©] LDAP A1 ¥ Q1=® =& A
7383l binddn, I, =4, L E, SSL A4, WY £4 & 78k EAAS AB Y

ct.

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server* # set order 1
Firepower-chassis /security/ldap/server* # set port 389
Firepower-chassis /security/ldap/server* # set ssl yes
Firepower-chassis /security/ldap/server* # set timeout 45
Firepower-chassis /security/ldap/server* # set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis /security/ldap/server #

LDAP #| &2} 217

A A4
Nt REZ 4T
Firepower-chassis# scope security
HOFLDAP RE=E &g}
Firepower-chassis /security # scope ldap
A7 | A E ARAR Y o

Firepower-chassis /security/ldap # delete server serv-name

AR A o] EAAA S AR E o,

Firepower-chassis /security/ldap # commit-buffer

o
t}& of o] 3= Idapl ©] 2} LDAP A H & 2FA| &l aL EA A A S Al g o),

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
/security/ldap # delete server ldapl
/security/ldap* # commit-buffer
/security/ldap #

Firepower-chassis
Firepower-chassis
Firepower-chassis
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RADIUS A|-&-A} -4

RADIUS #|-&-=}2] &4 -4

E = ABA A0 e 71 AT A A A
o] a{g} 2= = o]—L]— off tigh A o] EL3E 749 Firepower eXtensible <% A Ao A &= & A A S
AbgkaL 72 A FAEY L

L 2AIA

Het R EE g,
Firepower-chassis# scope security
1.9 RADIUS =5 98 gy},

Firepower-chassis /security # scope radius

(8 AL A e 7k ok E QATka 1)@ 97h2) RADIUS Al she] 418 A A8 3158 4T
Y,

Firepower-chassis /security/radius # set retries retry-num

(A8 AR A H 7 B E A vkaL Q1A & wf 7kA] A] 28] o] RADIUS A8 9] 555 t7] 8l oF &= A
22172 AR,

Firepower-chassis /security/radius # set timeout seconds

Al 2" LA] o] EAWMAAH S ARl sk}

Firepower-chassis /security/radius # commit-buffer

o

Th5-©] ool A= RADIUS AN = B15+5 42 A ahal AlRF 29} -4 & 3022 A 4 5
E@AR S Au g,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # set retries 4

Firepower-chassis /security/radius* # set timeout 30

Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

ool =& 2k
RADIUS A & A& A A g o}
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RADIUS A 3=}

3
)
o
i
o

i

Firepower eXtensible %% | #l| ol 4= Z o] 167] 2] RADIUS #l| & A& A g o).

EEPNEY

wok =g g
Firepower-chassis# scope security

H9FRADIUS R EE 92 gt}

Firepower-chassis /security # scope radius

RADIUS A H 1B A~E AAd3Fal HQFRADIUS A H BE=E 53t
Firepower-chassis /security/radius # create server server-name

(18} A}3) RADIUS A H 9}8] FAlol Abg-5] = R ES A4 gt
Firepower-chassis /security/radius/server # set authport authport-num

RADIUS AH] 7] 5 A A g}

Firepower-chassis /security/radius/server # set key

7] #h& A8t setkey S YHI 5 Enter 715 T ZE 7] ga dHEd

L
ki
[l
ol

m

(A8 AFad) o] Aulol] A= 424 E A4 ek,

Firepower-chassis /security/radius/server # set order order-num

(A8 Abah) AW 7F b E] ATkaL 1] & w714 RADIUS A H €19] F2l& AA| =3 SleE d A9

g},

Firepower-chassis /security/radius/server # set retries retry-num

A7 B E AThar Q1A 8wl 74A] Al 2Bl o] RADIUS A 9] & 58 ) 7] 8 of &} A7k 1A &
24 g ),
Firepower-chassis /security/radius/server # set timeout seconds

2 RADIUS A& A}ol| th gt 2tHA] Q152 A elst -9 1 -2 Timeout(A| I+ 23 atS 74

&t Aol F5 U

A2 T EAAAL ARG,

Firepower-chassis /security/radius/server # commit-buffer
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o

T} ofof] ] = radiusserv7o] 2F+= o] 9] M B QA AR AE A S <] % X EZ 58582 A
A3lal 7] & radiuskey321 2 A Aol al oA &5 22 AT A E S FE 42 A A5 A
ASHS 3002 A5 29 A 1S5S EA stsl E A 4 %ﬂ@@ =

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2
set retries 4
set timeout 30

#
#
i
# commit-buffer

RADIUS A|-& =} 214

L ZAA

Firepower-chassis# scope security
T2 B QFRADIUS BE5 )& g},

Firepower-chassis /security # scope RADIUS
A3 A" A S AAF

Firepower-chassis /security/radius # delete server serv-name

U7 4 A28 Ao EAA S Aw ),

Firepower-chassis /security/radius # commit-buffer

o
o} of| o] A &= radius1©] 2= RADIUS AW & 2HA|star E@ A A S AUl gy o

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #
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TACACS+ A| 3-AF 74

TACACS+ A & AF2] &4 -4

o o)A T ek 4L o o] BE AT
ole g %4 F shtol vl AAe] L3HE 4 Fi

ARgataL 7] A S AL

L 2AIA

WA mek RES gH YL
Firepower-chassis# scope security
Gl 2 2.oF TACACS+ 2 EE &g},

Firepower-chassis /security # scope tacacs

A3 (B AR A H 7 ok E Uvkar IA) < wj 7hX] A 28 o] TACACS+ A B 9] &%

AIZE A S AU
Firepower-chassis /security/tacacs # set timeout seconds
A 4 A28 o] ERAA G ARG

Firepower-chassis /security/tacacs # commit-buffer

o

9] ool A = TACACS+ A {HAI g 1P A & 45 & A 8tal ERAA
Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # set timeout 45

Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

ool a8k 2]
TACACS+ Al ¥ A5 THE Ut}

TACACS+ A &2} A A

ftlo
)
pos)
i)

3
)
o
i
o

2L Al tig 7] A JY ek 7 AlE Al
irepower eXtensible <% A A A= T A G S

N HEE =

Firepower eXtensible =% | Al ol A= ZH o] 167] ©] TACACS+ Al & A& #| g .
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L 2AIA

A1 BHel REE YdE gy
Firepower-chassis# scope security

@7 2 B TACACS+ REE 2 g}
Firepower-chassis /security # scope tacacs

A 3 TACACS+ A H <l S AA B B TACACS+ AW R =& 1&gt}

Firepower-chassis /security/tacacs # create server server-name

Sl 4 TACACS+ A 715 AA Tt
Firepower-chassis /security/tacacs/server # set key
7] #ks A5t setkey BH S YT 5 Enter 71 & = s =g

SA5 (B AR o] Aol Al =AM E A F T

Firepower-chassis /security/tacacs/server # set order order-num

B 6 A6 7k oo s 9tk 14 & w7kA) A 8ol TACACS+ A vl o] -2 Tl 7] 8l of sh= A1k 212 &
A A g,
Firepower-chassis /security/tacacs/server # set timeout seconds
5 TACACS+ Al g2oll thak 20k 7] Q155 A& ek 49, B 32 Timeout(A 7+ 23}) #h& -4
&hi= Aol FFYHh

Hr
i
2
I
ot

H
Im
2
Y

AT (78 A TACACS+ A 1] 9Fo] SAlel A5 = R ES A9 YT

Firepower-chassis /security/tacacs/server # set port port-num

ﬂsHAW%M%ﬂE%ﬂ ﬂmﬂqq

Firepower-chassis /security/tacacs/server # commit-buffer

ol

Th2 of| o] A = tacacsserv680°] 2hi= 0]%ﬂ AW JIZBI A5 AA )AL 7] 5 tacacskey321 2
AR £ME 42 AAQsta QT FES 58592 A4 }tt] EdAAS ANEY T

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
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Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

TACACS+ =] &=} 1A

L 2AIA

nok wES g,
Firepower-chassis# scope security

B¢ TACACS+ RES g gt}

Firepower-chassis /security # scope tacacs

AR E A E AL A T

Firepower-chassis /security/tacacs # delete server serv-name
A28 LA o] EWAA S Al E ),

Firepower-chassis /security/tacacs # commit-buffer

o
t}& o o] A = tacacs1 ©] #HE TACACS+ A H & 2HA| 8l EA; A A S 7l g}

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

Syslog 73

Al 28] 272 tnfo] 2.0 WA A E syslog Eﬂig*‘ A= o= A JY T T Y syslog
AMujoll mAshd =1sh J s Sk H = ol Yt syslog /‘1 Hl 2= WA A S Al ekal o
A= A AY e A k< ol] whet OJJH%ZM o o] 274 A& Fdl 21E P sl B
Bad s dsyth 20 A3 ER g I AbaL A g E? &gk

SR AA

vUHY REE Qg

Firepower-chassis# scope monitoring

229 syslogs &S &4 skt A L v &d skt o)
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Syslog - .

Firepower-chassis /monitoring # {enable | disable} syslog console

(R AL ALg AL A B} b e WA A S A

B 2] Y £F ol 4ol HIAAE AU £E FHS
718 -2 Critical($] &) ¥ Y T}

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

&G AAE = syslog 4 1.0 RYE Y-S 24 s}Fst v v sty o

Firepower-chassis /monitoring # {enable | disable} syslog monitor

t}. syslog7} &3 skl A9~ Al 2~
e A ToR ddygyh

(R A2 AEA7E EA T = e A 5 A
F AZE S ol gl AT HAF T FE FAE
7)3E 42 Critical($1 @) J H ot

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

Eig Critical($] &) "] Wk 4= 2] #]A]X|i= terminal monitor ™ %S ] &3 o vt Hujd &

SEE L=

syslog K& syslog ol 22+ 7]°5& A gt A v &d skt o).

Firepower-chassis /monitoring # {enable | disable} syslog file

WA A7 27 E 5l o] 5 A AT 9 o] Bl A 16745 AFE 5 QU T
Firepower-chassis /monitoring # set syslog file name filename

M AL gAY shele] A ekel 2bg e A4 $E Ak 5l
% 785, A =H 2 syslog L ol Bl G =< o] o] HAIAE A d YT A2 ]
o7 Ur%ﬂ—‘ﬂ Yt} 7] 42552 Critical($1 &)Y Y T}
Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}
(¥ A Aol 71 0 el o o] 20 WA A 6o1227) Ael] el Al el 7]
(FFol E @) E A A gt H & 4096~41943048}F0] E QI T},

Firepower-chassis /monitoring # set syslog file size filesize

2] - syslog A1 ¥ Z o] 371 syslog WA A & AFel =5 44 3 o}
a) ¢ syslog A1H H o 379 syslog HIAI A A Fah= 755 4 st A v &4 3o

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

A AR g A7} 91 2 o) Al by e A4 SE S de g
S 8kl %, A 292 95 Aol Sl 57 o] 9] A A& AFFL T 55
o ® yadgyth 7] 52 Critical($1 3) Y U o

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

b)

2

USRS
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c) AAE A7 syslog 2] TAE o] F =P F4
A 4 U
Firepower-chassis /monitoring # set syslog remote-destination {server-1|server-2 | server-3} hostname
hostname

d)y (A9 ALEh 2 DA syslog AHZ 5% syslog WA A ol] 285 75 & A4}

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

274 228 PAT S4ste I v e shete e 7t 24 226 og 99 e g,
Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
O 5 ot = dsu

s audits(FAH) — EE A 22 o[ E 27] & &4 3} == v &4 31§y T}

s events(C|HIE) — B E A| 2B o|H E 27] & 43} == v &4 33y

s faults(2 ) — 2= A AF A9 275 A 3F B v E A sy o

EdAAE A G

Firepower-chassis /monitoring # commit-buffer

2

o] ool A= 27 740l A syslog M A1 4] €] 28] X & g shahs
g AU

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor
Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
#
#
#
#

o
fz
£
N
)
[
=
3

Firepower-chassis /monitoring* disable syslog remote-destination server-1
Firepower-chassis /monitoring* disable syslog remote-destination server-2
Firepower-chassis /monitoring* disable syslog remote-destination server-3
Firepower-chassis /monitoring* commit-buffer

Firepower-chassis /monitoring #

DNS A H 4

A =Elo| Al E~E Q] [P F45 FRldof 8= % -9 DNS A & A A 3l oF T} o & 5] DNS A
HE A 3HA] 2 2 Firepower A Al ol A A& G- 8 uf] www.cisco.com 5 9] o] &S AF&3 4=
§lsF U Th IPv4 B IPv6 74 5 PR AW o] IP 48 AH&-3l oF FHu o # o] 471714 DNS A1
s 78T T AdFYT
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27 o] o] DNS A8 %

ol 2] DNS A ¥ & ? Ja A5 oo A ZN AW E A3 Y
37t Ao A oo A= DNS A H 3w AAE = 95y

B

NoE BE

l'UFU

DL RIS

Firepower-chassis # scope system

Alg A 2 BES G g,

Firepower-chassis /system # scope services

DNS A & A4 817 A skl e ohg ok o] e S Qe vk
* A1 % IPv4 B2 IPv6 T227F 90= DNS AW & ARE-8H = Al 25 S
e,
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}
« 278 1Pv4 B IPv6 527} Q3= DNS A B 2 Abal s il o8- 7} o] e,

Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

/dshedd v} o]

A28 ol EAAAE AR

Firepower /system/services # commit-buffer

of

UF2- o ol A = IPv4 4 192.168.200.105% A}-8-3}+= DNS M H & A3t EA A A
sy o

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

ftlo
)

th2- of| ol A= IPv6 24~ 2001:db8::22:F376:FF3B:AB3FE AF-8-31= DNS A ¥ & 4] 3laL E
A A AT o

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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ot
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Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

o
)
>

FIPS == s 35}

Firepower 4100/9300 A A] ol 4] FIPS &

(r
il
e

oY
)

Fahe e o TS S A4

L 2AIA

FXOS CLIY| A Helt == Sof it
scope security

FIPS =& &4 313t

enable fips-mode

TAE AN,

commit-buffer

N8 AR E g,

connect local-mgmt

reboot

tholl =g A4

FXO0S ¥ 822 2.0.1 o] dof =, tjnfo] 2 9] Z]Z A7 F WA E SSH &1 E 7|71 10240 E R 3= =
& A F YT FIPS 2 Common Criteria 915 &7 AF&H-S 5531 o] 23t AL 3 2E 7|5 2F
ASkIL SSH S~ E 7] AA, 66 7 0] ]oﬂ A AAE AREste] Al IAE 715 A El oF S
o] F7t dAE FAEHA F oW, FIPS R =7} 84 8w of o] =7} 2] ¥ 5 ¥ § SSHE AH&-31o]
Supervisor®l] 12 & < 15 HTH FX0S 2.0.1 o]/ AH&sto] 27] A& A A5 A S2E 7]
E A@/ﬂzﬂ»JJ§L7} ﬂkt514[}.

Common Criteria =& &4 3}

Firepower 4100/9300 A} A] ¢l A Common Criteria 2. =& &/ 3}3} &1 H o} A& st A 2.
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scope security

@A) 2 Common Criteria EE 2 o] 7+ t}.
enable cc-mode

A3 S AU T
commit-buffer

A 4 A ~ES A Y e o
connect local-mgmt

reboot

5ol el e 2k

FXOS Z ]2~ 2.0.1 o] Aol =, t]ujo] 2~ 9] ili A F WA E SSH T 2E 7] 7F 1024H] E & 6= 51
5 <5 Yt FIPS 2 Common Criteria 915 8 7 A3 53513 o] 23t F 7 o] S ~E 7| & 2}
A3kl SSH 5= E 7] A4, 66 #H| o] Aol AW A& AHg-ato] A S 2E 715 A/ s of .
o] F7} @A S ;A & oW, Common Criteria = =7} 84 85 o t]njo] <7} 2] 8 ® % SSH
Z A}-8-3}o] Supervisorol] 1748 5= 915U T FXO0S 2.0.1 0] 43 AL-&-3ko] 7] A4S =83 75
A ZXAE 7|2 A% F a7 95y Uk

IP M~ 5= 4
7] %4 0 2 Firepower 41009300 A A1 3= 27 g1 Aulel] that wE oA~ 5 ARG ) 2P 23S
o thal] 3-8 My s B2 o [p dAs B2 LA o &
PO~ BEe e T2EZS AT
- HTTPS
- SNMP
- SSH

Hlo] 2o i3] H o 2570 A &2 T2 A B Y-S P S s
]ioﬂ o) 3k 54| 3 N A2 58-S}

IP 54 (v4 B v6) 2} B Sl &

Yo A 03} A A} 0 A

L 2AIA

S 1 FXOS CLISI A A B 2 R =g Soj 7t}
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scope system
scope services
NA2E B35t Mr| 2o k1P &55 A4

IPv42] 7 -

ol

.

create ip-block ip prefix [0-32] [http | snmp | ssh]
IPv62] 75

create ipvo-block ip prefix [0-28] [http | snmp | ssh]

o
1Pv4:

Firepower-chassis # scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ip-block 10.1.1.1 24 https
Firepower-chassis /system/services/ip-block* # com

Firepower-chassis /system/services/ip-block # up

Firepower-chassis /system/services # create ip-block 11.1.1.1 24 ssh
Firepower-chassis /system/services/ip-block* # com

Firepower-chassis /system/services/ip-block # up

Firepower-chassis /system/services # create ip-block 12.1.1.1 24 snmp
Firepower-chassis /system/services/ip-block* # com

Firepower-chassis /system/services/ip-block # up

Firepower-chassis /system/services # sh ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
10.1.1.1 24 Https
11.1.1.1 24 Ssh
12.1.1.1 24 Snmp

Firepower-chassis /system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
Firepower-chassis /system/services/ipvé6-block* # com
Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
Firepower-chassis /system/services/ipvé-block* # com
Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # create ipvé6-block 2014::10:76:78:107 64 https
Firepower-chassis /system/services/ipvé-block* # com
Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # sh ipv6-block
Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh
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Z1g o]y Q1A' 2~ Q¥ 7| o] 2of tlj 3] MAC & 3 FAF 5
7} 2 MAC 54 &2l

%

FXOS A A= 7Bl o] U 91221 2= QlE] ol 0] 22§ MAC 428 A5 0.2 AA3kr] 2ol 2vl o] T4
QLE} o] 227} 317 3 MAC T2 8 AH8-8HE 5 WA AU oh FXOS A A= Thi @4 & AL 81 MAC
Fas AP

A2xx.yyzz.zzzz

A7|A xxyy= AFEAF A Q] A FAF = Al 22E G o] HFAYO] AL zz.zzzz = AfA] O A A Bl Ul -
ZhEE Utk Al 2~E 4] A FAL= IDPROMY JE:LEHWQ = W olgl MAC 4 Z 9] 3 WA
MAC $249] 314 2vFo] E ¢} A x| 3Yth MAC £4 2 &2135}2 ™ connect fxos, show module=-
A ZAFSF U o & o] B 1ol 8l A == MAC T4 § 9] 7} b0aa. 772f.f0b0~b0aa.772f.fObf
o] Al 2~ ®] A FARS f0b0 Y T}

A g Ulg-& Aol Q1a' 2 QIE A o] 2.8 215 MAC 74, 201 Wl o] A & F234IA 2.
o] Aol = MAC F45 183 A Qo whel Aol AR5 & HFALES J ook S A

e
kg

Security Services(}.9F A H] 2) B =9} Auto MAC pool(AH5 MAC &) =8 Xf#| 2 AA 3},
scope ssa

scope auto-macpool

o A

Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

MAC 2= A/ oll AHE-5 = MAC 4 3 A A4 g
set prefix prefix

« prefix - 1~65535 AFo] 9] 10375 A HFUth o] HFA 747 168057 2 F3HE o] MAC T4
o] Y2 AR YT}
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B o019 9 m8= aE o) 2o el MAC £ 51 FAL 27} 9 MAC T4 BHel

A A A A S MY YRR T e 48 AN e
4 3L 004D (yyxx) 2 M S T A FAF MAC a0l A 22l wf = 2| A] 712 2o J3gs) =
% 7 U o).

A24D.00zz.zzzz

HAFAF7F 1009 (03F1) Y o MAC F4 & t2-3F 254t
A2F1.03zz.zzzz

o A:

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

SHA3 e AT

commit-buffer

o) A

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

A 4 MAC 54 shd-& shelghy ),
show mac-address

o) A

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channellb
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channellb
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdlz Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

o
o2 d Aol A= MAC A FAE 3322 A A3
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Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

Aoy 2’2t YAz AFE S A st d glas 22d S st o] AT =24
tiupo] z/of ZE Aol d JIZH 25 58 wf AH3 2l T e A5 AP B4 T2y
U2 CPU 320] &5 AAFYTE RAMS 30] ol me} F2 o= Sgdsm r]2= g3k Qlad
2~ 40GBE A A g Yt}

« #2510 = 6P T

s Y F- o EA 2 Q] ol E R AT = flsyTh

« Zo) = HUIE7EA &6, 10, 12, 14 5)E T3 4= 2lHF Y

« ARE 7he g Ao) o) A = Bgh E Al el mhek gebd y ok A H ol Q1A' 0] 8

T AREE E AR 8 ALEE, 204 H 0] 2] A S FEEHAIAI

AA o= 2 & 510) §27F £ 3 "Default-Small"o] 2h= 7] 2 2] 2222 T2 o] 9l ch. o] LR Ao
ole WA T 5 olon g T2 AL ALEEA o AT £ % LT o] TR AN E

ThA] 228w A, Al 2 22 P8 gluy).

oJaz Zznilo] @A) AHg Foleh Y AL WAT 5 Yk AP Tt s Agas
Q2122 W B BT o TR stel S WA T Fol v o A AHAE b BB o
Gtk AR H DG ol A Q1R A8 g sHE B30l A S whE Ak o) BE

HWE e A7z AAsf o g

FTD Q1 2~®H A5 FMCO| 718 3 2] A L 2 391 A A -S- 7 3= 7 9- Devices(T] HF©] 22) > Device
Management(T] 1} 0] 2~ 3+2]) > Device(t] H}-©] 2~) > System(*] 2~ §) > Inventory(3! Hl = 2]) th 3} A=}
ol 4 Zt o] Ml Eg] = o] Egy

=2 A4
Security Services(}:.SF A H] ) =S A A3t

scope ssa

o) A

Firepower# scope ssa
Firepower /ssa #

i

I

=

<)
o
oz
o
&
L
Ko
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enter resource-profile name

* name(°1F) - 1~647F Apol o] 2 o] 55 A PU T 2RI S FUIRE foll= o] 22 o] F

S WH\AE F gEFY
o) A

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

A s dE gy
set description description

* description(’d ) - T2 o] tf gt A (H o) 5102 A G Y g o] = v ()=
>~
FHo

o A
Firepower /ssa/resource-profile* # set description "highest level"

CPU Lo =5 AU}

set cpu-core-count cores

« cores(310]) - A Aol we} L@ o] Fm0] 55 6~H vlgk Abe] o) AR AR LT 30 E 87
2 AR S gguh

o A
Firepower /ssa/resource-profile* # set cpu-core-count 14

T AT

commit-buffer

o All:

Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

Security Services(}:.QF A H] 2~) oA 2] 4~ X2 ghod

o
o
r (o]
)
i
)

show resource-profile user-defined

o A

Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 10 mid-level
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show monitor detail

o) A

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:
0S Version:
CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835
Memory Free (MB): 200098
Memory Used (MB): 52738
CPU Cores Total: 72
CPU Cores Available: 30
Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858
Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 7
Blade Uptime:
Last Updated Timestamp: 2018-05-23T14:26:06.132

rod

7] 22

]

)

o
St

Qg ot
show resource detail

o) A

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

o
oL oA A= gl s T2 37]E =71

Firepower# scope ssa
Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"

Firepower /ssa/resource-profile* # set cpu-core-count 6
Firepower /ssa/resource-profile* # exit
Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"

Firepower /ssa/resource-profile* # set cpu-core-count 10

i)

0y

i

4
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Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12

Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #

A A URL -7

FMCol| 4] B} 2 FTD 91 2~¥l 9] t] 3k Firepower Chassis ManagerS 4 7l & 4 A =5 2] URLS A
e AdFUTE AA] 2] URLS A A 8HA] 2o AfA] o] Fo] tfAl AR Yt

FTD 1 22§l 25 FMCol| F718F § Al A] URL A A & W7 3= 7 -9 Devices(t] HF©] 2~) > Device
Management(T] 1} 0] 2~ 3+2]) > Device(t] B} ©] ) > System(*] 2~ §) > Inventory(3! Hl = 2]) t) 3} A=}
ol 4 Z} iyl o oMl Eg] = o] Egy

L ZAA

Nzd RER Solgud
scope system

o) A

Firepower# scope system
Firepower /system #

chg3} ol A A Al ol E-& FAF T,
set name chassis_name

* Chassis Name("MA] ©]5&) - 1~60A} Afo] o] A|A] o] &8 A A gt}
o A:

Firepower /system # set name Firepower chassis

t}&-3 o] #e] URLS 74 &y}

set mgmt-url management_url

A A o] Fo] Al Ay
o Al

Firepower /system # set mgmt-url https://192.168.1.55
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oA 4

TS AU

commit-buffer

o) A

Firepower /system* # commit-buffer
Firepower /system #

show detail

o) A

Firepower chassis /system # show detail

Systems:
Name: Firepower chassis
Mode: Stand Alone
System IP Address: 192.168.1.10
System IPv6 Address:
System Owner:
System Site:
Description for System:

Chassis Mgmt URL: https://192.168.1.55

AR |
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* Firepower 1 E] | o] 2~ A B 157 7| o] A]

* Firepower 1 E] 3| o] 2~of tlf gk 2| & & A g A}&}, 169 7] 0] A]
« I Hl o] 2= 714, 170 H o] A

« ZUE Y AEH 0] £, 181 | 0] #]

< QI F o]~ EYErH, 184 7|0 A

« QlEfH o] 2= Wi ¢, 190 7 ©] A

Firepower Q1B Hjo] 2~ 1.

H AEH| o] 2~ ) 1671744 288 4= AdF5 Y Th

ARA] ] Qe H| o] =
A A] #HE] Q1 E]H| o] 2= SSH H+= Firepower Chassis ManagerS 5 3F FXOS Al A] #2] of] AR&-5 1 T}
o QIEI ¥ o] 2~ of Ze) A o) A Pl & =) A lulo] 2o Spshis el 7 1o o] 2ok W
AU,
o] Q1E} s o] 229] shebu] e} = CLIONA T8l oF Fuivh #hel 1P 2 WA, 81 o] 4] A% 23}
Al S FXOS CLICA] o] Q1E]H o] o) tfgt A B E glste| ™ 27 dejo AZ g th #e] X E
E FAgEY
Firepower # connect local-mgmt
Firepower(local-mgmt) # show mgmt-port
A Alol& ol SFP & 22 345171 1 mgmt-port shut & 7§ S = 5H0 2k = AjA] Te] Q1E]
slo] 2= A4 AE T,

Qe o] 2= #

NASE

L

i)

b 4 Qe

ol

Jol 2t the 4 &
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* Firepower 9300
* Firepower 4100 Series

o2l g ol el A9 &= = alo] vhols s V=9 T RES thg 3 R,
* Firepower 6 X E 1G SX FTW Network Module single-wide(FPR-NM-6X1SX-F)
* Firepower 6 2L E 10G SR FTW Network Module single-wide(FPR-NM-6X10SR-F)
* Firepower 6 X E 10G LR FTW Network Module single-wide(FPR-NM-6X10LR-F)
* Firepower 2 3£ E 40G SR FTW Network Module single-wide(FPR-NM-2X40G-F)

* Firepower 8 3~ E 1G Copper FTW Network Module single-wide(FPR-NM-8X1G-F)

ShEgllof nhol ) 2= vhe EE AR AT 4 AT,

*7THR

Jumbo Frame Support
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Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRI9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: O
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:
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scope eth-uplink

scope fabric a

e F o] 25 g sg
enter interface interface id

enable

o All:

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

EiA ojm] LE o] <l O]Eﬁﬂo]/\b MAAReR 4% 4 glEUth 2E A d o] Wiy
Q1 Q1E] 5] o] 20| ] enter interface 5= scope interfaceuéeé% AF838H= AL A7 S
S Ade= O F ZAEYLH E A o) QE #H o] 2~ F718}7] H o] enter interface
B o AHgsto] g H o] & A sl oF gt

(28 AFRh RIE F o] 2~ & A F T

set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

o All:

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data 7] | == 7] 2 -3 9 Yt} data-sharing 32> 7 H o] Y] Q128 20| A7t 2] A Ut} cluster
719 =E MEEA] npA Al L. 7] B A o 2 F2] ~F Ao] 3 3= Port-channel 480 4] AF= 0 & A A

Y},
A% g ako] AE o] 2ol thal A 5= A5 o] 2 A shel A vl A S o,

set auto-negotiation {on | off}
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o A
Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
B H o]~ £ E A

set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
of A:

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps
A FH o] 2 FE el RES AU

set admin-duplex {fullduplex | halfduplex}
of| Al:

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

78BS Ao G AL FA A A o] 20 o] o]n] 2 gx]of YFLITE A A AL A
& 73S0l = Qo) 20 AL AU B2 Alo] A T4, 179 o] 4 AN FasHA
Al Q.

set flow-control-policy name

o A
Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

T AT

commit-buffer

o Az

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel(:2E || d) 57}

EtherChannel L E A €)2 s At -3 2] W QIH I o] ~& ] 167017}A] 288 4= I HFY T}
LACP(Link Aggregation Control Protocol)ll 4] &= 5 U] E 9] A t]u}o] 2 7+o] LACPDU(Link Aggregation
Control Protocol Data Units)& 2. 33} QIE # o] =& FH 3t o)

EtherChannel @] 7} =] 4] dlo]E] L& dolH & AHH o2& 53 o] 4T 4= JdHFH T
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Firepower 4100/9300 A} A] ¢l 4] EtherChannelS THEH, £2] 4] 9 37} 7} 5 o]t 2} = EtherChannel
2 524 tjujo] 2of st w)7l%] Suspended(Y A T ) A2 FX Utk tha2] A&l A=
EtherChannel 2] Suspended( A| 5 ) A Bl 7} &l #l g Y o}
« EtherChannel©] % 91 =] %] tinjo] 2ol v ek Hlo]E] QIE| o] 2= 1= 9] Qo] 22 5
b,
* EtherChannel©] & 2] 2=F o] A7-21 =] % tjupo]2of gk #ef QB Ho] 2 = S8 2 A
o YA F7H Y

+ EtherChannelo] ] 2] o] Ql¥o]m] 3l shi} o] o] o] =k
vt vlo] ] QUE| o] 22 F b e,

o %1% 3=2] 4 tjujo] 20
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EtherChannel-> i=2] 4 tju}o] 2o st w7} %] YefL}A] 25U o}, EtherChannel= v=2] 4 t]n}o]
2 A A ASEAY =84 tlulo] 271 2FA|H 7 9, EtherChannel-> Suspended 3 Bl 2 721 35 Ut}

2 A

e ol 2 BES Pt
scope eth-uplink

scope fabric a

2E AL AT,
create port-channel id

enable

o) Qe Ho) 28 Sk o,
create member-port interface id

o) A

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
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Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

() Ab) Qo) 2 f8-S g e,
set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

o All:

Firepower /eth-uplink/fabric/port-channel # set port-type data

data 7] 9] == 7]+ 78 94Ut} data-sharing 1+ % -2 7 e o] QI2® 2o Ak A Uth o] X E
AE S 7138k Al S 2E Aol Faz AHEshE = 497 oY e cluster 7] 91 =5 A1 €814
P AL

(R A1) EE A ] wE o] e el o] =S Ao
set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
o A

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

(38 AFh) XE A mE gl gl FEe s A
set duplex {fullduplex | halfduplex}
o A

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

%5 ko] QIE| o] 2ol thal) A Q¥ = A5 o & B Sl A vl B B o
set auto-negotiation {on | off}

o A

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

ol gl tlol¥ & QlE# o] 2ol thal LACP £ E Ad R =5 A4t}
v dlo] & B Hlol¥ & AE o] 2] A4 RE= Y AE B P
set port-channel-mode {active | on}

o A

Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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73 F2 9 Ao AL FAR 35 AE Ho] 0] G A o] o]n] H g o} YLtk Al 4L A
3 790l = el slo] 2ol A ALFUTh F2 9 Ao} A T4, 179 Aol 4| AM L FEA
Al Q..

set flow-control-policy name

<) Al

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

T AT,

commit-buffer

Bl o] VLAN 59| Q1| o] 2 7}
UES] T 3o whe} AlA o] VLAN 3+ Q1€ 7 o] 2 250~50071 & 37138 4= 51 o)

ol o] A% VLAN IDE &30 b A o] o128l 2~ Yo A VLAN IDE 2E a1 ol ] 3
o] 29 thal aLf-afloF gtk VLAN ID7} 2 Ad o]y Sl AEl 2of st x| Qlvhd ¥ = o] o1 E ¥
o] 2ol A dlF VLAN IDE A S-S 4= 5yt 218y 5L s IDE AHE-8td e Al&s) A 7 8
2 AEf | o] 2~0f = o] A|gho] A E-FH YT}

7] QlAaEl 9] 9o = o ] Al o] A el A RF VLAN 819 SlE]slo] 2~ & AT 4 HY T
ol A28’ 2~ 9] Z9-o = FXOS VLAN 319 Q18| o] 27} A o] 5] o] 9l #] ¢F-& Q1 #H| o] 2 9]
ol Zg Alo]d Yo = VLAN 3}9] QIE] o] 25 A/ 3 5= gl o1 o] 2] &k 3} 9] Q1 E 7] o] 2~ ¢ = FXOS
Algho] A &= gFHFUTHL UMEY A 75 9 7H°1 7] Aol whef ak9] QI o] A5 AT &9
AAE DY) o & 0] 319 JE F o] 25 -3l FXOSol Al 81¢] e o] =& A3l
of gttt FXOS &9l Sl o] =& o] &3l B thE Ay o= v A H ¥ 1*011*1 skl 1Y
Hojx 1ES oje] A AR dgsts APt S AE A~ Aoﬂ VLAN 2~119¢], 1 €1~ Bof| =
VLAN 12~21dl, Q1 22¥ 2= Colli= VLAN 22~31°] 3}i= Port-Channell & AF-8-3l8 = 4 $-& o 2 9]

HASY OH A o] el A] o] gk 319] AE | o] =& A 3F= 7 5ol = FXOSel A 9] <1
Bl Ho] 25 F -l of shizdl, o] 2 3 W2 a &4 oK ¢S 4 s Tl the T ol A o] ALt
LEF 3%# A= Al 7HA] S RS Al S
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AlLtgle 1
Port-Channel 1
FX0S HOlE]
VLAN 2-11 VLAN 12-21 VLAN 22-31
PIAEA 1 QIAEAD QIABIAZ
ALzl 2 Port-Channel 1
o
EXOS Hojg| 35

o &217|014

VLAN 2-11 VLAN 12-21 VLAN 22-31
QIAEA 1 OIAEA 2 AAEA3
AlLigle 3
EtherChannel1/1 EtherChannel1/2 EtherChannell/3
G Of O/ E- LJ 0| E
EXOS 110/ 5  Of £ 110/ E
O E2|#H|o| M
VLAN 2-11 VLAN 12-21 VLAN 22-31
QIAEA 1 QIAEA2 OIAEA 3
= 2 A A

scope eth-uplink
scope fabric a

o All:
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Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

3h9l 2l so) g 2be el o) 28 I,
enter {interface | port-channel} interface id

w94 lupo) o] @A) FFH of Q= B A AE o] 2ol Bh9] A o] 2T FAT S YU
ek 5] SIE} 0] 9] T 519 Q1E o] 27k Bkslof Sl 49 4] AL sol A A7 2
5o} Q1A ehek A 59l B A o] 2 F7HE S AF U

k9l AE F o] &= o] E &= dlolH 3 73 AH I o] 2o A vk 2] g YT,
o) A

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

SERICE DE L
enter subinterface id

* id - 1~4294967295 AFo] o] IDE A A U T} o] ID+= A9 1E #H o] 2~ 1D
interface_id.subinterface_id= F7+ 2 YTt o & £ ID7} 1002 Ethernetl/19]] 3}%] QA EH o] ~
£ F7Vele= A5 39 91 E 3 o] 2~ ID+= Ethernet1/1.100°] U t}. o] ID:= VLAN ID$} = T2 A
uk H oA} F D7} U X FF == A A s 5= gl u)

o) A

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

VLANS A A4}

set vlan id

* id - 1~4095 A}°] 2] VLAN IDS A A gt}
o A

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100

o]~ S A
set port-type {data | data-sharing}
o All:

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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commit-buffer

o A

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
Firepower /eth-uplink/fabric/interface/subinterface #

o

b5 dl Aol A = Ethernet 1/191] 3F9] QIE s o] 2= 370 & A 8k at
A

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface Ethernetl/1l

Firepower /eth-uplink/fabric/interface # enter subinterface 10
Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10
Firepower /eth-uplink/fabric/interface/subinterface* # set port-type
Firepower /eth-uplink/fabric/interface/subinterface* # exit
Firepower /eth-uplink/fabric/interface # enter subinterface 11
Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11
Firepower /eth-uplink/fabric/interface/subinterface* # set port-type
Firepower /eth-uplink/fabric/interface/subinterface* # exit
Firepower /eth-uplink/fabric/interface # enter subinterface 12
Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12
Firepower /eth-uplink/fabric/interface/subinterface* # set port-type
Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
Firepower /eth-uplink/fabric/interface/subinterface #

23 o o] 2 73

40ﬂﬂﬂﬁbmwwmmmmmwﬂﬂﬁﬂﬁz%%ﬂﬂ%%?@é
S A8} 40Gbps EE 170 th2] 10Gbps EE 4705 A58 5=

& Aol &

A 2a7] Aol

Breakout

FEEo] el s=g)of wholuf 2 X IEjH o) A5 TS 5 5

X R AA
A thE EE S AR Sk A 3 Al o] &S AU
a) AolE REE JEynt
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scope cabling
scope fabric a
b) £ AES AT
create breakout network_module_slot port

SRR

Firepower /cabling/fabric/ # create breakout 2 1

o AL AR
commit-buffer
A8 A9 o] e 8 A0S Stk o) AAISHE 25 commit-butter Y & 2l Y3t
7] Aol £ Aol & B A s ok gt
& W H & A3} Breakout L E S €4 3}etal -4 T}
a) OJEi Holx nEE 4
scope eth-uplink
scope fabric a
scope aggr-interface network_module_slot port
A olul LE AN WYl QI o)k A 02 SR S gk EE A Y
H Q1 Q1E] ¥ ©] 22| A] enter interface "=+ scope interface 8 ¥ S AF-&-3F+= 7 ¢ 7| 2| 7}

Se-g el 0 f7h BAH U X5 Q0] A8 0] 2F F715)7] Al enter
interface ' & A}8-519] Q1|5 o] 25 -4 of Fhv.

o

b) set H#H S AFESto] QIH ol A~ £ W X E FH S FAATHY
enable 5=+ disable ™ % S A}-&-3}o] QlE]H| o]~
c) TS ARNFYLL

commit-buffer

47 74

Z29- Ao AL ojE X E | 54 7} S uf o]t Yl ZETVFIEEE 802.3x YA 54 T Y-S
HUlAY B2 & A4 YT o] dA] 2] 2 37 8] A w72 D dex 5¢ A5
EEoA HlolE AES A =S T tfuto] 2 Fhol] FE24- A o] 7} o] Foj A HH ¢

Al 1

tupo] 2 R A =4l g HE S22 Alo] gt B & &4 shalof T

718 AL AE B A Ao E R gtety A4 £9E A 4oz AU
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A1 eth-uplink = =9} flow-control =5 2}&| 2 Al 25U T},
scope eth-uplink
scope flow-control

o) A

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

W2 TR A AL At AT
enter policy name
78 NS A5 o] 20 2 defaultS ¢ 2 L Th,

o All:

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

HA3 A e E AT

set prio {auto | on}
G =9l el whet o] W=l tisl PPPE S SFA] of i A 7 A H YT
o A:

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

A4 E2F Ao A DA TAE DA Ssk A L v 24 sk T
set receive {on | off}

con(A7N)- A EA 8 S eEa WED TN AN FH] 2L AT A T o
S FEGA RE E9g 4

£ RAE RS

AN

ol
1~4

(m
ROy
e
e
fr
o
N
o
X
=
fru
>
Og‘:,l‘
ot
i
v

=

«off(117]) - MIES] 2] YA
o A
firepower-4110 /eth-uplink/flow-control/policy* # set receive on
GA 5 E2F Ao AE DA TAE DA sst A v 24 sk T

set send {on | off}

s on(A7)) - 21 HA =7t Y F FolXH Firepower 4100/930091 4 HIEH T A A& &
AU Eg o] A4 e R Solg w74 2 HE & 5t AA SAH Y
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s off(117]) - |7l =9} AHGlo] XE Eggo] YA o g 5T
o) A

firepower-4110 /eth-uplink/flow-control/policy* # set send on

A6 TS AdFYT
commit-buffer

ol A|:

firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

o]
TS o Ao A= Z 29 Alo] S ATt

firepower-4110# scope eth-uplink

firepower-4110 /eth-uplink # scope flow-control

firepower-4110 /eth-uplink/flow-control # enter policy FlowControlPolicy23
firepower-4110 /eth-uplink/flow-control/policy* # set prio auto
firepower-4110 /eth-uplink/flow-control/policy* # set receive on
firepower-4110 /eth-uplink/flow-control/policy* # set send on
firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

B E Y 2lE o]
* show interface

AE o] = HE FATEY
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Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface

Interface:

Port Name

Allowed Vlan State Reason

Ethernetl/2
All
Ethernetl/4
All
Ethernetl/5
Untagged
Ethernetl/7
All
Ethernetl/8
All
Ethernet2/1
All
Ethernet2/2
All
Ethernet2/3
All
Ethernet2/4
All
Ethernet2/5
All
Ethernet2/6
All
Ethernet2/7
All
Ethernet2/8

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

o] %= o UER}A] ¢

oy

U

Port Type Admin State Oper State
Data Enabled  Up

Mgmt Enabled Up

Data Enabled Up

Firepower Eventing Enabled Up

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

Data Disabled Sfp Not Present

All

Unknown

* show port-channel

XE A AEE TAFY

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name
Port Channel Mode Allowed Vlan State Reason

Port Type

Admin State

1 Port-channell Data Enabled
Active Untagged

2 Port-channel?2 Data Enabled
Active All No operational members

48 Port-channel48 Cluster Enabled

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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Active All

* show detail

F5 Qe sfo] 220 it 919 Flo] L W VLAN 1§ AL S FI g o,

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRY9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

* show subinterface

A€ B H o] 29 sk AAE A o] 25 FA Y

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface ethernetl/8
Firepower /eth-uplink/fabric/interface # show subinterface
Sub Interface:

Sub-If Id Sub-Interface Name VLAN Port Type
10 Ethernetl/8.10 11 Data
11 Ethernetl/8.11 12 Data

show mac-address

Firepower# scope ssa

Firepower /ssa # scope auto-macpool

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channelld
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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EYETH

A2:46:C4:00:01:7C ftdl2 Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

AE Aol =~ EH &Y

F 29X Ag AR = A S AN5A 102471 & 23351107671 9] &E-0] JIFU T AEHH o] =~
7teteE 7§, =84 tupe] 24 FE = T AEH o] 29 & Fo|AY A H o] 2 & F 3}

=83 gulo]| 28] & Fo|AY FHHA| &E 3 AE FH o] 2E t Al AE-HA A L. 3 <)
E1“ﬂ°]¢§ 2HA) 8h= 78"‘1’*.‘4“11] Td0] O o] 29X A A= E o] & v Fof &HA F A3t A
27| WEol o] WA X7} EAIFHYUth 2HA] &8 ALl i3 EE &G HE F R X0S T4 7ol =&
%314 X 9. 'fabric-interconnect' 2 9] o}# ol A 'show detail'S A}-231o] A 292 AL A= §
ENTE A4 A L.

shube] =] A ekl 20 M Skl F-4 Bk9) Ve ol =8 AA|shel 1 A 1) o] 57} EA
Hi= 39, o= BAT el 4 tnte] 2 1 FI F AT 39) Aol 2 P FES A 4 o)
9 21Eio 20l TR AR A PN 1A 8] R T el el 4 vhel 2l 4 o
Uhol T4 ah9] QB ol 25 AASHE 49, VLAN 18 o] U BolA n e g Hlo| B W F 4
o ALEEA FuITh o] FEL AW SAH =Y o] 2 ol FAR 59 e o
2 AFS FAT 5 YRS CLIZ AHE3te] B4 3191 AR 0] 28 F Ao F7kska ALalshof &

g,
AA G2 Thedt e Aluhe] 2 A A 2. o e d ALk @t The) e QlE wo] &
o} 2] 4 tiupo] 2z A Abg o,

« 5L Qg FH o] 2o A E o 9= 2 39l Q1E] ¥ o] 2=: Port-Channel1.100(VLAN 100),
Port-Channel1.200(VLAN 200), Port-Channel1.300(VLAN 300)

=
=

l\‘ i o

—
A
—

« =24 t]ule] 2~ 1% LDI, LD2, LD3, LD4
Al Q. 1: BFto] =] 2] tufo] o) A g1t 19 IH H o] ~ & A A S, T sl 1E #] o]
227h ohe =9 A tnte] o] A ) )

34 AEH o) 28 A5 okl 2. D, of F el ol
1AL o] SIEIA o] Aok e 2 9
A wlo] Lol A A e AHE FA48 5 A5

Ak @ 2: shtel] 2] A Tlutol 2 o] Pkl Qi mE 9] E o] 2 AA

T A S F st Qe H o] A= v
Ao 2 FH Qe o] 29 £5 Foo}
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CLIOA =] 4 tjute] 2= 9] ] gtol] Qli= = ok QB slo] A8 A A7 U, A1 A 2 o] &A1l
o] FOAA =S TS AT

1. FxE 918 VLAN 155 13t v
UEFJ = VLAN 100, 200 2 3000] 35

firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present
firepower (fxos) # exit
firepower#

2 WAT A tulo)so] BRE T4 519 e o] A% S,

firepower# scope ssa
firepower /ssa # scope logical-device LD1
firepower /ssa/logical-device # show external-port-link

External-Port Link:

Name Port or Port Channel Name Port Type App Name
Description
Ethernetl4 ftd Ethernetl/4 Mgmt ftd
PC1.100 ftd Port-channell.100 Data Sharing ftd
PC1.200 ftd Port-channell.200 Data Sharing ftd
PC1.300 ftd Port-channell.300 Data Sharing ftd

3. =g]H Hupol oA skl B H o) A2 AAR v, 7S AF T

firepower /ssa/logical-device # delete external-port-link PC1.100 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.200 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

Tl TS AUS 9 VLAN Z150] 2707 S B2 290 %] A A= S F/F7F A 4
S AHA e 5 dFUTh
Al 2 3: 1ol e BE =4 vuko] 2|4 3¢ QIE o] 2 A A

CLIY A Lo S 8 el ol el 53] Qe Aol 2 AAL 8 A7 A5k B4
o o] Tl £% TS A G oS SW T3t 25U

1. Fx&8d VLAN 15< 93y}
UEF = VLAN 100, 200 2 3000] 323}
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firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present

2. 7} =24 tuto] 2o & QIE T ] o] ~F Flstil FEH & okl AE H o] 25 g
t}. & Bk shel Q1E ) 01*7]' A g 9] Q1B H o] 220l AThH dFte] VLAN Lol &5}
show ingress-vlan-groups &5 =3} & X] 3| oF 31t} Firepower Chassis Managerol| 4] 2} & 314
Qo] 2% w2 E 7]'7@7]' FH A2 AE AT = dF YT

L3O b
I E L P PN P
VIBGITLECC8  Hardware Bypass
Interface Type Admin Speed Operational Speed Instances VLAN
@] MGMT Management
o]
4 WF port-channell data 1gbps 1gbps
Port-channel1.100 data-sharing LDA... ﬂ* 100
Port-channel1.200 data-sharing = LD4... @ /nterface is shared by 4 instanges
Port-channel1.300 data-sharing = LD4... € tE;
LD2
@] Ethernet1/3 LD
, B3
WY Port-channel2 data 1gbps lgbps

CLIo|A St Qe Ho] 25 v £33k BE =24 tulo] 29 EAS B 5 qluyr)

firepower# scope ssa
firepower /ssa # show logical-device expand

Logical Device:
Name: LD1
Description:
Slot ID: 1
Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100 ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:25

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD2
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:28

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD3
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2B

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD4
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2E
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Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

7} =] A tuto] 2ol A she] QlE F o] 25 A A3 v, 7S A
firepower /ssa # scope logical device LD1
firepower /ssa/logical-device # delete external-port-link PCI.
firepower /ssa/logical-device* # exit
firepower /ssa* # scope logical-device LD2
firepower /ssa/logical-device* # delete external-port-link PC
firepower /ssa/logical-device* # exit
firepower /ssa* # scope logical-device LD3
firepower /ssa/logical-device* # delete external-port-link PC
firepower /ssa/logical-device* # exit
firepower /ssa* # scope logical-device LD4
firepower /ssa/logical-device* # delete external-port-link PC
firepower /ssa/logical-device* # commit-buffer
firepower /ssa/logical-device #
ol A8 AUl e A9 270 2] VLAN ZL50] A= o] ~90x] A
A 2P 5 AU

AV 6. 4: Sk o] 439 =24 Hutol 2ol 39 lE A o] 2 7

1.

CLISI A 1o Qi BE i=e] % tupo] o] 519] QAE| o] =5 F7}
o] T EF TS AFYU
7} =214 tiufe] 2o 519l Aol 8 F7HE The, TS A%

firepower# scope ssa

firepower
firepower
ftd
firepower
firepower
firepower
firepower
ftd
firepower
firepower
firepower
firepower
ftd
firepower
firepower
firepower
firepower
ftd
firepower
firepower

szl S AN A5, 2
e AdsHA L3S = sy

/ssa # scope logical-device LD1

/ssa/logical-device # create external-port-link PCI1.

/ssa/logical-device/external-port-link* # exit
/ssa/logical-device* # exit
/ssa # scope logical-device LD2

/ssa/logical-device # create external-port-link PCI1.

/ssa/logical-device/external-port-link* # exit
/ssa/logical-device* # exit
/ssa # scope logical-device LD3

/ssa/logical-device # create external-port-link PCI1.

/ssa/logical-device/external-port-link* # exit
/ssa/logical-device* # exit
/ssa # scope logical-device LD4

/ssa/logical-device # create external-port-link PC1.

/ssa/logical-device/external-port-link* # commit-bu
/ssa/logical-device/external-port-link #

7)©] VLAN “1E0] A4 5|0} ~9]x] dek A&

QeI 0] 2 E ol B4

Faeich

300 ftd

1.300 ftd

1.300 ftd

1.300 ftd

A2 oF7H A A

o

o}

dlo
i
)
2
s
)
offt

>~

o
=

U

400_ftd Port-channell

400_ftd Port-channell

400_ftd Port-channell

400_ftd Port-channell

ffer

.400

.400

.400

.400

SR AR T
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firepower /ssa/logical-device/external-port-link # connect fxos

[...]

firepower (fxos)# show ingress-vlan-groups

ID Class ID Status INTF
1 1 configured
2048 512 configured
2049 511 configured

firepower (fxos) # exit

firepower /ssa/logical-device/external-port-link #

Vlan Status

200
100
300
400

0

0

present
present
present
present

present

present

N
olf
o
i
il
prcs
al
e
A
[>

715 4K

Bl 2o AFE-3 VLAN 3} |2.4.1

524 HH o] 25 A8 AE S
T A EF FX0Sel A VLAN 39 Q1H
Ho|~5 A= Tl o8 Q=
2 ko I H o] 25 FHE 4= U5

*

Fa FID WA 63 ool o

g},

Al 5F/4=73 5 ™ = create subinterface,
set vlan, show interface,show
subinterface

2 71/%=7 ¥ Firepower Management
Center 3}H:

Devices(T] B} ©] 2~) > Device
Management(T] H}-0] 2~ ¥+2]) > Edit(5*
1) oFo] & > Interfaces(S1 E] ¥ o] 2~) &1

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)



SEE NPT |

715 °ol&

e
pch
ot
1)

[>

"ol =2 HolH & SIE
7 0] 2~

2.4.1

Y.

Al 5t/4=73 5 ™ 3 set port-type
data-sharing, show interface

On(# 7]) B =9l A ©| ] & EtherChannel
A1

24.1

o] A vl o] ] % ©] o] ¥ & EtherChannel
< Active LACP( E| B LACP) B.= &
cOon(A7) REz AT 5 5y
T} -3 2] Etherchannel<> Active( ] E]
B) Zenk A a9y

Al1/5=73 ¥l ™ = set port-channel-mode

FTD 212}2] A gtoll A EtherChannel A1

2.1.1

o] & FTD ¢12}2] H $toll A EtherChannel
S A S YT

Qlebel 11 &= el Ash < ¢ FTD

2.0.1

FTD o Z&] Al o] Aol A <1kl Hehs
T/dskal P e AuE g sksid
FTDol A FXOS A A & ¢le}el 33 =
S AFFUch J A e Ay
olz}el Hghol olEjH ol A 5 3t} 5
e o QlEkel Qe H o] 2~ o A F

A Qe H o] A2 AHE o7 B3

.

2 7t/5773 ¥ Y8 % show fault |grep
link-down, show interface detail

ut

N

St=glo] 93] Y ES) A K5 A9 FTD

2.0.1

Hardware Bypasst= 4 % Zof] E#f ¥ o]
ekl Q1B H o] 2= & Abol ol A A& &
BEE YT o] 75 & AXES
Eedtedol e/ AT UEHTA
A& A Feleke v AREE 5 3

#yt.

A1 51/4=7 ¥ Firepower Management
Center 3}¥:

Devices(t] v} o] 22) > Device
Management(C] 5} o] 2~ #2]) >
Interfaces(3] E] ¥ ©] 2~) > Edit Physical
Interface(E 2] 2] ClE{ o]~ =74])
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Firepower | W1 E -3 Q1E| # o]~ FTD | 1.1.

FTDo| A A}-&38 Q1 H|o] ~9] #& <&
Firepower o| I E & %] & 4= 9)\1)5‘4‘4.
o] ¢1E}#o] 3= FTD t]H}o] A~ 9] B %
e JAE H o] =P T} o] IE]H o] 2~
£ AH&-3t21 ¥ FTD CLIONA] 8l IP
2B 7B S A sl ok T
5 9 Hy EdE S o] HE(: ¢
oM E)el A & = AFU T
Firepower Management Center 1-/3 7}-©]
= A 2=E A e ke QlE o] &
AR S FZEAA L

A TH/5=7 ¥ FXOS ™ & set port-type
firepower-eventing, show interface
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711 Security Services(H.QF A1 8] 2~) R EE At
scope ssa

o A

Firepower# scope ssa
Firepower /ssa #

GA 2 ofEef Al A= 2 o) m A WS AT
a) AHE7bseolm A2 gtk Abgetel e md WEE do] FUn

show app

| A

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default

App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) EHF RE/IZ &3l HeE 24P
scope slot slot_id
slot_id= Firepower 41002] 7% &4F 1] AL Firepower 93002] 7d-$- 1,2 =& 39 Ut
of| A

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o) °fZgAeld A= AE T
enter app-instance asa device_name

device name-> 1~64A4F 2 & & = A F YT} o] SlAwl o th&] =84 tulo]~E YA e uj
o] tbol 2= o] B AHE T
o A

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) ASA olv#] W& Ayt

set startup-version version

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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o A

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) SSA EE=E FE3YTH
exit

o A

Firepower /ssa/slot* # exit
Firepower /ssa* #

o A

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

=214 ool 22 A F T
enter logical-device device name asa slot_id standalone
Qo A F713 off ] Al o] A Q12 A9 & device name= A& Tl

o) A

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

=) 4 tuto] 2o 7] 2 el e QlE]Hlo] A% TghIth. 7k olE] o] 2ol T3 o] 2re]S ke
Saelch
create external-port-link name interface_id asa
set description description
exit
* name(©] ) - ASA T3 ol Al AF&-5] = Q1E 5 o] 2~ o] F-©] o} Firepower 4100/9300 A} A] <=3 v}
o] A7} AF&a ol B QU

* description(’3%8) - T Mo A= = W

=

(M= FHEYHh
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Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

9A 5 e E—E ERARE AU
EYNAE AR I
create mgmt-bootstrap asa

o Al

a) TE

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) Wb REEeE m FY)E A g g
create bootstrap-key FIREWALL MODE
set value {routed | transparent}
exit

o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o WA H WA E &3S A g
create bootstrap-key-secret PASSWORD

set value

password #= 3t}

password #f= S v}

exit

of| A

A S S 5 v Abd 740 E ASA Bheja 2 Bl S 2 85 AHEehd -8 g o
FXOS 94 l Aol vhd Al i EM S S SlojH ™ B9 AEA T 5 F Y

of| Al

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

d) 1pv4 e] QlEfHlo] = A S gyt
create ipv4 slot_id default
set ip ip_address mask network_mask
setgateway gateway address
exit

of A

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

e) IPve el QlEfHlo] A~ A S gy
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

of A

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé6* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipve* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

GA6 TS AdFYT
commit-buffer

o A
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Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device #

=g A tulo] A5 F-F3 & I Qo wha} A =3} E] Radware DefensePro 7}/8' ZYPE S
™ o] DDoS &4 ‘3—1 23} el ~2 A= 4= S5 Y th Radware DefensePro % 2
S AP R

of

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Firepower Threat Defense 57}

S99 =g tulo] 2k WSO R AFFHAY 17hE
o] o] of e 7l tlrho] 2ol A =
i BERESAgH o nE

SAEE  gls U

A EEolH= 7R Al AE UE BE

23 % o &2 =gt Firepower 93003} 7F
iﬁi*lﬂ e \ﬂﬂhlé% 75 F dFUT S8~
ol 271%] S8l ~H ¢} 1 fufo] 25 T 835k U2

oAM= AH oY

QI 1Bl 1 g ALE T 5
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Al 2FaE7] 2 el
* Cisco.com®l| 4] ¥=2] %] t]u}o] 2of AR-&-3F of 2] A o] A o] 1] A & Th- = =(Cisco.com®]| 4] ©] 7]
A thg- 2= 54 H o] x| F2)3 v} | o] v A = Firepower 4100/9300 A Al ol Th-& 2 =g
th=g] 4 tulo] 2 AT E ¢o] o]u] x| th& 2 = - Firepower 4100/9300 A} A, 57 #| o] ] %),

4

o
Kl

Firepower 93002] 7d-$-o &= A A| IHQ] 2E R E

A2=B 2 FH(ASA == FTD)S AAdllof Ut b & /32 dA A1
HA Ut RE2 g Aold JIAH A FY o A2 HgEWHAS
Aee 7 lFY

« 322) 4 Tvho] 2o A& 3 el QI o] 25 A g o) 2 QUE o) 2= A4 FE I o,
o] ¥e] A H| o] = A A] ]G o RN ARG H = A A e JE] | o] 2(FXOSOl A MGMT,

management0) 5= 7| E} 1A} o] § o2 A]E I gl o of= vE Yt

Z 2 3t o] Ao dlolE 8 Qg H o] A% A F oF U Ul B Firepower o] Ml E 2] 2] <1E]

EE=t=, *3”3}04 S oWlE B e A2 4 U TRl 1 o HIE). AAIRE &2 <

El#|o] 2 3, 157 H o] A & %&3}’1\3/\19_.

ﬂqﬂﬂﬂ*HAAO%ﬂ Z2dgAbgeA o A oy AR o) g f A
g 27}, 151 Hlo] Ao whe} 2l A T2 S F71g )

ﬂﬂﬂﬂﬂiHAA 2 eIy A" AE Ao ' AR eh] ol Yaarh ek g4
& AT Bk HE/AxlE Al 7] 8o G th 7] =] A Huko] A27F abAlE ol A
tnfo] =2 A4 A] Elﬂ% =24 ozl #4424 71+ %é%ié 74Eﬂ°lb1 NES
BAg 9 E us oju 4o 7R o]/\Eq/\e AbA) & oF St 7] ol AEl A2 A oY
ANEE A2 2g vlo] g o] A e == gla vk AR W82 Bt Bay/<lxd Q1 vhA] 27
3}, 282 F| o] A & FEFAH A L.

L 2AIA

Security Services(}.QF A1 H] 1) R EE A A g o)
scope ssa

o) A

Firepower# scope ssa
Firepower /ssa #

A}-8-3F Firepower Threat Defense H %1 2] Z & A8} 2o
©] EULA®] o}#] & 2] 8hA] @& A -g-oll ¥k o] &A1& 7
a) AH& 7hs @ oW A & Iy ok AR St = W MEE Ao wU T
show app
of| A:

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .



=24 dupol~ |
. = %13 Firepower Threat Defense <=7}

Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.9.1 cisco Native Application No

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes

ftd 6.3.0 cisco Native,Container Application Yes

by olvl X wle] WeE g,
scope app ftdapplication_version

o Al

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

) o]l A ool T gt
accept-license-agreement

o Al

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
o -
d) 4= AU
commit-buffer

o Al

Firepower /ssa/app* # commit-buffer
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Firepower /ssa/app #

Security Services(®.QF A H] &) R =& F R U
exit

o Al

Firepower /ssa/app # exit
Firepower /ssa #

A3 oA B S EoEE o E 2] Aol AR A et H S AR YT

Adoly <l
ol A 2H

pis

o] el AFS 7he el e s
of that 2] A L2 F7} 151 o] #] A

Ea
Eal

show resource-profile
At e 22 ol §S Hol Funh
of| A

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level
Rk (A Exel HelE AFd YTt

scope slot slot_id
slot_id= Firepower 41002] 73-$- &4F 10] 3 Firepower 93002] 7 -%- 1,2 B+ 3 Y o}
o A

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o Zel Ao 4 Q1R g AR G T

enter app-instance ftd device name

device_name> 1~647F 2 12 3 5= Q)5 Ut} o] Jl2® 2of tisf =] 4 Huto] 25 BT o)
o] tliiko] 2 o] 58 A 83,
o A:

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #
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Adoly I a' 2ol gisf of Zel Aol A2 F S Aoy = Ay
set deploy-type container

R R E B EC NS PN B

o A

S WA 5 glFUHh 71§82 natived U ot

Firepower /ssa/slot/app-instance* # set deploy-type container

™ olY IAEl el viaf 2l as Ted S AT
set resource-profile-name name

o] 2% o] &2 o]n glofof gtk

ol OhE P X2 okl & Fshe 49 A4k o) 2ER D A REEsE
548 5 dHUth A4 E 2784 Al el 2717 B elhs et e ggehs 4
o = Ao whe Az ulol] BE el S g 372 Ag ek gt

o Al

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

Firepower Threat Defense ©] 7] #] ¥ & A7 3t}

set startup-version version

o] A} ebi-Eoll A EULAC &2l & v 2o] Fd W M
of| A

il
rl
1
i)
i
v

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(%18 A}&) Firepower 4110 B 4120-8- © = Radware DefensePro 1228t 25 A T} o] € 7|
sl =g A tufo] A2 A A E7] Ao off = ﬂﬂ]MOAH*E%Hﬂ%ﬂHWmmmm
DefenseProi= ZAH| o] QA 2E 2ol A X & X] 2F5).

enter app-instance vdp device name

exit

Firepower Threat Defense o = 2] Al o] A A 2=E®l 29} A XS} =5 device names A F YT =1
A tlulo] 2~ 44 & €3 3 -9 = Firepower Threat Defense t=2] 4] T]n}o] 22 2}o] A H] 2 A Q1o
] Radware DefensePro H| Zd o] EH & Al FA ok Ut 5 HY =2 4 t]u}o] 2o Radware
DefensePro 1-43, 253 #| o] X A A & 4+ A F-H FZEH A2
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o A

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

) SSA REZ Ezguch
exit

o A

Firepower /ssa/slot* # exit
Firepower /ssa* #

of A

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

w24 tubo] 25 A4 R T

enter logical-device device name ftd slot_id standalone

Qrof| A F713k off ] Al o] A Q1 2B A9} 22 device name= A& T
o A

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

18] 4 T o] o] 2] 9 Hlo|E QB o] 22 Sukgicy. 7 AEj s o] o] T8 o] &
Gyt
create external-port-link name interface id ftd
set description description
exit
* name(©|5) - Firepower Threat Defense 7-J 9| A] A}-85] = Q1 E 5| o] 2 0] 59| o} Firepower
4100/9300 A 4] = o] A 7} AF-8-8fi= o] E U Y T
s description(’d78) - M o] = T U E"E FHUh

gloj Qla' 2ol = HolH & I I o] A5 1071 7HA R &3 e 5= sl Ut =3 7} Hl ol
o]~z ) 1470 ¢] Eloly AR Lo e 5= JlF Ut
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Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

WA 6 wel REXEY steb g YU

AAL 27 75 A8 T Al H8 A u vk ARt 2] Alell= of &2 Al o] A CLI 74 ol
%i%

a) FEXEJRAE AT
create mgmt-bootstrap ftd

o All:

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b)  ¥&] Firepower Management Center2] IP -4 == 2 E o] 50| ur NAT IDE A A Ut}
0 F s AR
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value /P _address
exit
* enter bootstrap-key FQDN
set value finc_hostname
exit
* enter bootstrap-key NAT ID
set value nat id
exit
Awb o 2 eheg BH 7} 1F F /b BHo P FA(5F 719§k B Be g,
FMCi= T)Hbo] 2~ [P 45 A Aol tupo] 2= FMCIP F45 AA UL 12y 295 &
A AL AT ALAP L T AU G2 A AP A S AP U S AR 2
HHE 55 718 23 ot A 9o ¢ ol A AL NAT ID:= A4 8 oF &1tk FMC 3 Y
Hho] 3= 55 7] 9 NAT ID(IP 4= A& AFE-8to] 27] 555 dSsta 43S Fol gy
=
o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

W (@Y EE FE)E A
create bootstrap-key FIREWALL MODE

set value {routed | transparent}

exit

o) Al

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

t]v}o] 2 ¢} Firepower Management Center 7+l 378 7] & X A gt}
create bootstrap-key-secret REGISTRATION_KEY

set value

o

registration_key %= Y=Y

registration_key %k< Q1%
exit

o All:

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

deAHEH S S AU

create bootstrap-key-secret PASSWORD
set value
password %=
password %k A7
exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
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Firepower /ssa/logical-device/mgmt-bootstrap* #

Qi eHE E2E o) &S A h
create bootstrap-key FQDN

set value fgdn

exit

of A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

DNs MM o] 4 E R TEE 223 A4,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

A9 =l 4E TRE 222 43
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

o All:

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

(8] A FTD SSH Mol Al A7 =& S &3t A7t e A iy EHES
BS 93 FID A A2~ 7] 55 o] Alg gt}

create bootstrap-key PERMIT_EXPERT MODE

set value {yes | no}

exit

* yes- SSH Al Ad ol A o] o] AATI 2ol 23] A2 = 9l AR A dE7F B E
R S E B
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* no- FXOS CLI®I A ZAH o]y Q' 2of] B 28 4= 9] = AFE- AT A E 7 R EE A %3
9z
ZAg ol QA8 A9 Z$- 7]E 2 0 & FXOS CLIY A FTD CLIO| A 2~ 8 &= 9l = AF&-=}9k
AE7FEEE AN  AFUTh o] Algh2 7 A" 25 U S W et Aestr] &) 2
gl o]y QIA'l 2wk A& Ut} A o] A E o] 9li= Axfol| whe} Expert =7} F 8 38t
3l &5+ 7-$- E+= Cisco Technical Assistance Centerol| 4] AF&3t =5 Q A 3}= 7 -l 7+
Expert ==& A3t} o] R =5 A3t FTD CLICIA] expert ™8 & S AF-&-3HU o}

o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 2] QIE slo]l = A& 4 U
create ipv4 slot_id firepower

set ip ip_address mask network_mask
setgateway gateway address

exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 2] QIE slo] = A S 4Ty
create ipv6 slot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #
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<) A

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

AT AL AR
commit-buffer

o All:

Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device #

t7) 8 =g 4 tjufo] ~ %3t ¢ 9 Qg o u}g} A =3}E] Radware DefensePro 7} & 2 %S tnlo] 2~ 7
™ o] DDoS B4 2 9‘r§} AR 2~ 2 A 2 & 4= 915 Yt} Radware DefensePro 4 X, 252 #| o] %] A4S
A L.

N

Radware DefensePro= 71 Bl o] Q1 28 ~of| A X & A] &F Ut}

of

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane
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Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #
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scope ssa

o All:

Firepower # scope ssa
Firepower /ssa #

GAs FHAHE AT
enter logical-device device_name asa slots clustered

* device_name - Firepower 4100/9300 A} A s=3julo] A 7} e <8 A A& A 54ar g H| o]
& 33 wf AREYTh o] B BE A0 AREE = Ee 2 o] Fo] obd Ut =4 o]
g ol A ehA] b A 9ol = Bt BE 35 BT AA s oF gt

s slots - A BES F22H ﬂdﬂﬂﬂ— Firepower 41002] 7 9- 1= %] A g t}. Firepower
93009 44 1,2.3& A AT 25 & A8 A @2 750l = Firepower 9300 414 ¢ 371 £
&% 2T A8 SeaE"E S s o Ut 3 RES BT TS S AT 2

2 2 E 7} YERA] g5 T
o All:

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

dA6 e FEZES ANAE AT
enter mgmt-bootstrap asa

o Az

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

GA7 =24 gulo] 27} 2Hed B (Routed(BHF-8 E) =+ Transparent(-78)) S #4 gt}
enter bootstrap-key FIREWALL MODE
set value {routed | transparent}
exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

dA8 YA REH S S A AT
enter bootstrap-key-secret PASSWORD

set value

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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exit

exit

HEH S E 553w = AR 724 5 ASA #HeE] 27} o™ 783U th FXOS A 2~ @ gho] gl
H A A A AT E o A AT 5= dHFY Tk

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: happytuesday

Confirm the value: happytuesday

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

%Eﬂ _/_\_Ei UH 7H Eﬂi‘{[\“% ?_/\6] ;;5:‘]_]4 D}
enter cluster-bootstrap

o All:

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

Het Bg 7AdolM SH A 5 o5& AT
set service-type cluster name

o All:

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

o] 52 14} ~ 382} &2 ¥ ASCII F-2} & o] of oF gt}

FH2H Aol RES AU
set mode spanned-etherchannel

o All:

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

Spanned EtherChannel 2. =+= fr Y8 A] A| Y &= =Y

0] 1P F4 AR E T

o) B Wel wE T4l we) Qe o) 2 E T o] AT

B RAP T EL TATL o F Shrhi Arol 2] 7 22l o] e,
set ipv4 poolstart ip end ip

set ipv6 pool start ip end ip
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oA 13

oA 14

A 15

w24 cjupo] |

HAag Y 2H e fY ol Sk e FAE 3 oF Y T Firepower 93000
MERERE XS ANTA RS Aol E A D37 F4E 2s|of syt S8l 2~HE 8
date e A9, T FAE AL @A kY fHlo St TP IP FACE S8~

B IP F240)5= o] 2’ Eoll &obx] gt whebd SLd 3 Y E A 712 S SH P F4
of gk IP =45 of oFsf o of Tt} IPv4 B/HEE IPv6 45 AHE 3 5 Sl th
b) ¥ AEH o2 V] E S AH IPFAE 7T
set virtual ipv4 ip_address mask mask
set virtual ipv6 ip_address prefix-length prefix
ol IP T4 A2 [ E S Se2E & FAaE glojof epARt &9 A= obd Yt
¢) HEHA AolESe] 45 dH I
set ipv4 gateway ip_address
set ipv6 gateway ip address

< Al

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length

64

set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27
set virtual ipv4 10.1.1.1 mask

HH FH o H H

AT IDE A3
set chassis-id id
S 2=H 9] 7} A Aol = L& ID7}

o A

el

g,

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

AFOIE ZF S ~E 9 9] 79 1~89] Alo] E IDE A3t
set site-id number.

o) A

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

Ze2E Alo] A9 Ao EgIel g3 15 71 7Y
set key
o A
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Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

TR HES gEstets TEITET gAY

T L 14~ 6342 E ASCI BRI th F5 H WL 7] & e o AR R YT o] &
Ae A4 e gulolE 4 Add A0S v 23 Hlole F R Ed ol G vA A o, &
A dut gl rE R dgE Uy

(A8 Abah) 2] 2~E] Alo] YA P UIEZE A4
set cluster-control-link network «.5.0.0

7B o2 FelAH Aol ¥ 12720016 UEY IS ALY 28 AR Y EYA 1+
oAM= 127.2.0.0/16 E= E 35 58844 ebFHTh o] A% I AH S AF UIES A0 A /16 F
A2E XA JdHFYLH

* a.b.0.0 - F9(127.0.0.0/8) B Y|/} 2 E(224.0.0.0/4) T4 E A &3 RE /16 U EY]A F4E
A AU 2hS0.0.0.002 A= A4S 7] 2 UES F(127.2.0.0)7F AHE-g U o)
Aol M= MA] D D &5 1D a.b.chassis_id.slot_idS 7] 5 0.2 8ko] 2k f5lol sl S 2~H Al
YA e AP FA2E AE AT

o) A

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network 10.10.0.0

ARG 7He 3 A E Qo] Bl S FR1SE b AHEE WS AU
a) b 7bss vl A EAFY T

show app

of| Al

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) AR Ee) 9 mEg g,

scope app asaversion_number
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c) ol HHS 7|Egto = AAE
set-default

d g r=

il

TEIY

exit
o) A

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

TS AT
commit-buffer

Firepower 4100/9300 A} A] 3] Z(supervisor)i= 7] WOt BE 2T Eo] WAL 2 rslal &
el FEZES 4 9 e QIE Flo] 2 AA S ZF Bk BEo] st SYAHE FEHEY

o

e ~E o & A S F7)se] W 153 chassis-id 2 2 HFE site-id S -4 8l oF &= 7 9-= A
9]skar o] AzLE WHESIY T oY 7 AfA] Bl F U S A S AFE- Sy T

ol E] | o] A~ AL A A Ao A ZoF SFUTH FXOS Al Al -4 Ul BE U 7] 9F 714 © 7] = E5) o]
ZEA2E Y FGA T dFYU

PFAE 3 ASAC Adste] S A Y S wE A E U

of

A 18] 35

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
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enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

MA) 29] 75

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
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create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

Zel 28 e o F7b

ASA 22 2~E 9 E F7e AL oA Y o

e

N

A o] AR ARA] F7F s alA] Aol vk A g Ut S S R o] ofv] &4 514 Firepower 930001 X
o F7FAY WA 8k A g-oll= REo] Ae o2 FUE YT

i
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Firepower Threat Defense = 2]~ 37} .

A 2a7] Aol
C )& Ze) 2B o)A o] A) WH] o] P P A Eo] FRBIP T2 QA B 2P F
A7t FREIA] e A9 o] Al WH B 7}ty Al ZF AjA o A 7] S AE REAEY
TS Ao UL o] s WA o= 93] =24 t]ulo] A7) A A 2 Y o)
B 7 o] 2 54 2 A} Aj ATl A & d Bl oF vt FXOS A AL 744 W 7] ¢} 714 @ 7] & 53l
ZeAsE Y 4 98 5 Aay
Sl

# %31*3 7 2 ASA = 17491] WOJW O3S AgiE 2

=

e

m°*'
o &

FTHE A YAE B 9 R
=g Bstgurh 1ew 1 2

[Sh=
IR AIA
S 2Ho & AA|E F78FH ™ 31-3) chassis-id 2 2191 site-id S T4 J)| of 8= A5 A
2]3al ASA S 2~F A, 233 Hlo] A o] AAFE HHEIMY T o}l H A AfA] ol F A3 A S AFR-
Esh=

Firepower Threat Defense = | =¥ 7}
@< Firepower 9300 A A1 & A U S8 2E &2 F=718FA L Al A] 7& el 2HY g 0w oY A E
Z7bet = ULk AN 2 Ze] 2B e A9 2H AAE AR E o2 FA ok gtk Al St
ﬂ%aiaafﬂ@q%ma%g%%@@%q%ﬂaﬂm et

Firepower Threat Defense = =] ~E] 2 4]

Firepower4100/9300 Al ol A A 22 E EEA S T AFHTE BE 27 7S

Woltl 2 o 7 AAE UL A 7F 2 A8 A 7 A A= A o7 LA o st
"ﬂ/\] shitoll el 2B E 753 v A 58] el A A Al o] FEAER] S vha A
Ao B,

AELHEL

o LES A EHA] S A -9-ol I= Firepower 9300 A A] 2] 37 5 &5 B0 3] S8 ~H Y S
gAgs)of FUL) 37 RES BF FAGA e A% A7 R 45U

o W QI T o] 27} 3 FFE R 282 79~ Interfaces(S! E] ¥ ©] 2~) § o] A port-channel 48 & 2] 2~ H]
[e]

3 QlE] ¥ o] 220 Operation State(><3 A El) 7} failed(2 @)= EAI P U QEE} A A] 28
Z~¥] ¥ (intra-chassis clustering)2] 7 -9- ©] EtherChanneloll = @ Q1 FH o] 27} I Q3% go
2 ©] Operation State(<= % JH)E A& 5 AHFHT
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L 2AIA

2 ~HE F23817] A tlolE] 3 Qe #H o] A = EtherChannel((EE A9)S H & 1] 74
Ut} EtherChannel( 32 E A €) 7}, 172 #| o] x| T= A A QI o] 2~ 514, 171 H o] A & 2 3H4] A
o

EREdeoly I H o] A E 5T Fo S AE O F71E 4= 5 U

AMA] 2] 2B B o] A9, B H o] ?lEﬁ-ﬁﬂO]iE A8 QB | o] 2~ 7} H 4 17 9J = EtherChannel

oJofof gt} 7} A Al ol EtherChannel S 57134 T

(B AL S 2EHE 75817] Aol Firepower | HIE A 2] #¢ AH A o] 25 74 e A
AEfA o] 2= 74, 171 A o] A& Fxsh Al &

o] IEj#lo] 2= FTD tlHpo] 29 Bz e QIEj o] =Ygt} o] QIE #| o] =& A}-&-3t2] ¥ FTD
CLINA S 1P 74 F 7 e} v/l A& Al of U th o & 51 #e] ET S o E(d: 9}
oW Eyof| A 2] & 4= )5 Y T} Firepower Management Center ™8 ¥ 3329l 4] configure network ™3

He R o

(g

2] 3 <1E # o] & HE+= EtherChannel 2 571U t}. EtherChannel((EE =2) 371, 172 #| o] #] &
A A elEjH o] 2~ T4, 171 H o] A & FZ3 A 2

g g Ho] ~e g A EdUr) o] #e] Y H o] ~e A A] A2 § S ZRE AR B &= A A]
12k ]/\(FXOS‘Dﬂ ] MGMT, management0 B== 7| E} §-AFS o] 5 0 2 F A & = AfA] 8] 1 H 7|
o] 2 &2l 7}5) o= thE Y T

Port-channel 48 S 2] 28] Alo] FARZ o Fg Utk AlA] 1F S 2B o] -9, W B Ho] 2 &
% 17} & port-channel 481 57134t}
Hol AH| A~ REZ 9l gt}

oo

scope ssa

o A

Firepower # scope ssa
Firepower /ssa #

FHaHE AL EUS
enter logical-device device name ftd "'1,2,3" clustered

o A

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name- Firepower 4100/9300 A} A] Supervisor(¥2] A7} S8 28 & DA S A 5har A E 7 9]
25 el ol A YT o] = Bl BE Aol AFEE = E el o] Fo] ofd Y

i BEEgAdx & Aol A A2 37 B S5 Bl thel S AE " S A 3t
oF FUTH 3 BES B PAEHA B2 5 S AEF HEhA 25U

i
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SosE REAE RSE T,

a)

b)

d)

2

ZejaH RE~EH AAE YA T L)
enter cluster-bootstrap
AHAIDE A S
set chassis-id id
Fe2H 9 ZF Aol &= i3 D7 2.
Abol E 7+ 2] ~E 8 o] A S 1-89] Alo] E D2 A A gt}
set site-id number.

AbO| E IDE Al AW S 005 A A3t}

of A

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

Bt BE FAolA SeaE 71| A dyHh

set key

FH UL dYsete TETE} BAH UG

& 2 14~ 6322 ASCH A Ut &1 H 22 715 A ok o AFS-H Yt ©]
A A2 ZH dHolE R dgE A7l S v T vlolH AR EYEe] dFS v AA de
o, g dwk g rER Asgynh

=

B EE FAA S A g olES AU

set service-type cluster _name

o] 52 17 ~ 38%} & F ASCIL A} H o] of of ).

(A8 A S 2=E Alo] FA P UEAAE AR
set cluster-control-link network a.5.0.0

71 o w Fej2E Alo] WA= 12720016 VIEFAE ARSI 22y dF- EYT 7
oA+ 127.2.0.0/16 EA T E3E 518814 5 U o] A5 2 2E & AL U ES] Aol A
16 F2E AAT T A5HTh
* 2.b.0.0 - FX1(127.0.0.0/8) X HE| 7| 2 E(224.0.0.0/4) T2 = A3 ZE/I6 YW EY A F
28 AT 342 0.0.0.00.2 A= 49 7] 2 U E 9 F1(127.2.0.0)7F AHEg U o}

AR ATl A= ARA] ID 2 &3 ID a.b.chassis_id.slot id= 7]5 2. % 3o] ZF 3o & 22 2~ A
ol ¥4 dHH | 2P F4E Ae AP AT

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .



. Firepower Threat Defense = & 2~ E] A4

o A

=

294 upel = |

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network

10.10.0.0

h ZelsE FEAEY RES TR,

o A

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl

Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

enter mgmt-bootstrap ftd

b)  ¥2] Firepower Management Center2] IP =4 == T~ E o] Fo]ur NAT IDE

oe F s Ay
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value /P _address
exit
* enter bootstrap-key FQDN
set value finc_hostname
exit
* enter bootstrap-key NAT _ID
set value nat_id

exit

AukA o 2 295 BA 3 Q15 7K Bl IP (55 719 g7k mE
MCIP 25 AU th 22 b8 &
- S FA gk A E
E%ﬂﬁﬂ%NﬁHWﬁﬂﬂﬂﬁﬂuqFMcmﬂ
=, a1 Agks Fof gy

FMCE tnfo] 2 1P F 45 X A kal tulo] A=
2ol & @ AL IP 4 5 8}

HHE 55 718 236t A4 4%
Hho] 2= 55 7] B NAT ID(IP 242 thA)E AFE-8to] 27] 558 U<

=

T

A%

95U,

ﬁlo SLL4[}

s &

=

c) =84 tnlo]27}t A5 d X = (Routed(2H9-¥ ) =& Transparent(F4))S A 4 g}
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enter bootstrap-key FIREWALL MODE
set value {routed | transparent}
exit
d)  ©H}o] 29} Firepower Management Center 7+l 3/ 7] & #| g ).
enter bootstrap-key-secret REGISTRATION KEY
set value
registration_key
exit
o el Trhe] o] ST HWHEE X%
enter bootstrap-key-secret PASSWORD

0_!_4
o
L
)

set value
password
exit
f el tule] 2o] ATFEE TAE o FS AP
enter bootstrap-key FQDN
set value fgdn
exit
g) w=ElA oute] oA AL R E FEE DNS AW 555 24 )
enter bootstrap-key DNS_SERVERS
set value dns_servers
exit
h) =eld lubol el A wul9lS 4 E R FHehe] X4 gtk
enter bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

) SR 2 et B thef el P F2E AT

z3gel Firepower 93000 Al & 52 A X|3}X] &2 A= AMA]9 37| 5 &5 E59
g8l 1P A4S AAs o FULh 3 RES EF TAASHHA &2 45 S8 2H7 Y

=]

&3} 3ol Pva 7] QIE Ho] = A A2 A G
1. e g o] = AAE Bd dY
enter ipv4 slot_id firepower

2. AoJEQ o] F4E5 A3
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1.

setgateway gateway address

IP 2 R rk2as A4

set ip ip_address mask network_mask
#E P RES TRFYH

exit

A A 2] A mEel ta) W o
3} 7o) Ipve 22 QlE o] = AA 2 A4 T o
e SIE o) 2 AAZ A4 YT
enter ipv6 slot_id firepower

Aol Ede] #2844 FY
setgateway gateway address

IP 524 9 A FARS A A o

set ip ip_address prefix-length prefix
HE P REE TEHUTH

exit

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower

/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS_ SERVERS

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com

ziggy$tardust

Spidersfrommars

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)



| =24 eube) =

Firepower Threat Defense = 2] 2~E] A4 .

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

veld Hule] 2 BES Fagyd
exit
A b 2 E o] WS SIS the AHE S WA AP Th
a) AH& 7he e Bl S FAE YT
show app
of A

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
ftd 6.0.1.37 N/A cisco Native Application Yes
ftd 6.1.0.11 N/A cisco Native Application No
ftd 6.1.0.21 N/A cisco Native Application No

b) AHEF w9 mEE g,
scope app ftdversion_number

o) o MAS 7IEHeE A
set-default

d) ol We] HF AREA} gho] A 2 Al efol] & gt
accept-license-agreement

o U EEE FRFUL

o A

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default
/ssa/app* # accept-license-agreement

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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/ssa/app* # exit
/ssa* #

TAL Aulg U}

commit-buffer

Firepower 4100/9300 ) A ¥2] AH(supervisor)i= 7] HQF B5 A X Ego] S th-&- =
gy FEAER 4 9 e B Ho] 2 A S 7 Bk Bad et e 2HE 58

o

e 2~Hol thE MAIE F718te ™ 3L+ chassis-id 2
E Al¢fstal o] AAE HHEIIY T ol Y T AfA] ol F A sk S AR Y T
] 1P 405 AFE-3Fo] vk~ H -3 S Firepower Management Center©l] 5=7}3}F

Firepower Management Center®l] 5=7}3}7] o] BE F8]2~H f5 o] FXOSoA A4 o2 A%

2228l glofof Fth,

212 Firepower Management Centerol| A &d| o] B -5 & A5 o 2 &2 gt}

of

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 2
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 3
set port-type firepower-eventing

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

enter port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit
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exit

enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3

exit

exit

exit

exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

A 29] 7%
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scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
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enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

FH 2 Y S

7|1 22l 2E oA FTD ¢ &8 HI¥ & F7Fe A a4 g ok FXOSol A A S8 28 Wl & 5
7}k W] Firepower Management Centerol] Xl & W & A5 02 F713 ),

4

L
=

o] HA}o] FXOS WA= Al AjA] 571 Al el vt 2 8- Ut} S 2] 228 g o] o] n] &/ 3} Firepower 9300
o A} ES F718h= A 9ol BEo] AHs oz FrhE

| &8 22F W¥ & Firepower Management Centerol| A] 2} A| sl ofF gt Th A f5l o2

- Firepower Management Centerol| A Al T n}o] == IF= o}

« AEH o] 2= A& A AfAI Al A & L3l oF Y ok FXOS AfAl -4 U] 7] ¢F 714 8.7 & &3]
o] ZRM2E Y HA 73T = AdFH T

N
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. Radware DefensePro %

L 2AIA

S 2Hol g2 AAIE FrHetE H v A& A f5HA A sl of 3t 73 9-E A €] 8k AL Firepower
Threat Defense S 2] 22 A A, 241 H| o] X o] A& wkHEgh ) of U™ T A A] 5o 5L 3 14
LA S

« Aj A ID

« A IP F4

Radware DefensePro 3

Cisco Firepower 4100/9300 A Al el A= & Brello] =of] gli= of o] Aju]2x(el: W3] 5l A =5tE]
DDoS o} 2] A o] K)& A3 5= gLtk o] el Z el A o] A B A H] 2= Au 2 91 A 8]
s #A 222 5 A

Radware DefensePro 4 1.

A A L= = AMu] 2= Aold FA ol A A =3}E] Radware DefensePro 713 & %S A %5} ASA
Wsl ¥ &= Firepower Threat Defense $Foll A A @ & 4= )51 t}. Radware DefensePro+= Firepower

4100/9300 A A] | 4] DDoS(Distributed Denial-of-Service) B4 % €3} 7] 5S A 3-3F= KVM 7| vk 7}
& EREFJ YT M H| & Al o] o] Firepower 4100/9300 A Al ol A g 8kl 74, Y[ E9] =L2] Eef 4
2 7] & ASA H+= Firepower Threat Defense ® 89 o] =25} 7] 2ol "4 DefensePro 7Hyd & &<

%3}l of gt

4

* Radware DefensePro 7} & 3 &2 Radware vDP(7}/3 DefensePro) == 7HH8HA vDPEI AL &

e,

+ Radware DefensePro 7} =

e
=

7o Wt P b 7ol g et E )

rlo

Radware DefensePro©l| tf s+ A} & - A}3&}

Firepower 4100/9300 A} A] ] Radware DefenseProS - %3} 7] % ol ete/UTC ¥ A|ZFHZ NTP A1
=AM} 52 Firepower 4100/9300 A Al S T4 3] oF 31 T} Firepower 4100/9300 A A] of] 4 s 2
A ZHe A7 k= Bl o gk ZpA gk W82 A B A E A 100 Bl o] A& RS Al L.
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REEEBEEEEEN

KH] 2 Ao d el %)

vl

* ASA - Radware DefensePro(vDP) Z &2 b3 E 2ol A ASAS} 74 XYt}
* Firepower 9300
* Firepower 4110
* Firepower 4120
* Firepower 4140

* Firepower 4150

* Firepower Threat Defense - Radware DefensePro 2 2 352 TF2- 5.9 ol 4| Firepower Threat Defense

st 371 A 9E U,
* Firepower 9300

* Firepower 4110 - +=2] & t]u}o] =9} F Ao gl 78| o]H & F+F3 oF gt} =2 % t]n}o]
27} oju] tufo] o) A o] ol = H A olBl & AAE = glsy Tk

* Firepower 4120 - = 2] 4| tjulo] 28} Ao Hl s o] & 553 oF §U T} =] % tulo]
227} oju] yuto] 2ol FA | o] Foll = vl ol & A A = glss Ut

* Firepower 4140

* Firepower 4150

F7h A%

« AH] 2 Ao g2 A A 7 Z 2 ~E] Ao A A LA GE U 131‘%"11/‘] 2 EH AY
2] @ 9] 593 -/d ol A= Radware DefensePro(vDP) o Z 2] Al o] & 75 & = AFH

=238 =2 % t]d}o] 29| Radware DefensePro -7

o A2} 593 ASA I Firepower Threat Defenses=¢] 4] tju}o] 9] kol Qli= T A H] 2 A
Qlell Radware DefenseProE A %] 8h= Wi & HolsU
Al 2bst7] el

s Cisco.com®l| A vDP ©] 1| X| & T} 2 =(Cisco.com®l| A o]t #] T} 2 = 54 5| o] %] %%)3} o}
3] o] 1] %] & Firepower 4100/9300 A A] ol Th& & =& th(3=2] 2] t]ulo] 2 AT E ¢o] o]n|
A] Th2- 2 = - Firepower 4100/9300 A A], 57 ] o] ] =),
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. =93 =2 % t]nlo] 2l Radware DefensePro -

o« Al W Fe] ~E oA B8 -4 © 2 Radware DefensePro o =& Al o] A S &5 4= 54
ok AAl W e 2E o thsiA = < E 2} A A](Intra-Chassis) 2 2] 2~ E] o] Radware DefensePro
774,256 H| o] A AMH S FFAA L

L2 A A

VDPE-O 2 W] o) AE|H o] S E AFETHel i A Qe o] 28
2> 773, 171 o] A ol W mgmt #F o2 AAFU T 159X o2 7
Hio] 25 /& 5 AFUTh

=43 74 S 2 ASA T Firepower Threat Defense +=2] 4] tulo]| ~& A Y= H3 ASA F
7}, 211 #H ] #| =& 55 93 Firepower Threat Defense 57}, 216 | ©] %] %+3). Firepower 4110 5=+ 4120
Hot o] Z o]l ol o] x| & A A sh= AHF- A2 AU 7] Aol Firepower Threat Defense ©] 1]
A5} 0 vDPE A ok Lt

EﬂﬂﬂAUE%%ﬁﬂqq

Firepower# scope ssa

D33k b2 A A QTE ] o]
(e} A=
T -

o Zel Aol del o

Radware vDP Sl =¥~ 5 A A ),

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # create app-instance vdp
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit

T4 AR,

commit-buffer

ok wEe] vDP A P L 2u] A g el g o,

Firepower /ssa # show app-instance

o A
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None
(8 A1 A Q¥ = AR M B s TS B4 T
Firepower /ssa/app # showapp-resource-profile

o All:

Firepower /ssa/app # show app-resource-profile
Profile Name Security Model Number of Cores RAM Size (MB) Default Profile

DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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DEFAULT-RESOURCE FPR9K-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPRY9K-SM-56, FPR9K-SM-44, FPRY9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

10 40960 No

VDP-2-CORES all 2 8192 No

VDP-4-CORES all 4 16384 No

VDP-8-CORES FPR9K-SM-56, FPR9K-SM-44, FPRY9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

8 32768 No

(8 AL o A Aol AL Fhs L2 F g AL gete] Pas Ted e AGY T
2 &% 100 M9E A4

Firepower /ssa*# scope slot 1

i

b) DefensePro o Z&] Al o] A A2HAE & g},
Firepower /ssa/slot* # enter app-instance vdp
c) fZE Aol 12t 2E &3ty
Firepower /ssa/slot/app-instance* # enable
§) Baszesde 243,
Firepower /ssa/slot/app-instance* # set resource-profile-name resource profile name
o TS AN,
Firepower /ssa/slot/app-instance* # commit-buffer
vDP ol & 2] 7| o] A o] Online(2}%]) e 7} ¥ =2 2] tjufo] 2ol fA gt

Firepower /ssa # scope logical-device device name

vDPel 2] QlE| 0] 28 S FLITh el 4 Tuko] 9] 4ok SAF Bel 4 QEls o] 25 AHE
A =) Qe o] 2T AL 4 v,

Firepower /ssa/logical-device # enter external-port-link nameinterface id vdp

O

Firepower /ssa/logical-device/external-port-link™* # exit
vDP-E- o] 3] QTE o)A~ HA S AT
a) FTEZE NAE AT

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) #YIPF42E FAGYL

Firepower /ssa/logical-device/mgmt-bootstrap™® # create ipv4 slot_id default
c) AlClESe] 45 AU

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway gateway address
d) IPF4 % vp=a s A3

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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. 1 E 2} A] A (Intra-Chassis) = 2] 2~E] | Radware DefensePro %

e) T IP 1A HIAE TEFYLH
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) e FEAED LG HE Fa L)

Firepower /ssa/logical-device/mgmt-bootstrap™* #exit

@A 12 ASA HET Firepower Threat Defense & 2 -9- &Foll, vDPE 0| x| & d] o] E] QIE o] ~ & 4 gt}

Firepower /ssa/logical-device* # scope external-port-link name

show external-port-link ™ & S ¢ &3} QA H o]~ o] 55 gAY}
913 =24 tiute] 2o yDPE b,

Firepower /ssa/logical-device/external-port-link™* # set decorator vdp

vDPE A8 7} Q1B #| o] 2] tf &} o] @A & REE T
A4 A EE] gho] IF H o] ol AR E A ES AT

Firepower /ssa/logical-device/external-port-link* # show detail

of All:

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

SANE S A Y

commit-buffer

okl A @ 2]

DefensePro of Zg Aol A HEH T E AAFYTH LU EE AT w747 o A o] A
ol Ael7F 5 A 5y t}. AFA 3 82 cisco.coml] A Radware DefensePro DDoS 2+3}+ A&

ME FEIA AL

2] E 2} A A](Intra-Chassis) = 2] 2~ ©l] Radware DefensePro -3
A\

[N

o o
T
v

AL A2 Aol AfA] I FEl 2E Ao A AL E A BF

Y
o] = Y3 4 ol A = Radware DefensePro o} Z&] Alo] A& 58 4 JF YT

o el LA 3 2 28 ALl

-
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Q1 E g} A} A](Intra-Chassis) = ] 2~ E] || Radware DefensePro 4 .

Al &et7] el
s Cisco.com®l| A vDP ©] 1| X| & T} 2 =(Cisco.com®l| A o]t #] T} 2= = 54 5| o] %] %)%} o}
3] o] 1] %] & Firepower 4100/9300 A A] ol Th& & =& th(3=2] 2] t]ujo] 2 AT E ¢o] o]n|
A B2 = - Firepower 4100/9300 A A], 57 # o] #] ZZ).

L ZAA

vDP-§ 0o 2 Hx o] #e] QIE F o] ~ & AL-&-3le = 45 ¢lE FH o
2= 73, 171 Flo] Al of] w2} mgmt 3 & 2 A A %qu, ™A ¢
Hilo] 25 /1 T AFHTH

ASA 21 E 2} Al A (intra-chassis) 2 2] 2~ E(ASA 2 & 2~ A4, 233 5 o] #] 3k x) 1= Firepower Threat
Defense <1 E 2} Al A] (intra-chassis) & 2] 2~ E (Firepower Threat Defense & 2] 2~ E] A4, 241 7| o] #] % %)
Ei %1}481L4t}

Radware DefensePro& AF-8-3to] (S eto|dE dZ2) X EE dZd o|g gt

£ G 3 b Al QIE A o]
Goll = o el Aol d el ¢

AN

o

enter external-port-link name interface name { asa | ftd }

set decorator vdp

set description """

exit

=] & o ko] ol Tt )% ¥he) ¥ES TG

enter external-port-link { mgm¢_asa | mgmt_ftd } interface _id { asa | ftd }
set decorator """

set description """

exit

DefensePro-& ¢ 5 #&] X EE -3}
enter external-port-link mgmt_vdp interface name { asa | ftd }
set decorator """

set description """
(A ALgh A D E = AL s Bl e 2RI S F AT
Firepower /ssa/app # showapp-resource-profile

o A

Firepower /ssa/app # show app-resource-profile

Profile Name Security Model Number of Cores RAM Size (MB) Default Profile
DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPRI9K-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPRY9K-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24
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. ¢l E g} A A](Intra-Chassis) = 2] 2~E] ©|| Radware DefensePro -7

10 40960 No

VDP-2-CORES all 2 8192 No

VDP-4-CORES all 4 16384 No

VDP-8-CORES FPRY9K-SM-56, FPRO9K-SM-44, FPR9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

8 32768 No

(e AL o] A WA A AL Fhs e =R Bl B ehibE ALESte] Bl ER TS A

&

e
=

o] WA g 7ulstaL U FXOS A Al 7F 2] -1 g v ok

a) &% 1ol S A duth
Firepower /ssa*# scope slot 1
b) DefensePro o Z&] Aol A Q1 ~H A5 & gt}
Firepower /ssa/slot* # enter app-instance vdp
o HEEAIM QTS BB,
Firepower /ssa/slot/app-instance* # enable
d) #as z20ds AP
Firepower /ssa/slot/app-instance™ # set resource-profile-name resource_profile name
e) TS 7B Y.

Firepower /ssa/slot/app-instance* # commit-buffer

SesE TE AYe TR
enter external-port-link port-channel48 Port-channel48 { asa | fid }
set decorator """

set description """

exit

5. DefensePro Q1 =¥ 2 3700 th &k ] FEZERS AU
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
setgateway gateway address
set ip ip_address mask network_mask
exit

o A

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
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1 E 2} 2] A](Intra-Chassis) = 2] 2~ ¥ o] Radware DefensePro % .

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0

exit
wel RE2EY T4 WS TR

exit
w2~ E &g o] = o) A DefensePro o =] 7o) A A ~H 25 3}
connect module s/ot console

connect vdp

B EElo]l =M whe] IPE A Tk

device clustering management-channel ip

ol GA|ol A B2l et IPE AL-aho] nhaE IPE AT
device clustering master set management-channel ip
EEECE R L LRl

device clustering state set enable

o Ze Aol 2&S T8I FXOS E CLIZ Zobgith
Ctrl ]

10,12, 13, 14G A& WH58ko] 11 A o A 81§ mp2H IPE A staL 2F Edlo] = off Z2] Aol
Az’ zo] s S AHE 243gu

TS AR Y.

commit-buffer

L

a ol AR

il

¢+ gk - DefensePro 91 2~® 27} Se] ~H o /48 = Ql=#] &2l oF g o
5. E DefensePro ol Z 8] Al o] A o] ] 2F ol ZAFH A=A &elgtyu)
device cluster show

+ W T StHE AF8-Ske] o] W DefensePro Q122® 27} 7] =
a) DefensePro Q1 =8~ W 9| & A8} DefensePro2] o] 2] Alo] A A vF H o5},

rie
i

Ir
.
BN
rO
N
gk
xS

ﬂ
L
o

scope ssa
scope slot slot number
scope app-instance vdp

show app-attri
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b) &% HHE %AISHL Y AFA S DefensePro Q1 2®1 22 Y HE HoFUT) o] WHAl& ALE-351H &
Foll A= =24 tiuto] &~ W yvDP o ] Aol 1A' A0 AW E B EARY T
scope ssa

scope slot_number

showapp-instance expand detail

DefensePro o 271 o] o] 2}l o] x| 2 Ze] 2B o] o} 4] 45 %) & A9 CLIE T8-S %A
SRkl
H .

App Attribute:
App Attribute Key: cluster-role
Value: unknown

Al 228 o] “unknown” §t& A8 DefensePro ol =2l 7l o] & Al #tekal vk g IP 28 T4 5)
o] vDP S| =HE A4 Yt

DefensePro o & 2] 7] o] d o] 22}FQloln] S2j2F o T4 5] 3= 4§ CLI= Yas FA Y

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

o

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channeld48 Port-channel48 asa

wn
wn

wn
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UDP/TCP 2 E &4 7] 9 vDP §] A ]2 &4 5} .

set decorator ""
set description ""
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

chgol A% 2]

DefensePro o Z 2] 7| o] A o] v
2hQ1 el 7 B A eFF Y o ARA g

HE F2FAA 2

S AU M EHEE AT w717 off Z] Ao] 2 &
£-& cisco.com®l] 4] Radware DefensePro DDoS &+3} A& AW

UDP/TCP :2E & 7] 2 vDP ) A H] =~ &/ 3}

Radware APSolute Vision Manager ¢1E] 3| o] 2~= T} ¢} g+ UDP/TCP X E & A}-8-3}¢] Radware vDP ©l|
=g Ale] 3} T8t vDP off & 2] Al o] A ©] APSolute Vision Manager®} &4 5} o] e]st X E
off FA| 2 7k st W o ' Q&) 2peky A = Flsof dunt. A= 54 FE] gk A}
A gk -8 APSolute Vision AH-& AT A o] th 5 15 FrAsH A 2.

+ APSolute Vision Server-WBM &4 & &9 A Ao Ujgt X E

» Radware T] v} 0] 225 A}-8-3}+= APSolute Vision Server?] £4 ¥ E

Ry

Radware APSolute Vision®l]| A FXOS A Al o] 7% 7} DefensePro o = 2] Al o] A S #2312 H FXO0S
CLIE AF&-31o] vDP §] AU =& &/ shalfoF g .

L EAA

A 1 FXOS CLIGNA] vDP o] Za] A o] A 91 28 ~of A3},

connect module <3 console
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connect vdp

A2 vDP §] AH| =5 24 skt

manage secure-web status set enable

WA 3 vDP o Z ] Al o] E4S £ 83813 FX0S 28 CLIZ Sol7tyt).
Ctrl ]

w=2] %) tupo] 2 3

=g] 4 t]ufo) A& AhA| 5l a1, ASAE
2 t]ujo] 2o A 71E} 2 S 53

N =7l o] A FEo

U2 AakE Faske] of Eej ol d o] & dA g

i

e
4
wo of

zy 1o

A1 24 A7 wE 99 A4 el BE Lol dd g

connect module slot number {console | telnet}

i

w24 cjupo] |

o] Het RES A AshA] &= tlufo] ~ o] Bt qlzlol AZA st A 7 15 slot_number= AH-&-3F

Ytk

Ayl A4 ARG Aol = Al o] A EE A4S 5 9lom A &
o] AFHT}

o A

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

@A 2 o Ze]Alo] A F&oll AAF T tynfe] 2o A d HE S JE P
connect asa

connect ftd name

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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EREBEEFSEEN

connect vdp name

54 o ZgAl ol 73 9 e E el Aol I’ 2T of ] Jo]H QI AT 28] o] F-& A g &l of
o Q262 o] B BelakE W ol E flo] ¥HS dF UL

of A

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

o A:

Firepower-modulel> connect ftd

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

o Zg] A o] Z&E FX0S ¥ CLIZ 83t}

« ASA - Ctrl-a, dE &3 o}
* FTD - exit= ¥ 2 gt}

«vDP - Ctrl-], .2 &gy}

o)

A4 AL 98] FXOS 2 & CLIE AF&3F 5= 9) =

U
o},

)

FXOS CLI®] Supervisor(¥&] A} =0 2 Fo}7}

2EL FRIYL

b) W hEA AL TR
telnet>quit
a9 ARG FEFU T

a) Ctrl-], .5 9934

ol A]

ThE o Al el A = Bt 5 19 3l&= ASAl 143 th3- FXOS CLI®| F=H ulo] A ¥ =2 t}
A FEFY

Firepower# connect module 1 console

Telnet escape character is '~'.

Trying 127.5.1.1...
Connected to 127.5.1.1.

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

=] %) trho] 22 ALA

L 2AIA

Bok A2 w =2 g o,
Firepower# scope ssa

WA QU =2l 4 Tluke] 2ol thF A RALG-S el g,
Firepower /ssa # show logical-device

A4 t=2] ) vlupo] 2 Zhzbol tjal ok e S 9 g,

Firepower /ssa # delete logical-device device name

=24 Hupo] 2ol A w0 Q= of el Aol el ek A FALG S &Y

Firepower /ssa # show app-instance

A8k off Z 2] Al o] A Zhzbel] sl tha B E s Ay
a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application _name
c) Firepower /ssa/slot # exit

TS AR FYTL
commit-buffer

A28 Ao EAA S A g,

of

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State

FTD 1,2,3 Clustered Ok
Firepower /ssa # delete logical-device FTD
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=24 tbo] 20t AAE A e oS A A Axw s 2 [

Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

122 ) tuho] 2o} QAT A ke o] Zel o] ol k2 A4

EAY A28 HAND =59 Aol AEAAIL 2% AAY A BE e
7k EAFh S Fel Aol A AL AR A S A5, AP A el Aol A RIS A&
A CHE oS 1o e AL okl =21 ol A B4 S, el 4 el s
o] AAH A e o Z oM AT AT Wk mE/ALNA A Sel W The AAE AL
F g,

|

EEPNRY

Wl AQH A RES ey,

Firepower# scope ssa

A N Z Ao A AR AZL BT

Firepower /ssa # show app-instance

AT o) Z2 Ao A 22tol ta) The W E e AT
a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application name
c) Firepower /ssa/slot # exit

%IAJ %U]61L4t+

commit-buffer

A28 g0l E A S AR
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. Firepower Threat Defense i=2] %] U] u}o] 9] QlE]do] 2~ 87

of

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Firepower Threat Defense 2| %] T]v}o] =~ 2] QI E o] 2~ ¥ 7

Firepower Threat Defense t=2] %] t]jH}o] 2o A JQE o] =&
A th& Firepower Management Centerol] 4] Q1Ej | o] =~ F-4 & &

iﬂ

A 2a7] Aol

s QIE o] A5 A sl ar A A 1 E | o] 2 4], 171 o] A] & EtherChannel((EE A} ¥) =7}, 172
¥ o] A] of] u}2} EtherChannel S 7184 t}.

=214 gulo] 2of o4 g8 51 Firepower Management Center®l] 4| 5713} H @ glo] g&
EtherChannel 2] ®IH A & =4 & = A HF U}

BEQHH oAV 7R o7 S AF o SdE g9 o] o] addH QQEH o] A5

EtherChannel®l] 718} = 74-F-ol & WA =] 4 t]nlo] 2o A] QA& H O]/\ <

S- EtherChannel®] 218 #| o] 2 & F7}38 oF &1Lt} A EtherChannel®] 73-$- o] & A 3k $of tn}
o] 2~9]| EtherChannelS &3 4= 954 o}

S AHY T 27H8A 9] 7-9-9ll = Firepower Management Centeroll A 4] 2 5 7] 3}s}7] %
of & frilollA 01151;1] o] 25 FIFetA U Al A s oF fHHtE WA S o] B/ ghnlo] ”oﬂ
A Qg #o] 25 WM g ol mp2E] /AN E B FHlo| A WA st Zlo] F5U T Al Qg o

© dYE A vd AR R R QY Hlo] 2 U Y= IS A 9%%‘45}.

EEPNEY

Hob Mu| A REE E g

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)



| =24 eube) =

IS EREESEE REEE PN |

Firepower# scope ssa

=27t 22 B et

Firepower /ssa # scope logical-device device name

1=2) 4 ulo] 2ol A QE o] 25 g 84l g e,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link " &< ¢ & 3}o] QIE] o] 2~ o] & AT

1=2]4] tjuto] 2ol ] Q) o] 2 E FF G L.

Firepower /ssa/logical-device* # create external-port-link name interface_id ftd

THe ARG

commit-buffer

A 2F Aol ERAA S AB YT

Firepower Management Centerl] = 191§ T},

Devices(T] H}-©] 2~) > Device Management(T] B} ©] 2~ #2])E A 813} 31 FTD t]Ho] 2o tf 3] 4= o}
o] (@ ) S YT 7124 0 2 = Interfaces(Q1 E 3 o] 2~) 5 o] A&}

Interfaces(o] Bl g o] ) B §1%: 3 T2] Sync Interfaces from device(T] H}o] 2=0]| A] Q1E] | o] 2~ 57|
shuEs I

Save(A7HE ST}

o] | Deploy(7-%)E 23t &3 H tujo] o] S FE5T 4= )

A B SHEA g,

f>
i
o
E
o,
>,
o
rlo
-4
Hy
]
2

ASA =2] % t]ulo] 2ol A QE H o]~ W

ol
rlr

o
ASA =2] 4 tufo] 2o A e Aol A8 &, &
A o] 25 A5 o2 A}

A = wl A 4= 95U T ASDM 2 Al

A #817) Qo

o 2 A

=

o1E] #| o] 2 743, 171 # o] A] & EtherChannel((£E 2 d) 37}, 172 =] o] %] o] w}z} ¢1E] #| o]
25 T4 3} L EtherChannel S 57134 o}

« =24 tjulo] 2ol S 2] &1 &FH EtherChannele] WA S 788 = 95Ut

« BEQIE o) A7 7| R A o2 S aH ol ddE 59 Zo] ojn] EFE Y oA E
EtherChannelOﬂ F7FE & A 9ol 1A =284 gulo] 2o A Qg o] 2~ &L 3 A gt}
$- EtherChannel®l Q1€ #| o] 2 & F7}al oF St} A EtherChannel] 73 -$- o] = A 3t Zof] t]n}

o] 29| EtherChannelS &3 4= 95U th
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B =929 00022ug3

« 4/ E ] 3 X E/EtherChannelS- #l| 7] 3} 7 1} EtherChannel®l] &% Q1 E]F o] A&

FXOSOl 4] 2] o] 22 A A3hA ASA 4ol A Aol Bo] §A¥mw 7ot
5= A FUTE FANA AE F o] 25 A AT A 9ol = A Ankel] A €
HﬂuﬂAO@WﬂﬂﬁﬂHﬂ]]5?“%?%°iﬂﬁﬁb?ﬂﬁqﬂ

CFY2E Y B DM 9 WE FU0 A STE A 0] 28 FAhskAL A Aok Gk,
A Zello] /2 diufe] o] QB o] 5 WA § Fol wpAE] /e B frlo] A v s
7ol EHUTE A QB ol 2 vl 2 919 TR 2 F7he B e o] 2 wU Y
o= FEe A g

L ZA A

B BQE AN 2 BES 4L,
Firepower# scope ssa
WAl 2 =2l Hube] 22 B
Firepower /ssa # scope logical-device device name
713 =24 tuto] 2o A IF Flo] 2~ & S s Al gt
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link ™ & S ¢ &3} e o] 2 o] F-& A G o}
e g o] 28] A% Al whe] QB A o] 25 FThelr] Holl A A Qe o] A5 AAFE v
commit-buffer § & S A}-&3}o] W7 A g+S ﬂ gl o},
Al 4 =2 A Tupo] 2ol A IE o] 25 TRy
Firepower /ssa/logical-device* # create external-port-link name interface id asa
9A5 S AU
commit-buffer

A28 Aol EdAAS AR T

=] 4 ufo] 2 B E 3

* show app
AHE 7Hs 3 o] vl A & Sl g,

=

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App
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SEEREESESCISERN |

asa 9.10.1 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
ftd 6.2.3 cisco Native Application Yes
vdp 8.13.01.09-2 radware Vm Application Yes

show app-instance

o=l Aol AT A E 1

ox

il
—I {
rO
oot
i
o

e

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None

ftd LD2 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None

ftd LD3 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None

ftd LD4 1 Enabled Online 6.4.0.10353 6.4.0.1056

Container Default-Small Not Applicable None

show logical-device
2] 4] tlufo] 2ol g Al FALGS sl g o
Firepower# scope ssa

Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template Name

Standalone Ok asa

)
n
)
st
-

show app-resource-profile
vDPol| th 3k 2] 4 22 S AT
Firepower# scope ssa

Firepower /ssa # scope app vdp 8.13.01.09-2
Firepower /ssa/app # show app-resource-profile

Profile Name Security Model CPU Logical Core Count RAM Size (MB) Default
Profile
DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes
DEFAULT-RESOURCE FPR9K-SM-56, FPRO9K-SM-44, FPRY9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24
6 24576 Yes
VDP-10-CORES FPROK-SM-56, FPRO9K-SM-44, FPR9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24
10 40960 No
VDP-2-CORES all 2 8192 No
VDP-4-CORES all 4 16384 No

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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VDP-8-CORES FPROK-SM-56, FPR9K-SM-44, FPRO9K-SM-36, FPR9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24
8 32768 No
* show resource detail
3L = = (e} = =

of Zel Aol = 2o 3k 2] A TS gl
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

* show resource-profile user-defined

gas red dgS Sl
Firepower /ssa # show resource-profile user-defined
Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest
silver No 8 mid-level

oo = A ¥ = Fel 2 Pl thak ulgol vhek Ay
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O ool Al = U4 2F5-E 9f 9] - 2}-9-F o] Alo]of $A] SH( e 2~-Ab-22 4F9Y) 270 Hl el ¥ AlE] 747}
of 271 9] &2 2~H W7} YT 8] 2~H WH & DCIE S8l S22~ Alo] a2 A4t
Z} Aol E o] FefE] WlH = W5 2 9] 58 29l EtherChannel & AF8-3Fo] 27 A9 X|of] AAEY
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t}. Firepower Threat Defensel|
,\11:‘1*4_1 741;11}\15 EE%—/\}
|3 glsyh

FTD B 4 6.3 o] A}o] & a3
[BR=4

e
kl

A7H/5=7 ¥ FXOS ™ & : connect ftd
name, connect module telnet,
createbootstrap-key
PERMIT_EXPERT_MODE, create
resource-profile, create subinterface,
scope auto-macpool, set cpu-core-count,
set deploy-type, set port-type
data-sharing, set prefix, set
resource-profile-name, setvlan, scope
app-instance ftd name, show cgroups
container, show interface, show
mac-address, show subinterface, show
tech-support module app-instance, show
version

A 51/4=7 ¥ Firepower Management
Center 3}¥:

Devices(T] B} ©] 2~) > Device
Management(T] H}-©] 2~ #2]) > Edit(5*
) o}o] & > Interfaces(] E] ¥ 0] 2~) Y

42>

e

A =2 A Hnfo] ol o

R

o,

0

24.1

219F/5-73 % 78 % enter bootstrap-key
FIREWALL_ MODE, set value routed,
set value transparent
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A/ E W = set cluster-control-link
network

FTD F-EXE ) 514 o] 7 -5- o] A FXOS
CLI® Al FMC2] NAT IDE A A & 4= ¢)
/\

Rsh=g

FXOS CLI®| 4] FMC NAT IDE A
? A4 T} o] dell &= FTD CLI Y]
JNATIDE AR 7 AA5Y
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Mo e 291 54 9
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1 NAT ID(IP 24 2 E A&
NESSAZG L AL R

o Ob off X r@ i Rl B B N Mg 22l o
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Y

Al 5t/4-73 5§ % enter bootstrap-key
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Firepower 4100/9300 A A] of] tf] gk A} o] E
IDE T8 E T AFUTE dell= ASA
o ZE] Al o] Ulo| A A E IDE T4
ok HFUTE o] 7% gl 271
o] sl HHFUTE H o] ASA T
A Yol A Ao E IDE A4 < E
Yt} B3k Aol E 1F Ee] 2~ E ] 29
S3AAS Ao &gste | St 2
%5 0] A H ASA9.7(1) 2 FX0S2.1.1
2 dadgo]l=sh= Aol 54

U Hd S 4 AF U set site-id

FTD 25 671 E 93k A A] 7 28] 2 H

B

2.1.1

ASA Z2 2E 9| A 16 Firepower 4100 A}
Alol th gk =]

2.0.1

ASA Z 2E A A 16712 A S
FY2HYE 5 JdHyh

Firepower 410091 4] ASA S & 2~ & 9]
gk 2

ASA Ze]2~Holl A AU 67l AA S
selaHY e 4 g,

Firepower 93002] FTDol| A 1 E 2} A A]
= 2] 2~ E] ¥ (intra-chassis clustering) #| 1

Firepower 9300-> FTD ©f Z 2] 7] o] A o]
A= AEZ A S 2=HH

(intra-chassis clustering)= A1 g1 T},

714 8 % enter mgmt-bootstrap ftd,
enter bootstrap-key
FIREPOWER_MANAGER_IP, enter
bootstrap-key FIREWALL_MODE,
enter bootstrap-key-secret
REGISTRATION_KEY, enter
bootstrap-key-secret PASSWORD, enter
bootstrap-key FQDN, enter
bootstrap-key DNS_SERVERS, enter
bootstrap-key SEARCH_DOMAINS,
enter ipv4 firepower, enter ipv6
firepower, set value, set gateway, set ip,
accept-license-agreement

Firepower 930091 4] ASA =5 16715 ¢
Sk 9l E 2} Af A] & 2] 2~ ¥ (intra-chassis
clustering)

HAA ASAE St AA ZF 2 2HPE S
gt 5= dF YT Aol 16712 Al
Al Aol 16719 R ES 38 5 9l

&y,
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715 °ol&

7]

olr

;gy_

Firepower 93000 4] ASA S 9] 3+ 21 E g}
A Al & 2] 2~ E] ¥ (intra-chassis clustering)

Firepower 9300 A A] U] F-of| A] B ASA
HeRES S aHd S dFHTh

Z7}4¥ 8 = enter cluster-bootstrap,
enter logical-device clustered, set
chassis-id, set ipv4 gateway, set ipv4 pool,
set ipv6 gateway, set ipv6 pool, set key,
set mode spanned-etherchannel, set
port-type cluster, set service-type, set
virtual ipv4, set virtual ipv6
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« ol 5 v A A/g] A n A, 280 #H o] A

o HoF RE/ql7 &1, 281 o] X

o Wk BE/QNF gl A7, 281 | o] A

« Heb BE/elx &2l thA] 27]3}, 282 # o] X

9 = 2ol 414, 283 7o) A

1171/ 7], 284 #| 0] #]

K
)
[

m (g
<
o

Z

o W

i
X
i, Ho
[
{0

-

]

FX0S H ol R 5/H ol ezl A B

B o 25/l F o A FXOS CLIZ A}-&381o] T8-S

o

@ % g%k

* Decommission/Recommission(3f| A/ 4] ¢] EN)(E.SF 25 1H) - K ot
A Bl e Solgtynh B3 54 A% AEE T REes aAS T g ¢
AFU T Bt g v AR A/ AR A, 280 H| o] A& F2EHA Al L.

o 2ol Az dadyrh Bk wE/dx g9,

d
f
0,
td
i
tlo
o
2
ol
ne)
f
o
fd
e
-0,
do

I

Acknowledge(2FQ1) - Al 2 A =] ¥ K<t
281 H o] A& FxePA Al 2.

Power Cycle(1 & A}o] 2) Bl Ba/M X & A A A v, 1ok g/l %] 241 24 7, 281 7] o
A& FZxsHA L.

Reinitialize(THA] 2271 3}) - HoF B5/917] ol = ] =& thA| 2Wisto] B F-5 5 o Z] Al o]
H3h A2 0ok WE/AR A AA R e Al oAl A A 271 5E ghE
5, Hek Rg/l el gis) =24 vnfo] 27+ = o] 2] 9 Firepower eXtensible 2% A A ]|
A= o EE Al o] X E Qo & vhA] AR HaL, =] A tute] 28 A 538t aL, o ZE] Al o] A
S A5 o2 A Y Bek RE/Ql7 391 thA] 27] 8}, 282 Hl o] A & FZ3IAI AL

AN B RE/QA S RE B A oA vlolE vhA] 71 shshs Bt A
ik 2ok BE/ALS T 27)8ke7] Aol RE o Fel Aol o]
B NS A 2
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%

« A9 117)/717) - Bk BB/ e] A9 el A s oh A1 E mE/elR A9 17177 7],
284 T o] A & FF3IA A L.

At EES SAlsH, Bl B AA7F A ol M AAE AL Bt BE S e E X &= A E 7 H Y
Bt Bgol Ay B =g 4 tupo] s s AXES o= v g4 % Huoh

e
Rl

(RUBNAU)
2

=
N

L EAA

RES AN A3EE Y decommission server %
decommission server {ID | chassis-id/blade-id}
OANAE R5s S48 tfufo] 2~ {3 of] whel s & X4& ID(4100 Series) Bo+= Al A HE oF B
B H5(9300 tHlo] )& ARE-alo] RES A g

ol A|:

FP9300-A# decommission server 1/2
FP9300-A* #

o

A=

b

e,

off

bl W7 AbgE AR T,

commit-buffer %‘ ‘“/3 ‘EO_T ?ﬂ] E_:]‘

3 255 YAV Y recommission server HH S &k}

recommission server "vendor"
model

serial number

server

o 7| A 7} 8L thg-& YERE U T

* vendort= AW & A% 3]AL] o] F(H W 5102H Y H T}

* mode1 A1 8] 2d [ID(F o 5102H Y Yt}

* serial numberv= XM 2] A HE () 5102H Y Y T

¢ servert AR EF(A M 2552H Y Yt} 4100 Series T HFo] 2 2] 7ol = A & A} Ut}
show server decommissioned ' %5 A& TA N A Y BE 555 AT 5 JlF )

o) A
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FP9300-A# recommission server "Cisco Systems, Inc."
Cisco Firepower 9000 Series Security Module
FLM1949C6J1

2

FP9300-A* #

B
ol
£
rE
o
>
>
ot
o
)
>3
b
e
kS

G 4 commit-buffer HH S ¢

P

}

s

]

r

L

ol

A BoF BES A Ao AR AY 7] BE S PID(A 3 ID)7F Uh2 B5 2 ul A
B ARES A AEH W sl e RES s oF Y th

Hol o] vt "mismatch( A A" I "token mismatch(EE Y X)) 2 EAH = HA &
. o)

=

il
o

A Bt Bgol o]l & ] AAH G At DA A 5= dlolH7F 3= ATk Bk B
=oll 7159 wlolE 7} 9lar l = M EXolA Abg st = (T ek, Bt REs AR
25 S50l A7 Ale] ofd 78‘%) o 70l =4 tulol AE FHeted WA Bl RES v

Al z27)8ksf oF ST

R AA

)

g},

%74] 1 /fabric-interconnect ==& }g;g

scope fabric-interconnect a

GA 2 WASHA] @S BES YA AAsta BEdow s & o] sdst#] &2(5, PID7}
) Ees BEES u A3k 2o acknowledge slot oS <l

acknowledge slot

o A

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # acknowledge slot 2
FP9300-A /fabric-interconnect* #

?_]'71” 3 commit-buffer Ué %‘% O]:]] @}‘

ol
2
4
o,
o
Y
SE
i)
T
v

%74]1 /service-profile J—EE }\] X—]FZLL] E}'
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scope service-profile server {chassis id>/blade id}

o All:

FP9300-A # scope service-profile server 1/1
FP9300-A /org/service-profile #

A 2 cycle o s R = =R A

* cycle cycle-immediate - EA 25 AYS Ao Ay

® cycle cycle-wait - 7\] iEu O] E’—‘% {%% ;ﬁqﬂ' 7:] 7] 7(4 oﬂ
o] FxE W74 Hd 5% Ft t7] g

of All:

FP9300-A /org/service-profile # cycle cycle-wait
FP9300-A /org/service-profile* #

A3 B ¥ E AlEte] BEe dLE A AU

commit-buffer

Bk g/ el A 7] 3}

2o A8 T2 el &2 Al

et mE/QRS EM 718keHd Bot /%] o} = v A7k R AL A A E EE o = Ao
A QIAE 2, 5 Bl olH 7 AIAE U S Bl 27181 bR 3k, Bl Rg/lxlel el =]
Hu 01i7}¥*é1ﬂ<ﬂ o FXOSOMb HEelAlold AxESofg v A shaL, =2 H Huf

Fo merRE/QIAY BE GZA o)A dlolEE thAl 27 He Bek AU Th et BEAS
gAl 2718h87] ol LE | Eel7ol A HlolE & Melal4iAl 2.
2 A A

WA mok Au s REE Qe

scope ssa
@A 2 Aot BEdd s €% RS AU
scope slot {slot id}

o A

FP9300-A # scope ssa
FP9300-A /ssa # scope slot 2
FP9300-A /ssa/slot #
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a4 [

o

E}ﬁ]3 reinitialize1§i%

o A

FP9300-A # scope ssa

FP9300-A /ssa # scope slot 2

FP9300-A /ssa/slot # reinitialize

Warning: Reinitializing blade takes a few minutes. All the application data on blade will
get lost. Please backup application running config files before commit-buffer.

FP9300-A /ssa/slot* #

e

ot

=y

w7 4 2o uhel ofZel Aol H 74 5l
@A 5 W E ABlste] RES T 2
commit-buffer

Eg ol YA AlZFE AL Hg ] B H ol B 7 A Al Ut o] A2 8 AR Y 5 35U

S 6 show detai1 §H S AHEERC] Al T el o] A, ThA] Tole] AT E wi Au) L A ¥
2] Au) A OF SE S Held 4 gL

8 Aoz dAsted v
TYFYTE o= BE OIR(%E}OJ SRl 11171) -raﬂ Al o = /‘}%% A T

H UEN A Z5S AL WA S G- Aol A A Tho] =8 A B gl gl o] =
o] A A& w24 A] Q.. https://www.cisco.com/c/en/us/support/security/firepower-ngfw/
products-installation-guides-list. html & ZZFHAA Q..

ZRAA
%74] 1 E%% gi\ﬂ'?_g_i %7‘4 0]'34 D‘j E}% Ué Eé]% /‘}%3}04 /fabric-interconnect EE% }\] Z}z}l— ‘—4'%

scope fabric-interconnect a
scope card ID

A 2 show detail o AFESHH A A AJE]E B8] o] Zl=o Higt AR E B 4 dF YT
GA3 EES exgelor sty S8 ¢JeEd ok
set adminstate offline

A4 T W A

I
it
i
v

23 A commit-buffer 8 H S Y

A
FEo] o3l e Q%] 8213} M show detail ™ # S T}A

>
op
i
ald
30,
oy
v
o
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GA5 YEA B5S thA] 2okl JHl = A4 sk v

set adminstate online
commit-buffer

filo
ins
JE
s
i
0

o

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope card 2
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:

Id: 2

Description: Firepower 4x40G QSFP NM

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-NM-4X40G

HW Revision: 0

Serial (SN): JAD191601DE

Perf: N/A

Admin State: Online

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A
FP9300-A /fabric-interconnect/card # set adminstate offline
FP9300-A /fabric-interconnect/card* # commit-buffer
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:
Id: 2
Description: Firepower 4x40G QSFP NM
Number of Ports: 16
State: Offline
Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G
HW Revision: 0O
Serial (SN): JAD191601DE
Perf: N/A
Admin State: Offline
Power State: Off
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
FP9300-A /fabric-interconnect/card #
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scope service-profile server 1/1
GA 2 T cycle B T 3IUE JEH YL

® cycle cycle-immediate - ——;z‘}‘] E“EZ_F Xd%% Z E}ﬂ' ﬁ q E}

® cycle cycle-wait - 7\] 2 A 7 ’—% ﬁ
Ho 5% st A7y

o] £52 71X

\;_]'73” 3 commit-buffer tg %] ’%

g7t A7) Aol gl A A 52l o Ee Aol

2HElo]

2 ste] 24< AR,
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13
T4 7HA 2 71 1 7

« 74 7EA 7 B 7] A K, 287 #H| o] A
« FXOS 74 3+ Ul 2] 7], 288 =] o] %]
« AHE T4 W B 7] o F, 290 | 0] A

o A BT v 4 A, 291 H o] A
« 74 3 71A 271,292 | o] A

I B 7] AR

T W B 7] 7]5S 28314 Firepower 4100/9300 A Al 2] =] 4 tjnfo]~ W ZE 744 A A S
i%‘oh XML 3t S A4 A 2 Yud 5 lFUTh Yol g 74 Y-S 7P A 744 A

< Firepower 4100/9300 A Al o] w2 7] 2 -8-3}o], e 3 A FA 02 Fol7FAY Al 28]
OHEH H 578 4 A5y

A7 %A ALY
C A S g FAEA A . A SIS FEEE A
717t AR g S AU,

ColZel oM Tl A AR A shelo] EekE| ) kLT o Telvlo] M whel A B
He P sl o) el 7o) ol A Al Fehis 4 we) £ ALgslof e,

A& ALgF T4 7P 2

“

* Firepower 4100/9300 A| A] | A 41 S 714 QW Firepower 4100/9300 A} Aol &= BE 7]E2] +
(=] A Hnto] 2 Ehyo] A E AL 7FA @ 7] shdel] 3 A o2 ks ulA

s TS 7P L A9 A8 S W 5 A Firepower 4100/9300 A Al 2 17F 714 @ 1= A o] &

FH

T4 S 744 Q3= Firepower 4100/9300 2§ A1 &] Z#E A X Ego] Bl A Y w1 w9} F A3 u

Adolofop Pt W o] b= 714 9.7] ﬂ%H % o] 1 7] %] ¢ <51 . Firepower 4100/9300

AAIE fadlel = B vhp 1o =8 wjrit} W] 45 WR Y= o] F5UTh

TS 714 Q.= Firepower 4100/9300 A Al ol = Y WS w2} LS &0l A UESH A

Rgo] AXH o] glofof gt
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B eos 4 s um)

FX0S -4

» A& 714 Q& Firepower 4100/9300 A Aol =, 7F4 @& R W 7] Lol Aol =24 tu}
o] 2o i3l SulE nZE o] off ZE] A o] A o] m| A 7} A X =] o] glofof T,

« o & 2] 7l o] A ol EULA(End-User License Agreement)”} 34+ =] 2] tnfo] 27} 7h4 @ = 443
gtdo] Zstr|o] Qo A S 7FA 7] Aol Firepower 4100/9300 A A ol A & & off & 2] Al o]

PR — 1o,

A o] EULAY 59 g of gt} ofm 2] o] Al uf gt o},
4

&MY Has 9 2] A] 54 o] H&

2ol HAVSHA Al 2.

ul o]

o224 g0 2w W) AsAL /1 S e

gl W B 7]

Firepower 4100/9300 A} A &] =] %] t]nfo] 2~ 9 Z A E 440 HA S E 3= XML Y-S 94 A
W2 yRydE A WEWr) 75 S AE g
T4 WEW7] 7]%5 Abgel tie o R A 7P/ HE 7] RS R AL

ZEAA

g
)
dlo
o
¥

A A E A S WE W
scope system
export-config URL enabled commit-buffer
the P ShhE Abgshe] Ul Shle] URLS 44
* ftp://username@hostname/path/image _name
* scp://username@hostname/ path/image name

* sftp://username@hostname/path/image name

* tftp://hostname : port-num/ path/image name

Aok Utk 9 o5& A G o 4

o A
Firepower-chassis# scope system
Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml

enabled
Firepower-chassis /system/export-config # commit-buffer

]

EERMECER R RE R
scope system
scope export-config hostname

show fsm status
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<A 5

ol A|:

Firepower-chassis# scope system
Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Nop
Previous Status: Backup Success
Timestamp: 2016-01-03T15:32:08.636
Try: O
Progress (%): 100
Current Task:

710 WHW7] 215 Bejd v

scope system

tlo

o2
sl
°
o

<
T

show export-config
& WRy) 44& s 5w oS ST ok,
scope system
scope export-config hostname
WE7] A4S 4t ohg 9P Aeg o
* {enable| disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-filepath and filename
* set user<user>
WEWZ] 25 A Al BeS 3y
scope system
delete export-config iostname

commit-buffer

mxos 4 w2 w7l [l
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| IR R

A 4 o) 7] el o}

Firepower 4100/9300 Af A1 &] =] 4 t]ufo] 2~ W ZHE 4 AA S ¥ 33 XML 314 S 94 A
HE 2 o= YR HA doke WEY7] 7]5& AR FUTH R W7 & i, H)

o At e o oked 4 dFUT 74 HE W7 ¢ ke WrE W] 7]l
S 2 ook wpet AUt ol & Eof wjF oY % 104 HEW7]E o ¢Fgh
Faduitt 0 F 1040 A2 WH WIS ET AT

T8 WEW7] 7155 Abgol tie 588 AR 74 7P 7B 7] RS x4 A Q.

L ZAA

o ekg YR W7 Z-S AA s E:
a) A TASYERE HYS AT
scope org
scope cfg-export-policy default
b WlRdr] gAE Sdst .

set adminstate enable

set protocol {ftp|scp|sftp|tftp}

d) W FAS AFE YA IPFA EE TAE o] 22 XA EFU T o] = Firepower 4100/9300
AAIZF M EQ S S8l A28 7 = A H, 2Ee A ogle], 24 =eto| X, 7]El ¢ 7]/~

ZREEE Pt

IP 27k oheh B2E o) F

ofo
ol
iy

1= 79 DNS A & -4 8l oF it

o

A}

set hostname hostname
e) ZlEFkoleo FEE ALS

set port port(3:E)

ol
rir
kel
[m

e A zEMEs 949y,

o AA M) ZIAW 9 43T ALEA o] FS AT Th TREZ] TFTPY 25 o]
= A g5 g4

set user username(AH-8-A} ©] &)

e
[

g 04 A A8 o B UM EE AR UL LR EZ] TFTPY A5 o] A= 445
A ek o
set password password
b9l o] 5e A A5 R

h)y T8 LS R AA B 23 olF 3IhE AL THT
7] Aatel A skl ol F&
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setremote-file path _and filename

DA AE WEWE 83 2% 24 T O Daily(7) %), Weekly(W15) %= BiWeekly(Z
F) % s & JEun

set schedule {daily|weekly| bi-weekly}
Do A" el EdaEe AU

commit-buffer

< A

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-policy default
Firepower-chassis /org/cfg-export-policy # set adminstate enable
Firepower-chassis /org/cfg-export-policy* set protocol scp
Firepower-chassis /org/cfg-export-policy* set hostname 192.168.1.2
Firepower-chassis /org/cfg-export-policy* set remote-file /export/cfg-backup.xml
Firepower-chassis /org/cfg-export-policy* set user userl
Firepower-chassis /org/cfg-export-policy* set password

Password:

Firepower-chassis /org/cfg-export-policy* # set schedule weekly
Firepower-chassis /org/cfg-export-policy* # commit-buffer
Firepower-chassis /org/cfg-export-policy #

Firepower-chassis /org/cfg-export-policy # show detail

HH HH = H

Config Export policy:
Name: default
Description: Configuration Export Policy
Admin State: Enable
Protocol: Scp
Hostname: 192.168.1.2
User: userl
Remote File: /export/cfg-backup.xml
Schedule: Weekly
Port: Default
Current Task:

T WEWY] v 4E AA

SR 7L )0l 78 R W77 A A A 2 - Al =l el A @75 A e = el H Export
Reminder( B 7] v ] &) 7] %5& A&y o)

EZAIA
T R vE] dE S sk tes T
scope org

scope cfg-export-reminder

set frequency days
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set adminstate {enable| disable}

commit-buffer

o) A

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail

Config Export Reminder:

Config Export Reminder (Days): 10
AdminState: Enable

7 2.7

Firepower 4100/9300 A Al ol A dof] B 4 A S A&t 743 71427 715 AHEE
AFHTh o] 75 & AHESH Gl FEF FAH SR FolAY A AF e 25 ——% T 49
FUth 74 7HH 7] 715 Aol gt Fagt AR = 7 7HA 7 B 7] A B S RS A
o

SR A A

A7 Bl A T4 FAL A 2w he-2 SR
scope system
import-config URL enabled
commit-buffer
Th TE % ShhE Abgste] 7hA & 919 o) URLS A 43 o,
* ftp://username@hostname/path/image name
* scp://username@hostname/ path/image name
* sftp://username@hostname / path/image name
* tftp://hostname : port-num/path/image_name

o) A

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl1@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot
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Firepower-chassis /system/import-config # commit-buffer

S 2 1A 9] o) FelE Felste W e FAFUTh
scope system
scope import-config hostname

show fsm status

o All:

Firepower-chassis# scope system
Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status
Hostname: 192.168.1.2
FSM 1:

Remote Result: Not Applicable

Remote Error Code: None

Remote Error Description:

Status: Import Wait For Switch

Previous Status: Import Config Breakout

Timestamp: 2016-01-03T15:45:03.963

Try: O

Progress (%): 97

Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:

MgmtImporterImport:configBreakout)

SA3 7IE A Y] A S B tas ST
scope system

show import-config

W4 71E A 2] A S SRS B ST o
scope system
scope import-config iostname
A7) AP AW e B e AT
* {enable| disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-filepath and filename

* set user<user>

G 5 7hA 2. 7] A4S AbAl e W ohe-S S g o)
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scope system
delete import-config hostname

commit-buffer

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)



71 3 A, 295 # o] A
HES T AZA H2=E, 303 7 o]

EE A G &<, 304 3 o] A

A]

e 2T EY o] Foflol A HE 307 ¥ o]#]
o 22k5 9k A Al A B 311 Ho] A

Firepower Threat Defense =

14

e 2E o] Afsf H, 321 o] A

S AR
W7 A= A4 L A FAE T ¥ 7] SFAL Firepower 4100/9300 A A S 5381 ElY 355 I
oFab] 913l AL 2 2 513 o3 0 A QU e 2 A 27 A sk Firepower 410019300
AL o] 4 IE o]~ 5 FHshe EHI S 2AT 5 dFYTh
ofg] siZl WA S AT 5= o, 2 A2 o2 QlEFo] =9 Ega e AT = AUF
o 2 2R Aol 5 2 QTE A o] sl tie) ize] w7 A (PCAP) Tl o] AT,
Wl o] ¥ E v
Firepower 4100/9300 A Al 5= vl W} 22| 91 £ Eof] T w58 & ARE- Ut
HFRE EE g A
Hol & /434 A Ethernet1/9 Internal-Data0/0
ROt 25 1/ Az Ethernet1/10 Internal-Datal/0
HOFEE?2 Ethernetl/11 Internal-Data0/0
HOtRE?2 Ethernet1/12 Internal-Datal/0
HeFHE3 Ethernet1/13 Internal-Data0/0
HOt B E3 Ethernetl/14 Internal-Datal/0

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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« W7 WA AAE DB 8l AR A 3ol FESHA 5 Aol = A A A
S g A E YT 2 A AR S Al Eeh] el A e ikol S @A) gl of Tt

el DA 7l A A2 A DA FF Y

o]
o W 2915 9] 1 e 2 e Al ol A R A A o

s U5 =91 %] ol A o] sl e 4= §l& 3 F](Security Group Tag 2 Network Service Header ¥l %] )oll &=

HE 7} w7 o)A ek

491 Q1el o] 2= S ol gl
ol dialA AR AA T 5 A5

31¢) S1E H o] <71 o] 2] A YuletE Al 5HY Sl H o] ~ 3}

» EtherChannel A A 4} EtherChannel 2] 3¢ S1E]#H o] 2~of tfs] S 7 & A& 4= gFYr}. L
) =g] A t]ufo] 2o %% EtherChanneld] 73 $-oll & EtherChannel-/] Z} Wy ol B ) o] 2~ 9
A RS AT 5 JdFYTE H9 SlEFH ol A~s ddstal A9 e Ho] A= &ElA] Y

5ol B Qe Fo] 2o A A2 S AT 5 flFyTh
WA A A e] 22g A ElQl Fetell = PCAP Y& H AL AW i = gl yth

« W7 A AAE A AlsHE el AT AdE 2 2 WA oA = AR Al YT

EEPNRY

A1 AR AA RER Sof g
Firepower-chassis # scope packet-capture

SA2 dEE AU sl A ol i B E -4, 299 H| o] 4] S A L.
HZ A Al del 23 A F o] 2o BHE A8 dFH T

SA3 A2 A AHS AAAL S E oS T
Firepower-chassis /packet-capture # enter session session_name

A4 o] HZ WA AAE AES WS 275 A B FYH

Firepower-chassis /packet-capture/session™ # set session-memory-usage session_size_in_

1~2048MB B 9ol A W3] 7] & A A &f|oF gH T
A5 o] HF X M A A o] Aol & A GG
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Firepower-chassis /packet-capture/session* # set session-pcap-snaplength session_snap length _in_bytes

A5 23 20 64-9006H0] E ol oF Tk A4 2y Aol & P ko 72 1A Lol
= 15188} EQJ U T},

o 77 A A Eakalor & B £s EEE AT
E
[e)

o2 EEAA WAL & 9Lo SELPRESFRRETE
Choll A A1 A4 & = 5 T xﬂ FXE UE Mre] wH A 5 o] AAdH YT

EtherChannel % | of] T 3] 2] 2! & 4 A & == Y5 vk 12 =2 4] vjuto] 2of &% EtherChannel
©] 7d -9l i= EtherChannel 2] 2} 51} 1E{ o] o] o]l A 3 71 & 7B A & = QL5 vt 819] 1 ) OV\L
333 A9 EtherChannel S S8 %] b= 7 Qo = dln] ol H| o] 2o A A S WA T = 5

2

rﬁ
é
Rl
o
i,
N

Yt}
aL Sf 71 A Mol A EEFS A A H ofgfol] LEE & ol A create 4] deletes A&
aRi=

a) 2YH 2TESAZFYG
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port id
of A

Firepower-chassis /packet-capture/session* # create phy-port Ethernetl/1
Firepower-chassis /packet-capture/session/phy-port* #

b) 3¢l B | o] 2ol A s ZIS FHA T T
Firepower-chassis /packet-capture/session/phy-port* # set subinterface id
491 QUE s o] 2 sl o) Aol ah9] QlE s o] 2= 7F of ] 7 lTl ek A Al 89l @18 ] o] 2~
Shutol tf i A Tk ] 7S 782 & 4= 9l 55 Y T EtherChannelol] o 3+ 3}9] Q1 E] 5| o] 2= A4 = 4]
R R B B P P e IR PSS RIS ERE
shie AEe 4 9o o A8 d £ gsy .

o A

Firepower-chassis /packet-capture/session/phy-port* # set subinterface 100
Firepower-chassis /packet-capture/session/phy-port* #

l>

o) AHolY 22 5 e o]y AR A o] 55 AT Y
Firepower-chassis /packet-capture/session/phy-port* # set app-identifier instance_name

o A

Firepower-chassis /packet-capture/session/phy-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/phy-port* #

d) f=gAeld +d& AF
Firepower-chassis /packet-capture/session/phy-port* # set app name

o A
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Firepower-chassis /packet-capture/session/phy-port* # set app ftd
Firepower-chassis /packet-capture/session/phy-port* #

o (18 A3 93 B E 4§
Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

2 Y E A B E A A3} set source-filter """ S AF-8-3U ¢}

ol B A XE E
A shelo] A4 o

lo

=,
e
e |

a) ofZE Aol LEES A4y},

Firepower-chassis /packet-capture/session* # create app_port module slot link name interface name
app_name

b) el QIAE A0 A5 A H o]y 1A 2 o] 55 A dHH
Firepower-chassis /packet-capture/session/app-port™ # set app-identifier instance name

o A

Firepower-chassis /packet-capture/session/app-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/app-port* #

¢ (N AL sk BE S A e Py
Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

g X EJ A DB E A A3 set source-filter """ = AF-&3HU ¢}

N

) A9 VA BLF WF WEale] Yk LE S FeA M TES FhF T
N7 A A& A5 Al Aeke

Firepower-chassis /packet-capture/session* # enable

A= BHE 97 A AR S 7)Ao v s 8-S A o 3w 4

g wf 7 A A o] st Y T e Al o] o)) &4 el W) A & stehd o

7HAE U o] Al S 2 steteE i -4 ol m) &g sthe w2 A Al S v DA shelf o Tt
A28 P EQAAE AT,

Firepower-chassis /packet-capture/session* # commit-buffer
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SPEECEEEEESN |

HZ A A S A shshd Al =gl A S 2 A & A Y T Al Aol A PCAP & B2 5
st |A A S TA s oF Ut

o

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create session asalinside

Firepower-chassis packet-capture/session # set session-memory-usage 256
Firepower-chassis packet-capture/session* # create phy-port Ethernet3/1
Firepower-chassis packet-capture/session* # create phy-aggr-port Ethernet2/1/1
Firepower-chassis packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
Firepower-chassis packet-capture/session* # create filter interfacelvlanl00
Firepower-chassis packet-capture/filter* set ivlan 100

Firepower-chassis packet-capture/filter* set srcIP 6.6.6.6

Firepower-chassis packet-capture/filter* set srcPort 80

Firepower-chassis packet-capture/filter* set destIP 10.10.10.10

Firepower-chassis packet-capture/filter* set destPort 5050

Firepower-chassis packet-capture/filter* exit

Firepower-chassis packet-capture/session* # scope phy-port Ethernet3/1
Firepower-chassis packet-capture/session/phy-port* # set src-filter interfacelvlanlO0
Firepower-chassis packet-capture/session/phy-port* # exit

Firepower-chassis packet-capture/session* # scope app-port 1 linkl Ethernetl/l asa
Firepower-chassis packet-capture/session/app-port* # set src-filter interfacelvlanlO0
Firepower-chassis packet-capture/session/app-port* # exit

Firepower-chassis packet-capture/session* # enable

Firepower-chassis packet-capture/session* # commit-buffer

Firepower-chassis packet-capture/session #

HH H H o H

L
=

A AW F A7 BA A A g5 BE S FAAAL AR E DS, A AR B
3 5 thAl @4 selof W7 vl gel A gL

A A BER Sol g,
Firepower-chassis # scope packet-capture

A s 7R BB E A A sk

Firepower-chassis /packet-capture # create filter filter name
UECE PR EEEEE E

Firepower-chassis /packet-capture # enter filter filter name

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Firepower-chassis /packet-capture # delete filter filter name

sht ol el AE &4 AR skel D AR A1FS A Fuie,

Firepower-chassis /packet-capture/filter™ # set <filterprop filterprop value

WAL IPv4 T IPV6 FAE ARG Ske] DEIYF 5 A, FAT A A AMeNA T T

v AE Y 4 glau.

1A Y5 A 4

ivlan | Inner VLAN ID(EE & E0]7}= &< 971 9] vian)

ovlan | Quter VLAN ID(Firepower 4100/9300 A A] o] 2] 3} 3=7}% vlan)

sreip AP T4 (IPv4)
destip | &% %] [P 2~ (IPv4)
sreipvé | A2~ TP =4 (IPv6)
destipv6 | &2 ] [P 52~ (IPv6)
sreport | AA Y E HS
destport | =& 2] L E H G

protocol | [P 32 2 & Z[10%15= 3 2] ¢] JANA 4 <] Protocol %]

cthertype | o] il L2 E 2 FP[10307 G4 o] IANA B o] o|H Ul ZREZ K9 gL ofl: [Pv4 = 2048,
IPv6 = 34525, ARP = 2054, SGT = 35081]

srcmac | A2 MAC 4

destmac | 224 2] MAC 54

o

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanlO0
Firepower-chassis packet-capture/filter* set ivlan 100
Firepower-chassis packet-capture/filter* set srcip 6.6.6.6
Firepower-chassis packet-capture/filter* set srcport 80
Firepower-chassis packet-capture/filter* set destip 10.10.10.10
Firepower-chassis packet-capture/filter* set destport 5050
Firepower-chassis packet-capture/filter* commit-buffer

HH H = o H
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Firepower-chassis # scope packet-capture

ARSI FAE A2 WA AR HAE G
Firepower-chassis /packet-capture # enter session session _name

N7 A AL A 2,

Firepower-chassis /packet-capture/session* # enable [append | overwrite]

i gE Al A8 FQl st A A S A2 5 fls U T

Y

i)

2 444 Ae] A8 F Fetol = Eazo] AT ul AH PCAP el o] 2717k Zrkg o
3 7] A ghel] =dshH A]2~Elo] 37 2FA| & A]| 23} Al Drop Count(21A] 47) B =7} 57kt

A2 A Ade T ek

Firepower-chassis /packet-capture/session* # disable

Alzg e EAAEE ARG,
Firepower-chassis /packet-capture/session* # commit-buffer

AL AR ALE B A, A0 £ AL ol 9] peap shele] el 24¢ A4
Hek A HOlEl & Gol A A& 49 - 715 POAP HOTEE A A o ohd 4o
e} 7] shal(Ri Al FAAE LI,

of

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

YEH A 37 8475 AFEelo] B4 = Q= F Al doll A 27 3355 2 PCAP(Packet Capture)
FdS geres = dH5UT

PCAP 3}¥ & workspace://packet-capture U EH o AZHH M o} 2w 75 ALY
t}.

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Firepower 4100/9300 A} A] o 4] PCAP 3} B-A}&l2]
o HZ A A A PCAP BHY & vk 2 =ste W A sl Al S TR s oF

e

a) =7 #elo] AAF
Firepower-chassis # connect localmgmt
b) PCAP #& HAMEU

# copy pcap file copy destination

of

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

A 24

A sk QA L NE HZ WA DS AAS A, BE N HE A A S AAE

3
F AU

2 A A

7 WA BER Eojgit),

Firepower-chassis # scope packet-capture

=4 93 A AL A A s el

Firepower-chassis /packet-capture # delete session session _name
WE Y R A AR A sk

Firepower-chassis /packet-capture # delete-all-sessions

A28 Pl ERAAE ARG T

Firepower-chassis /packet-capture* # commit-buffer
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Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

HEHI AZA HEE

SECHEL

TAE o|F EE IPv4 T4V = VES Ao A thE t]ulo] 25 pingdle] 7|2 U EY A AA S
HAE3H W ping W H S AU S 2E o] & = IPve T47 e HWEY A thE tnt
o] 2~ & pingst& ¥ ping6 H & S A T

TARE O|F L IPvd FAE AMEEE Y EY A0l A UE tuto] o] i3 B RS F435tH
traceroute " %S AL AU TH T AE o] F = [Pv6 T4 S AFR8HE U EY A0 A T & tule] &
o o gk %‘i%: F2 3} ™ traceroute6 W &= 3 A&t}

« ping & ping6 8 -2 1ocal-mgmt F = A ARS8 4 QlG Y th
¢ ping " & 2 module HEO| A = AREE 5= QG5 T
* traceroute & traceroute6 "8 % local-ngmt oA ARE-S 5= QG T

* traceroute 8 % -2 module RENA & AR S 4= 9GS
T2 A A

E]’% Ué ‘j’g % 8]"/}‘% (?:} E—ﬂ-lé}‘o:] local-mgmt EElE module EEoﬂ 0375'%1/] ‘:]'
* connect local-mgmt

e connect module module-ID {console | telnet}

o A

FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

TAE O] F E IPvA T E ARS s U ES ALl A v Tnke] 25 pingste] 712 vl E9 A 14
S H2EFYh

ping {hostname | IPv4_address} [count number packets 1 | [deadline seconds ] | [interval
seconds 1 | [packet-size bytes ]

of A:

of ool A= U EH Ao = & tute] =& 129 pingdte] st WS Bl Sy
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FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

from
from
from
from
from
from
from
from
from
from
from
from

.51.100.10

198
198
198
198
198
198
198
198
198
198
198
198

---198.51.100.10
12 packets transmitted,

rtt min/avg/max/mdev

FP9300-A (local-mgmt) #

~E o] &

o fol

E
2=

oS 0o
o=

=

= IPv4 5=
@HleJE}

(198.51.100.10)
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

203.0.113.5 ethO:
ttl=61 time=0.264
ttl=61 time=0.219
ttl=61 time=0.234
ttl=61 time=0.205
ttl=61 time=0.216
ttl=61 time=0.251
ttl=61 time=0.223
icmp seg=8 ttl=61 time=0.221 ms
icmp seg=9 ttl=61 time=0.227 ms
icmp seg=10 ttl=61 time=0.224 ms
icmp seg=11 ttl=61 time=0.261 ms
icmp seg=12 ttl=61 time=0.261 ms

from
icmp seg=1
icmp seqg=2
icmp seg=3
icmp seqg=4
icmp seg=5
icmp seqg=6
icmp seqg=7

56 (84)
ms
ms
ms
ms
ms
ms
ms

ping statistics ---

traceroute {hostname

o) A

12 received, 0%
51.005/51.062/51.164/0.064 ms

a8 AL

packet loss, time 11104ms

| IPv4_address}

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10
1 198.51.100.57

FP9300-A (local-mgmt) #

A 4 (A8 AL exitE A

FEAE A
Che &
ZRAA
A v B

S o
=

1

=

(198.51.100.57)
2 netl-gwl-13.cisco.com
3 netl-sec-gw2.cisco.com
4 netl-fp9300-19.cisco.com

ol#

* scope eth-uplink

* scope fabric {a

b}

ﬁ}cﬂ local-mgmt -

}Cq /eth-uplink/fabric &

she U= 2ol A ThE tuto] 2o B @ AR E F4
(198.51.100.10), 30 hops max, 40 byte packets
0.640 ms 0.737 ms 0.686 ms
(198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
(198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
(198.51.100.108) 0.336 ms 0.267 ms 0.289 ms
RES FRET HPe A e Solght
SEAE ECREEE DL R L
2 Ao
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FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

o
)
ol
s
=)
=
lo
rJ
i)
ox
=
!
_t
offt
ox
=
f
%
X
o
2
b
(m

N
{8
I
Jpu
tio
=5

show port-channel ¥ % & <]
Al gt
o A:

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:
Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channellO Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channeld8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

e HES 4338 /port-channel BRES Al Fslar 7|E

[
=
i
WE,
bl
(m
ol
b
il
=]
>
X
i
v

H

* scope port-channel /D

o) A

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

show W &= d&sto] A AH L E A dol tfg e RS FA G-

o All:

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Failed

No operational members

FP9300-A /eth-uplink/fabric/port-channel #

7] 5 show member-port

o) A

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name

on

Ethernet2/3
Ethernet2/4

EEEREE S

Membership

Suspended
Suspended

CEEERE

Oper State

Failed
Failed

FP9300-A /eth-uplink/fabric/port-channel #

YE I

A AA A =] A Hnpo] 27F Al E A5

A6 7T E
gé e}

Kol
=

13
H

* top

* connect fxos

o) A

@Al 7 show port-channel summary 4 = &

of A

}Cﬂ fxos A

e =

EAd Y LACP AR E Bed
A2y o

FP9300-A (fxos)# show port-channel summary

Flags:

Group

12

D - Down

I - Individual

s - Suspended

S - Switched

U - Up

M - Not in use.
Port- Type
Channel
Pol0 (SD) Eth
Poll (SD) Eth
Pol2 (SD) Eth
Po48 (SU) Eth

48

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)

Protocol

LACP

LACP

LACP

LACP

P - Up in port-channel
H - Hot-standby
r - Module-removed
R - Routed

(port-channel)
Min-links not met

Member Ports

Eth2/3(s)
Eth2/1 (s)
Ethl/4 (D)

Ethl/1(P)

A
-

=2 A oubo] 2o A W7hA LA 9

EE UL AN FU

R

/eth-uplink/fabric/port-channel

Hato] @A LE 2 de] gk &

(members)
(LACP only)

Eth2/4 (s)
Eth2/2 (s)
Ethl/5(D)

Ethl/2 (P)

|

Eo tf gt A E)

I

A a2 |

g},
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Z7} show port-channel 2 show lacp 8 2 fxos =0 A A& = QJFUT o] 3 HHS T
FEE A B R EGT, 7HH, AR 5 LACP A K& B A8t H AR E s U

H
X E Qg A A3 A B = EtherChannel((EE A 9) 71, 172 H o] A 2] &S HZ3H4 A 2.

23 E 9o} ol A B

A 2Fst7] ol
Al =B o] A s = AT E ] Ao 7 A sk vk A Apol] whe} AT E 9] o] ¢
A RS FYE S A th o] TRA2E SR e ™ 2 2EHE o n] A & TFTP Y-8 5har, A A
eI A A} o) m A& v 2 =L, A o] u A& ARg-Sho] R sl of )
Cisco.com®] U5 9129l 4] 574 FXOS W el thk &7+ o] A & 74 & = 5 H
* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

B o u Ao = A A} 9] W stelo] EFH o] gFIth o] Fol the-& FXOS 2.1.1.649] A 2
SR DI

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

L EAA

ROMMON®I| A2t}
a) 2% ¥E AAgYh
b) Al&EE A FE YT
Al 2=glo] 28 Al Ftely, 21 ZR2 A2 Fof| T ETE- Efo]w 7F ST A YT
¢) 7FH-Et}hE Fol Escape 7] S =2 ROMMON R 2 Soj 7t}
o) A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

7| 22E}E o] n| A& TFTP 7§ §tt.
a) Wl P52, v ok, Aol Edo] 1P F27F 2whE A A H A=A SRt set 8
S AREto] ol gk & 4 9l Yt ping 18 S AHE-Sko] TFTP A Bl ol et Ad & Bl AES

% g,

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ZI2E}E o] 1| X & Firepower 4100/9300 A A]ol| A N A2~ 7153k TFTP U] @ & 2l o] HAFg T}

2ELE o]u| X M A o= HE M A5l A XA 5T} Cisco.com A~ E
o2 = o] x| o Al FXOS W A 2} Z] ~E}E o]u]A] 7F ] & W= JHE 3t
T AFYH

¢) boot &S AHE-3F] ROMMON©I A o] H| A & F-& 3t}

boot tftp://<IP address>/<path to image>

i

al

to @ ﬁ

o

3 Firepower 4100/9300 A1 A] €] ¥ s Qo ) 2+9) 8k USB 7| t] o Tjufo] 2
2 AHg-3to] ROMMON®l 4] 2} ~BtE 2 3 gUth A 2ge] Aa S )
USB tluto] 222 4F ek 49 A 282 2 sl of USB tute] 227} 214 k.

olu| A7} =41 F A& YEM = 9] # A 7F YERE U ZI AELE o]n| A7} 2 =Yt}
o All:

rommon 1 > set
ADDRESS=
NETMASK=

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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axegel gojn %7 [

GATEWAY=

SERVER=

IMAGE=
PS1="ROMMON ! > "

> address 10.0.0.2

> netmask 255.255.255.0
> gateway 10.0.0.1

> ping 10.0.0.2

rommon 2
rommon 3
rommon 4
rommon 5

|
Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igadasasissasasisiasasiiaaasiiasaiisasasiiaanisisaniiisaniiisaRiissnntt;
igadssasisiasasisiasasiiaaaiiiasasiiasasiiaaniiisaRiiisaniiisaRiissRnnit;
igadssasissasasisissasiiiasasiiaansiiasasiisaanRiisantiiaantiisRntits sttt

File reception completed.

Firepower 4100/9300 A A]oll 15 2=3F 2} ~ELE o] w x| of A8}z - Al 2~ F) 5L #e) A} o u] 4]

& R ey

a) H7A2E R AR} ol X & v R Esle W ] [P A B Ao Edo] & A s o Ytk
USBE &8 ol &gk oA & B2 =3 4 glayh

switch (boot
switch (boot
switch (boot

) config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if) # exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot

b) 97 Ao A bootflash® E-7- A| ~Bl @ 77| 2} o] u] ] & ALt}
switch(boot)# copy URL bootflash:
08 PR % SPUbE ALEaRe] 7142 shele] URLS A4 #h
* ftp://username@hostname/ path/image name
* scp://username@hostname / path /image name
* sftp://username@hostname/ path/image name

* tftp://hostname / path/image _name

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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o A

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) °lH|AE A3 S = Firepower 4100/9300 A} A o] -A}F £ nuova-sim-mgmt-nsg.0.1.0.001.bin®ll
A A} o] v 2] Z symlinkE W5 U T o] YA+ 228 #E A} o|u A & 2= WA Y F &
Utk oW o X & ZEsle i 3F=A] & A glo] symlink o] 52 &
nuova-sim-mgmt-nsg.0.1.0.001.bin®] o oF 3+ T},

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o) A

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

e 22 A A ojnj A S ZEgh T

switch (boot) # load bootflash:<system-image>

o A

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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GA 5 Al
)

)\L%

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA
Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

o] o) o] WA & RES e} 3 A EekA) Rl e, BT oW B REG F TS B
DL AS]EN

Bu o] WA B ol S REF AF Saaol gt

o

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

7] 6 Firepower 4100/9300 A Aol A AF-&-3F ZHE HE o H| A & T 25 9 AX o} 2 & &2

eY =
oln) x| ], 53 o] A & FHarstA Al Q.

o A

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

5hel Al 2 5ol 4] B

A28 Aol

Supervisor®] €1 FeA 7} £ E 3 A 28S T o] F AT H O AT 5 glE S The AR
g Abg3to] A28 e B e 5 AT o] X2 A4S R s w 4 AEkE o] )X TFTP

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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A a2 |

ataL, Z Al S A2k, A Al AT el A} oA & v 2 Eskal, A o] v A& AE-sho] B-F

sl oF T,

et
Rl

o Aol iz Al 2w Zef Al AL o] T LTE 1 Ax), Al o] By T ghAs] A 74
o g

Cisco.com®] T}2 Y F ol EA FXOS B Aol 3 & oA & 7142 5= AdFY L}

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

B olu o &= Al /o] M E o] 3= o] JlF U o & 59 a2 FX0S 2.1.1.649] & 9]
LIRS =

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

B

ROMMONe®] o 4] 23k o},
a) &% X Eo] A4}
b) Al=Hle AP
Al 2~Hlo] B & Al AFet, 21 SREA XA Fol| TR EThE Efo] | 7F 3EA Y T
¢) 7HEETHE ol Escape 7] & 2] ROMMON 2. =2 Sof iUt}
o) A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA
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| &2

Use BREAK,
use SPACE to begin boot immediately.

B

AEEDRPCEREE

ESC or CTRL+L to interrupt boot.

Boot interrupted.

rommon 1

>

Z) 2~E}E o|u| 2| & TFTP ¥-9

) e 1P, kel deksa, Aol
DR EE !

F U,

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ZZEHE o] 2

o

SERVER=

IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>

al

c) boot™

959< A}

JW

to @

SN

2= 0]
T AlH

AS]EN

&3] ROMMON¢®I| A

o] 1P F 47} SntEA A E YA g ) set
YUtt. ping ¥ 8 S AF-&-51o] TFTP A Hol] th3t 2 S g~ E

Firepower 4100/9300 A} A] o] 4 o} ]| 2~ 715 TFTP t] @ ¥ 2] of] 13 o},
| Z~ELE o]n] A Hd M=
T2 = Fo] A ol A FXOS WA 7 Z) ~ELE o n] A It w3 & HolF= AR E 3t
q:

HE WA AT o} A XA &5 YT} Cisco.com A E ¢
4

oAl S FE g

boot tftp://<IP address>/<path to image>

o

o] v A 7} 4

o Al

al

Firepower 4100/9300 Al A] ©] %
£ AH8-3F°] ROMMON® A Z] ABES H RS
USB tjuto] 25 4F

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon
rommon
rommon
rommon

=Sw N

5

>
>
>

>

address 10.0.0.2

A 5% vheh

netmask 255.255.255.0

gateway 10.0.0.1
ping 10.0.0.2

Success rate is 100 percent
rommon 6 > ping 192.168.1.2

(10/10)

oy

=

A1k USB vt o] tjue]

A ool Q= USB %%l 4
Stk A 2lo] A Fo )

5tz 49 A 282 2 2 a0k USB tlute] 27} 14 H 1 o,

—

o) # A7} LhEh 048 7] 2 ELE o] 17} =g,

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

iiadasasisasasiissasiissaaiiiasatiidasaiiissasiiissasiiisasiiasasiiissntis;
iiadssasisasasiiissasiisssaiiissaiiiasatiissasiiissasiiisasiiasasiiisantis;
igadssasiasssasiiissasiissasiidsaasiiasasiiasaiiisaniiiisaniiisaniissssti

File reception completed.

W3 ZEE o)l 7k R F init system 7 H-& ALEko] Z e A& A%

.
e o] o] X B Al sEl ) BE TS Heteto]
h3)

init system % & A| AHo| gpEREH R E
55k o °9F20~30% Y= A8

=A e ZR =S AUt ol BE S

o A

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

9A 4 BT o)1) A E Firepower 4100/9300 Af A of] T2 =gt}
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a) IOl A E RS Hel IP T4 B Ao Ef ol & A Al oF Pt USBE 53l o] 2
gk ol H A & th 2 =3 ¢ JlF U TH
switch (boot) # config terminal
switch (boot) (config)# interface mgmt 0
switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot) (config)# ip default-gateway <gateway>
switch (boot) (config)# exit
b) ¥A A H o)A bootflash® &~ o] v %] A 7§ & E5F FHARH T
switch(boot)# copy URL bootflash:
the T 3 shbE Abgstel b4 & 519 e URLS A4 FIth.
* ftp://username@hostname/ path/image name
* scp://username@hostname / path/image name
* sftp://username@hostname / path/image_name
* tftp://hostname/ path/image _name
o A:
switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:
switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:
switch (boot) # copy
scp://<username>@192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:
c) O|WA|E AT A 2 2 Firepower 4100/9300 A} A] ol E-A}3E & nyova-sim-mgmt-nsg.0.1.0.001.bin®]l
A #AZ 2} o v R &2 symlinkE THEUY T o] H A= 228 e} olu|A & 2= wAY S &
2l F Utk of @ o u X & L ahe L 5= b AEHele] symlink o] &£ @4
nuova-sim-mgmt-nsg.0.1.0.001.bin®] o] oF 3+ t}.
switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin
of A:
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0

( ) (
( ) (
switch (boot) (config-if)# no shutdown
( ) (
( ) (
( ) (

switch (boot) (config-if) # exit
switch (boot) (config)# ip default-gateway 10.0.0.1
switch (boot) (config) # exit

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

GAs A9AE 2EFYL

switch (boot) # reload

o Al:
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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rommon 1 >

R O EE R ALl

rommon 1 > boot <kickstart-image> <system-image>

=

A

o All:

L

1t

rommon 1 > dir

Directory of: bootflash:\

01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12

12:
12:
12:
12:
12
12:
12:

o A &F o m A7 R E = E ek ghold & e AF A s wAI A 7F A YT o 2l ]k wA]

o}

AP EA S 5 Gt

33a <DIR>
33a <DIR>
l16a <DIR>
27a

:29a

3la
34a

4,096

4,096 ..

16,384 lost+found
34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
330,646,465 fxos-k9-manager.4.1.1.69.SPA
250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

File(s) 946,269,798 bytes
Dir (s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully !

Linux version:

[ 0.000000]

INIT: version 2.86 booting

2.6.27.47

(security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016

Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

POST INIT Starts at Sun Jan
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan
Creating /callhome. .

Mounting /callhome. .

Creating /callhome done.
Callhome spool file system init done.

Platform is BS or QP MIO:

30

1 00:27:32 UTC 2012

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device

done

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up

nohup: appending output to

Please wait

nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

GA7 olm AVt mEHY 27 A AR S dEstets ZEZEZF FAE YUY AARE WSS 271 T,
11 3o A& st Al 2.

71 8 Firepower 4100/9300 A A ol A AHE-8F ZHIE 5 o] M A& bR =gtk A4 8 Uf 82 o] 1] 4]
e, 53 wo] A& Fxs4 Al Q.

o All:

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

GA9 oA GAA R =T ZHF HME oA E AP
a) A% AA BES deg,
Firepower-chassis /firmware # scope auto-install
b) FXOS E¥F MES AAF U
Firepower-chassis /firmware/auto-install # install platform platform-vers version number

version_number "2 x| < FXOS = F W52 W HEdYrh(o: 2.1(1.73)).

©) AEFE AT AZE O 7] A5 WA AT AT A A H o Z A o]
A1 FXOS S A5 X E o] s 7]#] kel vz 8 o] Ql=A] L Fyrh Egk 7] & A4 o]
TEE LA Lol o] =] -2 A F-E H o of fhrhar G gt

d) yesE d=Hsto] A5 AL AJNA &8kt noE A 8te] A

Firepower eXtensible % A A= HES] 4FHE 1 74 8428 Jad o] =3 AY thA|

Zesyn
e) @rdlol= ZRAAE BUEH W th5 3 o] Fth
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Al 10

d)

AEEDRPCEREE

B

* scope firmware= ¢} 2 34 T}
* scope auto-install= ¢ = 3 T},

« show fsm status expand< ¢ 2 &1 T}

ﬁ
N
L
(s
R
i
_%

) olu I KR PP

WAL 5 S 0w A AEhE A ol A & A shelol FUITh A By

A4St BAG oW A7} G BAE WES AASE A5 A5 B A 54 S
g 4%

0

[e

FP9300-A# scope fabric-interconnect a

A TAAD HA B A T A 2E ¥ S B show version 8 &2 AHE-EHU T}, o] 2 &

AL S AHgeke] o] v A& BB,

FP9300-A /fabric-interconnect # show version

o

i Startup-Kern-Vers 2 Startup-Sys-Vers7} ©| 7] 47 5] o] ] 37 Running-Kern-Vers %
Running-Sys-Vers$} A 2| 8= 7 -%-, o] W] A & Eﬂ"qﬁ}ﬂ davtglom NAAE P
T AFHH
=]

& HH e gste] ol g BT

FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

a1 Am 3 ¥l 7} "Disk Failed(t1 2~ A l))' 2 W74 =€ 4= 9l 5 Ut o] WA Aol tisl] 44&
Jartglon o] AxE A% AT F AF YT

Az B o] SubE A AR E A=A FRlstaL ol v o] 28} A& R E | 8 W show
version 3 & S AF-&-gHU T}

=8 AEN ) "Activating(Z/3)" ol A "Ready(=H])" 2 ¥ 74 2 W] 7}A] o}
A]A]O
H o

aV)

A= A5 v}

FP9300-A /fabric-interconnect # show version

o) A

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:

Startup-Sys-Vers:

Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

Cisco Firepower 4100/9300 FXOS CLI %] 7}-°] =, 2.4(1) .
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FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

GAN Al =ES QY )

o) A

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

N 2E 7 ek /A o) g I Tk pEX| Uk 0 2 Firepower 410019300 A1 A1 €] 41 & 1131
A AT o] @A ok 5108 A% APy

A2 A28 G E S EUE R Y oh A el 7F "Discovery(73 A)"oll A "Config(7-/3)" = v} Tt vFA|
uko & "Ok"& vy U T},

o A

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status
Server Slot Status Overall Status Discovery

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.4(1)
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Firepower Threat Defense = 2] 2~E] #H o] AJ3)] & .

1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

Overall Status(Z3 2 3 #1)7} "Ok" o] A| =8 o] -t A Yt} o] 3] ®el o Zefold g A+
etar(Ehold s 74 e =l A Hutol A S thAl A s oF St ARA R i 8-

* Firepower 9300 W2 A] 2} 7}o] =—http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 3+7 A7 7}o] =—http://www.cisco.com/go/firepower9300-config
* Firepower 4100 Series W2 A] 2} 7}-0] =—http://www.cisco.com/go/firepower4 100-quick

* Firepower 4100 Series 3+74 A% 7}-0] =—http://www.cisco.com/go/firepowerd 100-config

Firepower Threat Defense =t 2~¥] H1H 2] A3l &+

o] Ax}E %23} Firepower Threat Defense”| 41 %] ¥l Firepower 4100/9300 2] ~E] W & ThA] =
ohel el = A koL Al sl Bt AluE] 0 E e ¢ SY Ay 23U 228 fHW %
91 A ] o] 9J = Firepower Threat Defense o = 2] A o] A ¥ A o] 57|35} % #] ¢4 Aol =] 4 t]
Hho] 25 95k olu Al A flHo] E, 59 #lo]#]el] 1o} Q1= GAE Faet] M-S sdeA A
gl oF St

AECHEL)

Firepower 4100/9300 A} A &] =] %] t]nfo] 2~ 9l Z & 4240 A o] 38 XML Y& =4 A
HZ ey 74 EW7] 7155 ARtk A& W& 743 7H 7/ B 7] B,
287 H| o] A & Far s A Q..

EZEAA

Selol B fulo] HEH W Mgl BT T4 7 0k el g e A 5l 714
A231414 2. o E2 701 A A A7} A R

O
N
“N
\O
[\)
é
©
Ry
1
r

Off MO
DY
BN
(e}

H
Baw A9 ZelaE U] 2 o) mle] AN of el o)A Al WA S AT o5
a4 o] 28 919 o u A W g Hlo]E,

L2 HO RES v 2713k
a) Security Modules/Security Engine(X.QF X.&/H ¢k <l ) 3] o] A & o] &3 T}
b) Reinitialize Security Engine H &5 &3 3},
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=484 |
. Firepower Threat Defense = 2] 2~E] ¥ o] A3} &

¢) Yes(eh)E S eto]l M3 Slyrh Bt Bgo] tha] 2= AL of ZefAlo] o] Azt e
2 QA g

of Zel Ao o] ekl AEN7t ¥ oL S 2~Elof ZlF YTt
A5 o ZE]Alo] A Al ZF W I} A8 Bl o] 2] Sl Tt
a) FXOS CLI%A] Security Services(X.¢F A H] ) =2 A A}
firepower scope ssa
b) cfEE Aol A A= 2E FAF T

firepower /ssa # show app-instance

of A
firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Profile

Name Cluster State Cluster Role

ftd 1 Enabled Online 6.2.3.1624 6.2.3.1624
In Cluster Slave

@7 6 Firepower Management Centerol] A & ¢ o] 2. ®1H & 2FA)| 9F U U}, Firepower Management Center -3
7ho| 2ol A nEeo] B Wl AA"E FESHA A 2.

A 7 5% Firepower 9300/4100 & & ©] H. 1+ - Firepower Management Centerl] THA] 5713 T, Firepower
Management Center 7/ 7Fo] =l A "S e ~H W W A|"E FZ34A L.
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AA HE 7 date 101
A 7B T 9 7] 10
wo g DNS 144
R REE S
e AA 5 =
#HE P T4 81
LRI B 8

T4 119,120,122, 124,125
HTTPS 119, 120, 122, 124,125

T 7E 7] 287

TA 7P 7/ WR 7] 287 -
Al gk ALE 287
2% 287

T4 dEU 7] 287

7= HUHE 37

T

w87, 88,89

pre-login 87, 88, 89
HEFo 4= 8
- B} EE 280,281,282, 283, 284
oAl 2718} 282

g 106
) FEoZ A 105 AR 2 A 280
g d AlZE 100 =<l 281
T4 100 SxEloz 44 283
(e}

Lgleoloz MA 283
A 281
A 117] 284

=24 tiuko] 2 59, 206, 211, 216, 233, 241, 262, 264, 265
U9 4 21,216

2bA 264

A A7
SN Eel Aol 4 Q1T 2 Al 265 I e
A4 262 e

Hd RE YAV 280

Hol wE AAdA 281

Xt 25 A7)/117] 284

HotRE #9281

HOlRES oxglol = 2golox M4 283
HWW S 33, 37,38 43

A4 TR 262

ojwA B fHlo] E 59

Zejz=E A4 206,233, 241
A Hupel~ 94 T8 262
=] Tupe] 2o 1 262
ET e A 55 1N

¢

715 4 31
do] AL 43
= WA k4 38
tulo]l 21y 86 A 33
HHS Hol =5 28 43

W 86
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HdWH S X2l 37,45, 46, 47, 52
W7 A 45
W7 ok &34 46
HUW s 7|5 & 47
HEH S 7] 5 A §-7] 52
AR 37

A

AHE 112
SNMP 112

AR} 32,33, 37, 45, 46, 47, 50, 52

2= C1Z 37,45, 46,47,52

g A3 32

HUHE 2 33

2+A] 50

o3k 37
AR A 31,45, 46,417, 52

HEUH 3 29} 37,45, 46, 47, 52
A 1,1

AT e ZEUEE 1
AA A7 23 40,41
A ES|o] ol 307
545307
4 9 Al 2=E 3N
545 3N
A1ZE 105
>~

AX 110
o7} & E 37,45, 46,47, 52
AR QZ  37,45,46,47,52
LA A2 A3 44 42
913 wko] 206, 216, 241, 262, 264, 265
=24 tinfo] 2~ Ak 264
593 93 ol =84 fule]l 2= A 216
ol ZE|Alo] A Qe 2 2bA] 265
AZF 262
A4 F=2 262
Sel2~E A4 206, 241
A7 o o]u|x] 57
Firepower Security Appliance®l] T} 2= 57
o]u] %] 53,54, 55,56, 57
72 53
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oA (A1)

A3 ] 85

Cisco.com©l| A T} &2 = 54
Firepower eXtensible 23 ] A
Firepower Security Appliance®l|

ojmA W 59

o) =
1o

ddo]E 59
38
7]¥ 38

A4 118

AX 118

QIE o]~ 1M

A

A\l

ol 2
Bz @

4 1M

&4 1N

5 Mn

90

o o

42
AA AHEAR A 42

ZAHYE], SNMP 112

Z£E 40,0

timeout 40, 41

S 2~F 206, 228, 233, 241

A4 206,233, 241
AE 228

S 2HY 208,229, 230, 231

7]

©

e 231
network 231

SU2H Aol HA 229,230
redundancy 230
size 229

o}

P&
TEE

S dagel=
54, 57

device-local EtherChannels, 2~$] X] ol 4] 7-4 208

2 118,119,120, 122, 124, 125, 129

2bA 129
A4 119
Q1ZFA 7FX 27 125
A 23 120,122
A28 120
AR 118
EPXAE ¥E 124

a1

56



E

EA AE 2~ 112,119,120, 122, 124, 125
HTTPS 119,120, 122, 124, 125

SNMP 112
E= 110,113,115

244 115

A4 113

AX 110
EYXE X9E 118,124,129

2+ 129

A4 124

AR 118

)7 74+ 295, 296, 299, 301, 302

70 A A A 302
A7 A A A 29
A2 A A A 30

LA A FA4 301

PCAP 3}¥ T} 2= 301

7L 4] Al AFA] 302
LA A A 296
WA A v o2 = 301
Hellel 61

dreol= 61
Aol gaeEol= 61
ZE QY 172,304

T4 1712

status 304
E= Az 101,103,105

27 101,103, 105
z2gd 37

HUHs 37
ZPE HE 53,54, 55,56

_"}ﬁ A] 8lo] g

45 53
Cisco.coml| A T} 2= 54
Firepower Security Appliance®l] th-+ 2= 54

A

AAA 132,133, 136, 137, 138, 139, 140, 142
LDAP Al 3A} 132,133,136
RADIUS #|&=} 137,138,139
TACACS+ A|&AF 140,142

asa 59,206, 211, 233, 262, 264, 265
=g A tulo] 2 2bAl 264

asa (A1%)
Y ASA =4 tiupe] 2= A 21
o ZEf Aol QI =E 2 24 265
A4 262
Ad F= 262
ojm| A M Elo]E 59
o2 44 206,233
ASA ©]7] 2] 53,54, 57
4R 53
Cisco.com®l| 4] T} 2= 54
Firepower Security Appliance®l] T2 = 57
authNoPriv 110
authPriv 110
Breakout #| ] & 178
T4 1718
Breakout & 178
call home 22
HTTP =5 A #+4 22
Cisco Secure Package 53, 54, 57
X 53
Cisco.com©l| 4] T} =2 = 54
Firepower Security Appliance®] T}-*-Z = 57
CLI, %2 (Command Line Interface)
CLI A A& 9
CLI(Command Line Interface) 14
A2 14
CLI(Command Line Interface) A2~ 14
clustering 203, 206
W e Ake 203
AT E O Jado]l= 203
AT E O Q2 A 203
spanning-tree portfast 206
CSP, %2 Cisco Secure Package
Firepower Al A] 1,11, 90
FH EUEH"E 1
A5 90
b 117] 90
27174 1
Firepower AlA] ¢ 117] 90
Firepower = 2% HE 53, 54, 55, 56
A &% 55
Ardel= 56
4R 53
Cisco.com©l| 4] T} =2 = 54
Firepower Security Appliance®]] T2 = 54
Firepower eXtensible OS 56
=HEFHE dadel= 56
Firepower Security Appliance 1
Ne 1
Firepower Threat Defense, 3= threat defense
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fpga 61
Aadgel= 61
ftd, %2 threat defense
FXOS *}A], %3 Firepower Al A|
HTTP = 52| 22
T8 22
HTTPS 40, 41,119, 120, 122, 124, 125, 126, 128, 130
T4 126
Hj &4 st 130
A5A 7271 125
A=A 8% 120,122
718 84 19
7] %8 A4 120
EY2E ¥0E 124
XE W7 128
timeout 40, #11
LDAP 132,133,136
LDAP Al 32} 133,136
24 136
344 133
License Authority 24
noAuthNoPriv 110
NTP 100, 103, 104
T/d 100,103
AA 104
Z7F 103

P

PCAP, &z 9|7 714
PCAP 3¢ 301
v 301
ping 303
PKI 118
pre-login B\ 87, 88, 89
2k 89
Ag /\3 87
T4 88

RADIUS 137,138,139
RADIUS A=} 138,139
24 139
A4 138
rommon 61
Adadgel= 61
RSA 118
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Smart Call Home 22
HTTP 22X 4 22
SNMP 109, 110, 111, 112, 113, 115, 117
A3 110
W3Rt 7E 1M
Hd 43 110
AHE 12
Abg2E 115,117
24 117
A4 115
a3 110
AE 109
< 109,112
AwHE 112
E=H 113,115
24 115
A4 113
SNMPv3 111
He7)% M
SSH 40, 41, 106
T4 106
timeout 40, M1
syslog 142
24 g3 74 142
24 22 TA 142
44 g T4 142
system 11
27174 N

T

TACACS+ 140,142
TACACS+ A|&-AF 140, 142
214 142
A 140
Telnet 40, 41, 108
T4 108
timeout 40, M1
time 101
H7] 101
timeout 40, 41
25 40,40
HTTPS, SSH 2 €4 40,41
traceroute 303
AAA H2E 303

U

users 9, 31, 38, 42, 43, 48, 51, 115, 117
#E 3N



users (Al 45) users (Al 45)
712 R1E 38 97, 4% 4 @2
HE S Bl =3 82l 43 g3t 5
H| 2433l 51 CLIAA A3 9
A 48 SNMP 115,117
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