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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword$%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch Mgmt0O IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0O IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0 IPv6 Address=2001::107
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Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1

Ipv6 value=1

DNS Server=2001::101

Domain Name=domainname.com

Apply and save the configuration (select 'no' if you want to re-enter)?

(yes/no) : yes
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« sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

ssh -lucs-auth-domain\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1
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« telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-1ldap23\blradmin
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« telnetucs-{ UCSM-ip-address|\UCSM-ipv6-address } ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ues-ldap23\blradmin

Putty S 2}o]AE 9] -9
« Login as: ucs-auth-domain\username

Login as: ucs-example\jsmith
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Interval((H 73 <+ & 7F2)ol] (A H 7]7F Fek | d T E W
A% % g,

Change Interval(¥1 7 {H2) D &=

ob‘.
> G
iy
N

Change Count(¥17 Sl J=of @ vjdHE ¥
A8H = *]ﬂ%}‘%‘ﬂr.

o] #e 1~745A 7o 2 M e et = gl

of| & 501, o] D=7} 48% A4 5] 31 Change Count(*1 7 317) I
A=V A **74 HA= éi A5 AFE-AF= 48] 7F o] el 1]
AHSE FHo 2 WA = 5y
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Name A

i<y

Change Count(¥17 3 2= | 242 QAT H AFEA7F 7 7HA S|l E A E 4 9]
= A S5y

o] F& 0~102 % A Eet 5 gl

No Change Interval(173 ¢t 3t | 2 42 A58 AL/ Al 2 A v LA EE W7 38H7] doj
) B= 71t of ah= H A A Y TR

o] Fhe 1~745A 7o 2 M e et = gl

o] 7122 Change During Interval(3ll 3 112 &<t ¥174) &4 o]
Disable(H] 2/ 3h= A A ¥ %] &2 74 -¢ FAIH U

Save(4HE S g}

Al Al ZE A RE A

FXOS CLIE A}-8-3}] Firepower 4100/9300 A} Al 7} AF-&-2F Al A& & 7] ol A&7} &5 glo] 3
7 = A ARG 5 AdFUTh 25 Al 2 HTTPS, SSH 2 &l Al Aol tjs) A= of& A
A& 7T F AFHH

F o 3,600 (60+) 0] Al FAIS ghS AT AFHTE 7122 6002 AU T o] A S v g
shate A A AIE Al S 002 A3

A

B RS Al T
Firepower-chassis # scope security

7] A Fo] Bt R EE A ZR Y T
Firepower-chassis /security # scopedefault-auth

HTTPS, SSH 2 2 ¥l Al Aol th &k f-F A3 Al 3-S A gt
Firepower-chassis /security/default-auth # set session-timeout seconds

(8 AL 2 Al da 57 A7 Al S-S AT,
Firepower-chassis /security/default-auth # set con-session-timeout seconds

(e A A B A AR A S Ao gk A8 S Sl T
Firepower-chassis /security/default-auth # show detail
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of| All:

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

Al A RE AR A gt -

Firepower 4100/9300 A Al o) &= Al A AF-&-2} A gl o] A4 A ZE Al Aol gk 7] o] 7 gk o)) A&
A A S Ee A AR AEE gl A o] lsU T o] AIRE AR Adigk 7] s A £, SSH,

Ef
o] | 2~ef gk A ZF Al gHS A A A T ) 858 Abglel dj gk A Z& Al AIE Al A
s v EAd st = U
A A7 A A ghe 7] B4 0 73,6003 (605 )= A A =1 FXOS CLIZ A
SUtl o] AL v gkstel v Al A7E AR A gtS 002 A A Th

ofo
gﬂ
2
(g
o
e
-
%o

R

Hok BEE A A,
Firepower-chassis # scope security

7] Ak Fo] Bt R EE AR T
Firepower-chassis /security # scopedefault-auth

A AR A g A S A U o
Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

(A AR N 25 Al AIE A Adigs A et
Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

(8] Abah) A AL AIRE A S A egh A S Sl g o
Firepower-chassis /security/default-auth # show detail

oA Al:

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
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Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

Ho) 27191 A 315 A A

&85 FH o Sl 219 Al ol A sletH A4 S
4100/9300 A A1 5 TS = s U A E A =210~
&2 =S A ad o]l AU AR A Al oS

AREARE 2IR1E A =sk7] Aol A7 | AIRE &<t 7]

AY) 22 A E 055 TS E v 9AE 5

cAFEA B 2 Ak 7B A 03 Yyt ) 219 A% S5E 29
Fol| AFEAL7F ALE-SE 5= glie T A]2~Elo] 2 7

G4 a7] 9lal AT E 22 F sy 2

ol FAX AN FE 7E AT A FEoldAE
AT W82 1t Q1S HE oA, 49 Fo]A & FxsA A 2
Azt

FXOS CLI®IA] B¢t BE=g Al &g,
scopesystem

scopesecurity

Ar) 229 A% A3) 558 AAF

setmax-login-attempts

max_login

max_login %< 0~102] A 44Ut}

Ao 27191 A% 8l5o] Besha ] ALE A ALE R RS A2

of a1tz Al 72 The1)S A AT,

setuser-account-unlock-time

et

o] A FH = 4] = of
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el 1.7 5 #]9-7]

unlock_time

WA 4 A3 aelel e ANFch
commit-buffer

A ] O
AREAL A A B R A9
o] AFEA = o) 27191 Al 4= CLI A Aol XA
Firepower 4100/9300 A A] & AF-&-8FA] S k= AR&-2

=
g Ao 219 A% 35 4, 35 0] A8 s

=2 d

1 i
%

4%

©71 FXOS CLISI A B.oF B =S Al g o)
scopesystem

scopesecurity

A2 A} AREALe) ARgA AR AH E3hE EA U,
Firepower-chassis /security # show local-user userdetail
A Al:

27 AL g A

o]5: 8171 A&
AH&2t SSH & 71 71:

SA3 (AE AR ARG ALY A A EE AU T
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status
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HavEWHs do] 218 3
th. dl & E° min_length(
Aok Gtk o] &A1 A ~elo] o] B
QI Tk AL E 8- Rk 91 A Eehol

AW E o] e T el W e BAZ FRFU T
%

FXOS CLIo| A B¢t B =25 A &g},
72 scopesystem
scopesecurity
GA3 nEWE et Bt ReS AR T
scopepassword-profile
94 HauEWUSs ol & A AP
setmin-password-length min_length

GA 5 Ay o] Ae A

commit-buffer

o
o

27 AL A} o7 E A

4%

u] U]}:H_Q__A

A1 System(2A] 2=&l) > User Management(X}-8-2} #2]) 5 A &3t}
@A 2 Local Users(2 2 AF& 2} 91 83}
@73 Add User(AH&2F 3=7hHE Z8l519] Add User(AH&-2F 71 tl s} A =12 9y},
G4 TS Do A}84 B4 AHE Qg3
Name A

User Name(A-8-%} o] 8) =
st slof s 18R} 0} e o] B

o ot o,

>
ol 0?0

!
Al

A5 Agetal v 201 IDE W

S Ee] 2191 ) A% o7 ol g o o
2 upeol FUTHALE A o & A, 24 7 o4 F=).

o Al A2 e ok g

ol thgh A 3] 3 A A
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Name FSR:

First Name(°] 5) 2= AREAF] o] F Yt o] == A 3225 288 = AdF U

Last Name(’J) 2= AbEARS] A Puth o] == H 32445 238 F dFH T

Email(c] ™| ¥) 2= AR oY FAaY YT

Phone Number(X 3 %) 2 Abg2}e] A s s YT}

Password(H| ¥ ¥ 3) 4= o] ot EL vl syt v HE Bl % E21& &4
shet 9, AbE-2Ee] Bl S 7F B % 732 S A ¥ Firepower
eXtensible -9 A/ A= Th Ht e gl 8 1S S84 &=
HEH S 5 ARFUTEEH S 23, 25 Ho]A] =)

Confirm Password(F| 2 % & | g91S 93] = A2 &8st v)dH 3 9o},

hE=

Account Status(7] 4 “JE]) 2= | A E 7} Active(Z) = A A E G5, A A= O] 27121 ID9} H)

UH & 5 A}L-8-3}] Firepower Chassis Manager % FXOS CLI®| 2
a1 AF U

User Role(A}-8-A} & 3h) 55 | AFE-A} o] 7h Eof] &3 @ ghe] & dal= d Y Th(AH&-At
o8, 29 HolA| Fx).

REAREAN A= 71 A o= ¢)7] & o] & ET o] o

g2 a8 A = syt oy 93-S dHEstEH Culs

EHE = 98-S S

Fa AR A Ak WA AL ol AREA 7 2 9]
gk o] $-o] A &H Utk AFE A o7 EC A &S T
StAU ARG A} o FFE Bl A 7] E &S A UH AH&
A7F ZaklskE A5, @43t Ao o] 9 B3l A
ghe ARESte] A& ASF YT

Account Expires(Z|d 7r5) & | o] gl S A 7 9, Expiration Date(VF5 ) D =of 2|4 €

Q1= GA7F A U o] o] FhE EV) Rk ¥ o] AFE-E = glAl Py
B2 wrdol AT AEA ARE FAT FolE o] o} 7he

EZM R EA GEs AT lEFY T 1A
o A R AS AT T AEE T T AF
t}.

Expiry Date(W % ) Z = A7 E7 vaE = EA Y YT G yyyy-mm-dd & 2] o] o
of gt}
d= o] dy ofo]Z& St dE S FAt L RIS A
g9e 4 ]ﬁ‘% }.
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9A5 Add(F7hHE I

27 ALg A o 72 E A

[AUBNAURN AURN AL
2 N o
2 W NN -

)

43

System(*] 2~ &) > User Management(A}-&-2} ¥2])E A &gt}
Local Users(27 AF&-2h §S S84t
21 A & AL-E-2} o] 71-8-E 2] 3ol A Delete(2] #)

2 23k
Confirm(2}<1) t 8 &4kel A Yes(el)& F 2 gt

2 AR} o] LS E A 3} = v A 3}

AUBNAURN AURN AU
2 X o
2 W NN -

27 ALgA ol H 2 BB A Hl B S5l W ALg Aol A )%} = AAA A FHo] Qlofof
e,

4%

System(*] 2~&)) > User Management(A}-& 2} #2])E A &3t}
Local Users(Z7 AF&-2p) 815 &8 gt}
DA spet A H DA 3H e ARG AL o] 7H-E o] ol A Edit((H H) (A oFol Ty S T
Edit User(AH-8-#F T 7)) th 3} Aol A & 5 shuE 3y o
« AF-8A} o] 7S EE 240 51512 W Account Status(O] 71 E A E) I =0l A] Active(279) 2] S
HEs g Y
« AFEA}F o 7 E & 1] €4 8181 H Account Status(O] 71 E /) E = o) 4] Inactive(H] E4)
g e WEs gy

B A ARG A AL DG 2 B R AR YY 8 = E YT

Save(X ) E ==t
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274 Q5 AR AL e v T 7] = #]-5-7]
A%

SA1 B REE AR TH
Firepower-chassis # scopesecurity

A2 ARE AEA oIS ol tlE 27 A A Hok RES AR
Firepower-chassis /security # scope local-user user-name

GAI3 AR ARG AL o] FhEEo] ek U S 715 S A H U T
Firepower-chassis /security/local-user # clear password-history

G4 A" A age]del ERAAAE AR YT
Firepower-chassis /security/local-user # commit-buffer

TS oo M= L E 7|28 2 $-5 EAN M-S AulF o)

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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Firepower Security Applianceol] o] W] #] ] 2= 423 o] %]

ojmA] A4 &1, 437 0]~

Firepower eXtensible =% A A Z2HF HE 1 o]=, 437 0]
=24 tuto] 25 918 o] A M ol E, 4457 0]A]

Aol dadels, 455 0] 4]

oln| =] #a] A K
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—r
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A A A2 E o] 3714 Y T

off Z 2] Al o] A — off Z2] A o] A o] 1] X = Firepower 4100/9300 A A &] H.oF 2 5/q1 %7 Oﬂ T=3
A EQof o|u x| U, of & 2] A o] A o] u] %] = CSP(Cisco Secure Package) I+ =2 7 &=,
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43}

A1 System(A] 22 E) > Updates(3 0] E)E A & g},
Available Updates(A}-& 715 &+ Q Bl o] E) #| o] ] 3= A Ao A A} 7}5 8 FXOS S F HE o] u %
of off Fef Al o)A o] A HES HoFH
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o
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Available Updates(AF-8 7}5 3t vl o] E) 5| o] x| = A A] o] A AF-8- 715} Firepower eXtensible 3
A A FRHF HE o|u| R &} o ZE A o] A o] A] HFS HF U}

GA 2 dago]=& FX0S ZHF HE | 3] Upgrade(oqlﬂﬂ ole)E FE T}
Al 2~'2 A28 AT E Qo] 7 A & WA I Al 2~ ' d A "qx] o & EVHOV‘#J%Z]
¥ FXOS = F AXE o] 57]% 7}°ﬂ H| S 3k o] Qle=A g FUth B3k 7| & Al o] &
oL A 2=glo] agol=e] AR A F-H wofof ghrhar A gt

A3 Yes(ol)E S8 3to] AA & AL TA A AY No(elH ) E 83l AX & AP
Firepower eXtensible <% A Aol A= HEQ ¢45E F3 74 848 Qa0 =AY A 2=

g,

=27 tuto] 2 93 o] u] 4 M el E

A 2t817) Aol
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Firepower Threat Defense v=2] 2] T]H}o] 9] % 7] A 4] o] $-of| Firepower Threat Defense v=2] 4] T
H}-o] 22 & Firepower Chassis Manager I+ FXOS CLIE AF8-31o] o 19| o] =3} K] wl4d A Q.. Firepower
Threat Defense v=2] 4 t]n}o] & ¢ 1) o] =3} ¥ Firepower Management CenterS A}-8-3 oF 3t
Yt} 2FA & 8- Firepower System & 2] 2~ = E S #2314 A] . http://www.cisco.com/c/en/us/
support/security/defense-center/products-release-notes-list.html

3k, Firepower Threat Defense t=2] %] t]u}o] 2o tff 3 ¢ ] o] E = Logical Devices(:=2] %] T] v}
o] 2~) > Edit(F ) ¥ System(*| 2~ §l) > Updates($] tl| ©] E) 5| 0] A] (Firepower Chassis Manager2]
H o] Z]yol] ¥hod =] %] k5Lt o] 2 §F # o] x| o] A 3 A] H ¥ A -2 Firepower Threat Defense t=2] 4
tulol A5 A e g AFEE 2T E o] B A (CSP o] v A& YEFH L

Cisco.com®l| A =84 t]ufo]2of Al&& off Z 2] A o] A o]n| %] & T} Z = (Cisco.com®l| 4] o] 1] %]
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w2 A guto] 27F g o A & A5, tAl o] & &= WA A 7F ZAIE YT

dlo] Eg =] & tulo] 2 2] Update Version(H A ¢ | o] E)S- =2 3} 9] Update Image Version(©|
m 2] M fldle] E) 3t dAE gyt

New Version(M] # 1)2] 49, U0 EE A X E 9o 1A
OK(E:NHE S §Yrh

o

e
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ot

Helol ool =

o5 A& AL8-819] Firepower 4100/9300 A Aol A H o] &  1dlo] =gt}

!

A B Z--AHE AFE-3F] http://www.cisco.com/go/firepower9300-software 5= http://www.cisco.com/go/
firepower4100-software 2 ©] & 3 T}

Firepower 4100/9300 A} A] o] T3+ A~ E ¢o] t}-g 2= ¥ o] x| 7} B ah$-A o A g Hut}
Cisco.comOl| A A A3k H ¢J|of 5| 7] 2] & 32 U}3- Firepower 4100/9300 A A] o] 4] MM 25k 4= 9l = A
HE o2 =g

Firepower 4100/9300 A Al ol A 3 g0 =2 A] 2§t}

Firepower-chassis # scopefirmware

FXOS 3 ¢ o] o] 1] A = Firepower 4100/9300 A A] of] T}& = =&t}
Firepower-chassis /firmware # download image URL

U T T StuE ARS8l A & sl o] URLS A8 4 o
« ftp:// username@hostname / path
« scp:// username@hostname | path
« sftp:// username@hostname / path
« tftp:// hostname : port-num / path

& YL AgSel e R s T2 aE B Y
Firepower-chassis /firmware # show download task image name detail

GeRsst gaE e 9ES gstel Belo] A4 Tul=g 2 5 JHych
Firepower-chassis /firmware # show package image name expand

Ua R d9sto] Felof df71A o wd e s = ¢ dsyh
Firepower-chassis /firmware # show package

ol B Wiz Welo] 714 AH] A bt 2& BAlol A ALk,
Balel 7142 2o
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olnx #al |

Hellol fagel=

a) Felo] AA mes A g
Firepower-chassis /firmware # scope firmware-install
b) Belo] 7)1 2 4 gyt
Firepower-chassis /firmware/firmware-install # install firmware pack-version version number
Alz=glo A= Folo] si7IAE A, S T2ALE duste v 2 4 2 v
sy
¢) ASES AEsH Y yesE JH Y
Ao = Fol s7IAE HSE 5, AR TRALE SR
H JHOIE ZEA X =T A 0
d) A i] A3l yes =
AS 27 HA] AA] A
gaglel= LeA 2w Yste W e R TI
Firepower-chassis /firmware/firmware-install # show detail

A7 R T A e WS Qlestel AA) ROl MAL B 5 AL

Firepower-chassis /firmware/firmware-install # top

Kl

Fewl g B AR AY S gle

1= Firepower 4100/9300 A} A] 2] =

Firepower-chassis # scope chassis 1

Firepower-chassis /firmware # show sup version

U ellell M= Fellol & ¥ 1.0.100.2 8o =t

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary (
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand
Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin
Firepower-chassis /firmware # show package
Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
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Aol gdade=

Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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o HAF AEToIA2, 495 0]
« FIPS ®= &4 3}, 507 o] A

. TEI|FRE G435} 517 0]
« SSHZ2~E 7] A4, 5150]X]

o IPSec Bt AE G4, 52¥0]A

« EY2E IE g 44 CRL 74, 57704
o O1ZA FfR] E= ol AW 587 0] A

« CRLY A7 b 2= 4, 625 ]~

« NTP AW Q15 43l 649017

« LDAP 7] & 154 274, 653 ]~

o IP A2 EF A, 659 0] A

o SEOIAE JSA T A3}, 663 0]A

o]

v —

k)
4
5&
L O

Ul AW AR 7)o A= Aol wheh vl S B S 2 Q1S el A R Bk R
Tk gl o A E g o] vk A3 ofF FU T, Firepower 4100/9300 A Al = o] 21§ of ] Bk Q1%
ol sl HETtoldaE Ak
ol# g ol hat HEtol A LS A sk 7o & B shobs Bl tiei = v &5& 3
23 2,

* FIPS .= 27d 3}, 50 ¥ ©] 4]

c T 7 B 28t 51904

* IPSec H.oF Al d 4, 52 #|o]X]
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*NTP A H Q15 &4 3l 64 7o) A

«LDAP 7] & 1541 A4, 65 o] A

< IP A2 B A, 65 | o] 4]

« ZHOAE JIFA Q1T &4 3t 66 Fo]A
«HAuEHS o] ERl 74, 37 Fo]A
<o 29 A= Slg AA, 35 o] A

< ALgA 9, 29 70 A

3 o] 3 g5of A= Firepower 4100/9300 A Al ol A 2] Q15 3 2
U T}, Firepower 4100/9300 A Aol 4] 215 Sgfo] ol ~
o] ol HETolA 2Tt AbF o' HuH A= 5T

FIPS = = <4 3}

Firepower 4100/9300 A A] ol 4 FIPS =2 &4 316t W t}& &7

il
4
o
ot
W
o

4%

971 Firepower 4100/9300 A Al o]l &) AF&A} = 2 1218 T}
72 Platform Settings S 1 ¥ 3} ] Platform Settmgs(—e—aﬂi Ay 2S ).
@713 FIPS/CC modeE A ¥]35}e] FIPS ¥ 35 7]+ &S itk

w7 4 FIPSOl ti3] Enable 2HQ1eh3 HAeigty ),

95 SaveZ =25l AT 1w oS AT

S 6 TFIZEO upet Al 2'S A F" U

thgol & 2]

FXOS €8] 222.0.1 o] W] - tfufo] 2=9] A HA A Al A4 H 7] SSH &2 E 7|71 1024
HIER stE 519 o] IFUTHFIPS 2 38 7% /15 808 =Fsteul 7|9 22E 718 4

A8t3L SSH B 2~E 7] A4, 51 o] X o] zFA| 3] LF<} 9l

A sl AE e 5

EJEA

A SO T o) 2] 8 7} b5 el el k0w FpS 2=} @4l kel AElol A o o] 7] A
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F-5 5 o] Fol SSHE ALg-ake] Fojuto] Aol A4 T 4§13 U Th FX0S 2.0.1 o] F 1 4 & AH-§-8}e]
Z 7] A 46_&%4

=
A& FYPF P, 3 2ETEANZ AL T Z vt s

At

Firepower 4100/9300 A| Al o] 2] AF-g2F2 2 1913 o)

Platform Settings S %1 2 5} &] Platform Settings(Z 2 & A 4) &S G}
FIPS/CC modeZ A& 3}o] FIPS 2 3% 7|& S Gyt

FZ 71550l i3] Enable &2 &S Aeighy )

Saves 2 Elsto] 7] agol S A7ttt
ZIEIE upe} Al 2HS A HE

ool & &g
FXOS #2]2:2.0.1 o] " ¥ 9] 7§ tjulo] 29 31 M| A Al A4 % 7] SSH S E 71711024
HER 3= 395 JHFUTLFIPS 2 35 715 A5 808 =558 7]£9 S2E 7|8 2

Astil SSH 3.4~ E 7] AA, 51 Fo] Aol ZA)3] e} ¢l+= /\} 0}04 MEZLE SAE IS *E
g &l oF . o] & gt 27} GAE FasA oW ¥ VT
7} A F-EH 5 o] F-of] SSHE AF-&-3to] =3 ufo] Aol A3 4= ¢l

gote] 27| S YL A, TRETNEANZ YT

P

SSH T~ E 7] A A

FXOS "] 22 2.0.1 o] 7 o] 79 tjnfo] o] 7] A A] A ¥ 7]E SSH E2~E 7]7} 10244]
EZ = IYHAFULLFIPS 2 38 7= A oS st 7€ S 2E 7] & AHAlsta Al =
$ ZAE 712 AAsoF U h A A g &S FIPS BE @43}, 50 Hlo]A e FE V| RE
§L/H§]’ 51 ,zﬂO]X]a 1:!—]—*0]—}\]}\]

7]E2 SSH &1 E 7|5 A Aslal A 28 Q15 S 2E 7|5 AASHYE S GAE 73

.

ot

g

At

FXOS CLIo| A A H] 2= B =2 A| g3t}
scopesystem

scopeservices
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IPSec Xt A 14

SSH & ~E 7|5 24| gy},
deletessh-serverhost-key

Av 2ol A& A
commit-buffer

SSH 3 2E 7] 37]5 2048V EZ A
setssh-serverhost-keyrsa 2048

A 1 o] g A G
commit-buffer

N2 SSH ZAE 715 A4
createssh-serverhost-key
commit-buffer

NEzE TAE 7] 715 &9
showssh-serverhost-key

IAE 7] 27]:2048

—

IPSec H. 2otz g 4

Firepower 4100/9300 A A] o] ] IPSecS 4 3lo] 2§

% Q= dlolE 958l W Q1% AN AE AT H 5 AL o] AL AEe A FE I)E 9
AZeolA2E B4 a7] 9lal ATE 27 F STk AT WL 10tk Q1 F A Fetol

ELRRE

49 F o] A & %

YEHIE 5

% aahis vlo]el 9)Zlel ol g A=

=
o

o] A
>

IKES} SA A4 holl dA8h= 23} 7] Bk =

sa-strength-enforcementE- yes(l)= A 74):

SA #-go] B4 shel 35

o] Al Jﬂtﬂ—qq

IKE 37 71 =717} ESP

A 7] A7| K 3A
5, SA A& F &

e 4e, Fa}sto] 7ol
BEgd
SA Ao vl shel 45 SA 4§ 913 Satate] Aol T F Lk
IPSec WOt AU S FA el A ohe BA S SR
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FXOS CLIG A H.oF =& A 23t
scopesystem

scopesecurity

7] W& A

enterkeyringssp

ipSec not Al 24 I}

!createcertreqsubject-name subject-nameip ip

QAT AFA 83 JRE Aok

entercertreq

= 7HE AR g Th
setcountry = 7}

DNSE A A g},
setdns dns

ojvd& AT

sete-mail email

IP AR E AT
setfi-a-ip fi-a-ip
setfi-a-ipv6 fi-a-ipv6
setfi-b-ip fi-b-ip
setfi-b-ipv6 fi-b-ipv6
setipv6 ipv6

g 44T
setlocality <]

27 o] g MRtk
setorg-name org-name

z;d 1:]—_14 ] S A ah,]\;]_

setorg- unlt-name org-unit-name

BEEAREE LRI

!setpassword

dHE AAATU.

setstate state

certreq®l] tst =3 o] &S A A g}

setsubject-name sub]ect-name

Fagyh

exit
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415 REYAE AT
setmodulus modulus

A6 A 2ol Hig AR S AT
setregenerate { yes | no }

GA 17 EYAE IAEE AAIU T}

settrustpointinterca

GA18 T 53U
exit

GA19 A2 AT EYAE ¥QJE

entertrustpointinterca

il

2

b

S=s

WA120 ASA A 23S AT
setcertchain

o A

MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGO9WOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAkKGA1UECAWCQOExDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0oGA IUEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
ATUECWWEUIRCVTELMAKGA1UEAwwWCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGO9WOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39Xc XA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYr[29yuyOrlqoi9k9gl/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4 YuhDTz4hl/19%x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9%kMae42+4FIRHDJjPcSN
Yw1g/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKKpfDv3oH
cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwbtvrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrgEXQ
€9S+KZC/dq/9zO0LpRsVqSfIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvdOgbORWb3 1H32ySI
[a6UTT9+vnND11838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RvNZJ52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA 1UdHWQoMCYwJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPk76pVIY QQSAWHwWYDVROjBBgwFoAU7Jg01A74jpx8U0APK76p VY QQ5AwW
DAYDVROTBAUwAWEB/zANBgkqhkiGOWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwWY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggtMQTuNJQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5R 18n
BNXYHgxuoNMmgbS3KjCLXcH6xIN8t+Uk{P89hvIt/flul+s/VISVZWK4tAWvVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWeVGDf2roQW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmfthqqN/3f+sS1fM4qWORJIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SSMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=
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ipSec not Al 24 I}

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSsFADBWMQswCQYDVQQGEwJVUZEL
MAKGATUECAWCQOExDDAKBgNVBAcMA INKQzEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwOxNJEyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlcmOxLWNh
QGludGVybTEtY2EubmVOMIIC[jANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5

4itJSOxy XFzPmeptG30XvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKnUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5Y UaRJIMak/t8kCqhtGXfuLll
E2AkxKXeeveRIn6cpQdSJiNzCT/t9IQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNXIolb96hHI7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLktholdPA28xInfIB1azCmMmdPcBO6cbUQfCj5ShSmk3StVQKglCjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAIPMsTJ4yPGOBieuRwdOp
18w/tFwbHzv4C9Fthw1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgVClaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMD8wWDAYDVROT
BAUwWAWEB/zAvBgNVHREEKDAmMMCSglqAghhSodHRwOi8vMTkyL jE20C40LjISL2Iu
dGVybS5jcmwwDQYJKo0ZIhveNAQELBQADggIBAG/XujJh5GSUWo+cwTSitAezWbJA
h1dAiXZ/OY WZSxkFRIiIErKdupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSISSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazalT9xj9KH
PE7TnHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHMA3gFKmW{3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1TIld7UxaqVdSCD5SW
ATjNs+ifkJS1hSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0K/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED IrUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3f+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luqa

ENDOFBUF

A2 JASA A 8-S FAFH L
showcertreq

o A:

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

Cisco FXO0S Firepower Chassis Manager 71 3| “12] o] A 7}0] =, 2.2(2) [ |
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B Psec not g A

A 22

A 23

oA 24

7] 25

7] 26

oA 27

7] 28

oA 29

7] 30

oA AN

7] 32

7] 33

MIICwWTCCAakCAQAWVTELMAKGA 1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEJVMQwwCgYDVQQDDANT
UlAwggEiMAOGCSqGSIb3ADQEBAQUAA4IBDwAwWggEKA0IBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja2 15mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkVO0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmveZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGglzAIBgkqhkiGI9w0BCQ4xGDAWMBQGA1UJdEQQNMAuCA INTUIcEwKgA
1jANBgkghkiGO9WOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
21L.2pjx5OHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBS8LIweVdtoycSdIzs9shOxwT6TAZPwL7gq/1ShF
RIh6sq5WIp6E0Sj YefK62E7MatRjDjS8DXo0xj62fn9DgK 15iVpkK2QqT5rmeSGj+
R+20TcUnTOh/SS5K/bySEM/3U1gFxQCOzbzPuHkj28kX AVezm TxXEKJIBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8R9IMcBQ==

————— END CERTIFICATE REQUEST-----

IPSec =5 Al 2HgHU T
scopeipsec

244 AR A F

setlog-level log level

IPSec A2 Adstal =gt
enterconnection connection_name

IPSec =& HY = dF5o2 A3y,

setmode funnel or_transport

AP T2 AT
setlocal-addr ip_address

A7 1P F42Z AT
setremote-addr ip_address

HY REES ASEE A9, 974 AHYS AU
setremote-subnet ip/mask

(A8 Akeh) 944 IDE AAFY Th
setremote-ike-ident remote_identity name

7] ® ol5& Ay

setkeyring-name ©] &

(e ALeh 7] 8 e s AR g,
setkeyring-passwd passphrase

(A= AFR) IKE-SA 718 & i w9l = A4 o
setike-rekey-time -

minutes %< 60~1440 AFo] &) 47} 715y o
(A AL BF9] SA 1 S i w91 (30~4801) = A2 T
setesp-rekey-time -

minutes 35S 30~4802] A7 2 4 A5t
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egre xed g 444
G134 (A8 A 27] A2 A AT A HE A D 5 AR

7] 35

7] 36

setkeyringtries retry number

retry number %< 1~52] A47F 2 4= dH5Y )

CERSIRERE BESENEE SE TN E e St
setrevoke-policy { relaxed | strict }

A4S &gy
setadmin-stateenable

G737 BE AAE v mEF T
reload-conns

A 38 (A1 AR IPsecol] 7] 0] BB AE RQIE o F& FIHIY .
createauthority trustpoint_name

A 39 IKE9} SA 14 7ol R 8hs 48} 7] Bt FErt A H =8 A
setsa-strength-enforcement yes or no
37 O -

2E ¥QIE ti gk A 4 CRL -7

A Q12 CRL(Y T 3l A H5)ell Babgyt), %E}Ol E ofZe7le]d < CRL< /\}36}04 A
H 9] Q155 Stk A1 of Z Aol d 2 CRLE & }04 o o] A E e = gl FEtoldE

o Zg] Aol INALHES T EE 7%1:15]_]%]:]_

Firepower 4100/9300 A1) & 74331 CRL(U &4 ) Jus Agefel Aol 154 S DS

= 9&Ut) o] S AL A AH M FE 7| F o= AZgolAAE BAFHY] o) AlwE a2

QU TE A E &S Bl ol HZebo| A, 49 Hlo] X FxE A Q.
Y

CRL B2 ApE-sto] dof ASA & ATsted b tAE =3 gy
A7

FXOS CLIo| A Bl =2 Azt

scopesecurity

EYAE ¥E REZ AL,
scopetrustpoint trustname

Ha BEE AT

scoperevoke

CRL 991 & the 2 =3t
importerl protocol://user id@CA or CRL issuer IP/tmp/DoDCAICRLI.crl

(A€ AFE) CRL A2 714 ©.7] L2 A 22 0) o) & FA o,
showimport-taskdetail
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A 6

]

T

FA 84 %5 e

AFA #A WS CRL A& o= A3t
setcertrevokemethod{crl}

7

H

& IPSec, HTTPS ¥ X.SFLDAP ¢ 2 of| A Strict(A 4) &=
t}.

-] | U4

ol 1 &
'—11__—‘——

=
CRL(QZA 8| A &= L+ Relaxed(2t
fei3
=

sh F sthy= 4

A (M4 4) CRL A HE X509 2154 9] CDP ARl A =4 5™ 54 CRL 4R E Vepdyth 4
Z CRL K= Al =H #e) & %oﬂ TEOR GLZEHH FX0S Al 28] 27 CRL A H.E YEY
Yt 54 CRL A K= 1541 A1l A @A Al 521 1eA1el s A v A 2]yt %4 4 CRL>
AA g]o] AFA Aol A-gFH .

HtIPSec, LDAP E HTTPS Aol & Q15A 3| A &l &4 3} = v A stat7] 918 &
o thaf A= 1PSec H.¢F AHE -4, 52 7| o] A], LDAP Al &-AF A4, 110 5 o] ] & HTTPS 7-4, 105 ¥
o] A o] Y& Fxs AL

)
S A%

« Q1= A A Bl B EE Strict( )= A AT A, 5o] 1ZA] A Qo] HHl | o)Akl AL
o gk A A CRLS 243 5 2lHuth v of 154 A <lo] FE CA ZEA w Z 35t v o]
AFM7F FE CAY o8] AEE 55 d2 & 5 5t

» IPSecel T3l 4% CRLE 74 & ) 7h4 & CRL el Q15 7] 44 A (authkey) B =7} 9]
ofof gt} 13 A of o IPSecol A G AL FasHA] 2o Ao g

« 42 CRL 5 Y3 W3] 574 CRLET 944 0 2 AggUrh vo] A5M & HT T
wf F g g ate] A eH(EIE) A A CRLO] A& A, F o] /1541 9] CDPE F-A1E Y
t}.

e Holli AEA BIA B gl 44 R ASA ATl whe A2 st el sy

Z1: 24 %3 CRL glo] Strict{ Y Z) 2 HFH ¢]1FA] =] ol 2=

24 A CRL & LDAP <12 IPSec &2 SR EQFA

o} AZAH A Fel | AA AFA AA AFA A Be | AR AZA A AL

gjo] AFA Ao A | AA| AFA AN o | AA ASA A He | AR A5A A e
CDP &<l
g)of QlFA] Aol F | 4 ElCE S

E CA A5 Aol tsk
CDP &<l
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ok Q1% A Z ol 2
HEREREE RO |
27 A4 CRL gl & LDAP 32 IPSec 92 SEo|AEIFA UAF
Jof QAFA] A Q2] B | Syslog WA X 2} 7] 1 | Syslog W A A <} €FA] 1 | Syslog ™ A] %] &} ghA] A
< ASA AF Aol 2 2 5 2 2 ) 2 2 g
o] 15 Aol A | Syslog WA A &} 7] A | Syslog ™A & £} 7] A | Syslog M| A #] £} $HA] A
REJSAZALE |2 29 2 2 ) A 2 5

v]o] QIFA AQlell A | Syslog M A %] 2} 7] 1 | 3] o] Q15A]: syslog ™ | Syslog | A %] 2} 7] A
shite] cop7t rEkE | A A Al Ao A A4 Al | A A

S CA: 14 Ao

B Mol A=y (A2 A

o

1+ AA AdE Syslog " Al A <} 74| A
o] 154 Al Q1o A st 2 A9

1}2] CDP CRL©] H] 9]

Ae

o] Ql5A] A Q1o Al | Syslog WA A 9} A 9 | 3] o] 2154 : syslog ™| | Syslog ™ A] A] £} &7 <
R ECDPE =g | 2 A9 ANA e} A AA A | A A
T o=

ZZFCA: A4 A

154 ol CDP7} A A ®F| Syslog #I Al A £} 317 1 | 7] o] 15-4]: syslog Wl | Syslog M A A &} 374 A
CDP A ¥ 7} th2-3 2 A gf A Ao} A A4 As | 4 A

Z7FCA: A2 A9

1541l CDP7}F Q1AL | Syslog WA A &} 317 A | o] 1541 syslog ™| | Syslog ™A A &} $7] A

AMH 7t AE FolH 2 2 5 Al A o} A A Al | 2 A
CRL] CDPe] 317 Z7HCA: A4 o)

CRLO|| & 3}A] &2

o] 9lg

X 2: 24 A CRLo] gl .1 Strict(F Z) 2 G 9IFEA] =] ol e

274 AZ% CRL Y& LDAP &2 IPSec 92

yjo} 154 AQl gl AA AFA Al Fe A AFA AN Da
y]o] Q1A A Qlol| A CDP &2l | A A Q154 Aol I AA AFA Aol Fe
J) o] AFA] A2 FE CA QI | 4 AT =

Z A1l tj gk cDp &<l

gl o] Q15 A] A Q1] B= Q15 A | Syslog A A| <F 37 A4 A 5) | Syslog ™A 4| ¢F 31 A4 Az
HS ol
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24 A3 CRL Y& LDAP &2 IPSec 12

o] QIFZA A Q1o A BE 1 | Syslog WA A &} $H7] AZ 23l | Syslog Wl A1 A <} 7] <172 4 9
A17Hi%‘

o] QIZA A A shite]l | AA AdF AR AT

CDP7} 2 (Q1 541 A Q1 =)

o] 1%

o] QIZA Al A shite] | A4 A A4 AT

CDP CRL®] H]¢] ] 5(15A]

A Aol 1)

g o] QIZA AJe| A BE=CDP | A AF AA AT

PN o
E U2 gd 4 S(R15A4

ARl Bl e] 1)

15A ol CDP7} QAR CDP A | 14 A3 A2 ¥
B 7Pk (/1A A QL Rt o)

1)

°12H0ﬂ CDP7} Lt w7} 2| A A& AL AE

Zo]™ CRL®?] CDPol| ) A
CRLoﬂ Fa3HA] G2 A o] 9l
O]Zk] zﬂo] gﬂtﬂ]o] lo])

o] QISA] AQl #o] 12T} | Syslog WA A &} &7 A4 A3l | CDPSF A%d 49 A4 43
B CDP7} g}‘: 7 - syslog ™| A] A]
o $HA A4 A o)
H 3 2 73 CRL A ] Relaxed(¢+2]) 2 Hg & 25A4] 8] <] gl 2=
2Z ZH CALYS | LDAPAZ IPSec 312 SFHAEJNSTA IF

o] A AQL 2l | A 15 Al A 1A Al

o] A5 A Aol A
CDP &<l

A 154 A<l A 154 A<l A 154 A<l

o] QlFA] Aol F | 4
E CA 5 A ol 3t
CDP &<l

ofr

3 8= o

o} A% A A &

= ASA AT ol

Syslog "l A] A &} A A

2 5

Syslog "I A] A &} A A

2 5

Syslog "I A] A &} A A
2 2 5
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oF 1% A Z ool
SEREEES DTN

274 34 CRL & LDAP 32 IPSec 92 SEo|AEIFA UAF
o] QAFA] A Al A | Syslog WA A 2 A 1 | Syslog W A A <} €FA] 1 | Syslog ™ A] %] &} gFA] A
EERISAZEHAAEE |2 A A A9 A A
g o] Ql5A] Al A | AA AHF A4 MdF Syslog M| A #] ¢} &7 <A
ABRCING) p) W = A A
frastAgol = (A4 ¥ Ad dE Ad dE
o] QIZA] A Q1o A &}
1}-¢] CDP CRLO] H]|©]
[o) JK=X
P =]
g o] Ql5A] Al A | AA AHF AAAdF AAAdF
FECDPE U-==3t
T ‘Si—%
Q1A CDP7FAA R | A2 A& AA AdF AA AdF
CDP A ¥ 7} T4

Aol CDP7}F 9oL | AE ¥ Ad dE Ad dE
/\Mﬂ 245 ol
CRL©] CDPol| A=k
CRLO| 8 38}A] &
g ol &

F 4 =7 %3 CRLo] 3121 Relaxed(&3HZ H 735 H o154] 8 %] 8¢l 2 E

24 ZA CRL & LDAP &2 IPSec 12
] o] AFA] A2 &3l AA A5 Al AA A5 Al
1] o} Q12 A] A Q1o A CDP &2l | A A Q1ZA] A AA A5A A
o] A5 AN FE CA Q| B

Z Aol th3k CDP &<l

o] IFA A Q12 B Q1FA | Syslog WA A &} $H7 AZ 23l | Syslog Wl A A <} 7] 172 4 9
HE ol

o] QAAFA A Qe A BE= A5 | Syslog WA A 2 34 A2 A3l | Syslog M A A <} A A4 A 5
A7FH 48
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24 A3 CRL Y& LDAP &2 IPSec 12
o] AFA A A shte] | AAAF AA Ay
CDP7}rHE (154 A<l &4

o] 14)

o] AFA A A shte] | AAAF AA Ay

CDP CRL®] H] o] ] &(15A]
A1 dlo] 1)

v]o] Q15 Aelo A ECDP | 92 AF AE 4T
EORREEE T (A

A1 dllo] 1)

1S5l CDP7} AAIWECDP A | 12 42 dAA4E
W7o (/1S4 A QL el o]
19)

AZ Al CDP7F QLo A7) 2| A A A F AAAE
5 <o]u CRLO] CDPI| A7k
CRLol| fF&3}A] 28 A7 o] 2l
S(R1SA AL Fro] 1)

=0

o] QIZA A de] 12t} | Syslog WA X<} 57 A4 A3 | CDP} 234 49 A2 4+
= CDP7} Sl &

CRLS| A7 A =t -4
Al 2=glol| A CRL& A7 4 0.2 e Eat e & A 8t Q154 7150l A CRLO] 1~24A| ZFatt} A
S EE T dHFUTh
o] 7153 A th5 TR EF Y e H o] 25 AFE-E 5 dFU T
. FTP
. SCP
« SFTP
« TFTP
. USB
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WTEEHERIEOEASE I |

Uzl-'a

%

* SCEP % OCSPE= A| 9= %] ¢kt
+ 4714 thE = =4 CRLE shuet 14 2 = gl yth

cEY~E ¥AED sh}e] cRLO| X AF YT

)

R

Al ztat7] Zdell

CRL AR & AM§-3te] T o] QI5AE 75352 ¥ Firepower 4100/9300 M A & o] 1] -4 =4 <l
Fuch A &S ET~E ZIE gk G4 CRL 74, 57 A o] A& FEsHA A 2.

4%

FXOS CLIo|A 1.0k W28 A2k gt o,
scopesecurity

EYXAE JQE »E 2 A2}
scopetrustpoint

Ha ne 2 Az

scoperevoke

Ha Ad el e AFT YL
shconfig

7% Aw el o] A AR o

o All:

set certrevokemethod crl

set crl-poll-filename rootCA..crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

Az 2ol sl & T
exit

(A8 A} Al CRLE the2 =381 Al A3 18 o] d-g Bl ~EfF T
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Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

NTP M1 Q15 &4 3}

Firepower 4100/9300 A§ Al o A NTP A ¥ Q15-S & 3ete ¥ ths 9AE T3

3 *NTP Q15 7|52 @A slel= A5, 7 E B Ao A5 e
Y

* NTP A 8] ¢1=0]| = SHA1TF A ¥ 5

« A1 S-S 8l A= 7] ID9}F 7] kel 83U 7] ID=
u] of i 7] kS AFE-EX] ZEfo| A E 9} Ao
AREEte] Al e a1y gk Yot

4 g5

HAA el A AES HFE S

=

&)= g AFEE U 7] 32 ntp-keygens

43}
A1 ntp 4.2.8p8E ThE 2 =T T
712 ntpd opensslo] &/ 315 o 9= NTP A H & A X .
A3 NTP 7] ID$} 7] #h-& A3 FHTh
ntp-keygen-M
AR E 715 AHEete] oy WAl E A Th
A 4 Firepower 4100/9300 Al Al ol #h] AR-&x}2 2 1913 Th
@Al 5 Platform Settings =S X1 ¥ 510 Platform Settings(Z #3% 4 A) F2S JUth
A6 Set Time Source(A] 7F 2222 A A) o & of| A Use NTP server 2}T] & HES =83}
SA 7T A E SHAL EA4E 3 717F 9= NTP A ¥ & 7k o
A8 Save(A)S Z8 o] NTP A 8] 7y 1do] AS A4}
7 9 Enable ntp-authentication 291 -2 A &gt}
A1 10 Save(A7hHE S FUTH
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Ap 7 2 az4 44 I}

o]l = :I A

‘l_]. @) A Exé

Firepower 4100/9300 A A| ol 4] TLS 912 & 2| Y3} =5 K. ot LDAP —:E‘Llﬂ-ol?jE 71 & A=A E A

& AFH o] A2 A=l 1%%7]'
%

F S Th A 8 8ek e

IP 9 4] 2~

TE 7% wEo) A shE 49 SSLS 243 3haok 3k AB] DNS 48 2 ARgate] 7] 9 9%
Ng Aok

SSLO| LDAP 48] 250 t)a) 245bel 49, A4e FAT o 7] 2 Aus) iz 9 gy
o},

LDAP A ¥ A Hi= HoF LDAP 1 Z(SSLo] 4 31% el)ol o 3k CC =0l 4] DNS A K o] o g
=5

BFLDAP SetolAE 7] | QISA & A sted v dAE 3

ol

.

R

FXOS CLIG| A B9t W =5 Al 2hgh o},
scopesecurity

LDAP =5 A 2§ T},
scopeldap

LDAP A H REZ A2t}
enterserver {server_ip|server dns}

LDAP 7] €& A4t
setkeyring keyring name

Ay adeoldS Ayt

commit-buffer

Ilji.ﬁl}ﬂ
= 1 o
7132 © 2 Firepower 4100/9300 AjA| = =4 4 Ao st &
o] & 8¢ Al H5S AFESto] [P AAM 2~ HE5S T8l oF
IP A2 HE2 0 TR EZS A gt

« HTTPS

« SNMP

e rm
L e
>
[~
i
Y
4
o
i
v
)
=
A
Jpu
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=T REERERREE 2L
« SSH
IP F22(v4 == v6) 2] 7F 559 -5, 2F Anl 2o gis)] o 2571 9] M= & MBudls FA S 5
AFU T A B A FAE B 091 -9 A 2ol FAlgho 2 A 2=e = QlF Y
A}
A1 Firepower 4100/9300 Al A] ol #h2] AR-&x}2 2 191§ Th
@A 2 Platform Settings =S 1 ¥ 5} Platform Settings(= 3% A2 A) Hl o] A & Gt}
A3 Access ListE 41 35}o] Access List( A1 2~ 55) 9 9S U
GA 4 o] GG A 1P A2 EFo YA H IPvd E IPv6 T2 T, F7F, 2 AT 5= 5yt
IPv4 555 F7Fsteld AT IPvAIP T4 B A FAH[0-32] Aol & i st TR EZ-S des)of
Ayt
IPv6 E5& 71t a3t IPve IP T4 2 HFAF[0~128] ol S YEsla LR EFS A8 s
oF gt
= ¢}o Eozziozzﬁ/\g‘g}
= o Od. N— 1_] o A 1l o é
LDAP®} 3t Eefol A E QISA & AHEL =5 Al 285 &4 shalo] HTTPS Al 2o o3l AF-&-2}
2 %3 5 Jdsyth F1repower4100/9300 ATl A 713 Q15 AT 1 o] A& =] jl A 7]k
o},
)
F3 Q1A AFo] sk A, o] AF2 HTTPSO taf 885 = frd @ 5 P2 vtk
IS5 #A #ele FeolAE RISA Q15 7% 9 FX0S 2.1.1 F ] 2ol X 9= 4] ed5
o] 7] AbgEtEE FEO)AE ASHE O 248 58 oF gt
« AFE-A} o] F0] X509 543 A thA] o] & - o] W el 3= of of gt
c SHOAE JATA ] dlF ATAE FHufo] o] EYXE IJJER 7[A L FE CA9 A H
o] gtofoF gyt
At
@A 1 FXOS CLIGA] A H] 2= R EE A] 23 o},
scopesystem
scopesecurity
@A 2 (AE ALY HTTPS 9159 542 gl
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sethttpsauth-type

of A:

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

HTTPS 9155 SetoldE 7|Wko = Aottt
sethttpsauth-typecert-auth

Ay 2ol S AUl
commit-buffer
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* Firepower Chassis Manager Al & 55 oF7]sh= Al 2~8l W17 A}aE, 693 o] A]
o TP FA WA, 70504

o o Z Al A P HA, 719 0] A

* Firepower 4100/9300 Af A] o] & W7, 743 0] A]

o APH 2290 vy, 759 o] ]

* Firepower 4100/9300 A A] AJ5-5, 773 o] %]

* Firepower 4100/9300 A A] 1 117], 783 0]~

o AFE g A= ID ASAH A A, 787 0] 4]

Firepower Chassis Manager 4|4 & 5 & of7|s} A 2~ H
W78 ALa)

& W7 AFeF o = Q13)| AF-8-A}7} Firepower Chassis Managerol| 4] A5 ©. & & 10194

o}
0]
AR

)

& A ZHS 102 o] A s A+

o
o

fr

* Firepower Chassis Manager == FXOS CLIE A}-8-3Fof Al =8l o] A Y 5 AL} & 5 5
* Firepower 4100/9300 A} A] o] A FXOS M & ¢ 18 o] =38h= 7 5-

*FIPS = &5 7|5 28 G4 8F e v A 38l 45
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99k @& W7 Abate] A 88 75 910l T glo] U Azko] BIBHE S, AHEAFE A28
oA AE o7 2 1ok 9q47Wﬁ0§4m;%w4%aﬂ%%-f%lAWﬂHi:@T
U ol A2k A AR TS A A7 AT A, 33 7o) A o] 82 R A
o mF A o] B shE Aol 54 7171 o] ol A4 “ﬂﬂﬂﬁﬂﬂilﬁrﬂL1ﬂ
AT A 2 FAL S AGUh o A7 AT Avigk B S FA s W AA A7k A S
Arlgk T4, 345014 9 U -2 RIS

o}é

&%M

w2 IP 4 A7

A1 Z+et7] Al
Firepower 4100/9300 AJ A] &] 3#2] IP 42 FXOS CLI®I A W7 & 5= 15U Th

Za AL P TAE WA & A F4E AF8-319] Firepower Chassis Manager 5=+ FXOS CLIol| o gt
RE ddS v AAsof gtk

R

A1 FXOS CLI 972 31 tHEXOS CLI A 2=, 9 # o] #] %),
SAl2 g} o] Ipv4 e IP FAE AT

a) Fabric-interconnect a®ll t] g+ W9 & A7},
Firepower-chassis# scopefabric-interconnecta

b) U WHS d9ste] @A we 1P FAE FIgy
Firepower-chassis /fabric-interconnect # show

o) T WE e ealo] e e 1P T w Aol Eglo] & FAF T
Firepower-chassis /fabric-interconnect # setout-of-band staticip ip _address netmask network_mask
gw gateway ip_address

d) N=®l Aol Ao EdNAAS Anlg )
Firepower-chassis /fabric-interconnect* # commit-buffer
GA3 oh5 I o] IPve ¥ IP FAE AT
a) Fabric-interconnect a®ll o) gt H 2] & A A gt}

Firepower-chassis# scopefabric-interconnecta

b) 2] 1pv6 73] 1] ] W9 E Ao,
Firepower-chassis /fabric-interconnect # scopeipv6-config

O the WHL Askel A B Ibv6 F 2 FelFU T
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if
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d) THe 3H S Qeleiel A2 Bl 1p 4 W Aol g0l S AP
Firepower-chassis /fabric-interconnect/ipv6-config # setout-of-band staticipv6 ipv6_address ipvé-
prefix prefix_length ipv6-gw gateway address

¢) Alz=8l A ago] e ERAMELS Anl g
Firepower-chassis /fabric-1nterc0nnect/1pv6—c0nﬁg* # commit-buffer

Thg a0l A= IPv4 2] QB o] 2 2 o] Egllo] & 4 Pk,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band static ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

TF2- ol A= 1Pve ¥he] QIE]F| o] 2 Bl Alo] Eglol & -4 it

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

of =2 Aol &2 IP

2

FXOS CLI€] Firepower 4100/9300 A A ¢l A4 =] o] Ql+= o Ze] Alo] el A #e] IP F4E W74 &
AUt o] Z A st WA FXOS ZHE el ol A 1P A H5 WA g o2 o S Al o] A &l
IP AR5 B8 oF Fch

Firepower Chassis Manager& A}-8-3to] o] & ¢t W7 -& a3} a1 A| =5} A H] 27}
AFYC AR 2 S 7 A S glofl 8 FXOS CLIE AF&-31o] o] 23k M & 4=8) 3 O]C
t}.
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FXOS CLI®| 423Ut} (FXOS CLI YA 2=, 9 o] X & x4 A 2.)

A2 =elA tukel 22 WS B
scopessa

(RUBNR)
)

scopelogical-device logical device name

a0
X
w

Hel REAEROR WIS FYAL AL vhe] REAEY sl
= 2ol o] YU
ASA =214 Hue] 20) S8 75 1eol o] 35
a) )4 iupe] 2 o) FEXEQS Qe P
scopemgmt-bootstrap 4S5S4
b) Lol P XS A&yt
scope ipv4_or 6 slot number default
¢) (IPv4Rt el d) A IP 42 A4 g,
setip ipv4_addressmask network_mask
d) (pvert el ) Al IP 4= A A gt}
setip ipv6_addressprefix-length prefix length number
Q) sAelEdle] Fag YU
setgateway gateway ip address
) A ze o] ds Aul gt
commit-buffer
ASA =94 tinto] 0] Z2) 28] Y 73] 1o o] M) A5
a) Fe|2~E A FEAERS gL
scopecluster-bootstrap 454
b) (1pv4rt 3 ) A 7He 1PE A T
setvirtualipv4 ip _addressmask network _mask
¢) (Pveyt &) Al 7+ 1PE A A jH T
setvirtualipv6 ipv6_addressprefix-length prefix length number
d) A 1P E& A3
setippool start_ip end _ip
e) Alo]Edo] FAE A
setgateway gateway ip_address

) As)zele] 4 e Augch

commit-buffer

Firepower Threat Defense®] % H & 9 221283 Ay g o]l 49
@) =94 uto] 2 gy P EAEYS
scopemgmt-bootstrap fid

b) &3P =S AR T

0,
)
ol
T o
Bua
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AP
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scope ipv4_or_6 slot_number firepower

) (IPv4Rt ) Al IP 45 A4 ).
setip ipv4_addressmask network _mask
d) (apvert ) Al IP FAS A}
setip ipv6_addressprefix-length prefix length number
) AlojEdo] =45 AAFY
setgateway gateway ip_address
f AwaeelAg AR g
commit-buffer
Fa ZY2HE Ay e o] Al 49, Firepower 4100/9300 A} A o] A% 7} o Z2] Al o] A 2] Af
Ip jz_ig A s oF Futh A A 7 8] 2~ E = HA A9 19 Mﬂ—% B3, 5 A
ol A 2t off Z-2] 7 OWOH thal] o] @A S wkEsfof gt
2 E Aol 1 el R E AT A0 A S
a) ssa LEE WIS Pt
scopessa
b) %o WS g
scopeslot slot number
0 NE el Ao Q1R AE WS FYFICh
scopeapp-instance asa_or_fid
d) 2] FEAER AR E AU
clearmgmt-bootstrap
) Ay el dE Ay
commit-buffer

of ZE]Alo] & v &4 sk T
disable
commit-buffer
Za FH 2 Ay e o)A %, Firepower 4100/9300 A Al ol A 7} o 2] Al o] A o]
2 ESEY HRE A S0 Yo G0, A L el 8 S HA A aell
= BHFE A5, 7 A ol A ZE o Zg] Al o] ol ts) o] Al E wHE s of gt}
o &2 ﬂ] V“Ol Q 43}01 ”EHOJ %%01 CRA] 22FQ1 el 7F | of 2] Al o] H & v Al 24
sheu
a) ThA] ssa RER W95 AP T
scopessa
b) £x o= WS FFU
scopeslot slot_number
¢) ofEgAl A N2 2" WS FAHF U
scopeapp-instance asa_or_fid
d) ofZe]A)HAE &g st

enable
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I Firepower 4100/9300 A A ] & H7

¢) Ao e AT,

commit-buffer

b

2 ZFY2"d Ay g o)A o] %, Firepower 4100/9300 A Aol 12 ¥ 7} off Z2] 7] o]
A ggsheted o] @A S wHEEf oF FU vk AjA] F S8 2 = HA 79| T1e o]
T3 AT, AN Bl A ZE of Zel Al o] el tiEf o] WAl E W of gt

il
R
Y,

Firepower 4100/9300 A} A ©]

Al 2FaE7] 2l
Firepower 4100/9300 A A] o] A}-8-%¥] = ©] &5 FXOS CLICI A W74 & 5 &t

!

A1 FXOS CLIO| 9 2 Y tHFXOS CLI 9 A 2, 9 #| o] #] =),
GA 2 A aE REZE AT
Firepower-chassis-A# scopesystem

W43 @A o ES FAF
Firepower-chassis-A /system # show

A4 A olEe T

Firepower-chassis-A /system # setname device name

GAS A2 A Lo Aol EdAA S ARG T,
Firepower-chassis-A /fabric-interconnect* # commit-buffer

Tk ol A Tlubo] 2 o] §-2 WA P .

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #
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AP 2%l

(RUBNAU

76

AL 27191 vy & AF-8-3FH ALF-8-#}7} Firepower Chassis Manager©ll 21913 wjj ] 6l ~E 7} 31
AlF W AL G A= AL SR} o] E R U AT E B T E X EV A H 7] Aol WA X] 3 o] 4] OK(Z
hE S8 alof Itk Abd 2290 w7t A = o] A 2 A F-oll = vt E AFEAL o] & E v
WS TEIEJ}L ZAF YT

T E 0] Q& 9o = AL8A 7} FXOS CLIY Z1218tH ST E B T2 E7L F A5 7
Aol v gl ~E7F A Yo

DERE
A}

FXOS CLI®| 12 Y THFXO0S CLI A 2=, 9 H[o] A] ).
ok B E g A2,
Firepower-chassis# scopesecurity
LR RS At
Firepower-chassis /security # scopebanner
& Y-S Qo] A =9l Ml B T
Firepower-chassis /security/banner # create pre-login-banner
A}-8-2}7} Firepower Chassis Manager 5=+ FXOS CLIol| 2 1213}7] A of] FXOS7} AF-&-Z}oll Al 32 A] 5
of & A A & A g ot
Firepower-chassis /security/banner/pre-login-banner* # set message

AP 27181 WY A A A E S Qe v sk R A g o,

Sl
)
il
o
I

ol

L FILENA ARG 291 vy A X E AH T o] ol 999 3+ ASCI <
T AFUT ZF el Ao 19248 27 ¢ = ol 2Rl 9 AES HE = Ut 7
2}l Afelell A Enter 715 Ut

2%k & 2h2loll A ENDOFBUFE ¢ 93}l ¢k ated W Enter 7] 5 7+
A7 WA A g8} g AbE HAas W calvCE FE U

Alz=gl Ad] ol el ERAAS AR
Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

I9
o

T ool A= Abd 27190 vy & A o

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "~C to abort.
Enter prelogin banner:
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>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

DIERE
Azt

FXOS CLIo| &4 A3 TtHFXO0S CLI YA 2, 9 Ho] %] ZZ).

ueh v e g A g

Firepower-chassis# scopesecurity

i Wl mEg AR Th

Firepower-chassis /security # scopebanner

pre-login-banner ¥ Y] H.oF R =5 A] 2} T}

Firepower-chassis /security/banner # scope pre-login-banner

A}-8-2}7} Firepower Chassis Manager 5= FXOS CLI| Z1%13}7] Aol FXOS7| AF-&-A}oll Al A 3
oF & A A& A .

Firepower-chassis /security/banner/pre-login-banner # set message

A 27281 WY A A A E R Qe s 4R A g o,

ZEIEEA AL 27121 vy HAIAE 4 E %‘%E} o] Ao ¢1¢]¢] FF= ASCII #AHE = et
T AHFUTE ZF gelel A 19245 ¥ 88t = 9l of ] gele] HAES e s = 5y 7
g}l Aol A Enter 7] S 54 o}

23k & g}2lo Al ENDOFBUFE ¢ 35}l 5.5l Enter 7] & 7 U T

AR WA A 3t AAE FH AskE W Cal+CE FE YTt

M2 713 e o] Mol ERA M-S AT
Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

T ool A= Abd 27190 vy & 4 o

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #
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AFA 27181 Wi AbA

o

P!

FXOS CLI®| 1A 3 THFXO0S CLI A2, 9 Hlo] %] Zx).
HF RE & A AR T
Firepower-chassis# scopesecurity

WY Bk wEE A A,
Firepower-chassis /security # scopebanner

A 2810 A AL 219 W & ARA F .
Firepower-chassis /security/banner # delete pre-login-banner

A=) A e o] doll ERAAS AR
Firepower-chassis /security/banner* # commit-buffer

& dlo A= Abd 212 v & Ak gy o)

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 A} A] A 5-¢

(HUBNRU)

ue)

A}

Overview(7| )& A 83} Overview(7] ) | o] A & It}
Overview(7l] &) #| 0] X 2 2% 23 Tho] A Chassis Uptime(A) A AEFS]) 2ol
Eiati=3

Yes(cl)Z £l 3} Firepower 4100/9300 A A] 9] A QS & AL 3 .

Al 2=glel] A E o] Q) BE w=E]d tulo]| 25 HAH o= TR U #H T4 O = Firepower
4100/9300 A Al o] L& 1131 A A ZFSE7] el ZF Bt g/l Rl o] A Y-S HY T o] R A2
= oF 15~20%0] eyt

= Reboot(A F-B)E &
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[40
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i
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B Firepower 4100/9300 4} 4] A 91 117

Firepower 4100/9300 A A] < <1 117]

o
)

ey
b
w

R

Overview(7l| 2)E A B3} Overview(7] &) #| o] A & Yt}
Overview(7]] &) #H| o] A] @ % 23Tkl A Chassis Uptime(AH A] GEFS]) ol 2= Shutdown(F =)=
Bl

Yes(9l)E =23l Firepower 4100/9300 M Al & LS & AS QOJ@L]E}

Al 2=dlol]l FAdE o] Qe BE w=El A Hulo]| 25 HAAH 0= I
4100/9300 A Al o] M-S 117] el 7 Bt E/dx o] WS

- _
A= 1D 2154 A XA
%7] 3] 1l o] A ©] F Firepower 4100/9300 2| A] 1 ol Z2] Al o] A 2} &7 A}-8-317] 98l A4 A7
SSL 21341 7E AU T 1347 43 g E B R Fehol A E neky A o] AFAE A4F o
AR U Al S0l AE H 94 7t 23 S 2 Firepower 4100/9300 AHA] 1 Q1 E] | o] 220]]
M| 228w B 2}9-A = SSL 74 LS A A A AFg-2Eoll A Firepower 4100/9300 A A of] @ Al 23} 7]
Ao JASAE =S 2 FY T v AAFE AF8-51A FXOS CLIE AH8-31] CSR(1 54 A
W 87)S A48} IL Firepower 4100/9300 A A] o} &7 AFg-3}7] SJ8] A3} ID AFAHE A& 5= 9
$UTh o] ID I FHE AHESHA Fetol = HekS A A AAS AR F 5 9ov] A gle] I
AH Al ~E B F AdFYTh

!

FXOS CLI®| <42t} (FXOS CLI A 2=, 9 o] X & 34 A 2.)
HeotBES ¥
scopesecurity

7] H A

createkeyring keyring name

QY 71oll gk Ee s A7]E A g
setmodulus = 7|

Ay ol d S AU

commit-buffer

CSRAE S AT AFM & 718 GA (el FA1-01 5)& ALg3kel 44T = gon], Ao
2R R 2NN e PRIt A TFH =S e nF FAL AT 5 AFUTh SR
=S THT O A2 A AFA M AABE B

createcertreqcertreq subject name
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setcountry = 7}

setstate /=

setlocality <] <

setorg-name organization_name

setorg-unit-name organization_unit_name

setsubject-name subject name

Ay agelds Ayt
commit-buffer

Q1% 7)ol A F5}7] 918 CSRS Ul Ry o),

a)

b)

A CSRE A T
showcertreq

MIIC6zCCAdAMCAQAWdAzELMAKGAIUEBhMCVVMXEzZARBgNVBAgMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWFAYDVQQOKDA1DaXNjbyBTeXNOZW1zMQwwCgYD
VQQLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONS5gagkfz2fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/ax7TW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4 Pmu
RIWE88YEVVWHTJITELj90vxbatjDjVSIHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6d1ltBI9rnyxgGth5dPVOdhQIDAQABOCSWLQYJ
KoZIhvcNAQKkOMSAWHIACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDANBgkg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgqYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Z2ng31
kKLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJIJMvAQC6AZyUnMfUfCoyulpLwgkxBO0gyaRdnea5RhiGjYQ21DXYDIJEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

————— END CERTIFICATE REQUEST-----

certreq L& TEFH T

exit

7% BEg FEG,
exit

Za RE 9]

A AQle] the @ A9l A5 W

AFA AL HHey] 98] A E2E ZAES AT
createtrustpoint trustpoint_name

EY2E ZIRIEA B CSRE A AT
setcertchain
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[ IEREE D REREE
G113 FA FIAFAE A= S 71T A9 FE E S AFAE Ao UL g E
9}l o] wh Qo] FE ¢1ZEA| S Ho]d 0 2 E BEGIN CERTIFICATE 2 END CERTIFICATE
ZY2E xFsto] ARl 74 T A5A7F A2 A gU) dld ek AA 9AE E5S
EYXAE ¥IQIE FAlslo] FojdHurn),
g7 o] Ao wf e §eHAo] A BALSHCSR 28 S 9 E g )
oA Al

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqghkjOPQQDAJBTMRUW
>EwYKCZImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTcl1NjU2
>WhcNMjAwNz I AMTgwNjU2WjBTMRUWEWYKCZ Imi ZPyLGQBGRYFbG9j YWWXGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA2 7V1EnglgMtLkvJI6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/ zAdBgNVHQ4EFgQUyInbDHPr FWEEBcbxGSgQW7pOVIKWEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
>

>ENDOFBUF

%74] 14 Z‘]_IL]:LE]] O] e ﬂ t}yl;;—j],]/] E]—
commit-buffer

GA15 ETAE ¥QE R 2g3ht},

SA16 7] 8§ REE A Z3 )
scopekeyring keyring_name

AT 132 A AT ERAE FAE CSRECE YA H 7] ¥
settrustpoint frustpoint_name

G118 A g2 AYE ID ASAE 7P H
setcert

A9 Q1ZF 7] HA A AFsh= ID 1549 H&-& 29

ftlo

Ayt

Ci

su,

o Al:
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIES8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggqhk jOPQODAIBT
>MRUWEWYKCZ ImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwWNDI4MTMw
>O0TUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwWJVUZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNSc3R1
>bXMxDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRZnAOMT IwLnR1c3QubG9j YWwwggEi
>MAOGCSqGSIb3DQEBAQUAA4IBDWAWGgEKAOIBAQCzQ43mBqCRINZ+LglUQAOb7tga
>BwdudS3sulXIwKGco4 SmMHCROw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbOhNssvmAhhlVql PGnodNR7TMEfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdJBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVRO jBBgwFoAUy InbDHPrFWEEBcbx
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>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0OaW4sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxXDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWNlcyxDTjlDb25maWdlcmF0aWOuLERDPW5ShYXVzdGluLERDPWXVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZXJ0aWZpY2F0aWw9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMAOCGCCsGAQUFBWMBMAOGCCQGSM4 9BAMCAOGAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1UwW=

>ENDOFBUF

}\] i\_Eé] = /\] 7(1—81—14 D}

scopesystem

A2 REE A 2 o)

scopeservices

A 1EAHE A3 RS FXOS 9 AN 28 PRI
sethttpskeyring keyring name
Ao age]d S ARG
commit-buffer

HTTPS A B¢} A4 H 7] H&
o] of gt} s Zo| 7]
s ulo| =54 ke A
showhttps

A gk 7)ol o] aje] 3etAlel A AT 7] 8 o] g o] wke)
T E = A5 HTTPS A8 7F ob 4 A 9154 & AH8:

o A:
fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40: !EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

7]*4 =9 J 27‘1 o] Y-85 A8kl 3l Certificate Status(?1 541 A El) gko] Valid(F & 3hH = A =]

scopesecurlty

showkeyring keyring namedetail
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o A:

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b3:43:8d:e6:06:a20:91:£6:76:7e:2e:09:54:40:
0d:1lb:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8f:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5£:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:cd4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc, CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e:6€:24:89:04:6£:¢cf£:05:98:e6:b2:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

Cisco FXO0S Firepower Chassis Manager 71 3] “1.2] o] A 7}0] =, 2.2(2)
[ 82 | [



>
o2

<

ac)

=
i}
ok
&
¥o,
s
=
ro,
ofN
B
il

MITE8DCCBJagAwIBAgITRQAAAATehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQOBGRYFbG9]YWwxGDAWBgoJkiadk/IsZAEZFghuYWF1c3Rp
bjEgMB4GAL1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4tUEMtQOEwWHhcNMTYwWNDI4AMTMw
OTUOWhcNMTgwNDI4AMTMwOTUOW)B3MOswCQYDVQQOGEwWJVUZETMBEGALUECBMKQ2F's
aWZvcem5pYTERMASGALUEBXMIU2FulEpvc2UxFJAUBgGNVBAOTDUNPpc2NVIEFNS5c3R1
bXMxDDAKBgNVBASTA1RBQzEaMBgGALUEAXMRZNAOMTIwWLNR1c3QubG9jYWwwggEL
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZzQ43mBgqCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco48mMHCROQwWIADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
RIHLPvIrHtYY296D9c/7N3Tee3gZczrciys9w+YDsTCCoNIuhKGOERXXSGF /343D
ikoJIn55JKRImMRMHVkdopX1lu21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRG0Jqe/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5gq9Tp3W0H2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQ4E
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzgCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1eSUyMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXN0aW4 sREM9bGOJYWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQCcBAQSBvzCBvDCBUQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdG1luLU5SB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj10dWJIsaWMIMjBLZXk1MJBTZXJ2aWN1lcyxD
Tj1TZXJ2aWNlcyxDT]j1Db25maWdlcmF0aWOuLERDPWShYXVzdGluLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWouQXvo
aG9yaXR5MCEGCSsGAQQBg] cUAGQUHhIAVWBLAGIAUWB1AHIAdgB1AHIWDGYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQObYHNUU/AIEA7UdOb1SIBG/PBZim
sgoIK60akbjotOTvUdUd9b6K1Uw=

————— END CERTIFICATE-----

Zeroized: No

ohgol @ %)
A& = s A JISA7E Al S H A SlstH ™ 4] Beke-A o] =4 FA=
https://<FODN or IP>/S %} ¥ 3} Firepower Chassis Manager= ©]-5 31t}

B Ao A EE T A Fol Y A-o] &3} ) 5te] Hel T}
e =9l o) Bl 1347} Wit B A A oA 2T 5 gl
OF FLITh 1P FAE F3) A2 ol AT 5 U ASAIALEH AT e
SSL 2.5 (2t o] Fo] 287k MA Y o,
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« SSH T4, 88# o)A

« =yl 74, 90 o] A

« SNMP 4, 903 0]

« HTTPS 74, 97#]¢]X]

« AAA T4, 1087 0]

« Syslog 74, 1189]0]%]

« DNS AW A, 1215 0] %]

e R

%

G HATES e o2 AR AU dA] Al 2F) AHS B NTP ¥ o] A& AF&-sho] Al Z=E o
4] NTP(Network Time Protocol) S 7-/3 1] T}

NTP %42 Firepower 4100/9300 AH Al &} A Aol A %] ¥ 1=2] 4] t]nfo] 2 o] 245202 57| 3tE Y
t}.

Y
K

Firepower 4100/9300 A A] ol 4] Firepower Threat Defense S -5 %<1 74 -%-, Firepower 4100/9300 Af
Aloll NTPE -/ 3l °F Smart Licensing®] At = 2H5 3} a1 T ufo] 2~ 55 A] 243 Y ~¥I2 &
B 4= 25 Yt} Firepower 4100/9300 A A] 2} Firepower Management Center®ll = ‘& < $F NTP
A E ARl oF gt

NTPE AH8 5¢1 73-%-, Current Time( A A7) Holl A A A 5713t A& = = dFU =

Time Synchronization(*] {} 5 713}) g1l 1= NTP Server(NTP 4| H]) H]| ] £-2] Server Status(* H

H) B=5 gldte] 74 ¥ ZFNTP A 9] 57]31 A Hl & & 4 A5t A =80l 543 NTP A
[e)

W9 5718H8 5 U A, AT WS 2] s A6 g 2ol 9 u okel: 9o vk
ANE 28 $& 5 AL
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SAl 1 Platform Settings(= P 3% A7) > NTPE A &
@712 Current Time(& A A]7H) §& =83}
tufo] 2o A E Gk, AlZE Y 3 AP 7F A Y T
NTPE A& 5<l 79, Current Time(& A A1 7h) §ol| Al AA 7|3t el & & 5 JFUTE Time
Synchronization(*] 7F 5713} ¥l 31 = NTP Server(NTP 4| H) E] o] &-9] A] Server Status(A ¥ “J-Ell)
L& gRlste] A E ZENTP AW 9] 5713 JEl & & % 5k Al 28 o] 548 NTP A H
o} F718tE 7 gl A5, A S W8-S B 918l AH A Gl = G R ofo] 2 9ol mhg-2~ A
g &d =5 F Ads5Uh
3y %
xT A A A
o
711 Platform Settings(Z 235 A 74) > NTPE A H Ut
@712 Current Time(& A A 7H) #S =83
A3 Time Zone(E T A7) =5 U2 &5 A Firepower A Aol 483 5 A7 E A Elgy)

NTP= Abg-she] &% 3L A 7F 24

NTPE V=93 A 228 ko] Astal Al 571308 A7He Al gahe ASH An A 28e pdae
o A& Tk Y e Bhe] W) ghe CRL 153} ko] Al gholl mizkak 2<jol 1= o)l A 8
Aol W e gk 2ol 4719 NTP AW & 74 4 A5 Ut

%

o
R

FXO0S 2.2(2) ]/ Bl Aol A= NTP Bl d 38 A&y},
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43

Platform Settings(Z 2% A 4) > NTPE A &g}
Time Synchronization(*| 7+ 5 7]3h 512 =8 gt}
Set Time Source(*] 7F 222~ A &)l A Use NTP Server(NTP 4] H| A}-&).
A28 ZF NTP A9 (Z o 470)oll T &l NTP Server(NTP A H) Z=of NTP A H 2] [P F4 T 34
E o]5S 93t Add(F7hE 28 @yt
Save(A = S8 FHTh
Firepower A A= NTP AW A X7} XA H A2 -4 Yt
NTP Server(NTP A B]) B 0] £-0| 4] Server Status(X ¥ A El) 2 =2 2w 1w 7} A1 o] % 7] 3} A
2 3 % Qg th Al 2wlo] S NTP A ok 578 5 gl A%, A &S 1] 915 A
B AFe) Qlol] 9l A u olo] 2 §lo] k- AN E &7 £ LTk
Fan AR A S 104 o) A4 8Fs A9, Al 2wl ol A] 2 710125 ™ Firepower Chassis Manager

ol ThA] 1el ] of F T,

NTP A H] 274

A1
A 2
oA 3
A 4
X R

4%

Platform Settings(Z 2% A 4) > NTPS A &l gt}

Time Synchronization(*| 7+ 5 7]3h 812 =8 g}

A 718 zF NTP A ¥ o] thall NTP Server(NTP A1 1)) H o] 2ol A &}l A1 €] Delete(2}Al) ofo] 24
=228t}

Save(AH= =g}
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A1 Platform Settings(Z 2% A 4) > NTPE A & gt}

@712  Time Synchronization(A] 7} 5 7] 3} 812 &8 gy}

@A 3 Set Time Source(A| 7F 2222 A1 7)) A] Set Time Manually(5-& 2.2 A ZF A7) & S g4}

9714 Date(Ah) EETE B2 2t F2 e RN g, DA ALG THs F AEZ L A3l
»L;;(}E AR -dq 1;].

A5 S FetE EEthe 5SS AFE Y] AlRES Al E /e = A T
H  Get System Time(*] 228 A| 7} 7141 @ 7])S & 5} Firepower Chassis Manager 1724 o] A}-§ &

A Al =Hel] I8 A DA et E = A WA RS AA S 5 dSF Y
476 Save(HHE ST h

SSH -4

(RUBNAU
2
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38

Firepower A A &= &5t 2 A 7bo] 2] e = -4 5 Yo
ZFn A AY A RS 108 oA 2®llof| A 2 Z10}-2-%] ™ Firepower Chassis Manager

off thA] =21l sl oF gy

U} A Z}oll A = Firepower A Al ol T 8k SSH M A| A~ &5 &4 8} el A Y v &4 3l 8= H}m*} FXOS A}
AlE SSH Z&}o| A E & A 3}5h= HH S "“ﬂfﬂ‘/]ﬂr SSH= 7] &4 0. & &4 3} 5] o] ol5 Ut

A3

Platform Settings(Z 2 3 41 %d) > SSH > SSH Server(SSH A H)E A &l 3t o}

Firepower Al Aol t] 3+ SSH o) 4| 2~ 5 &4 313} 2 1 Enable SSH(SSH &4 3}) &l 42 A el gk},

SSH 9 M| 2~E W] &4 3} 512 ' Enable SSH(SSH 4] 3}) kol gho] M el S F 4§t}

HEH«] Encryption Algorithm(¢} 3.3} &t i18] )0 thal 212}o] & &5 = ot 8 S| Zo &g
< AEgy

73’-1— 3des-cbe= 38 7|eoll Al A A E A GF U 3F 7]E EE7FFXOS Al A ol A &4 85 o

A= 4T, 3des-cbes S 3} O—J—’ﬂ%oi*}&ﬂ T 5y Th

J1] 9] Key Exchange Algorithm(7] 2.3+ 2312 5)oll o &)l 2+7}+9] 3]-8 & = DH(Diffie-Hellman) 7|

wghe] gl ehs 4 ¥ gtk DH 7] ﬂ-ﬂoﬂjﬂb o = gk A E}%Ei Pl fle T g

EATFUT o] 7] WS A L ST AE 7|8 AASt] EAE RISS Alg @ o] 7] wE

‘?j—c WA A A1) €155 A 3-shU vl DH 7] w8k W AFR-of o 3k Z}H] Sk 82 RFC 42538 &%

S A L.

1 ¢ Mac Algorithm(Mac & 312]5)oll thall 2171 e] & 85 = 7243 dagse] Elads A9

Yt}

211 2] Host Key(Z~E 7])ol th3l]l RSA 7] ol tjst RE5elx~ 3715 4=y )

|

O
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SA17

ssi 4 W

REHAFGEE qﬁﬁd@%m%mﬂ484ﬂ$%H4XV%Pﬁﬂ REH2 A7V ETE
RSA 7] %< A48k vl .3 A9y A== k2 20489 U th

211 9] Volume Rekey Limit(E5 7] A A3 Al ghyoll tiall FXOS7F Al Aol A A2 S sl Al st7] el
A4S 3 38 H = EdT HKB E)S AF T
1™ ] Time Rekey Limit(A] {F 7] A A3 #l| ghyell tf 3l FXOS7F Al ol Al A4S alf Al 8171 %ol SSH
Aol & FEi7EE 7 e AN 99)S A F Yok
Save(4 4= F g}
FXOS A A] SSH Z 2o A EE 5 3}5l ] W SSH Client(SSH 2 2o A E) ¥1-& Z2] 3yt
Strict Host Keycheck( 4 3 3 2~ E 7] <l)ol t) 3]l enable(Z4] 3}, disable(H] 24 3} I= = prompt(ZE
FIZE)E AY3le] SSH S 2~E 7] 8218 Alof gt
e enable(Z243h) — 52 E 7|7} FX0Se] ¢ S 2E mldof gl=4
2~ Hl/2 0] 2~ B 9] o] 4] enter ssh-host T & & A}-&-3}4] FXOS CLII| A
gl oF g o,
s prompt(ZELE) — S AE J]7F A Ao A G E o] Q1A & A S AE I E FE e AN
stk T EIZEZF ZAE U,
* disable(H] &4 3h) — (712 gh) o] dell A T 2E 717} gl A AT E2E TS AHE L
2 Fegyh

E 9] Encryption Algorithm( 3.3} &arg] 5ol thaf Zhzhe] 385+ 433 dag|Fe
e

3des-cbe= 38 7|woll Al A A E A FFUT 3F 7]E EET7FFXOS A A of| A & 8} 5] o]
A= 781, 3des-cbeE YT 3} darg]Fom AR gls Ut

)
SRS

U<
2
ﬂllo rQ,

K

Z2}o] 1 E 9] Key Exchange Algorithm(7] 1.3} k51 2]F)ol| tf 3 2H2t 9] ] & =] = DH(Diffie-Hellman)
7] m3ke] FR1 S A B 3T} DH 7] a3l A= o] = gk A s o & 818 4= gl 3 oF
& ATFY o ] Lﬂo A E S AE )9 AAEt] T AE QIFS AlFFUtt o] 7] w gk
W2 WA A MY Q1S Al YT DH 7] a3 BH ARg-of] o gk 2hA| §F U] 82 RFC 42535 3+
23 Al 2

ZeFo] A E 9] Mac Algorithm(Mac &38| 5)ol T3l 2H7}e] 8] 85 «= T2 dagse] glats
Ao

=2} o] 91 E 9] Volume Rekey Limit(=5 7] A 2843 Al ghyoll th3l] FXOS7}F Al Aol Al o4& &) 4] 3} 7]
Aol A4S 53l 5185+ EY c’oE(KB “Gehe A8 Y

Z}o]l A E 9] Time Rekey Limit(A] 7+ 7] A A A A $hyol] o 3] FXOS7F Al Aol 4] 14 S 3 A 517]
of SSH Al o] F& el 7F 2 = )= ARG &) A FY o
Save(4H = FH gt}
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GA1 AlaE =S A EgR T
Firepower-chassis #scope system

@A 2 A2E AH| s RES AU U
Firepower-chassis /system #scope services

A3 Firepower A Aol T &+ &Yl A M|~ 5 44512 T3 & 3}

* Firepower A A o]l tf gk &Yl A2~ 5 3]-8-312]H th&

Firepower-chassis /system/services # enable telnet-server

* Firepower A Aol th @t Wl QA =S 5] GabA4] o v WEe A5 g

Firepower-chassis /system/services # disable telnet-server

A4 Al2E Ay e o) dell ERAAS AR d YT
Firepower /system/services # commit-buffer

U el M= duls 24 3tetal ERAA S A d Y

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP -4

SNMP 3| ©] #] o] 4] Firepower A A] oIl SNMP(Simple Network Management Protocol) & -4
O A S RS e FE BN S
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SNMP
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SNMP(Simple Network Management Protocol)i= ol & 2] Al o] A #lo] o] 2 EZF 2 4 SNMP 2] #}2}
G101 A= < 541 AT o144 5212 AT T SNMPE =] Hlol s e
:‘Lvl.ﬂsl/\ 9}1\5% 4_7,:§]_ 31]01 EL“” :ﬂdg_oie Zﬂ.l_ah/]q_

SNMP Z &Y a= A o2 A=

* SNMP 2] 2 — SNMPE AHE-8F= U E9 A Hufo] 29] ghg& Ao stal U E & 8l H] A
SH = Al=EdU

* SNMP ol ©] 1 E — Firepower Al A] ol] th 3+ t]o]E] & f-#] s} & Q.o u}g} ¢ o] B & SNMP 3%
2] Zpol| Al B.3L3}= Firepower A Al W] 2232 E 9o 524 8 41U T Firepower Al A] ¢l = ]
O] HE W MIB 2 o] 55 lFHTH SNMP o] d EE &/ slstar Fe| zfe} o o] A E
7+e] BA = A4 31 A Firepower Chassis Manager 5=+ FXOS CLIoI 4 SNMPE &4 35} a1
Agkh )

* MIB(managed information base) — SNMP ©f| o] Z1 E o] 9l = 32| A o] =5yt
Firepower A} Al = SNMPv1, SNMPv2¢ % SNMPv3E A Y3 T} SNMPvl % SNMPv2c+ X5 A7
YE 719 Bt 35 ARE-FHY th SNMP= tha- 7 #o] A o

* RFC 3410(http://tools.ietf.org/html/rfc3410)

* RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412(http://tools.ietf.org/html/rfc3412)

* RFC 3413(http://tools.ietf.org/html/rfc3413)

* RFC 3414(http://tools.ietf.org/html/rfc3414)

* RFC 3415(http://tools.ietf.org/html/rfc3415)

* RFC 3416(http://tools.ietf.org/html/rfc3416)

* RFC 3417(http://tools.ietf.org/html/rfc3417)

* RFC 3418(http://tools.ietf.org/html/rfc3418)

* RFC 3584(http://tools.ietf.org/html/rfc3584)

SNMP9] 34 71%%3}45 SNMP of o] H E ¢] ¢+
A i3] oS B et glEUth g9 &
FH ko] A4 B4, 71E} SUE oM ES YEE 5 syt

Firepower Al A] = SNMP ¢ H S E=l E = AW 2 AT SNMP #HE| A7 ERS =218 o] &
015 A5 3F%] & 01 Firepower Ao A= Ed =4l o] L2 81018k = Qlom g EdS An )
A Aol Wol AUtk AR 248 5413 SNMP #] A= SNMP -3-H PDU(Protocol Data Unit) 2 1]

S A3 A YU SNMP #HeE] AF= o] ¢ &
21, AA 2L A2 T 5=, dlolH 2
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* authNoPriv — 2152 A A7 453} 13

|

e authPriv — 915 2 4353} S

SNMPv3:= HOF W8l 9 3ok el 8 B Al LIk Wk Wl e ALg A % AL AT S8 o ol
tel A4 E = Q% AeFeuth mek A e Kok el o)A 348 nok A MUt Bt mY
3} wok ee] 23S Fo) SNMP 917 A1) A 4 83 wek WA Zo] A4
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Ohg Fell A= ok i  wpale) 2l sl A g ok
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i

3}
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v2c noAuthNoPriv AFYE Ex<4 | oy &

oo M1 2
2% X ol
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v3 noAuthNoPriv A=A} o] & oly & o) Zof A}-&-A} o]

v3 authNoPriv HMAC-SHA oly & HMAC SHA(Secure
Hash Algorithm)&
o AFS
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t}. DES(Data
Encryption
Standard) 56H| E
ECE
CBC(Cipher Block
Chaining)
DES(DES-56) ¥
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U

SNMPv3 = ¢} 7|5

SNMP =] &

SNMPv3ol = U EY IS E3l ¢l= Ty o33} T 9o 23S E3& t]nfo] 2~ 3k Bt
NA| 2~ E AT FY T} SNMPv3All A= T3 E AFE-AFel] 9] & e 2wk 521353l SNMP HA| A &
o} & 3} ¢ T} SNMPv3 USM(User-Based Security Model)S SNMP W A] 2] & ¥l ¥ QF-S- 712] 7] T}

s WA A SR — wIA A F o' M7 s B E A gk, el an wlol B A7) H] o}
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Firepower Al A] = SNMPoI| Th&-& A g o)

MIB <] 1
Firepower A A= MIBo|| thaf ¢17] A& A4l =5 A4k

SNMPv3 A8 415 912k Q15 2B
Firepower A A1 1= SNMPv3 A} 913 HMAC-SHA-96(SHA) 915 22 EZ

o
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SNMPv3 A}-8-2H5 913F AES 71} 22 B

Firepower Al A] = SNMPv3 WA A] ¢} & 8} 9]k 7)|Ql X~ 2 & & 5 &1} 2 AES(Advanced Encryption
Standard)E A}-8&3}H RFC 38262 =53 th

7H N HIE A S (priv) A ol A= SNMP Kot 9t 3HE 9] 3l DES = 128H] E AES ¢t 3315 e
T AFUYTE AES-128 73] 18 o] A& &4 shah= 4 -F- SNMPv3 AFEAFE 918k 7)1 vl &7} Q)

©. 18 Firepower A A ol A = 7 Q1 v H & & A}-8-35} o] 128H] E AES 715 A A &t AES 7] Sl v

Ho = HAagAYPUrh v EHE 7 AR O~ E R A H 49 Hdf 6422 AT o AHFHTH

SNMP &4 3} 2 SNMP &4 43
A%

A1 Platform Settings(Z 235 A ) > SNMPE A & 3H T,
[e]

GAI2 SNMP G ol b5 d=E 4y
Name EShy
Admin State(ZH2] %) S0 | SNMPE &7 3 3H%] of U ¥ v &d 31 3H] A B gh T}, o] A H] 2~
= /\]/\E“Oﬂ SNMP A ¥ ¢} 2] F-gto] E3hu] = 7 9-of vt &4 315t
Yt}
Port(;:E) 2= Firepower Al A] 7} SNMP &~ E ¢} F218 o A}-8-3F ¥ EQI )},

7R EZEEWHAT gl

Community/Username(7] 4 | Firepower A|A] 7} SNMP & A~ Eof] M3l BE ER w A X9

EJ/AFEAL o] F) B = FE3HE] = 7] 2 SNMP vl B3 v2 A H U E] 0] & 0]} SNMP v3 A

|2 ol Ed Y

A AL & 123242 4 E Y @(at 7] Z), \(HE A A,

"(EUE ), ? (FE ) B S AR S PR A 9L 7] gk

public Y t}.

Community/Username(ﬂ HFYUEAEA}F o] B) D=7} oln] A H
S, H]o] = F= 9] 2 B Set: Yes(2 4 o)L 23]

9)\*5‘/] t}. Community/Username(# U E]/A}E-2} o] 5) =0

kol o2 Y= 745, Ho] Y= =2 2 EZof Set: No(2A: o}

Yeyeta 48

System Administrator Name(~] | SNMP &S ¢l %] &= he)kz}¢lu o},
R R S olHlal = A = olE23 A3HE =

gy,

Location($] 1) 2 = SNMP o o] A E(q )7} A 8l o] 1= 2 E 0] 9159 o
A1) 51074 9) 54 EALL Qg
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GA13 Save(HHHE ST
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4%

Platform Settings(= 2 % 2 4) > SNMPE A &g},

SNMP Traps(SNMP E ) & 9o A Add(G=7hHE =1}

Add SNMP Trap(SNMP E 3] 571 t 3} A #poll A th A =5 =8y
Name VSR

ol

AE o

il
i)

= Firepower A A] 7} E 51 & A 53| oF 3= SNMP &~ E 9] § 1~ E
ol T IP FAYYTh

Community/Username(71 74 | Firepower A A| 7} SNMP & A Eof ERS A48 uf E3}e1=

E|/ALEA} ol 5y = SNMP vl E= v2 7 FUE] o] 20|} SNMP v3 AF&2} o] 2]
T}, o] SNMP A H] 2ol o3 T4 F AR E i A8 2} o] 2
35 ok gtk

FRAEAL L 143242  H P U T @(at 7] 2), \(H S A A,

H H
"), 2 (B k) B TS ARSSA] AL Q.

Port(XE) = Firepower 2§ A] 7} E#S $13] SNMP & 2~ E 9 EA418 ujj A}&-3F
EEYUTL
1~65535¢] A& =gy

Version(H %) 2= Egjol] ARE-2 SNMP H A 5 R Th vy st o s
Y

. V1

V2

. V3
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GA 5 Save(AH)E S P

SNMP E 3] 214

Axp
711 Platform Settings(Z 235 A 4) > SNMPE A & gh T}
A2 SNMP Traps(SNMP E ) &f S ol A 214 &t E #llof] & 3} H o] 5-2] o]l 1= Delete(2]A]) o}]

e FHIYUH

SNMPv3 A}-8-2} A A]

Azt
A1 Platform Settings(Z 3% 42 74) > SNMPE A & gt}
712 SNMP Users(SNMP AF-8-21) & ol A] Add(F-7HE == FUth.
@713 Add SNMP User(SNMP AF-8-2} =71 th 3} g #fel| A ot =5 9] 8.
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Type(+%) 2= V2 EE VIS dEshe A9, A5 EH Fd gtk o
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v3 Privilege(v3 1 %h) T = V3 e AEshs 49, Ef ddd Adduth v )
Ud = A5y
* Auth — 152 JA W 53t )l+=
*Noauth — 5= 453 = gl
«Priv— %5 % &3}
A4 OK(EH2)E = 3lo] Add SNMP Trap(SNMP E 3 371 t) 3} A5 245U Th
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=t 3271 €1 *XP Ee 2AE dEFUY o5& AR A A

A4 E}.
Auth Type(21 5 #38) 2= Agk Fof 3 SHA
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HEH S Sy d=

A4 OK(E2e)E = 5o Add SNMP User(SNMP AF8-2} 7)) tf 31 AL &5t}
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A5 Save(HhE af/‘j?}‘%r/}.

SNMPv3 A}-&-2} 2FA]
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A1 Platform Settings(Z 235 A7) > SNMPE A1 &gt}
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FX0S+= 7] 7] B& E3sto] A 8719 7] J& A4
A=}

SA1 B REE AlAg Y.
Firepower-chassis #scope security
SA2 7] He AstaL o] E& A YT
Firepower-chassis # createkeyring keyring-name
A3 SSL 7] Aol(ME)E A dH T
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}

UA4 ERAAE ARG
Firepower-chassis # commit-buffer

U el M= 7] 7170 10240 11 7] & A S T

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

Ol & 2y

o] 7] Fell e JASA 245 A

ot

Y},

71271 & A

e 2H o] Fo] MAHAU ISV HREE EF- 72 7] ¥ <)

g},

o|\

HE FEom AL T

Azt

SA1 Hel BEE AlAY L
Firepower-chassis #scope security

A2 7] 7] He] 7] F el BRES AIFFY L
Firepower-chassis /security # scopekeyring default

9A3 71 7] B AL
Firepower-chassis /security/keyring # setregenerate yes

A4 ERARE ARG
Firepower-chassis # commit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

7] Bl tiek QlsA 24 A4

N,
I
Lo
>
tlo
>

F&ake] 7] ol et QlsA 278 A
A=}

A1 HeF REZ A A )
Firepower-chassis #scope security

GAl2 7] Pl Ay el d RES AU
Firepower-chassis /security # scope keyring keyring-name

SA3 XA Pvd B IPv6 T4 B B A AYES] o] & AFEEte] Q154 23S AT
54 2ol U v AN 52 dHslets TEIE} AR
Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] [subject-name name}

A4 ERARL AN G,
Firepower-chassis /security/keyring/certreq # commit-buffer

SA5 AFA 9P EAGUL o] £ E Batstel Eej Ak 7] Ei AF /o] 1w 5 g,
Firepower-chassis /security/keyring # show certreq

T ool A= 71 545 AFgato] 7] Foll ti gk IPvd T2 = 54 23S Ak EA YT

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKN1lt8gMZ04UGGILKFXQQc2c8b/viW2 rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mMARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
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LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEB/wQQOMA6CBNNhbWMwNICECSE1X AN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZzHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H
BA==

Firepower-chassis /security/keyring #
theol T 2]
* BEGIN(A 2} ¥ END(¥£) 2}l & & 2
th 7] el gk ASAE o™ FdS AS5A
o &g

cEYXRE ¥QEE A
Aol e AR g,

A%

Bt RS Az
Firepower-chassis #scope security

7] % o] A3 aeo] i HES A4,
Firepower-chassis /security # scope keyring keyring-name
AFM 23S I

Firepower-chassis /security/keyring # createcertreq

S| A7} 9l X 8 el @y me s Ao

Firepower-chassis /security/keyring/certreq* # set country country name

2747 AdE DNS(=HQl ol & A1) T2 AT
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

AFA 243} Ae oMY FAE AFFLIL
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 A A &] 1P =45 A A o}

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

ASME 2438k 34k BAE 91218 =A] B A5 A A gy o

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

AFNE LHFE 242 QG

Firepower-chassis /security/keyring/certreq* # set org-name organization name

274 W9lE A Q.

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
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Firepower-chassis /security/keyrmg/certreq* # set password certificate request password

A5AE 8 et s Abe] LAh 9128 A= E A F o,

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Firepower 4100/9300 A| A1 2] 7t 3}e w9l o] &S5 #] 4 g},
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

E%zﬂ}q ;qmtslqﬂr

Firepower-chassis /security/keyring/certreq # commit-buffer

AFA LA EAF L o] LAE BArste] el 2 7] Ei A% 7ol B 5 ggn,
Firepower-chassis /security/keyring # show certreq

O del A g S-S AbE ko] 7] Foll ek IPva FAE IS4 & Akl EA Y

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certregq* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreqg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name Testing
Firepower-chassis /security/keyring/certreg* set state new york
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IThvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dt ztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/wQQOMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQue LTNPnrndgqUwuZHUO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwf IGGSED1AY
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H

BA==

H= s 3 S 3k 3E

Firepower-chassis /security/keyring/certreq #
ohell & 2
* BEGIN(A 2} 2 END(¥£) &91S X3+ 2
7] el gk A5 Do FAdS AFH 833 7 EYAE JA e QS 7|

o AFgtt.
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Firepower-chassis #scope security

EdaE 2IES AAT T,

Firepower-chassis /security # createtrustpoint name

o] EZ|AE ¥ E Y SAH FrE A G
Firepower-chassis /security/trustpoint # setcertchain [ certchain ]

ol Q154 FRE A HeA 28 A4, FE CARIZE 712l 9l
JE B2 gt AN S e 2ErEs) xAP Y 8Y 4

ENDOFBUFZ ¢ @ 3lo] ¢z g th.
8 2ASAE Base64 91 79 X.509(CER) & 4] o] o] oF g1

N

ERAHL ;qm ST},
Flrepower—cha551s /security/trustpoint # commit-buffer

e doAE EYAE IQEE QA EYAE

b

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVVYVYVYVYV

\

>

MIIDMDCCApmgAwIBAgIBADANBgkqghkiG9w0OBAQQFADBOMQOswCQYDVQQGEWJIJVUZEL
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xXxEzZARBgNVBAST£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghkiG9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

AE B3t ASA

[l

=
=

i)
[
iut
b

(<
iut
oz

iy

é}

g},

ox,
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%A 714 271

thol & 2]

EAE PA B Q1S 7oA 7] F ASA S AL 7] o2 7hA s yTh

7] Gl 1AM 7H4 271

ARLMEL
« 7] B QF Ao gt AFA A0S E&els EYAE FAEE FAS YT

cEY2E QA e AT 7R A 7] H IS E A5

A%

HeF RS AlFRR T
Firepower-chassis #scope security

AFME WS 7] Yol A3 TelolH LE S A g,
Firepower-chassis /security # scopekeyring keyring-name

71 FRJASHE D2 EYEE 7 = T 7]l tis] EYAE ¥ ES A F U

Firepower-chassis /security/keyring # settrustpoint name

71 AFAE Qejsta JRE ) e s 4R A,

Firepower-chassis /security/keyring # setcert

EEZEA EYAE g7 B AF /Bl A W AFH HAES Rel YLk 9549 o

+ o ENDOFBUFE ¥ 3lo] 154 g S =ttt

8 9154 Base64 Q1 Y X.509(CER) & 4] o] o] oF g+
t}.

EWAA G A

Firepower-chassis /security/keyring # commit-buffer

2 do A= EHAE IJEE XAt 7] Holl JISAME 73Ut

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\%
VVVYVYVVYVYVYV
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> Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
> mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3ohad=

> ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

o2 & 2]
HTTPS AH| 25 7] o & F4]

k

U,

HTTPS 43
A

7 HTTPS°ﬂ M ARgeE L E Y 7] | WS 238l HTTPS A3 180 S 95e & ENAA
S A AY AR S A A BE & A HTTP 2 HTTPS Al A o] Eag Ut

A%

A1 A2 REE A g,
Firepower-chassis# scope system

©A2 AR A2 B g A o,
Firepower-chassis /system # scope services

A3 HTTPS A H| =5 &4 sh3t )
Firepower-chassis /system/services # enable https

SA 4 (A€ 213 HTTPS 120l A8 X EE A QP
Firepower-chassis /system/services # set https port port-num

E}]ﬂ 5 (}ﬂEﬂ,A}s}) }1T11783&'04§§ 4§)H S} 7] EJ_J ]#M—A;Z]XJSLL]E+
Firepower-chassis /system/services # set https keyring keyring-name

WA6 (HE AR EuQlel A ALEHE e 1 Ee) Bk HM e A g g,
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode

cipher-suite-mode'= 5 7191 = & shu7E € 4= A HFY T
« high-strength
« medium-strength
« low-strength
* custom— AF&AF A O] 9t TF AMY EAE S AT AF U
GAT (A8 AFE) cipher-suite-mode”} custom &= A F A 9- T Qlof i) k& 15 HQke] urE

e A gk

Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string
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HTTPS > E

o

2

—

cipher-suite-spec-string> ) 25645 33 = 21 2™ OpenSSL &% 15 AFSFS =530 oF 34
1:]._ J—Hﬂ T=Eg E,Lx]_é /\].Q.fﬂ I oi!;L];]_ 1;]- =z 7] Tj) +(E—] Al 7] §_) (3]_ ];I.) .(ii)g /\]_Q.
g = Q)5 Yt} AbA| g U8 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite S 3%
A2
A% So] FXOSOIA 71325k 0.2 AFEaHE £ A ALY A £ ThRa 2
ALL:!ADH:!EXPORTS56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL
a3 o] 34 & cipher-suite-mode”} custom©] o} gEo. 2 A A ¥ A9 FAE Y
t}.
(A A A2 617 B 12 B4 shal AL ] B4 ke,
setrevoke-policy { relaxed | strict }
]}\Eﬂ 7]v4:lgﬂo]}ﬂoﬂ EE%HZ“}# 71U]E¢L%[+
Firepower-chassis /system/services # commit-buffer

t}S- of o A] = HTTPS & % Adelslal, XE M55 4430 2 A3 ths, 7] ¥ ©] & kring7984 = A4 A
alal, ¢F3 215 Heb el ¥S High(3)o &2 AAS 3 EAAAS Ao

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

7
HTTPS AH] == 7]

o A3} o Ql5Uth HTTPSE v &4 318k 4= A vk
HTTPS < Ao A3 X E

x A 3
E‘i%‘% ? A5 Y

4%

Platform Settings(= 2% 2 4) > HTTPSE A & gt}
HTTPS 12 A1 ZEZ Port(LE) Lo Y HFYTE 1~655359] G5 A AT o] AH]
AET|EH R L E 43904 A3k

Save(X°hHE S8 FU T}

Firepower A A1 = HTTPS £ E 7} X4 ¢ Aef 2 AU,

HTTPS X E& ¥4 ¢k Foll = A Aol BEHTTPS Ald o] FogUth AbEAb= th3- 3 o] Al X E
& A}-8-3}9] Firepower Chassis Managerol] ThA] 21215} of 3+t
https://<chassis_mgmt ip_address>:<chassis_mgmt_port>

ol <chassis mgmt ip _address>= A-&A7F 27] 713 1| o] A& A A &)

+ &<t 9 3 Firepower
MATL] IP T4 = 32 E o] 50| <chassis_mgmt _port>T "a 7S HTTPS XL E

Q.
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Firepower-chassis #scope security

ol gol A48 7] B A FI
Firepower-chassis /security # deletekeyring name

EdaH e ARG
Firepower-chassis /security # commit-buffer

e dol A 7] B8 Aba g,

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

(0]

|

-

E 20

A &

iy
Ol

-

F71 Al

E ZE} 7] ol A A A e Sedhn

(m
)
P>

At

Bt BES AR T

Firepower-chassis# scopesecurity

o]Eo] A FE EYAE EJEZ At}
Firepower-chassis /security # deletetrustpoint name

EAAHE AU
Firepower-chassis /security # commit-buffer

S oA E EHAE XA EE 2143},

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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HTTPS 1] 2 5}

HTTPS H| & 3}

A3}

A A|AE RES A AT
Firepower-chassis# scope system

SAI2 A2 AH| A R e S Al T
Firepower-chassis /system # scope services

713 HTTPS M H|AE B2 skt ot
Firepower-chassis /system/services # disable https

WAL A2E A e o Aol ERAA S ARG,

Firepower-chassis /system/services # commit-buffer

U ol ol A= HTTPSE W] &4 3}staL

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

AAA A

> O
X
[
=2
o
rlr
rO

AAA 7 H.

AAAT AFH Hax
7hebr A B| 2o ti gk Aol B g AR E Al gyt o] HA 2

298l Fod REow pEPU)

A%
A& WA Folaty] Aol nE AL o B AN EE
S AREA S0 & A ST AMA A AR el 11
A e AHgAe] 47 FH 3 v g
F gk A7 FHo] AAFHA ghor, A
e AAE EF e AN B AA S AFFHE
e,

« HTTPS
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AP Axa 4 Il

« SSH
SEEE

g ol

A o= AANS Tt TR LR ALEAL] A 27t 8 B, Bl T AN A §
& dete AdUTh AR AT IS W S ARG AR T A2 = s Pl o9 57}
&g 5 ol

7%

o) 7HeH & AL AT} Al 2 F AulahE 2l AaE SATE o] 7]ol A 28 ALE A7 AL S A
7E A F ALY R del B o] & Fol E3H Ut of7 AR EA LA AR 7%

=

_9‘
< &3l o] FoAAIH o= A7 F-of Ao, B, 4 }E—*—i,ﬂii%‘f%c“‘&aﬁlﬁﬂ—goﬂ*}%

3 QiU Th A ool A g
2 wEo R gL Q1 B A Folsh 3l ALg

AAA A H

AAA A E A2 Aol 2 Yo AHgH = UEY T A gyt 158 ALgAE AE gyt a3
Fof = S H AFE AT A A8 = Q= B Aas MRl AE A s A S T o7
g A 2 B8 98] AeE = A dlo]HE FA g
27 dlolEf e o] 2~ %] ¢)

Firepower A A AL8 4 T2 a2 A% 5 i 22 do]eio] 8 f4 #e Ttk AAA 4
B oAl 27 Ho]Bjulo] 2 AL gahe] AL A Q1% AE ol W o e H & AT F ABU T

LDAP #| &<} 773

LDAP A| & A} &4 43

o] ZkJell A T s £4L o] Y BE AFA A gk 7]E AU AE Al Aol
o) 215 43 e] 414 o] a5 o] 91 7 96 = Firepower eXtensible &3 4 Al A} 5% 274 A&
EERIE P PR RN

Active Directory S LDAP A H 2 AF8-3}= 7 9-9ll &= Active Directory A1 H o] A A}-8-2} A A S A4 3}
o] Firepower eXtensible &3 A A 2} I Ut} o] o] 7 Eo &= WhE ¥ 2] &= v U S 7} Al
5Jo]o} .
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LDAP A|-3-#} -4

R

711 Platform Settings(Z 23 A7) > AAAE A 83y}
@72 LDAP & 93yt
A3 Properties(3554d) G Gl A T =& dHPY Y
Name A
Timeout(A| 7+ A1 §h) L = AlZro] 235 7] Hol| Al Z~"llo] LDAP t] o] B Hj| o] 2~of] A4 & Al
Lot B8k AT E) Aol
1~60% 2] A5 9 dYrh 7] 2323024 Yt o] 4 2
TFHYTH
Attribute(54) 2= AR e W A D 3§ ghS A3t LDAP 54 YU T
o] £ A ol F /Y A 22E L o] B4 o] &3} A A s}
= kel tielf AFE A d 2= E HEF
Base DN(7]+- DN) Z = AA A2 7F 218 AL A 2ol A AFE-Z} o] F-oll 7] gk AL
|2 DNe @ o vl Al =g wf Aol A 7S A ZFalf o 5} =

LDAP 7|5 7+ Zol A 543 L o] 59yt 72 DN d o] = F
o 255%Fel A CN= $user1d 7.4_01 2wl 7to g AAs = 9Lt}
o] 7] A $useridi= LDAP ¢1%-& A}-8-3} o Firepower Al }\] o oA 2~
&ﬁ_hﬁ4ﬁﬂewa@wq

48 LY, o] 2o 718 DN Aol ot

DAP A1 F 7] S1ub4) A g sl of g v,

Filter(ZH) 2 &=

LDAP 742 A o] 1l ¥ of LA o= A4 o] F 22 Al kg Y]

.
o 44 & WYLt o Yol A BE S AR 3A ekowl o3}
= 7 LDAP Al 3 4bol 3hub4) <4 sllof gt}

GA 4 Save(HHHE ST YT

ool & &g
LDAP A& A2 A g},

LDAP A &=} A3 /3

Firepower eXtensible %% | #l| ol = Z o 167] 2] LDAP A &A= #] 1§t}
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AP Axa 4 Il

A #a}7) Aol

Active DirectoryS LDAP A ¥ & A}-&-3}= 74
o] Firepower eXtensible 3 # #l| <} v}Q1 9 3t
wofof gt}

$-oll = Active Directory A ¥ ol| A AF-&2} Al A S A Al 8
Uth o] o7k Bl wtn w4 = v EW st A%

Azt

Platform Settings(Z & 3% 41 4) > AAAES A€t}
LDAP §1-& &3t}
Z7}8k 7+ LDAP A& Ael sl S-S =3 gy o}

a) LDAP Providers(LDAP #|3-#}) & S ol A Add(F7HE STt
b) Add LDAP Provider(LDAP #| &2} 57} th 3} A=l A o} 2 H == 240 gy o)
Name A
Hostname/FDQN (or IP LDAP A FA7F Q= S 2AE o] 2 = 1p F4AU ) SSLE

Address)(22~E O S/FDQN(E | 814 8131 7 - o] 1 == LDAP ] o] E] #j] o] 2~ 8] 1.9} Q1 Z A o]
S IP ) TE

S CN(L i o )3k A 8Fapol LA s of g,

Firepower eXtens1ble -G A A AN A AHEAFE Q153E7] 9130 o]
A& AE AR ek oA YU T

Firepower eXtensible ¥ || A *| 4] Firepower Chassis Manager
= FXOS CLICl A o] =] o 9l the Al g#tel] 7]Rlato] th&
O & A 7Hs e oA E BdstE W 1~169] BFE A 5H
L} lowest-available =5 0(52AF 0)2 & & gy o)

Order(zcA) 2=

Bind DN(¥}S1= DN) 2 = 7]+ DNel| &ah= 2= Ao tigk ¢l7] 2 A4 A
LDAP do] B H| o] 2~ o] 7} E o] DN(ZL+ o] &) 94 Y

A Q¥ = Ho) E29 2ol ASCH 2557 Y o).

o] o]T‘:_

Els
o}

A
)
)4

AA A2 7F m 1Rl skaL Al 2~ E ol A ARE-2} o] Foll 7] &%
AH&AFDNS @ O.2] il A =gk off A s ol A 7 A5 A 2bal oF 8}
= LDAP A= T2 A EA 3 1% o] 22Ut} 7| 2 DN 2 o]
= F o) 25579l 4] CN=$userid Z o] & W gto= A4 I 9l
FUt o 7] A Suserid= LDAP 1< AF-8-314] Firepower
Chassis Manager 5=+ FXOS CLIol| A =318 = ¢4 A2 =
ek Yt

o] gt 713 DN&] 7] gke] LDAP 5ol A = A 72 4
oy

Base DN(7] - DN) 2=

Port(2:E) &

1ﬂ

Firepower Chassis Manager %=+ FXOS CLI®| 4] LDAP ©| o] €1 4|
o] ~9} FAE ] AFESE XEQIYT 5 X E WS =389

Q.
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Name A

Enable SSL(SSL 243} <1 | o] &l -5 A B3k 7§, LDAP vl o] e ] o] 2=8}e] F4l ol o5

& g7} W Q3T o] Folghe] AElE] A e A Q= A=
%ii‘rﬂx G grER AFPUd

Filter(ZE]) 2= LDAP 7ML A o5 HE 9} x|} AL} o] 202 A 3l
Yt
o] Zt< 7] e 7} LDAP Boll A A X e A9 1 Q3
ot

Attribute(57d) = ARgAE e g 2 Aol g gh& 4178k LDAP 54 U4

o o] &4 B4 o] B gk BUUITE A 20 & o B4 o] 3}
QA3 gholl hal A8 A A = A I
o] & 7]3 54Jo] LDAP o] A4 A 9 4% B2

.

Key(7]) 2= Bind DN(¥}21 = DN) Z =9l X] X ¥ LDAP d|o]EjHo] X~ A
on T, Fu §(AA 7]F), (TR EE=(52)E A9
FEE BEASCH2=2HE 99 5 dsU T

Confirm Key(7] &%) 2= | 215 98f ¥HE55] = LDAP Hl o] Ef#|o] =~ v 2 5 Yt}
Timeout(*] 7+ Al gh) = AlZbo] Z 35 7] H ol Al2=Flo] LDAP Ho] B Ho] 2o 125

Ak vl e A7kE) Dol AUt

1~60% 2] A= A E A 02 AF 0)2 o &3] LDAP ol
A8 A A A 7hS AR TE 7] 23S 3029 Y T

Vendor(1t]) ¥ = o] AelALe} 0 2 LDAP Al A == AW A A HE A 3-8t
o & Ay
* LDAP A ¥ A} 7} Microsoft Active Directory$] 7 -9- MS-AD
= Ay

* LDAP A| ¥ A7} Microsoft Active Directory”} o}
Open LDAP(LDAP & 7])& A &gk},

o
o,
o

7] 3-2k-2 Open LDAP(LDAP < 7)1 Ut}
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©) OK(&<2)E 8319 Add LDAP Provider(LDAP A 32 F7}) )3} A A5 @45yt

SGA 4 Save(HH)E S P
SAs (AE AR AT A B Els 2 sy
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
Fz o] Ay o] e SSL A S D 8 Aol vk A8y
=
LDAP A| &2} 2} A|
At
@71 Platform Settings(= 2 3% A 4) > AAAS A&}
9712 LDAP 9 233yt
73 LDAP Providers(LDAP #| 32} & & ol A 2H# & LDAP A3 Aol all & sk el o] &2 ol Q)+

Delete(21#]) o}o] 2& 22§},

RADIUS A|-&-Z} -4

RADIUS A|-& A} 4] -4

o] Aol A A SHE HAL o] P BE AT A AA gk 7] A T JNE AlE Aol
o]k £:4d o] A o] EgE o] Q= 7 99l = Firepower eXtensible < A Al | A 3l A S A&
skl 7] AR S FAIE U

ee

711 Platform Settings(Z 235 A2 4) > AAAE A 83T
@A 2 RADIUS §-& &34t}
A3 Properties(57d) G Foll A b T =5 JH YT
Name EShee!
Timeout(A] 7 A ¢ L= A ZE A gRo] 23] 7] A o] Al 28] o] RADIUS ] o] B v o] 2o A
AL A&k v as AlZ(E)Y YT
1~60% 9] A5 JdEFHTh 723k 52 gyt
o] 4L AF Yyt
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RADIUS A 32} 743

Name A
Retries(A] A = 317) T = S A A o' k6] Mol AAS AA =T Sl
t}.

GA 4 Save(HHE ST LH

ool & 2y
RADIUS A& 2+& A4 gl

RADIUS A| 3=} A A

Firepower eXtensible % | Al =

!

B3
—

Platform Settings(Z 3 3%
RADIUS #-& &3t

H= 2 1

(RUBNURN AU
2 2
w N

AA)> AAAS A E
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a) Remote Import( 2 7}4 2.7]) o} 2ol 4] Add Remote Configuration() 2 713 12 o] F7hH &

g,

b) A A9} TAlS u Al TR EZS MY L2 EFLS FTP, TFTP, SCP == SFTP &

¢) 7% EE o9l TEE X185}

St b g o

= Po
d) M oS AAss 9 x| P FA EE iiE O]%—% A=Yt} o] = Firepower 4100/9300
o
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AT AEAZLE Fo) 2T 5 gl A, 2E A ojdel, 4 =eto] B i 917/
H el 4 Qg
P2 ] B2 o] 58 AFE 8 49 DNS AW & T a0 gt
2 Aol 271918 w) A 22 eloll A ALg-lof Sh= AL§ A o] 52 AHFU T TR E o] TFTP
UAF O I=E A EAA G
2 A6 AHgA ol Fol MU EE Qe FLich TR E o] TFTPY 49 o] W= 4§94

‘”’“HE‘r

g) File Path(3tY 2 2) Do A 5 o] 55 X §3te] 719 18 o] v o] A F=2E 4= 3]

o},

h) Save(4°hE Z< ]

)

44 9] 19| o] A o] Remote Import(4 4 7+ 2.7]) | o] &l =7+ U T},
ALg-sk A Ay g o] Ao thal Import(7HA . 7)E S8 T
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23} 2= 9]t}
oel el 7 A A AT o A= o8] LES EGIS AAT = U HF

C))J\
yth S 2 A Al el A2 Zh R E O] A9 H o] PCAP( A A4 A]) vhd o] A Yot

W Z el EE v]

Firepower 4100/9300 A| Al &= W] 5 91 Z 8| 91 L Eo] th2 vl 3 & A8 Th
H R E FE ujy Ay
Hol 25 1/H ok ezl Ethernet1/9 Internal-Data0/0
HoF 25 /KR ok ezl Ethernet1/10 Internal-Data0/1
Hol g2 Ethernet1/11 Internal-Data0/0
HoF %) Ethernet1/12 Internal-Data0/1
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A1 Tools(%) > Packet Capture(3] %! 7
Capture Session(7] %] A]4) 2 &
A Aldel A g H ol YA FS A

G4A2 U F shyE T3P
s 7 WA A AS A5 Capture Session(F) A A1 A) HES S8}

cA1ES] 2 A AR A shelw D A A Bdieca 1) B B 28 g,
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Configure Packet Capture Session(¥ %! 71 2] A4 514) o] 3 A| 5 LT}, Configure Packet Capture
Session(F 7 74 2] Al A T-40) F2] 9 Z=ol| A Firepower 4100/9300 A} Aol A ¥ 543 =g 2 tjn}
o]~ & AdEste] s d =l A tuto] 25 AR AF U o] TA= RS AT A Q1 E
o]~ & A ¥ 3= t AH-8-5 Ut Configure Packet Capture Session(Z] %! 74 %] Al 74) o] 2. &
ol = g7 A M-S B Yshr] 918 BETF L3 o] lsU T

Session Name(A| A ©] &) Z =0 of|Z] 784 A A9 o] &S JH T}

Buffer Size(t] ¥ =L7]) 5o A Abd A% 2k F 3FE A 984 Y Custom in MB(MB= 25 3}
& 83 o3 dat= Wy 2715 dEste] o] 7l A Aol AHEE W¥ A7]E A8 T

A7 B3 A7)+ 1~2,048MBo oF g o}

Snap Length(Z~ 2 o)) ol A 12 & s 7l o] Aol & A F Ut & T Fh2 64~900670] ESY
Ut 718 2~y o= 15188Fo] EQ Y T},

ol A A AAS B v 7] PCAP % & H o] &4 ofu W PCAP 3ol HloEl & 57184
A g
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Capture On(7] A 2 7), Application Port(°l] = 2] 7| ©] 4 32 E) 4 Application Capture Direction(°]]
Z gl A oA 744 k) F =1= Configure Packet Capture Session(¥] 7! 71 %] Al 4) o] &
Zo| A AR 4= dsFU T
b) Capture On(F} #] A A) =5 G 550
H
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v}
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o
I

A& AAT HEY ] LEE AE 7 Al

t
i

=24 tuto] 2o 5 QI o] 2 7ho] EI & A st A thg-S A F Y Th

a) =4 tulo] ~E R Ash= e S8
Capture On(7] | *2 4]), Application Port(°l] = 2] 7] ©] A 3 E) 4 Application Capture Direction(°l
Z 2] Aol A 714 Wek) € == Configure Packet Capture Session(¥l]| 7! 74 % Al F+4) Fo] & &
Zo| A AE S 4= AFH T

b) =24 t]nfo] 2 (dl: ASA)E Capture On(i #] 2 A) =&F T}

¢) Application Port(] =] Al o] X E) EFTHE BS54 2
= AEgy

d) =24 tjulo] ~elA 2 GH 1E o] ~F g3l o] 5t Efj ¥k 74 2] 32 A Application
Capture Direction(°l| Z 2] 7| o] A 7 3] W&k <ol 2)= Egress Packets(®] 18| 2~ #| %)) A4S &
Ehiasi=g

e) A AQHE AE o] ~E @31 7F= E TS 735l W Application Capture Direction(l] = 2] 71| ©]
A A ek Aol = All Packets(2LE W %)) 348 FE o)

A T EE S ZH P F
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el

LR = i

L 74 & 9l = o] Aleg Y.
b) e = A& oF 5= 7§T Create Filter(Z & A4)E 8 g}
Create Packet Filter(3] %] 2 & A A) th3} A2F7F FAE Ut &ZFA 8 82 7] 714 o] L
T4, 182 Hl o] x| & Al
¢) Apply(d8) =5t H5A A8 E & g gy
d) To(h ) EETHE 2204 WE| 2 483 0l E] o o] 22

e) —r7} IH & 48312 Apply Another Filter(tF2 Z & %]
7]_ o) E1 =2 A ﬁﬁlq TZ]—

9A12 o5 5 shuE A E YT
e o] 3|7 A A& A dskal npE A sk Save and Run(A 7 2 A &) M ES S 9y
o] & o A A Aldo] AR A& Fol ofd Aol v AR = FH T
U AP = QT o] AR WA AAS At H Save(H ) HES FHIYH
AR E o2 A A 3} 3HA U F A A o] Capture Session(F] 2] 4] 41) B o] 3 A] % L1 t}. Save and Run(#]
R A e A, A7 A Al o] siZE A AU o A A PCAP U &t R =3d
7] Aol A E FA & oF Fth
S PEECER
e & At 7 A Aol 239 BRI S A 7 A5k A2 A AdS A e
St 54 FHE ARE S ok st lE ol 25 AEE 5 sy
S
ZAn HA A 9 HH NA A Aol AgH BE 2 FAAY A A WA AN S
H| &/d st gt oh5- thA] &4 318 w7 #] 24854 5 U T
43}
SGAI1 Tools(%5) > Packet Capture(¥] % 71 21)E A &l 3t o},
Capture Session(F] 2] A1) §1-& @A 4 =] Sl= A7 A A 555 FAIFH e 97 7]
A Aol @Al Ao AA| F2 A, Al °]§°L = WA A 7} A Y TH
w7 2

e 5 shuE sy ok
« AE] S AW Add Filter(Z B 7)) HES Z23 )

E
+7)E E S BAEk A oY R o Bdiecd 1) M ES FETI,

Create or Edit Packet Filter(3] 7! 28 A4 == A H) )3} AA7F TA UL
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Filter Name(ZZ E] ©]F) o 3|7l 244 e 9] o] &

54 TREZS Qe 5 W Protocol(ZEEF) &

be das TREEe AU wEY ees

ol ofof g},

£ EtherTypes ¥ H ¥ 52 EtherType 550 4 A B3} A Y Custom(ZE3hH S A8 v o

O]--— EtherType= ¢ 5 g4t} 253 EtherType= 10714~ 3 2] 2] JANA A 2] EtherType©] o oF &4

TH(ol: IPv4 = 2048, IPv6 = 34525, ARP = 2054, SGT = 35081).

W VLAN(EE S 9118 2 38k= 5¢He] VLAN ID) 3= 9] 3 VLAN(Firepower 4100/9300 A 4] o] 4]

F7F2F VLAN D)l 7nbste] E ¥ & A steiw X4 5 2 =] VLANIDE 1&gtk

EXR AamwEgiite EYE S DEHEHH P T4 TEE JEs A A E A& e gAt

o] MAC =4S A4

Z3 IPv4 == IPv6 TS ARESte] BEFE 5= AAIRE S A 7l A Al A F A S
R dEE S e sy

Save(4 )% 2 5he] WE T At

A e o dE ok e U E ZE 7 91+ Filter List(Z B %-55) §io] A8 Y

< 9493y
oA A 3]'7i 1} Custom(Z&E3H)S A &gt
2 1079 & 2] (0~255)2] IANA o] T2 B

_l

Jal

A}

Tools(%) > Packet Capture(¥] %! 71 21)E A &l gt o},
Capture Session(7 %] A A) 512 A 3 =0 = A AA Ao 555
2 Ado]l A FAE O] YA F2 A, tAl o] & L= WA A 7F ZAIEHY

7 A M-S Al ZFet e H El G A4 2] Enable Session(A1 A &4 3 HES
= =este] gy

Zn  OE AL APste S A WA S A FE = 9ls
ct.

Aol 323 e s o] 28] PCAP 912 Eefj 2] =53 A2t Al d o] Al dlolH & ol

L= 8 A5, 715 PCAP HIo H7F A Ut} 18 A] @82 7-5-, "ol § 7} 7]1& vhd ol 71

%, 708 PCAP 51 ] 58l =171 Eef o] A4 Pol et Frhgh

12 3 A A A A 5 BETL S AL )

o
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fu
N
N
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L
et
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rE ox
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>
i

S 71 A A M| A S S A 5k 3 G Al A 2] Disable Session(A] A 1] 24 31 ¥ &8 22 3 T} Yes(l)
= 2935t gk

Al o] v & st $-o] PCAP Y& thE 2 =8 AFUTHE A A 9hd th- 2=, 184 7| 0] 4]
i]—g:)
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715 AHEske] 4 5 =F Al 24 F5FE = 971 4 A (PCAP) 9+
o

SAI1 Tools(E) > Packet Capture(¥l] 7! 74 A)E A8 ?EL‘% ‘jr
Capture Session(F] 2] A1) 92 A A A=) A= A7 WA A 555 EAIFHH 27 7]

A Al o] A T 5 o] 1A ‘E%S A, Al o2 el WAAZF A U .

@A 2 s A Al A 5 Q1 E | O]Z\—Oﬂ gk PCAP 9t & T2 st ¥ 71 Qg 5 o] 2] 35}
= Download(t} 2 5) HE Syt
Fxn I F) IR o] AT
t}.
Hepg-A o upe} 2| Q¥ PCAP 3t o] 7| & th 2 &= Aol A5 0 &2 thE 2 =X A Y-S A%

shebiz ZEIES} EAE 5 Yo

A7 A=A A AHA]
A A A ARS AA@A D FolH e FFAL E n B Fe el A2 A AM
2 AT 5 Qe
Az

SGAI1 Tools(%5) > Packet Capture(¥] % 74 21)E A &l 3t o},

Capture Session(74 4] A ) 512 A A =] )= AF A M 558 A YT 37 H
A Aol @Al -3 E o] AA F& B9, Al o] & Ll = HIA A 7F A U T

GAl2 EA A WA MAS AAstEE A A 6 & Sl Delete(2HAl) HES S8 UL

A3 RS2 A o] 7 A Al S ARA sk H S 2 A Al B35 910l 91+ Delete All Sessions (5
< A AA) HES 9334
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veEdadz49-~2

oj }g Eﬂﬁ:Ei

A1 &3t7] Al

T2E o|F v IPvA T4 A HIEA A A & Hubo] 2 F pingdte] 7|2 U EYA A4S
]AEaamm@mﬁg}ﬁLW4iiEﬂEWLE%?iﬂ%%ﬂE%ﬂﬂﬁqeﬂﬂ
©] 2% pings}# A ping6 A&

H
il
=

SAEOEEEPVTAVF A= U EY I A & tyuto] 2o 3t 7 & & 34 5} H traceroute
HH S AT YUY 3 2E o|F e IPv6 T47F e UWEY T A v Yo 2o tist =&
Z 215} traceroute6  H S A8 T}

* ping % ping6 ¥ %2 1ocal-mgnt BE A AREE G 9l HF U T
° 55??1', ping ™ Eg 2 nodule E.Eoﬂ }‘1 A}%—@; '{I: ng}d\‘q
* traceroute 2 traceroute6 ™ ¥ 2 1ocal-mgmt =0 A AFEE = Q1G5 T}

* I3} traceroute ™ ¥ 2 module L E O A AFE-SE 4= 9l 5T
2%

E]’TC:,T tg %1 % 6‘]“%% A 6‘}‘04 local-mgmt IE 3+ module _1_._-01] Si ?‘:_%“4 U}
« connect local-mgmt

« connect module module-ID {console | telnet}

o A
FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

T B AFE el EAE o) B EE IPvé F27} 9t W=D 2 ThE Tluke] 2% pingdlo]
7R HMEN A 2SS HAEF YT

ping {hostname | [IPv4_address} [count number packets | | [deadline seconds | | [interval seconds ] |
[packet-size bytes |

o A:
o] dof A= HIES] Ao = thE tulo] o) A4S} pings 129 33t WS HoFU

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp_seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp_seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seqg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp_seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seqg=9 ttl=61 time=0.227 ms
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64 bytes from 198.51.100.10: icmp seqg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seqg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms
rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

GA3 Ug HEHE ALE S EAE o] F B IPvd T4 5 AE S U ES Tl A thE Hufo] 2o tdt
BEE FA UL
traceroute {hostname | IPv4_address}

o A

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A (local-mgmt) #

w7 4 (}dE_]IJ A]'{%]') exitS ) 25l local-mgmt =& 283t HAY 9 22 Solzyo)
E G A e
G Wl sl B4 498 LE AU BUE HAF 5 At

23

GA1 & HEHS JEElY] jeth-uplink/fabric REE A2 T}
« connect eth-uplink
« scope fabric {a | b}
o Al:
FP9300-A# connect eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #
72 show port-channel 8 %S ¢ B 3lo] Z}7Fo] e e © AE dEe A dA TE Al H5S %
Alg .
A A:

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:
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Port Channel Id Name
State Oper State

Port Type
State Reason

10 Port
ed Failed

11 Port
ed Failed

12 Port
led Admin Down

48 Port
ed Up

FP9300-A /eth-uplink/fab

e HH S AHSA /port-channel EEE A|Z sl JE X E

-channellO Data

No operational members
-channelll Data

No operational members
-channell?2 Data
Administratively down
-channel48 Cluster

ric #

« scope port-channel /D

o A:

FP9300-A /eth-uplink/fab
FP9300-A# connect fxos
Cisco Firepower Extensib
TAC support: http://www.
Copyright (c) 2002-2017,

ric/port-channel # top
le Operating System (FX-0S)
cisco.com/tac

Cisco Systems, Inc.

Enabl

Enabl

Disab

Enabl

Software

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under

license.
<--- remaining lines

FP9300-A (fxos) #

o A:

FP9300-A /eth-uplink/fab

Port Channel:
Port Channel Id Name
State Oper State

removed for brevity --->

AEE Aol o

ric/port-channel # show

Port Type
State Reason

A ARE

Port

ed Failed

FP9300-A /eth-uplink/fab

-channellO Data
No operational members

ric/port-channel #

show member-port &S ¢ Hslo] LE A do] Wy L Eo| gt Je) 4

o A

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

State Reas

Port Name Memb
on

Ethernet2/3 Susp

Ethernet2/4 Susp

FP9300-A /eth-uplink/fab

ership Oper State
ended Failed
ended Failed

ric/port-channel #
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LZES 0] o] 17

FE QG =24 tute] 2o @1 wj7bA] UEtuA Ut £E A d o] =24 tjute] 2o
A AAEAY =24 tuto] 27} 2kAl | 79, LE A 'd-2 Suspended(+F-4l) A EH| 2 ¥ EoliY ).

F7FEE Ad W LACP A HE B W /eth-uplink/fabric/port-channel =& S 8533 U5
‘j’g% Slh= 0}04 fxos LS }‘] Z}%LL] E]F
. tOp

« connect fxos

of A:

show port-channel summary 8 & 9} 2lsto] dA| L E Ao gk Qo R E FA T

o A
FP9300-A (fxos) # show port-channel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
10 Pol0 (SD) Eth LACP Eth2/3(s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2(s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl1/5(D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)
7} show port-channel 2 show lacp ™ % -2 fxos L0 A AL-&3F 4= Q15U T} o] 23 &2 T} <
3 EEAY L §F Eef =, h e, Y 5 LACP JuE FAShE B AR 5

theel & 2]

TE NG AN IE AH = X E A A, 127 Hlo] Ao W&

o
}1_1{
BN
ol
ol

>,
>
to

EES1] Fol7F MASHE A4 b A A8

o M
-z
o,
e
&
X0,
)

1 =
—E l~>

e AT EY o] X Z M| 2~E 9+7 8} ¥ KickStart ©] 7] X] TFTP 4-
ol a3t Al Al 8 2 Az} o] A & D}%iw Els E}% A o] w2 & AL-g-sho] F-' &l of 3y
=
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EXE

5743 FXOS W A 9] H o] n| X = th5 9] A & 39| Cisco.comOl| 4] TF 2 =8 = Q)51 T},

* Firepower 9300 —https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series —https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

S ol Al el = 370 9] 7 ko] o] AF U ¢l E S0f oFg= FXOS 2.1.1.64-8 34l &7 °]
HA YU .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

A%

ROMMON®|| A 2~ 3 o},
a) Z4& X Eo| 43 r)
b) AJ2BlS A F-H gy}
2do] A|ZE AL o] T2 A2 Fot FhE TS Elo] w7t A YT

¢) ROMMON E =& ¢ #3teH 7 Ethe ol Escape(©] =7 ¢] ) 7] & “FH YT

o A:

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user
Current image running: Boot ROMO

Last reset cause: LocalSoft

DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

TFTP7} KickStart ©] 1] %] & H-8§ g},
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| IEEECE R

a) B IP F4, B vlnpaa D Ao Eglo] IP F47F SutE A A A=A gt} set
g AHgake] o] 23 g B 4 2l LT ping ¥ # & AFg-3ke] TETP Aulol v gk 12 & el
Ed 5 sy
rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>

[» of

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) KickStart ©] 1] X] 2 Firepower 4100/9300 A O A NA A 7Fs 3 TETP t] @ B g of] HEAFa o),
F3 KickStart o] P X WA M5 = HE WA HE o} A X 51#] ¢51 th FXOS ¥ 4 7} KickStart
ojn] x| k2] wjd & H o= A H E Cisco.com AZ E o] T} 2 = o] x| o] 4] &2lst

S AU T,
¢) boot 8 &S AF8-3F6] ROMMONC] 4] o] 1| 2] & H-§ gh T},
boot tftp://<IP address>/<path to image>

F3  USB 7|t o] t]ulo] =& Firepower 4100/9300 | A] 2] A s d ol )= USB &5l 4
3] ROMMONC©] A KickStartES H-8 & %= 5t A| 28 A 8] Sof USB U]H}o] ~
Jh 4918 74, USB ol ~ 5 Q141317] 1ol A8 & A58 Slok g
Alz=8ol] oW x| & Al sk Fol W 1 thgoll KickStart o] P A 7} = A 9lS YER = A&
w#o] A EY

oA A

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igadasasisiasasiiissasiisssaiiiasaiiiasaiiisaniiisasiiisaniiiasaRiisnntit;
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iddssasisissasisssasiissaaiiiisaaiiiiasaiiisaniisaniiisaRiiissaRiiisantid;
FHEFHFHH AR R A R R R R R R

File reception completed.

" Firepower 4100/9300 A} A o] 2 =3} KickStart ©] 7] ] 9} A 2] 5}i= H-71 A| 28] 9 #h2] 2} o] 1] %]

E e E=gdy

) B A" Y Rzt o n A & R E
USBE &3l o] o]n|A| & e 2=d 5 §l

switch (boot)# config terminal

switch (boot) (config) # interface mgmt 0
config-if)# ip address <ip address> <netmask>

v ] 1P Ao} Aol =9l o] B A 8 of FH).
#Uh

o

(
(
switch (boot) (
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
( (config) # ip default-gateway <gateway>
( (

config) # exit

switch (boot)
switch (boot)

b) 7 Apjol A BEZ A R B A28 W )2 o] w2 E HA .
switch(boot)# copy URL bootflash:

the T8 3 S Abgeke] 14 E whel ol URLE A4 F
« ftp://username@hostnamelpath/image_name
« scp://username@hostnamelpath/image _name
« sftp://username@hostname/path/image _name

« tftp://hostname/path/image name

o A:
switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy
scp://<username>Q@192.168.1.2/recovery_ images/fxos-k9-manager.4.1.1.69.SPA

bootflash:

¢) ©]u]X] & Firepower 4100/9300 A A] ol A3 &4 © & A} 8t 3o nuova-sim-mgmt-nsg.0.1.0.001.bin?l]
A e A olu Aol 7] 3 8kd P A5 AA Y o] A= 2E Y Fo] of | def A} o] v ]
£ 2E8A] desuyn o] 7138t P9 o] 52 RESH AL Al T}l ojw] X oF BAIgle] &
} nuova-sim-mgmt-nsg.0.1.0.001.bin®] o] oF 1T},
switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

A A:

switch (boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0

switch (boot) (config-if)# exit

( ) (
( ) (
switch (boot) (config-if)# no shutdown
( ) (
switch (boot) (config) # ip default-gateway 10.0.0.1
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switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

I e A 2w oln (g e,
switch (boot)# load bootflash:<system-image>

o A:
switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

B o|NAE REG F b WL Aol Azgol o] o v A 252 At 25l #
.
B3 o] B BT oW A E REF F e S8 of Y]

.

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

Firepower 4100/9300 A A]of] A A}-g3F ZE HE o X & tf 2= 9 A Xt 243 ] &2
olul x| ], 41 H o] A= FHZ3HAA L.

o A:

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
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fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

EgE Y A 2T BT

%

N Fa7] A

Ty Hpol A o] 2R E FYATF EFH Ao A LES T

o AAE ARE o] Al 2RE B E g QU T o] ZRAAE LE—S}E%D& KickStart O] 1] ] TFTP
ol Bastn SHAIE v Zulskal A Al o

& AHg-sto] e e of gt

AL
D)
o
=
A
il
)
Mo
Hl
[
_?L
XL

oo
:.é
E

e
kil

o] Aafell = Al 28l Z Al A EH o] Ut whebA] Al gl o] HmE ool Al AES 2hd 8

Al A sl of ot

574’ FX0S B o] 17t o] v X| = v 94| 5 8}te] Cisco.comf A <2 =

Iy
et
abs
X0
)y
i
Iv

* Firepower 9300 —https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series —https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

BTt olu| Ao = 370 ¢] 7 o] Eof hFUT dE E9] oF#ll= FXOS 2.1.1.64-8 &7+ o] 1] X]
du ok

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

Axp
ROMMON®I| A 23 T},

a) 24 FEo] ATk
b) Alzge AR Y P
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2
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2ol A|&E a1 o] L2 A2~ Bt FFEE T Efo] M 7} AU T
¢) ROMMON =% 1235l 7} E - 5ol Escape(©] 270 2) 7] & FH Ut}

o Al

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

@72 TFTP7} KickStart o] W] 2] & -8 3o},

a) T*E] IP 72, ] Ynp = B Ao Ego] IP F47F St A A H A=A GG T set
B S ALg3te] o] H ek 3hS B 4= A5 U th ping ¥ H S AFE-SS] TFTP A ¥ ol ti 8t A4S €l
Eg = UdFHH
rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>

[» o

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b)m&%mﬂﬂﬂ%FmWmeMWMﬁﬂ]H“HA7F5HTWQwEﬂﬂ£@aHW
A3 KickStart o] V] X A HE = HE WA H5 9 AR 1A &5t FXO0S ¥ A 3} KickStart
o] A zko] wi3g & Ko =+ A K= Cisco.com 2L E 9o Th 2 & g o] X o) 4] &l gk
T AFH i
¢) boot ™ &S AL 83} e] ROMMONSI A o] 1] x| = RE gt}
boot tftp://<IP address>/<path to image>

A3 USB V|t o] t]u}o] 2~ & Firepower 4100/9300 A A] 2] A i ol 9l= USB &5 A
3] ROMMONOI| A KickStartE F-H & % Q5 YT} ]./_\.Eﬂj] Al 8 Z-of] USB tju}o] 2=
PFAESIEL 7% USB £ ko] 28 1487 400 Al 2518 A% afob g

AT A ALt Bl o et 8o Ko ] 25} B £ 219 vhede

e #o] FAIF U
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rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

> address 10.0.0.2

> netmask 255.255.255.0
> gateway 10.0.0.1

> ping 10.0.0.2

rommon
rommon
rommon

rommon
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

oW N

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

ittt ssasddddtdataasttsttsttstdtttttttttttttttttttttttttdttttddddttddiii
FH R R R R R
A R

File reception completed.

KickStart ©] 7] 2] 7} 2 =% 3 init system § & S Al-8-3lo] Z YA S thA] WL )
init system '8 -2 A| ~Elof] Th R 5 BE AT E Qo] ojn| x| e} A ~El o] RE ¥ T1go] S
H| E3lo] S A9 =& A|FYrtt o] §E 2 453k b ¢F 20~30°] 225 YT}

of A:

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

Cisco FX0S Firepower Chassis Manager 71 3] “12]| o] A 7}0] =, 2.2(2) [ |
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Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

A 4 ET o] 1] 2] & Firepower 4100/9300 Aj A] of] Th& Z =3t}
a) T o|u A2 RS ] 1P F40 Ao Edo] S Aok FUTh USBE F4l o] o]
WA S e = glsy
switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)
switch (boot)
(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if) # no shutdown

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>
config) # exit

b) LA MH oA FEZHA & A HT oW A & BF HARG T
switch(boot)# copy URL bootflash:

0g T 5 ShbE AHEaRe] 7hd hele] URLS A4 o,
« ftp://username@hostnamelpath/image _name
« scp://username@hostname/path/image_name
« sftp://username@hostnamel/path/image_name

« tftp://hostname/path/image name

o A

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

¢) ©]u] %] & Firepower 4100/9300 /‘H Al oﬂ A &2 o 2 5 A}SE -9 nuova-sim-mgmt-nsg.0.1.0.001.bin®]
A FE AL olr| Ao 7153t FAE ARG P o] HAe= B wAYFo] ofH TR} o m] A
E 2T gelFH o 7]§§EJ B9 o] 52 BEat AL A & Fol o] n| A & A glo] 3
*J nuova-sim-mgmt-nsg.0.1.0.001.bin®] o] oF g1 T},
switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o A
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0

Cisco FXO0S Firepower Chassis Manager 71 3] “1.2] o] A 7}0] =, 2.2(2)
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switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch

( ) (

( ) (

(boot) (config-if) # exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

29148 thA] EF T,

switch (boot)# reload

oA Al:

switch (boot) # reload

This command will reboot this supervisor module. (y/n) ? y
[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!

Cisco FX0S Firepower Chassis Manager 71 3] “12]| o] A 7}0] =, 2.2(2) [ |
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rommon 1 >

76 KickStart o] 1] %] 5 A| 28] ojuj ol ] FE T},

rommon 1 > boot <kickstart-image> <system-image>

B3 AT olu] A § mEd

2EFHE B0t ghol M2 whel A el WA A EAE S AU T o] e %
WAIA = SASA A G A

Y.

< A
rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29%a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully 1!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
S10mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome..

Mounting /callhome. .

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.
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You have chosen to setup a new Security Appliance. Continue? (y/n):

oA & =3 F, 27| Ay adeld AAHE dYstete TEZETF AR YT A W8
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Firepower 4100/9300 Aj A ol M AF8-& S F HE oV A& G2 Egd Ut S35 HE ofv]A] 1]
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2SN

Al
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

EZ%EI] L.E.E ﬁj%%XJSLﬁit}{%jéEi§}i?0ﬂ:: L+7§Cﬂ A]}\Eﬂ EétzﬁL[m A}§l§5 %1
9 )28 o] ] A & 5 0. 2H4 salof Fu T A3 Z2 vl 9 A2k A7 ) %
ol o 2AF2 AFRahol £AME okl A AELS B 49 A% 2 s} A9
A

=
a) Fabric-interconnect a®l] 3k H | &
FP9300-A# scope fabric-interconnect

SA] EU

b) show version ™ % S AF-&3lo] 28 Fol Ad WAy A F Al ~E WAL Edg ) o]
AL S AFE-sle] oA & &4 8} g o}

FP9300-A /fabric-interconnect # show version

¢ o WHES st ojn A& & skt
FP9300-A /fabric-interconnect # activate firmware

kernel-version <running kernel version> system-version <running system version>
commit-buffer

ZFx AW e 7} “Disk Failed”(t] 222 ol Rt =2 W42 4=
= A ;(43]_;] 0}0]_1: 1:4.::1 x%;‘(].?_ 74]5: /\z‘sgz‘ﬂ- fT: 9}%\“4 1—4_
d) show version ™ & 2 A}-8-3}o] A]ZF B A o] Snt2 A AL Q+=X] 3l sl ar o] w] x| o] A3} A
B & XU E o
8 AE7) “Activating” (B4 3H)oll A “Ready” (02 W 749 w744 th-g @A S 21851
R AL Q.

FP9300-A /fabric-interconnect # show version
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FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

GA10 Al =8-S AR Yo

o Al:

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

ml A 2O 2 Firepower 4100/9300 A A] ©] A QS 2 th-S thA] A 23} 7] Aol A| 2818 7} 1ok RE/
Alzle] S FUT o] ZE2A2d= ok 5~102°] 28 g T
A1 B

Al 228l A EE EUE P YT A el = “Discovery” (A A1)l 4] “Config” (7)) = 4 H
TH O E 0K ()7t H]ofoF it}

o) A:

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status
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el B+
R DR . |
Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty
FP9300-A# show server status
Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty
Overall Status(Z A A7} “Ok” (A AH 2 ¢, Al ~8lo] Be Ay} ahx et 18 = Bk o] &
ghol A xS tha] A (Ereld &= Ay el o] /d 23hshar =] 4 tuto] 25 A A & oF F .

AHA g 8-
* Firepower 9300 M2 A] 2} 7}o] = —http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 13| Z2¢ o] A 7}0] = —http://www.cisco.com/go/firepower9300-config
* Firepower 4100 Series W2 A] 2} 7}0] = —http://www.cisco.com/go/firepowerd 100-quick

* Firepower 4100 Series 71 ] Z12] 0] A 7} 0] = —http://www.cisco.com/go/firepowerd 100-config
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