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Firepower & £ 1% % &) 7

* KT Firepower %4 %, #1101

o WFEHUARIZAICIRGL . 5951 0T

LY - I—‘—I \rL
% T Firepower £ &% &
JEL Firepower 4100/9300 HLAR A2 M 28 K1 N 252 2 07 200 R — A& - Firepower 4100/9300 A/LA
J2 BURHY FH hC AL Uit (ACT) AR 7 M —0 53, I HARGN ST ek, —Sus hi R &

R H A ) R T 2T G .
Firepower 4100/9300 LA H AT LA N4F £

 FET PRI 2 2 R AT - Rt PERE.
* Firepower HUAT# Bl - BB HI D SifD, (78, EDUHE o S AT HLATIR S I S AL R AL P LAE T e

I IR/ E B A R

[LINER
*FXOS CLI - fe (AT & 10k 1, HTRCEIIRE,  MHNUARIRE AT i s gt e HEBR Th Be -

* FXOS REST API - o VFH /- LG Jy =Ulc B a7 S ILH AR

I FEIEI TR
101 ] show environment summary i 23K HUE 7~ Firepower 4100/9300 LA SEARIZ I IR LA T
B4 A5 DI RL L :
* L II#E (Total Power Consumption) - S IhHE (CLEC A AL o
* N (Inlet Temperature) - 355 RETHE (DAER G A 547D
* CPU iR J¥ (CPU Temperature) - AbHLZSIRE CPABR R AT

* YRR (Power Supply Type) - A2 8 EL it -
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Firepower Z £ & & & 9\

YR THESIRZS (Power Supply Input Feed Status) - S AGRZS ( “IEH [Ok]” « “ b
[Fault]” ) o

o FE Y HA HDIR A% (Power Supply Output Status) - 12V #rHPIRA ¢ “1IEH [Ok]” « “#E [Fault]” ) .

* LR AAIRZS (Power Supply Overall Status) - PSU R34 17k ¢ “AlIE4T [Operable]” .
“BIF [Removed]” «  “#\i) # [Thermal problem]” ) .

* WU % RPM (Fan Speed RPM) - H4> KU FEAE h 19 AN IXUBS ) S e RPML

o JXUBS T IR A% (Fan Speed Status) - MUBEIEEE ( “Z21% [Slow]” « “IE# [Ok]” « “f& [High]”
“HH [Critical]” ) o

* KU S AAARZS (Fan Overall Status) - XU U 3EARIZ ARG C “W]384T [Operable]” « “CHCT
[Removed]” . “#ji] {8 [Thermal problem]” ) .

* JJ ) B\ D)¥E (Blade Total Power Consumption) - ‘&Y 51 28 (1) S IhFE CLLEL A HAL) .

o JI R AL PRS0 @ (Blade Processor Temperature) - 2245 Ey/5 | 85 ANEZS 1) B mia fE (DLBR G
ML .

EFF) FXOS CLI & ij ) FXOS CLI, 26 14 J1) &
HEAHUAR AR A

Firepower-chassis# scopechassis1

LEGHAIZAIPIROUMEL, A LLR fr 2

Firepower-chassis /chassis # show environment summary

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000

CPU Temperature (C): 47.000000

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable

FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2
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Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:
Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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© AT, W8 L

o AR, B8 L

o R ERMEELIGL, 58 I
 CLI FJ7ELFid) , 25 9 1T

* CLI &Pl , 559 it

SR G T BB A SR 5
v

Firepower W4 E#AE R4 (FXOS) I ZE XN S BA (%
Ko o B, PUR. Zaefib, Wb, b DAL BESS & KR A 28 6 R M B sk,
AR P A ORI & SRS R A 2 N S I SR

SR BT A AT — AR T LA S R

CLI W Em A 2k gE ki, ok EXEC #EaUE 1% )2 IR S5 R e mn ot o 358 A X
¥ ARG . {# ] create. enter Al scope it 1 B = ZU AR AL 21 F —BUR O,
M exit @2 A ZEM N Z IR G R B — A0 . 1BE T LMEH] top 28 R Z IR G/ 1)
Tk .
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CLI #8fiA

AR KA AR 2N GO, I se BN %, ARG REVT M SN SO AR . A
HH create Fi1 enter iy 2 1] 4y 52 U5 in] AU Z X 5. scope v 2 A EXTS, JFH
Vi ] CAFAE S

XTSI

HhE

RIS AR M A I 8. BRI R 0K 2 By & #0 5 RIBRSZ B B %

FEAMEAY CLI P77 i) BB R IR G (K 2 AR e B A% o 3 mT 35 B S ff e A A iy 8
S B S SR IR S R e AN E S TR,

PRI B A A MU R A AR Ay 4 DL AR CLI 87575

NZRE PRI E, IF HAE

R1. TEGSEXNFURTH

R B Rl ke BRIRTE
EXEC i AR top T4 #
1 Fic 2% & F T EXEC #1:{ /) scope adapter iy 4 | /adapter #
Ak 1% F T EXEC #5301 scope cabling iy 4> | /cabling #
IR i T EXEC #:3([1) scope chassis fir4 | /chassis #
PLK 194 il 55 i 455 1& FH T EXEC BL3X (1) scope eth-server 7y | /eth-server #
L AR A AT T e
DK AT 8 % I F T EXEC #5230/ scope eth-uplink | /eth-uplink #
AT B 4 G B & T EXEC #=01 scope /fabric-interconnect #
fabric-interconnect iy %
FSRGE I T EXEC #E3CH) scope firmware iy | /firmware #
2
~
FHLLLR M % T EXEC #30[¥) scope host-eth-if | /host-eth-if #
w4 BRGONANSCRR I i 2 F T A 1 i
L5 1 /adapter # RN Al =L
K 942 i 4
VFA[E & T EXEC #211 scope license 74> | /license #
JAE % T EXEC #5530 scope monitoring | /monitoring #
AT
HIR i& FH T EXEC #5201 scope org T4 Jorg #
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wewne W
R B RFirrEasS BRIRTRHT
LCEERRTIEIN &M T EXEC B scope /packet-capture #
packet-capture 7%
s &M T EXEC B3 scope security fiy | /security #
P
~
W55 25 i& T EXEC #4201 scope server fir% | /server #
R 45 I B A i+ EXEC *ﬁﬁﬂ'} scope /service-profile #

service-profile fiT % ; ASFH K. BILEL
@LEHB’(%@LEI#, gt &t AMH
create. set i{ delete Ty &%

ssa & T EXEC #5831 scope ssa 7% /ssa #
R T EXEC $E3U[1 scope system fiy % | /system #
MEHL HBA 1&EH T EXEC #5[1) scope vhba 1y 4; | /vhba #

MRS AT S R 7

MERL NIC i T EXEC #5311 scope vnic 74 | /vnic #

VYA FH iy 4 AT FH o0 A B
« create object
« delete object
« enter object
« scope object

LUK seope T & M TAEMTZE MR (BIRAKAXS, MR EFZ) o HAb & T8

AN B PSRN B o X TR ereate object 1%, ERAFAE AT NIK) delete object and enter
object % .

FEFH PSSR R B, X8 & (AT W BUR T X SO A AR, W R Tid
R2 MEFFEMHHSITA

“s 1TH
create object Al % It A E AR CinSE D
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B =6ses
ey 1TH
delete object A AR R T R
enter object B % i N A B (A&
scope object A AR R S
® 3 MREENMGSITH
ws 1TH4
create object AR TE
delete object MHIRE R %2 o
enter object HEAN L E AR L (i Rad D
scope object HEA TG e B A X
T AP <

W DAAEAEAT AR A6 ] Tab K SE KT o BN i & A AR IF 4% Tab B, Sl dy & 58 4 ool
B 75U AN A G 7 B S B A

CLI AT At i 2 16 P HT B AT i %o A LIRS D 1) b 357 S e sl ) 4555 S B 45 ) 8 56 i)
1T oM M w7 7 U D ST S e T i S PR TR TSI VA S8 T 1 N T A
0 P ALK RN, %R S S ER AEAT AR

Al LAEE A A DD e s T i 4, R A& ”*Fihﬂiulﬂﬂﬂﬁ i, F1% Enter EIJT
A Wyt NS0 (R 8 TFEh BEN—FE ‘“&TU\E%‘EﬁﬁH fird, JE{ETE Enter 82 B 9 MU 4

B2 . EFRNEEFLESS

MYE CLI A B 20, BASNHZmS, H2HA commit-buffer 72 4 11, BRI,
fid By 2 4 A TR BR A, JErTIE L discard-buffer iy 2T HGE .

TU&%* 2 AR R B G, RIS B commit-buffer iy 22N . ] DUE IS 7EAT
B N4\ show configuration pending fir 2 K & E £ AL F v 4.
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cumzssen W

S
AR B2 RIS RIS WA R, BRI 2 I RN ) i AR
PR SR R i %

LA A TR BRSNS, R PR iT S LA S (%) i\ commit-buffer #r %), 2
[ NN

‘32:/%9%0

PLT 78] {7 4 s A A i 2 A O R o e S 4

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #

CLI B 7E L F5 )]

REAT ABEIN BEN 2 AT R R AE i TR 2 BPIRZSR A) I I T

WER MRAESER AL BEANAT AT 2, BN 2 228 T AR BTl %o WER E M BN
R, WA 2 250 dy A 2 BN P vl oG v S 4.

CLI Z1E BRI

Firepower W] " JE#RATE REUKG— KT AL TR AR CLI 20 B R B0 538 32 Aot i HA TR
o
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AT, 11 W
s WIUAHCE , 12 W

* $Jili FXOS CLI, % 14 7

m
R
=

fi

DL A R C & Firepower 4100/9300 HUAR I Y 24 5¢ i 1 FE AT 55

UK

W1 fLE Firepower 4100/9300 HUARHELE (IEZ 1 LR} Firepower 224 W & i 235480 »

P2 EHVIIREE GESHYIAIE , 512 50 .

PRI wE HIARIR T GE S5 wCE DR, 5593 10 .
IR 4 JiE DNS k%A GESIIRLE DNS k454, 25 129 1) .
PIRS EMRYFIHE GESFASA FIVFREE R, 2517 00 o
PI6 FEH GESHMERE, 52970 .

BT EHPITHREE GES PGS, 549 70 .

PIR8 MEHMTFAERE GESHTH®RE, 59370 .

PR MEED GESREOEE, 5131 50

PIR10 GQIE@HEs GESHEHRES, 13970 .

BRI FXoS CL B Ei5/ 222)


http://www.cisco.com/go/firepower9300-install

ERA |
B owuas

LY Zs (===
g hl &
JEHTT LU ] Firepower BUREF BEA2 8% FXOS CLI L BRI EF ML RAL 3T, 06 AU AL bl 2 3 1

Vi i) 1) FXOS CLI $AT— S84 460 B AT 55 . 2425 — I AE A FXOS CLI Vj i) Firepower 4100/9300 HLAf
W, SR wdm T, Sal LU RALE RS

AT LRI B350 SR E ARSI R, sl i 22 ) P ol st B ARG WARIEFHIKE R4,
ey SCPF AL 28T S FE R 28 U5 ] o

T&ANIH N Firepower 4100/9300 HLAE F 1 — 8o 145 € — > [Pv4 Mk, W OCHI - I HERY, B3 —
AN IPv6 Hidily PO R 2 S . A nl DA 7 B 1 1P HuhikfC & 1Pv4 BY IPv6 Hidiks

FrIAZ Al

1 %f Firepower 4100/9300 HLAS _L56IE T 51 HLi%E 52«
« P thl 65 v 1 LAY BE g 0% B BT TSR 28 0 s 11 4 R 55 45
* 1 Gbps LA 45 #1 o [ FERE B SR e . A Heb Ll % i85

A RVEAE E, 50 8B} Firepower %2 48 U 5 A 1F 22545 1 o

2 RIEEBEFIEH G DT L (SRl RS A IR G o SO SR TR
* 9600 5%
* 8 MUY
A B

o 1AM kA

UK

PR EEREH G
U2 FITF Firepower 4100/9300 HLAH 11 HLYE o
1t Firepower 4100/9300 HLAH 2NN, KFE BITTFHL AW R .

PRI YR EN RGN, 280 PRI R GRS RGN T I &
s WER NTEHE RG0S 4G B PR D
© SR ADHAT SR OW T mBSUEN, ES Bk, 58 30 1O
o B DU
* REAIR
* B H 1 IPv4 HBAIEAN 7 R HERD, Bl TPve kb A HY 4
* BRINM ¢ TPv4 81 1Pv6 ik
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EE9::PNp!
mes W

* DNS k%5 #% IPv4 B8 IPv6 Hidil:
« B4
LA R, M yes, (RAAIENHBEE, oE M no, TR )T 4205 ) o o SE 1

U R PP O D) 2 0 T AT AN R B AE R S SRR AN, 1514 Enter
B

PAT 74 1] TPv4 45 P B0 BT

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch Mgmt0O IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

PAT 7 4d 1] TPve 45 Pl B B T

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch Mgmt0O IP address : 2001::107
Physical Switch Mgmt0O IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch MgmtO IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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EEAA |
B iarxoscu

if71a] FX0S CLI
AT LA FH 47 N 4350 65 3 11 7 0 3 R 45 1) FXOS LI BIF M 24351 5 i 11 A H L o (g
G g e LI & s S EUEE AR TR
* 9600 5%
* 8 ML
* AR
e EAIR A
f T LA ] SSH 1 Telnet K% 48] FXOS CLI. Firepower A 41 RG22 S 5 8 4~ SSH If
RIERE. BAFH] SSH BH 7R, 75 B 401 Firepower 4100/9300 HLAH 1) HL4% 5 1P Hudik .
A LA R iRl 2 kit SSH. Telnet BY Putty #E1T % 5% :

AR SSH &R KNG,

A ] SSH A Linux 258 3¢ .

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

18 ] Telnet M\ Linux £ ¥ 5%

N

AR BRAELLR, 22 Telnet. A 5%)AH Telnet FUULHH, 15 L E Telnet , 55 99 1.

« telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-gqa-10
login: ucs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|UCSM-ipv6-address }ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ues-ldap23\blradmin

I E7% FX0S CLI B & iR 22(2)
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ERAAI
i pxoscu i

M Putty 7 i 65 5% :

o &7 uces-auth-domain\username

Login as: ucs-example\jsmith

)

AR WRBOA SRR E A, IF HAEE S SR E Y LDAP, &8 n] AT H
ucs-local\admin A Putty 2/ 3 6 AT BE HIE,  Horh admin & AHK 7 245K
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fi

ASA BYIF AJIEE IR

W AR BE VR AT, ] DU Pl SEAE BRIV R LR . SRS AR AR Bl I B, AN i
A RAVFATEY]. B RRIEVER], s n] DUEHE T A VF Pl kAR PR ORI A5 5K

A

* ATFANIE ] T Firepower 4100/9300 HLAH 1) ASA B8 4% . 5 U )y Firepower 8 H 55 fi11%
& R AT VRTINS B, 1S (Firepower FH O AL EFRRE) ©

o KTV, 17 )
o BIEMAEVF TS, BB 20 0T
o BREFAFVEITHEN] 5521 0T
o PRI IERARCE . 2R 21
CEE MR BV, 5521 0L
CE R AV AR PR IS5 28T Firepower 4100/9300 HLAH , 25 24 1T
EAKAVFAAETIRY . 28 25 7T
o IR, 27 I
BREBAFVEAT Pl B 28 L

] ]
o= R |

% F 8 B

ASHRGr S R REHAE VI AT ) AR S L

A

IR ARTEE T Firepower 4100/9300 HULAT L) ASA @4E 4% . <1 4 Firepower JE i #i112
WA T VR A PR S, 1S (Firepower B HIHOACE TR o
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ASA i FTiEEE |
B =R T AsAmEssRsET

i&E AT ASA B9 & BEER1FiF AT

X} T Firepower 4100/9300 HLAH -] ASA N, FTREHAF VRl BLE 70 53, 43 7 4E Firepower
4100/9300 HLAH & BE 5| &R H B4 T

* Firepower 4100/9300 LA - 7555 H 5 | 8 it & B & RE R - vl JEat i, B8 H T 51 e
RN HEA TS S50, Firepower 4100/9300 HLAH A& T T AT VF AJ UE R 384T .

Y

ER DU GRS E AR A AR LR 5 AR R B3 e Vel vk

* ASA N - & N A I ET B e IR B A

N . Sk
R EESEFK P
PR AW K= AN B AN VFATIERS, AT AR SRR RE R E A B 2 rhons FLadb A B
https://software.cisco.com/#module/SmartLicensing
MR R B, T DU A B A ik
S
AR IRGEERATR T, U AR AR EDRTIR . Gl R RS, T LI A A
MRS
ERAEOL T, VFRIEZSFCSs 0K T RBRERIK 7 o ARk 4 B 0L, 5T DAE PG FoAt i 30
s i, SSRTLUOY X, AT e m AR T o Gl 2 AN K, SR DU A A K
VAT UERI 4 o
BEEE

AR SR PR Ve JE 2 ) IR LG M B VF rEAUAC LR, ) DARE & 2 2P ]

K AVF AT UET B8

USRI B2 T 2 A AT TGV V5 1) LI Y, 4] AP B ASATESRAK AVFATIE . K AVFR]
UEAN T EE W5 ) VR AT IR LA o HMKﬁTﬁ B, ST Eh ASA W SKVFRTHIE T 2236 VF T ik
Y. 5 PAKVFANIEA S, IXEEVF T IE I 3 REF A H 4 B8 SRS B, 48] LUAE 2 1 e VT
ARSI S A A VF AT UE T B A TR A e

T RT LSRR AT AT RV Rl R HAT 5 2 e AR BE (M bRk 2 G VF nE RS 8 i VF T UE . VFRTE
7t Firepower 4100/9300 HLAH LA HE, (HASIATEZE R ASA FLERAL, LME ASA RVHEHEAT,
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https://software.cisco.com/#module_Connect_42_/software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

|  AsAmiFaiEEE
wEskpemrTiings [

DEMRSR

BRI Ve T2 A B R JCVE Vs ) LI, A m] AP UREAUL (VM) TE R Ze e A e B 14
s DRSS % LR AUE RERAHE BER DIREM T2, IR VPR FT A A B e s S VF
FIRSS o AT % TR A R 2 VR U AR LA K ) 20 S RV AT A S 0 o 485 T LA A2 1)
BPATFE, WA LLFBIAD .

L FRRIEHER TR 2 5, BT R R R 5 R SSMU B 47 B o)
f

RV

A AT VAT

J A TS 2 I VAT

ARG R, WS PR REmk 4 B A LR A Re P B 1L 2 IIC B A P

2 [E U A S R B 1 AL IE R &

A K M n] DU 43 25 120K 7 R VF TR RS, A A% RE UMK PR VF RTIE RIS s AT A B A 2R
TR LIABYF R UE, TR DL S — AN UMK S AR B A F (R V/F RIIE o S804 w] LLZE REHRUK P 2 ()3T #%
W

X Firepower 4100/9300 HLAH 25V EM 0 ¥e#%, MIHLAR ) ASA MW 21F K A CIVFRTIE. Blan, ¥
THEA 3 AN 2R Firepower 9300814, HUARTE A — N5, (EBLHUEH 3 ANl ) 7F il iiE

VA ATHE
Firepower 4100/9300 LA 47 P RIS R PRAL VF 1) UIF -
* FUFE PPl X - 7F Firepower 4100/9300 HUAA [ VF il UEMUAR HUATEM 2 0T, SAEVEASA R g

1790 K CRMERHE) o ASA FEICEE T VL REFE AL B8 T ERAIZAL . It PR &5
W, Firepower 4100/9300 HLAH 248 A ANE 0

« ST RPN - 76 Firepower 4100/9300 HLFE 7] VF rl UEMUR IRV 2 J5,  #80] DLSREUE
TIPSV el E, JF B IX SV nf e BC4y ASA. 7E ASA 1, U TESKRBIAL. 41t
T [A) RV AT R B, 8 TR AT S T ) VR TR BRIUK AP RTE .

)

ER IR X R S (3DES/AES) VPG VF AT IE s A K AVF IHIESZHF AL

BRERHEERARE

AR LA KB 2 o] 5 3 B AR B LA
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http://www.cisco.com/web/ordering/smart-software-manager/smart-software-manager-satellite.html

ASA yiFTiEEE |
B =eanssrTesss

W IEMANShE
TR AT LUV R BRI, Be MO 30 Ko HHB A HLA R
VEMEILATHLAR T, NI & ID LLRCSEALOH . WSRO 4 R CURE I, T LG 1 4R

FE5E RS Jr BAE DT HUAR LT B EX S HUR R B, LA 2 SR rHIEAUA U EA T
Mo ZHUAR 12 RE M, VFRTUEMUA MU iR — 5K ID RS, F LRSS VF R A LA 22 18] )
HWAE . MR 1, B EA 6 DAL K.

SFRHERE H I EE

BEAGRE 30 RS VFRTIEAUA AU AT IS . WORISHE R REB A HE BLES h b AT S0 5, D mr LR e 6 L
KR, AT ST R A2 B, T LA e F T RIDEAS

AT DABE =S & HTTP ACH,

Firepower 4100/9300 HLAE 200 n] LA FLEE Y7 ] FLIBERY,  mlia 42 /Al 4 90 Kk HTTP ACEE U In) HLIEK
W HRRVE RIUEAEAE A 30 KRBT — I, (EWIR A HA TR, WaR 21817 90 K, AT
HANER . 720 R, U R VF AT UEMUR N, 75 WK ToVE 0 e SRR RV T IE 1 D e kAT
BCE S, AHHRAE AN SZ 50

AERIRZS
B fE LU DU T RS AL T A B IURE
< AR - B A AN T ) VERTER o
© VFATESSY) - 255 T IR R 7 P Bk 230 o
* S AN - B VAV VR ATIEASUR M LA LA T B A SRR
BRSP4 AL T BB A A IR, 20K Firepower 4100/9300 AUFR 4 i 1 AF A FH 1 24
RGN T BUIAT HA

FEAGRUIRGE T, ok s B AVF IR D REC B, (B RAEAN S22 i, & ThevfEvF aliE
BRI IAT AT AGRELI2 AT, e MERCEAN IR E, (HEEAS IR AT .

Smart Call Home E 1%

BRI LN, Smart Call Home G & SCHFAL T4 58 VF R UEAUR HLAY URL (1) FXOS FL'& . Ik
RUEHCE SO o ARG, VFRTUERC SO AR e — ) TS BB IR VF T UE AU UL () H AR ik URL. B
FERAFIEAL TAC HIFR7R, 75 WA B VPl UEAUA ALAS URL.

BRERHIF AT & 5N

< VHIR, AFENGEH T Firepower 4100/9300 HLAH ¥ ASA 1844 % . A1 5 W4 Firepower J&,
[ B AR e v g ATV AT S IR PE NS B, 1E S (Firepower & BLHULECEFER) ©
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|  AsAmiFaiEEE

%0

&

BLEE

wamirmen |

o (ESARHE BRI L LB R
https://software.cisco.com/#module/SmartLicensing

WERIEEEATM 7, 35 S B O BRI o B R RE R B, S L R A —
AR

RN 2 TG | A MEATIE. 7600 E, B R MER R T
SR & . AT R G B0, B0 B A R I B R PV T

* B OR P AALAR U 1) FLIBE ) 5007 1) HTTP ARHE,  LASEHLAR BE U i VF rTUEAUR LA -

* il DNS JRg5 a5, LAEHUAS e ATV ] UEATUR WAL R 42 7K -

o BB B K I R] o

« ZERCE ASA VAT S22 1, 15 4E Firepower 4100/9300 HLAR _E L& & BE R EVE v] FLmb B0t .

RE BRI AT AR T

ASA I FER AN B iE ™

HFA™ Firepower 4100/9300 HLFE# AZ0E M BIVF rT UEAUR WA B DAL RS #s o Sl & AN 2 5= AR 4
AN o X T IR K AVFRTUE, D200 A HLFE I S B b R 0 T ik

RE T ATV ENAIR &

Firepower 4100/9300 HLAH BRIAAL & 554 4 “SLProf” [¥) Smart Call Home it ‘& S04, & 3CHFH T45
SEVFR] IR WL ) URL.

scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

S RE I AI

P

$IR2

B R rf Um0 DUERERCE HTTP AREE . Vvl EMUR MR, DA Z07E
Firepower 4100/9300 HLAA b4 A& R BE R AEVT v UEDK 7 SRAS 2 h ID o

UK

(n[ig) PeE HTTP ARHE , 2 22 1.
) VF A E AU LR U Firepower %24 %, 5 23 TL.

BRI FXoS CL B Ei5/ 222)


https://software.cisco.com/#module_Connect_42_/software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

ASA B FIIEE R

[ | (i) ELE HTTP K12

(AJik) BCE HTTP (KR

)

UG BRI 2 AE ] HTTP ACBREAT BRIV i, 62000 3 REFRAFVF T e B AR M ik . AR — i

B+ Smart Call Home.

pEd e

AT FAAEFHTTPACHE,

3 H HTTP AL

scope monitoring scope callhome set http-proxy-server-enable on

i

scope monitoring
scope call-home
set http-proxy-server-enable on

W E{CH URL:
set http-proxy-server-url ur/

o wrl RARFEARSS 2511 HTTP 5 HTTP Hudik,

e

set http-proxy-server-url https://10.1.1.1
'%igiﬁﬁ[j:
set http-proxy-server-port port

TP

set http-proxy-server-port 443

A G X

commit-buffer

(AJ1%) flf& Call Home URL

A5 LR 2 B 56 i AE & 1) Call Home URL.

Jl EF FX0S CL FoE 57 22(2)



ASA BIIFRIIEE R

Y AER A AGE3 Firepower 22385 [

LY AE SN e P

scope monitoring

N\ callhome JE[H:
scope callhome

£ $& SLProfile:
scope profile SLProfile

s Hbr:
show destination

TP

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

M ER URL:
delete destination SLDest

RAZGHIX

commit-buffer

[ 1 AT E SR & AL 44 £ AR Firepower 2218 &

3 E N Firepower 4100/9300 ALAH 1, VFRJUEMUR HLAI 23 4 Firepower 4100/9300 HLAH 5 VF nlEMUR
KUK A BAS MR ID GE-P . EiE20¥t Firepower 4100/9300 HLAH 43 e 2IAH MY () KESIIK /1 85
WERR P — R S o AR, W SR TDIE D -0 G J {55 e 855 S BRI 030, DU S5 ) e 75 L EE B
W Firepower 4100/9300 mffﬁ .

UK

TER BRI A PR B e AR B A LA, BRI Firepower 4100/9300 HLAR S I 2 ) AN =
TRIF ST

A RAA A3 IR B P B s R SR I E MTEAIE B, S0 CRRP e B g DR
JU¥RE) (http://www.cisco.com/web/software/286285517/138897/Smart_Software Manager satellite 4.1.0
User_Guide.pdf).

7 Firepower 4100/9300 AL H i A JHF4- Rt

scope license register idtoken id-token

Tl

scope license
register idtoken ZGFmNWMSNjgtYmNjYSOOZWI3L

BRI FXoS CL B Ei5/ 222)


http://www.cisco.com/web/software/286285517/138897/Smart_Software_Manager_satellite_4.1.0_User_Guide.pdf
http://www.cisco.com/web/software/286285517/138897/Smart_Software_Manager_satellite_4.1.0_User_Guide.pdf

ASA yiFTiEEE |
B Es=arAE T 2mRS E AT Firepower 4100/9300 15

WE3NGItMWJIkOGExZJIXNGQOLTEON]I2NDYx%0AMDIZzNT
V8N3R0OAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD%0AY29NQTO%$3D%S0A

FIRI R A, A
deregister

Xt Firepower 4100/9300 HUFETE RS 2 K/ FHINBR e #o - SR GE SN BR e 8 L (0 B A VF T UESZBCRTIE A o
T8 AT 6 5 B0 L B 1 R 49 BT 1) Firepower 4100/9300 HLAE BV IE . 53, thn] DL e 44
R IR B %

PIRA WS ID UE BRI 2 AR LR T

scope licdebug renew

EOAEOL T, IDAEEE6 AN BEh 0BT, VFRERAURE 30 R AR AU ) ELIBC (R I 18] A B
S ARG RERCPHE PGS TR AT TRV R SE G, AT RE S A AR — T Bl R -

B & & 8E1F A IE I £ BR 55 25 F T Firepower 4100/9300 #/1 5
LA AR Bk WAl i B Firepower 4100/9300 HLAR LA FH & A4 il iE T Al 45 %% o
FrIaZ Al
R B REATVE T &, 5 20 TP B IR AT L AR

* ]\ Cisco.com I Z & REVF AT IE LA OVA X, FF7E VMwareESXi IR 45 8 & 22 2% FIEE B b S04 o
BRVEAGER, ESHE (e DAL IEm) »

c MERGE A UETEE, LI R R
QU B PIA (QUEEE I, 28 108 10).
ZEAIAANEE —MEFE R (B EEAIE DA 3 I IR, 28 109 10).
HEBLUE A5 SR AL BIE AL SRR AR LR, DI S P A SRIBGIE 8

ARVEMER, ESHIED. B MZE L, 5107 5.
UK

T K PAEMRS A EA Callhome H 5

scopemonitoring
scopecall-home
scopeprofileSLProfile
scopedestinationSLDest

setaddresshttps://ip_address/Transportgateway/services/DeviceRequestHandler

I E7% FX0S CLI B & iR 22(2)
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https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

|  AsAmiFaiEEE

T2 QEHEE.

a)

b)

d)

7N
£i
£i
£i

BEN 22
scopesecurity

QI A E AT R

createtrustpoint trustpoint_name

mExarmiing I

DEAT MR R UE 15 B TR UE AR Base64 4l X.509 (CER) #%5X,

setcertchain certchain

5t T certchain %5, AT BLFE R L1 A8 b 46 444 R SRAS IRIE B85S B

WRAEM A PRSI BE R, RESTREANE T E0E SURUEBAUR N (CA) FIIET 1%
HI— RYMEAT S RGBT —1T, %A ENDOFBUF L) 58#1E .

AT I :

commit-buffer

LK

repower—-chassis# scope security

repower-chassis /security # create trustpoint tPointlO0
repower—-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVYVYVYVYVYV

\

>
fi
fi

————— BEGIN CERTIFICATE-----
MIIDMDCCApmgAwIBAgIBADANBgkghkiGI9wOBAQQFADBOMOswCQYDVQQGEwWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwWxFeGFtcGx1IEluYy4xEZzARBgGNVBAST
C1R1c3QgR3JvVAXAxXGTAXBgNVBAMTEHR1 c3QuZXhhbXBsZS57b20xHzAdBgkghkiG
IwOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIThveNAQEBBQADGYO0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt 6Z2pXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJITAFBgkg
hkiGI9wOBCQcxFhMUQSBjaGEFsbGVuz2UgcGFzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJdaVMhzC190306Mg51zglzXcz75+VFj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvfhevskV0]j6
jtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgZYwgZOAFLIN tcEMyZ+£7+3yh42
11do3n040XikdjBOMQOswCQYDVQQGEwWJVUzZELMAKkGA1IUECBMCQOEXFDASBgNVBACT
CINhbnRhIENSYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsTCOVuZzZ21uzZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYi042z42/39Ijenh75tCKMhW51laz8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

————— END CERTIFICATE-----

ENDOFBUF

repower—-chassis /security/trustpoint* # commit-buffer
repower—-chassis /security/trustpoint #

W3 IE AR Firepower 4100/9300 HLAR i 2[5 7] VF m UE MUK HLAATE M Firepower 22 4% 15 %

’

5523 51 o THVER, AU REVE AR B 1L SR S VR D b

o B ok AVF AT IETI &

&I LA Firepower 4100/9300 HLAE 73 AL —NK AVFRTIE . GIE FH R R VFIEAE R 5 EANSZ U HOPR )
Hi A FATAT 42 A o

R
iy
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B =sixisTi

A

ASA yiFTiEEE |

pEd e

FETFURZ AT, S SR AV RTIE, A BEAE R BERRAT T B AL T o T AR DA K™ AL e AL
RURAVFATIETR B o AR B I RE 1, i R SR DAL HE

BRI K AVFANIE

$IE5

IR

PL R A 43 U] g 4451 Firepower 4100/9300 HLAR 73 it 7k AVF AT E
itz

M FXOS CLI J& FHVF A UETi Ry «

scope license

enable reservation

3 2 B VR

scope license

scope reservation

A T Y

request universal

show license resvcode

e MR RE AT BEAR T 1 10 “ T BB B AR A7 (Smart Software Manager Inventory)” B #F,

fiiliLicenses i1 :
https://software.cisco.com/#SmartLicensing-Inventory

Licenses 121~ {2 s 5 MK P ARSI I I VF T IE CERIERTKAD
riiliLicense Reservation, JF7EHEH 88 A A= s 1) 7 B FE AR o

fiidi Reserve License.

BRI B AL AU o 18 0] DL 2% B2 AU Bk I A o 2 B AR o MR R R LA
VFREIE S AT AR A

WIS AT ] License ReservationfZ £l , W MK 2 JoBUE K AVFAIETEE o ERXMEDL R, 1B
A8 7K AV AT E 0B S+ S8 i N 8 R BEVE T E T 4

££ FXOS CLI "4y N2 AU :

license smart reservation install code

&%) Firepower 4100/9300 HLAFIN CL 58 423145 PLR ¥F 1/,
7E ASA B4 b I ThAEFZAL . WS4 ASA $2RLEE Y LU AL

I E7% FX0S CLI B & iR 22(2)
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https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

|  AsAmiFaiEEE

(AT

() BEkAETE [l

iR 7k A VF AT IE

URAS P BOR AV IR, U] DL R AR L IE SR I SS  BE AT B . W RN AT
DR, VFARIER R EAPIRZS, JCiAE AR A

gz

M FXOS CLI 2 i s Aeh .

license smart reservation return

Firepower 4100/9300 LA 43 37 R AR SRV nT I AR “V-AG 7 IR
TER AR B2 Th & R FXOS 18 FH & A5 AT (UDD), XAEr] LA 1 FXOS 5451«

show license udi

Vilal “ B R AF T FRES PEAE (Smart Software Manager Inventory)” %%, 5iiProduct Instances i
£

https://software.cisco.com/#SmartLicensing-Inventory

A 3 H % AR TRAT (UDI) $8 R #51) Firepower 4100/9300 ALFE
EFEActions > Remove, (EAEFH#EN A IR AT

i Remove Product Instance.

FKAVFATIERIR 4 2 A it o

REEK 1T A

ES LA N a2k BB VT UERRES
« show license all

TN BE AV T PR A . BARACHER A . UDI{EE . BRECHDIRAS . REH0IRA . ALK
AL VFATEBRAE BRI BEACFRAT 45 .

« show license status

« show license techsupport
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B =esssrTmReies

R EIF I [ Rig R

ASA B FIIEE R

IIRE AR T &hRA Wt FA
[fil 7] Firepower 4100/9300 HLAH 1 ERHS fex | 1.1(1) BREHAFFAT, 80T DU SR A SV v k. B ReF

aara)

EA SR E P A1) 5 KK ﬁﬂuﬁi‘%ﬁ%ﬂ?ﬂﬂu%
AN A BEAE 5 RO VRT3 9. L %EiﬂﬁFﬁT
T LUEL A T AR VR R UEAE S SO AR K ﬁ%ﬁ?ﬁ{ﬁhﬁFT
Jic & 7F Firepower 4100/9300 HLAH Y 15 | 0 22 Ak 2 (]
¥

BAMIGINT LA a4 deregister. register idtoken.
renew. scope callhome. scope destination. scope
licdebug. scopelicense. scope monitoring. scope profile.
set address. set http-proxy-server-enable on. set
http-proxy-server-url. set http-proxy-server-port. show
license all. show license status. show license techsupport
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Rk, 55 30 5T

T 1) FH P 44 (4R 35U, 2 30 0

) 2 T Fe ), B 31 T

TEFE B U0 UEAR N, 5 32 T

R, 5534 50

A Hb B 0 50 0E FH P A AR G SO, 5 34 T
EPEBOA S I I UERSS . 5 35 0L

Bl B AR, 56 36 1T

Wi B 4t i I, 35 37 0

N IEREF PG A s, 5 38 T

AR G AR BRI R T B R B R AT 56 39 T
BEE B AGSRINEL, 5 39 1T
AHEFER A BUEIRE . 5 40 1

e I o ) e K S R, o 41 T
B d NIRRT A, 5 42 T

Shy B G B SRR L B 42 1T

e i Iy s sk v B, 2R 43 T
QA bk, 2 44 T

IR A bk o, 2 46 T

PG s A ik, B 46 T

T R A HE B4 B0 TR IR P B RS  ad , BR 47 T
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B Arkes

R AR
Rk T U5 RS s 2 vl RO AL 48 N A R 7 o BRI IR ) A AT HE— R T 44 A
AP

I
i
o
=
T

LB TSR B R, OF BGVR S e B . ik R A B A R ik OF AT 5
Ro A EOIK B O RERINE S, B IEATIR RSB ke Y

G IK P AR S AE TR AIRES, I AN B, JovoRs i B Bk e BN ARE SRS

b m
=0

poi
2

51

==

i
\—H

A HHIEIERI A kP

A By Bl P ik P B BSE S HUREAT S S0 UE, I Hoar DU BT 1 01 sl AAA SR RATAT FH P
KB . — HAMH i B8, ok ek g sk . CA AR ko A VRGN D LA
BB EM R . R EHR ] CASHT AT vk, ik P e fR e Tam sl RS, HoRA
DATRCE (A AR .

IS8R B Pk P
TCFE Gy I IE 16 Pk R Fe AT 30 sF LDAP. RADIUS 8% TACACS+ SH4T 5 45 Bk 1 FH bk

AR TR I 5 AT A ] b 7 RS R Pk ™ DA I b v SR E10Re 8 i A A
Sk R A

A Ry B UESR 3 J5U U LR ey e BRI Bz B B (SR UE AR OB e I PR AS B, WS LT
R

A SO I UEFE 350, 5 32 1T

* Wi'E LDAP 2 {6/ . 28 119 1t

* lic & RADIUS 24t/ )7, 28 123 1T
* e E TACACS+ fefitffy . 55 125 it

Pk A B2 E
AT LARCE A 7 ik AETOE I TRl e S BA RN I, RGU A Ak .
RS OUR, Pk A 2.

FE0 Rk e BRI LS, iRk EORT G B AN . AR, AT AR R
B 9 H 3.

T [ P2 EiE S =

7 4438 FIAE Firepower HUAH A FE#S A FXOS CLI f1)%55% ID. ¥58 5% ID A Be B H Pk i, 1% &
DL 45 3 s U AR o6«

I E7% FX0S CLI B & iR 22(2)
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D LIS 1 32 AT, IR
(LEFREFA
fERHT
_ CRRigo
- kg
LG

« B3R 1D L HE—,

© %3 ID AL T BEFRF IRk BANRE LAC BB IR AT Sk, i RIS

* Gk ID X5 KNG,

s ANREBIE AR TS ID.

QUM S, AR O SE ID. BN R S, BIEEE I

I =) F ARV 35 = = )

B XS TR AHATE R R O T I BATE EL O B AAA BRI P T LABC E R 48, BAKT
P SR AT i A A o W SR R Sl AR A LR, JUAREAS P A A P i

SEBUEEAS P R B i o A SRR A B Gy 0 UE B P 0 IR 2 A A B AGL 7, T Firepower 14 JiE 45
VERGRHE L AT LU R ZORIAE T30«

o WA E D 8 NFRF, ®ZE 80 NTFAT.
\Y

ER BOTRUERERS LEE 15 DT (R/NEIRE) 1#S,  DART& 38 Al A
Ko ARV R, ES RN ERDNFES KR A, 2842 7.

o DAIRLAL 5 B2 /b — N K T B)
o AR 5 B/ — NN FR)
MR b — AN EE R CRFRD 5445

* NREALETIELE TR 3 IKINFAF, 1401 aaabbb.

o AFEL L =AU AT IR HES 1 2 2247505 BE, 9] 4 password ABC BY password321.
« ARG P AR, 85 H A IR A R

o DAJRUIE R SR T A AT o 0, RS AN T DR A i i ]

ARSI S: § CEfis) « 2 (%5 = (55)

o A ORIV B DU P I B R AN

EE
EE
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B aEsnrirssE

TiE SR IIEE SR N
WA SR IR G Y RS 2 — BB R e, W2 gt T g5 3R HERE ), LA R Firepower
4100/9300 HLAH REWS 5 RGGUATIAS . T HIF T J5 U 52 1) 7 #5240
TR S I IERR 55 R A Pk P
FH K 0T BEA7AE T Firepower 4100/9300 A15H A oliz B2 5 43 50 1E IR 45 4% 1 o
gg?ﬁ%ﬁﬁmemmmﬁ%ﬂ%ﬁmecu*%ﬁﬁ%ﬁ%ﬁ%%ﬁi%%ﬁ%%ﬁ
ERSHNIERSTHAR AR

WURAE R S Oy B R IR S5 25 B P bk P, b Zitf ik 7 €455 FH P 41 Firepower 4100/9300
BUH h TAERT TR €, I HIX e () 48R 5 FXOS A 1 A RRAHUCIC . R £ (oo,
RYVTREAE I P85k, U H42 7 AR

mESH IR EFPAREL

X7 RADIUS Hil TACAS+ [, R Ziide 7 idisk 26 5% 21 Firepower HLAEEF #2858 FXOS CLI 1
FEANZEFE B WA LR o Firepower 4100/9300 HLASECE — N @ e 0 7 @ M A6 20 ic
258 P I AR e R X A R

M5, FXOS $UAT LA T ERE:

U i A 5 g g iie IR 55 o

2 BAER .

3 WURA P QA EE, TR AT S A R R

R A FXOS SEHFIEER 5 60 TEHL OURLT 10T P b 25 Lk

B 0IERMIEF HEXEE FETE B4 ID Z3K
LDAP GIpd T DOEREAT LA R | VR LDAP I it 7 2
Yz —: unicode A& 1%

< AR LDAP | WARIEFE L
%, filE o | CiscoAVPair & &
kA At | e, TEEH LR B

JE k. ID:
- . |13614.1.9287247.1
*J £ LDAP Ji %, B
{FFfE— 4% (1 PR &84 B o 151
n, OID.

CiscoAVPair) i
A x E.

Jl EF FX0S CL FoE 57 22(2)




AR

st

mizgmnwirsEn |

SRR EEF

BEXREME

ESINE:

B4 ID EK

RADIUS

Ak

T m] PLEFEAT LT 4

CEANEY R
RADIUS 7%, JF
T FFRF A R B
A A H B

* 4" &£ RADIUS Jy
%, fEHIE— A4 FR
(i,
cisco-avpair) %
B E sk

JAR} RADIUS 52 i it
N ID 009, J@TEr
ALY ID A 001,

AR ARG B, W
RIEFEA# cisco-avpair
JE P, dnferdasE 2
JAA L0 R X 3k
shell:roles="admin, aaa"
shell:locales="I1,aoc".
fEHE S 7 A7k
ZMMERI T BEAT o

TACAS

W

DY TR, R
A FK cisco-av-pair £
H e gk,

cisco-av-pair %4 F5 42 A
TACACS+ $2 L2742
ftJE M ID 55 H .

DL W79 7R e
TEAIEE cisco-av-pair J&
PRI R E Z A A
UESC
dsoarmEirgellrolessdnin
aaa"
shell:locales*"Ll
abc", fE cisco-av-pair
JEPEEE AL S (%)
g Db 1 S Pk,
DL TE S A7 T AH 7] £ 47 56
EAC B S ) HAth R}
PESEERIE AN

A A% AE R 4y B Ak
il CEZNI- P

LDAP A A& £ #9715 OID

PUF & B 5E X CiscoAVPair J& 1k (17~ OID:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X
objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X

instanceType: 0x4
uSNCreated: 26318654
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attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

HARfat
ARG E I
B

R
SER BN RGBS Vi BOAREOLS, BB SR Rt A, ANREE X

o
o

ARG E AT KBV, (HIERUE SR GRS

I

-
X NTP BCE . H T2 550 ) Smart Call Home BCE M 248 H & (S R4 H B IRS 28 0K
B) WEHATERE Vi . 6 RG A4 BRI ) .

AAA BB R
XL AR AAA BLE RIS U o 0 RG] .

A B0 NI PRy RS EC E X

A P S5 P A A b B 6 P 10 5 7 S0 SR AT A B A T TR B ko ANRECR R A
i B A7 B0 A (K P 418 R A 3 R I S A

TR LIEFITE

A sk, BT AR L B B R B0 R S AR ). BCE s PE)S,  Firepower
HURG f5e 2 AT LAAE Gl At S 0 B (0 D P SE R 100 15 AN o 3 R A (100 - I ) I3 LE A
B SR R AERT,  RXAE TR DR 438 1 I S sk v K F e O S A8 T e I ARt

FIP s 5B A HIAE B 5 g Sl vk B h L B S 80, Rs A REE R . i, R
TR g Sl SR BB 8, AML S IR UEHT P VA BT AL AR — A, HR LA
W41k

FRNTEOUT S5 D SR 00 %A AS P S st 80 Se VPR BRI JE0BT A LAHIT IR 3RS o
BT S E, R DA R A M B 43 B0E (KT £ 8 ) S A sre v 5O SCRP EE S A0 T S i (R i

I E7% FX0S CLI B & iR 22(2)
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ERTLEI L

IR ECA SR IIERR S5

3o A B ARG, T AR A AS 1 B 47 B I ) P AR R S /I RO RES HEAT (R R S U K. R
S 2 5 R S A O ) A A P A 0

B fREC &

iz:pu

T

AN FVFE RS (No

password change allowed)

IR TIUAS SO VR 305 3 MU (148 52
ZINTS 50 PN B A R 3 B 1R
2

AR AT 1 A1 745 /N2 A1)
ToHE A b . BRAESL R, oK
(kA 24 /NI

i, EAEAH SRR IE A SO
HAGJE 48 /NI PR B O S, T
AT B
o 5 1 5 98 01 1) S et b AR
* o B el ) B v A 48

B RN P SRV Y
4 (Password changes
allowed within change
interval)

W TR 7 A 1B 473 56 1R FH P 1
R A TR ST B PN RT DL B 5 e
KIKEL.

AT LLFREAN T 1 F 745 /N 22 0] )
TR aIBE, LA AT 0 R 10 Z[H) ()
KB R BRSSO T,
FOVEAH B 3 B0 AIE 1) 2 4E 48 /N
Vi) B PN e 22 B 5 2 IR o

Bihn, FELEAH G50 E F s oI
B G 24 /NI N iR 2 SRVF— IR
G TR WA

o 1 T 5 340 1) B 54 ok o

B T

o 155 B N T o 15 A 24

& EOA S0 0 IE AR 55

UK

BEN 2 AR

Firepower-chassis # scope security

HBEANBRINBR 2 A

Firepower-chassis /security # scopedefault-auth

EiERENYEEE L AT

Firepower-chassis /security/default-auth # set realm auth-type
HA quth-type FgUL N REET- 2 —

*1dap- 5 5€ LDAP S 1 K iiF

* local- $i7 & A Hb £ 73 56 11

*none- FLVFAMIH &%, oilidaE %Y

* radius- 5 RADIUS & {75 1F
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B asciEad

PE1

Arem |

* tacacs- 5 & TACACS+ &3 ¥iiF

(AR FRE MRHR S IR P20, R AT

Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

CRIED) Dy ARSI B8 7 48R DB 175 SR 5 I T T o -

Firepower-chassis /security/default-auth # set refresh-period seconds

FE T 0 AT 600 2 A (4. BRIAEN 600

S BRI T B, 00 FXOS 2304 Web 231l b TARESPRE, AL 4T .
(AIE)  fi558 B EVIHTE K5 %2 FXOS A2k Web 23 135 T 45 I () K I 1) 1) B «

Firepower-chassis /security/default-auth # set session-timeout seconds
5T 0 81600 Z K14 BRINE N 600 75,

ER RN RADIUS 5 TACACS+ 40U i B A 38 AR GAIE, 1% FEAE K session-refresh 1l
session-timeout HIf, ¥ S FEH oK S R AT S B0 AIE .
CAE) K A3 ) S 3 B0 iE 5182 5 0 R DR 35 5 3 B«
Firepower-chassis /security/default-auth # set use-2-factor yes
AR OWRR S RAEUE T RADIUS # TACACS+ 4t
o
WAL RNRANLE :

commit-buffer

LUR 7R B RE BRI S R BE ¥ B 0 RADIUS, A5 BRIA S G B UE 3R AUR P21 Bl provider 1, it FHWUA]
FHL O IAE, RRHT IR BCE ) 300 B (543D, K liEIN IR BCE R 540 B (9 43D, JFH
JA XA 2 S 3. AR5, RAHES .

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

fo & = 1R

sl LA F FXOS CLI 2K #8552 Firepower 4100/9300 MU £F 2% M1 H 7 21l 2 B S 4 2 AT Bl s i)
Bto AT LUAEHIG &5 LK HTTPS. SSH il Telnet 2% Bt & AN [A] (1 B & .

FBRIN L f K BECE R 3600 #6 (60 381D o BRIMECH 600 F2. AR ILBCE, iK1l (i kE
H 0.

I E7% FX0S CLI B & iR 22(2)
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RREENS

FIR2

maexsiEzn ]

BEN 2 AR

Firepower-chassis # scope security

HENBRINBZR 2 4

Firepower-chassis /security # scopedefault-auth

W'E HTTPS. SSH HI Telnet 2317 [ R 1] «
Firepower-chassis /security/default-auth # set session-timeout seconds

CRIE) BB PR & 2 W12 R -

Firepower-chassis /security/default-auth # set con-session-timeout seconds

(IR AR SRR 2 B IN B -

Firepower-chassis /security/default-auth # show detail

NP

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

EiBA

Firepower 4100/9300 HIAH HAG 6% 1IN WS, W AR SEL N 1N W O 5 B 2
1, MAFESTEGEMA. goEn shag LR/, SH T BNV (S R47EE
. SSH Ml HTTPS) .

TET LN ER AT 5 2 U BRI A 2 W I o X SR VR A T SR AR AT SR AT 65 00 2 Ul
IS, (R DR AR s ) SRR I

266 IS ER A R 3600 72 (60 43 , TIH A FXOS CLIATH . ZEAAR b8, i 4an 231
ABIHE B 0.

UK
BEN 22 A
Firepower-chassis # scope security

BEANBRINBR 2 A
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B aeRrRsEstEnR

Firepower-chassis /security # scopedefault-auth

PRI WELR @I
Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

TR (TR BCE PR & L0 S T I

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

SIS (k) BRSNS ST R E

Firepower-chassis /security/default-auth # show detail

w15

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

L) \— A === Varan
AiEizH PEE f & 5RES
BRSSO, 1748 7] LDAP. RADIUS 5 TACACS B M IZFER 55 2% & 5% Firepower ALAH & #H gl

FXOS CLI A 7 #3% 7 HEBR . T 224t 8], A7 i ZERR AL IS 7 1) - A e e
(¥ Bl LR

femr L LUK Oy O I R ) G A € SRS -
assign-default-role

MG SO i B i b S R P A TP M (3 A S IR B, eVl A

MR A8 ok .
HE A BRAAT H o
no-login

BRI S RO Ham A 5 e R AERE i AN F P At i S O IR L, B8 D51 .
UK
pz A M YN B

Firepower-chassis # scopesecurity

W2 FrE A N ARYE FH A BN Firepower HUAT T #L4E 1 FXOS CLI FIH F 15l :

I E7% FX0S CLI B & iR 22(2)
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wxwgpwirnpreRznaEss

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

RS R B ARG E -

Firepower-chassis /security # commit-buffer

LU 7 B g S R P B B A (S, $RATAE S5

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

AR S MR R PR ELRERE

N

R ] T # SRR 2, Firepower W4 R RAE REE A SCVF I IEFEANET & ol (L HE I R 6 (i
Z [ [ SRS i 2 SR, 5 31 00D

UK

HEN 22 AR
Firepower-chassis # scopesecurity

g B R R A O )8 M 2 4R :

Firepower-chassis /security # set enforce-strong-password {yes | no}

AR 7351 J P2 e 5 R A 2«

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

RERAZREFRIXE

TEAT G B ACVR I P 2 sk M R KR, R I i, F ™ 239 Firepower 4100/9300 HLA
BiE — B I AR . AR P B B B i RSl kL P S AR SBUE . RSN
WREWI P B KA A . AEXPPEOL T, T AR BRI TR K, AR5 A el
Ko

PATEU R PR, BE B RS sk 2l
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EEMERRAPSERT

A

iR

« PR B K AR B SR B, BT SRR ko r (RSP Gk ) S .

o« RN F B R 2R 8 S BB 00 AERE I B R 8 s k5, P 3 R Ge i e iR
B JE N 15 2080 (900 F6)

« HIREE P USRS FNERRH P USRS, ES 0 A E MR P aUeIRES . B
40 71,

T N SEL ARG I AR A UE A R AL A 2 T — . VRN B, TS 2 A IE A
Pk, 5559 Tl

RS

M FXOS CLI # N\ 224155

scopesystem

scopesecurity

BB I KT s R IMCE

setmax-login-attempts

max_login

max_login {HR] LLJ& 0 2] 10 Z [A] (RT3 45

i A28 B N2 S RS T AR R GEBE IR TR RE CRARD 542D -
setuser-account-unlock-time

unlock_time

FEATHL A :

commit-buffer

EEMBRAPIIERTS

X1 Maximum Number of Login Attempts CLI % & HH 7 7 [ 55 K R MUE S 22 IR B2 5 4t Firepower
4100/9300 HLAE B E FIH 7, EHEL G P T AR AE R ELB USRS . AOCTEAE R, ISR E RK
ARG SRHL, 2R 39 UL,

pUK 3
M FXOS CLI #E N 2245 2

scopesystem

scopesecurity

I E7% FX0S CLI B & iR 22(2)
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T2 WO E S CERREE IR

Firepower-chassis /security # show local-user userdetail

i

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

CRIIED BRI B R -

Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

Fic & 58 o4 I] e BY B K %% A5 BB B 3

UK

BEN 22 R
Firepower-chassis # scopesecurity

HEN SR IC B S 2 ARk

Firepower-chassis /security # scope password-profile

BRI A 1 £ 473 BEAIE P FE 45 5 /NI S50 S 5 B R K

B B 5 o4 18] % Y e K B RGBSR B

Firepower-chassis /security/password-profile # set change-during-interval enable

i 52 A B3 0 06 UE T A B ] e P T A S S R e K IR

Firepower-chassis /security/password-profile # set change-count pass-change-num

ZAE W L2 0 3] 10 HIAE AR

T B S KNS, AN T BEPY, 8 S UK B BB B4 (Change Count) 7 B BT & (RI1H .

Firepower-chassis /security/password-profile # set change-interval num-of-hours

ZAEATLUZ 1 3 745 OB BT EAE.

wlhn, nE% T B ﬁﬁ%,ﬁﬁﬁﬁ«mmgamm%& SCEN 2, IS A G4 5 A 48

/NN N PRAT PR BE AN RE R 2 YK
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TIR6 LSRR RAARE

Firepower-chassis /security/password-profile # commit-buffer

CAF 78 Jet < ) B 39 1) B 24 (change during interval)” JEI0, F 5 o h B0 B0 5, % B i ) g 1
T2 N, HARACAE S5

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

BEm/NEBRKERS

R Y foe /N A AR A, DA 2 e /DA FH R 80 ) P AP B b o 9, U AKE min_length
WEIRBEA 15, W 2048 15 A e 2 P AF QI # s . RO A2 R G0 E ] TSl AT AR e A
ESHIPERIARZ LI —o AARVEAEE, WS ZAAES I, 5 59 it

AT LU AP BB DA B di /N K P A 7

$£IE1 M FXOS CLI #E N 24t

SIE 2 scopesystem
scopesecurity

PR3 AENERRCE SO 2

scopepassword-profile

TR e RDEKE:
setmin-password-length min_length

PIES PETHE:
commit-buffer

H 5l B T B i8] bR
iz

pz A BN Y B

Firepower-chassis # scopesecurity

I E7% FX0S CLI B & iR 22(2)
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HEN B R C B S 2 A

Firepower-chassis /security # scope password-profile

28 HAE ) e 3 S e g

Firepower-chassis /security/password-profile # set change-during-interval disable

FRRE AN B 0 56 T ) 78 S CSOFT S e 2 i A5 AR 1) D /N I

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
AT 15 745 ORI TR

IR A K Change During Interval J& V£ & 24 Disable, 1% 8] 8] B 45 4 205 o
WAL RN RS A :

Firepower-chassis /security/password-profile # commit-buffer

PLR 7R 2% H 8] B 37 18) 55 24 (change during interval)” #6300, Kf G 5 o) b 3¢ &k 72 /i, $2484T

%
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope security

/security # scope password-profile

/security/password-profile # set change-during-interval disable
/security/password-profile* # set no-change-interval 72
/security/password-profile* # commit-buffer
/security/password-profile #

&80 RidRiTE

BEN AR

Firepower-chassis # scopesecurity

RN I A A 2 Ao

Firepower-chassis /security # scope password-profile

TR A S Oy IR UE T 20 B At PO e — B M, AESbZ i, P R LB AT T % 5

Firepower-chassis /security/password-profile # set history-count num-of-passwords
ZAERTBUZE A 0 %2 15 AR A .
BN OL R, History Count FB i E N 0, IXRRAEH Dy st vi-4, A8 H PRl 8 s b 8 82 A0 H < /i

CAEHI .

FAESTIRAL B R AL

Firepower-chassis /security/password-profile # commit-buffer
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DT 73 18] FC 2 2% A Iy s i s v 80T HARAS AT 45

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5

Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

B AR A kP

T ARG

Firepower-chassis# scope security

T2 QAR

Firepower-chassis /security # create local-user /ocal-user-name

b, local-user-name &% MUK P IR SEAL T (AR 7 28K o EAAFRAAZIME—,  JFEALIT ik 44 B
MIAENIATRR B Gis Z B i A 4% i da 2 iU, 26 30 50

CUEEHI G, ABERE ST 5 1D 2R BR bk, GUEEET R TRk .
BRI SREAMA Rk 28 HE R AR
Firepower-chassis /security/local-user # set account-status {active| inactive}
FRA BCEH R
Firepower-chassis /security/local-user # set password
N password
INE: password
WS RS B A A, W IR 3 s DA 250 5 Y, Firepower AJ 4 JEHRAE R G440 L AT o] ANih 2
SR A BRI Y S0 B A 4R S, 56 31 50

TS () FREN AT

Firepower-chassis /security/local-user # set firstname first-name

FI6 (W) K.

Firepower-chassis /security/local-user # set lastname last-name

FERT (U SRENRSZH ) month ZHUL N HARKIET =47 B
Firepower-chassis /security/local-user # set expiration month day-of-month year
AR A ECER I H A, eV SO E O AN SR, SR DU R E AT
PR fof i 93 391
T8 (W) R M B L.

Firepower-chassis /security/local-user # set email email-addr

SO (L) FREN RS,

Firepower-chassis /security/local-user # set phone phone-num

I E7% FX0S CLI B & iR 22(2)
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AR

st

FIR10

TEN

$IE12

TIE13

Sl = |

(Al ¥ TR 75 0§ SSH %41 .

Firepower-chassis /security/local-user # set sshkey ssh-key

FAT P B BN I T read-only (0, JF HACUICIRMBR . X T 2245 E 4 1 RSB0 A

Firepower-chassis /security/local-user # create role role-name
Horb, role-name JEACKRE P BCET K IOBUR VMG GES A M, 5634 50

R NAORBREESAE N R OGS A A R WA 1) L ik ™ 23 R A (6 s
FHINBRBLA f t T B8R, WSS i 4R ST b A AR
MO IR 23 P 1 £ £

Firepower-chassis /security/local-user # delete role role-name

R AP YBRASICT read-only fift, It HILMEICIEM
B
TS

Firepower-chassis security/local-user # commit-buffer

LUR 7Rl G344 2 kikipopo (KIF k™, ALK, 53 B N fool2345, J3MCAE BE 63 I ™
fith, JF HIRTAESS

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

PUR 7RG B1EE 44 0 lincey IR Bk, A MK, 38 OpenSSH %4 LA T LM Ui i), /3 Bd
aaa FUZE H P A, I HIRATES .

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBxlsGk51uq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDPD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

LAR sl G044 4 jforlenz (RIFI Mk, JE A K™, B Secure SSH % P AREAT o 3 5 1 ) »
I LTSS

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1lxQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEwWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10p9LDpDM8HPh2LOgyH7Ei1MI8=

> ---- END SSH2 PUBLIC KEY ----
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> ENDOFBUF
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

il PR S 2 A = vk

BEN 2 AR

Firepower-chassis# scope security

TR AR 3 i

Firepower-chassis /security # delete local-user /ocal-user-name

FAESTIRAL R R AL -

Firepower-chassis /security #commit-buffer

LAUR 7=l foo JH MK, I HARAZAESS

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

AESIE AR Pk A

TRAL IR o B B AAA BURITHT ™ A BESAR Bl ds AT ik

HBEN 2 AR
Firepower-chassis# scope security
B BT B TR P, SEAA U] 7 2 4k
Firepower-chassis /security # scope local-user local-user-name
T E ASHU ] R 7 2 i B IE AR SRS
Firepower-chassis /security/local-user # set account-status {active | inactive}
R OEHAIR R R E NS AR
e

PAF 78 it M 44 24 accounting FRIASHH] ik )«

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active
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HEN 24

Firepower-chassis # scopesecurity

BEN TR E Ik B A L 22 A
Firepower-chassis /security # scope local-user user-name

TER TR E F IR R s g Sl sk

Firepower-chassis /security/local-user # clear password-history

RAE S IRAC R RS

Firepower-chassis /security/local-user # commit-buffer

AR 7 K i R 3 B g S Al Sk PR A AT 55«

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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AR5 3R

o KTWURER, 549 1T

* M Cisco.com T , 5 50 7

* ¥ Firepower 1§ e 1E KRG R MWG T 22 Firepower 4100/9300 HLAH » 2 50 1T
© WIUEMERI SN, 3 51T

* J+ZiFirepower N4 JEERAE RG-SR, 2 52 0T

o BIB RS A WS R %3 Firepower 4100/9300 HLAR , 25 53 T

© POPNEHR A WURIRA , S5 T

« [T, 5 56 1

KR ERR
Firepower 4100/9300 HLAH A FH FEIBRAZ 3k P S FEA ST .
A

AR T BRI A R ST BT R AL IR . 1520 DMERTT SUE R, IR SR

TR

PS40 (Platform Bundle) - Firepower - & #4840 & — R VI 1T7E Firepower & B 5| 4 Fll
Firepower ‘% AR/ 55 )2 MG . 1 SR & Firepower 1™ EHAE RE AL,

* W FH (Application) - B FH & S8 ARAE 2 8580/ 5| 4 () Firepower 4100/9300 LA -5 & (1 #AF WL f5
I FH RAGAE Sy BB 22 4 B A0 ST (CSPY AT AZ A, 7R3 B iy 5 1 2 iy, A7 e
I b, Z2HERAAIE, s RS IR R A EE % . ST LLTE Firepower £ 375
B L AAEA F Y FH WU R R 2 AN R RROAS
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. M Cisco.com T iRi&

A

AR WREIEETIOT S YRR R — A B AN NI, DA ST T B AR

M Cisco.com T &A%

FFI6 Z B
s A Cisco.com MK 7o

UK

LB M LE SHTZE http://www.cisco.com/go/firepower9300-software BY, http://www.cisco.com/go/
firepower4100-software .
ZAGBAE N g HH T T Firepower 4100/9300 HUAA HIHAE T2 02 i -

P2 ARG, REH N BRI A T EL

1% Firepower Al i RIRIE R AR T £ 2! Firepower
4100/9300 #178

AT LU FTP. SCP. SFTP 5k TFTP K FXOS % ff-mf% 5 1 % Firepower 4100/9300 L4 .
FHiaZ |l
e SETE S PNIW-S R LIV ¥

o BENICPE LB PR 25 45 1) TP 3t I B 73 96 S IR

* FXOS BREICAFIR) 58 4 B E 44 7

UK

T AR

Firepower-chassis # scope firmware

T2 T FX0S #IFu .
Firepower-chassis /firmware # download image URL

UM ERZ —, IEE S A ISR E URL:

« ftp://username@hostnamel/path/image _name

I E7% FX0S CLI B & iR 22(2)
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BRIGERE

KRR B TR I

« scp://username@hostnamelpath/image_name
« sftp://username@hostnamel/path/image name

« tftp://hostname:port-num/path/image_name

L N RO, TEPATEL R R

Firepower-chassis /firmware # show package image name detail

LA 7Rl SCP iS5 il et «

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

06 IE R 15 B SEEE 4

F BT IR N A Firepower 4100/9300 #LAH 5, FR4: A ShEMG 1) e 8tk . W TREE, BT LAf

B

N
5
N =

FICA T 2 R T sl 4ok i 5 1) 5 4

EFZ 3] FXOS CLI GEZ i i) FXOS CLI, 2 14 51) .
HE [ AR X

Firepower-chassis# scopefirmware

Z HH AR :

Firepower-chassis /firmware # showpackage

CATH S

Firepower-chassis /firmware # verifyplatform-packversion version _number

version_number ;&1 IEAERUEMFXOS - SR A S, #Flll 1.1(2.51).

RGNS IO UE v] RE T LA Bl
N yes, WNIERAEIGRELIGIE

LR A AR BAERE -

Firepower-chassis /firmware # showvalidate-task
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B EFirepower T RIBERGTAHHE

F+4KFirepower Al 3 RIR1ERF T EH I E

FrigZ Al

M Cisco.com F#E V-G MGPEAFEBAE (S M Cisco.com FEMLG , 55 50 1) , RJEH LML
N2 Firepower 4100/9300 HLAT (i 25 iR 38 i v a5 A48 T 4803 Firepower 4100/9300 HLAR , 28
53 50 .

AR TR R R T 20 2 30 4.
fn BB TF RIS 4T ST B K £ 1R Firepower 9300 X Firepower 4100 41 204 % 4%, & Wi S =L T}
WIZATHLAE N EERER Firepower 9300 22414, WIFHGURIMR EA B Z & %
W BT & T N R EEHE ) Firepower 9300 5% Firepower 4100 R 414 %,  WITH Al
WA EETFR IS . (12, ZERE I A % 5 gk AL Hrii &

UK

FE|1 EHE FXOS CLI GEZ Vi FXOS CLL, 4 14 70
P2 BN

Firepower-chassis# scopefirmware
PRI HAN AR

Firepower-chassis /firmware # scopeauto-install

TIRA 2k FXOS T HHgh
Firepower-chassis /firmware/auto-install # installplatformplatform-vers version_number

version_number &1 IEAE %25 FXOS V-G IR IA S, 4 1.1(2.51).
WIS RGN R . s A ST B2 N S FR 2 1) FXOS P & B A2 5]

I AN . A, IS ESE, g, A SEEBrLIl, REUFEES.
N yes, TANIERAEIGRELIGIE

SIB6 KN yes, TIMIINRAEGRSE 200, SOEIN no, TTHUN 2%,
Firepower W4 EHEAE RGHT FFRGE L, THIUFE M A -
PIRT FERETYRE, WEPAT LN ERAE:
a) #i\ scopefirmware.
b) #ij X\ scopeauto-install.

) #i X\ showfsmstatusexpand.
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B I88 & AR T 22 Firepower 410009300 4178 [

T 5 2 R 1% T~ 2 2l Firepower 4100/9300 #1785

AT LM FTP. SCP. SFTP 80 TFTP, RfiZ % s P F (5 52 1 3 Firepower 4100/9300 H14H -

FHiEZ |

WK 2 AR E ST AR AR R
o S5 INFLHE DUBRAG AR IR 5545 4 TP Stk A B 43 Bl Ak
o AR ST 1 58 4 FRAE A4 7K

UK

BEN LA RS

Firepower-chassis # scopessa

BEAN R B A A

Firepower-chassis /ssa # scopeapp-software

RO B AR

Firepower-chassis /ssa/app-software # download image URL
UM ERZ —, N IEAE S A RSCIFRE URL:

« ftp://username@hostnamel/path

« scp://username@hostname/path

« sftp://username@hostnamel/path

o tftp://hostname:port-num/path

LN T RO, THRATBL R A

Firepower-chassis /ssa/app-software # show download-task

WEAC NN, E AT LR Ak
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

BAERE NG R, TERAT U 84
Firepower-chassis /ssa # scope app application_type image version
Firepower-chassis /ssa/app # show expand

AR 7n i ] SCP B s S et -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task
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Downloads for Application Software:

File Name Protocol Server Userid

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for
Bootstrap Key Key Data

PASSWORD

the Application:
Type Is the Key Secret Description

Yes The admin user password.

Port Requirement for the Application:

Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type
Management Sub

for the Application:
Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: 0
Firepower-chassis /ssa/app #
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| migem
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S FNZ IR S IR IR AR A
82 H

A

AR eV BIE Firepower UMY & 4 W % 5, 180K JCTEAEH Firepower HLARH 4 B4R B FXOS CLIF+
2% Firepower &M B HIZ #1545 o EEFH2 Firepower JBMY5 & 48 % 7%, 1208 H] Firepower
HrL. HRHEMFEE, 1EZS M (Firepower RERAULH) : http://www.cisco.com/c/en/us/support/
security/defense-center/products-release-notes-list.html,

YIiEE R, Firepower J8 0 By 112 5 % £ 1AL AR S HT AR AN & J BRAE Firepower 146 #2311 Logical
Devices > Edit fIl System > Updates U[fil . {EX46ni( b, W AR R 614 Firepower
RN A2 R e PR BRPE A (CSP SO

M Cisco.com F#IH FIZERAFIN MG GEFS M Cisco.com FEWUE , 2650 T1) , RE¥
WS T 221 Firepower 4100/9300 HLAH (i 2 K2 4 e 45 4R AF WS T 231 Firepower 4100/9300 HLAH
, H553 T

WERBEEAETHICT S ARG R AT — AN S N TS, 6200 SETHCT & R

UK

Bz A B NG i 8 U B

Firepower-chassis # scopessa

B2 R BCE N A SR N e e

Firepower-chassis /ssa # scopeslot slot_number

TIRI KGR E Y AR N -

Firepower-chassis /ssa/slot # scopeapp-instance app _template

TERA KT IRAS B A HORT R A

Firepower-chassis /ssa/slot/app-instance # setstartup-version version_number

PBS PECHLE:
commit-buffer

WA R EAT S5 . NTWAR C R, N R R 30

LA N7 SR IEAE 22 il 1 IS AT ASA BAFMU R . WHER, 0T LA show T4 257 BUBRR

N o

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

BH} FXOS CLI B2 & 457 22(2)
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exit
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

& 14 F+ 2

I UL R E:A4E 5 B8 TF 2% Firepower 4100/9300 HLAR E 1[4 44F

P A MAENELE SHUE http://www.cisco.com/go/firepower9300-software BY, http:/www.cisco.com/go/
firepower4100-software.
ARG AN W23 4T IT Firepower 4100/9300 LA (1444~ 2 T 1 »

FI2 M\ Cisco.com Ak, SRJ5REE3E 1 [ 1140 T BRI A Firepower 4100/9300 HLAR U il ik 55 2% -

FIE3  {E Firepower 4100/9300 HLAH [, BEAE LR
Firepower-chassis # scopefirmware

WIR4 ¥ FXOS [ 4R N %3] Firepower 4100/9300 HLAH :
Firepower-chassis /firmware # download image URL

U N EEZ —, AIEAE A RISCIFEE URL:
« ftp:// username@hostname / path
« scp:// username@hostname / path
« sftp:// username@hostname / path
o tftp:// hostname : port-num / path

PR LA THGERE, TEHAT DUR A

Firepower-chassis /firmware # show download task image name detail

TER6  FHSEHUA, R LU fr & B [ A

Firepower-chassis /firmware # show package image name expand

ST AT @ B B AR S

Firepower-chassis /firmware # show package

R AN, AR LR BB AT T SRR S
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TR LA

$IE9

R

10

a) BEA[H 22 R i
Firepower-chassis /firmware # scope firmware-install
b) el
Firepower-chassis /firmware/firmware-install # install firmware pack-version version_number
RGO UE A, JRIE AR R AT BT 2L L 2> B oA BE S k.
©) fithiyes 4kLLIGIE .
WAL RE TS T, R G AN 2 e
A .
d) fidhiyes 482234, THRIMFETIHZI T Firepower 4100/9300 HUAH .
BERFETIORAE, VAT BL T 24
Firepower-chassis /firmware/firmware-install # show detail

RS TN LU iy B T R R RRCAR -

Firepower-chassis /firmware/firmware-install # top

FEATAER B L b4 R, IR ELRGe e B ol

i

Firepower-chassis # scope chassis 1

Firepower-chassis /firmware # show sup version

IR 7S BRE [ PE T2 8 T RRCAS 1.0.10:

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxo0s-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand
Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin
Firepower-chassis /firmware # show package
Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes
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FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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ZEINIEE %

o AN, 359 1

A FIPS B, %5 60 1T

o A ARRERI , B 61 1T

* BB SSH BHLEH , 45 61 1t

* BCE IPSec Z4IHIE , 55 62 U1

« MCEAEAE AU CRL, 28 67 0L

o RTUERmAIRRA , 68 1t
 WCE CRLGEMI F#, %720

* A NTP 55 #s5 tp5ak , 25 73 01
© WHE LDAP #PIFMET , 25 74 1T

« BCHE IP UiIBIE , 575 0

o I P EE S A RAE 5 76 5T

ZEINMES T
5 | IBC IS BURTATURA AT IS 5 A P A5 H 5 [ 7 3 R 4 BROATIE 2 N 1) 22 A e R 1 o8 R
Firepower 4100/9300 HUAH SCHFAF & Hoh 45 2 0 EARHE
S LN T8, TR SRR G X bR AE ) T RE 1) A T 2D 3R
* JA H FIPS B, 55 60 1T
o BB IR AERL 2 61 T
* fii & IPSec “ZAZIHIE , 2 62 UL

s i EASAT S A CRL, 55 67 1L
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s KTAEHMEpIRRA , 5 68 1L
*FUE CRLEMI T8, % 72 )t

* JAJH NTP RS54 5 5k, 28 73 iT
* BH LDAP BHPIFMIET , % 74 1T

s FUE TP Uil 410, 55 75 1t

* JA B P il S R RIE 5 76 TL
o FOE B/ N B A A, 5 42 T

« BRI KSRGS, B39 T

JHPES . 5 34 5T

AR EER, XU HEAE Firepower 4100/9300 ALAS L3 A UEA I . £E Firepower 4100/9300
BUAE B FHAIES P EAN 2 R ECE IUE A S L% 2] 5 2 BB AT 4%

J& FA FIPS #& =

PAT LU R BB LUAE Firepower 4100/9300 AU 1) H FIPS A,
UK

£ FXOS CLI A %4
scopesystem

scopesecurity

$IR2 i FIPS £
enablefips-mode

PE3 WCHE:
commit-buffer

TRA TSRS

connectlocal-mgmt

reboot

ETRBVIRE

1E FXOS A 2.0.1 Z W, TR E &3 I SSH AL H I gmiL N 1024 7. B4
FIPS Fl FAREDIE T 3K, A2 St IH L4, IR 2R SSH BHLEET , 56 61 LR

I E7% FX0S CLI B & iR 22(2)
|



| =a&ilEamn
eRamreEr I}

AERAE LR OB I NV WERAPAT XL B, WIFE FIPS BRI IS O0 T, e BT
JRBG, A TCVE ] SSH R R PG 38 . SR AE ] FXOS 2.0.1 B sy A AT A0 4R e i, 6
it 2B BB ) WL

J& R iB FpR AR

HATLL T8, 7E Firepower 4100/9300 HLAH 1 i3 FH 38 FHbRuEAE
gz

£ A FXOS CLI A %4
scopesystem

scopesecurity

FE2 8 A AR AR

enablecc-mode

T3 A

commit-buffer

TRA ARG

connectlocal-mgmt

reboot

ETRARE

7E FXOS MRAS 2.0.1 21, B RECE R &NV A SSH ML HYPMI gL R 1024 £7. ERFE
FIPS Rl FIARAEVIE TG oK, U S IH MU, R B SSH EMLZ4A . 5 61 Tuh 1t
NEEAE D B BT I BNV o AT IXLE b B8, WIAE “i@ F 457 (Common Criteria)” 5
B OS, W&AEHEsNE, KIS SSHIER R B S 4, R 44f i FX0S 2.0.1 5
A PAT WU VR, WJC 73 25 BT I E AL 5

Y LY ._e_\l
& B SSH £ #1248
fE FXOS FRA 2.0.1 Z /I, WAV RE IS AIA SSH ENL AT A 1024 7. BHFE
FIPS Flii B bR vEAAIE T5 5K, #0200 S5t IH LA B A ol i BR3P Rgnfs 8, 155
JA M FIPS #538 , 2 60 v ala I8 v, 55 61 1.
BATCLR DB, USRI SSH E NS B 3+ A2 ol M 77 A A IE 15 BR it BN L4

UK

$E1 M FXOS CLI #EA R A

B FX0S CLI B2 & 157 22(2)
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B @sPsec et

scopesystem
scopeservices

MIEE SSH EHLA4H:
deletessh-serverhost-key
FATICA -
commit-buffer

¥ SSH WS PIHC LR E A 2048 47
setssh-serverhost-keyrsa 2048

P -
commit-buffer

BT SSH EHLEH:
createssh-serverhost-key
commit-buffer
BAUHT A EAL A L
showssh-serverhost-key

FHUEHKE: 2048

B & IPSec £ & i@ 1E

1A LAZE Firepower 4100/9300 ALAH AL & 1PSec, Xt i 7 FH 9 2% (1) H5 4k 0 4 £k ity 281 sty 250 40 o 2% 1
SRR SS o XA SEI AR G 1l bR AEIE SRR I AR 2 1k T 2 — . AORTEAE R, 1H

A

B 22 A AE A RPE 5 2 59 1L,

TERINESHME

Z

X

e

SPGB AT IKE R SA 342 (RN 25 25 Ao B (UL AT (76 BL T 2P 3R 4 sa-strength-enforcement

B yes)

Ja Fi SA $dT)E

7E IKE P s 1255 8K /N /N1 ESP Wi (1) 235 4H K
NEE TN

IKE )i (28 KN KT 305 T ESP B i s
RN, SA PATHS A i ik I HagEHe sl

S5 SA BT -

SA AT R A I HAE R K.

PATIXLEP R, DIRCE IPSec 44l .
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REINESHE

TIE10

F$EN

TIE12

T4

M FXOS CLI #E N 224 2

scopesystem
scopesecurity
QU PIF
enterkeyringssp
!createcertreqsubject-name subject-nameip ip
B N SCIETRE 517 SR AT L
entercertreq

W [ 5
setcountry [E 2/ i [X
BE DNS:

setdns dns

sete-mail 4

W IP {ﬁ B
setfi-a-ip fi-a-ip
setfi-a-ipv6 fi-a-ipv6
setfi-b-ip fi-b-ip
setfi-b-ipv6 fi-b-ipv6
setipv6 ipv6

AR VAR

setlocality /ocality
WEMALAIR:

setorg-name org-name

BEE ALK

setorg-unit-name org-unit-name

BB :
!setpassword

WEIRA:
setstate state

BE certreq [ F 44 R
setsubject-name subject-name

EH:
exit

w5 IPsec 22EE I}
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TERINESHME

BLE IPSec Z2BIE

S IE16

T

$IE18

TIE19

B AR :
setmodulus modulus
TCEIE 5 R 1 H B A

setregenerate { yes | no }

BEEAF AL

settrustpointinterca

B
exit

B AOBT A R (5 AT A

entertrustpointinterca

A RUE P RE AL T K -

setcertchain

TP

MIIF3TCCASWgAwIBAgIBADANBgkqhkiGOWOBAQSFADBWMQswCQYDVQQGEwIJVUZEL
MAKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAwGA 1 UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJK0ZThveNAQKBFgtzc3BAc3NwLmS!

dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT

MQswCQYDVQQIDAIDQTEMMA0GA 1 UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
A1TUECwwEUI1RCVTELMAKGA 1UEAWwCQOExGjAY BgkqhkiGOwOBCQEWC3NzcEBzc3Au

bmVOMIIC]jANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIY n8WE3E39XcXA1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JIrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH 1 8BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19%/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWJjCjDI+U/L9%keY s/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKKpfDv3oH
cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGwWNTO85fK3kjgeMOdWbdeMG3Eihx EEOUPDO
FduOHrTMS1lvwb+vrSWE9HsAiMJ8UuuymHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGIm0+g4RDvnpzEviOYNSAGmMOKILhSHQ/eYDexvd0gbORWb3 1H32yS1
[la6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RvNZI52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA1UdHWQoMCYwJKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPk76pVIYQQSAWHwWYDVROjBBgwFoAU7Jg01A74jpx8U0APK76p VY QQ5AW
DAYDVROTBAUwAWEB/zZANBgkqhkiGOWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggtMQTuNJQszJiVVsYI{Z+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5SR 18n
BNXYHgxuoNMmgbS3KjCLXcH6xIN8t+Uk{fP89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDf2roQWS5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rIX8D9UmfhqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw-+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9KkzOtBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=
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REINESHE

TEN

BLE IPSec Z£IBIE

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSsFADBWMQswCQYDVQQGEwJVUZEL
MAKGATUECAwWCQOExDDAKBgNVBAcMA INKQzEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwOxN;EyMTUyMTMONTRaFwOyNJEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMWwEQYDVQQDDAppbnRIcmOxLWNhMSgwJgY JKoZIhveNAQkBFhlpbnRlcmOxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxyXFzPmeptG30XvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKnUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJIMak/t8kCqhtGXfuLll
E2AkxKXeeveRIn6cpQdSJiNzCT/t9IQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNXIolb96hHI7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLktholdPA28xInfIB1azCmMmdPcBO6cbUQfCj5ShSmk3StVQKglCjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAIPMsTJ4yPGOBieuRwdOp
18w/tFwbHzv4C9Fthw1JrRxH1yeHJHrL1Zg]5txSaVUIgrgVClaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMD8wDAYDVROT
BAUwWAWEB/zAvBgNVHREEKDAmMMCSglqAghhSodHRwOi8vMTkyL jE20C40LjISL2Iu
dGVybS5jcmwwDQYJKo0ZIhveNAQELBQADggIBAG/XujJh5GSUWo+cwTSitAezWbJA
h1dAiXZ/OY WZSxkFRIiIErKdupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSISSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazalT9xj9KH
PE7TnHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHMA3gFKmW{3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1TIld7UxaqVdSCD5SW
ATjNs+ifkJS1hSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0K/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED IrUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3f+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luqa

ENDOFBUF

BoRIE A K
showcertreq

i

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:
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TERINESHME

BLE IPSec Z2BIE

TE2

IR 28

$IE 30

TE3N

$IE 32

MIICwWTCCAakCAQAWVTELMAKGA 1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEJVMQwwCgYDVQQDDANT
UlAwggEiMAOGCSqGSIb3ADQEBAQUAA4IBDwAwWggEKA0IBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja2 15mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkVO0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmveZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGglzAIBgkqhkiGI9w0BCQ4xGDAWMBQGA1UJdEQQNMAuCA INTUIcEwKgA
1jANBgkghkiGO9WOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
21L.2pjx5OHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBS8LIweVdtoycSdIzs9shOxwT6TAZPwL7gq/1ShF
RIh6sq5WIp6E0Sj YefK62E7MatRjDjS8DXo0xj62fn9DgK 15iVpkK2QqT5rmeSGj+
R+20TcUnTOh/SS5K/bySEM/3U1gFxQCOzbzPuHkj28kX AVezm TxXEKJIBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8R9IMcBQ==

————— END CERTIFICATE REQUEST-----

N IPSec
scopeipsec

BCE HETCR G
setlog-level log level

Bl I N — IPSec &%

enterconnection connection_name

4 TPSec #z i B A bi% il Bl AL 5 -

setmode funnel _or_transport

BCE A IP Hidik

setlocal-addr ip_address

WE LR P Hihk:
setremote-addr ip_address

DR R TEA S, 0 B e 1 A

setremote-subnet ip/mask

CAIE) BEIERES

setremote-ike-ident remote_identity name

R ALK

setkeyring-name name
(ATIE) BB S PI Y
setkeyring-passwd 14

(AJi%) ¥ E IKE-SA AdHM (48 .

setike-rekey-time minutes

minutes {H 7] LIJ& 60-1440 (BLEAEN) 2 A IRAFAn] 34,
(A[igE) WET SA Em Al (7% (30-480):

setesp-rekey-time minutes

minutes fH 7] LU 30-480 CALEAEN) Z AT 225
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| =a&ilEamn

IR 34

PIE 3B

$IE39

mEREsssc W

CRIE) W B AU IEF Y1) OB A 47 41 A AT KL

setkeyringtries retry number
retry_number {HR] L& 1-5 CBEAEN) Z M AT #E4L
CArae) A F AR 4 41 K 7T -

setrevoke-policy { relaxed | strict }

JA %

setadmin-stateenable

I E

reload-conns

(A[i8) B G S A FRNINZE IPsec:

createauthority trustpoint_name

Wi B AT IKE FISA 4 0] 0 28 25 B 5 F frg UC e «

setsa-strength-enforcement yes_or no

il E {5 =587 CRL

CL AR PO AR B AEE 15 MBS 9136 (CRL) o &7 i B FH AT ] CRL S 2 IR 45 45 (1 B B0 UF o IR 552 N
FFIH CRL #3278t gik A A PRS2 A5 A7 1% i . R 15 1) 37 3K o

1AL E Firepower 4100/9300 ALAS L FHAIE 15 85412 (CRL) 15 B IEXT AR IE 1. XA NSRS
(038 AR HEVIE S SR AL AR Z R T 2 — o A ORVEAIE R, WS A AUEA R, 56 59 L.

HATIX L IR DUAS ) CRL 135 & 50 E A 2540E 45

UK

M FXOS CLI #E N 2245

scopesecurity

BEAAFAR ik

scopetrustpoint trustname

HEN A AL

scoperevoke

Tk CRL 3CfF:
importcerl protocol://user id@CA_or CRL issuer IP/tmp/DoDCAICRLI.crl

(Ai%) Wor CRL (BB A AR -

showimport-taskdetail

REUE P A B E N AU T CRL:

setcertrevokemethod{crl}
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w&NEEME |
B sFis=unzns

KXFiEE BEIIRES
&P LAAE IPSecy HTTPS Fl%¢ 4> LDAP ¥E#:F0REUE 15 14 51146 (CRL) RS A AR UL & o 7™ b~ Bl “ 9
1:/\” R

A GEERA) CRLE M X509 iE101% CDP 15 B3k, HHHR7R8h4& CRLAE B #4 CRL {5 &
HMAGEHAN RT3 M, HH4m FXOS R4 AR CRL /75 8. sh4& CRL 5 B A FE s 2 T
TE P8 Y B IEAE AL BRAIE 10, A CRL A5 5 U R T 34N 6 48 30F o4

B K)o a2 F X 2245 TIPSec LDAP I HTTPS ¥ FIE1 A5 # & i AR B8, 152 R ' IPSec
ATIRIE , A 62 T1. g LDAP 2 4LFEF , %8 120 TUMAC & HTTPS , 2 114 71,

iR IR “UEPHUEIAS B2 (Certificate Revocation Check Mode)” W& 4 “™#& (Strict)” ,
PCUREEIE P BE AT 0N 1 B s, FA CRL ATEH .. (B, X S5EE AL
TR CA IEBAR CA P4 IS EIE T, )

* Jy IPSec LB & CRL I, F AN CRL XA AURA “ZACHE PR RFT (authkey) (Authority
Key Identifier [authkey])” FBt. &N, IPSec 2x#HA A TLRL .

* §fa& CRL LSE Tk B A — MUK & 1) #& CRL. B i Xy S UuE 5, W RAA AR [R])— Uk ¥ (1
B (CHiE) i CRL, WIXFEEUEAS P 1) CDP 234 2005 .

R TRERAE R, ARG TR A A RS A BE AN AR

R4 FTARHEETS CRLETIG “IFHBESEGZEX (Certificate Revocation Check Mode)” &} “ =& (Strict)”

FoAK it E% 7S CRL LDAP &1 IPSec iE#:= = FPumiE B 51958 E
R A X6 S 54 T S E T S IE TR
KA SR B | e AR e T S HEE B TS HEE B
CDP

B XHEEAE BAEMIAR | A2 ANidEH &

CA 54T CDP it

XPAFUEPHE R AEATIE | JEBRIM, REWARR | ERRW, RAEAR | ERRK REWRAR
FIUE RN ZHEHE ZHEHE ZHEHE

FEXPAEUE S BE PR T | JERRIM, RGN R | RN, RAWRR | ERRK, REWRR
FEATUE g H S H g H S H g H S H

I E7% FX0S CLI B & iR 22(2)
|



REINESHE

srrprunznz

A CRL LDAP 4 IPSec #4 BPHIEH SR
SN CDP B PSR TS | SEBEAIE, RATRR | MARE D Bk, | BRI, R R
4 G H A RO SLT ARG H B | S HEMR

i CA: HEHER I
Y/~ CDP CRLAERAT | M4k 3) e ) MR, R R
AT AT S T3 S H A
B
Jeik AV G SR, RAGURR A RN, | BRI, RARR
{fER] CDP S H A RO T ARG H B | S HEMR

il CA: HEHER I
WSS CDP, H.CDP | M RIG, RATRR | XHET: MEHAN, | EEAK, RERSR
PN 4 H & RO SLT RGN | S HEMR

i) CA: HEHER I
1S CDP, Wids s MBI, ROSURR | ASHE T SEHAN, | BRI, RAERRR
CUREIHL CDP LIV | GEH&i A RERREHENE | GHEN
CRL, fHCRL AL i CA: HERE R
%4

£ 5. BRARMERS CRLEHE “IEBEES TSR (Certificate Revocation Check Mode)” i&E 1 “™#& (Strict)”

B A AHESZS CRL AP E# IPSec &£
oA S i ity 25 A FIE A5 B LR IUE B
R SEE B #EH ) CDP it L SE BE I 1S 6k it L SE BE I 1S 6k
B0 XTI RERIAR CATETS B | /& A&

1T CDP ¥

XTEFUES B IR FTUE T IR SR
M

/D\

15%5’%55(, ES

G ARG H AT

an)

R, RAERRGHEH

FEXRFSEUEAS B P T AETIESS | R, RZR R R H AN | R, RS R4 H G
& B
—> CDP /DX EHIEHE GIE | EE4Z D) HEAE L)

FEEGUN A 1D
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KT EH BEFIREE

TERINESHME

B A AKHhE%7S CRL LDAP %#: IPSec &1

SFAEPBEET I — CDP CRL | & 8.1 ER NI

HE GIEEEESRHN 1D

Toid NS AR PR AT | T JUE =S|

CDP GIFPHEZNA 1

IFEA CDP, {H CDP JiIR42% | 42 miTh EFR NI

2R H CUEBEES AN 1D

W HAT CDP, &4 iash | &) TR I

H CRL 7£ CDP F, {H CRL H

B4 GIEHBEL N 1D

FEEIE PR N T 1 TR, RABRAGHEN | RS CDP 44, EHRSI
= IS CDP, 82 RN

E ARG HEHE R

%R 6. TARMERS CRLATIE “IFPHESEHE1E (Certificate Revocation Check Mode)” % &} “F2H (Relaxed)”

JoAK i E%7S CRL LDAP iE#E IPSec E1E = HUEP 59 384iE
R 2T %o 2 5 SEEEIAIE HBE SEEEIAIE B SEEEIAIE B
KA AT SR R Y | SEE R e SEEEIAIE B SEEEIAIE B

CDP

EFSPRT IR BRI | 2 AiEH =

CA UF BT CDP £

WHEIEPREP EME | ERERW, RERRR | EBERW, REERR | EERN, REURR
L AT N4 FZHENE FZHENE FZHENE
CEXERERRE PR T | ERRR, RAERAR | EERW, RETRAR | EERW, RETRA
AT ES G HEHE ZHEHE G HEHE

HEAS CDP Sl/D XS EIE 1 | IEFR ) ER ) ERRW, RFEERAR
L3 ZHEHE R

A~ CDP CRL /£ B Ay | 453D ER L) ER L)

1 W44 RS P aE

SRV
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| zailEam
srrprunznz

FAHEFRZS CRL LDAP % # IPSec iE1% & PimiE$ S 5IE

Tk RE AP | SR kTh R I R I
T4 CDP

k{3147 CDP, {HCDP | 4] BB BB
H 55 4% Lo A

IETHA CDP, R&4% | 8 %Th ER L) ER L)
28 H CRL % CDP
I, {HCRL BB
%

x7. BEERMERTS CRLETIE “IFRHEHEIER (Certificate Revocation Check Mode)” % & /5 “ T (Relaxed)”

BEAHARHERZS CRL LDAP i%E#£ IPSec iE1%
R A0 SEIE SERE IR i SERE IR i
R A SR 45 ) CDP SEAE IR SEHE IR R
BER SRR B HE MR CAUEFS . | 2 A3

4T CDP ¥ #&F

XPEFIE-HET AR RIE-BIR IR | RN, RER R R H AN | RN, RERR R4 H G

Ij& 1%‘ 1%\

FEXTEFUE P BE R TATE T | AR, RABRRGEHEN | EEAW, REDRAGHEN
J5N B

—N CDP /DX EEEEE GIE | JER D) ER )

PBEGN N 1)

WHEEE P4 ) —> CDP CRL | &8 pi3) R

o GIEBEEGH R 1)

oV B SR PR AT | T R

CDP (UEP&ES AN 1)

iE1 B 45 CDP, {H CDP JlR454% | SRRy ERTh

O] GIEBEES N 1)

WP HA CDP, W&#sCash | ERT) R

H CRL 7£ CDP I, {0 CRL H
B GERRERN A 1D

BH} FXOS CLI B2 & 457 22(2)
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B EscRzyTs

TERINESHME

BARHERZS CRL

LDAP jE#:£

IPSec iE#:

REFUE SO T 1

RN, RGRR RS H G
jS8

R CDP 4y, &R

WA CDP, 4L RINOF
ARG HEHE

BCE CRL EHA T 5

AT ARG E D € ) A (CRL),  LMIERERS 1 28 24 /NIHEATHNY CRL KA iE4S
TERDRE AR B SURIER F T D g

«FTP
« SCP
« SFTP
« TFTP
- USB

A

a2

* N7 #E SCEP 1 OCSP.

« & CRL A AT BCE — AN I Nk

* FEMEERCCRF— CRL.

ER SLRELL /NI DAy TR] o C AT

PATLL DB, HBd'E CRL B M.

FriEZ |l

TR 45 CLlC E Firepower 4100/9300 HLAH LA (CRL) {5 BUEGAEXT ZEH . A58, S

BEAGATEEHA CRL, 567 1L,

UK

M FXOS CLI #k X 22 445558 .

scopesecurity

BEAAEAE AR

scopetrustpoint
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& F NTP AR 55 28 B9 ik

N

HEN AR

scoperevoke

2o 1 BTG
shconfig

BUE E IR

T

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

IR HY E S

exit

(Rl JEIE R~ 40 CRL M0HTHC A -

i

rENPEsssnkE W

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server

Userid State

rootCA.crl Scp  182.23.33.113 0

myname Downloading

PATLL R 2L B LASE Firepower 4100/9300 LA )5 F NTP 45 2% 5 44 K iiE o

a2

A, NTP S EUESIRE4S /N T AT Clic B 10 R 25 2% .
(N SZREE R SHAT #E1T NTP JIRS5 8% 5 4 50 AE

o T B Y] 1D MUY, A fgl

AT RS 25 SRS AE . %4 ID H T35 Jn s - i A IR 55 4 45

TS S N EAE RIS S P S PIME S E ] ntp-keygen 15 HH R[] 52 {H -

BRI FXoS CL B Ei5/ 222)



weibEam |
B &= AP EHRES

UK

HE1 4 ntp 4.2.8p8.
$IE 2 1 ntpd openssl Jii F I %%E NTP 5545
SIR3 A NTP %40 1D R A
ntp-keygen-M
6l I 842 il 1) 35 AT AT AP R
$IE4 M\ FXOS CLI fiJ## NTP fi %5 4%:

createntp-server server id

HIES N NTP RS 5%

scopentp-server server_id

$I6 WE SHAL %41 ID:
setntp-shal-key-id key id

ST WE SHAL HHFR
setntp-shal-Kkey-string key string

$£1E8 5 NTP S HiiF:

enablentp-authentication

1% & LDAP % $AIMIE+
L E 224 1) LDAP % )7 i % BH R UE S,  DMESZHRF Firepower 4100/9300 ALAH [ TLS iE#H:. X

HE N SR S 8 F AR E S SR I AR 2 i T 2 — o A RVEAIE B, 165 2 S IE A e
, %559 T,

A

AR wARBH @ MHPRE (Common Criteria)” #5x0, WZHE ) SSL,  HAAZifi H ik 4545 DNS 15 &
BB IR UE S

WERGREN LDAP I g5 a3 J8 F SSL, WARZAL WV IERIN 5% IR e PIAE .

LDAP 4555 B AUE CC R F il T%4: LDAP 4 (1T SSL) (10 DNS {5 .
BUTLLF B0, FUE %40 LDAP %/ 3 BIERE T

UK

$E1 M FXOS CLI #E N %4
scopesecurity
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agrranz I

HEA LDAP #t:
scopeldap
HEA LDAP JIR 55 a5

enterserver {server_ip|server dns}

¥ H LDAP #4154
setkeyring keyring name
PEATHLE
commit-buffer

BeE IP a5l

BRI T, Firepower 41009300 HLAT F544%0 4 Web [ 46 S (P47 Uil . 4 AU FILAG A 1P 3
[ SOV IS5 B RIL T TP V7 9126
TP 5 9114 5 K5 A F DMl

« HTTPS

« SNMP

« SSH

XT% IP bk (v4 Bive) , RN SRS R E IR 25 DA T, T/ 0 FIETSE 0 SLVFIC R U]
55 o

UK

M FXOS CLI HE AR &R :

scopesystem

scopeservices

I U ) BB PR R 5561 2t TP B
1Pv4:
createip-block ip prefix [0-32] [http | snmp | ssh]

IPv6:
createipv6-block ip prefix [0-28] [http | snmp | ssh]

1Pv4:

Firepower-chassis # scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ip-block 10.1.1.1 24 https
Firepower-chassis /system/services/ip-block* # com

Firepower-chassis /system/services/ip-block # up

BRI FXoS CL B Ei5/ 222)
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Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

TERINESHME

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipv6-block 2014::10:76:78:107 64 ssh
/system/services/ipvé6-block* # com

/system/services/ipv6-block # up

/system/services # create ipv6-block 2014::10:76:78:107 64 snmp
/system/services/ipvé6-block* # com

/system/services/ipv6-block # up

/system/services # create ipv6-block 2014::10:76:78:107 64 https
/system/services/ipvé6-block* # com

/system/services/ipv6-block # up

/system/services # sh ipvé-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107
2014::10:76:78:107
2014::10:76:78:107

64 Https
64 Snmp
64 Ssh

& & FimiE B 51036 UE

N

TRl R G042 S E 1 5 LDAP 45448 1], 6F HTTPS 97 18] ] -4 T 5 43 30iF . Firepower 4100/9300

B BRI B 3 B ik e B T e 4

a2

B RE B S BRAES, X2 AT HTTPS (FME——Fh S 5AF B
2 PUE S IE DI RE ) FXOS 2.1.1 fRAAS S HHIF 35 A5 7 o

% PORAE D AT L LU F Bk, A B I

« 1 4 0L 5 AR X509 J@ it “UR 14747 5 T 4 FK - B (Subject Alternative Name - Email)”

He

o B P UE P A A HE P N B RS [ 1 RS AR CA 2544

M FXOS CLI #k AN IR 45155«

scopesystem

scopesecurity

(AI3E) 755 HTTPS S BiiF LI :

sethttpsauth-type
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ELE

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

FIR3 O HTTPS SRR BN 1% ) i
sethttpsauth-typecert-auth

PB4 B E:
commit-buffer
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fi

ARG ER

o HNCEELIP Hubk , 25 79 T

« EXENHERIP, 581 I

* HHE{ Firepower 4100/9300 AL 445 , 25 83 1T
o GSRHTMENE , 2 84 UL

« P 5)) Firepower 4100/9300 HLAH , %5 86 11T
* XM Firepower 4100/9300 HUAH IR , 25 87 1T
o RHZEAHMUET , 987 )T

B EIE IP it

FIEZ Rl
7] LA FXOS CLI ¥ i Firepower 4100/9300 HUAR (1K) #L 1P Mkt

)

ER UL IP Muhb )y, AR bl BT S 2 Firepower MU FILAR 5 FXOS CLIFAT i
%o

UK

1 % FXOS CLI GEZ Vi FXOS CLI, 14 51) .
$I2  HECE [Pv4 FRE P Hibik, EHAT LN R
a) W E AP B a [HYEH .

Firepower-chassis# scopefabric-interconnecta

b) BEAFE YETEEL IP Mkl AL R 4

B FX0S CLI B2 & 157 22(2)
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R

zggE |

Firepower-chassis /fabric-interconnect # show

©) HIANLL R4, FCE BT IP kR G
Firepower-chassis /fabric-interconnect # setout-of-band staticip ip_addressnetmask network _maskgw
gateway ip_address

d) BTSSP B R GERLE :

Firepower-chassis /fabric-interconnect* # commit-buffer

SENCE IPv6 5 FH TP Mk, T HAT LA 1Ak
a) PE AT R HLI a IRIVGE I -

Firepower-chassis# scopefabric-interconnecta

b) WEE L IPv6 ML & (16[H -
Firepower-chassis /fabric-interconnect # scopeipv6-config

c) FEEE MFIAE R IPv6 Hullk, EWIALL T 64

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) FNBUR 4, TR L TP bk R G
Firepower-chassis /fabric-interconnect/ipv6-config # setout-of-band staticipv6 ipv6 _addressipv6-prefix
prefix_lengthipve-gw gateway address

©) KSR RGN -

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

PUR 7RI B 1Pv4 20 BE R 56

Firepower-chassis# scope fabric-interconnect a
Firepower—-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band static ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DU 7RG & TPv6 & 342 1 R Y o

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipvée 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #
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gxmAeEr [

B HEIEIP

N

] LA FXOS CLI B 3% 4% 3] Firepower 4100/9300 HLAR H N F_EHE FE 1P Hudik. Ak, #ansziiiy
SETE FXOS P E gl Bk 1P 58, ARJETEN O B4 1P A5 R .

pEd e

223808 H Firepower HUAHE B 2S 0T B 00T e S BUR S T W . TS AT A vl RERI IR &5 h b, &%
DAZBUAS FH FXOS CLI $T ik L6 5 24,

UK

ERR FXOS CLI.  GEZ[ Vi n) FXOS CLI, %5 14 11) o
B9 BB A
scopessa

scopelogical-device logical device name

BE B E N ER S| SR, FRE NS SRS EEE, A WA
Xt T ASA W &ML E :
a) MNEH S E L ST

scopemgmt-bootstrap asa

b) iy A (1 1P A

scope ipv4_or_6 slot_number default

¢) (VPR IPv4) W EFHH IP Hudik:

setip ipv4_addressmask network _mask

d)  CILFR IPv6) BB IP Hiuhik:
setip ipv6_addressprefix-length prefix length number

€) BCE M CHL

setgateway gateway ip_address
) $RACHCE

commit-buffer
X+ ASA TEAR B AR AFICE -
a) FNARREE R SR

scopecluster-bootstrap asa

b)  (IXIR IPv4) & & WKL IP:

setvirtualipv4 ip _addressmask network _mask

©) AP IPv6) 5 E (¥ k40 IP:
setvirtualipv6 ipv6_addressprefix-length prefix length number

d) BCE T IP
setippool start_ip end ip

BRI FXoS CL B Ei5/ 222)
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) W W ICHINL
setgateway gateway ip_address
f) R :
commit-buffer
X§ T Firepower Jgi /7 40 )b S7FH A TG 5«

a) AR RS [ SR
scopemgmt-bootstrap fid

b) iy AT 1 1P 5

scope ipv4_or_6 slot_number firepower

©)  (ANPR IPv4) VBB 1P Hidik:

setip ipv4_addressmask network _mask

d) (PR IPv6) BRI IP Mkl
setip ipv6_addressprefix-length prefix length number
) WE M ICHL
setgateway gateway ip_address
) PR E
commit-buffer
EB W TEREE, WA IEREF] Firepower 4100/9300 HLAR AAEAN N F 5B B (1) TP ik 4
RAEATHURG RIS 5 HA WO, U206 P AN HLAR E AR I A0 3R
A RN AERE RS SRR R
a) VL E A ssa B
scopessa
b) Hi B A A
scopeslot slot number

©) g B B A I T S A5

scopeapp-instance asa_or_fid

d) HREHS I SRTER:
clearmgmt-bootstrap

e) EATHLHE :

commit-buffer
WES AN
disable
commit-buffer
ER O TERECE, B SUERRFAE & B2 B Firepower 4100/9300 HLAR AR N FH A7 R 5 | 72

FeAa B WUREAH DUAATRI I ECHA BCE, U206 PRSI E RS N B AR IX LD IR
TIR6 N Lk B K AL, ORI N

a) WG EE O ssa

scopessa
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¥4 Firepower 4100/9300 ¥ 58 &FR .

b) B A -
scopeslot slot_number

©) g BB A I IS4

scopeapp-instance asa_or_fid

ONEVENIEE

enable

e) RATHLE
commit-buffer
AR O TERRCE, SRS PATIX D R DU EE S %32 Firepower 4100/9300 HLAR 1) 5F4
N W RS HUAR AR HA O, WA 2006 PRSP RSB T R ISP R

B 24 Firepower 4100/9300 #1.55 & 7

FIaZ B/l
&0 LAE FXOS CLI H 8 H] T Firepower 4100/9300 AILAH 144 55«

UK

HA4% 5 FXOS CLI (i§Z [ 5 [H] FXOS CLI, 3 14 70D
HENRGihE
Firepower-chassis-A# scopesystem

B AR

Firepower-chassis-A /system # show

e FEBr 44 B

Firepower-chassis-A /system # setname device name

FAE SR BN RGN A

Firepower-chassis-A /fabric-interconnect® # commit-buffer

AR 7Kg BE i 6 4 PR

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #
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B =smE

=K AR

WRECE TS SRATRE, 2 P S 53 Firepower NI E BRAR N, RG0K WonBalE A,  H w20
BB LA THBE (0K), R)a REASPORMA T AR . WRORE B S R AhiE, Roie
HEE A A4 T A AR bR R

MM ] FXOS CLLIN, RGBSR (WBRE) » RaIrni A&,

@S RuEE

P11 EH:E FXOS CLI GEZ Vi FXOS CLI, 214 51) .
$1B2 PN,

Firepower-chassis# scopesecurity

PR3 AR LR

Firepower-chassis /security # scopebanner

TIA G LT A B SR R

Firepower-chassis /security/banner # create pre-login-banner

WIS FRC(EH P B SK Firepower ML EE AR5 FXOS CLI {if FXOS M [r] H F /s 7 L :
Firepower-chassis /security/banner/pre-login-banner* # set message

JR B AN TEHE, T4 NG s BRI R OOA .

W6 (EPURTTAL, BN SEATRLIEY B AT DAE I P B R S AT AR HE ASCIL 7 5F . S8 LU N 24T
WA, FHATHRZ 192 AN 74F. 1% Enter BE41T .
NS BT —4T, % ENDOFBUF 1% Enter % UL 58 itk .
¥4 Ctrl F1 C BEEH B2 B BTG AE o

TR KES IR R A E

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

LA 7391 1) 3 65 3 AR I -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

I E7% FX0S CLI B & iR 22(2)
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exzziE [

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Firepower-chassis /security/banner/pre-login-banner #

128U X AR

LI

$IE2

#A4% % FXOS CLI G2 i i] FXOS CLI, 53 14 1)
BEN AR

Firepower-chassis# scopesecurity

HEA R 22 4R

Firepower-chassis /security # scopebanner

BEN SR AT R 22 o

Firepower-chassis /security/banner # scope pre-login-banner

& e fEH P % 5% Firepower ML BE A% 5L FXOS CLI ff FXOS M i) F F 87~ i i L«
Firepower-chassis /security/banner/pre-login-banner # set message

JAB—ASXSUEHE, -4 A S SR TR R R OOA

FESRRATAL, BEN G ARG B . 0] AR 7 BUh S AR TR AE ASCIL F4F . S m] LU 24T

AR, BHTIRZ 192 N74F. 14 Enter $HR1T.

LERE NS BT —4T, %\ ENDOFBUF 3% Enter % UL 52 R /E .

¥4 Ctrl A0 C B W B T BT HE
BAE SRR R AN E -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

LA R 7R BiAE e S i i «

Firepower-chassis# scope security
Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message

Enter lines one at a time. Enter ENDOFBUF to finish.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance
>**UJnauthorized use is prohibited**

>ENDOFBUF

Press

~C to abort.

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Firepower-chassis /security/banner/pre-login-banner #
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P11 %3 FXOS CLI GES [ Vi FXOS CLI, 14 51) .
$IB2 PN

Firepower-chassis# scopesecurity

T3 BEABE 2R

Firepower-chassis /security # scopebanner

TR RGP MR TR -

Firepower-chassis /security/banner # delete pre-login-banner

TS RHES IR R SRE

Firepower-chassis /security/banner* # commit-buffer

LA™ 7 {51 10 25 i A e -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

& 3 /5 5 Firepower 4100/9300 #/1 75

T FEANAARA:
scope chassis 1
T2 WAL N E s
reboot [ Ji{[X ] [no-prompt]
AR AR [no-prompt] KB, WA dr & SN LRV S . R A
[no-prompt] JSEET:, WIZEEST A commit-buffer iy 2 1 RAANSEHH ).
RGO IEH R RS EICE R BR, ARG KRR 2R/ 515, 55 R IR E 3)
Firepower 4100/9300 HLAH . it F2 KA 752 15-20 7340
HWI WA RS
scope chassis 1
show fsm status
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%7 Firepower 41009300 3528 [

5 7] Firepower 4100/9300 #/1.55 f2.i5

Ax
3

1
)
K

UK

HEANUARAL A :

scope chassis 1

LA T fr A G NLAH :

shutdown [ J5 [ | [no-prompt]

AR WREATH [no-prompt] JCHE T, WET A M A SR AL RIOCH . WA [no-prompt]
KT, WAEEH N commit-buffer @iy 2 [T RGNS FM] .

REK LT KM RE FRCERUTATIE R, ARG RN 2 ey 5 1%, & )5 K Firepower

4100/9300 HLAH . Mt FERATFEL 15-20 380, EHUFER GG, 0T LA BEHLAT ) ik o

Wi A2

scope chassis 1

show fsm status

FEESMLESH

ESEAVIEAIC B G, B A A 2544 SSLAE-P LAt Firepower 4100/9300 HLAH Web N HAEH . 1%
HEPREAZAIED, BPmEaSAS AaEAE . Biit& b 828 57 X Vi i Firepower 4100/9300
BUAH Web FLIHII, X SEas st SSL 445, BKRH F #EV5 ib) Firepower 4100/9300 HLAR 2 Hij 32 1k
Fo A LUEH LR R, i FXOS CLI 42§l 1525 4435 5K (CSR), I 28545 31 1) 5 403k 15 LAt
Firepower 4100/9300 HUAE{EH o B G3E D fuv/r % ) i X e 2 (5 AT 4%, I B3 3)) Web S o

B
UK

EFEF) FXOS CLI.  GEZ VM FXOS CLL, 5% 14 71) o
B N2 A

scopesecurity

QP

createkeyring keyring name

BEEAPIIAECR D

setmodulus size

FEATHLE -

commit-buffer
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PE6 HLE CSRF B A LMIHIEAE I (i, E-AFO AERGET, Al LA RvekE B (i,
DCBRATZEZD) AR A SE i L. TER, ERECE CSR FBUN, RGP AL %6 .

TEN

createcertreqcertreq subject name

password

setcountry [E Z</Hh[X

setstate state

setlocality locality

setorg-name organization_name

setorg-unit-name organization_unit_name

setsubject-name subject name

PRI |
commit-buffer

Tt CSR, K R T HUE B AU AL o

a)

b)

BoR5EHE CSR:
showcertreq

SHIMN GFE)  “-----BEGIN CERTIFICATE REQUEST-----" | (JFu4)

w15

————— BEGIN CERTIFICATE REQUEST-----
MIIC6zCCAdMCAQAWAzZELMAKGALUEBhMCVVMXEZARBgNVBAGMCkNhbGImb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1 zMQOwwCg¥YD
VQOLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQEAS0ON5gagkfz2fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQA1mMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwWggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVq76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JITELj90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIY¥YZVatTxp6HTUezH2MIIz0avU6dltBI9rnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQkOMSAwWHjACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDANBgkqg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgqYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
2zyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtvcQy55+/hDPD2Bv8pQ0C2Z2ng31
kKLfG1dxWf1xAxLzf5J+AuIQ0CM5HzMOZm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJIMvAQC6AZYyUnMfUfCoyulpLwgkxBO0gyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

————— END CERTIFICATE REQUEST-----

B HAUE P i SRR
exit

B PR

exit

pE

AEHT A A iR R A UE o

createtrustpoint trustpoint_name

T2 5T 5 B B A ) CSR:

BFI FX0S CLI B E 157 2.2(2)
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setcertchain

B3 EJR AP RRE R AR, AU ARIE AT AE T A . SO S R, #
FRUF S RG G AE IO, AR5 8 (A — AN aliE 1S, 45 BT BEGIN CERTIFICATE i1 END
CERTIFICATE #ric o 4 3EAN AP il R W 2 AT £
IR 8 S I CSR fri, M8 BEe b Bl AT

il
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqghkjOPQQDAJBTMRUW
>EwYKCZImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTcl1NjU2
>WhcNMjAwNz I AMTgwNjU2WjBTMRUWEWYKCZ Imi ZPyLGQBGRYFbG9j YWWXGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA2 7V1EnglgMtLkvJI6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/ zAdBgNVHQ4EFgQUyInbDHPr FWEEBCcbxGSgQW7pOVIKWEAYJKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

S8 BTEE
commit-buffer

LIRS BT AR
exit

FE16 NP

scopekeyring keyring name

TRRAT KL 13 D P RIS E RS 4 CSR QI # PIFASCHK:

settrustpoint trustpoint_name

T8 FAMS SIS T il .

setcert

SIRN9 RIS UE AU AU BL LA S -0 F5 1 A 25«

A5
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIES8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACIAKBggqhkjOPQODAIBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>OTUOWhcNMTgwND I 4MTMwOTUOWjB3MQswCQYDVQQGEwJVUzZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGALUEBXMIU2FulEpvc2UxFjAUBGNVBAOTDUNPpc2NVIFNSc3R1
>bXMxDDAKBgNVEASTA1RBQzEaMBgGA1UEAXMRZnAOMTIWLnR1c3QubG9j YHwwggEiL
>MAOGCSQGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvIOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsSTCCoNIUuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7MEfYwgjM5q9Tp3WOH2ufLGAa2H1 09XR2FAGMB
>AAGjggJIYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAABgNVHQ4E

BRI FXoS CL B Ei5/ 222)



zggE |

B oussassiEs

TIE20

TEN

$IE23

TIE24

I 26

TIE2

>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVR0jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ049Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5S5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQOBgjcUAGQUHhIAVWBLAGIAUWB1AHIAdgB1AHIWDGYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

IR PR

exit

IR 2 A

exit

BEAN R G

scopesystem

BEA MR S5

scopeservices

& FXOS Web 45 LU FTHIE 1S :
sethttpskeyring keyring name

PEATHL A :

commit-buffer

P75 HTTPS He 5585 RIK I8 P13 . BN WonEATE P IS 3 20 th QU I B DI A FK . 0 R e
R BN PIFA A FK, W) HTTPS Rk 55 & A 8, ABEAE AR IE 13-
showhttps

w15
fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

BARENFIEBRINZ, #iiACertificate Status {1 i 7~ 4 Valid :
scopesecurity

showkeyring keyring namedetail

i
fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

I E7% FX0S CLI B & iR 22(2)
|
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Keyring firepower cert:
RSA key modulus: Mod20

48

Trustpoint CA: firepower chain
Certificate status: Valid

Certificate:

Data:
Version: 3 (0x2)
Serial Number:

zezrsmirs W

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a

Signature Algorithm: e
Issuer: DC=local,
Validity

Not Before: Ap

Not After : Ap

Subject: C=US, ST=
CN=fp4120.test.local

cdsa-with-SHA256

DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA

r 28 13:09:54 2016 GMT
r 28 13:09:54 2018 GMT
California, L=San Jose,

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Modulus:
00:b3:
0d:1b:
al:9c:
50:0d:
fc:27:
d6:18:
3a:dc:
al:b4:
9e:49:
20:de:
ae:d8:
87:6c:
07:ec:
47:64:
cd:9%a:
S5a:b5:
d4:e9:
1d:85

Exponent:

X509v3 extensions:
X509v3 Subject
DNS:fp4120

X509v3 Subject

43:8d:e6:06:a20:91:f6:76:

65537 (0x10001)

Alternative Name:
.test.local
Key Identifier:

0O=Cisco Systems, OU=TAC,

FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94

X509v3 Authori

ty Key Identifier:

keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89

X509v3 CRL Dis
Full Name:

tribution Points:

URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%$20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Info

rmation Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.31
...W.e.b.S

X509v3 Key Usa
Digital Si

X509v3 Extende
TLS Web Se
Signature Algorithm: e
30:45:02:20:57:00
e3:£7:55:a3:6a:08
02:21:00:ed:47:4e
2b:ad:1a:91:b8:e8

1.20.2:

.e.r.v.e.r

ge: critical

gnature, Key Enciphermen
d Key Usage:

rver Authentication
cdsa-with-SHA256

rec:d7:09:8a:01:2d:15:1b:
:e8:24:41:df:4£:16:41:b6:

:6€:24:89:04:6f:c£:05:98

:bd:ed:ef:51:d5:1d:£5:be:

t

£f2:
07:
:eb:
8a:

c6:
35:
b2:
d5:

39:10:
4b:bf:
0a:08:
4c

MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACTAKBggghkjOPQQDATBT
MRUwEwWYKCZImiZPyLGQBGRYFbGI) YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
bjEgMB4GA1UEAXMXbmFhdXNOaW4 t TkKFBVVNUSU4 t UEMt QOEwHhCNMTYwNDI 4MTMw
OTUOWhcNMTgwNDI 4MTMwOTUOW B3MQswCQYDVQQGEWIVUZETMBEGA1UECBMKQ2F'S

BRI FXoS CL B Ei5/ 222)
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aWzZvcemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPpc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALlUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEil
MAOGCSqGSIb3DQEBAQUAA4 IBDwAWggEKAOTIBAQCZQ43mBgCRINZ+Lg1UQAObT7 tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJdn55JKRImMRMHVkdopXlu21iDeR/9QRRSCT8TKtWrcH67Y0Oyig9WrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfsIMSKP06/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGjggJYMIICVDACBgNVHREEFTATghFmcDQxMAudGVzdC5sb2NhbDAdBgNVHQ4E
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4 tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1eSUYMFN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQCcBAQSBvzCBVDCBuUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
T31TZXJ2aWN1lcyxDTj1Db25maWdlcmFOaWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1j2XJ0aWZzpY2F0aWouQXvo
aG9yaXR5MCEGCSsGAQOBg]j cUAGQUHhTIAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCgGSM4 9BAMCAOgAMEUC
IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

————— END CERTIFICATE-----

Zeroized: No

ETRAVIRME

BLIOUE 7R PR 15028 2 A5 AT UE TS, 1l AE Web 3 Vi ds IR 4 N https://<FODN or IP>/
% Firepower JUAH T HLAY .

A

ER NSRRI MRS P NI UEUE T AR A SR AE AR 4 e A PR e sk AL, A2
WS DU N 7 7 e . SRl 1P kb in), B 5] & HiAh SSL AR (A 44 3% [Common
Name Invalid]) , BIAEAEH] 2 25 AR UE S .

A} FX0S CLI B 157 2.2(2)
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o VCE HIWPRE , 5593 1

« FiE SSH, %98 1L

* i ® Telnet , 99 1T

* fic'® SNMP , 599 7T

* fid'® HTTPS , %5 107 1L

« FE AAA, F 117 0T

c BLERGHE, #1270

* Ml DNS 554, 25 129 1T

% B HERFORT 5]

A

R NSO 4RI CLI fr S AE R SE LR E M ZS I [E] PR (NTP),  T-ahie & H AN ), s 28 2
EX TR

NTP ¥ # {E Firepower 4100/9300 HLAH 5 HLAT |22 AT 48 % 5% 2 0] A B[R]0

e

WIS LE Firepower 4100/9300 A6 L8 Firepower IG5 fH, W AZIALE Firepower 4100/9300 L
FHERCE NTP, AMRREVE o] IR TAEH# PR s sy E M I B E A . WX Firepower 4100/9300
LA Firepower & 2 HHCMi I AH R NTP il 4545 -

WR A S NTP, AT LAAE 2 BTRT 8] (Current Time) 330 A F 34K FRLDRA, s thaT e
I8 2L B 8] [E] 45 (Time Synchronization) i£ 1 [~ NTP fR 5588 (NTP Server) &1 (1) “ IR 25 #5R 4 (Server
Status)” FEE AR CHCER NTP RS FARE . WRRGILE SR € NTP IRGA4EFL, &
A UB Y EhR B AE “ RS 2IRAS (Server Status)” 5530 45 B B AR L 3RECE 245 &,

BRI FXoS CL B Ei5/ 222)
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EFACERY H A0S 8
7

P11 %3 FXOS CLI GES [ Vi FXOS CLI, 14 51) .
$1B2 EEECEENNX, HHRATLL R ERAE:

Firepower-chassis# showtimezone

SB3I AEEE M H PR .

Firepower-chassis# showclock

PAR 2591 8 7s dan n $7ps IE B A I DM i 3R 8 H 390 A IS ) »

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

WEX

1 EARGHEG

Firepower-chassis# scopesystem

T2 ARG

Firepower-chassis /system # scopeservices

PRI WEMNRX:
Firepower-chassis /system/services # settimezone
VBN, REEK R BN SRR 5K/ DRI DX D00 B R 2 o AR R RGP AT A i
NI A R
MERIRE AL EE BN, RN BN CBCE TIEFMR XA . BN 1 O HEATH,
BEIN 2 () BUN#HAE.
TR EAECREMINX, AT .
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

PAR 7 DR I DXE B AR X, $&A24 55, JF H o CRCE I X

Firepower-chassis# scope system
Firepower-chassis /system # scope services

I E7% FX0S CLI B & iR 22(2)
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Firepower-chassis /system/services # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

2) Americas
3) Antarctica
#? 2

4) Arctic Ocean
5) Asia
6) Atlantic Ocean

Please select a country.

7) Australia 10)
8) Europe
9) Indian Ocean

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname

20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States

23) Greenland 50) Uruguay

24) Grenada 51) Venezuela

25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana

#2 49

Please select one of the following time zone regions.

1) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Central Time
) Central Time
) Central Time
) Central Time
) Central Time

16) Central Time
)

)
)
)
)
)
)
)
)
)
)
)
)

O WO Joy Ul WN

Mountain Standard Time - Arizona

Michigan - most locations

Kentucky - Louisville

area

Kentucky - Wayne County

Indiana - most locations

Indiana - Daviess, Dubois, Knox & Martin Counties
Indiana - Pulaski County

Indiana - Crawford County

Indiana - Pike County

Indiana - Switzerland County

Indiana - Perry County

Indiana - Starke County

Michigan - Dickinson, Gogebic, Iron & Menominee Counties

North Dakota - Oliver
North Dakota - Morton
North Dakota - Mercer

Alaska panhandle

County
County (except Mandan area)
County

Mountain Time - south Idaho & east Oregon
(except Navajo)

- Annette Island, Alaska

southeast Alaska panhandle

Alaska panhandle neck
west Alaska

17) Central Time

18) Mountain Time

19

20

21) Pacific Time

22) Pacific Standard Time
23) Alaska Time

24) Alaska Time -

25) Alaska Time -

26) Alaska Time -

27) Alaska Time -

28) Aleutian Islands
29) Hawaii

#2 21

The following information has been

United States
Pacific Time

given:

Pacific Ocean

RERRX
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Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/LosiAngeles (Pacific Time)
Firepower-chassis#

£/ NTP 1% & B B #06 8]

NTP H T-52ii 5 )2 454 240, nIAEM S RGP AURE 00 0 R 2D B 1) o isf ) AU M B4 7 I ok
), BIWnsAE CRL, JLEFERSHR AIE. &2 T ARCE 4 > NTP i%4% .

A

AR FXO0S 2.2(2) A S fRAAH NTP itk 3.

UK

T ARG

Firepower-chassis# scopesystem

T2 ARG

Firepower-chassis /system # scopeservices

$E3 MR T ENL4 . IPv4 5 IPv6 Hidi iR & R4, (i HAS ) NTP JIRS: 5%

Firepower-chassis /system/services # createntp-server {hostname | ip-addr | ip6-addr}

TR KHESIRARI AR E

Firepower-chassis /system/services # commit-buffer

$BS  AEA CHCE K NTP RS 25 7R A

Firepower-chassis /system/services # show ntp-server

TIR6  AHERIE NTP 5581 IRES
Firepower-chassis /system/services # scopentp-server {hostname | ip-addr | ip6-addr}
Firepower-chassis /system/services/ntp-server # show detail

DU 746 4di 1] TP Hiuhik 192.168.200.101 FE B NTP IR 488 3F HIRATAT %

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

I E7% FX0S CLI B & iR 22(2)
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mNPEEEE [

PLR 745148 ] IPv6 Hihik 4001::6 Bl B NTP IRk 45 2% 3 HARATE55:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

IS NTP BR 55 22

F

L

X

UK

S ARFEHA
Firepower-chassis# scopesystem

PR2 HARERSHA:
Firepower-chassis /system # scopeservices

PI3  MBRN A EHLA . IPv4 5 IPv6 Hiulk i) NTP s 25
Firepower-chassis /system/services # deletentp-server {hostname | ip-addr | ip6-addr}

FEA BESIRCEI RGN E
Firepower-chassis /system/services # commit-buffer
LA R AT TP Mtk 192.168.200.101 ff) NTP IR45 4%, I 42815
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
LUR /RGBT TPv6 il 4001::6 1) NTP 458, I HARAAT 5
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

=] AY

B HEAFNAT 5]

)

AT AU FE Firepower HUAR b T35 B H WA [A] o R GER & T B AERE

a2

WER ARG PP 2 {7 IEAE S NTP iR 55 85 A2, ok Joik T3 B E H A ).
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Bic & SSH

Jl EF FX0S CL FoE 57 22(2)

rags |

HEN R G

Firepower-chassis# scopesystem

BRGNS

Firepower-chassis /system # scopeservices

Hie B R GE

Firepower-chassis /system/services # set clock month day year hour min sec
T, A A RS AN AN AUEH] 24 RS U, T8 7 pm wTRURIAY 19,
RGN EMESOL I AR TEHRARL MK .

LU - BIBCE T AR GU

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

DL R 08 W 4] J3 T k2% 1 %) Firepower HUAR ) SSH V], LA K ANl FXOS HLAE1E K SSH % )
s jd e BRIAEUL R, SSH ALT 8 IR

UK

ARG

Firepower-chassis #scope system

BEAR GRS

Firepower-chassis /system #scope services
P E X} Firepower HUAA ) SSH Vi, AT FEEZ—
* ZACVEXT Firepower HUAHREAT SSH Ui, THHIALL T v
Firepower-chassis /system/services # enable ssh-server
* B2 X} Firepower HLATEAT SSH Vi), 1HHIALL T4
Firepower-chassis /system/services # disable ssh-server

RAE S IRAC R R IC  :

Firepower /system/services # commit-buffer
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EC & Telnet .

PLR 7] 3 HI% Firepower HLAA Y SSH Vi), I HARAZAT 55

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

AL E Telnet
CLU R A28 ] 3 B 2R FXT Firepower LA ¥ Telnet Vi il ERINTEDL T, S2E5H] Telnet.

A

ER AU, Telnet FUE HUA/EAE T CLI A A ] .

T ARG

Firepower-chassis #scope system

PE2 HEARGRSHA:
Firepower-chassis /system #scope services
LR3I ERCE XS Firepower M4 Telnet Vi), 1HHATLL FEEZ —:
* FLAVFXT Firepower HIAHHEAT Telnet Vin), I LL T iy 4
Firepower-chassis /system/services # enable telnet-server
* LR X} Firepower HLAE AT Telnet Vi1l i5HIALL N a4

Firepower-chassis /system/services # disable telnet-server

TR BLS IR RS E
Firepower /system/services # commit-buffer

LR 7~ 45 J5 F Telnet 31 HERATAT 45

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

AHR I AU AE Firepower HUATFHC ] 1 1 4845 BEPM Y (SNMP). A SCTHELIfE R, ST E

H

i

B FX0S CLI B2 & 157 22(2)
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%xF SNMP

SNMP ;& %0

Taigs |

A7 BRI 25 S (SNMP) & —/N T B, T4 SNMP /85 BTSSRI QI 1] (1 30455 B A A
3o SNMP 24 T AL I HESL R FH T8, AT 1 2 R B 9 2% o () 4%

SNMP HEZE b = /N850 41 k-
* SNMP 5 #2% - H Tl ik SNMP R4 il RS #2825 152 24 TS Bl (M R 4

* SNMP X2 - Firepower HLAH P (A4 4E, T T-4E47 Firepower HLAR 20 FEAR 3 75 22 ) SNMP
EHLASIR S HdE . Firepower HUAA AL 5 fRHLA MIB #5420 F SNMP AR B i 45 2 8 AR
H 2 AR, HTE Firepower U H 8% 5k FXOS CLI #1J3 Fl £ & SNMP,

« B HE KA (MIB) - SNMP QB B [¥ 52 0 S8R 15
Firepower HLAfi 3 £ SNMPv1. SNMPv2c fil SNMPv3. SNMPv1 F1 SNMPv2c #5485 F4E X B2
‘Zat. A% SNMP 152 3, THS LA R ArHE:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)

*RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412 (http://tools.ietf.org/html/rfc3412)

* RFC 3413 (http://tools.ietf.org/html/rfc3413)

* RFC 3414 (http://tools.ietf.org/html/rfc3414)

* RFC 3415 (http://tools.ietf.org/html/rfc3415)

* RFC 3416 (http://tools.ietf.org/html/rfc3416)

* RFC 3417 (http://tools.ietf.org/html/rfc3417)

* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)

SNMP [ T g & AERS A ok  SNMP ACH M 4. I SEIl AN AN EE Sk A SNMP 45 BE 28 1% 1
Ko WENAT LR R AE S S I0AE . FOFT AN EREWTIT . BIAH AR g ) 1 2 ok nl A
A

Firepower MK SNMP 18 5112 Bk BB BB &, FEBIEA WIE 10T 5E, K25 SNMP & BE3S 722 [

BHESF AN AOE AN, FF L Firepower HIAR TG e A2 15 T BIRARE . W 21058 253 5K (1) SNMP 21

ZRAEF— SNMP Wi S B 38T o0 (PDU) KHIATE B . Ul &: Firepower HUAA AU PDU, U H Ay
DAFR R T8 H17 2K

I E7% FX0S CLI B & iR 22(2)
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| Few=

SNMP % £ 5 FAH R

snvP 222 & FR I

SNMPv1. SNMPv2c fl SNMPv3 5 | 7R AN R ) 22 A o 2 i) 55 BTk 2 4= 2 ) 45 6 SRl e Ak
B SNMP i SIS Y /Y 22 4L
LA E B S SNMP BB S I BT 75 AL o« AL PR 281 i 72 2 75 1 22 B Y v JE itk 8
G52 G . 52 R 2 A O R T SE it 1) 22 550 . SNMP 2200 32 R LR — AN ek 2 AN

i

* noAuthNoPriv - J& 5 45 5 1 5k i 2%
* authNoPriv - G 5AE, (HIGIN%

* authPriv - 543 56AEF1 N2

SNMPV3 [F]IN $2 4t T 2 R A 22 A S5 g o 22 AR Dy P MU P BT AR 1) 4 € 80 8L 1) 5 0 6 35
o LAEHIE AR RV LRG0 . AR A0 A5 15 R € AE AL EE SNMP Hidis
IR R 1) 22 2B

X589 SNMP Z £ B FIEFEB S

R E AN AL X

R 8 SNMP % £f&BIFN F

s Level S5 hnz R

vl noAuthNoPriv XA HR 1 A AL A4 R T
BEHEAT S Bk

v2e noAuthNoPriv FEDXC 1T HR i AL X 45 R UL
BCHEAT S Bk .

V3 noAuthNoPriv 4, i ¥ FH A 7 24 VS e f
1T S AR KAIE .

V3 authNoPriv HMAC-SHA &~ PAEET HMAC
LARWINEE
(SHA) 11 517 5
k.
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Level B 58E &

=2
Jjo

wiR

V3 authPriv HMAC-SHA DES

PRALET

HMAC-SHA .
(1 S BAIE . BRI
TESYEE (CBC)
DES (DES-56) brift
1 S RAESL, &
PRAEE I bR v
(DES) 56 {3 %%

SNMPv3 2 £ Ifj ¢

SNMPv3 34 75 /4 26 E 0 WidE AT B 3 B MU 35 A 45 B R AR BT R a5 IO 22 N o SNMPV3 4%
CURCE A HT PR BAE BEERAE, IR N SNMP 3 EL. SNMPv3 JET-HI /' ()42 27 (USM) /247

SNMP 7%

SNMP R g 24, IFERAELLT s

* TS HENE - B IR BORAER SRR OL N AT S 8, JF AR P9 R el H m)

PLARE R A BLFEE .

* BRI S AR IAIE - B DR CGREUERIZI P At R8s ) (4 W) S A TR A
* HEHUEERTINE - SRR LRSS Bl R R

Firepower HL#6 5 SNMP &4t T #1372 F:

&3¢ MIB 893235
Firepower HLAH 3256 MIB ) R 1517 .

&M T SNMPv3 F 7 8 S 38 #13L

Firepower HLATE X SNMPv3 H J 32 HMAC-SHA-96 (SHA) & 3 5 iE Hpis

iEF T SNMPv3 F A B9 AES B2 FATMY

Firepower HUAT ST s 2 & Atk (AES) 1E 0 1 T SNMPv3 W JUIN & IR FA DML 2 — FF £ 45 RFC

3826,

KO AL B BY, priv EIER LG DES B 128 {7 AES % (Hk+e, LLEEAT SNMP 24 Wi s i
AES-128 it & 344 & SNMPv3 i F' I B RA 350, W) Firepower HUAR 18 FH 1% BafL S5 ok 4B 1% 128 £ AES
HH. AES BRAEIE R /D0 HA )N W 04 SR e, BrTEERE 64 M.

Jl EF FX0S CL FoE 57 22(2)
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J5F SNMP F-Ec & SNMP [E 14

Nij
g
N

UK

HEAN MR

Firepower-chassis# scope monitoring

J& i SNMP:
Firepower-chassis /monitoring # enable snmp

HEN snmp £ XA

Firepower-chassis /monitoring # set snmp community
i\ set snmp community T2 )5, RIVGHFEREHEAN SNMP #E[X .

155 SNMP At [X o I XA/ S . A XA T DOSE R TR 74T R, 2 32 71T

Firepower-chassis /monitoring # Enter a snmp community: community-name

FRE T SNMP INRGIR AN . RABARNLE L W LOSER TR 7R 8, w2 255 74T, 6
G R S bt ik 4 R LA S A

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

fi € SNMP AABE (IRS538) BAT{ER BN S . RGN E LR LA B F B i, i
% 512 NP4
Firepower-chassis /monitoring # set snmp syslocation system-location-name

FAESSIRAL R R A & -

Firepower-chassis /monitoring # commit-buffer

PLUR 71 )5 ) SNMP, it '® 4% 9 SnmpCommSystem?2 ] SNMP £1[X, it % 44 4 contactperson [ R4t
RN, BLE AN systemlocation IR AN E, I HAEALAT5%:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

ETRRIE
B33 SNMP [ABFFIH 7 o
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£l SNMP BafH

Nij
g
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UK
BEA MR

Firepower-chassis# scope monitoring

J& i SNMP:
Firepower-chassis /monitoring # enable snmp

FFFeE 0 EHLZ . IPv4 HudikEk IPve Huhl 6] SNMP BB,

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

Y8 € FT SNMP B BE SNMP 111X 44 :

Firepower-chassis /monitoring/snmp-trap # set community community-name

fi 52 T SNMP BB 1 55 11«

Firepower-chassis /monitoring/snmp-trap # set port port-num

i€ T BBk SNMP AL 5«

Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}

CPIIED 4R E ZERIE I BT

Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
BT LU
* BB (traps), WA RCAIERE v2e 5 v3.,
* B (informs), WIH N RAIEF: v2c.
AR ALEBORRCARILESE v2e I, AT UK 7 il
o

CATe) WSRO RRASLE £, v3, TR 5 B A SR AR -

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
BT BT LU -

* BB IIE (auth) - 7 B BKUE, (LB

* TS AIE (noauth) - BAT S 4556 kA 02

* BPR (priv) - A SR SRR
AR SERC EAT 55 -

Firepower-chassis /monitoring/snmp-trap # commit-buffer

Jl EF FX0S CL FoE 57 22(2)
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e snmp iart Il

LU 13 I SNMP, il F 1Pv4 Bk G5t SNMP B, 852 BB 7E v 11 3 448 SnmpCommSystem?2

FEX, R BEE D v3, KBSV E B lE, R v3 BBR B E N AR (priv)” . IF HAAE
%

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

PLR 7R3 FH SNMP, £ FH IPv6 ikt SNMP BaBE,  Fi a2 B BIRRs 7E 2t 11 2145 F SnmpCommSystem3
FEDX, KRR BCE A v3, B AR IR E A FARE, 4 v3 BURECE S B (priv)” . IF HAIAME
%

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

B SNMP &R

BEA R
Firepower-chassis# scope monitoring

TR 45 EHLL L 1P Hudik () SNMP BBt

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

RAE SR B RS E -

Firepower-chassis /monitoring # commit-buffer

PR =B ER A T 1P Huhl 192.168.100.112 [*) SNMP [EBE, F HAEA4T%:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #
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132 SNMPv3 F

TE1 AR

Firepower-chassis# scope monitoring

F2 A SNMP:
Firepower-chassis /monitoring # enable snmp

SIE3 QAR ER SNMPV3 [/

Firepower-chassis /monitoring # create snmp-user user-name
Hi create snmp-user T4 )5, RIVGHERIERIANE .

FSIBA 3 oZE A AES-128 J1ss 146 A -

Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
FRNNGOL T, 251 AES-128 %

SIS SREH BRI
Firepower-chassis /monitoring/snmp-user # set priv-password

Hi set priv-password i )5, RIVGFERER AT HINBEFAR

TIR6 ARSI EES:

Firepower-chassis /monitoring/snmp-user # commit-buffer

PL R 7<) i ) SNMP, Gl 44 24 snmp-user14 () SNMPv3 A1, A 1] AES-128 I, W& B HIEE
M, Jf HiRAZ L5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

fIES SNMPv3 B

B AR

Firepower-chassis# scope monitoring

I E7% FX0S CLI B & iR 22(2)
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FIR2

$IE3

[FEL U |

T 445 %€ it SNMPv3 F /e

Firepower-chassis /monitoring # delete snmp-user user-name

RAE SRR R

Firepower-chassis /monitoring # commit-buffer

LR 7R 44 4 snmp-user14 ) SNMPv3 /7, I HIRAS A5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

B & HTTPS

A

AT P UHTLE Firepower 4100/9300 HLAH AL E HTTPS.

patis

fes v LA Firepower HLAHE Hi 3% 0k FXOS CLI ¥ &% HTTPS ¥ 1. Frfg HiAth HTTPS ficd B AX Al {#
F FXOS CLI 5¢ /%0

IEH . BRRMZEER

HTTPS fi F A G LA Bt (PKI) IZLARAE PN £ (81 an 2% ) B ) Wi AT Firepower 4100/9300 A1
D Z ST Al .

MEEAFAE AR

A PKI ¥4 B A —WFEXSFR Rivest-Shamir-Adleman (RSA) #5554 (Jorp— MR RAE, H—
ANATE) s AAELE NI . AT — 2B g BT o — 2 . ERIEINEH A,

RAE T A RO AN R, BB B SRR R R . RO T e] DLd g A 3L
ARHEME B “%47 ) T ERUE IS AP AR W R 200y mI A iR AR

7% 2048 o — ML, FMHICERIK, ZatEmiim. FXOS #t—/NERIASIR, W 2048
LRI SN, IF SRV T 2 3L
T R A R e a3, W TS A R BRI B HEME T

IEH

VRN 2 AR AT e, IR & b B IR . IR B APILUR B & 5 i A 88
YT RSO EACFINE AT, WA A CRE DS AR . R R R
AR B I, ek S v S0y, HAD a8 i 90 s S e o BT
DU, FXOS BE WEINAZAUES, &Rk ABOAEYII N AILEY.
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ZEES

By FXOSHEAL TG ¥ S0 UF, 48T N SZ A5 AT SR U B AT USRI 2 A e 45 B 1R 56 — 7 UE
Voo H I UEB MURIE P 2 EAT 258, %A ST 2T U HRUE B aUR LR (CA), o mT L
] CA BRAGATHE G AR CA WS TEE—85r) o« EHRIBUHHET, @2l FXOS A ik 151k K,
IR REEAT B B2 AT R

| o

BEEEW  F XK Base64 4ifi X.509 (CER) A%k,

B2 % AR

FXOS % 30 FF 8 MEHPIIA, WA E IR,
UK

TEL BN AR

Firepower-chassis #scope security

T2 QI I

Firepower-chassis # createkeyring keyring-name

PR3 WE SSL YKL (LML) -
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}

TRA RS

Firepower-chassis # commit-buffer

UL TR BRI BTN 1024 R 03 BIFR

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ETRBVIRME
NAZEPIAQEUE K

EIEREOAE AR

U SRR A PR sl R ], A 2T Bl FOR A B AR

I E7% FX0S CLI B & iR 22(2)
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CIEFAIRAIERIER

BEN 2 AR

Firepower-chassis #scope security

BENER N PIFR 13 P30 22 Ak
Firepower-chassis /security # scopekeyring default

OB RRER N PR

Firepower-chassis /security/keyring # setregenerate yes

RS

Firepower-chassis # commit-buffer

AR 7 ) S8 A J BRI A

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

B2 2 AR AYIE R 155K

(EJEE-F: NV

I €1 32 B A IR RTIE B 1F K

BEN 2 AR

Firepower-chassis #scope security

HEN PP B B

Firepower-chassis /security # scope keyring keyring-name

TR € 1Pv4 B IPv6 btk s AH AR B ELIBC A A4 FRATEIE ST 3R . R GUR S i AR A5 34 SR 1

fidh

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-name name}

FRAAESS

Firepower-chassis /security/keyring/certreq # commit-buffer

BRI T USRI A2 2 A5 AT Bl el P AU A LA FRIIE 5375 5K -

Firepower-chassis /security/keyring # show certreq
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LAR 7 9 A P B A 504 3§ A QS I s HAT IPv4 M hEFRAIE K -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvecNAQEBBQAD
gYOAMIGJAOGBALPKNn1lt8gMZ0O4UGILKFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/WQQMA6CBNNhbWMwNICECSE1X AN
BgkghkiGO9wOBAQQFAAOBgQCsxNOQUHYGFoQw56RwQue LTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring #
T RBIIRIE

« LHREFERSCR (WHETTAG [BEGIN] METR [ENDIAT) » JFRILARAE RIS F . Rl aE1s
TR K SO AR AR AT SR B AU AU, DIRIBCE PIPMEF .

o G S2AS AT R O F 0 AR AT BB £ AR S v B B

1 A S PIE I eI 2 % AIRAIEF 15K

gz A BN B
Firepower-chassis #scope security

T2 HENEYIEE R

Firepower-chassis /security # scope keyring keyring-name

PRI GURIEASI K

Firepower-chassis /security/keyring # createcertreq

TRRA FRE v B R S DR FE 5 XA

Firepower-chassis /security/keyring/certreq* # set country country name

PSR E USRG4I g5 75 (DNS) ikl
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

I E7% FX0S CLI B & iR 22(2)
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7k

L1

SR8

4t?a9

7K

SIE10

TEN

$IE12

IE13

FIR14

FIE15

CIEFAIRAIERIER

F0E S UEAS T SRAH S AT A M-

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

18 3E Firepower 4100/9300 HLAH [ IP ik

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request

ip6-address }
58 U S A5 10 2 W) S 8 BT A ) T Rl L -

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

TR E T RUET 2

Firepower-chassis /security/keyring/certreq* # set org-name organization name

TR e AL

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

N UE A5 SR AR AT E Y -

Firepower-chassis /security/keyring/certreq* # set password certificate request password

FOE TR IIER A m ST eI . T AR X

Firepower-chassis /security/keyring/certreq* # set state state, province or county

{5 5E Firepower 4100/9300 HUAH f¥)5¢ 42 i sg 42 -
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

RS
Firepower-chassis /security/keyring/certreq # commit-buffer

R AT USRI 0% A5 AT Bl mUE T A LA RO E o >

Firepower-chassis /security/keyring # show certreq

LR 7 A P vet R 100 5 A G O s BAT TPv4 Bk IR 515 5K «

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name Testing
Firepower-chassis /security/keyring/certreg* set state new york
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1lt8qMZ04UGQILKFXQQc2c8b/viW2 rnRF8OPhKbhghLALYZ1F

o 3 S S S S
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JgcYEGS5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBoGAL1UAEQER/wQQMA6CBNNhbWMwNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOQUHYGFoQw56RwQue LTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXr1lHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

BT RAVIRME
« HIEFERSCR CRFGIFAG [BEGIN] MIZ5 K [ENDIAT) , IR IHARAE B SO i i 15
TR A SCAE BB BAFAE S BOE AU, PR PIPME .
o QUEESZAS AT s 0T A B AT BRSO AR AT 5 BB UE 155

fIEZEER

TE1 AR

Firepower-chassis #scope security

T2 QISR
Firepower-chassis /security # createtrustpoint name

P!3  HUILZEE AR IR R
Firepower-chassis /security/trustpoint # setcertchain [ certchain ]
WMRALE AL PR EIERE R, RN AEB G RS2, & SCRIMUEBHRAL(CA) HiE
Pigtt. EREAGEERT 17, #A ENDOFBUF PASEMRAE
BEER VUK Base64 4ifild X.509 (CER) 4%
FTRA RS
Firepower-chassis /security/trustpoint # commit-buffer

LAR 79 B3 52 A5 A R PR I S A5 AR R

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

v
1
1
1
1
1

w

=

@

it

2

(@]

5

H

H

]

g

H

=
i
1
1
1
VVVVYVVYVYV
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gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1NjtcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVYVYVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

ETRRE
N LR R ATR RYI Y&/ IR/ P EE NI bP BN AN A EE

FHER SNE AR

x5

FHi6 Z |l
* M A 1 PIPMIEAS IUE PR A5 AE A
* WA AT B BAIE P A T UAA R IBCAE A S

HEN 2 AR
Firepower-chassis #scope security

BE K FMCUEAS (3 P34 A BE EAR

Firepower-chassis /security # scopekeyring keyring-name

Oy KGR SR IBCES BHFRUE S (045 AT B BiE P U W UAA 5 2 32 A5 AT mi -

Firepower-chassis /security/keyring # settrustpoint name

JR B LT AN R LA S PR IEAS (X A -

Firepower-chassis /security/keyring # setcert

BIEESAZAR

FESRRAT i, ORI AR AR BAIE AU LR RRIE - SCA . AEIES S5 9 F —4T, 8 A ENDOFBUF

SERGE N o

BEER TR Base64 4ifilh X.509 (CER) 4%
Fiv

RAATS

Firepower-chassis /security/keyring # commit-buffer

LAR 7 8 A5 AR ROFRAIE TS SN S A

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220
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Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\%

MIIB/zCCAWgCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGY0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKOND1
GMbkPayV1QjbG4MD2dx2+HS8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkq
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqglzXcz75+VFj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3ochad=

VVVVVVYVYVYVYVYV

\

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

FETRAVIRME
5 FH 5 B3R AL B HTTPS JIRSS

B & HTTPS

A

FE O SSHTTPSECE CHLAE S Seks i HTTPS 46 i D F 4138 5, — HARF SR Fi%%, i
M HT HTTP 1 HTTPS &1 # 4 M1, A ok

T ARG

Firepower-chassis# scope system

T2 HEARGIRSSF:

Firepower-chassis /system # scope services

$I3 3 HTTPS %5
Firepower-chassis /system/services # enable https

FRA O i BT HTTPS SR ¥ -
Firepower-chassis /system/services # set https port port-num

FI]RS (i) FEE QIR T HTTPS )3 PR 4 5k

Firepower-chassis /system/services # set https keyring keyring-name

W6 (k) Frwe A H M Cipher Suite 22 44% )

Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode " LLJjZ LA R S8t 72 —:

« high-strength
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1E

)

IR

1

g hmesizn [

« medium-strength

« low-strength

* custom- FLVFREHEE T 7 2 I Cipher Suite MU A 747 i o

(FTiE) WK cipher-suite-mode %4 custom, %581 Cipher Suite 224> H & L :
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string " AL i %2 256 N FEAF, IF HAMFF 4 OpenSSL Cipher Suite FEys . AfEAl
FIEA R B R 4, 1 OIS ) o + O « - CGEFRD) Ml (B9 Brob. BREFE4ER,
152 [ http://httpd.apache.org/docs/2.0/mod/mod_ssL.html#sslciphersuite .

i, BRINTELL T, FXOS A3 ) i B RN 74+ o A«
ALL:!ADH:!EXPORT56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL

ER WAL cipher-suite-mode ¥ E N FR custom Z AMEATATIABAE, )20 ik
i

CRAIE) A A RS M B 2 R A

setrevoke-policy { relaxed | strict }

FAL SR BN RS E

Firepower-chassis /system/services # commit-buffer

PLUR7RH 3 A HTTPS, Ko 5 8 E o 443, K38 A RR BN kring7984, F Cipher Suite %422
BCE A, RS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

B HTTPS i

N

LRIATE LN, FEdm L 443 B HTTPS MR%s. % 51E25H HTTPS, {HAT LU dumd, BT
HTTPS i%E4%.

UK

HEANR GBI

Firepower-chassis #scope system

BRGNS

Firepower-chassis /system #scope services

FE3  fREH T HTTPS 3EHM i 1 -
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B rezexr

B 5 A 2R

FAKE

Firepower-chassis /system/services # sethttpsport port-number

K port-number & & —MAT 1 1 65535 2 [MI[#EH. BRELL T, 7R 1 443 ) HTTPS.
WAE SRR RSN E

Firepower /system/services # commit-buffer
S HTTPS i 5, I 2400 HTTPS 23 ih#CK oG] o TP 75 S48 I 9 1 B8 6 5% Firepower #l
MRS, N s:

https://<chassis_mgmt ip_address>:<chassis_mgmt_port>

HHp <chassis_mgmt_ip_address> J& TGN E ) § N 18] Firepower ALAF 1) 1P Hihksk =014,
<chassis_mgmt_port> 52 WINIEC & ) HTTPS % [ .

PLUR 7~ HTTPS ¥ 15 5 ok 443 - HARAZAT55:

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

HEN 2R

Firepower-chassis #scope security

M B de A A3 -

Firepower-chassis /security # deletekeyring name

FATANESS

Firepower-chassis /security # commit-buffer

LA 75 0 s B 3«

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

MFRZE1E =

FHiEZ |
il i SR RAL T 32 5 A R

Jl EF FX0S CL FoE 57 22(2)
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#HHTIPS [}

pz A BN W

Firepower-chassis# scopesecurity

P2 WERARE 2 E TR
Firepower-chassis /security # deletetrustpoint name

B3 RS
Firepower-chassis /security # commit-buffer

PAR 7 B R 52 A5 A s

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% F HTTPS

B EARGHE

Firepower-chassis# scope system

P2 HEARGIRSSHE:

Firepower-chassis /system # scope services

FIR3 A0 HTTPS k%
Firepower-chassis /system/services # disable https

TR KHESIRAR R AN E

Firepower-chassis /system/services # commit-buffer

LAR /sl A% Bl HTTPS JH42A8AT 55

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

fic & AAA

AFRIINHGRRAE AR . A REAE R, ST 8.
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AAA ARG, TRV SNSRI UT I SERE s DA 8T DT SR O IR 55 HEAT UF 2
P A4 S o SRS RENS T vy R A W 4 R 2 A VT 5 AR O HEL L

B4 5IE

S uEseft 7 — O R T Rk, RO R e T AN RO P A A RO, R
BT VTR . AAAJIRSS 3K ™ 00 5 3 Btk SR b el P vh A7 i 1R LA Y P AR UEREAT LA SR
SEUEVLES, WAVFHI U7 P2 WEREIEAVLE, W5 Oy RN, IR L2871 o

65T LA Firepower 410019300 HUARL TS BUBI BB RERE T 2 GY0AE, (LI LA N 221
« HTTPS
« SSH

TR

&

FRCERAT SRS R W58 SR Ve U7 I RS S 3. SRR s ST o 0 AT S e )
] RESRABUZH AT & TR (5 ) 5% 20 o

=it

I T AR U e 0 A P PR B, 3R] AR A AR e N T B P A o i 0 T ik

PO . ORI IE SRS TR G RN T AR EORRAT I, X2 S T AT BRAa il
I R0 TN TR IR S sy BT B

BRI, FFICKZBERRZE

T USRI T S B R D BE AR AT DR S BB IR D RERC ST o AR 2 2R S0 T P ik
TSR EAE. AT DU K haE, o n] LUK LS S i M B RERC 5 A6 AT o

AAA FR 525

AAA RS0 P T BEAT V7 PRI M 2%l 55 as o SO IR T T VUMM o SEBUH] T S8t ki, X2
SRR A 28 1o 3 B0 E (1 1P RN ) MR LS BEYSORIAIR 55 o AL RS I T AN Kt DA T I B, K2 %
VRS s A 1

AR S A

Firepower HUAR4E4 AT HI ™ HE B SCAFBUFS AAS L B e o 45T LUAE R AS Ui A QO AAA iR S5 2%
ARG S IAE . AN .
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B & LDAP 1R =

B & LDAP 22 FrRY B 1%

TEICAE S5 TP OB 1R JB M) T I 2R 2 () P AT S IR P R e 5 2 BB . U R BN R R e B d5 AR
XL/ YL, Firepower B4 R AR RGN AT F 1% 0% B I 2B BRIA R E

WSATH Active Directory {£ 5 LDAP lx%5+#5, i {E Active Directory k554 HH A g A ik F DAY
Firepower HJ§ et R4 . JLik P N EEIERIHAM %0,

BEN 2 AR

Firepower-chassis# scope security

HENZ4 LDAP st

Firepower-chassis /security # scope ldap

AR5 i 58 B P R SR AT B PR R

Firepower-chassis /security/ldap # set attribute attribute

PR A 5 i 5 DX A4 R S A T Bt A R

Firepower-chassis /security/ldap # set basedn distinguished-name

AR A5 4 o i DE A 0 SR A T O PR R
Firepower-chassis /security/ldap # set filter filter

BEEAEVEW] LDAP IR d5 & ORI AT,  ZR G A5 IR 5545 A H Wiy 7 A I 1] ) g -

Firepower-chassis /security/ldap # set timeout seconds

RAE S IR R R I

Firepower-chassis /security/ldap # commit-buffer

LUK LDAP J& 1 15 B4 CiscoAvPair, H43LRHX 4 B & K
“DC=cisco-firepower-aaa3,DC=qalab,DC=com” , KL JE#4F W E A sAMAccountName=Suserid,
IR E R 5 8, I HARASAT 55

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

BRI FXoS CL B Ei5/ 222)



Taigs |

B @swarisEsr

A

FR 1R LDAP H ) userdn L 255 NFARF, B SO RN
FETRAVIRE
B LDAP $24LFE T
£l % LDAP 122 F

Firepower nJ ™ e 4§:/E RG2S HF 16 /> LDAP 124757

FrigZ |l

W HRALH Active Directory {£ 5 LDAP lx45+#5, 15 1L Active Directory k554 HH A g A ik F DAY
Firepower H]§ et R4 . SLik P N EEIERIHAM %0,

UK

N
Firepower-chassis# scope security

24 LDAP #3:

Firepower-chassis /security # scope ldap

@7z LDAP R&5-8% 5245, HEN 224> LDAP IR #atiak

Firepower-chassis /security/ldap # create server server-name

R SSL &R H, server-name GE Jy IP Huhibok FQDN) WA IR i UCHC LDAP AR 45 28 % 4 A UEH 1)
EHAFR (CN)o FRAESE T IP Huht, 50 E DNS R45-5% .

(AIik)  BCE LDAP JETE, HIKRAEAE A i (0 X ik EAH -
Firepower-chassis /security/ldap/server # set attribute attr-name

VLB PR e DR . RG] L3 h A UG AT s 1 4 PR 1 fEL
A AT, BRAECCA LDAP SR ALFE 738 T B0 E .

(ATi%) {ELDAP R AP BT E X B 4%, BRI Gy, e & s0f HR G =K
HRAE L 43RO - 1f) DN IF, - IR 4548 B M IR 4 R -
Firepower-chassis /security/ldap/server # set basedn basedn-name
HLfith DN A AT ABCE ) e KR 255 NP5 2 CN=username 1), Horp,  Ji P kiR 2l 4l
FH LDAP S 43 53 1E Uy W] Firepower HUAR 5 BE#5 5 FXOS CLI [z fE H /o
ZAL A I, BRAEC N LDAP 3R AEFE P B E T BRAJERE DN,

(M) LDAP $dii Ak # B X 544 (DN), %MK 7 6 56l DN R (19 TG 5 G40 e R &
BB :

Firepower-chassis /security/ldap/server # set binddn binddn-name

SCRFII IR TAT RN 255 A ASCIL 745
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\

TR

TIE13

TIE14

15

B & LDAP 1211125

(FIED K LDAP #82 BRAIG VLIE o SCRLuE S 446

Firepower-chassis /security/ldap/server # set filter filter-value
AR AT, BRIECh LDAP $240FE - BEE T BN JE8S
S E b gE DN 485 1) LDAP i ek 7 1 5w 20 -

Firepower-chassis /security/ldap/server # set password
W] LU MT B ARE ASCIT F4F, HA5k&. § (OF5) . 2 (a9) 5= (Z55) B4,
BORE R, EEEEN set password fiT2 5, 1% Enter 8, JEESRAT bl N % PIME .

(HIEE)  $i55E Firepower I JE4RAF RS0 A AL HRAURE X P EAT 5 03 B0k (R 5 -

Firepower-chassis /security/ldap/server # set order order-num

(k) $ee M T5 LDAP M4 #8845 10 1 . ArdEs 5 4 389,

Firepower-chassis /security/ldap/server # set port port-num

5 LDAP R&5#sim s, o FEEE a4 ] -

Firepower-chassis /security/ldap/server # set ssl {yes/no}
IR -
s yes- WU o ANSRINETCIE R, R R
*no- ZEFH N . S IIEAE B LA UKL
LDAP {{{ H] STARTTLS. X foVF i HI3ii 1 389 BEAT i A

T RGAERN 2T, ZRIE R LDAP il eI B AL 2 (IS 1] CLARR 4 A7)

Firepower-chassis /security/ldap/server # set timeout timeout-num

BIN—A T 160 BbZ IR EH, BN 0 (%), DMEEHIA) LDAP $2AUFE 548 i 1142 Ja) i i

fH. BREN 30 s
FRE It LDAP SRR /7 B 55 45 R A0 7 B A L 7 -

Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
METBR -
* ms-ad- LDAP $2 {127 & Microsoft Active Directory

* openldap- LDAP 2 {itf% /5 A 7& Microsoft Active Directory

CATE) J FIEAS A A RA 2
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
ER O SRECE R SSL R A
e
Ko IR RI R A

Firepower-chassis /security/ldap/server # commit-buffer

BRI FXoS CL B Ei5/ 222)



BCE LDAP 12172

F

FAKE

PUR -l G 44 2 10.193.169.246 ) LDAP IRZ5-25 5561, BoEE DN %15, U+, . SSL i
B N EEN, 9 HIRAESS

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis /security/ldap/server* # set order 2
Firepower-chassis /security/ldap/server* # set port 389
Firepower-chassis /security/ldap/server* # set ssl yes
Firepower-chassis /security/ldap/server* # set timeout 30
Firepower-chassis /security/ldap/server* # set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis

/security/ldap/server #

DU 7 G 44 A 12:31:71:1231:45b1:0011:011:900 1] LDAP IR 225241, FUEYlE DN 255, i

J¥ i1, SSL.

)I/)X-Lﬁ\

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

PN Rk, JF HARACAESS

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis /security/ldap/server* # set order 1
Firepower-chassis /security/ldap/server* # set port 389
Firepower-chassis /security/ldap/server* # set ssl yes
Firepower-chassis /security/ldap/server* # set timeout 45
Firepower-chassis /security/ldap/server* # set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis

fBR LDAP 12 {432 7

T

FIR2

_IJ:_qm 4

HEN 22 A

/security/ldap/server #

Firepower-chassis# scope security

HEN 224 LDAP R

Firepower-chassis /security # scope ldap

TR Fig 0 (1 IR 55 2+

Firepower-chassis /security/ldap # delete server serv-name

FAESTIRAL B R AL

Firepower-chassis /security/ldap # commit-buffer
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meE RADIUS 121tz I

LLR 7RIS 44 4 1dapl () LDAP %5 5%, I HARATAT5%:

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

fic & RADIUS 12232 =%

B & RADIUS 1R FRIE S

FE AT 55 RO ) J P T SR B P BT A SR (R e S T S R BN B . R MR R P A AT
X LE R PRI BEE, Firepower I E4RAE RGORHAL ] 1% B0 B I RIS BN B

BEN AR
Firepower-chassis# scope security
B %24 RADIUS 3K
Firepower-chassis /security # scope radius
(AFi%)  FREAEE MRS #8 COCIZ AT, TRl 5 RADIUS 45 @ 2EAT 1845 KL -
Firepower-chassis /security/radius # set retries retry-num

(i) BCEAETEWIIRS 4 ORI AT, RGNV AFRF RADIUS JIR 5 A i S 8 I [7) 7] g

Firepower-chassis /security/radius # set timeout seconds

FAESTIRAL R R A -

Firepower-chassis /security/radius # commit-buffer

LAUR 7K RADIUS B8 B 4, Kol (] Bg v B 30 #, I HARALAESS

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

ETRARIE
B RADIUS $2fLF2 .

£1]32 RADIUS 1232 =

Firepower N4 R #efE R4 i % 3 FF 16 > RADIUS $2fE72)7 .
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FaigE |
B &= rabius 2R

pz A BN W

Firepower-chassis# scope security

P2 P %4 RADIUS #isl:
Firepower-chassis /security # scope radius

LR3I {7 RADIUS RE-2% 5241, HEA %4> RADIUS IR45 23453 .

Firepower-chassis /security/radius # create server server-name

T4 (T f5E M T 5 RADIUS Rg5 deil 5 i 1 .

Firepower-chassis /security/radius/server # set authport authport-num

$£IEB5 ¥ E RADIUS [R5 28 %4
Firepower-chassis /security/radius/server # set key

LREEYPIE, TEEA set key @72 )5, 1% Enter f#, JFAESLRIT AR PIE.
TI6 (k) S A U o

Firepower-chassis /security/radius/server # set order order-num

TR Ok BCEAAEUIRSG A QR FOB2 S RADIUS g5 S5 EA7 0A5 (KK

Firepower-chassis /security/radius/server # set retries retry-num

TR SREAEEWIINSS S ORI AT, RGNV AR RADIUS JI g% a4 i i i 6 i 1] 18] B o

Firepower-chassis /security/radius/server # set timeout seconds

Br WERECH RADIUS R AUR P BN 38 S B0 iE, @ iU B w1 Timeout
fE.
TR ARSI E(ES:

Firepower-chassis /security/radius/server # commit-buffer

PLUF Rl — 444 radiusserv7 IRIIRSS 2855450, K5 B 0350 TF iy 11 12k 5858, K2 AU E N
radiuskey321, BT UE D 2, W ERIREBE N 4, KM E D 30, JHHHEESHEAE,
HAEAT 5

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv’7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2
set retries 4
set timeout 30

#
i
#
# commit-buffer
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m & Tacacs+ 12tz I}

fB% RADIUS 2 {12 =

BEN 224

Firepower-chassis# scope security

Bk %4> RADIUS f5:

Firepower-chassis /security # scope RADIUS
TR 415 R R R 55 4% <

Firepower-chassis /security/radius # delete server serv-name

RAE SR BN RS E

Firepower-chassis /security/radius # commit-buffer

LR 7”5 B8 44 4 radius] B RADIUS RS 28, If HARASAT 55

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

BcE TACACS+ 12 {12 F

BC & TACACS+ tRfiti2 FRYE 1%

10 AT 55 A C 5 1) P T T eSS IR (R e A SR (R e e T 5 BRA W i SR AN R e R AT
X LC R R (1) B, Firepower AJ 4 JE#AT R GURHT i B T 2B BRIA B

BEN 22 A

Firepower-chassis# scope security

HEN %4 TACACS+ 1
Firepower-chassis /security # scope tacacs

CAIE)  BEEAETE MRS s ORI, RGNS TACACS+ [R5 i A A ey I F) IR 1) [ o

Firepower-chassis /security/tacacs # set timeout seconds

FAESTIRAL B R AL

Firepower-chassis /security/tacacs # commit-buffer
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aigE
B s TAcAcs+ RitERF

PLUR 7R B TACACS+ HEI [AIR7 e BN 45 76, I HARAAT 55

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

FETRAVIRE
B4 TACACS+ $2{LFE T

172 TACACS+ iR {12 FF
Firepower AJ 4 R RGi i % S 16 > TACACS+ #2117

T ARG

Firepower-chassis# scope security

PIR2 N4 TACACSH Bl
Firepower-chassis /security # scope tacacs

P$IE3 Al TACACSH g5 st BEN %4 TACACS+ RS #sbiat:

Firepower-chassis /security/tacacs # create server server-name

SB4 HE TACACSH g5 2% %4
Firepower-chassis /security/tacacs/server # set key

PR EPUE, HERN set key iy )5, % Enter #, FFAESE 1T A HYIE.
FIS (k) i IR S5 A5 AU o

Firepower-chassis /security/tacacs/server # set order order-num

IO FE RIS A DR T, RGN TACACS JRS5 AA1E H v [ PRy A ) 5] B «
Firepower-chassis /security/tacacs/server # set timeout seconds
B WURECH TACACS+ $RAEFE b FE R 2= 5 Bk, SRS C B AR R I
fH.
P|T TR FREH T TACACSH R4S Al A ¥ 3 1 -

Firepower-chassis /security/tacacs/server # set port port-num

TIR8 K HS IR AR E

Firepower-chassis /security/tacacs/server # commit-buffer

PLUR 7B 815 44 M tacacsserv680 (ARG 25 5L, K5 % EH W & M tacacskey321, FIFiE N 4, FH
Y6 UF s 1B Sk 5859, FF HARATAT 45

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key
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Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

i BR TACACS+ 1R 12+

K

BEN 2 AR
Firepower-chassis# scope security

HEN %4 TACACS+ 1
Firepower-chassis /security # scope tacacs

TR Fig 0 (10 R 55 2+

Firepower-chassis /security/tacacs # delete server serv-name

FAESSIRAL B R AL

Firepower-chassis /security/tacacs # commit-buffer

PLF 7= 44 4 tacacs] [f) TACACS+ HlR4s4%, I HALATAT %

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

BRERGHE

N

A48 H B Rk A e 10 B RIEAT R H AT P R P IR S5 s 10— P55 . KR Al
Frp R R G H SRS ST B TIL R HAEMER M . RGEH BIRSH2 M IR A SCb v, i
R ] FE B SCPFT R . DO MO 3l sk H T H USSR R I KAt . R0
B IR S AR BT ) o

UK
BEA MR

Firepower-chassis# scope monitoring

JA B [ 6 Sk R G H

Firepower-chassis /monitoring # {enable | disable} syslog console

(AT I BoRiRIGHE B0 WRARGHECRHM, REKARESG LRt kLl b
THE . FONEIE R SR = BHRAUE U e BN “ 5 (Critical)” o
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BEERFAE

$IE10

TEN

rags |

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

JRH AR A R g iE R G H S

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(Ali) PR R B B 20 . RRAASIRE CH M, RE0K Boritbgon & UL EWE . &
I B SR R A e BRI 4 o BN “™ 5 (Critical)” o
Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}
AR AT terminal monitor v 25, AL R ALAS ERRIGT “ M (Critical)”
) B L
Jet T BAE ] ) R 48 H B SIS N RS H & B

Firepower-chassis /monitoring # {enable | disable} syslog file

FRE WK B ST A fR . SCF A T iR ZAE 16 N FAT.
Firepower-chassis /monitoring # set syslog file name filename

(ATIE) IR FEEATA SISO s I B0 . R SPIRE TR, RGAE R S8 H &S A7
it 200 S LA B R ZOn 1 I04% B SR s BRI S o BRING0 A “ T (Critical)” .
Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

(ATIE) TR RS HBoBH B8 S i I R 0T, TR RS RN (LA B o YT
1 4096 F| 4194304 715 .
Firepower-chassis /monitoring # set syslog file size filesize

BLE [ 22 = AMEAR G H SRS A KX RS H B R -
a) i HEEE iR 2 =AM RS H SRS IOE RGN BHE

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b)  CA[iE)  EREEAFAE RSN LS M BARE R0 . wRER HFRCE R, RG0S RS54
FIR MG B A i e RO T B SR B A BRI 21 o BRI ™ T
(Critical)”

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

©) fifE CHRE M R G H SRS S LA TP k. LR Th B2 256 M5 .
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} hostname
hostname

d) ik e n Ci R RS H SRS S ROE N R G H G R EL S R B
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

P B AR . 0 S5 2 ] A T R R A ORI AN LA iy 4

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
XATLE BN Herp— Tt
* B 1% (audits) - J5 T EEE T P A s 2 4H0E ) H ARl k.
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* B (events) - Jii FHBZE RPN RGEFAFI0 H LK.
* WIBE (faults) - Ji H B4R HI P R Sl i H Sl >k

T2 NS
Firepower-chassis /monitoring # commit-buffer

LUR 7Rl d a0 e e FAEAS 0 SCA T b A7 ik R 48 H 33 BT HARASAE S5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

BcE DNS AR5 =5

WUER R GEEROK AL M 1P Mk, 575 %545 € DNS JIRS5 4% . Bilan, i RAECE DNS flk554%,
MAEAE Firepower HIAH FRCE AR, AREAEH www.cisco.com 4R, B H] BETT L248 FH e 25 4 1)
IP Hhl, LT LU IPv4 5 IPve Mkl #5052 n] LARCE 4 4> DNS g4

A

R AL DNS g asit, REXCMERBEHUB PRIk 4% o WERACHLAE P iy 4 25K DNS iRk 55
i, E R RELABENLIN 142 3 4 DNS k5545

UK

B ARG

Firepower-chassis #scope system

T2 EARGRSHA:

Firepower-chassis /system #scope services
PR3 AR DNS IS4, IEMAAN K2, W N s:

* FLE KRG LME I HAT IR 1Pv4 5 IPv6 Hihi-f¥) DNS fIR45a%, 5T LA R4k
Firepower-chassis /system/services # createdns {ip-addr | ip6-addr}

* LMK BATHR € IPv4 5L IPv6 Hikik (1) DNS JIRS54%, AT L R A
Firepower-chassis /system/services # deletedns {ip-addr | ip6-addr}

B FX0S CLI B2 & 157 22(2)
I -El



ECE DNS AR 5585

FERE

TIRE PRSI RRASRE

Firepower /system/services # commit-buffer

DL s E B B 1Pv4 Hidik 192.168.200.105 [ DNS IR 45283 BT %

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 192.168.200.105
/system/services* # commit-buffer
/system/services #

DL 7 e B H 4 TPv6 Hidik 2001:db8::22:F376:FF3B:AB3F [1] DNS 45 %8 3 H LA AF55

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 2001:db8::22:F376:FF3B:AB3F
/system/services* # commit-buffer

/system/services #

DL 7~ IR EL AT TP Hudik 192.168.200.105 (1] DNS A5 28 3 HIRATAF4%

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Jl EF FX0S CL FoE 57 22(2)

/system # scope services

/system/services # delete dns 192.168.200.105
/system/services* # commit-buffer
/system/services #



10.

#

EOEE

* KT Firepower %AW &1, 5 131 1L
o gmEHEEEME . PH 133 W

o Qg @, 2 134 0T

o MUE PSS, P 135 0

s AECZEED, H136 1T

5% F Firepower £ 218 &30

Firepower 4100/9300 HLA S £F 5—4% 111 DL & EtherChannel (i | 1i#i& ) 4%11. EtherChannel %14 %
A DU ] — 2R A ) 16 AN $ M.

Vi3

EORE

o

O LRI IR —:

« 5045 (Data) (BRINED - AREFEIB R4 2 ML= 5 0

* &P (Management) - 1] L7E@ 5 £ Z L2 B 11 KRR M B 4 7 Tl — AN B
[
1. Firepower US4 N HT A, Py R4S B 17012 Wi B L RVAS BIOZ AR 4 1 2 TR AT 3L =
BN 5 B AR DS . T RCE RS PR 2 Firepower B B H Lo
EABAT IR SSH IR SS-#s HAT AL B O ARHB B 3 90 00E . TP HbhlERIER S S 1 v] LM configure
network @27t CLI FRCE 'S, ol LINEHET.0IEE (Devices) > R &ZE R (Device
Management) > 1% & (Devices) > &2 (Management) [X 32 57 2§ IP Huhik,
W@z 0 a] LE R H A 0% & (Devices) > X FEIE (Device Management) > 3% [0
(Interfaces) b 7 b R 58 0 — il AT ic . AR 2 Wi g nak ). 2 W RS 82
F SRS VBT LDAP B RADIUS S8 S Bk o it SR AR Se v 33 11 1) SSH 7 1),
T LR R4 SSH U M FL B2 Wik 1. i2Wre L Vg B, A RvrEd i E .
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* Firepower Fi{}: (Firepower-eventing) - 4% ['1J& Firepower J&PM07 1l e 2% (1) — 4 BREE 11, 24T
AL, WA Firepower BB CLI L fc & 3 IP Wbk A A%, #lin, el LUKE
P EMESD (B35 Rk, 8 2 Firepower B B0 is 2 2 2% T Y] configure
network 1% .

* B (Cluster) - I AR 4R v (Rr 2 2 LR SR 1 2 70 I B SR AR 1 e it LAREA T
B AR . BOANEOLT, RGiafein HIHiE 48 1 B3 QR LA B FER .

)

AR BT DI Firepower B FH1L R Firepower Jg P18 CLI K AN EATHERS . 73 SR o 1 4
FIECE R IR o — HRRE AN I TG & MBS, BT PRAE S T M. K5, R E ALk
#| FXOS #LAf -

TR T P IBEOGH 18T LA B
o AN g 112 LA 2B E— o 3 1 — EUIAN— A AIBRT, 5 0iE IAJAR AT IR
o FUAT AT B v 1 Mo 1) 000 S0 1 4 ) BURC D P IBRRT

HREFEMER, ESH (Firepower HHIFULACE ) T “HCE IPS THEZDRNEEE” £

A

P55 e X

X} T Firepower J& Wi fHl, Firepower 9300 F14100 F 41 - 1 S 464z OTH o V165 R A 55 2% D) R
BEAF: 55 % T A5 FRUINT A DR 38 52 7 PR DR KT Z [RI AR i By o AR SR BB R AR B I, kT g ml
THEFE M 2SI

Tl A1 55 B D REAE AR 57 B N P TP AT IC B o AT SO L4z 1 R iR o5 0] eIl FIAE ASA
AT Firepower Ja il B 481N, FH o BB 11 o VARG, ST 23 320 UG B LA SRS R ThRe e 1.

T SRR AR T B2 % ThRE, 5 20F G E R EtherChannel; 750U, 48 Wl R 6532 LA A %
14 N (K] EtherChannel Ji 1

X T RAU R B B8 I ZS B4 0, Firepower Ja3 By B 1 S 4 Al 1455 1% -
« Firepower 9300
* Firepower 4100 %41

X LG5 1) 52 SCHFRE A 55 1 ) 4 B f 4«
* Firepower 6 %ij [l 1G SX FTW FLA7 56 W 25 BB (FPR-NM-6X1SX-F)
* Firepower 6 %ij 1 10G SR FTW A7 %8 9 Z5 #5 5 (FPR-NM-6X10SR-F)
* Firepower 6 %ij [l 10G LR FTW FLAZ 5 b 2% 5 H (FPR-NM-6X10LR-F)
* Firepower 2 %ij I1 40G SR FTW .47 58 [ 45 Bt (FPR-NM-2X40G-F)
* Firepower 8 i I 1G 445 FTW FLAL T8 B 24 AL (FPR-NM-8X1G-F)

I E7% FX0S CLI B & iR 22(2)
|



Bzt |

i 55 it S BEA T LA g 110
1.2
3. 4

*5. 6

7. 8

SNEEE

Firepower 4100/9300 HLAERIAJG FH EWiS e . BEAE Firepower 4100/9300 HLAR |2 1) e 4 1 4%
R BN, BTN ERE OIS GG MTU W

Firepower 4100/9300 HLAH F N H S HEHI 5K MTU 4 9184,

mIEEORM
UK

p A NN JRE
scopeeth-uplink
scope fabric a

T2 AN
enterinterface interface id
enable
A5

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

ER RRESME SO D i D TE R R o A SRS AEAE D i I E A5 PR B A H] enter
interface 5\ scope interface %, B —RHRIH L, U ZATEAE. NG H] enter
interface T 11, SRS FRREHE VS 0 2] g 113
HW3 (W) WEEOR,
setport-type {data | firepower-eventing | mgmt | cluster}

T

Firepower /eth-uplink/fabric/interface # set port-type mgmt
data JHET NIRRT, 15 0)EFE cluster JHET .

S|4 (alk) WEBOHEE.
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setadmin-speed {10gbps | 1gbps}

il
Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

PS5 ACHE:
commit-buffer

Bl & im 188

EtherChannel (tHx A Hi#E) &2 LA A 16 ANA—REK RN,

:l Firepower 4100/9300 L4 £1) EtherChannel i, EtherChannel ¥ 4L T-#E&E (Suspended) R34, H 2
1 e AR WA, R PR BE M 2 JEIE Y . EtherChannel 76 L N5 N KR Hi#E#E (Suspended)

* EtherChannel ¥ JI1 4 A 373 58 182 % (1) 5080 B A 20 1

* EtherChannell ¥% 114 1 9 SRR — 5 73 (1)@ 45 15 46 1A #R B CCL %y [

* EtherChannell 78 A AE N BERE— 0, HADH — A ABHOINN T R0 18 455 15 25 10 £ v
I

IEVE R, EtherChannel 758005 7 BC R B B A BT AN 1B TAE. WS N2 H 13 %4 %% EtherChannel
B HBRIZ 515 %%, EtherChannel ¥k &2 A #£#2 (Suspended) K7 .
Fraa Z 8

Firepower 4100/9300 HLAH AN AL A Rk #7145 I W38 (LACP) #5230 T 32 ¥ EtherChannel. AT CH
RN T REEA 550 (Active)” B, DAL AE M7

g2

T ARG
scopeeth-uplink
scope fabric a

T2 Qg I miE:
createport-channel id
enable

pZ KRNV AL ARE

createmember-port interface_id
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w5l

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

TR (T BRI
setport-type {data | mgmt | cluster}

i

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data SCHE T BN . 1521168 cluster KB, BRARZDRE S 1 SRR A R Bk, o AN
BRI B

WS Cn[k) Ay iy I IETE R T AT s DR 80 A 1 U
setspeed {10gbps | 1gbps}

i

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

L e

commit-buffer

== AN &
e & 97 S .4
DL B4 20 A 4R A I 23 S s 5 LUT] T Firepower 4100/9300 HLAS . #8w] LIAE 14 S0 4k 4 it 4
A~ 10 Gbps %fi 11, f8E #2440 Gbps % 11
FIaZ 8l
FAT 55 6 T BE A3 AN 1] g 23 323 TG R .

TR EEEH S WAL T a4
) BN

scopecabling
scope fabric a
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b) Gl

createbreakout network_module_slot port

el
Firepower /cabling/fabric/ # create breakout 2 1

) P :

commit-buffer

RRIER ARG . BEZ DS, NAEKH commit-buffer fir4 2 BT AIE T 7 3.

T2 EE /M E S I, AL

a) HEANHE
scopeeth-uplink

scopefabrica

scopeaggr-interface network_module_slot port

R RESRBIAE S A A i 1 A ESZJ\ 4 1 o T SR AEAE DAy Sy 11 300 T B2 B2 )42 1 LﬁFH enter
1nterface 5Y scope interface 7%, RSB —FKHIRHE, BN EALAE, BRIZL
{iF] enter interface fiv2-gmiH 4% 11, AR5 FRRE LV In 21 I
b) {ifi ] set iy 4L 4 130 Rty 12878
1§ F] enable ¥, disable fir2 ¥ & 2 1 & BUR A
©) $EATHLE:

commit-buffer

EREREEMO

T LU MR A VU L O e PR

p AN YN AREEW
scopeeth-uplink
scope fabric a

T2 WoRHUA R C k0.

showinterface
AR UbYIER P AR g I8 e 2 g
[

Firepower /eth-uplink/fabric # show interface

I E7% FX0S CLI B & iR 22(2)
|



Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data Enabled Link Down Link failure
or not-connected
Ethernetl/3 Data Enabled Up
Ethernetl/4 Data Enabled Sfp Not Present Unknown
Ethernetl/6 Data Enabled Sfp Not Present Unknown
Ethernetl/7 Data Enabled Sfp Not Present Unknown
Ethernetl/8 Data Disabled Sfp Not Present Unknown
Ethernet2/1 Data Enabled Up
Ethernet2/2 Data Enabled Up
Ethernet2/4 Data Enabled Up
Ethernet2/5 Data Enabled Up
Ethernet2/6 Data Enabled Up
Ethernet3/2 Data Enabled Up
Ethernet3/4 Data Enabled Up
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11.

#

BRI

« RTEMBs, #1390

o GIEAST R, 2 140 BT
o« FRELERE, A 146 U

o MUEMRSSRE, 2B 171 0T

o EIWHRA , B 178 1L

A Y 1 [ - | \rL
XFZEEE
BB %I, Firepower 4100/9300 AL & #1541 #0452 AR AR 4 5 | 3 RE 7 B B R
IR O BB MR BN R 8 I 2 By 5 15, S8 FHLAR N BRI O T HEIX B Firepower HLAH
LRI RO E R R A
AT LB DL R R —
* J37. (Standalone) - #&1] LA 22344 Firepower HIAH 1) REAN 22 ATy [ G g MO I8 AR W 4%
« 85 1f (Cluster) - R EERE, 480] LUK 2 AN AR & i — M@ I & . SBHEEAA AR A
AERAEEEYE CRPEL B AW ,  [RIE AR ST LA I A AN S U4 T
Firepower 9300 55 2 B 25 SCFEH AR N A AE

A

ER AEFF 2N B Firepower 4100/9300 HLAR L, e G 7 sRAERE— RSB (K2 4R ¥ 4
Betgilhill, WAREC =, WAREAE D EQIEMNIE b, SRR
(RIPANE HEBE 2 B AR A

B FX0S CLI B2 & 157 22(2)
I -El



BEgE |
B ognusmsEss

S

AR QUREIELERC AR, W AENUAT T RIPTA B L m] R BN AN RN
IERAF2RA . TR, BT LUSA TR E B SRR AN RIRRCAS , (HBITAT B Ll Zi G 508 ] 2R
(KB

B IR IR &

10T LLA 2225 4E Firepower ALAE HH IR BREAN 22 A8 b/ 5 [ G0 i Bl T (1) 38 3 8 4% o

132 I LAY ASA 1ZEEIR &
AT LA Firepower 4100/9300 LA 1 22 2& I REAS 2 A EEY/ 514 QM 28 1% 4% . 7E Firepower
9300 252 25 b, WREERE TER, NWLEAEMar @ik g, B EMRER, R4
[FIE] P YA
A

ER B, I LlEedi s =7 Radware DefensePro ERISE G, VENAL T2 F ASA B K RE [T
#) DDoS #HllFE R RS GES WO TIRESHE , 5 171 70 .

A
ER BLAHENUVRE T BT AR 2R R SRR FATASSCREE R AR R . TR, B
By LU A T4 8 WA RN R RCAS , - (H BT R b Z e 5 /] — SR Y R 8 AR e 46 o

FHIaZ Al

BB AEL P TR B 4 0 S A L R T A, DAL SR BT (320 4
CEBRMRIZIRS 5179 50 .

* )\ Cisco.com F#EH T2 & &N HBUE GES R Cisco.com FEMBUEL , 50 70D , K
JE WU T 82 Firepower 4100/9300 HLAE S P IE B A A T 2031 Firepower 4100/9300
HUAH ., 25300 .

o TIC B 1 A A2 AT IR 4 R 1

I:l P2y

« & I B LE Firepower 4100/9300 HLAR H 388 % H B K 50 ASA
puk S
W1 NS

Firepower# scopessa

T2 QIR

Firepower /ssa # createlogical-device device nameasa slot_idstandalone

I E7% FX0S CLI B & iR 22(2)
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$IE3

T4

tmsrrg ASA ZiEeE I}

N IERBL U

Firepower /ssa/logical-device* # setdescription "logical device description”

lF SRR 2% 70 i BN A 4 1 -

Firepower /ssa/logical-device* # createexternal-port-link name interface idasa

Firepower-chassis /ssa/logical-device/external-port-link™* # exit

name [ Firepower 4100/9300 HLAT L5 | BEAAFH] s EAS R TE 2 ABIHC & R A I3 L 0K . X354
GARE - wi g

FeEE MG SR ER:
a) QIS FRFR:

Firepower /ssa/logical-device* # createmgmt-bootstrapasa

b) Gl e FH A

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
©) BEBE:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # setvalue

fl: password

d) B R IV
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

©) MCEE B IP Hukik

Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot_iddefault

£) Ve W SCH

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address

g) % E IP Huhil FIHERS .

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setip ip_addressmask network_mask

h) SE A HE P R E TG

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # exit

1) RS SR PG A

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

AL |
commit-buffer

ARG EAESS -

Gt

Firepower# scope ssa

Firepower /ssa # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # set description "logical device description"
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
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B oEnsammEEEss

Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: <password>

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 1.1.1.254

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # show configuration pending

+enter logical-device MyDevicel asa 1 standalone

+ enter external-port-link inside Ethernetl/1l asa

+ set decorator ""

+ set description "inside link"

+ exit

+ enter external-port-link management Ethernetl/7 asa
+ set decorator ""

+ set description "management link"

+ exit

+ enter external-port-link outside Ethernetl/2 asa
+ set decorator ""

+ set description "external link"

+ exit

+ enter mgmt-bootstrap asa

+ enter bootstrap-key-secret PASSWORD

+ set value

+ exit

+ enter ipv4 1 default

+ set gateway 1.1.1.254

+ set ip 1.1.1.1 mask 255.255.255.0

+ exit

+ exit

+ set description "logical device description"
texit

Firepower /ssa/logical-device* # commit-buffer

B I B B IHIZ R IR &

N

&I LLR Firepower 4100/9300 AL H 2B (R REAS e Ay 5[4 Q) 7@ 5 1 # . 7F Firepower
9300 &2 A b, IR CRCE TR, WGk ML R A . T MR, REA
REHC BT

pEd =

N

B, AT LLLRE S = 7 Radware DefensePro lERLT- &, 1M T2 bk | Firepower J& i i
THIZHH VA% I T 1K) DDoS KrAIT R S GBS OC T IRSTHE . 25 171 10 .

e

RO IRAENUAE AP AT B b 22 A — ST H AN SRR A AR B R A TR, A
Ben] LIS AT 58 B B AN R RRAS , AE T AT BB A 20T RC 0 7] 2RI R I AR e 4%

FHi6 Z Al

o TSR TR A 1 2 AHE S L R T AU SRR A T
GEZ MR . %179 50 .
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BHERE

nmrempmsEss I

* M\ Cisco.com | Z 2 T 8 v 45 1 N % (S M Cisco.com FERAZ , 2K 50 T , 2R
Je ST %21 Firepower 4100/9300 ALAH (I 2 )42 4 1 2% A0 A 8 T 45 21] Firepower 4100/9300
U, 285300 o

o P R AR T A AT A B 1 o SBIE AR DI B — AN B A g 1 B, SR aT DLAY
# Firepower i 11, R4 FAFHma (4l Web F)

UK

BEN A RS

Firepower# scopessa

Bl ESA ERB SR

Firepower /ssa # createlogical-device device nameftd slot_idstandalone

device_name tHFirepower 4100/9300 HLAFE H1L 5 | 45 H] T-HC B 8 BRUCE LM ICHL s AR AR 22 A
N AL &

Ir] 2R TR o5 70 PO BRI B 6 1«

Firepower /ssa/logical-device* # createexternal-port-link name interface idftd

Firepower-chassis /ssa/logical-device/external-port-link* # exit

name i Firepower 4100/9300 HLFE & H 5 | BEAE ] EA R 2 A BIHC & A 3 L 20K . X %A
R IPIE,

BB L ST S

a) BIEs| SRS

Firepower /ssa/logical-device* # createmgmt-bootstrapftd

b) FRE P Firepower & H O M TP Mtk
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREPOWER_MANAGER _IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value IP_address

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

©) IREZHEAMBITHA (HhEEY) -
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREWALL_MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
d) i 5E W45 F1 Firepower 5 H 0y B 52 1) 2640 «

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION_KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

fH: registration_key

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

©) FREH TR A i
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

l: password
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2)

h)

)

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

frg BB A e A e THL4
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value fgdn

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Fer s R A AT 160 DNS 4548513 TE ST s

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyDNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value dns_servers

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

frE R R A JIESRIT) -

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keySEARCH_DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search_domains

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

P A B LB
LRI TPva B BRI 5, AT AR #RAE:

1 B IR 5
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot_idfirepower
2 PE M OCHE

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address

3 WE 1P HUHE AR

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d™* # setip ip_addressmask network_mask
4 R IP RV

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
TN IPv6 & LIRS, 1EHAT BL R #RAE
1 QU B X 4

Firepower /ssa/logical-device/mgmt-bootstrap* # createipvé slot_idfirepower
2 P OCHE

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # setgateway gateway address
3 WE P MR FIRTSR

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # set ip ip_addressprefix-length prefix
4 R IP RCE VT

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # exit

IR B SRR

Firepower /ssa/logical-device/mgmt-bootstrap* #exit
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P! R VPR

®

a) Firepower /ssa/logical-device* # exit
b) Firepower /ssa* #show app-instance

7R Firepower Ja iy B 481 B H R ARAS o

c) Firepower /ssa* #scope app ftd application_version
d) Firepower /ssa/app* #show license-agreement

e) Firepower /ssa/app* #accept-license-agreement

f) Firepower /ssa/app* #exit

(W[i%)  %%% Radware DefensePro SE4 :
Firepower /ssa* # scope slot slot id

Firepower/ssa/slot* # createapp-instance vdp

PAT IR P B e — P A @ B R L B G, 82 AT Firepower B 97 1132 48 15 2% (1) IR 25
HErp 4k S0 E Radware DefensePro &1 #s . 152 [ (LM 12 ¥ % EILE Radware DefensePro /55
BE, O 172 TR, M 4 2B TITUR . XFT Firepower 4110 1 4120, 205G BN FH 9291, #RJ5 4 fig
AR ANE .

PEATHLE
commit-buffer

N R SR EAE S -

T

Firepower# scope ssa

Firepower /ssa f#create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
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Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

Tk

B &R

AR, LR 2 G BR AL A RN IS . SRR AT A BRI A EEE B, R
RS RN RSO R I 2 A B IICRTE. 5 2 AMBURK Firepower 9300
SCRENUAT N ERRE, T LUK SRR P I T A BB AL 5 31— AN R R o SB0E TS R 2 HLAR 2041

BERE

/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # exit

/ssa/logical-device* # exit

/ssa* # scope app ftd 6.0.0.837

/ssa/app* # accept-license-agreement

/ssa/app* # commit-buffer

FE—EAIHURT I AERE: WU AL B BE % (540 Firepower 4100 541 FME—E+%.

5% F Firepower 4100/9300 175 L HEE 8%
FERE 78 9 i AT 2 DA K. E Firepower 4100/9300 HLAH L FBF4ERENS, EHATLLF

23

* N B B AE G SR R, CBRIATSOLT . Ao 3 48) o XA AR ([XFR

Firepower 9300) , ULEEE%FIH Firepower 93001 H3EAT AEAFI(E o X THUARRIAERE, FTEFZ)
WM R 1 43 Bd 21 EtherChannel DL THLAR (R I0AE

(LN B ARAE 5| SRR P

LEFRE RN, Firepower 4100/9300 HLFT & B 5 | 84 A% 5 | S A2 P Id B X B0 & E AR

SRR T B e 1 S AR AR T VOB IR A e o T R S 19 0 SCARTFFRE, ml LAAE Y ] 90
5RO K L ) A AT
o B AR A i A 4 11 Ay e 2 AR T

ST HUAR N SERE, B 245 AN FR T EtherChannel, 5 HUAA ] SE#E2RALL . Firepower 9300 5 B
S IHEAE N A A EtherChannel $50AK, $ii & S B 2 3L 0 B 2 AN, AT A] Hicdh 4%

FISRRUHSR] ] T P s oo 0 THUARTRISRARE, A 2000] B A7 K8l 2 11 4 1 25 /9 2% EtherChannel o

)

iR

PRETELE LSS, ANSCRFRANE .

* FARIE BT B o O B

LU B3-S A AR & AN ST ) 5 22 PR A IR
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BHERE

%F Firepower 4100/9300 #/5 L A9 &= 8% [ ]

ITREMHENHLEAE
SERE— AU R V. R B B . AT AR R ) B A
S AUNTE R B BT AL 4805, WS SLIE A B B 46 o

BRI S
ERTRFR T A P g 1 OE 0 48 B2 11 A AT Q%8 . T HLAR ARRE, IR A OB 0. XFAL
FEREERE, 2K — A2 A2 R N3 EtherChannel.  MEAERESS MY EtherChannel )] Firepower
9300 BT LA AN ST ISR TE IR A
XFT AL 2 AN A HUAR TR T, 5 2) HER SR R BB A — DU 20 5 — MWL . iR E
PP D, W was AR, SRR RS KA, 2 S EE N B G IR R K
AR o T AN SR AT R AR TS B, BT T B B ) 2 0 TE S & T T

SRR T B U R AR P TR U R AT e U

1% FEALAE (8] £ BE RO SR B H S BE K/
WERETRE, MoK AR HIRE R 10 KN BE e SRR (R P Ak DTS, DA SRR ) B % v LA
3L B e N ol
SEPE T B I U IR S T R R B E A o SR T B I AT 2 8 IS ) P37 R/
ANRAHMNF . e Rt /NI e T 5 B3 i AR Bl B A7 AE KB TP IhRe & . Bilin:
* NAT TR RIS BT AN, 758 B AT 3R (Rl A T ey, f e & 2 IR B 4% o
MR G U, SRR B KRR T I, DR A B I RE K R R R R I

Y A TR AR B LA B SR AR A A B 0 B 4 S S SRS, 75 1 b E LA e AR

~

AR RN PR AR IR (PRI ) R, NS ISR B 0 AR R D

M8 B EEBF R BT R HERR U R
NEER T W e R A R G (VSS) Bl 3l (vPC) P45 o 4 ] EtherChannel 15 8RR
5 . EtherChannel H' (1) T AT HE M A1 1S B BERG o 4T HALE VSS 8L vPC [—HBIr I,  fE] LIk
] — EtherChannel H1{f] Firepower 4100/9300 AR+ HE R H] VSS 5 vPC AR A AL . AT Heb 142
12 [i]—~> EtherChannel Jiif P E 422 LRI, RUN PR & S R AS LA T g — & A3l —FF o
157, It EtherChannel @& W2 ASHLIY), 10 3EES 4% EtherChannel.
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B 5% F Firepower 4100/9300 455 L Ho & 8%

S S S
Firepoweri Firepower2 Firepower3

48 (8] SRR HY SR RHIT B SRR AT R 1

N TR OREEREE TR (DI RE, B Z IR AR IR N 8] (RTT) 55 45 B/ 1~ 20 2240 M KAEIR RE 4%
90 55 AN [l B, B2 R R DA R e R I o BB SEIR, TS B L 1) AR IR B i _E 4R AT ping
#eff.

SRR I BERR L 0T 5, A B P B B S B L R O I, b T S A e P R

SRR I E% ) 4%

Firepower 4100/9300 HLAH < ARAE HLAE ID FHGAE ID 1 3 A4E o 6 B8 AR F ) BE R 42 11 TP bk
127.2.chassis_id.slot_id. JoRAE FXOS I E7E N, EECIET- ok it 1P Hikik. SR HEE
P P 25 AN BE AL T B A L IR RAR AT R A% s AN AR VRSS 2 JRAC# . R Tt sl i, JARb AT H S

fER R AL (OTV).
I8 W 4%

ATV BT W% AL B — AN BN % . 2% 55 SR U B I 20 B K
EIEFME

AT LA SRR A B (Management) S FE 1. b AT T 15 M 4% (Spanned) 2 1 (1R E I FR
O, w0, v EBSEE RN

X ASA, TARMEIP MR 4G 2% i T 2 i A AR A AR [ 5 ik o it mT DARE B — A ke
RN e CELAEAET B AEN) ARREAE TZIE I A A Al . AR RE 1P sl SR Aonr skt (5t
BRI YRR T, AR IP MR R 4RI e, AR A B n] LTS 4R
o AHL TP HUBEF] T8y, AEFEERESBEI AR A o B, RT DA B AR TP bR
FARRE, 2R IR SOERE B M AT E it B BRSO, ] DU RIAH TP dbhik. XFF TFTP
BUARGE H S SRl i BRI, G B AR A (R B A HI A b TP S hESROZE 12 B iR 5545 -

X Firepower MR, 17 ) [R]— M 2% b RN & 0 RS BE TP Motk o KE RN e i e 21 A B vp
N, VA X TP k.
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B E
%F Firepower 4100/9300 #/5 L A9 &= 8% [ ]

=W 2& EtherChannel

T LK A LA I — N B A2 DT 4L s S8 1 A HLAE 1) EtherChannel.  EtherChannel 7128 8 i
T AT R SR 1 B R . 7 B AR CRTZE B B K B R R AC & 5 P 4% EtherChannel.
7EE 0 R, EtherChannel #HC 'S 0 AT —A 1P Huhk i iz . EE BN, 1P Hohk ) fid 1)
BVI T AF MR 53 4% 1. 580445 % T EtherChannel [ A FIFEA#R A .

PIaRAE bl FhEBIE el
Firepower1

% CifRiE 5

Ul (8] R B
Xt 22 5 S SR A DU M B T 5 R AR R 1«
S5 T LIS/ LRI B I8 78R 39 4 1D

3t i ID 553 RURR E Y MAC Hitil A TP M hEC S A A o SEAE Ak i 5 A0 A5 HH il UK 5 1 MAC Hbik
TP kb, i SRR B B0 48 1 42 5 MAC Sl FN TP Muhik . b3 B AT B (A8 B LA PASAS [ i
BN SR AR R 42 J5) MAC Huhl, 530 MAC Huhb$85); M, EAUNERAES &5 MAC Hs
Ik RA{EHES M 4% EtherChannel [ FH AR S 3Rk fRF 2 1 MAC bl TP Mtk

R ID R T IR WA s, AT A LISP AN G 1 25 At 06 D Hodha oo iRy ol TR SR A St i
REJF A R AT IR I (] L3R
AR AR ITEA 5 R, WS LR &1

© T Bt THo L LR ORG-SR L 25 45 5 150 0

o by TR D - SR R 0, 5 151 10T

© ol R R B -0 R AR R, 5 168 T
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BEgE |
B ssvsss

SRR Y

HILFE (8] R 14 FNER (225K
R KT A LA

* X T Firepower 4100 £51: FrAaLA 400 [l —845 . X}T Firepower 9300: JT17 %A dh 2
MR =R ST DUTE S A e A R ECR 1 e e, (BN P AAE A A (ST
B AERE ) ZiE TEERE .

* BRUATIETT RS, e EAT SE A K FXOS #ff

TSR, BAUCRHAR A ORCE, Blan: M0 HEE . EtherChannel,
FHEEO . MBS AT AEHUAR P AT AN [R] R ) 28 B SRR, (R 20008 i DA T 45 AF: X
TAHFEFZOID, REWHILES, HA#E DA S AER T [ — 5 P 4% EtherChannel 1. 1518, Jr
Az iR LA R R HE 1 1) EtherChannel.

« WAMERR]—& NTP R452%. X T Firepower BpBifl, Firepower & B A Ot 25045 H R —
NTP k554 . W2 T2 B [a) .

* ASA: BEAS FXOS AR 2003 W 2 VF AT UE A A AL B8 A IR S5 4% o Sl dess AN o AR AUA T 1
Ao XTI AR AVERAE, 252004 R HUAR I K A VR IE . X Firepower BB 1H, T
7 VF AT i Firepower & iy b,

A8 B SRR IR o B 5

o 5 45 26 58 IRAS B UL B I E W LAR I BT EtherChannel I SE % £ A2 HWL G, FiAE Firepower
4100/9300 LA P& SR .

T RZESCRFIZHMINER, HS0 CERFFXOS FAENED .

R o B SRR AR O EEK
TNEAE B L TR (DCT) 0 ST T B i e P B 288 ) 1 DL SR R Rl 5«

BTEAMEHA RN
2

X &l R AR BT R )

RS R R O], A AR B ATV 5. DCT R Bty 58 AR TS e b3 AR 4
PEBIBERS (R K

il
A7 T 4 AN 2 AN
I 4 ANMERER
BN 2 S

BN 5 Gbps SERES I BE %
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TR B ) DCI 417 %% = 5 Gbps (2/2 x 5 Gbps).
WAL 3 AN I 6 AR AT S, IR
BIE 6 MR
SO 1T 3 ARG, A2 A 2 B, ST 3 T AN
FEANK 5L 10 Gbps B2 HE k%
B4 DCI 417 55 = 15 Gbps (3/2 x 10 Gbps).
0T 2 A AR 2 AN EA
L 2 AN
BN 1SR
FEANK 51 10 Gbps B2 AE %

R EA 1) DCI 5 %% = 10 Gbps (1/2 x 10 Gbps =5 Gbps; {HEAGT 56 AL T BERE B HERK 1070 &
K/ (10 Gbps)) -

H [5) SR BF HI 6 2 SR T

=R
* Firepower 9300 b [1) ASA - SCHPHLAE A AU TR, i TR B4
* Firepower 4100 Z 41 L) ASA - SZREHUHT ] R10 p (i) SERE
* Firepower 9300 _-¥] Firepower J& i A - SCREHLAR I FIHLAR A) SE4F
* Firepower 4100 %41 (1) Firepower B - S HFH LA R 20
* Radware DefensePro - %I 6.7 ASA FIHAH N S HESZ SRR
« Radware DefensePro - Xf T-f75 Firepower B 57 I IKIHLAR P HE1ESZ 306 o

A8 (8] SR RE RY 32 AL

* X}F ASR 9006, 41FEE EAEBLIA MTU, 54 ASR #2111 MTU W& K = TAERF X 4 MTU 14
AFA . BRARE ] mtu-ignore I, 750 OSPF AR 2523 il fE 4 R M. 17T =, FEREN &
MTU .5 ASR IPv4 MTU JGHL.

o FEFH T AR B I e 1 IR AS B L, S8 RT AR 36 0 0 8 B A 182 6 1A A M L 1 bt FH A
B PortFast S IIHHI B £ I AN SERE IR L R

o MRIMAZ ML M 2% EtherChannel F45 58 3 SN2 I, ] LIS A2 #e AL b 0 BN 422 10 HH peide
LACP 3%, IEER, FUxzipl (i1 Nexus &) FEHAT RS 8T+ ASSU) B A SRR
LACP i “Pud” , DIIFRATE IS — A ISSU H4EHE.
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BEgE |

s FEATHAL L, AT LS F LA o —Ff EtherChannel £33 577%: source-dest-ip 5%
source-dest-ip-port (i % it R} Nexus OS 1L EL 10S port-channel load-balance 7i7%) - i

OIS RS BT S P T OCHE 7 vian, 75 2 3 EULA BIARRE T I B TR WA .

« YR AEAT A L T 2 EtherChannel #7325, WAZ #Hl L) EtherChannel 32 17852 i 457
\EE R E, R ER R 8. R EFR RIS IS AR IR

* SRS BE R AR IS LAN N ISR S 4 JZACHAT . SRR B b 1) 5 [ B IR
5 4 R AZHHLIGUE S 4 SRR ATR] A8 T B0 fak 58

* Uiy 130 JE 0 o v BT N () A4S 88 1ok L B 1Y) keepalive [H] B o

* 7t Supervisor 2T EtherChannel -, BRINESINME 7 B2 G N SLVL . O TS VSS Wit
A XS ARU B, TRPREIE R B SR Vo 1A s 1 AU 0 S S0 B 5O [ 5 -
router(config)# port-channel idhash-distributionfixed

THI A R U ST RE TR BEXT VSS NP AEHE R4S S N SE

H#8 8) &£ 8£ 1Y EtherChannel

N T A WAL, 5% EtherChannel #5501 & 4 Active; Firepower 4100/9300 HLAH A EF ON
B, o T AR g 2

« BREENL R &% FXOS EtherChannel [ LACP BUR & h IE R . ik B nl ge s 1w 5 7
R TE R E 30 #2, M S BUEREE D IS RO BRI, XSk MR IHBR . FAT]
UK LACP MR MO B . LR RBMES T “ERIN7 lacp Sl

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer

Y

R LUESHUL (I Nexus BRI FERAT RS T HPETHL (ISSU) INASSCFF LACP
ORI, TR WS B A ISSU AR

* 7RG T 15.1(1)S2 [#) Catalyst 3750-X JEFH 10S FAFRAH,  MAEHE B4 AN S H7 K EtherChannel

BRI INHES . BN IRLBEE N, WSS IE B 4 EtherChannel, N E47
HeH eI, R H A HA LK EtherChannel AN IEH TAF. ZEEARAEN:, 5 stack-mac
persistent timer 7% W E A — N EWRIE, LA EE AU filtn, 8 /et lRaa
0. B, 80T DAFF2 2 ks e A LA AR RRAS, 40 15.1(1)S2.

o 5 2% 5% 2% A Hh EtherChannel fit & - 15450 4 5 WM 2% EtherChannel 1% 25 A< EtherChannel
& Y ML B A AL

5 M 2% EtherChannel - % 11258k BT A7 SR A 03 R SEARE 62 25 15 [ 4% EtherChannel, JT7 211
FEAS N5 I —A> EtherChannelo 5 #f PR AEN 42 1 # 8 T A2 AL L1 /] — /N i 4



| =Egs

maemnEsEn |

WVLAN 104 | | EFEEREREO
SROEE 1 | | 4RO

i

] R

i C1E 1

ﬂ L&A 11 _. .-

LA 101 [

M RIS

W 25 A EtherChannel - 5 T8 1% £5 A< EtherChannels, G454 82 T 455 1) B 6 e & AT
{i] EtherChannel, 1% %5 W AEAT AL HC E 435U EtherChannel; & 2) AEA#ML ¥ 245
%4 EtherChannel 25 78— EtherChannel.
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WLAN 10| | Bl gﬁﬂ@ﬁﬂ
WO EE EOimis 1 EOiME 48
; £ W _ Fy KR 1N
() [ Jusm e | Jusm 1
L = ]
O 2 EOimiE 44 IEOmE 48
N £\ B 1
g | Juxm e
St et

WO 3 EOimE a8

i LT\ G 1
Vi (EELEE
L ~ =
- i e 48
ﬁ?’%{[‘ £y R N FP4
[ ] B
WA L) A

HiE
« FA' T2 UK EtherChannel &3 3] VSS 58 vPC, PASEILIUAY .

AENURN, AR L 2 I AT AR, ANREAE LB M iafT Hifh e i, IA2iieE
NG T 2R,

SREINRE
SIS 158 0 48,

BcE ASA &8

T LA Firepower 4100/9300 ALAH Y B 5 [ SR AMC B E . A& WA BRI AR E . X
THURATRIEERE, A AU . B U BB AR, BT LU S SR i
AR BIZ T AP, SEIURERE .
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BHERE

mEAsALE

FHIEZ Al

VTR Flrepower 9300 HLAH 4288 3 AMBEHLERE AR, R R AT e el i RANES
E$%3Aﬁﬂ R IEH LR,
* /£ 0 (Interfaces) IR I, WURACFRATLAT R R L, WS 308 48 SRR DINIETT
AR7S (Operation State)F i 7~ Jy R (failed). %FTHLF N EERE, I EtherChannel J& 75T i 51
e, fanr st “iz4mRA (Operational State)” .

« 1& H REAE Firepower 4100/9300 AL H 82 2% By K iAo ASA 427 .
gz

HEER /T, 2R/OME —A “4dl (Data)” A 115 EtherChannel (PR A 1HE) o W2
G FEIE , 5 134 UEgmEE R YE . 5 133 L.

BUMEO T, IS OMS o In St . 352G, Bnr DOk o DS n 2048

XTIV ERE, P Eh e Vs 200k 2 /by 5 — AN 0 42 1Y) EtherChannel. 7EAR LA BN
EtherChannel.

I 45 (Management)” 2R 115K EtherChannel. 12 B QIR UM , 55 134 UskgitH 1
JETE . 5133 i,

iy 113 3E 48 TEH G SRR I RERS . 6 T LR TR SR A, 2 1A i 1 I 48 SN — D b 1
BEN 2 A st

scopessa

T

Firepower # scope ssa
Firepower /ssa #

jollfe S

enter logical-device device nameasa "1,2,3" clustered

T

Firepower /ssa # enter logical-device ASAl asa "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name H Firepower 4100/9300 Mﬁ EHG I TRE AR RE UL AR

PR E AR T AR FR o L2 E Al = AN 22 A, DMl v R 22 R At 2 At

AR BAUS HI U A 3 AN BT I SRR, R e A AN B A 3 A
B, SRR A IER TIE,

Be BARHE 4L

enter cluster-bootstrap
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T

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

FE 2 ARG R BB A PR

set service-type cluster _name

i

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

BRIV SE A 1 2] 38 AT ASCIL T4 Hi

BEEL R

set mode spanned-etherchannel

i

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

175 M 2% EtherChannel #5532 A
Jic B A F TP bk
BAE B T & e A e A B

a) FCEAH TP Hihikity, G rh— AR 2 B IR AN SRR
set ipv4 pool start_ip end ip
set ipv6 pool start_ip end ip
A0S AR I B B A R ik . R X T Firepower 9300, 6 HUA 410004 3
ANHhE, ARSI B SR W SRR AR, WIS bl R T AT R
JERLIP Mkt (RRAE “ ERHE 1P Hikk” O ATESEHhE s 1555 U 7E R — AN 2% b g 460 TP Hb
BEPR B> TP k. SR LU TPv4 A/ER IPv6 HLhik.
b) A ELEE DI AR 1P Ml
set virtual ipv4 ip_addressmask mask
set virtual ipvé ip _addressprefix-length prefix
U TP kb A 20 B AR R b T R — AR, EAZERBAER .
DR TPNCESEES: Bl
set ipv4 gateway ip address
set ipv6 gateway ip address

i

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA



BHERE

10

TEN

TIE12

SIE13

TIE14

mEAsALE

Firepower /ssa/logical-device/cluster-bootstrap* # set ipvé6 pool 2001:DB8::11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask

255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length
64

BEENAE ID:

set chassis-id id

SRR R HLAE #5280 — 1D,

T

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

Tl AU AERE, RR i ID BB 1R 8 IR (R

set site-id number .

i

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

DGR i 7 S e 4 B R
set key

A5
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: diamonddogs
Firepower /ssa/logical-device/cluster-bootstrap* #

RGNS Z .,

LR R KN 1 3] 63 NERFI ASCIH 45 o SLm B AR e 8 o e 0UAN 52 B i 42
e, AFEIERRRES B AL R AR AL, EATR A& DL SOk %

B HARRE S | AR A R e e A

exit

exit

PR IR AR A, AR5 s B (P RRAR

a) o] FHRRA :

show app

il

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
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LIE15

I 16

TIE17

N/A
N/A

cisco
cisco

asa 9.
asa 9.

b) B N AP AR RSAR £ I A5

scope app asa version_number

ORI N S I NINE N
set-default

d) 3 H Tt

exit

.2
2.1

(ST

i

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

PEATHLE
commit-buffer

BERE

Native
Native

Application No
Application No

Firepower 4100/9300 AL & BL 5 [ #1801 N BN L AR AR HAG SR 5 | A2 )7 1 o 0 B

B EAEIL B 22 AR AR F 4R

BRI o) — AU, TSR R, (HAA N EME ) chassis-id FTIEG] site-id; 7500, X

PAASHUAR A8 AR [RI R
R R BB L AL A 8 SURTFRCE.

w15
WFFHLFE 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
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exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4d gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

XFHLAE 2:

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1

BH} FXOS CLI B2 & 457 22(2)
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exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.15

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::19

set key

Key: f@rscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipv6 2001:DB8::1 prefix-length 64

exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

Bic & Firepower BT Bh 1l £ 8%

BERE

W] UM Firepower 4100/9300 U B 5| BBt bn B 64 . HZO0 BB s B A WIRIC & . Xt

THURI SRR, bR B AU . A5 DUV i E e 5
ME—ADHURERBIR T DHUHT, SCBUEA R .

FHia Z Al

AT LR 5 | R Bl

* S 25N Firepower 9300 HLAR H 4=l 3 MR 5 AR,  BIAL AT 20 . WAL

BATR 3 AR, SRR A S IER AR

* /e300 (Interfaces) IR b, A0 RACSEAEAT SO EE L, Wl 13858 48 AERE R AR 1 1)IB1T
AR7S (Operation State)s .7~ 4 KW (failed). X THUAH PN AERE, I EtherChannel Jo 75 AT A7 A% 52

e, fanrzms it “iz47 kA (Operational State)” .

T BT, BOWE A “HdE (Data)” AU 1 8 EtherChannel (AR HABIED o 1S

Bl mIE , 25 134 TEkgn iR O B 1k
2 Ja, AT DK B s N B R
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%
g
N

IR

B & Firepower BN B 1 & 8% [ |

XPTHUA SRR, A A 4 1 200 22 /a5 5 — AN A 4% 1) EtherChannel. 7EARFMLAT Eids
EtherChannel.

(Al3E) FEEBEZ T, BC'E Firepower FAFRMEL T, 1S dmise gt , 28 133 1L,
IHz 12 Firepower BN £ 1 0 B B 11 . B FH b2 11, SAZ0AE Firepower & B 11
CLI bRCEIL 1P bk AL S, filan, f8n] Lok B s IS Sl (1 an 25 3& 30D 2B Hi ok
i 2[4 Firepower & HH LT 222 11 configure network 4.
NN “EFHE (Management)” JSAY3E 1 5), EtherChannel. 152 [ ()8 v L1038 , 5 134 0lskgmfi#z1
JE P, 55133 1L,
Uiy [V 48 TR A A RE R IRE R o AP THLAR TRIAERE, 22/ iy IR TE 48 WS In— ANl a2 11 .
N A RS

scopessa

i

Firepower # scope ssa
Firepower /ssa #

ollfe S

enter logical-device device nameftd "'1,2,3" clustered

T

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name H Firepower 4100/9300 HLAH & 35 M THC B AR BCE LU G s BEARE R4

BRI & AT I SR A R

ER O AUR HD PR A 3 BT RE R SR, RIS R e An AN B A 3 A
Bk, SRR A IEH TAE,

MCE SRS ST S

a) QAR TR R 4

enter cluster-bootstrap

b) BLEHNAH ID:

set chassis-id id
ST IR AL AR 75 20— 1D,

C) TEZARHACE e B AR
set key

RGUR PR A I E Y

PPN 1 3] 63 AT ASCIL 47 o U B PI TR Y. BLIETA Wi Kt
BRARURE, WARERRAS R A A B, e LIISORIE

d) BEEGRHE LR

set mode spanned-etherchannel
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5 /4% EtherChannel FL3(E ME—SZRFAIRL
€) fE AR BL A B E AL A K-

set service-type cluster name
HRRBAGER LN 1 2 38 NMFAAFI ASCIL 715 i .
f) GRHARES SRR

exit

TP

Firepower /ssa/logical-device* # enter cluster-bootstrap

Firepower /ssa/logical-device/cluster-bootstrap* #

Firepower /ssa/logical-device/cluster-bootstrap* #
Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* #

Firepower /ssa/logical-device/cluster-bootstrap* #

Firepower /ssa/logical-device/cluster-bootstrap* #

Firepower /ssa/logical-device/* #

YIRS LEEH S| TS

a) U G| PR S
entermgmt-bootstrapftd

b) FRE P Firepower & H LM TP Mtk
enterbootstrap-keyFIREPOWER_MANAGER_IP
setvalue /P_address
exit

©) fRE R AT (HhEEND -
enterbootstrap-keyFIREWALL_MODE
setvalue firewall mode
exit

d) $55E W% Firepower & H Ao 2 ] B Z2 () 25 4] «
enterbootstrap-key-secretREGISTRATION_KEY
setvalue
registration_key
exit

€) figE T 4R B & 1) B A
enterbootstrap-key-secretPASSWORD
setvalue
password
exit

) JREEHE A ISR IE B4
enterbootstrap-keyFQDN
setvalue fgqdn

Jl EF FX0S CL FoE 57 22(2)

set chassis-id 1
set key

set mode spanned-etherchannel
set service-type clusterl
exit

BERE
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B & Firepower BN B 1 & 8% [ |

exit
8) frE @R AL DNS gs#sp1% (FIE SR ;
enterbootstrap-keyDNS_SERVERS
setvalue dns_servers
exit
h) JRE @RI RES (HEZSHRIT -
enterbootstrap-keySEARCH_DOMAINS
setvalue search_domains
exit
0 S SERE P RS 2 A RS A B TP bk
SR AT Firepower 9300, S AU HURH 4SS 3 AMBEHUFRAI G 1P Mk, EAERSHEAT et
Bt WURANECE 4380 3 M, SRR A B TAE.
TEO IPv4 BB OO, IEHAT DL A
T QI I XA
enteripv4 slot_idfirepower
2 WCE RO
setgateway gateway address
3 W E P HhhE RIS
setip ip_addressmask network _mask
4 RV R IP A
exit

S ONHUAS P AR I S R AT

LA IPv6 B LIS, 1EHAT DL A
Ll Cigegtit; JupE 8

enteripv6 slot_idfirepower
2 B MO

setgateway gateway address
3 WE IP HbhEAI 4RI

set ip ip_addressprefix-length prefix
4 SRR IP B

exit
SO AR R R BRI ST IR AT

D RGP

exit
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i

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

Value: z
Firepower
Firepower
Firepower

Value: $
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

BEgE |

/ssa/logical-device* # enter mgmt-bootstrap ftd
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
iggy$tardust

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
pidersfrommars

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
/ssa/logical-device/mgmt-bootstrap/ipvd* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvad* # exit
/ssa/logical-device/mgmt-bootstrap* # exit

/ssa/logical-device* #

TR IR AR

exit

FER0 A I HIHARRAS, 985 BB LA R RRAS «

) SRl HIRRUA
show app

i
/ssa #
Applica

Nam

show app

tion:

e Version Description Author Deploy Type CSP Type Is Default App
6.0.1.37 N/A cisco Native Application Yes
6.1.0.11 N/A cisco Native Application No
6.1.0.21 N/A cisco Native Application No

b) HE N LA AR A 1Ay 2 A 5K

scope app ftd version_number

©) KRR A R BRI RRCA :

I E7% FX0S CLI B & iR 22(2)
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B & Firepower BN B 1 & 8% [ |

set-default

d) B2 IERRAS (11 24 P VR T

accept-license-agreement

€) B IR

exit

i

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

TN ECHE:
commit-buffer

Firepower 4100/9300 HLAR B 5510 1N AR 22 LB A ERRCA I FRE SR A 5 | 3R P I Ry B L
Y B IR B % 22 A RREHOR A E AR A

WIE12 ER RN IR, EER MR LR, (H 2L EME Y chassis-id FIME— [R5 B TP Huhik;
), AR AT R
L3 A B IP HbhbR AR 22 A HZN N2 Firepower B By, SRS E Web FL1i ok HLgH i A28 .

>~ A

Pr AT SRR B L 0AE FXOS b I L (KA, AR5 A PR AR N ) Firepower 5 BEH Ly A

Gt

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
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create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

X PR 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data

I E7% FX0S CLI B & iR 22(2)
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enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower

B & Firepower BN B 1 & 8% [ |
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set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

ik = (B SR A

Jl EF FX0S CL FoE 57 22(2)

DN E SRS 5

F=M £& EtherChannel iE AR F db uh = (B EE BE 7R 151

PLURRBI R T 2 ANMERERCOL, XA R 53 20 A T 2 AN R0 N S R AMER I fr a2 i) (RE b
A EHEP O R G MR HIBE R T I DCL i R . A7 TR ub s AR TR i 03 A3 A T m)
TR RSN (1415 1 £ EtherChannel 342 B A A #HL. 4F4 EtherChannel F5EEERE - 1) T A HLAA -

P FEEANEE AL 1 Y SRR % 1 2% 348 F OSPF CRITERLIE I K ASA) o 5 MACHUMEANEH, %
FH 2% TP Hitik e e A i e 2% B ME— 1. 8 di € DCI IR (B, DR = DR e N 4L
PO, BRARGS ik A BT AR R A W R . ik ASA [ TF RS AR I %t i i A T
FEAN S A R — AR 2 A e A AR AR R A RO B . G SRS AN IR BT SR D A R A e
T NG G B B A DCT RAEAL T 55— ANl SRR A 07

LT REAN 37 55 A AL ) SE it ] B4 -

* ufi g[8 VSSVPC - fEIEE Serh, — BB AR o0 1, 55— B AL 2 e B 0
20 —ANIT SR TR B L SRR A S E R RIS L, 1T VSS/VPC it I DCI
ety AEULIEOLT, EEZ PR REFHERE DA 04 . WK DCLAT LU BEAA MR, 4
WA BLEPERS R G B IE L DCUERE R G AZHbL. AEULNEOLT, e 2l -7 3, Dk
DCI LR SRR E o

 NLFREAN S S A HE VSSAVPC - R T 3RS B R RS LI UAR e, 8 AT DLAEREAN I A 22 %€ 2 5
OB VSSIVPC. TR DL T, VSRR AR — M5 M 4% EtherChannel J 504 0 1 (1)
WA DUE R 2 G AR, HFEE o0 2 PR IE B AR AZ L, {H % M 2% EtherChannel
A LR “HERT o BEAAHL VSS/IVPC #2Kr 5 M 4% EtherChannel LAE vk £ A M)
EtherChannel.
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IS T |

( =mm )
EiEHi‘E_-- S
P T BNl
| EtherChannal
T #&

=4 | HigL ,
_ I.I | : E]E L] II
= , B I S
\ e EtharChannel . i
% PR T f RS T %
H
S e £
gl 1 SiEL 2

F= M 2% EtherChannel i&E AR R G uh &5 (B EE BE 7 151

PUR 7R s 1 2 AR RO, XN 03 20 i T 2 AR e ANk f 1) 9 G 2% 28 TN
ASPIEB R LE O] 28 R e 28D 2 ) CRPEARAD 30 Tl o BRAF RO Pl S A4 ) o
I DCUEHE . BEANE A b RIS RS 53 A58 FH TT 1) P 38 5 40 N2 ) % R 2 I 8% 111255 199 28 EtherChannel
ER P A AT AL, S EtherChannel 5 EERE I BT HLAG

BNl o5 R DG B f AR A A FHRP (1 01 HSRP) 76 &Rl A L3 AEAH [ 1) H A5 K2 MAC AT TP M
Hbo BB MAC HbhbE AN, 53] mac-address-table static outside interface mac_address fir
A8 W0 I EH 3 SR MAC HuhEFR SN INE] ASA MAC HihbsR . WHRE A XL H, AL T 1
(I A T3k 55 2 R SIS I, S TT BB I ASA JFEARX P8 D B s A 2, il S8
LR, s VLAN A H B S AL R UL (OTV) BB ARTE S s 2 [0 g S22 i g4,
BELLE 5 A3 I DG i s A Bl ek DCT A 2 55—l i o W TG VL il — ANl i B O % s, )
TR MR IS, AR R RS AR B I — ol KUK OCRK FH A%
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B sxrzics

FESi Tk -
i MAC 71 1P 10 MAC F1 1P (e}
(FHRP) (FHRP)
|
pe | B
oy

(3

..
Lt

0

Tzl

oo W

Eik EtherChannel >

ﬁ"’“‘l“(_/—’/ App NW ZE AL

007 EY

g1

% vPC/VSS IR [RITE4N(E B, 155 IS M 2% EtherChannel 3% W mg bk i A 2B R0, 465 168

I

N ©

3T

Rl 2

TheEEAFR FEMRA | IEERR

IR ASA BHATHUARW | 1.1.1 0] LAXT Firepower 9300 HLAE N IR ASA ‘LA HL il i 44

et FATGINT LU R4 : enter cluster-bootstrap. enter logical-device clustered. set
chassis-id. set ipv4 gateway. set ipv4 pool. setipv6 gateway. set ipv6 pool. set
key. set mode spanned-etherchannel. set port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6

Xt 6 A~ ASA BitiEATHL | 1.1.3 AT, SEATLAR ASA JH FINUAR AR RE . i 2 v LAAE 6 MHUART L7 6 Bk,

G

Il =7 FX0S CLI Ec & 45 2.2(2)
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mEmssE I

INREAFR TEamMmA | MEEER
% FF{E Firepower 9300 | | 1.1.4 Firepower 9300 2 ¥ Ff] Firepower & fill B FH HATHUAR P SERE
Egg;?%%wgrgg‘%m £ FAMIGINT LA R4 : enter mgmt-bootstrap ftd. enter bootstrap-key

FIREPOWER_MANAGER IP. enter bootstrap-key FIREWALL_MODE. enter
bootstrap-key-secret REGISTRATION_KEY. enter bootstrap-key-secret
PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key DNS_SERVERS.
enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower. enter ipvé
firepower. set value. set gateway. setip. accept-license-agreement

Firepower 4100/9300 HLA4# | 2.1.1 IAE, AT LAAE 2 ASA JERERT } &4 Firepower 4100/9300 HLARHC & ¥ 25 1D, LA
F) ASA (s R AR A BT, SSAZ0AE ASA NI FP L E S 55 1D BT ThRERAL T VI & . s, &
ik ANREFEAE ASA BB ik Bl ol Do eah, by 7 SHl 3 s AR B 1 dee e 7 vk

AT T8 5] ASA 9.7(1) F1EXOS 2.1.1, FFER AL & % B s Mk RN BE 1 22 3
ik,

FAMES T LT dr4: set site-id

%F 6 4~ Firepower B9 | 2.1.1 BUAE, 1&WT LAXT Firepower VB iR FHALAR RIS A o e 2 T LUAAE 6 LA A
) AL HCEA T HUA 5] £ A 6 ML

Ao & AR 55 3%

XTS5

SR} Firepower 4100/9300 HUAE AT AE BN T) v ESCREZ ARG (14N By K3 A1 %6 =J7 DDoS WHID .
TXSE R RIS R DU A — S B IR 55 4

FE 2R SRR SS BERL B, A] L2228 55 = 7 Radware DefensePro REULT- &5 LATE ASA i K 55 i T 5%
7t Firepower J& M55 fHI AT THIZ1T . Radware DefensePro /&3 T- KVM W ERIT- 4, WI7E Firepower
4100/9300 HUAH L3R A AE LS5 (DDoS) A A ZE Mk LhfE. *47E Firepower 4100/9300 HLAH 1 /5
FHRSSERS, ok F PIZ% I i L2 J6 il i) DefensePro BT &, 4R )5 5 211k 122 ASA 5k Firepower
JE P 954 o

Radware DefensePro JE4U-F- & 0] LLFR A Radware vDP (JEJU DefensePro) , B TRiFR AN vDP. Radware
DefensePro #1747 N W BE S FHE BB 4% -

FIERITERFH

t Firepower 4100/9300 HL#H L3 # Radware DefensePro 2 [, 20U Firepower 4100/9300 HLAH L &
A AEH] ete/UTC X (K] NTP Jii 554 . 17558 & Firepower 4100/9300 HLA Y15 1] (K VAR, 345
SR AR ), 55 93 il
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[ T

Bl 55 % A

[EEa

* Radware DefensePro - &5 {{ 4 Firepower 9300 %4> % 52 37 FF o

« ELL R %24 45 L S2FF Radware DefensePro “F- & 1 Ff] Firepower BB il -
Firepower 9300
Firepower4110- 15715, LD AUKEM#e 5 IR & AN . ke BRCE T 2Hws
o, VR ZEAEMAS o
Firepower 4120 - 15VE i, G URAUKHE s 5B RN . /st BRCE TR
o, VR ZEAEMAS .

Firepower 4140
Firepower 4150
Hitb i E
o MRS BELENUAR R FETERC & P AN 32 52 FF . {HJE, Radware DefensePro W ] ZEH LA R HEEAS S 1)
AT E AT

* DefensePro W AT LA D SRS BIIAE B 22 = > e it 3adTs

EIRI11B5E1% % F At & Radware DefensePro AR & 5%
WUF R S A T4 ASA 58 Firepower S5 B4 B 4 ATATAN M/ I 25 el 5225 Radware

DefensePro.
F a2z Al

* )\ Cisco.com Rk vDP {8 (525 M Cisco.com FERg , 45 50 51) , SRIG¥ AR N4
# Firepower 4100/9300 N4 (IS K 1B 485 45 A A% 2.3 Firepower 4100/9300 HLAH
FS3T) .

o S0 DLZEN AR AL A 0 57 i B T 368 Radware DefensePro N ;s WF THUAR NEERE, 1HS LT
PIAE AERE AL Radware DefensePro IR45%55 , 2 174 T,
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g
N

FEIRITIBAE1% & - AL E Radware DefensePro FR55: I

QTR EDR B ) B O T vDP, 1 R N DO EAR I g i U PE L 5F 133 DU IR s A
R AW, AT DI A B

FERRST I AU ASA B Firepower JEUBTEIZ B % (i Z 0 QUML) ASA IR, 5 140
UL G ST G IR B A%, B 142 T1) o TEVER, WRAETE Firepower 4110 B 4120 ‘%4 %
e A, WA IR AT C B2 i 2% vDP LA Firepower JUHB AR o

BEN 22 A2 IR S5

Firepower# scopessa

@17 Radware vDP 3451«

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # createapp-instance vdp

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit

AT :

commit-buffer

KUk vDP £ 2 BRI 2 F R G -

Firepower /ssa # show app-instance

EUE
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

vDP NI FAELRAS 5, U7 ) 1245 10 4%

Firepower /ssa # scopelogical-device device_name
K B D140 i gy vDP. 8] DU 55 18 S e A AH R O ) B 11, Ao vy DUASE T B ) e 1
Firepower /ssa/logical-device # enterexternal-port-link nameinterface idvdp

Firepower /ssa/logical-device/external-port-link™® # exit

3 vDP e B AN I 1 %
a) Al SRS,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp

b) L E A B 1P Huhk

Firepower /ssa/logical-device/mgmt-bootstrap* #createipv4 slot_iddefault

) BCE ML

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* #setgateway gateway address

d) %E 1P Hhhk .
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B %45 M %8 LS Radware DefensePro ff 5 4

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™ #setip ip_addressmask network _mask
e) B AL IP il E G
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit

£) B A B G | SRR PG Y

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

HI0 Gt vDP B T ASA 5 Firepower JgHp s 4B AL i IH (25040 4% 1 -
Firepower /ssa/logical-device* # scopeexternal-port-link name

i\ show external-port-link 7iv 4 DL 522 [ 44 FK .

RN [WZHRANIN vDP:
Firepower /ssa/logical-device/external-port-link™* # setdecorator vdp

XHEAE] vDP (REANMZE R R B,

SW2 WU GRENREBE 1 T 5=
Firepower /ssa/logical-device/external-port-link™* # show detail

il
Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

T3 BT E
commit-buffer

EHFE N EEE B E Radware DefensePro PR & 4%

FrigZ Hl

* M Cisco.com F# vDP W% (iEZ [ M Cisco.com FEMUG , 55 50 T1) , RJFHIEBUE T4
|| Firepower 4100/9300 HLAT (i 25 #3845 B a5 AT AR T 3 Firepower 4100/9300 #1A4H ,
HS3TD .
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$TIR4

N FE M & 8 Bt & Radware DefensePro AR 55 & [ |

L RO O R R U T vDP, W5 R DO g A B A, 5 133 DK LR E O B
R, T, AT DAL A B

it ASA LA INAERE (EZIC S ASA SR, 55 154 1) 5% Firepower BB INLAE W EERE (S
[ e Firepower BB TIERRE » 26 160 T1) .

HH Radware DefensePro &4 (I [n) 2/ % ) g 11 <
enter external-port-link name interface_name { asa | ftd}

set decoratorvdp

set description'""’

exit

ARG I B AN A I 1

enter external-port-link { mgm¢_asa | mgmt_ftd } interface _id { asa | ftd }
set decorator'""

set description'""’

exit

4 DefensePro 7Bt A M4 #il b 1«

enter external-port-linkmgmt_vdp interface_name { asa | ftd }
set decorator''"

set description'""’

e i A iy 11 3 3

enter external-port-link port-channel48 Port-channel48 { asa | fid }
set decorator''"

set description'""’

exit

J A 1 = A DefensePro S C &4 HL 5 | SFET:

enter mgmt-bootstrapvdp

enter ipv4 slot_iddefault

setgateway gateway address

setip ip_addressmask network _mask

exit

TP

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
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TEHFE N & B i & Radware DefensePro AR 55 4%

SR8

TEN

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

IR B | 3R P I T -

exit

FELJIR b, VEBCE A HE 1P Jf 8 AR

deviceclusteringmanagement-channelip
deviceclusteringmasterset management-channel ip

deviceclusteringstatesetenable

AT -
commit-buffer
FRB O RS, DGR CAESERE L E DefensePro 5K
IR

LN I3z —, WAFWE DefensePro S 2 F T, MR 2R .
a) fifgC DefensePro SZWIV0, 1 %7~ DefensePro [ F J& 1«

scopessa

scope slot_number

scopeapp-instancevdp

showapp-attri

b) e VS, TR DefensePro SEAKIVEANE R o MUy V4 Rontii bR I2 4 B4 A0 vDP W ]Sk
IEEPSENSE

scopessa
scope slot_number

showapp-instance expand detail

4R DefensePro N2k, (HMARSEEERFTIER, CLI# EoR:
App Attribute:
App Attribute Key: cluster-role
Value: unknown

MR RG Bt “unknown” fH, EAGIHEN DefensePro N, B = IP Hulilk, A% vDP ££E8E.
i DefensePro N H7EZE, F+ HOAEER TR, CLIK Box:

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

Gt

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
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Fruoprepisnnam P Web FEE Il

set ipv4d gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description ""
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description ""
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

FF 7 UDP/TCP 3% [ %0 /5 i vDP Web B§ 2%

Radware APSolute Vision & H #5452 1 v i ] &% UDP/TCP ¥ 1 5 Radware vDP W {7l (5. Al
vDP W JH 5 APSolute Vision & ##3E4 T (5, S8 A Z00RH (R X S i 0] U5 1) S AR 4L 05 KBS %
R tely 5 22 V] TR PEAN 5 B, 1521 (APSolute Vision H 8 ) A H LT 4%

* APSolute Vision B 55 28i% 0 - WBM B{SFIRIER S

* & Radware i%%& B APSolute Vision PR SEA0E Sim O
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BERE

S # Radware APSolute Vision & P 4F FXOS HLAH L1 fEHL DefensePro W, #0A%004F H FXOS
CLI 3 i} vDP Web AR %% .

UK

M FXOS CLI ##:5] vDP W 541
connect module s/otconsole

connect vdp

J& H vDP Web JIR%% .

manage secure-web status set enable

B vDP N A #E i & IR [F] FXOS #H CLI.
Ctrl |

L&

=T e

BTLUMERIZHR Ve, K ASA B IR, R IR, DU B @B AT HARAE
%o

EEFR B A2 e RIS &

N

A PH DUR R PP 12 22 N BB R P AR R 5

e

UL W P A I ST W, oA AU 2 R (G SSH 2738, 54 SSH 213
THR BB A

UK

PER S N BB R i G, TEHAT L N R
a) M FXOS CLI, #H#E ey,

Firepower-chassis # connectmodule slot numberconsole
R EERSASRR A R eI N e e g |, WA 14 slot_number .
UGB 2 AR, 845N FXOS Bk CLI.

b) TR N BUE MR, ERNIE TR 1 a4

Firepower-modulel>connect asa

Firepower-module1>connect ftd
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I FRiZ

$IE2

Firepower-module1>connect vdp

mriziEgs I

M FXOS CLI [f)75 315 [ 58 2 2] 22 A/ 5| B () Ja S 1 RS ) 2 a5 | B35 R 4t

(Af3E)  BEA Ctrl-A-D, 5 & R [1 2] FXOS bk CLI.
BN Ctrl-]-, {HEMFE P05 1R A3 FXOS #ikt CLI,

TR HERR H 1, T REARDT 1] FXOS BBk CLIL

i&[A] FXOS CLI [R5 4 2,
a) BRI e Ry G B RG, TERN ~.
HIE A2 Telnet M o

b) HHEH Telnet N T, iH#A:
telnet>quit

T

DU REEE 22 i 1 B0 ASA, SRJ5IR[A1F] FXOS CLI A& M5 |32,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

BEN LA RS

Firepower# scopessa

AEHH ERZ R TR R

Firepower /ssa # showlogical-device

S FARBEI R AR N A, AL F fr g

Firepower /ssa # deletelogical-device device name

fegepez s ol s e NV NNRERAIKEPSY

Firepower /ssa # showapp-instance
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B rRSEEsE R EBMRAEs)

I

7

I

7

T AR RN, TER AN LU dr 4

a) Firepower /ssa # scopeslot slot_number

b) Firepower /ssa/slot # deleteapp-instance application_name
c) Firepower /ssa/slot # exit

PEATHL A :

commit-buffer

ARG EAES -

5

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

MIRR 512 481 & A~ REX AT A 3k 451

PEA1

B

MR IZH R Ia, RO OS5 E N ERE A e 2 N G A . W SR AN R N BC L, TUAE M B
(AL DX P PR EP RE S U B R LI RCEC S L& e > & VA ED S R ISE RS 4 a8 PN U PR (UL
LAUNRERP D BRI 2 e/ 5 S e i 3 s o

UK

BEN A s

Firepower# scopessa

AA O RN TR -

Firepower /ssa # showapp-instance

I E7% FX0S CLI B & iR 22(2)
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T AR RN, TR BL T 4

a) Firepower /ssa # scopeslot slot_number

b) Firepower /ssa/slot # deleteapp-instance application_name
c) Firepower /ssa/slot # exit

PEATHL A :

commit-buffer

ARG EAES -

T

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State
Version Cluster Oper State

mmpmzEestozn [l

Running Version Startup

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable

ftd 2 Disabled Offline
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

5 o4 Firepower BN BAfEIZ 45 1% & ERYFEO

1] ALE Firepower BP B A2 45 e 46 Lo sl 7 id 8 0. ARG, &
D I .

FHI6 Z Al

o MHEgmARE B, 28 133 JUMGNdg HmiE , 2R 134 R E R

EtherChannel.

6.0.0.837

6.0.0.837

1] A{E Firepower & H Hfuarft

M, IR

o ] Lhg i 20 B EtherChannel RBCOT, 1T AN 5200032 4 5 45 BUEEKAE Firepower B B H G B

TR .

o U SLAETEDE O 4 BC A9 4% S N 3 EtherChannel (4140, BRI OL N FTA 2 D 0BG 4ERE), T
T MBS BN T O, AR5 %3 D N3 EtherChannel . %] T35 ) EtherChannel,

# 0] DLBE f5 % EtherChannel 23 Hc 21 1% % .

G R BLEY, Firepower SHAFEEIT, W20l H Firepower HUAR BEAS; CLI ANSZRFUETE

e
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B =xasaEiEies mEn

o XA R E AT, R ORE T B LIS INEUMBR 1% 81, SRS 1E Firepower & B ALy A
FEPTCE . AR, B DR AR DG RS T, DRk, eI A s rgma e 1

UK

gz M N B

Firepower# scopessa

P2 SRR
Firepower /ssa # scopelogical-device device_name

TR NGO R H -

Firepower /ssa/logical-device # deleteexternal-port-link name

i\ show external-port-link 7iv 4 DL 5 #2211 44 FK .

LR LS AR RE IR s E S

Firepower /ssa/logical-device* # createexternal-port-link name interface idftd

p R

commit-buffer

A RGN BAL S

L6 XA Firepower B HI L,

PEBT KIKEFRE (Devices) > R FZFEIE (Device Management) Jf £ il Firepower /7 #H 152 45 1) 4 4 P&
bR (&) RAESENIERIZED (Interfaces) LK o

B8  UHED (Interfaces) LKA LI MI& & E 3% 0O (Sync Interfaces from device) %41

PIE9  LidifR7E (Save).
ISy, AT PLS T ERE (Deploy) JE44 SRBE & B P 7 BL i) W e% o (BB L 5, oA AR AL

X ASA iZiEi & ERYIEO

FTLAAE ASA B Bl HOH 2 BCsR s B 1 . ASDM 2% H Bl BT % 1

Fria =z 7l
o B4 g B VB . 2 133 DURIGAN A 55 134 TECE A E O, IR T A
EtherChannel.

* BRI LAGw 4R L0 Y EtherChannel HOJ01, T AN S IE 4 ¥ 45

o QAR GR LY 20 BC A 32 18 N 3 EtherChannel (4140, BRIAE O R BT #5020 OS5 8E), W)
e W 2 U A Bz 1, SRS FRRZ 2 L1 N 2 EtherChannel. X187 11 EtherChannel,
fa] DUBE 5 F EtherChannel 23 Bt 21 ¢ 4% o

I E7% FX0S CLI B & iR 22(2)
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XTI, BT AR LR B SC I RPIRZA NI, B, B IA S 1
£

UK

S NGRS

Firepower# scopessa

P2 SRR
Firepower /ssa # scopelogical-device device _name

T3 PR AN L 1
Firepower /ssa/logical-device # deleteexternal-port-link name
i\ show external-port-link 7ir 4 DL 52 [ 44 FK .
TR LT, TSI TR, SRS ARSI A B 1 2T, ] commit-buffer iy i A B
g8

2 LIRS AR RE IR s E S

Firepower /ssa/logical-device* # createexternal-port-link name interface idasa

p A R

commit-buffer

AR GERC BEAL S5
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BRESNSH

« LTRESIAN/ ST, H185 1
o PHNECESCHE, A 186 T
I A E T, 5187 I
o WHEAE SR, %189 1T
o SPARCEICM, 189 1T

- = B =2
XTEESNSE
T n] LU P E 5 H I BE ¥ 4055 Firepower 4100/9300 HLAR 12 48 ¥ 4 A4 i B B (1) XML 5
BN SS A8 . 205, BT DU AN SRRCE SCPE, PRI G v B W T Firepower 4100/9300 A1
i, CURMIE QAN IEFRCE, SONRG R K
A T F01 PR 8
VBB E SO N A . W B SO B G A SO IEAT G N AT AR R

o o 2 NI O E B B B AN S AE D B SN o S 2B P 4 (48 P e 4 RS PR 5 Y
PR BB AT

« B icE 5\ F Firepower 4100/9300 HLAf I, Firepower 4100/9300 HUAH_EIMFT A IIAHCE (HOH5
AT KM BRI 52 2B S PSR E

o TeATE U PRI E SO R ) N S L E (1) [R]— > Firepower 4100/9300 HLAH -

* 4T 5 A Firepower 4100/9300 HUAH 1111 & 3K A4 ACAS Y. 5 ST T I IR AR ). 5000, SN
PR TCTEM IR S I o BT VUIEAE T 2 5 % 2% Firepower 4100/9300 HLAS I3 H & L & .

* EAT 3 N[ Firepower 4100/9300 AU ZUFE 55 JAAT St IR BT PR 1] 85 b 2 2R A 1 16 o 2% A6

.
* W4T A Firepower 4100/9300 HUA 20 A 5 TEAE SN K3 HH SO P SCROAE S8 58 i 228
IR L QEINAEE IR

B FX0S CLI B2 & 157 22(2)
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B stEesxs

RESNSH |

o G SN IO B SO A N ] AT e R Ve ML (EULA) 3%, WIE S AL E 2
B, WAJILE Firepower 4100/9300 HLAS L3252 1% W H ) EULA, 75 NIHRAVER S8

o LSO SR A IR A0 SCAT S 30 55 0 BE DA A 43R 11 (K ST AP A4 R DAY SO S A 2 AR

SFHBCE XS

N

]

I E 3 DD RERs £ 7 Firepower 4100/9300 HLAR 2 45 1% & - & BLE W B 1Y XML S5 #ilic
TS558 o

WEERKTIESAN/ W, T E T B EEE .
g2

EEREC S RS R 55 s -
scopesystem
export-config URL enabled commit-buffer

fEHILL R —, W IEAE S M ISR E URL:
« ftp://username@hostnamel/path/image_name
« scp://username@hostnamelpath/image_name
« sftp://username@hostname/path/image _name

« tftp://hostname:port-num/path/image_name

IR BRI, BRI WERANRRE SUIEA, RGUR LU SE MR AR QN0
A

w15

Firepower-chassis# scope system

Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml
enabled

Firepower-chassis /system/export-config # commit-buffer

Ko T AT 55 HPIRAS
scopesystem
scope export-config hostname

show fsm status

IR

Firepower-chassis# scope system

Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:

I E7% FX0S CLI B & iR 22(2)
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Status: Nop

Previous Status: Backup Success
Timestamp: 2016-01-03T15:32:08.636
Try: O

Progress (%): 100

Current Task:

LEFHEIAT TS, WHRITEL A
scopesystem
show export-config

TR BUA FHARS, TEHATELUT Ak
scopesystem
scope export-config hostname

fEHICLT dr B o AT 55
- {enable|disable}
« set description <description>
« set password <password>
« set port <port>
« set protocol {ftp|scp|sftp|tftp}
« set remote-file path_and filename

« set user <user>

FEMER-F AT 5%, T HAT LU #84E:
scopesystem
delete export-config iostname

commit-buffer

A Y - — | == | E

TR BEsiiES Y
RIS H D) REIE AL E Firepower 4100/9300 HUAR 12 5 158 4 AT & fid B BEE 10 XML XX E 3h 5
RS 28 . T LR H . AR EE R EEZET kS ’EE S BRI, TR

TR S IR R T 1) i, SR AR R = A _E 10:00 5 HIREA — TR
ARGURAEREN 2 =1 L 10:00 il A BT 1) 5 1 o

WEAERTRESAN/ SN, TGN E T IR EEE .

UK

BRI ) T AT

a) B T H SR L IV
scopeorg

HXBEHMEESH
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B  ituaymssd

scope cfg-export-policy default
b) 5T

setadminstate enable

©) fiE HIm PR SS A A A Bl
set protocol {ftp|scp|sftp|tftp}

d) J5 58 AR AR ST IR B LA B IP dhuhk . BT LR RS % . fERERES . A bR Zh 2% Bk,
Firepower 4100/9300 ALAH T 18 2k 19 4% 1 1) AR AAT 152/ 55 A4
WAl T EMLA AN TP kb, A2 C B DNS IR 45 2% .

sethostname /ostname

©) QAT I R AR BRI 1, 3R g
setport port

f) $85E RO G T LIRSS 25 N A B ) 2o R BB SOE TFTP, K TCik R %7 B

setuser username

8 frE AR IRSS A A B S . iR MSGR TFTP, 4 CvE N B

setpassword password

h) FRERCE SIS AL E R e AR, ORI . WUREAENS TR, S R R %S
ISR

setremote-file path_and filename

D e EEEREE A2 P HEE R BRI F IRz “BER (Daily)” « “4EH
(Weekly)” Bl “4&FH ] (BiWeekly)” o
setschedule {daily|weekly|bi-weekly}

D RHALS AR R G E

commit-buffer

w5l

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-policy default
Firepower-chassis /org/cfg-export-policy # set adminstate enable
Firepower-chassis /org/cfg-export-policy* # set protocol scp
Firepower-chassis /org/cfg-export-policy* # set hostname 192.168.1.2
Firepower-chassis /org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
Firepower-chassis /org/cfg-export-policy* # set user userl
Firepower-chassis /org/cfg-export-policy* # set password

Password:

Firepower-chassis /org/cfg-export-policy* # set schedule weekly
Firepower-chassis /org/cfg-export-policy* # commit-buffer
Firepower-chassis /org/cfg-export-policy #

Firepower-chassis /org/cfg-export-policy # show detail

Config Export policy:
Name: default
Description: Configuration Export Policy
Admin State: Enable
Protocol: Scp
Hostname: 192.168.1.2
User: userl
Remote File: /export/cfg-backup.xml
Schedule: Weekly
Port: Default
Current Task:

BFI FX0S CLI B E 157 2.2(2)
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RERESHIRE

RERE S HIEEE

AT AR IIRE, ERGAE € KRB BAT AT I B IR T iR o
g2

LANENCE IR, AT DU R4
scopeorg
scope cfg-export-reminder

set frequency X
set adminstate {enable|disable}

commit-buffer

il

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail

Config Export Reminder:
Config Export Reminder (Days): 10
AdminState: Enable

= o=

SANEEXH
fas T LU GBS N TH RSN T 2 1T ©U Firepower 4100/9300 HUAH S HEC B % &« ILINHE R VFAR
(B VA0 R AP B s RGP AT IR . AR L TRCE SN/ S, TR XAMAHARE A

REM L ZAE B

FENEFE RS 4 P ANBCE SO, AT UR 4
scopesystem
import-config URL enabled

commit-buffer

fEHIL R R Z —, W IEAE S AR SIS E URL:
« ftp://username@hostname/path/image _name
« scp://username@hostnamelpath/image_name
« sftp://username@hostname/path/image_name

« tftp://hostname:port-num/path/image_name
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il

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

%
g
N

LA PSR, W HATBL T 5 4F:
scopesystem
scope import-config iostname

show fsm status

ENHE

Firepower-chassis# scope system

Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97
Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

T3 WEAEWASAMES, EIIT LT A
scopesystem
show import-config

TEA ZRSULH FAMES, HRATLL R Ak
scopesystem
scope import-config iostname

fEHICL T dr B R A5
« {enable|disable}
« set description <description>
« set password <password>
« set port <port>
« set protocol {ftp|scp|sftp|tftp}
« set remote-file path_and filename

« set user <user>

PES  EWERFAES, AT L N R AE:

scopesystem

I E7% FX0S CLI B & iR 22(2)
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saxisxt W

delete import-config hostname

commit-buffer

BEL FX0S CLI B2 B 157 2.2(2)
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R HERR

s HolEtant, 28193 5L

o MM g R . B 199 T

o HE i I EEARA . 5 201 1T

o WERAEHE R, 5 203 UL

© WBUERISCHE R , 5 207 1T

HiE S

B THE I 5e 9™, v T EL & ) 8, T8 Firepower 4100/9300 HLAH
(R B . 4R DU ) B A a3 T HAC skl i Firepower 4100/9300 HUAR T 1145 5 %5 ) 11 3 11 B 5
FH ity TR

T n] LA 2 AN A R 1, RS E AT DA R 2 Al 1 B . 0 T SRR
RATE IR 1, RO g B B A 38 (PCAP) SCAFS

R, O B G

Firepower 4100/9300 HLAE XS A F8E Ac s 11457 DA Bl 53«
R i CIBR 5% 15 FH
AR 1/ 45| % Ethernet1/9 P A 0/0
ARG 1792425 | Ethernet1/10 W 0/1
AR 2 Ethernetl/11 W 0/0
AR 2 Ethernetl/12 P 0/1
LA 3 Ethernet1/13 P 0/0

B FX0S CLI B2 & 157 22(2)
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R it O] AL g 15 BA
LA 3 Ethernetl/14 P EE 0/1
M EFARH

Hs iR T RARAE LU B -
* Ffi I8 i 2 14 %1 100 Mbps.

o RIMEAAT R (KA i 23 Rl RAsAT B i SR x i, HROOR W] AE i B ik e il . AETT 4R Edls
B R UG AT, IR A W A2 ]

* A2 AN S AR
o ALAE N FB AL 1 B BEEAT 3R

KT N IBACHBLCTA PR R 6 (Bln, bR M g RS SR B L), g AR
e

 REFRS (B, A RS D .

S

ER VAR R T BRI, ET D S AR R R SR s 1 2 R
T P A 8 B 11, A0 B AR LA D A B 0 i 11 3 BB ) et
iR

« YRR S TEAL TR SPIR AN, BEEEHIE S H PCAP U1,
o813 € R s Reaa AL BB |2 e R/ 1 B ) T S TR £ 7 NV L 1| A

B E S mE IR IR SR

TR B

Firepower-chassis # scope packet-capture

TER2 BRI B R i

Firepower-chassis /packet-capture # create session session_name
LG A AT IR B AR 25 14

Firepower-chassis /packet-capture # enter session session_name

PRI FE B T AR SR R 2R DO

Firepower-chassis /packet-capture/session # set session-memory-usage session_size_in_megabytes

I E7% FX0S CLI B & iR 22(2)
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N

8

nssExEanrsiE I

T8 € ISP X R/ NDAZIA T 1 1 2048 MB 22 [H]
T8 5 Bh I B0 A A R 25 T A SR ) B A B

Firepower-chassis /packet-capture/session # set session-pcap-snaplength session_snap length_in_bytes
7€ 1] Snap KJEIAE 64 F] 9006 /NF15 2 [0 WIHRELE 2318 Snap K, WIBRINMIHIRK RN
1518 71

Fi 2 AR A Rl v A R o T A 2 Ao ik, ] DAAE [A)— ot i 3o 1 40
[ ] e TR 170 2 7 PRy RIS P S TR 3R e 6 DAl o 55 R i 11 60 S P ) s Ll 3
R BRI IR L, AR delete OB N IEIPTS i 1) create.

a) LY [7) 5 7 FRD G
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port name
X} phy-port, port name 151543 Ethernet<slot id>/<port_id> 5 Port-Channel<number>. *|T
X HLYE (phy-aggr-port), port name %4 Ethernet<slot id>/<port_id>/<breakout port id>.
b) BN A 5
Firepower-chassis /packet-capture/session™ # create app_port security_module slot_id link_name
interface_name app_name

©) M T EE AL LR YR, ISPt A i
LSURIS IEINIMP/IA
AT UL L g Y T 8o i SR e 1l R A S AR AT . AT ORGSR DS UL, 1S 2 B G B R
BRI IERS » 5 196 L.
a) i N I JE AR IR G
Firepower-chassis /packet-capture/session* # scope {phy-port | phy-aggr-port} port name

scope phy-port Ethernet<slot id>/<port id>
or
scope phy-aggr-port Ethernet<slot id>/<port id>/<breakout port id>
or
scope <security module slot id> <link name> <interface name> <app name>
b) SR i A IR i 2
Firepower-chassis /packet-capture/session/ {phy-port|phy-aggr-port|app-port} * # set {source-filter}
filtername

FER O A MR ERS, 5] set source-filter

"
o

©) TN AR uERE, IERIEREES L PR,

U SR ARSEIAE T AR s Al SR il

Firepower-chassis /packet-capture/session* # enable

BRUAEOLR, Brd B il SR a1l A T HPIRES o R, W o e vh 2 ot 200 A0 il 3K
S MR HAL AT IEAL THESPRA, FH SR AL R 1% . A H] CAL TE SR A I 2t
AR TE, AR .

KA IR B R A E

Firepower-chassis /packet-capture/session* # commit-buffer
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AR ER R iR ih, RSO RIREIE . BN

o

BIBEHERR

1% N4 PCAP X1,

Firepower-chassis# scope packet-capture

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256
packet-capture/session* # create phy-port Ethernet3/1
packet-capture/session* # create phy-aggr-port Ethernet2/1/1
packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
packet-capture/session* # create filter interfacelvlanlO00
packet-capture/filter* set ivlan 100

packet-capture/filter* set srcIP 6.6.6.6

packet-capture/filter* set srcPort 80

packet-capture/filter* set destIP 10.10.10.10
packet-capture/filter* set destPort 5050

packet-capture/filter* exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO00
packet-capture/session/app-port* # exit

packet-capture/session* # enable

packet-capture/session* # commit-buffer

packet-capture/session #

H= = o

fc B 2R B iR R IE RS

N

0T LLBIEE I DE A8 K BRI e e i 3R 2 10 i R IR

FE B Bl i SR 10

SRR L NLAE P A L DS o

st E A b A

ST LAE e

a2

T

PIR2

L SR AEAS O R TN T 24 i I AEEAT

THVEE AR TR L eSS, B AAEE

weiba, ElCA R

AR

HEA B AR

Firepower-chassis # scope packet-capture

FLRIHBT ) Bt SR DS -

Firepower-chassis /packet-capture # create filter filter name
L AR ILA BSOSO v s -
Firepower-chassis /packet-capture # enter filter filter name

SR BUAT (¥ K B AR D8 25«

Firepower-chassis /packet-capture # delete filter filter name

WA BE e AN IES R, SRR IER TR 5 L
Firepower-chassis /packet-capture/filter® # set <filterprop filterprop value
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esxEamrotEs 1

ER EATLUEH] 1Pv4 s IPve MUk uE, (HICVAAE R — Bl A Ak 2 15 v [l o g Py et

Hk.

R9 ZFEHMTESREM

ivlan W VLANID - GE A3 IR (5 £ VLAND

ovlan 4P VLAN ID  (Firepower 4100/9300 HLAH S I
1) VLAN)

srcip U5 IP Huhil (IPv4)

destip H A5 IP Hulik (IPv4)

SIcipv6 5 IP Huhik (IPv6)

destipv6 H#x 1P Hutik (IPv6)

srcport YR 15

destport H 1 5

protocol IP 3L [TANA & IHE, SRt is X

ethertype DL R PIRSCRT [TANA 2 S UK M Bl s A
B, R TREfIks . Fln: IPv4 =2048, IPv6
=34525, ARP=2054, SGT =35081]

srcmac J5 Mac Huhk:

destmac H¥r MAC Hbhik

Firepower-chassis# scope packet-capture
packet-capture # create filter interfacelvlanlOO0

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*

#
#
#
#
#
#

set ivlan 100

set srcip 6.6.6.6

set srcport 80

set destip 10.10.10.10
set destport 5050
commit-buffer
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B ey REaRReE

BEFfE L8R S HIRS1E

TR B A

Firepower-chassis # scope packet-capture

TER2 AR B s ke B SR 1 Y

Firepower-chassis /packet-capture # enter session session_name

g7 MY SEIE G RO RIS
Firepower-chassis /packet-capture/session* # enable [append | overwrite]
ER LAY AR R S B e R
Wi o
FERR BHER 2 ATIZATING, - HA PCAP SUPFRI SO RN B fli SR . — HLIABIZ i X K/
IR, RO IR ETT AR, BRaFH D “ Z57 1T E (Drop Count)” 5 BUAUEHI I

Pz LIS C R /AR

Firepower-chassis /packet-capture/session* # disable

PES KSR RAERE
Firepower-chassis /packet-capture/session* # commit-buffer
WUR CE AR IR 1, S TR S I D 1) PCAP SUIR AR & . W RS Uh e & R
B s, B I PCAP i S HElk . WURANKHICE., Bats g 2I8A Sk (e .

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

THEEEHIRXHE
O EAR IR (PCAP) SCHFE M1l N AR ASHL VML, DA 9 28 £ £, 0 A1 8 20 B ix 26 5
o
PCAP X 1F¥ 44 %] workspace: //packet-capture Hak, LI &4 E:

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

M Firepower 4100/9300 HLAH & 1] PCAP (1
AR BNVSEE IR RS, R A XS R PCAP X
k.
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a) HEHEFIA M
Firepower-chassis # connect localmgmt

b) % PCAP (1
# copy pcap_file copy_destination

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

PR B HmIK 1R

AR AR U T ORISAT, WP SCIER, s T DUIMER AT AN sl i Bl B i o i

UK

BEAN B AR
Firepower-chassis # scope packet-capture

LRSSV ERinE A C TR R [ EISASHE

Firepower-chassis /packet-capture # delete session session_name

FLIMBR B AT AN S ) B R i 3R 2 1 -

Firepower-chassis /packet-capture # delete-all-sessions

RAESTIRAL R R AL

Firepower-chassis /packet-capture* # commit-buffer

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

U P

FHIA Z Hil
LU LA B 1Pv4 Mkt ping IZ% 0 5 — B, DABEORMNRIEA M 46388, TG ping i
G ] LA 5 IPve Hidik ping % LR i) o — Bk, TS AEA ping6 dr4.

B =LA B IPv4 HuhEEREE 25 b o — & T, 15 traceroute #iv4 . BLAH ] M4 8
IPv6 HuhtERIEE M5 b s — R A HI S, 15 traceroute6 74 .

* ping fl ping6 iy 2 " 7E 1ocal-mgmt A A A .
* ping 7T T H T module #xl.

* traceroute F! traceroute6 772 A 7F local-mgmt B R {H .
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« traceroute 7y 2t 7] H T module Fiz.

P11 WAL T2 R 10cal -mgmt B module 3 :
« connect local-mgmt

« connect module module-ID {console | telnet}

i
FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

B2 AP N4 L IPv4 Hihk ping FIZE RS — B0k, AR IR AR 100 45 3 %

BIBEHERR

ping {hostname | IPv4_address} [count number packets ] | [deadline seconds ] | [interval seconds ] |

[packet-size bytes |

Pl
SRS BB WA ping 4% B2 R K o) — e+ K

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.

64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp seqg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp seqg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp_seq=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---

12 packets transmitted, 12 received, 0% packet loss, time 11104ms
rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms
FP9300-A(local-mgmt) #

PRI A LA B IPv4 Mk ERER R 2 ) — A IR

traceroute {hostname | IPv4_address}

TP

FP9300-A(local-mgmt) # traceroute 198.51.100.10

traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets

1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms

2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms
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FP9300-A (local-mgmt) #

HEL4 () HN exit TTIBH 10cal-ngnt B IR TR A .

ff 7 im LB E AR TS

TAT DA LA 25 RO S 2 i SR o T RIR S

L1 BN N2 3EN /eth-uplink/fabric I
« connect eth-uplink

« scope fabric {a | b}

w5l

FP9300-A# connect eth-uplink

FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

$IE2 i show port-channel iy DA E 7% S 1if ¥ 3 11 10030 51 2% DA R BNl 1 1 A RS RIS AT IR

i

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

$ﬁ32@ﬁﬁAu?W7ﬁAmwtmmmﬂﬁt WT%AWD Lﬁﬁmhl

« scope port-channel /D

il

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software
TAC support: http://www.cisco.com/tac

B FX0S CLI B2 & 157 22(2)
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Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

WA N show A LU /R4 e i I R A B

GRCIE

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channellO Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

BS54\ show member-port 7iy4 LA 71 sy I8 BY O3 i 11 RPIRES A5 R

e

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

BrAR Cofg i LHIE 7 IO BDE RS, SIS B G R WER IR B A2 B 1l 1E 502
BB, 12 BRI B IR

"53%6 EEE 1‘@%[&_ %D LACP{ %\’ EHJ)\U\‘F [iifa~g =5 'Clj/eth—uplink/fabric/port—channel Tﬁ
N IFHEN £xos P

- top

« connect fxos

AN IR
LT % show port-channel summary fiy4 DL 75 24 57 i 8 & 735 2405 .

i
FP9300-A fxos)# show port-channel summary
Flags: Down P - Up in port-channel (members)

- Individual H - Hot-standby (LACP only)
Suspended r - Module-removed

- Switched R - Routed

- Up (port-channel)

L n HO~
1
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M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports

Channel
10 Polo(sp)  Eth LACP Eth2/3(s)  Eth2/4(s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2(s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

1E £xos BN IL A T HiAt show port-channel FI show lacp %o 51T LA FTIX 25 iy R s 5 At

uti EE R LACP 5 B, BlinsE. s s %,

ETRAVIRIE
A7 R O TE AR S, 1 2 P Qi EIE L 2R 134 0L

MR HBE Rk E

Fi6 Z Al

FEBHIE RGO 5 A St DU, mT LU BU R R 5 1 S B R AS . BE58 izl 7

752 TFTP K513 kickstart W5, N ECHI AR GENE BLE AR, SR A AT Gt AT 51 &

i€ FXOS WA IR 2 W% 7] LU Cisco.com _EFBA AT —47 B 3B :

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 £ %1 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

PREWAR AL = A PR SCAE . i, LR & FXOS 2.1.1.64 #4FT R E WU

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

i ] ROMMON:;
a) EREFIEE G,
b) FJH A%,
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s |
B susEsks

REGHEIFE I, I BAEZR RS SR AMETE v 2% .
©) {E{#IHI ] 3% Escape # A 3k A\ ROMMON % 5 .

w5l

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

$1B2 TFTP 5|5 kickstart W% :

a) A CIEMBCE T EL 1P Huhk . 5 E I R HERD A R OC TP Mk, #50T DU set dr A A/ HE. &
LM ] ping iy TETP JIed5 & it .
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ¥ kickstart {5 42 % ] M Firepower 4100/9300 HLAH Vs i (1) TFTP H 3%
R 1% kickstart BUR WO 5K SRS ELIRA S AL  B7R FXOS A Y kickstart AR 2

(] WSS (475 JEL AT ZE Cisco.com #AF R ITII#E 3]
©) 51514 AN ROMMON 75|34

boot tftp://<IP address>/<path to image>

ER BBV LMEH$E A Firepower 4100/9300 HUAR A AR 1) USB i o ff) USB /R4, M
ROMMON 7|5 kickstart, 415 USB A5 /27 R Guia AT AR Hd AN, Aa 55 258 T8 |
FRG, KRG RGEA W% USB .

RO Won— R # FaoR IEAE MG 5 HLBE S 23 N4 kickstart B

-

rommon 1 > set
ADDRESS=
NETMASK=

I E7% FX0S CLI B & iR 22(2)
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GATEWAY=

SERVER=

IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnt

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFAFH R AR AR R R R R R R R R R R R R R R R
iEsdsaas iR asisaasiiisanRisiaaaRisasaaiisaaniiisaaRiiianRRiiRRR iRttt
igadssasiassasiiissasiissasiidsaasiiasasiiasaiiissniiisaniiisaniisssti

File reception completed.

I3 FEEERININZ R Firepower 4100/9300 HLAH 1) kickstart BRAZ ARV AL 1Pk 52 R S A BEZS LR -
a) BFEIKE RGFE TG, SRR E A P Mk A O¢ . BOEVAIE I USB R AUX Lt
%

switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)

(

(

( config-if)# ip address <ip address> <netmask>
switch (boot)

(

(

(

(

(config-if) # no shutdown
(config-if)# exit
(
(

switch (boot)
switch (boot) (config)# ip default-gateway <gateway>
switch (boot) (config)# exit

b) KPS RGN FLAS WG LR 55 75 52 1) 2 bootflash:
switch(boot)# copy URL bootflash:

AN IREZ —, AIEAE A RISCAHEE URL:
« ftp://username@hostname/path/image name
« scp://username@hostnamelpath/image_name
« sftp://username@hostnamel/path/image name

« tftp://hostname/path/image _name

il

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

BH} FXOS CLI B2 & 457 22(2)
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switch (boot) # copy

scp://<username>@192.168.1.2/recovery_ images/fxos-k9-manager.4.1.1.69.SPA

bootflash:

s |

) RpmA% i h & #F Firepower 4100/9300 MU 5, B4 H nuova-sim-mgmt-nsg.0.1.0.001.bin [f]
PRI R GUEER  BUBERE T 1) N AL SN A B R . 1 R SRR ) A4 PRIV AR 24

4 nuova-sim-mgmt-nsg.0.1.0.001.bin, i

R
o

AR A WG it

switch (boot) # copy bootflash:<manager-image>

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

A
switch (boot)# config terminal

Enter configuration commands, one per line.

End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

IS 2 R SR -

switch (boot)# load bootflash:<system-image>

i

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
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FP9300-A login:

INEMRE WAL )G, N BLT dir 4 DL S R g8 22 A H A& -
ER MBI R MG S N R AT
%,
FP9300-A# scope org
FP9300-A /org # scope fw-platform-pack default
FP9300-A /org/fw-platform-pack # set platform-bundle-version ""
Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

NI A FAE Firepower 4100/9300 HLA L AE ST G40 IE . HRPEAGEE, ES G
B, 49 T,

il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

MBI RGN E

)

FHiEZ Al

ARG SO INAF IR, I ARG R 8, EnT DA UL R AP R R 4. EE5E K
ZI R, T2 TFTP K51 T kickstart W5, FCPiEUALINAE, FEOBIN ARG E BAWR, Ra
DB R AT 5] 5 .

pat i

VLR PP ELAR B s RSN A PRI, S A RGO o kAT 58 e F T

i 8 FXOS RRA K & W% 7] LU Cisco.com [ BA T —7 B $REL .

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263

* Firepower 4100 % %] -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

BRI FXoS CL B Ei5/ 222)


https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263

s |
[ RS

PRAZWAR AL = A SCAE . i, DR & FXOS 2.1.1.64 FITE B S .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

[IETRY

$1EB1 Vil ROMMON:
a) ERFIPEEG .
b) HH A%,
RN, I HAEZ R b & BoR—ANEITF I T 25

©) ZEBITTI IR 4% Escape 813 X ROMMON = .

w5l

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

P2 TFTP 5|F kickstart B
a) A CUEMBCE B IP Mok, B R g HER AN O 1P Mkl S PT LA set iy & & F/ ILE. &
AL ping iy 21K 5 TFTP g% 38 & HErt.
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>
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mirmxuzansg I

b) ¥4 kickstart W5 42 15 7] M Firepower 4100/9300 ALAH U7 ) () TFTP H 5%
R 1% kickstart WUE IR RASF 5B A S AVLEL . 27~ FXOS WA Y kickstart % 2

) e 5 ({5 S T 7E Cisco.com A &5
©) {FH5IF 4 M ROMMON 5|5 mf%

boot tftp://<IP address>/<path to image>

EB O BEWTLMEHHE N Firepower 4100/9300 HUAR 5 AR ) USB i i) USB /R4, M
ROMMON 5| F kickstart. 414 USB A& 7E RIS T AR L), WS TEE5E EH 5
FRS, NG RGEARNZ USB W%

RGN B — R #, TR IEAEHAEIT HRE S 2 nE08 s

w51

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
rrrrrrrrnd

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHAH A A A R R R R R 1
FHEF A H A A A A R R R R R
2

File reception completed.

Jn# kickstart B 5, A init system iy 4 FFT S AL N A o
init system & S EEBRINAE NS, O3 FEBIREI ARG L RS G RCE . 5684
i KM 2 20-30 435

i

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash...
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Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

T4 KBIRKE WS N2 Firepower 4100/9300 L5 :

a) FRNEAE MG, B ERCE S IP AR S, BIGE N USB AKX Se g,

switch (boot)# config terminal

switch (boot) (config)# interface mgmt O

switch (boot) (

switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (
( (

switch (boot)

config) # ip default-gateway <gateway>
config) # exit

b) K =AM E MR N FEIR 55 %5 52 6 £ bootflash:
switch(boot)# copy URL bootflash:
U ERZ —, A IEAE S A MRISCIFEE URL:
« ftp://username@hostnamel/path/image _name
« scp://username@hostnamelpath/image_name
« sftp://username@hostname/path/image_name

« tftp://hostnamel/path/image _name

A5
switch (boot) # copy

scp://<username>@192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11

bootflash:

switch (boot) # copy

config-if)# ip address <ip address> <netmask>

BIBEHERR

scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy

scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA

bootflash:

Jl EF FX0S CL FoE 57 22(2)
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©) WG T S I E Firepower 4100/9300 L6 )5, A —/> A nuova-sim-mgmt-nsg.0.1.0.001.bin ]
ISR R . UBRERE AT I I AL N A B AR R . iR R GERERE ) A4 RN AR 2
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCIEZ RN A4 WG R Witk

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

T

switch (boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot) (config)# ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA

bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin
Copy complete, now saving to disk (please wait)...
switch (boot) #

TN L

switch (boot) # reload

A5
switch (boot)# reload
This command will reboot this supervisor module. (y/n)

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE

?

y
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Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
rommon 1 >

$IE6 M kickstart I RZ WAL 5] 5

rommon 1 > boot <kickstart-image> <system-image>

IR AEMBREMGNIN, BIRTTRE G PIVF AT IEE B AR RO B . T L2 4 R X L
o

ERUE
rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1! Kickstart Image verified successfully 1!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
S1l0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome. .

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed
Unpack CMC Application software

Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful
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System is coming up ... Please wait ...
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

TR MEWR)E, RGCMITREIEAYIGRCEBCE .. ARG R, WS HARCE 5 12 T
SR8 AL Firepower 4100/9300 HLAT EAE KPS ARGREBAG . -5 ISP EL BB RRA Y. 5 5] Tk

=

7

HARAGWE B AREAFEER, WG, 5 49 1t

il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

NI FECT GG, T 3hT kickstart F1 RGEWUG,  LMEAERE R I R G e A
T BERR e MASIAR IR SCA R et AT R S I AN e A2 L i, DA IEAEIB AT R RRAS 5 S B3UFR) JE Bl i
AAIVLHC

a) BEEATHFEEHIK a Y -

FP9300-A# scope fabric-interconnect a

b) {ii/] show version fir & A1 IEAEIZAT I ZMAS IR GERRA . JORE A P IX S 745 R S0 5

FP9300-A /fabric-interconnect # show version

A\ NYNNES
©) AL i LSS WS
FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>

commit-buffer

AR RSAPRE TR ECK “Disk Failed” o IGTHALOMIEE, JF T ghSE AT IR
Jre
d) {4 show version fir 4-iff A T IEA 1 B AH BRRA 42 WG I I IR A -
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BEEED (RS “Activating” HHCh “Ready” ZHI, TH/IRELHAT R —
FP9300-A /fabric-interconnect # show version

.

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

TR0 TEHHD RS

il

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

RIS L T2k A 22 A/ 319, KI5 A T Firepower 410019300 HUAT. I LA
AT 510 47

PEN BERGRES. WREIIRENMM “Discovery” ¥4 “Config” , Hfaihh “Ok” .

EUE
FP9300-A# show server status
Server Slot Status Overall Status Discovery
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1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

AR “Ok” I, RGN CIKE . BN AERTICE 2 et (CWIRVFRNERCED , JF
TR QARG . E TR

* Firepower 9300 IH A 1458 54 -http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 Wt & 5 7 -http://www.cisco.com/go/firepower9300-config
* Firepower 4100 R ¥ N [J$8EF -http://www.cisco.com/go/firepower4 100-quick

* Firepower 4100 R ¥ L& $5 5 -http://www.cisco.com/go/firepower4100-config

BH} FXOS CLI B2 & 457 22(2)
I -m


http://www.cisco.com/go/firepower9300-quick
http://www.cisco.com/go/firepower9300-config
http://www.cisco.com/go/firepower4100-quick
http://www.cisco.com/go/firepower4100-config

s |
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AAA 119,120,122, 123, 125, 126, 127
LDAP $2LFE/F 119,120,122
RADIUS $2 it/ 123,125
TACACS+ $2ft72 )7 125,126,127
asa 55, 140, 151, 154, 178, 179, 180
BN, asa W % 140
IEEERE 151,154
SRR A 55
HERER] 178
TR IZ 4 5 £ 179
JIHI 3% 13 FH 552451 180
B g 178
asa L% 49, 50,53
M Cisco.com % 50
KT a9
T3 Firepower %4> 1% 7% 53
authentication 35
default 35
authNoPriv 101
authPriv 101
banner 84, 85, 86
pre-login 84, 85, 86
call home 22
Jid & HTTP /CHL 22
certificate 107
KT 107
CLL, EZ AT
CLI 25 Rl 9
commands 8
history 8
configuring 108, 109, 110, 112, 113
HTTPS 108,109, 110, 112, 113
CSP, iz MElz 4,
DNS 129
Firepower 4= % 1
Wk 1

Firepower HL5H 1,12, 86, 87
BIGHELE 12
Wt 87
WEIZATIR 1
HHTAZ) 86
Firepower W4 JEHAE RS 5
THEF- G RgR 52
Firepower -5 {41 {1, 49, 50, 51, 52
upgrading 52
M Cisco.com %} 50
KT a9
2 # Firepower %41 7% 50
U e HENE 51
Firepower B PMSHAH, 152 [ B0 1)
fpga 56
upgrading 56
ftd, HZH P
FXOS Hl4f, &2 Firepower HAf
HTTP QR 22
configuring 22
HTTPS 36, 37,108, 109, 110, 112, 113, 114, 115, 117
configuring 114
timeout 36, 37

BB HIR 108
SNUET 13
ki 115
2H 117
ZAEAT A 112
WEFE =K 109,110
TR AE U IS 108
LDAP 119, 120, 122
LDAP $#E{IEF2)7 120,122
Bilgd: 120

fgR 122
noAuthNoPriv 101
NTP 93,96, 97

configuring 93, 96

MR 97

BRI FXoS CL B Ei5/ 222)



NTP (%) timeout (45)
usin 96 G 36,37
PCAP, 5S4 £fli ik traceroute 199
PCAP 3/} 198 R 199
T4 198
ping 199
PKI 107 B
RADIUS 123,125
RADIUS 211723 123,125 A H SOy IS U H T 34,41, 42, 43, 47
g 123 SR B 4
EE 125 WAy AR 43
rommon 56 B L E S 34
upgrading 56 THERE D sadsk 47
RSA 107 T 42

smart call home 22

P& HTTP Q3 22
SNMP 100, 101, 102, 103, 104, 105, 106
community 103 C

notifications 100 VILATE 12

LAY 10 g
WA 3 A ThRE 102 BlEEIE RIS 194

KT 100
JA H 103 D
B 101
Kk 104,105 FEAbFE A4 8
B 104 FHIALE 185
kR 108 FARE 185
7 106 GRHTHENE 84, 85,86
£ 106 {84
fHEE 106 Mk 86
S+ 100,102 Bri 85
SNMPv3 102 S CEIE 134, 201
ZAIIRE 102 configuring 134
SSH 36, 37, 98 A 201
configuring 98
timeo%ut 36%37 MBS T
system 12
WIGHILE 12
TACACS+ 125,126, 127 F
H. 1
TAC&?;&:WIF? 126, 127 W (R 1
W 127 IS 135

Telnet 36, 37,99 configuring 135
conﬁ,gur,ing 99 73 33 E 135
timeout 36, 37

time 94, 97
iE 94 G

et MY
timeiﬂ?ﬁ N MR EHIR 1

HTTPS. SSH A1 Telnet 36,37

Jl EF FX0S CL FoE 57 22(2)



| =3

[t 56

upgrading 56
HBEAERR 201

Uiy T TR 201
<] Firepower M4 87
FHL TP Hhhk 79

HIAKAZ A1) 79

H

25N 36, 37

J

PUA 1,12
HILHHLE 12
ARG 1
S 147,148, 150, 151, 153
management 148
K2 148
spanning-tree portfast 151
SR 150
SRR TIRE R 147
redundancy 147
size 147

BRAFZR 150

W g A EtherChannel, ZEAZ#edl LR E 153

TR AT 150
NS TR 1
P 133

configuring 133

J&1E 133

K

e 36,37
timeout 36, 37

L

Pk, % 34

ERRE L 178

W% 55,140, 142, 151, 154, 160, 178, 179, 180
gy 140,142
Bz ERE 151, 154, 160

BIRwS (B
BB S A 55
HEHH) 178
MHEE 179
IR Y. S 451 180
B HIER: 178

AL 31,34,35,39
AN 35
PS4 34
SRPER AT 39
fe I 31

ST E AT 34, 41,42, 43,47
]

KT 34

BRG P X5 43
THBRA R 7 Ll sk 47
TGS R b 42

513K 107,108, 109, 110, 112, 113, 116
{108
SAIED 113
KT 107
iz 116
ZAEEA 112
UEF5i# 3K 109,110
FH AR 108

A 5

AT S 14
Vil 14

P

it E SN/ S 185
PRl 185
8-S 185

BC B SCPF 34

password 34
S-S LR 49, 50, 51, 52
upgrading 52
M Cisco.com % 50
KT a9
T3 Firepower ‘%415 %% 50
Bk e HEME 51
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Ja A 103
SNMP 103

TE4E 146, 151, 154, 160
B33 151, 154, 160
I BN E 154
*KTF 146

559 1
i 94,97
B"hE 9%
FEE 97
H AR ] 93
configuring 93
AR 203
P 203

S

T BR A EL 3Rk 25 1 199
WK 83
FIAW AL 1) 83
#EX, SNMP 103
2[5 £ 56
JIX. 94, 96, 97
setting 94, 96, 97
SE it B Y 5 39
ZENG 5
ZAEAE A 102,112,116
g 112
KT 107
kR 116
Bm itz 193,194,196, 198, 199
filter 196
B A Sk U5 194
JA SR BRI 1h 198
T BR A fL SRk 25 15 199
5 b s A sk 2 15 198
N4 PCAP 11 198
Bkl 424 49, 50,53
M Cisco.com %% 50
KT 49
453 Firepower %4> %% 53
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PRSI RS 207
KK 207

T

A5 R4S 103,108,109, 110, 112, 113
HTTPS 108,109, 110, 112, 113
SNMP 103

1H 4 100
*F 100
B & & IER: 178

W

BB 142, 151, 160, 178, 179, 180
BT o B IS AR R 142
B HE 151,160
R 178
MR Z % % 179
I N S 451 180
1B HEE: 178

BT A 53
2 # Firepower %41 %% 53

X

REGWSE 203,207
R HE 127
BO B A H br 127
BOE AR 127
BB e Hbr 127
S LR RSO EE 198
Ff1F 100,104, 105
fg 104
KT 100
kR 108
VFAE 23
M 23
VRO UM ML 23

Y

{4 49,50, 51, 52, 53
M Cisco.com F#Z 50
(EBLINT
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WUR (4
F+4% Firepower A4 REHAE RGT A G (L 52
T3 Firepower %4> 1% 7% 50,53
AU SEEENE 51
WAL RAS 55
T 55
FI P 9,30, 31, 34, 35, 38, 39, 41, 42, 43, 44, 46, 47, 106
CLI 2 i%BR % 9
SNMP 106
AHL SO IGAE 34,41, 42, 43, 47
B 44
R 30
WO 46
At 34
AR AT 39
SRLUEN] 31
A HEN 30

ANEY)

BRIN S B iE 35

Mkx 46

f5H 46

T, AR 38
F Pk fr 34,41, 42,43, 47

SR E SO 34,41, 42, 43, 47
R P Sk 38

z

Mk Fr 34,41, 42,43, 47
A G GrIGUE 34,41, 42, 43,47
B 38
WREH M 38
FH ) 86
FEMHFRTE 23
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