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show environment summary ™ & 2 A}-8-3}-9 Firepower 4100/9300 Af A1 2] ZINEA Q1 A E| & H o 5=
e ARE ged = A5y
* Total power consumption(ZF ¥ AH[F) - A0 E F HEZFH(FE)
* Inlet Temperature($] 1~ &%) — Al =8 9] 2 =(AH)

* CPU Temperature(CPU - 1=) - X Z A A] 2= (414))
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D
* Power Supply Input Feed Status(¢l &5 &2 98 &5 & Hl) — 4= A E(0K(8 %), Fault(Z

gh)

* Power supply output status(H ¢ 2572 Z2 AH) - 12V =8 A El(¢l: OK(H /), Fault(4 &)

* Power Supply Overall Status(< ¥ &5 %] o] 2 9H2] Q1 A elf)—PSu o] &9k

& 7F%), Removed(A| 71 ), Thermal problem(& = A))

* Fan Speed RPM(H &%= RPM) — ©d 9 EFod] &= 7 M| 71 =2 RPM

* Fan speed status(H &= 2 H) - 9 &= (Slow(:=9), OK(7 /), High(MH-&), Critical( A1)

1 7Bl (Operable( 2}

* Overall Fan status(1 A # - El]) - FAN 2] A A] /3 €l (Operable(2}-5 7}15), Removed(A] 1 &), Thermal

problem(& <= A))

* Blade Total power consumption(& & 0| = & A8 4H|&) - Edlo] =9

* Blade Processor Temperature(=- 2] 0] = X 2 A| A &) — Kot 5/ R oA L2 A 2] 11

SE(EA)

A%}

FXOS CLI° 443 THEXOS CLI A 2, 14 #l o] %] an),
A2 A RES AU
Firepower-chassis# scopechassis1

GA3 vE WEE dEste] A GH 2oks gl
Firepower-chassis /chassis # show environment summary

(RUBNA)
)

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000

CPU Temperature (C): 47.000000

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable

FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2
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Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:
Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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of ik A A 23 4= QlFH o
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F1 o]l Frc d2ETE

BEo]F AA 28 o A EHE RCEXEXE

EXEC HEREZ9 top HH #

o] S E EXEC X =9 scope adapter § %3 /adapter #

Aol & EXEC X.=9] scope cabling ™ & /cabling #

A A EXEC XX 9] scope chassis ™ & /chassis #

ol AH| vl

EXEC X =9] scope eth-server '8 &. ©]
B R EE sk HE e A A D E A

2t

/eth-server #

S EE!

EXEC X =9] scope eth-uplink "3 &

/eth-uplink #

S8 Qe E

EXEC X 9] scope fabric-interconnect
sk

/fabric-interconnect #

W W wE 58] WS of Aol
A5 A] Qg E), 5 o] el ol
Hlo] 2~ HH L jadapter # TEO A A}

£ % et

3 9 o] EXEC X =2 scope firmware ™ = /firmware #
T 2E oYyl SlEjHo]~ | EXEC E=9] scope host-eth-if " &, ©] | /host-eth-if #

EXEC X =9] scope license ™

/license #
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EEOF RA| &= H AHSEH = E R RESEVE
RUHE EXEC X.= 9] scope monitoring ™3 & /monitoring #

x4 EXEC X =9 scope org § & /org #

AR R EXEC .= 9] scope packet-capture " & | /packet-capture #
Hot EXEC X = 9] scope security '3 & /security #

A EXEC X =9] scope server '3 & /server #

A 2 223k EXEC X 9] scope service-profile ™ & . | /service-profile #

AH) 2 Z 2 ukel S WA gAY A 3
A AR A .. . create, set B=+= delete
39 W R3e AL &51A] nfA Al

ssa EXEC E.=9] scope ssa '§ & /ssa #
Al 2~ Hl] EXEC X =9] scope system ' & /system #
7} HBA EXEC E.=9] scope vhba " &, o] & | /vhba #
D RES HES AA A LA EE
e,
7He NIC EXEC %= 9] scope vnic ™ & /vnic #

A Prefoll AHE 7he ek dvk W 4707 s Tk
« create object
« delete object
- enter object

« scope object

QT A EE AEATE Q2E LB AA 5 R E el Aol scope B H S A5
Mol FYE St et daant AAE P BAT  sleich

A SLEL gl A A o119 e Sl 4 el A el
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o},

delete object S5 AR 7} A3 F o
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o},

scope object L5 WA 7 A H T

FE 3 AA} e 0] L YE

3% Ps

create object Q5 WA BT,

delete object A 7} 2H A F Y ¢}

enter object et 35 AR A3 2ol L A Utk
scope object A e] 719 e o] A ek Al o,

ol
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CLIONA 3] 1glo] A W& Yeshe %%cmmnmmrf%%%‘ﬁﬂﬂﬂﬂ% & o] A&
94 eksuUth AgE w7hx] Av) 2eol A e BFH Y discard-buffer 8 3 S 9 Z8lo] 414

o e 7ol WEo| A B F WA S 4 @ Thg commit-buffer 8 0% G4 Mol 4 48
Sl FEAEYe A0

Ll S
Yt} B & ¥ # 2= A show configuration pending ™8 & S ] 5 3}o] H
o

Y

=
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= ATA A HEo] ALEH, Fol7t B WS o AAAR Bagyth

g T BEe] e 4 HEF7EEE THZE Sholl YEPE Ut o] M E = commit-buffer ™
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U o= X EZHE 8 ZEA A F o] WA WA E=A HolFyth

Firepower# scope system
Firepower /system # scope services
Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending
scope services
+ create ntp-server 192.168.200.101
exit
Firepower /system/services* # commit-buffer
Firepower /system/services #

AAEA 2 EAE Geiaha Wl 2o @A) Aol A ALS 7bs @ S Aol TAHU
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EEEEC o} AE Y B 23 0F YA @A R A A bs e Welo] gy
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74 DNS AW E T FHTHDNS A ¥ 74, 136 o] #] 3x).

A5 AFE o] M AE S22 THASAE gho] A2 e, 17 Hlo] A Fx).
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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword$%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch Mgmt0O IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

U ol A= 1Pve de] 45 AHE-sho] Ay o] de ATt

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0O IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0 IPv6 Address=2001::107
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Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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« sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1
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« telnet ucs-UCSM-host-name ucs-auth-domain\username
telnet ucs-ga-10
login: ucs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|\UCSM-ipv6-address } ucs-auth-domain\username
telnet 10.106.19.12 2052

ucs-ga-10-A login: ucs-ldap23\blradmin

Putty S 2}o] A BN b5 &S AHE Y UL
« Login as: ues-auth-domain\username

Login as: ucs-example\jsmith

Fu VEAFo| Z2AE AAAE T FE Q59 LDAPL. E A A H 7 - ucs-local\admin
A}-8-5lo] Putty E2he] 1 E ol 4] Fabric Interconnectol] 2 1918 = Q)5 o},
714 admina 24 o] 7 E 9] o] FY .
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scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest

set address https://tools.cisco.com/its/service/oddce/services/DDCEService

< v} Smart Software Licensing -3

Cisco License Authority9} S213}7] 93] &4 02 HTTP ZE A& T4 4= A5 U License

Authority®ll 553} Smart Software License ©] 7}--E ol 4| -2 Firepower 4100/9300 A A] ol 5=
EZIDE Y gaoF Fych

!

A1 (A8 A HTTP ZEA] -4, 22 #| o] A].

o
@A 2 License Authority®l] Firepower Security Appliance 55, 24 3| 0] A].

(418 AL} HTTP 3 = A] -4

YEFANA QB Yl A E 93] HTTP Z 5 A& AL-8-3F= 7 -$-, Smart Software Licensing®]] t g+
ZEA F25 FA O Gt o] TEAIE AUubA © 2 Smart Call Homeoll = AH-H U o},

Fam AT

o

AHE-EHE HTTP Z2A] = A 954 @&yt

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)

F7hvlgo] figruich. G ehol ¥ 2 ol oke] A5, 7k Al el Y ehol Mg ol slok gk,



| AsAg #tolx~ #y

(419 AFe) call Home URL 2141 [

R

SA1 HTTP Z5AE 243y
scope monitoring scope callhome set http-proxy-server-enable on

o A

scope monitoring
scope call-home
set http-proxy-server-enable on

9Al2 ZZA URLS AAH T
set http-proxy-server-url ur/

o1 7) 4] url- 5 A) 48] 9] http B https 72 QU T

o A

set http-proxy-server-url https://10.1.1.1

G EES AR
set http-proxy-server-port port

o A
set http-proxy-server-port 443

w74 WHE ARG

commit-buffer

(%1 2 2}-3}) Call Home URL 2} A

th A& ALg3ko] o] Ao T4 & Call Home URLE A1) Ei ek,
A

SA1 BUEE ¥E dEdeh
scope monitoring

@A 2 callhome HYES JH o)
scope callhome

@73 SLProfiles 54 th
scope profile SLProfile

GA 4 gdS AIEY
show destination
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scope license

register idtoken ZGFmNWM5S5NjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZ]jIXNGQOLTEON]I2NDYx%0AMDIZNT
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A1 Callhome t3 2 = Satellite A ¥ & 47 3 o},
scopemonitoring

scopecall-home
scopeprofileSLProfile
scopedestinationSLDest

setaddresshttps://ip_address/Transportgateway/services/DeviceRequestHandler
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Cisco FX0S CLI 71 3] 1| o] A 7}o] =, 2.2(2)
I .hﬂil


https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

ASAE o] 2~ e

| IR R RN DR

b)

¢)

d)

o]

E¥sE EAEE 45 oS AU

createtrustpoint trustpoint_name
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setcertchain certchain

certchain W59 7%, o] AR AFA A AR 8T AFS FYhe] B &

& AR

Rl A BRE A THA &

% [¢) ] Oﬂ 5
EFAES BSEE AFAE YYstets 2R BAF L 7
IS

&loll ENDOFBUFE ] & 3&}o] ¢k gt}
A3 ageoldSs AvlFt

commit-buffer

Al

firepower-chassis# scope security
firepower-chassis /security # create trustpoint tPointlO0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVYVYVYVYVVYVYV

\2

>

————— BEGIN CERTIFICATE-----
MIIDMDCCApmgAwIBAgIBADANBgkghkiGO9wOBAQQFADBOMQOswCQYDVQQGEwWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1 c3QuZXhhbXBszS57b20xHzAdBgkghkiG
I9wOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIThveNAQEBBQADgYOAMIGT
AOGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
7ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINv7Iwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QibG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJITATBgkg
hkiG9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJdaVMhzC190306Mg51zglzXcz75+VFj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvihevskv0j6
JtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgZYwgZOAFLINjtcEMyZ+£7+3yh42
11do3n040XikdjBOMQOswCQYDVQOGEwWJVUzZELMAKkGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVUZ21luZWVyaW5nMQO8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYi042z42/39Ijenh75tCKMhW51laz8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIJwK5+N3x/kfa2EHU61idlavt
4YL5Jg==

————— END CERTIFICATE-----

ENDOFBUF

firepower-chassis /security/trustpoint* # commit-buffer
firepower-chassis /security/trustpoint #
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scope license

enable reservation

2ho] 41 2 o oFo] W 91 X Ik,

scope license

scope reservation

ooF 8% Z=8 AP

request universal

show license resvcode
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license smart reservation install code
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license smart reservation return

Firepower 4100/9300 A A] &] 2}o] A 27} FA] Al 5] a1 3 7} e = o] &g Yt}
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21 %5 FXOS UDI(universal device identifier)

o
&

@A 2 Smart Software Manager®l] 4] FXOS €1 ~®l 2~
E g1y

show license udi

it

@A 3 Smart Software Manager 1 Wl E 2] 81H © 2 ©]-5 3} 31 Product Instances( A 3 1 ~¥l ) g8 2%
Eh=d

https://software.cisco.com/#SmartLicensing-Inventory

@Al 4 UDI(universal device identifier)E A}-8-3} ¢ Firepower 4100/9300 | A] & 73 A g o}
A5 Actions(%%]) > Remove(A A1) S A 81311 A A H Wksl I =5 2x}o] ) &g}
@716 Remove Product Instance( A 3% Q1 =€l A A) S S g}

4T vol 27} ALg bR B ML
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« show license all
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« show license status

« show license techsupport
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|57 52 & 3o &2131A 355 Y t). Smart Software
Licensing 71 3] Z1.¢] ©] 41 2 Firepower 4100/9300 A} A] =3

Hpo] A o Bt HE & vy Yt

714 ™8 = deregister, register idtoken, renew, scope
callhome, scope destination, scope licdebug, scope license,
scope monitoring, scope profile, set address, set
http-proxy-server-enable on, set http-proxy-server-url, set
http-proxy-server-port, show license all, show license status,
show license techsupport
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cisco-av-pair=shell:roles
="admin aaa"
shell:locales*"L1 abc".
cisco-av-pair 43
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-2 ukE 3 CiscoAVPair <

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X
objectClass: top

objectClass: attributeSchema
cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X

instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1
attributeSyntax: 2.5.5.12
isSingleValued: TRUE
showInAdvancedViewOnly: TRUE
adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64
IDAPDisplayName: CiscoAVPair
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Firepower-chassis # scope security

GA2 7] AS Fo] el RES AR T
Firepower-chassis /security # scopedefault-auth

HA3 7RSS A dYH.
Firepower-chassis /security/default-auth # set realm auth-type

A7 auth-type T8 719 = F by ok
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«ldap— LDAP 215 %] A

slocal— =7 Q15 #|4

*none— = ALE AT HI UM S5 A GolA| ¥l ZIL2E e S 5§
« radius— RADIUS ¢! A4

* tacacs— TACACS+ 315 A A

(A8 AV Sgeke 49, A9 AeA 1ES AT
Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

GERSBEE DO PERESE EER ERREE PE T P LR
=

Firepower-chassis /security/default-auth # set refresh-period seconds

0~6002] 5 A AT 718k 60032 4 L .

o] AZE A F-S I 75 FXOS A = ¢ AlAd o] Bl &2 8t = A o= 156}~
A g

(18] ALah) FXOS A 9 AlAo] =¥ Qlrha 4Fal7] A mpA ek A 237 24 o] ol 2 9a
ol o) A7e AU

Firepower-chassis /security/default-auth # set session-timeout seconds

0~600°] S AT 7128k 6002 Y H .

#3  RADIUS T+ TACACS+ % °ﬂ°ﬂ gk 2d A QJIFS A4k A5, 44 AR AT ARl S
A} 428 3FA] kol ] == session-refresh ! session-timeout {245 52 A A 3] KA A

rlj
X,
[
o
o\
bt
o
on

(91 A1) el Wk 28N 915 & 4 3

Firepower-chassis /security/default-auth # set use-2-factor yes

F3a 297 Q152 RADIUS % TACACS+ 4 <ol 7k 4 8- Y
o

Al<e) 3] T o] Aol EAAH G AT

commit-buffer

ot

g},

=9 cﬂ °ﬂ A= 718 9158 RADIUSO) A A sk, 718 1% Al 2} 18-S providerl = A A 811
20 Q1SS A stetal, A 233 1H A & 3005(%)3 Argetd, Al A2 23 7HA S 54039
)&= ARG AL 297 Q1SS FAa st O v ERRAAS AN

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #
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FXOS CLIZ A3} Firepower 4100/9300 A} A 7} A& 2} Al S &7] Aol AFR-2} &% glo] 7 3}
g A= A AR TS AdFH T ZE Al D HTTPS, SSH 3 &Yl Al el dis) A= & A
e TAE T AdFUS

H 3,600%(601) 2] AF 23 @ AAH T F AFUHTE 71280 60024 H T o] HA S ¥ A
stat A Al AR 23 ghE 002 A o

P!

Bek w2 ARk,
Firepower-chassis # scope security

7] A o Bek mEE A AT,
Firepower-chassis /security # scopedefault-auth

HTTPS, SSH 5 &l Al ol thad #F AIF 2345 A ok
Firepower-chassis /security/default-auth # set session-timeout seconds

(A AL T AR KT AR 23S A FU
Firepower-chassis /security/default-auth # set con-session-timeout seconds

GLER IR R L B PEPARTE . R B R R L AR [
Firepower-chassis /security/default-auth # show detail

o A
Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

)
Al 2y 23 A
Firepower 4100/9300 A A ol = Al A ARE-3} 23glo] Aol Al Al ZF 23} 7] 7Fo] 2 v AF-8-2)F Al A
S 2= AU AA A 2T A o] lEU T o] A A1 23 7T A8 Y &<, SSH, HTTPS =
H| £33 B E NMA 2~ P oA A H oz HeHLt]
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Alzzoll ik Al 7F 239 = Fr A sHAA T Tt Abgel tish A 24 Ao Al AIZF 295 ¢
g stet = dHF YT

A A7 23} 7] B8 36003 (60%) 0] B FXOS CLIZE AH-&3f] M7 sk 4= olFU ) o] A4S v &
Astaled Ao Al A7 23 3e 002 A g

A%

B RS Al T
Firepower-chassis # scope security

718 A% Fo] Beot RE S AR}
Firepower-chassis /security # scopedefault-auth

Ao Al AIZE 23S AP

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

(B AL A Z& Ao A AR 232 AT
Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

(8] ALah) Al A AL AIRE 23 A S Sl g o
Firepower-chassis /security/default-auth # show detail

o A
Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

Aol T3k o 3 4 2

7154 © 2 LDAP, RADIUS E=+= TACACS X2 E F-& AL-8-31o] 914 A ¥ ol A Firepower Chassis
Manager %+= FXOS CLI¢| 218138} & /\}&X}oﬂ Al e17] Ag AA 2 Adho] Fojg Y} Wetk
Are] o) 2, A E ALEA} o83} 9 A Bz A AL oA 2T AdEhs Aol et 5 2l
=

&3} o] A AFg Aol Tl F e 4 7
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]

TS 5 At
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assign-default-role

gAY 2SN sk 97 93 AFAL A DB AF JuE AT B
A9 AHEAE 7] A8 AL A 9 82 2R 5 gl

o= 713 WFEYY e,

no-login
AT 2L AT 97 A% AT ASA G A% ARE AT HA BE
B9, A 227k AR,

A%

GA1 B RES AF T
Firepower-chassis # scope security

@A 2 Firepower Chassis Manager 2 FXOS CLIO| t] §F AF&-2} M| 227} AF8-2)F G 3HS: 7] = 0.2 A gy of
of sh=A] o -5 A AT

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

SA3 AR Ay age]del ERAALE AN
Firepower-chassis /security # commit-buffer

Far EdAA

ol
o

U ool M= A ARG Aol T ek S A S A AR gy,
Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

27 AZ= A2 U HE Bot e g9¢] P 3}

T
st 73“?”01] = F1rep0wer eXtensible <3 | Al of| A A&7k 7H4] &
CHEEE At 8 gaH @il EnE A1, 335014

GA Bt mEE AT
Firepower-chassis # scopesecurity

WAl MU E RO B 1S BAHTH B v BHETA A F T
Firepower-chassis /security # set enforce-strong-password {yes | no}
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Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Ao 219 A% 35 A

%

Firepower 4100/9300 AJ A] ol A 2] 8 ¥ A7} & QF AR&A}7F 3471 7] ol 3-8 5= H o 2220 A= A
) EFE FAT S AFUT 28 A 211 A% S5 E sk A9 AR RS Al = E o) A]
AU AFEA7E A5 S vEh = 992 UEhA] 55U o] B ARE A madlS Al
at7] el XA AlZE E <t 71 ek oF gt

Ao 2719 A S5 Tt W e wAE S g

h
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o 29l A E 58 2 Hea bl Asmld A mE G380 84 o)t & E e A
£3h7 2,
C7)8 Ao 229 A% A9 855 09Utk Ao 2739 A% S8 2083 A A
ol A A7 271 )

m Y

B 4T AR AASFL IS4 BT FAE T8 DA A A F

FXOS CLI®| A Het R EZ A&t}

scopesystem

scopesecurity

Ao 2719 A% Ao 558 A F

setmax-login-attempts

max_login

max_login %% 0~109] A4t}

Ao) 2190 A Q5o ekl U] Al Elol A ARg AL} 270 el 2 4 5 o oF Bk ARk (E

e A g

setuser-account-unlock-time

unlock_time

79 el A ARG
commit-buffer
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A 27191 345 %33 Firepower 4100/9300 A A] ol A 271 ARE-2}2] 5 A EH| & H AL A
% QU Th AA S Ao 219 AR 05 A4, 43 504 & FRAAAL.

o & i

A%

FXOS CLI A B¢t B =5 Al 25 o},
scopesystem

scopesecurity

FA7} QU AL Ae) A AR (T d e ZE EAFILH
Firepower-chassis /security # show local-user userdetail

o A

Local User user(2Z AF&-A}):

First Name(©] &):

Last Name(%J):

Email(®] ™ &

Phone(# 8}):

Expiration(?F 5 ¢): Never(8l )
Password(H| 2 ¥ ©):

User lock status(AH8- A} % 3 Hll): Locked(7)
Account status(A]l A A ED): Active(Z4)
User Roles(AH-&-#}F & 3h):

Name(©] &): read-only($] 7] A &)

User SSH public key(A+-&#F SSH &7l 7]):

(8 ALah) AFe ALl b AbElE A

Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status
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Firepower-chassis # scopesecurity

9A2 AEHE T2 Bet e Al EHghy )
Firepower-chassis /security # scope password-profile

SA3 A AR ool =4 1S AR Y EE WA S = ol Sl E Al
Firepower-chassis /security/password-profile # set change-during-interval enable

W8 27 QF AEATE WA A S AN EE WA T ol A 52 AP
Firepower-chassis /security/password-profile # set change-count pass-change-num
o] #& 0~100.2 A8 e 5 dHH

@75  Change Count(*17 31-7) F=of A G vdHE WA S157F A &5 &= o) A7hS A8 FY o
Firepower-chassis /security/password-profile # set change-interval num-of-hours
o] Fhe 1~745A 7o 2 A EEt 5= gl
& 50, o] T=7F48% A7 5 L Change Count(H 7 3157) B=rt 22 A4 d 4§ 2A4= Q1T
o ALg A 481 2E ol Ulol Bl 5 8 o) 28 WA % 4 el

%ﬂs ]AwﬂAJQQMﬂE%ﬂM ﬂmaqq
Firepower-chassis /security/password-profile # commit-buffer
g oA E Y 2 B WA SAE SISk, WA S5E S AR L, WA 1AL
2717 e 2 A skal, ERA A S AB g
Firepower-chassis # scope security
Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

2 & é 3
HEHSE Ho A
HAaHEHS do] F1E A3}sts 49, AR HAAa EA 5 A HEH s E A s oF Y
o). 12 S0l min length §40] 152 AT A5 154 o] & AL3) vl W 52 FE0lof T
o] & AlZ=8) el A Common Criteria §15 H Zeto]ld =5 8] -&3t= At T sty Utk AHAIg
e X RPCE BEEEES R
]

AR5 Fo] e T tel A vhe BAZ FPFU T
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S Al1 FXOS CLIGNA Bt =2 A zkghy ),
kA 2 scopesystem

scopesecurity

GA3 nEWE et Bel e AR T
scopepassword-profile

GA4 HAavEHE dolE AT
setmin-password-length min_length

A5 Ay rgol AL Anle

commit-buffer

He gl ojal W7 o 9 7hA
A}

GA1 B REE A A Th
Firepower-chassis # scopesecurity
HA2 AU 2eadd Bt RES AT
Firepower-chassis /security # scope password-profile
SA3 T A F A 7s S v 2 s T
Firepower-chassis /security/password-profile # set change-during-interval disable
9A4 27 A% AEAT A2 AL RN E S WAe] AR Jldelof sk 24 AHe AT
=
Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
o] Fh 1~745/1 ko2 e E = dE T
o] 2+A-2 Change During Interval(3l 3 +2 &<t ¥ 7)) 4/ o] Disable(¥] &4 sh= A4 ¥ 7] &2
39 FAEY
SAS Al2E Ay o] del ERAA S AU
Firepower-chassis /security/password-profile # commit-buffer

E}% 1011*1” g HA et WA S g stelar, WA F & M & Ao R AR o

Firepower-chassis # scope security
Firepower-chassis /security # scope password-profile
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Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

7] = 2= —“rL/H
a7

Bok wEg AR
Firepower-chassis # scopesecurity

NS 25k Mok B =S A aHgh o,

Firepower-chassis /security # scope password-profile

24 A5 AREA7L o] ol AHE-F M B S5 AQAREEEY] ol A el of s L3 HE S
£ AR g,

Firepower-chassis /security/password-profile # set history-count num-of-passwords

0~159] ojd grol= 7hs Futh

7|4 5 = History Count(7] 5 ) D=+ 002 A A 5 o] QlFH T
o B o] Ao AL M WM EE AATE AT 5 YL,

Alzgl Ay e ol del ERA S AU
Firepower-chassis /security/password-profile # commit-buffer

AN

7)% 47} m)

ilis]
oX,
o
i)
2
X

>

e ool M= A E 7= 2 AT EANAS AR

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

27 AR} o) b E A

A%

Heh wE g A
Firepower-chassis# scope security

ALEAF 7R ES A YT
Firepower-chassis /security # create local-user /ocal-user-name
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o] 714 local-user-name-2 ©] | 7h¢-Eo] 2118 uf ALg-E] &= o] 7F¢-E o] F§J Ut} o] o] & ALt
o 51u] AFg A o H S E o] ol et A B AG AL mebol FUTHALE A o] B #13, 33
o)A ).

ASAE A e 2191 IDE WA T 5 A5 th A o H EE A sk A2 44 8
oF e,

2A AEA TR ES A S A] B Bl 24 A A g o

Firepower-chassis /security/local-user # set account-status {active| inactive}

AR} }THE S MM EE A

Firepower-chassis /security/local-user # set password

HEH S o9 password

T, AREAR] v 5 7 U S 7 Sl R F1repowereXtens1ble
& 5 e v EHEE AFFUTMIEHE # 3, 33

(/\q 2] /\}6}) AL-g-2}2o] o] B8 A A st}
Firepower-chassis /securlty/local-user # set firstname first-name
(98 AF) AbERe) S A E o,
Firepower-chassis /security/local-user # set lastname last-name
(8 AV ARgA} o) ESL RS A A G LTk month Q15 W ol F9) A& Al 27
Ut}
H .
Firepower-chassis /security/local-user # set expiration month day-of-month year
F31 WEDe] Y= A AL ES FHI T o] o} ES WX
S gk 2o oghe e A4 RS A8 F S FA S g
(A8 ALy AL o] WY Fas AP
Firepower-chassis /security/local-user # set email email-addr
(A8 A ) A A A EE AP,
Firepower-chassis /security/local-user # set phone phone-num
(RE) AL M E Gl oA 2ol ARE ] SSH 71 S 4 B g
Firepower-chassis /security/local-user # set sshkey ssh-key
= ARG AL Al 7124 & = read-only H &o] & E M o] G AAT = glF T AFEAol Al
&e}a} 7} 27} o aho)| e the-S Qe s}
Firepower-chassis /security/local-user # create role role-name
o371 M role-name->- AF-8-AF o] 7F-&E ol & Agto) 3 deli= G YUY ThAFE A 95k, 37 7| o] A
ilg:)
fm .
Fn A4 9T L A WY AL bl ALEATE 2218 o] Fol & R LITE ALEA of
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2}
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Firepower-chassis /security/local-user # delete role role-name

Fx  EE AR 712 L& read-only S &o] T E
o},

EWAHS Au g}

Firepower-chassis security/local-user # commit-buffer

o] AFE AT 5 ftr]

t}-g- o of] A = kikipopoFi= 0] & 9] AL-& A} o] 7L E S A A alaL, o] AFR-A} o] 71 E S g4 5}3) o}
2, MW EE fool23452 A, wel AHEA e FRY T, SAAHL AT,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Th2 ool A<= lincey 2= o] & 2] AHE-A o 7HR ES A o, 01
HWH 5 ¢l A 2o &l OpenSSH 7] & A 43141, aaa 2
Mg AT

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey
Firepower—-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuUo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
i1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51s1oblVOIEwWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

the oo M2 jforlenz b o B2) AHEA o1 S ES P51, 0
& M E Qi 94 2ol el Bt SSH 718 A4Sk, =3

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey
Enter lines one at a time. Enter ENDOFBUF to finish.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAATIEAUOIVQ2CMWBIY/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1lxQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> ---— END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Press ~C to abort.
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27 187} 0] 7H E A
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SA1 B REE AR TH
Firepower-chassis# scope security
SA2 =4 AR o FHEEE ARl g T
Firepower-chassis /security # delete local-user local-user-name

SA3 Al2E A o] del ERAA S AR Y L
Firepower-chassis /security #commit-buffer

2 o ol A= foo AFEA} o 7HEEE A A8t ERAAE S AU o

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

27 HgA ol Fh g E B8 w1 B4 8

27 AHg A o FH E S B B L vl 24 8l 5el W ALS Aol 9] A AAA A FHo] glof o}
Gt

A%

SA1 Bl BEE AlAEY L
Firepower-chassis# scope security

WA 2 A EEAG BA S A 2 AR Hok BES A A o,
Firepower-chassis /security # scope local-user local-user-name

WA 2A AR ol e ES BASUA Ei Bk A4
Firepower-chassis /security/local-user # set account-status {active | inactive}
a el A o B G 3 de e ARt £ 5 slgy

.

g oM ol ke Folgha shs 2 AL A oA EE B shE)

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

oy
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SA1 Bt REE AR TH
Firepower-chassis # scopesecurity

9A2 AHAAEA TS ES] U E 2 AL Kok RES Al ZF
Firepower-chassis /security # scope local-user user-name

SAI3 AR ARG AL o] FhEEo] gk v U S 715 S A H U T
Firepower-chassis /security/local-user # clear password-history

G4 A" v g el del ERAAAE ARG
Firepower-chassis /security/local-user # commit-buffer

The ool M E v AW S 7|29 A3 EAALS AT}

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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Firepower-chassis # scope firmware

FXOS A X E ¢o] o] u| X & v} 7 =38t}
Firepower-chassis /firmware # download image URL

the TR F ShbE Abgste] b4 & 51918 URLS A4 .
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« ftp://username@hostnamelpath/image_name
« scp://username@hostnamel/path/image _name
« sftp://username@hostname/path/image_name

« tftp://hostname:port-num/path/image_name

& WHe Hgete] eRE e AaE R G
F1rep0wer-chass1s /firmware # show package image name detail

ThS ool A= SCP Z R EZS ALY o] H] X & EALg o).

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

2] 3lo

A7d &<l
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Firepower-chassis# scopefirmware

o A& ytd gy

Firepower-chassis /firmware # showpackage
om A E gyt
Firepower-chassis /firmware # verifyplatform-packversion version _number

version_number+= 2}%1 52 FX0S =¥ HES WA HE A Y4 1.1(2.51)).

oI5k o B # % 2 S ks WAA 7L EAF Y,
yesZ QEako] B2 AT 214 el v,

che WS Abgste] o vl A Bl e AT e
Firepower-chassis /firmware # showvalidate-task
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Firepower-chassis# scopefirmware
WA AE 8H e AR,
Firepower-chassis /firmware # scopeauto-install

@74 FXOS ERF Was AA T
Firepower-chassis /firmware/auto-install # installplatformplatform-vers version number

version_number= 7] 391 FXOS & 9F W52 117 Wz iy rk(el: 112.51).

A& AT RZEA) 718 WA FAG I A 2B DA 228 o)A ol 4
29F 2LEF O] 97147 R A A o 0E FHFUE = I)E o] F

g ol =9 A2 AEE g ojo) 3ttt A ek}

yesE & 38to] elS AST AUA FAF

GA6 yesE dHsto] AAE AL ANA 15t neE A d
Firepower eXtensible - A Ao A= M5 45 £ 4 84

Easi=3
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=
a) scopefirmwareS ¢ ij s 1:‘r.
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Firepower 4100/9300 A} A] o] 1=2] 4] t]n}o] 2 A X E 9Jo] o]n|X] T2 = .

¢) showfsmstatusexpand=

Firepower 4100/9300 A} 4] o] =] & T]u}o] A~ AL E ¢ o] o]
A R E

FTP, SCP, SFTP S TFTPE AF-£3}0] =8| 4 t]u}o] 2 4 X E 9] o] o] u] 2] E Firepower 4100/9300
ATl FALE = QlE U T
A&7 Aol
A7 agold S 7hH 7] 98l 2o o AR E TIPS
« o] A & JAFSFAL QL= Aol g IP T4 B QS A T
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Firepower-chassis # scopessa

o Ze| Aol X E o] BEFE A ZY L]

Firepower-chassis /ssa # scopeapp-software

el tubo] s 23X Eg o] o[ A& e RE g

Firepower-chassis /ssa/app-software # download image URL
Ua T T oS AFEshe] A e sl o] URLE A Syt
« ftp://username@hostnamelpath
« scp://username@hostnamelpath
« sftp://username@hostnamel/path
« tftp://hostname:port-num/path

e yaEs A]——Q—o}@] TS 25 L FZ A~ —‘-J—]’]Eiaot?ﬂh”]q

Firepower- chass1s /ssa/app-software # show download-task

g S ALt the R mat o) 2 Aol 4S Falghth
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

U WEa AHEske] 54 o EefAAlol el th g Al AR S Sl gy o

Firepower-chassis /ssa # scope app application_type image version
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Firepower-chassis /ssa/app # show expand

t}S oo A= SCP TR EZS ALg-51e] o H] X 2 EAg o)

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower—-chassis /ssa/app #
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Firepower-chassis # scopessa

o] E S Bt BEo] WejE Ay
Firepower-chassis /ssa # scopeslot slot number

Aol E T4l of=elAlold e MelE A g
Firepower-chassis /ssa/slot # scopeapp-instance app template

A A S Hlol ER M o2 ATt
Firepower-chassis /ssa/slot/app-instance # setstartup-version version_number

73] 1eo] Mg Al g},

commit-buffer

A28 A el o] Mol E A S AN fZ A o4 o] v 1|7} G Hlo] =5 11 o) F2] Alo]
Kol Tha] Al 2T,
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Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

L= =1 E/\ & © InepoweI |100/9300A }\] X -\):j = H:j‘E] *—‘HI/] .

At

SA1 A B9 A B AF-E-5F] http://www.cisco.com/go/firepower9300-software B+ http://www.cisco.com/go/
firepower4100-software & ©]-5 &1 T}
Firepower 4100/9300 A} A] o] T3+ A~ E ¢o] t}-g 2= ¥ o] x| 7} B ah$-A o A g gt}

©A 2 Cisco.comol| A A4 gk g 9flo] 9] 7] X & 2E2 T3 Firepower 4100/9300 A A] of] A ol 4| 22 3F 5= Q] &= A]
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A1 3 Firepower 4100/9300 A} Aol A A glo] R=5 A 2HghU o)
Firepower-chassis # scopefirmware

GA 4 FXOS H gl o] 1] A = Firepower 4100/9300 A A] of] TF-&- 2 =&t}
Firepower-chassis /firmware # download image URL

U 7 T SHHHE AREste] 7hA & 31 o] URLS A1y th
« ftp:// username@hostname / path
« scp:// username@hostname | path
« sftp:// username@hostname / path

« tftp:// hostname : port-num / path

GA5 thE WE S ARE St TheRE TR A A5 RUHE T

Cisco FXOS CLI 713] ~1el| o] 41 7}o] =, 2.2(2)
[ 60 | |


http://www.cisco.com/go/firepower9300-software
http://www.cisco.com/go/firepower4100-software
http://www.cisco.com/go/firepower4100-software

o|m)#] 2]

Aol gdade=

Firepower-chassis /firmware # show download task image name detail

SRSl HREE e WS eiste] el 9714 FARE B 4 Uk
Firepower-chassis /firmware # show package image name expand

the S g stel Felol 714 WA MES B 5 AL

Firepower-chassis /firmware # show package
ol HA WZ = Fo] A7 A& AA S uf vh-5 AAl A A F T

Aol A7) 2 AT
a) Belo] AA mES A2,

Firepower-chassis /firmware # scope firmware-install

b) Belo} 7142 =gk

Firepower-chassis /firmware/firmware-install # install firmware pack-version version_number

Alzglel A= gello] 71 A& AT, A5 T2ALE gRste v 2 E AR 2Y 0
Gy

O AFE A%y LT

Azl B0 A AE AT F, AN TR sG 4R

o SE)E Sl 2 5 ) 2] A9 Aoleka gl
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2 AT7E ERA] AR oA A 2.
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Firepower-chassis /firmware/firmware-install # show detail

MA 7k R 3 b e 3RS dskel A4 Felol ML B 5 Ayt
Firepower-chassis /firmware/firmware-install # top

Firepower-chassis # scope chassis 1

Firepower-chassis /firmware # show sup version

U ol M= Aol E B 1.0.100.2 f Zref o] =gy v,

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary (
FSM-STAGE: sam:dme: FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand
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Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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FIPS == 24 5}
Firepower 4100/9300 A A] o]l A FIPS B =2 &4 3}t o} ¢+
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A1 FXOS CLIG A HQF R =5 Al &gt ),
scopesystem

scopesecurity

A2 FIPS RE=E &4 85t
enablefips-mode

@13 Ay el e ARG

commit-buffer

WA A 2Ee AR g
connectlocal-mgmt

reboot
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connectlocal-mgmt

reboot
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2 A3 oF Fu T} o] 8§ 7 A A S 8 3HA] 9 W Common Criteria X7} 24 815 41 o]
A Hufol =7F AHE o] F-ol SSHE AHE-aFe] =3 nfol Ao Ad e 4= §ls T FXOS 2.0.1 ©] %
HAE ARGt 27 HAF S AT A, S2E VS AE AT ek glssy

2 o o

SSH S ~E 7] A A

FXOS @ 2]22.0.1 o] A Bl A ] ¢ tjufo] 2=9] 7] A4 A] A 7]E SSH 52 E 7] 7} 10244
EZ 3= I9HAEFY . FIPS ¥ F% Common Criterias =3t ™ 7]£9] S 4 E 7|5 248}
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IPSec Xt A 14

AAZR TAE 715 Al oF ok AFA g W82 FIPS 2=

Criteria .= @4 3}, 65 o] A & F a1l A S

710l SSH B2E 712 AL Al g Q%25 525 712 A seln thg B S 4

o}

4%

FXOS CLI®I A ]2 2 =E A 2§ o},
scopesystem

scopeservices

SSH 322 E 7]2 214 g o,
deletessh-serverhost-key

A el o] 4 & AN FI T

commit-buffer

SSH &.2E 7] A7] 5 20480 E2 A A g o}
setssh-serverhost-keyrsa 2048

As) el o] A& AN FI T

commit-buffer

M2 SSH 5 A~E 7|15 AA YT
createssh-serverhost-key
commit-buffer

N2 TAE 7] A7]S FAFH T
showssh-serverhost -key

S E 7] A7]:2048

IPSec H.QF x| d 1A

& UEYAE st dolH 37l "/H H
Firepower 4100/9300 A} A 9| 4] IPSecE T3 &
A5 AEgolAd s d7] sl Alw e <=}
22, 63 o] A& Fxe A Q.

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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ipSec not Al 24 I}

F3  IKES SA A2 7ro) dA 5= o453} 7] Bt A

sa-strength-enforcementZ- yes(l)= A 4):

H

7 A g E S ek 7 S(obel Akl A

SA #-8-o] &/ shd 45

735, ddol g,

g4 71 A717FESP @74 7] A7) 1 22

IPSec Bt A E S At H v A& 53

A7}

A1 FXOS CLIGN A Bek 2= 5 Al 2§ o},
scopesystem

scopesecurity

@HAl2 7] He A8

enterkeyringssp

!createcertreqsubject-name subject-nameip ip

9AI3 AdE ATA 2 ARE JE P
entercertreq

w4 =7HE AU
setcountry country

A5 DNSE A A}
setdns dns

GA 6 ol d-S AT
sete-mail email

GAT P ARE AT
setfi-a-ip fi-a-ip
setfi-a-ipv6 fi-a-ipv6
setfi-b-ip fi-b-ip
setfi-b-ipv6 fi-b-ipv6
setipv6 ipv6

S8 Ade AU
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A 12

oA 13

oA 14

7] 15

oA 16

A 17

oA 18

A1 19

7] 20

setlocality /ocality

%4 o5& AP

setorg-name org-name

274 w9 o] 52 AR v

setorg-unit-name org-unit-name

HRH S S Ay
!setpassword

FEE A gy
setstate state

certreq®l] thgk FA] o] 5& A4 gt}
setsubject-name subject-name

TEgYn
exit

Eadas A4

setmodulus modulus

ASAH 230 ha AR S AT
setregenerate { yes | no }

Ef2E ¥JAES AP Th

settrustpointinterca
TEIUS
exit

ANz AT EFAE IQAE

—_— =

il

%<

e,

ot

entertrustpointinterca

ASA A 84S AT
setcertchain

o A

MIIF3TCCA8WgAwIBAgIBADANBgkghkiGO9wWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAkKGA1UECAWCQOEXxDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIThveNAQkBFgtzc3BAc3NwLmS5I1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzZENMAsG
ATUECWwWEUIRCVTELMAKGA1TUEAWWCQOEXGjAY BgkqhkiGOWOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGO9WOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYr[29yuyOrlqoi9k9gL/oRBzH18BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9%/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9%kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGwNTOS85fK3kjgMOdWbdeMG3EihxEEOUPDO

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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ipSec not Al 24 I}

FduOHrTMS1lvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
e9S+KZC/dq/9z0LpRsVqStIsAuVI/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvd0OgbORWb3 1H32ySI
[a6UTT9+vnND1£838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RvNZJI52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA1UdHWQoMCYwIKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UO0APk76pVIYQQSAWHWYDVROjBBgwFoAU7Jg01A74jpx8U0APk76p VY QQS5Aw
DAYDVROTBAUwAWEB/zANBgkqhkiGO9W0OBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwYRudsyXbv7INR31J/X1cRQj9+KidWWVxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNJQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwR SfotEbcSR 18n
BNXYHqgxuoNMmgbS3KjCLXcH6xIN8t+UkfP89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6F YpzeyNBctiJ07wO+Wt4e3Kh[jJDYvA9hFixWeVGDf2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmfthqqN/3f+sS1fM4qWORJIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ 11Rj1oulk+/ZyPtBvFHUkFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSFADBwWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOExDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLm51
dDAeFwOxNjJEyMTUyMTMONTRaFwOyNJEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJDQTEPMAOGA 1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlemOxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWEF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1 wSO4IBXS
4itJSOxy XFzPmeptG30XvNqCcsT+4BXI13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

1ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkIluhtwB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5Y UaRIMak/t8kCqhtGXfuL 1l

E2 AkxKXeeveRIn6cpQdSJiNzCT/t9OIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNXIolb96hHI7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6cbUQfCj5ShSmk3StVQK gl Cjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAIPMsTJ4yPGOBiecuRwdOp
i18w/rFwbHzv4C9Fthw1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgV Claf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMD8wDAYDVROT
BAUwWAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5odHRwOi8vM TkyLjE20C40L;I5L21u
dGVybS5jcmwwDQYJKo0ZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/0OY WZSxkFRIiIErKdupLqLOThjnX/wRFfEXbrBQwm5kWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/AOSFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aclgVjuaWyaWOc31Z10i
CC2tIlvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHMA3gFKmW{3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0OK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5SLNEXYmGNz30ED IrtUN636Tw
SjGAPHgeROzyTFDixCei6aROlGdP/Hwvb0/+uThle89g8 WZ0dj TKFUM8uBO3f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qecwtcfUBYZ4153a56UNFSEfOrpy/8
B/+07Me/p2y9Luqga

ENDOFBUF

%M MY 273 EAF L,
showcertreq
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B Psec not g A

oA 22

A 23

oA 24

7] 25

7] 26

oA 27

7] 28

o A

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICWTCCAakCAQAwWVTELMAKGATUEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEJVMQwwCgYDVQQDDANT
Ul AwggEIMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja2 15mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duzZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmveZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkghkiGOwOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
1jANBgkghkiGO9WOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
21.2pjx5SOHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdtoycSdJzs9shOxwT6TAZPwL7gq/1ShF
RJh6sq5WIp6E0SjYefK62E7MatRjDjS8DXo0xj6gfn9DgK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/SS5K/bySEM/3U1gFxQCOzbzPuHk;j28kX AVezm TxXEKJIBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

IPSec 2 E & o7},
scopeipsec

BIGA S A
setlog-level log level

IPSec A2 Adstal =gt
enterconnection connection_name

IPSec REZ2 HY = A4 0 2 AA3H )

setmode funnel_or_transport

ZAIP FAE AAFU.
setlocal-addr ip_address

A7 1P F28 4Pk
setremote-addr ip_address

Y RES ARSshE 49, 94 ABRUS AA

ok

.
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oA 29

7] 30

oA 31

7 32

7 33

7] 34

7] 35

7] 36

oA 37

7] 38

o) 39

setremote-subnet ip/mask
(A8 Akeh) 944 IDE A A FY Tk
setremote-ike-ident remote_identity name

7] ¥ olg= A4 Y

setkeyring-name name

(A b 7] IR S E Ao
setkeyring-passwd passphrase

(A2 A IKE-SA 778 & & &9 = 2.
setike-rekey-time minutes

minutes %< 60~14402] L 4= JHFY T}

(8 A1) 391 SA 51
setesp-rekey-time minutes
minutes 352 30~4802] AU 4= A HF YT

(R AL 27] A4 A FBT AAF A A2 FE AU
setkeyringtries retry number

retry number 2 1~59 A4d 4 A H5Y
GERLERE R RES BRSNS E L
setrevoke-policy { relaxed | strict }

A4S &gy
setadmin-stateenable

RE AAE A =G,
reload-conns

to

B 9] (30~480%) 2 A A gy o}

~

(A8 A}8}) IPsecol] 7] &9 EB]4~E ZQIE o] 28 F713 T}
createauthority trustpoint_name

IKES} SA 172 3holl A A ek 23} 7] Bl B=rh 485 =5 A YT
setsa-strength-enforcement yes or no

ZRQIEof tf3k A4 CRL 4

| 2] ¥ 215 4] = CRL(Certification Revocation List)ol] %] U T} Z2}o] A E o Z 2] A o] A2 CRL
= AH&ste] A 9] Q1SS I T A o ZE] Aol 4 & CRLS &-&-3to] 1 o] 4l=d = 3l
= oA E ofEEAlo] Y A~ 8-S et e AR Th

CRL(Certification Revocation List) A H.5 A}-8-3}] 9] o Q154 & 7 53} =5 Firepower 4100/9300 Al
A& T 55U o] ¥4 Al 2=Elo| A] Common Criteria 15 A Z2to|A2=E L 7] 130 Al
= A T st Yt A 82 Bet I A ETkold s, 63 Hol A& FrEs A Al L.
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Q%A oA =

EX DL

Rt

CRL ARE AHE5te] 3]o] A E A Eateld b WA E 53

i
T
o

!

FXOS CLIO| Al Bt R =E A]zHeky o)
scopesecurity

Ea}/\E JO]E ASR==} /\]XL%LL]E]—.
scopetrustpoint trustname

A2 wEs AR,

scoperevoke

CRL % & 2 2 =9yt
importcerl protocol://user id@CA_or CRL issuer IP/tmp/DoDCAICRLI.crl

(A AL) CRL A B 7bA @ 7] = Al 2= 0) el & S FY o)
showimport-taskdetail

ASA A W& CRL A-Eo= ATk
setcertrevokemethod{crl}

F4 817 2% 59l 4 n

CRL(Certificate Revocation List, Q15 4] 3| A] 5-5) &1 =& [PSec, HTTPS % H.QF LDAP <4 Z ol A]
Strict(%] 2)) T+ Relaxed(2+3}) = oMi T4 T UdFY

(M4 2]) CRL K= X.509 2154 2] CDP H oA F=HEH 524 CRL AHE YEbIUT A
A CRL AR= A ~" A8 = EOH FE0 2 2 =51 FX0S Al 289 24 CRL A RE Ve
YT 54 CRL A H.= 1541 ARl A @A A2 T2 A5A ol a4k A 25 et A4 CRL>
A T o] A5A Al A-8g Tt

1 IPSec, LDAP % HTTPS 14l theh 154 sl %] &<1-& &4 3} = v &4 ghetr] 9 gt oA

off thaf A= IPSec H.oF | Yd 143, 66 | ©] |, LDAP Al A} A, 127 #H o] #] & HTTPS 14, 121 ¥
o x| o] &5 FFsHHA L.

I
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» Certificate Revocation Check Mode($! 54
Q1541 Aele] @ 1 o] 4ol 7 5ol 7 4 2 CRLS
FE CA ISRt x3tataL o] Q1547 FE CAl ola] A E 49

&%) B2l BE)E Strict(Y

* IPSecell tal 44 CRLE 14 & w] 7k4 2 CRL oLl <5 71 2

ofof gt 12

ol o

& o™ 1PSecoll A | E A

wAFe] 54 CRLE.T} -4
aeh(E<lH) 44 CRLO|

=

R DL R R
8T 5 QG Th Fof /1S5A A]le]

2

L2 YR ETUS

g=719)

A<l copis A5

A%l we 44

F4: 2Z HF CRL 1] Strict{ ¥ Z) 2 H Y€ 254 A U 2E

A3}7k sl gl

ZZJH CALYS | LDAPAZ IPSec 32 ST AERJNTA IF
o] 15A AN &9 | AA ATA AN Do | AA AT AL De | AA ASA A Da
slof AFA A A | A AFA AA Do | AR ASA Ad B | AA AF5AH AL Do
CDP 2}l

vlo] 15 AR F | ] g fl o

E CAISA el gt

CDP 2}l

EERERERER

ASA Fad HAAHA

&

Syslog "l A] A &} EHA| A

2 )

Syslog "l A] A &} EHA| A

2 )

Syslog "l A] A &} EHA| A
2 A )

50 Q154 A6l A

718 912 A

Syslog "l A] A &} EHA| A

2 )

Syslog "l A] A &} EHA| A

2 )

Syslog "l A] A &} EHA| A
2 A )

0] Q1% A 9lel A
&1}e] CDP7 ek

Syslog M| A #] &} &7 A

2 )

3] o] Q154 : syslog ™
A A oF 3HAl A7 A 9

ZZFCA: A4 A

Syslog M| A #] &} A A
A A

st Aol = 9
154 2 Al A 3}
CDP CRLo]| H]o]

&L£$

O

=
5
Kol
=

re
iih)
o,
o

d4a 4

oL
[¢}

Syslog M| A] A &} & A
A 2250
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B osA8==ga4gn

24 A% CRL & LDAP 12 IPSec &2 SFOIAEJFTA AT
J)of QAFA] A Al A | Syslog WA X2 A A | o] 154]: syslog ¥ | Syslog | A] %] &} ghA] A
EECDPE 2T A A5 A A&} A A4 A | 2 A

T F3CA: A4 9]

Q15 A ol CDP7F QLA 9 | Syslog WA A 9} 7] 4 | 3] o] 15-A]: syslog Wl | Syslog M Al A] 2} 7] A
CDP AW 7} th2 ¥ 2 2 5 AR e} A Ad Ao | A A

SZFCA: 14 A5

Q15 Aol CDP7F 913l | Syslog A A 2F $HA| 1 | 3] o] Q154 syslog M| | Syslog W A] #] 2} 317 <1
AW 7} 2E T ol 2 2 ) A2 e} A A4 Ao | A A

CRLO] CD-Pfﬂ UA|RF 27} CA: 17 Ao
CRLO| & 3H4] gF&
Aol

X5 24 JH CRLo] g1 o™ Strict(FF)ZE HFH 0154 SR ol 2=

274 ZF CRL & LDAP &2 IPSec 92
yjo} 915 AQl gl A 15 A A A 15 A A
g]o] Q1A A Qlol| A CDP &2l | A A Q154 Ao I A QlEA Aol e
o] el Z A Ao FE CA Q| Mg el

<A1l tigk cDp 91

o] QIFA] A Q1o A IFA] 1+ | Syslog WA A &} $HA AA 23 | Syslog WA A <F 4] A2 2 5
a2 AAE A5

3] o] Q1FA] A| Q1o A Sl %] & Q1 | Syslog WA A 2} 7] A2 A5 | Syslog WA A <2} g7 172 A 1
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©71 FXOS CLISI A B.oF B =S Al gh o)
scopesecurity

scopetrustpoint

9A3 Ha REE AR,
scoperevoke

%7:” 4 FHAx Zﬂﬁ]j_i‘ﬂo]}\‘j% %;g@_]/]r/]r'
shconfig

GA 5 7B A1y o] AS AT

o) A

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

A6 Av el $de Fag
exit
A7 (¥ A}E) A CRLS the 2 Esto] A A9 18 o] S H AEZ T

o) A

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading
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FXOS CLI®I A NTP A ¥ & A4 &t}

createntp-server server id

NTP A B & )&yt
scopentp-server server_id

SHA1 7] IDE A 43t}
setntp-shal-key-id key id

SHA1 7] &2 & A gt
setntp-shal-Kkey-string key string

NTP Q15 &4 &gt}

enablentp-authentication
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LDAP A ¥ A K= W ok LDAP 1 A (SSLe| &4 3t Aol th3k cC =
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BT LDAP Feol 9 E 7] § AFME TH el A vhe 9AE £

A%

A1 FXOS CLIG A BeE 2= 5 Al 2§ o),
scopesecurity

92 LDAP =2 At}
scopeldap

@713 LDAP A REE A AHgH T
enterserver {server_ip|server_dns}

@74 LDAP 7] ®¥-& 243t
setkeyring keyring name

975 Au g o] S AT
commit-buffer

IP o) 4] 2 B % g
714-%] © 2 Firepower 4100/9300 A Al = 27 <] /\1&]01] SRS P PN
o] 3189 AH| 2 B55 AFg-ate] IP A2 58 g sl oF §h]
IP A2 B5E 0 TR EZS A A
« HTTPS
« SNMP
. SSH

IP 44 EE V)Y ZF EE9 S
2Ttk A B 3 A FA L 5 091 4§ AH] ol Bl gho 2 oA
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EENEERERDEE SET |
A}
A1 FXOS CLICN A A H] 2~ = F Al 2hghu o),
scopesystem
scopeservices
SA2 A =S st Anj e gl 1P &5 AU

IPv4 2] 73 -%-:

createip-block ip prefix [0-32] [http | snmp | ssh]

IPv62] 75

createipv6-block ip prefix [0-28] [http | snmp | ssh]

1Pv4:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipv6-block* # com

/system/services/ipvé-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipv6-block* # com

/system/services/ipvé-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 https
/system/services/ipv6-block* # com

/system/services/ipvé-block # up

/system/services # sh ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh

9]

< &3}

| S

3 Saol AE QISME AFE St == Al 28-S &4 31510 HTTPS oA 2ol o8 AF-&-%}
235U T} Firepower 4100/9300 A} A] 2] 7]}

Q1% A T e A S /Ny
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B3 Q154 AZol BAE A4, o] AF-L HTTPSO] t)al] 8145 #2085 AU,
%A SA] 2ol ol A E 1EA 2% 71%9] FXOS 2.1.1 22 2ol 21514 k5o,

o] 7|5& AbgetEH St A E QISA &= e 8105 S5l oF i th
* X509 2341 Subject Alternative Name - Email(5= ] th ] ©] & - o] v &)of] A&} o] B2 L& of
P
cFHolAERIFA A ST IS E FHHtol A o ER|AE ZRIER 7HA 2 FE CA A1
o] glojof T}

4%

711 FXOS CLIPI A AH] 2= B2 AlZFe T
scopesystem

scopesecurity

@A 2 (A8 AL HTTPS 9159 54 A3
sethttpsauth-type

o A

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

A3 HTTPS Q155 SetoldE 7[Rt = At}
sethttpsauth-typecert-auth

WA AT awel de AN,

commit-buffer
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* Firepower 4100/9300 Af A] o] & W7, 873 ]
« Abd 2zl uiy, 88| o] A

* Firepower 4100/9300 A A Al 5-5, 903 o] #]

* Firepower 4100/9300 A A] 1 117], 9130]#]

e AFE FJEIDClEA X, 919 0] %]

e IP 2§17
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A1 Z+st7] A
Firepower 4100/9300 A} A &] ¥+2] IP =425 FXOS CLI®| A ¥

o
et
4
30,
oy
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El

(RUBNAU
2
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WM & A =4 & AF8-319 Firepower Chassis Manager %= FXOS CLIl| o] gt
_]

FXOS CLIC| 2 Y THFXOS CLI A2, 14 Fo]#] 3Fa1).
g3} 2ol 1pv4 #eE] IP F42E AT

a) Fabric-interconnect a®l| o)t 9| & A A )
Firepower-chassis# scopefabric-interconnecta

b) the WHS I ste] A Bl 1P FaE HAFI L,
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Firepower-chassis /fabric-interconnect # show

¢ th WHES st A2 e 1P F4 B Ao Edlol & A .
Firepower-chassis /fabric-interconnect # setout-of-band staticip ip_addressnetmask network _maskgw
gateway ip_address

d) A28 A5 e o] Aol EAAAE S AN G T
Firepower-chassis /fabric-interconnect* # commit-buffer

A3 S} 2ol IPve B IP FAS AT T

a) Fabric-interconnect a°ll ™ gk 1 $1 & A4 3t}
Firepower-chassis# scopefabric-interconnecta

b) #e] Ipve A v 1ol Mo E A d YT
Firepower-chassis /fabric-interconnect # scopeipv6-config

©) v EH S AHste] A ¥ IPve FAE QIR Th
Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) the B He Geistel A2 wel 1P 4 R Al EdolE FA G
Firepower-chassis /fabric-interconnect/ipv6-config # setout-of-band staticipvé ipv6 _addressipv6-prefix
prefix_lengthipv6-gw gateway address

e) Alz®l Ay o] ol ERAMA S AT T
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

U ool A<= 1pv4 The] Q1B o] & Bl Aol Edfl o] & A Syt

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band static ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

Th2 ol A= 1Pve k2] QIE]H| o] 2= B Alo] Eglol & -4 dut

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé6-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower—-chassis /fabric-interconnect/ipv6-config #
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Firepower 4100/9300 A A ol 12 % of Z 2] Al o] A o] 2] IP 42 FXOS CLION A WA & 5= 9l 5]
thool A atelH WA FXOS = el A IP A RS WA 3 thg ol Zef Aol A gl el A 1P A

BE WA oF gt

N
K

(RUBNA)

aV)

Firepower Chassis Manager& A}-8-3lo] o] 2]st W7 & G35l 3L A 2ol Mu| 27 Fdd 4=
A5YTh A A AH] 2~ Fe-S 3] W FXOS CLIE AFE-3) o] 2] gk M7 & =3y 8)| oF gth.

!

FXOS CLI®| 423t} (FXOS CLI YA 2=, 14 H| o] A S 234 A 2.)
=24 gnto] 22 H L& g3}
scopessa

scopelogical-device logical device name

Po] REXEQOR WIS BT A ] FEAEY shebn| 8 E T4 T FF 1k
= 2kelfe] s Ut
ASA =24 Hue] 20] S92 e o] el B9
@) =2 A tute] 2 g R EXERS Qg
scopemgmt-bootstrap asa
b) &£xo 1P REE Al Th
scope ipv4_or_6 slot_number default
C) (IPV4U]- OH 1:1—) }\H P _Z,_)\ = /\4 2l -51-14 1;]_
setip ipv4_addressmask network_mask
d) (pvert el ) Al IP 4= A A )
setip ipv6_addressprefix-length prefix length number
e) Ao|Eg o] A2 AAsr}

setgateway gateway ip_address

f A5 1elo] 4 AR T
commit-buffer
ASA =24 tute] 2e] S 2H ¥ v 1ge]de] A9
W) FelsE el FEAERS PP,
scopecluster-bootstrap asa
b) (IPv4nt 3l Al 7Hd 1P A4 ST
setvirtualipv4 ip _addressmask network mask
¢) (IPv6ytr & @) A} 7Ha IPE A A o}
setvirtualipv6 ipv6_addressprefix-length prefix length number
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d) A 1P S A3
setippool start_ip end ip

e) Alo]Efe] FAE AT
setgateway gateway ip_address

) Az e]de AulFt
commit-buffer

Firepower Threat Defense®] 5 HE X Sl ~HY A3 18 o] o 745
®) w4 duto] 2 phe] REXEWS Gk
scopemgmt-bootstrap fid
b) &Eo P RES A A Th
scope ipv4_or_6 slot_number firepower
©) (IPvart el A 1P 4= A4}
setip ipv4_addressmask network _mask
d) (pvert ald) A IP T4 A}
setip ipv6_addressprefix-length prefix length number
e) Ale]Eg o] =45 A3
setgateway gateway ip_address
) A ze o] de A8l
commit-buffer
Fzm FY2¥d Az ol A e -9 Firepower 4100/9300 A A] ol 1A 7} o Z2] 7 o] A 2] A
IP 723 g oF FUTE A ZF e 28 i HA A3 eo] A S W 35, Al
Eipol Az o Eef Al ol el sl o] @AIE W e of gt
7} o Ze) Aol Aol 3t W] REAED G0 E A gL
a) ssa e WS FF YL
scopessa
b) &%oz Wl dgTU
scopeslot slot number
¢ fEg Al JA=E 2= HHE FAFTH
scopeapp-instance asa_or_ftd
d) #e] FE2ES R E A3
clearmgmt-bootstrap

e) Ay g o] AUl
commit-buffer

off Z2] Al o] A& v &g s ghy ok

disable

commit-buffer

Fn  ZH =YY dy oy o] A e] 79, Firepower 4100/9300 A Al ol A 7t off Z2] Al o] A o &
o P E2EY ARG A3 0 g selof Fivk A 7 o) 2E E HA A3 o]
AE B A5, 7 AA ol A ZF off Z2] Al o] Aol tial o] ©HA|E vkl ofF Pt
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Firepower 4100/9300 ) A ]2 17 [

BA6 el slel o) oele) iRl 4G &Fo] thA] kel ek HlW o) E el Aol A g thA) 24
s
a) T}A] ssa REZ B2 34 s}
scopessa

b) xEoz ugE FFFL
scopeslot slot number

o jZe Aol AxE s Wl FHFU
scopeapp-instance asa_or_ftd

d) off Ao & & sttt
enable

e) I 1 o)A Al
commit-buffer

Fn FY2"HY Ay g o] A e A%, Firepower 4100/9300 A Al ol 14 Z} off Z-2] Al o] A S
7‘] drgstste ™ o] GAE Wl oF . AHA] TF S8 2~F = HA A9 g o] S
8t A, T ANAl ol Al Z) e EE] Al o] Aol tiEl] o] ©HAIE wHE) oF Pt}

il
'
2,

Firepower 4100/9300 ~}j A] ©]

A1 &FeE7] e
Firepower 4100/9300 A A] o] A}-8-%¥] &= ©] &5 FXOS CLIOI A ¥4 & = A HF U

Azt

FXOS CLI®| A3 THFXO0S CLI A 2, 14 o] =] a1,
A2 AxEl o= AzE ),
Firepower-chassis-A# scopesystem

A3 @A o] 2L FelF T,
Flrepower-cha551s A /system # show

WAL A ol ES TAFYL

Firepower-chassis-A /system # setname device name

WA A2E v elol Mol EAAAS ARG
Firepower-chassis-A /fabric-interconnect® # commit-buffer

o
Y

U ool M= Hubol 2 o] 58 WA gy

Firepower-chassis-A# scope system
Firepower-chassis-A /system # set name New-name
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Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer
Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

AP =711 vy

AR 219l

(RUBNAV)
)

AL 27191 vy & AF-8-31H ALF-8-2}7} Firepower Chassis Manager©ll 21913 ujj ] 6~ E 7} 3

A=, AL 8= AR A o] 5 WH U S & B T2 EV A 7] el wl A A] s} ol A OK(ZH
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FXOS CLI®| ¢4 Y tHFXO0S CLI A2, 14 3 o] %] k1),
Bok e g ARk,
Firepower-chassis# scopesecurity
RS At
Firepower-chassis /security # scopebanner
& BHE Aol Al 219 WU S AP P,
Flrepower-cha551s /security/banner # create pre-login-banner
A}-8-2}7} Firepower Chassis Manager 5= FXOS CLI®| 21215}7] o] FXOSol A A&}l Al FA4]
alof & wA A& A H T
Firepower-chassis /security/banner/pre-login-banner* # set message

AR 7191 Y A A B ES S va gk g o,

T EZENA AR 2l vy wAA S AT o] Do fejo] FFE ASCIwAE S
T AFUTH ZF gl Ao 1924HE 3T = 9l of 2] gl Y9 AEE 4 E = syt 7}
2}l Afelell A Enter 715 & U

o= gk % Zlell A ENDOFBUFE ¢ 23}l ¢+53t2 W Enter 7] & 54 Tt

A7 WA A g8} g AE H AW calvCE T U

A28 A el o] E AR S A g .
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Adzaami sy [l

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

T2 ol A= Abd 280 sji & AUt

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

DIERE
A7)

FXOS CLI®| 123U THFXO0S CLI A 2~ 14 ¥|o] %] ZFa1).

uek v =g A g

Firepower-chassis# scopesecurity

iy HeoF REE Al A T

Firepower-chassis /security # scopebanner

pre-login-banner ¥ U] . oF X =5 A] 2} T}

Firepower-chassis /security/banner # scope pre-login-banner

A}-8-2}7} Firepower Chassis Manager 5= FXOS CLI®| 21213}7] o] FXOSol| A AF-&A}o| Al FA]
o & WA A& A o

Firepower-chassis /security/banner/pre-login-banner # set message

A 2728 WY A A A E R Qe sk 4R A g o,

ZFIZEA AL 2Rl vy WA A S JE Tt o] ol qlo]e] X F ASCH A4S 4 H &
T AFYTh Zb ekl A 19225 25e g = of ] 2Rl 9 AES JEE = dFUTh 7
2}l Atol el A Enter 7] & & Y T}

¥ t}& 2ol ENDOFBUFE ¢} 33}l EnterS 2] 933t}

A7 WA A 3t A4S FH A cul+CE FE U

A28 A el o] Mol E AR ARG o

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

O ool A= Abd =2l vy & =8 o
Firepower-chassis# scope security

Firepower-chassis /security # scope banner
Firepower-chassis /security/banner # scope pre-login-banner

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

DIERSE
A}

FXOS CLI®| ¢172 g tHFXOS CLI A 2, 14 o] %] Zkar),
Ko =S A T

Firepower-chassis# scopesecurity

Hly ®oF B2 A1 g )

Firepower-chassis /security # scopebanner

R 2= eol) A AR 2719 WL & Aba g o
Firepower-chassis /security/banner # delete pre-login-banner

A=) A e o] doll ERAAS AR YT
Firepower-chassis /security/banner* # commit-buffer

o2 dlof A= AL 210l v & AbA| gy o}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 A} A| 7] 5-¢

A%

A =S A2 o

scope chassis 1

U5 WE S d9ete] A E AFE F U

reboot [ reason | [no-prompt]

BT [no-prompt] 719 =& AHESHE 29, WS A2 F A A4 7L AR H I [no-prompt]
71 =5 AFE-5HA] &= 749, commit-buffer T S ¢ &S W 7}X]) A| 2" o] 2] F-¥) & %] ¢

w4t

Cisco FXOS CLI 713] ~1el| o] 41 7}o] =, 2.2(2)
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Firepower 4100/9300 41 ~] 211 177] [}

Alz=glel] g H o] e BE w4 Hulol 25 A R TR vy T4 O & Firepower
4100/9300 M Al o] AAE 7131 A 2L Aol ZF Bt RE/A7 o] AY-S Fu ) o] R A~
= oF 15~20%0] et
U2 HE S ALEste] ARY T2 A28 RYE YT
scope chassis 1

show fsm status

4100/9300 ~] A A< 117]
Az}

A REE A G,
scope chassis 1

g e dskel AA e ARS HLh

shutdown [ reason | [no-prompt]

F3 [no-prompt] 7] Y| =& AHE-Sh= A9, W H S 4 H 3 F S A AHAI 7L E 2 Y T [no-prompt]
71N =2 AL83FA] = 79, commit-buffer & 5 S 2] 8F w71 4] A ~¥lo] FHE A ek
.

Al "o FAE o] Q= BE =g 4 futo]l 25 A o2 TRt HE 2] O = Firepower
4100/9300 A A1 o] A& 117] Aol 7} Bk g/ o] A Y-S HUTh o] LR A 2efl= oF 15~20%
o] 2 FUTh AN HFH 02 FRE ook ANl M A Bej g B Mo el 5 U
Y,

e WE e ALgee R maas RUEE T,

scope chassis 1

show fsm status

A= 1D 1A A A

%71 ¥ e o)A o] % Firepower 4100/9300 A Al 1 o] Z2] Al o] Aol A AF-&-3}7] 918 24| A7
SSL 15 A7 AU Q15 A7 AHAl A E| B2 Felo]dE BHel9-A = o] AT E AT o=
A F oA FFUTE A Skl AE B k-4 71 A5 . & Firepower 4100/9300 AHA] 1 Q1E] 7] o] 20|
M| 2~sh wf B Ek$-A = SSL 7 AL S LAY A A AL-E-=}oll 7 Firepower 4100/9300 A A] ol Al 23} 7]
Aol M E Tt es oA 4tk FXOS CLIE AH&-3te] CSR(AIEA A7 8.3)S A shaL
Firepower 4100/9300 A Al o] A A}-8-8F A3} D 154 & AR s ¥ th& A5 AFSE = 5U T
ol ID IS/ E A& Seto]AE Hepg-Aoll A A4& A= & 4= 9lom A i gle] 4 A7 o]

25 =S F dFYHY

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)
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B 33 5Fasmazg s
Az}t
A1 FXOS CLIo A3t} (FXOS CLI A 2, 14 #H o] A & x4 1] 2.)
92 BotRES AEFgYTh

scopesecurity

GA3 7 e AEFUH

createkeyring keyring name

GA 4 JNA 7)ol itk REE s 715 AT Y
setmodulus size

A5 Av el ds A d YT
commit-buffer

9A6 CSRIE=E FATUH A= 1—“5:%401]: FA-olF)= AHEsto] 8
22749 17\1J1L7Lo AR 7} 1= Ao T2 38 agd A
BEg TAT Y A2 A A5A v ;%%sww
createcertreqcertreq subject_name

password
setcountry country
setstate state
setlocality /ocality
setorg-name organization_name
setorg-unit-name organization_unit_name
setsubject-name subject name
A7 A el ds A d YT
commit-buffer
48 AT 71FH(CA) AlF T CSRE R YT

a) ZA CSRES FAFH e
showcertreq

FQom, dego
@ % 9%tk CSR

b) "-—__.BEGIN CERTIFICATE REQUEST----"& A] 2} ¥] 3 "--...END CERTIFICATE REQUEST-----"&

Fass 92 2T

MIIC6zCCAdAMCAQAWdAzELMAKGA1UEBhMCVVMXEzZARBgNVBAgMCkNhbGlmb3JuaWEx
ETAPBgNVBACMCFEFNhbiBKb3N1IMRYWFAYDVQQOKDA1DaXNjbyBTeXNOZW1zMQwwCgYD
VQQLDANUQUMxGJAYBgNVBAMMEWZWNDEyMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOON5gagkfz2fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/ax7TW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4Pmu
RIWE88YEVVWHTJITELj90vxbatjDjVSIHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6d1ltBI9rnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQkOMSAWHJACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDANBgkg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61

[ | Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)
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JBNLxusYilrZZcW+CgnvNs4ArgqYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEjJgKO0
2zyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtvcQy55+/hDPD2Bv8pQ0C2Z2ng31
kLEfG1dxWf1lxAxLzf5J+AuIQ0CM5HzM9Zm8 zZREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMVAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

————— END CERTIFICATE REQUEST-----

GA FEL FXOSE 7FA L8 EE Q154 = Base64 & 2 o] o] of g}, 15 7] TH(CA)ol A BE2 <]
A = Alle] B F )1 5 WA OpenSSLI 22 SSL & =2 W ghsf oF 94
ThRISA AlRls Basr] 9lal] A ESAE ¥1ES A FH T
createtrustpoint trustpoint_name
HA12 EAE ¥RIEAA B H CSRE AT
setcertchain

o oM
40
E

s 0 27} 01 =X 2 Adte| ok T} B A E
gdo A Wl 9o FERJISAE 2oL, 1401]xﬂ of 2+ T ASAHE 2l FUT

ZF Q1 Z A B AR E o1 = 7))
] Sl
(5. BEGIN CERTIFICATE % END CERTIFICATE =2 1 23, sl 93l A g 2~E &

58 EeaE XS0 BAlse] Lo Wi
sk o] 2| ol whe} gk Al ol A JAFSE CSR =35 A FU o
o A

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODA jBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTclNjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGOBGRYFbG9j YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmqlubaDHPJ5TMGEJQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPrFWEEBcbxGSgQW7pOVIkwEAY JKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

A 14 Ay 1go] AL Al et

commit-buffer

GA15 EYAE ¥QE REES FH3 T}
exit

4A16 7] B RS A AT

scopekeyring keyring name

SAM7 13T YA EBAE ZQEQ CSREOE AAH 7] ¥
settrustpoint trustpoint_name

o
re
il
%
i
v

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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setcert

A9 Q1 7] Bl A Al g sk ID Q1A o W 8& 2ol W

)

e,

o] A
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIES8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQQDAIBT
>MRUWEwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>O0TUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvcmS5pYTERMASGALUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNpc2NVIFNS5c3R1
>bXMxDDAKBgNVBAsSTA1RBQzEaMBgGA1UEAXMRZnAOMTIwWLNnR1c3QubG9jYWwwggEi
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRInZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCROwW1ADWZCxXFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvIrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftg2MONVIkdkFRG0OJge/IG8ads/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7MfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAgMB
>AAGjggJYMIICVDAcCBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVRO jBBgwFoAUy InbDHPrFWwEEBcbx
>GSgQW7pOVIkwgdwGA1UdHwSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ04 9bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVN1lcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0OaW4sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5S5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>TJj1TZXJ2aWNlcyxDTjlDb25maWdlcmF0aWOuLERDPW5ShYXVzdGluLERDPWXVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZXJ0aWZpY2F0aWw9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWGMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCQGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/ALiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1UwW=

A 20 7] ¥ REE 83y

A2 Bt REE TR

WA 22 A AE 2T E A2 T}
scopesystem

9A 23 MU~ REEF
scopeservices

i
>
L)
et
<
o

G724 A J1SAE AHESHE S FXOS ] AH] =5 3 3 o
sethttpskeyring keyring name

A 25 Av] e o] AS A s}
commit-buffer

4] 26 HTTPS A ¥ ¢} A2

i
X
ot
ftlo

= o] ER A 2 AJY

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)

FAIGY T o] 710l = of Aate] 3ekAlol A BT 7] o] &
s ofok gt st e 713 7] ¥ o] Fo] A W HTTPS AW 7} ob 4] A Q154 & AHE-
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showhttps

o A

fpd120 /system/services # show https

Name: https
Admin State: Enable
Port: 443
Operational port: 4

Key Ring: firepower cert

Cipher suite mode:

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:
AL Al 88 543
=4 FAF
scopesecurlty

d

43

Medium Strength

showkeyring keyring namedetail

o A

fpd4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower_ chain
Valid

Certificate status:
Certificate:
Data:
Version: 3 (0x2
Serial Number:

)

=
i)
ok
5
¥o,
i
=
ro,
ofN
B
il

!TOW: !RC4:!MD5: ! IDEA: +HIGH: +MEDIUM: +EXP: +eNULL

3l J Certificate Status(21 =41 AHe) Zko] valid(fr £3H & FA 5

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
ecdsa-with-SHA256

Signature Algorithm:

Issuer: DC=loca
Validity
Not Before:
Not After
Subject: C=US,
CN=fp4120.test.local

1,

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Apr 28 13:09:54 2016 GMT

Subject Public Key Info:

Public Key Algorithm:

Public-Key:
Modulus:

00
0d:
al:
50:
fc:
dé:
3a:
al:
9e:
20:

Exponen
X509v3 extensio

X509v3 Subject Alternative Name:

:b3:
1b:

t:

ee

43:

(2048 bit)

65537

ns:

8d:
:d8:
:8f:
:c9:

(0x10001)

DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94

rsaEncryption

:f6:
:75:

: Apr 28 13:09:54 2018 GMT

ST=California, L=San Jose, O=Cisco Systems, OU=TAC,

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc, CN=CDP,
CN=Public%$20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:a3:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e:6€:24:89:04:6£:¢c£:05:98:e6:b2:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:£f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAAC)AKBggghkjOPQQODATBT
MRUWEWYKCZImiZPyLGQOBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
bIEgMB4GAIUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEwHhcNMTYwWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQOGEwWJVUZETMBEGA1UECBMKQ2F s
aWzZvemSpYTERMASGALUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGAIUEAXMRZNAOMT IwLNR1c3QubG9jYWwwggE 1
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCROQwIADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
RIHLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDSTCCoNIUhKGOERXXSGF/j43D
1ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJqe/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGjggJIYMIICVDACBgNVHREEFTATGhFmcDOxM]AudGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzgqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENSYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDT]j1QdWIsaWM1MjBLZXk1MIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPWS5hYXVzdG1luLERDPWxVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQBg]j cUAgQUHhIAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/ALiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

————— END CERTIFICATE-----

Zeroized: No

el 2 9
A g de A ASA7E AT E=A] GlstelH ) Bep-A o] =4 A=
hitps://<FODN or IP>/Z 3] ¥3}¢] Firepower Chassis Manager=. ©] -5 &1 t}.
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3 HIHSAE TS T4 FAEY JES 702 054 2 subject-nameS &3 T} Q15 A 7}
FQDN(Fully Qualified Domain Name) . i W 75 Bahg-A o A Bl g w2 o= oA ) of
AU IP FA4E &3l M 26k A5, ST e ASA 7 AR HH 2t e ThE SSL 2.5+

7} ® Al 5 Y th(Common Name Invalid).
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7

o I g A7, 997 o] %]
« SSH 14, 1043 0] #]
o gAY A

+ SNMP 14

1053 ¢]#]
1065 ©] %]
« HTTPS 77, 1133]°]4]
© AAA T4, 1247 0]7]
1345 0] %]

1363 ©] #]

* Syslog 74
« DNS AH 74,

S 5 A7

%

Gt W AZRS o2 DA A F A Al 28 AJIHS B ool A CLI %S A3}
o] Al of| 4] NTP(Network Time Protocol)S /3 1 T}
NTP A % -2 Firepower 4100/9300 A A] 2} A} A of] A %] &

=

=g 4 fulo] A 7ol AE o7 Er) sy

Y
£l

Firepower 4100/9300 A A] ol 4] Firepower Threat Defense S -5 %<1 74 -%-, Firepower 4100/9300 Af
Aol NTPE 7 3l ©F Smart Licensing®] A t] & 2}53}aL T]nlo] 2~ 55 A| 4 A3 EfI AR S
B ek 4= Q)5 U Th. Firepower 4100/9300 A A] £} Firepower Management Center®ll &= & ¢ $F NTP
M E ARGl oF FU

Zol

NTPE AH§ &2l
Time Synchronization(*] {+ &

B4 gk EE

= NTP Server(NTP A1 1) H] ©] £-2] Server Status(* ¥ *

4 %-, Current Time(3 ZH /\] h) ol A AA 5713 AEHE
713k el A

g 25 sHQlste] 745 2 NTP HHM 713 AHE & dSsUT Al &S 54 NTP A H
o} 57| 8Fet = gli= 7 9- Server Status(A H G E) Gl L= G H ofo]Fof vl AME Ui AHA

B8-S ST+ Ak

= -
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E!

FXOS CLId A} YTHFXO0S CLI A2, 14 s o] #] +a1).
o WH e Aol TAE EE ANTE S
Firepower-chassis# showtimezone

& WL ALgakel T dat % A7 shel o)
Firepower-chassis# showclock

T2 dlel M= A E 5 Aok @A A5 I B AR

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

o
=
>,
QL
rlr
ok
oL
o
=
2
]
i
v

a4

A%

g BEE A AR T

Firepower-chassis# scopesystem

A 28] v 2 2= g A g o,

Firepower-chassis /system # scopeservices

F5 A E 2

Firepower-chassis /system/services # settimezone

oful ALgAe] T, F7h R EF AR Aol Pz A4S P sehs TEZESL A

.7 ZEEE A% ARE PPk

A AR AL Frsha b SuE EF A ARE A

AU 1) G she] BAsAL 20k 2)F G she] 241 F 2T,
& WS AHEte]l YW B2 ATRE ST

Flrepower-cha551s /system/services # top
Firepower-chassis# show timezone
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U Aol A= = A E B g 5 A A9 o2 A sk, ERAAE AN v, A
¥ EE AR E ZAEY

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49
Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time Michigan - most locations

3) Eastern Time Kentucky - Louisville area

4) Eastern Time Kentucky - Wayne County

5) Eastern Time Indiana - most locations

6) Eastern Time Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time Indiana - Pulaski County

8) Eastern Time Indiana - Crawford County

9) Eastern Time Indiana - Pike County

10) Eastern Time Indiana - Switzerland County

11) Central Time

12) Central Time Indiana - Perry County

13) Central Time Indiana - Starke County

14) Central Time Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time North Dakota - Oliver County

16) Central Time North Dakota - Morton County (except Mandan area)
17) Central Time North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
27) Alaska Time - west Alaska
28) Aleutian Islands
29) Hawaii
#2 21
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The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/LosiAngeles (Pacific Time)
Firepower-chassis#

NTPS A1-§-3he] Wt 2 A2 414

NTPE= I =915 A 28] 2kl 4 8a)A] 57] 515 A48 Al gahis AlEH 4
o AFE-EHU T Ak el ~vl ) 238k E CRL A3 o] Al 7ol W78k 2 of &= o] ] 3l A 3

ol Bagurh Ao 4718 NTP A2 P4 T 5 At

E
l
[»
et
tlo
-
)
ol
rlr

o
K

i Cisco FXOS CLI Ay 19 o)A 7ol =, 2.2(2)

FXO0S 2.2(2) o]’ W 7 ol A= NTP ¥ # 35 A& oh

A%

A 28] BE S A A,
Firepower-chassis# scopesystem

A28 A 2 BEE A AR T,
Firepower-chassis /system # scopeservices

A E EAE O], IPv4 T IPv6 T47F QL NTP AW & AFE 3 =3 A A58 AU
Firepower-chassis /system/services # createntp-server {hostname | ip-addr | ip6-addr}

M*wﬂﬂlﬂﬂﬁﬂEwﬂﬁ ﬂmﬂqq
Firepower-chassis /system/services # commit-buffer

S HHS ALgEte] TAE RE NTP A H 9] 573 A S gl gy,
Flrepower-cha551s /system/services # show ntp-server

U W HS AHE-ske] 54 NTP A1 H ] 5 7] 3t el & gl

Firepower-chassis /system/services # scopentp-server {hostname | ip-addr | ip6-addr}
Firepower-chassis /system/services/ntp-server # show detail

Ch2 dlol A= IP F2 192.168.200.1013 AF&3}+= NTP A ¥ S T4 5t EAA S ARl gy},

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # create ntp-server 192.168.200.101
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Firepower-chassis /system/services* # commit-buffer

Firepower-chassis

/system/services #

ThS- of o] A} = [Pv6 T4 4001::6 S AF&3HE NTP A H & A8 ERAHA S 7 vl g},

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

NTP 41| 27|

A%

/system # scope services

/system/services # create ntp-server 4001::6
/system/services* # commit-buffer

/system/services #

A2E BEE AR,
Firepower-chassis# scopesystem

A2 A2 8 A g o,
Firepower-chassis /system # scopeservices

A5 B1E o] &, IPv4 T IPv6 T47F A NTP AW & Al g o),
Firepower-chassis /system/services # deletentp-server {hostname | ip-addr | ip6-addr}

A28 Ay o] Aol EAAAS Aulg
Firepower-chassis /system/services # commit-buffer

Thg dloll A= IP 724 192.168.200.1013 AF&3}+= NTP A ¥ & AHA| 8l EAA S ARl g},

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # delete ntp-server 192.168.200.101
/system/services* # commit-buffer

/system/services #

ThS- of o] A} = [Pv6 T4 4001::6 S AF&3HE NTP A H 2 AHA| st EWR A A S 7 vl g},

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

R
L,

= =L O =

FAAAEL =

/system # scope services

/system/services # delete ntp-server 4001::6
/system/services* # commit-buffer

/system/services #

Firepower A Aol A} W A 7S 502 AAstE W& AUt A28 25

| 485U,
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SA1 A2 REE A g,
Firepower-chassis# scopesystem

W2 Az Al mEE AR o
Firepower-chassis /system # scopeservices

GA 3 A28 ZFES g E
Firepower-chassis /system/services # set clock month day year hour min sec
2o B, Do) 3 A ABFE AHS T A7 2443 FA o= o Fithel & Eof, 2
T A= 194 = 9.
A 2E 2 2 alare 2] AegUn) B2 Ane 2@} gls )

The ol A Al mY 222 YU,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

SSH 4
T} A *}oll A = Firepower Af Al ol T g SSH 4 M| 2~ & €/ s}e} A o} v &4 g)s)
A& SSH SetolA ER & slal= H S AWyt SSHE 7|24 02 843

A%

SA1 AT REE A g,
Firepower-chassis #scope system

9A 2 A" AE| A REE A FZS T}
Firepower-chassis /system #scope services

A3 Firepower AHA] ol T gk SSH A~ G448t W v < 3}

* Firepower Aj Al of] T g+ SSH A =& & &3t H o} WH S Y93y
Firepower-chassis /system/services # enable ssh-server
* Firepower Al A o]l ] gk SSH A M|~ & 5] -&3#] gFod|H th5 HHE S 8yt

Firepower-chassis /system/services # disable ssh-server

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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WA4 AsE A Lo el EAAH S AR P T,
Firepower /system/services # commit-buffer

U}2- o ol 4] = Firepower Aj Aol t$F SSH N A~ 5 &4 315l ERAA S Al g T,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

S E
t}-&- A 2}ol| A = Firepower Al A o] th ek @l A~ 5 4] 8}al AL U] SA] 8l = W S AW
t} @y e 7)Ao 7 n 8 sy o] 9y}

U

m;

%

mh
kil

9 719 1o o] & AA CLIE AHS3HE 4-3ol v AL 3 5= Qs o,

R

WA AR REE ALY
Firepower-chassis #scope system

A2 A 2E AR A REE A A o)
Firepower-chassis /system #scope services

@A 3 Firepower Al Aol T g &Yl M|~ 5 FASIHE o} 5 sluE )
* Firepower A A o] &k &lHll Al =5 & oW b E S Ay

Firepower-chassis /system/services # enable telnet-server
« Firepower Al A o] T &F @lvl A ~ 2 3] 88614 Foew e o

Firepower-chassis /system/services # disable telnet-server

o
iR
L)
%
i
i)

SA 4 Al2g) Av] o] Aol ERAA S AN
Firepower /system/services # commit-buffer

U dlellM = duls A stetal EdAA S AN d YT

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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SNMP -4

o] A4 o] A = Firepower Al A] ol SNMP(Simple Network Management Protocol) & 7+ 3} WS A
Rk A AT B S BB ALY

SNMP 74 1.

SNMP(Simple Network Management Protocol)i= o Z 2] Al o] A #lo|o] 2 EZ = X SNMP 2] 22}
o] HE I+ A& A WAl A &4 Al FFHTh SNMPE= U ES] 9] vuto] ~E5 RYE R stal
H T F AT E—i‘*@rﬂ =z oli A FE&olE AT Fh

SNMP Z e 9] A= Al F-2 o2 7Y

* SNMP 2] 2 — SNMPE AHE-8F= U E 9 A Hufo] 29] ghg& Ao stal RU E & sl H] A
5= Al =gy

* SNMP of ©] 21 E — Firepower Al A] of] t) 3+ to]EH & f-*]3}aL B Q.o u}g} gl o] 5 & SNMP 3
2] Z}ol| Al B.313}= Firepower A A] U F-2] A E Qo] F-4 @ 44 Y T} Firepower A Al ol = |
o] HE B MIB 5o 35 o] 55Ut SNMP ol o] A ES &4 3lalar whe] #}o} of O]HE
7+e] BAIE A 43 3121 ¥ Firepower Chassis Manager 5=+ FXOS CLI 4] SNMPE &4 8} a1
A

* MIB(managed information base) — SNMP ol o] [ E ol §) = ¥a] 2| o] RS-tk

Firepower A A] &= SNMPv1, SNMPv2¢ 2 SNMPv3E A 93tk SNMPvl ¥ SNMPv2ci= X7 7
YE] 719F Bk 78 & AFE-3Y . SNMPE Ut o] o)

* RFC 3410(http://tools.ietf.org/html/rfc3410)

3

* RFC 3411(http://tools.ietf.org/html/rfc3411)
* RFC 3412(http://tools.ietf.org/html/rfc3412)
* RFC 3413(http://tools.ietf.org/html/rfc3413)
* RFC 3414(http://tools.ietf.org/html/rfc3414)
* RFC 3415(http://tools.ietf.org/html/rfc3415)
* RFC 3416(http://tools.ietf.org/html/rfc3416)
* RFC 3417(http://tools.ietf.org/html/rfc3417)
* RFC 3418(http://tools.ietf.org/html/rfc3418)
* RFC 3584(http://tools.ietf.org/html/rfc3584)
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e
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il

SNMP

jikes
o

SNMP &3

SNMPe] 341 71% % 3hibi= SNMP oo dE o] e & A sk AU th o] e 8 ol i= SNMP
AFsHA o AUt GFL FRH A4 AF, A A, DA FE, vo]H &

AL . H & AES
TH e A B3, Ve U o EE U 5
Firepower Al A] = SNMP ¢ H S Efl == g1 2 AT SNMP #HE]| A7 Efl&

== I R
& A& 8k o™ Firepower A Aol A= E5 =41 o5 91 = glom 2 Efe HHE T
AF Aol golF Ut AR 23S 418 SNMP 2] 2= SNMP -2 PDU(Protocol Data Unit) & ™|
N A = 52 gt} Firepower Al Aol A PDUES FA18HA] &3S 79 AW 2 S tA] Bl 4= 5

o},

1)
I
o

A%

SNMP 1<t 2= 51 A3t

SNMPv1, SNMPv2¢, SNMPv3& ZHzF A 2 o2 5ol 2 el S epyyth 5ol e @ ety 1ot
gl o] 23S B3l SNMP WA #] A 2] Al g3 wot A Fo] AAFH Y
Ho# e SNMP Edy A4 WA XS BE o BR3 S AU At 22 wA %

—

TC =

KeN
=
oy = = Z“?_X

7b &N E A RS BT el of k=X ASH ok st=AE A4
ojd wet Eello] & & =0l ut} &b Yot SNMP 1.QF &l 2

e,

* noAuthNoPriv — 15 =

gk A Qs wek e
ohe A st o] g A9

e authNoPriv — 212 Q) x| ut o} & 3}

* authPriv — ¢!

SNMPv3+= BQF Rell Bl B ot gl & W5 Al g ey vh, Bok Rl 2 Ag-A} Bl ARG AL S5k o 2o

el 2= T dEfduth Bt w2 Bet el oA &8 Bt Ayt Bek 2l

F wet ee] 235 E8l SNMP 7 A2 Al A8 Bk mAYFe] 2gE YT

] 3
g o] et

Uhr 3ol A= BQk 5iell 51 o) = gtol ohef A vt

H 8: SNMP 12 ot 2 E 1 2]

=2y g AT Gz 3t 23

vl noAuthNoPriv AFYE 219 | ol & ol =o] AHE]
A LA S AL
g3k
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2dg g SIS o3 3}

v2c noAuthNoPriv AFYE E24 | oty &

i
-

e =
RIS
i o

.-ﬂmz

oo M
o 2L ol

v3 noAuthNoPriv AR} 0] & olu 8 o] =0 AF&-%} o]
B AN E e

g},

v3 authNoPriv HMAC-SHA oly e HMAC SHA(Secure
Hash Algorithm)E
ZIgke g S-S
AF e,

v3 authPriv HMAC-SHA DES HMAC-SHA <37
Az 7oz
O] ._4__. ;(_“ 4‘6]-1/1
t}. DES(Data
Encryption
Standard) 561 £
LR
CBC(Cipher Block
Chaining)
DES(DES 56) B
7] \re] ¢l Xﬂ
@ﬂww

SNMPv3 12 7] %5

SNMPv3o Al &= U EY 5 B3 Q5 2ol 3} 953} 9] %3-S 23 t]npo] 2o tf 3 Kot
MNA| 2~ 5 A F Y T SNMPv3| A= -4 5 AFE-AFe] o] & ] 2F vt 5213813l SNMP WA A &
o} % 3184 t}. SNMPv3 USM(User-Based Security Model)& SNMP | A] %] @] 1 o+-S- 712] 7] v )&
A 22 AgdyTt
s WA A FAAG — A A 7F o 2 WA i A A gk on dlo]E] AlE 27t ok o] ¢l
T WAL A A

s AR 22 AT — 418 HolH & A5 Al sk ARE o] S 9l | ID7F I H
AU

cwIAIA] 71 RS P bg sl — w5l QL IE E] B 2 A 20 G EIL AEE A F
A == k.

ftlo
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SNMP =] ¢

snvp <9 |

)

Firepower A A] = SNMPoI| th&-& A gt}

MIB #] <1
Firepower Al A] = MIBl| W3l ¢]7] A& AM =& = G},

SNMPv3 AH8-A1-S 913 Q15 2R B

Firepower A A] = SNMPv3 A}-8-2}E 913l HMAC-SHA-96(SHA) 815 L2 EF & 7

o
ot
T
o

to

SNMPv3 A}-8-2H5 913 AES 71} 2= EZ

Firepower A Al = SNMPv3 M A #] &} 5 312 931 7)<l L2 & F 5 3}t 2 AES(Advanced Encryption
Standard)E AH-8-3}H RFC 3826 =34 th.

7H 2l ¥ 3 (priv) &4 ol A= SNMP K.oF 9+ 5512 ]3] DES %= 128H] E AES ¢t 5.8}2 18] 8
T AFU T AES-128 71 ¥ el o] A & B4 8 eh= 7 5- SNMPv3 A AFS 918 7Rl iR 27 3l

© 1 Firepower A Aol A & 71 Q1 B] L H 5 = A}-83}o] 1284 E AES 712 A A gyl AES 7R¢1 v

Ho = HA AUk v E s ARt ¥~ E R A H 49 A 6422 AT = AHFYT

SNMP &4 3} 2! SNMP 4 1A

A%

ZUH Y 2EE A &Y
Firepower-chassis# scope monitoring
SNMPE &/d 8191t}

Firepower-chassis /monitoring # enable snmp

SNMP AU E] 2=Z A1z},

Firepower-chassis /monitoring # set snmp community
set snmp community 8 %S ¢ 2 gt & SNMP AU HE Y Hstehs T2 ET A Y Th

SNMP AU E & A dYT A7 UE o] 53 HEH T2 AR YT 717U E o] 52 ) 32
Abe) 5t EA Lol @ 4 el v,

Firepower-chassis /monitoring # Enter a snmp community: community-name

SNMPE 91703 A1) S AR e, 4 28 A 0] o] ) o M o] F34 4
st S 5 Hd 25542 Gt EAL el 2 ¢ AFU T

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

SNMP of| o] 14 E(H‘ﬂ)ﬂ AP = T 2B YRS AAFH T A/ 2H A o] 52 H ) 512412

Q%A EAbdo] A 5 AT

Firepower-chassis /monitoring # set snmp syslocation system-location-name

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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Miﬂ{ﬁjﬂﬂﬁﬂEﬁWWﬂ ﬂﬂﬂqq
Firepower-chassis /monitoring # commit-buffer

tH& ool A = SNMPE 2 816} 31, SnmpCommSystem2 = ©] 5] SNMP 7} L E] & 74 2 th&,
contactperson©] 2= ©] 52 A| 28l S 2LE G4 8} a1, systemlocation©] 2F= o] 5 2] AEAH YA E
:F_/\-]g}.ﬁ E@xﬂ}q ﬂu]sl—qq.

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

oheol & 2]
SNMP E 2 2 A8 45 A4 T

e

A%

Y REE A Eg .
Firepower-chassis# scope monitoring

SNMPE &3 811t}

Firepower-chassis /monitoring # enable snmp

A4 H T2E o]F, IPvd T4 = IPv6 T4 2 SNMP E S A g o},
Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}
SNMP E gi¢] AF&-2 SNMP 71U E o] 55 A 78

Firepower-chassis /monitoring/snmp-trap # set community community-name

SNMP E ol AH-g-3 X ES A A e},
Firepower-chassis /monitoring/snmp-trap # set port port-num

E ol AR-g-5]3= SNMP B 7 9 R84 g}

Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}

(A8 A 45T ER FE2 AAFY

Firepower—chassis /monitoring/snmp-trap # set notificationtype {traps | informs}

2 AT 5 A5

WA R v2c = v3E A e A - traps(EH)

s A O R v2cE AEI S 72 informs(7 1)
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| ==% 43
snvp =3 2Hd [
B3 AN AP 2N AS A FSoNn A5 F A5
t}.

A8 (e AE) v3a S dEetE A E AvE ks A8y oh
Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
thee A9 E gy,

«auth — 152 AT 58}l
*noauth — 5= 453 = §ls
e priv— S5 2 ¢35 s}

9A9 Azd Aol del ERAME S AR

Firepower-chassis /monitoring/snmp-trap # commit-buffer

o2 o o Al = SNMPE €4 81513l [Pv4 T4 5 AF8-31o] SNMP E 51-& Al 4] 3131 E 5] o] port 201 A
SnmpCommSystem2 7 U E & A} &35 At HAS v32 A 79 dJolu 4 S EFOR
M3 AL prive Ak EAAAS AN

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112

Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2

Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3

Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps

Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv

Firepower-chassis /monitoring/snmp-trap* # commit-buffer

Firepower-chassis /monitoring/snmp-trap #

Thg ofloll A1 3= SNMPS 24 8} 5} 31 1Pv6 525 AH§-310] SNMP E 912 4493k 31 E o] port 201 A
SnmpCommSystem3 77+ HE| & AH&-8F =5 A| A8t M-S v3E ’é;ﬁ st dd S EfoR
AA38EaL v3 kS privE At ERAAS AUl

Firepower-chassis#
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

b2

Azt

scope monitoring

/monitoring # enable snmp

/monitoring* # create snmp-trap 2001::1
/monitoring/snmp-trap* # set community SnmpCommSystem3
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer
/monitoring/snmp-trap #

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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Firepower-chassis# scope monitoring

GAl2 AHGE S2E olF EEIP F47F 3= SNMP ER & AHAI gt
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

W3 A Av e dol EAAH S AR gt
Firepower-chassis /monitoring # commit-buffer

P =S A,

ot

ohg of o] A &= 1P 542 192.168.100.1122] SNMP E S AHA]|

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 A}-8- 2} A A]
Az}

A1 RUHE REE AT
Firepower-chassis# scope monitoring

A2 SNMPE 24 g3t o
Firepower-chassis /monitoring # enable snmp

SA3 A4 SNMPv3 AHEAE A4 Fh o
Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user 3 %S g stal YW H U S E JHstete TR ZEV A YT

A4 AES-128 (5 8} ARS8} = W2 shetu T
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}

714 0.2 AES-128 ¢+ % 8k W2 8k of QlF Ut

GA5 AREAFHQI HE U S E A o
Firepower-chassis /monitoring/snmp-user # set priv-password
set priv-password " %S ¢35l YA Q] HU S E dHetal Rl 2B ETVF Al

g},

SA 6 Al2d A g o] del ERAMA S AN YT
Firepower-chassis /monitoring/snmp-user # commit-buffer

5 ol o] A = SNMPE &4 315 a1, snmp-user142H= ©] & 2] SNMPv3 AF-8-A1-5 A A gF U}-2-, AES-128
Ho s A steta, P e B R E T E AL 5 EAAAS AN Y.
Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp
Firepower-chassis /monitoring* # create snmp-user snmp-userl4

Cisco FXOS CLI 713] ~1el| o] 41 7}o] =, 2.2(2)
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Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

SNMPv3 A}-& 2} 2} A
A%

9A1 BUHY BEE A E,
Firepower-chassis# scope monitoring

GA 2 %74 H SNMPv3 A2 2FA 3 o}
Firepower-chassis /monitoring # delete snmp-user user-name

G 3 A2 A gy o] el EWAMLS A w3},
Firepower-chassis /monitoring # commit-buffer

th2 of o A &= snmp-user14 2+ ©] 52 SNMPV3 AF&AFE 2FA| 81 E A S A g ),
Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # delete snmp-user snmp-userl4

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

HTTPS %3
o] A of] A = Firepower 4100/9300 A A o] HTTPSZ -4 3= WA S A gk o),

~

Fa Flrepower Chassis Manager &=+ FXOS CLIE A}-8-3Fo] HTTPS X EE WA 4= lH Yt o &
T HTTPS 719 21¢j| ] d & FXOS CLIE AHg-3h= -0l ik =8 e 4= o5t}

NFAH, 7] Y L EYAE E9

1 E

HTTPS®l| 4] &= PKI(Public Key Infrastructure)2] 744 245
o E o] B 2}-$-4 9} Firepower 4100/9300 A A 7Fe] Bt =41
Rl =

Z} PKI tjH}o] 2= H] t % RSA(Rivest-Shamir-Adleman) ¢+ % 3} 7] 2] 248 -3t} 7190 719} &
A% T o e 7] Bo) AR F 7] F b2 B ke AAAE e A2 o
ﬁ% T Qsuth sk WA S B ) AR FaAe] B 7R WA A S s stete] 5

}ﬂz
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S4B EYAE IQERZRY tuto] 29 IDE g1k A E9E ISAE 4
XOSsoll el o A S Avd F dFUTE A=TEH JASA = G ASAE

2E X E| A A E T, fr— CARIZ 713), T CAEE FECAR A4 E

& ELo] Trust Anchor’} € 4= 5 U T A ASAE o FXOSE E3f 254 &
ETAE ¥ EJ Q é% Azl oF P T

}

ok Q>
i
o
lmFE>

o 1> =
Im ot

ox

o=

ox 2
ol rO
ol 0,
111 12 _VE

T8 Q1SA & Base64 217 X.509(CER) & 2 o] of oF g},

FX0S8+= 7]+ 7] W& Edste] i 8719 71 H& A gk
At

SA1 Bt mEE AR TH
Firepower-chassis #scope security

G2 7] FES AL o5& AA T

Firepower-chassis # createkeyring keyring-name

GA13 SSL 7] Aol(ME)E A dH T
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}

GA4 ERAAAS A
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Firepower-chassis # commit-buffer

g ool A= 7] 7] 71 10240 EQL 7] |& A3 g o

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

theol B 2]

o] 7] Fell tig ASA 24

tio

e

.

I

7] & A

S 2b] olFol WA AL AFAF MRS E A 712 7] G AFHE S50 2 Aok T

g,
Az}

SA1 Bl BEE AlAY L.
Firepower-chassis #scope security
SA2 7] 7] B 7] B Bt REE AR Y T
Firepower-chassis /security # scopekeyring default
9A3 717 e AREdU
Firepower-chassis /security/keyring # setregenerate yes

47le EAAAS AR
Firepower-chassis # commit-buffer

T2 el A= 718 7] F A T

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)
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A1 B REE A FE L
Firepower-chassis #scope security
WAz 7] el Aol BES AT
Firepower-chassis /security # scope keyring keyring-name
GA3 A A E IPv4 == IPv6 T4 = Fabric Interconnect®] 0] &S AF-&-3Fo] Q15A 84S A YT
AFA £4o] U g AN S JHstebs LEZES wAR
Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |[subject-name name}
AL ERARES ARG
Firepower-chassis /security/keyring/certreq # commit-buffer
WA5 A 8 EAFUTH o] 8L Ak Trust Anchor = €15 7] BHCA)] 10 5 Q%]

o},

Firepower-chassis /security/keyring # show certreq

T2 ol A= 78 & AREskol 7] Joll ek IPvd a2 54 285 A

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ0O4UGQILKFXQQc2¢c8b/viW2rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBOGA1UJEQER/wQQOMA6CBNNhbWMWNICECSELiXjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

o
gﬂ
Ky
e
>,
e
<
o

Firepower-chassis /security/keyring #

Cisco FXOS CLI 713] ~1el| o] 41 7}o] =, 2.2(2)
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thol & 2]

* BEGIN(A 2} % END(#) 2Fel2 £ 33lo] el5 M @3 o] il AEE EAlslo] v A3y
o 7] Holl sk A A& o 34 -& A4 2% 7} 7| Trust Anchor == Q15 7] ¥HCA)

o &gt
c EHAE XUES AL Trust AnchorZH-E] 2 A1 2] 15 Mol thek JASAM A& 2A

e,

@) = = Z
A S ARG 7] Holl iR IS 28 A
A%}
SA1 Bt BEE AR
Firepower-chassis #scope security
A2 7] Gel AnaEeld BEE AT
Firepower-chassis /security # scope keyring keyring-name
SAI3 QA 8HS AT
Firepower-chassis /security/keyring # createcertreq
SHA 4 3 1R =Tt S AEE A Y T
Firepower-chassis /security/keyring/certreq* # set country country name
A5 2% ¥} <74 % DNS(Domain Name Server) T-4~5 A 4 1 T},
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
A6 QA5A &I AAH oY FAE ARG YL
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name
A 7 Firepower 4100/9300 A A1 9] TP =45 A A o},
Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }
GA8 AT E 25k 3Ake] EAPE AR mA] = A oS A Gy Tk
Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
SA9 ASHE 86k =4S AU
Firepower-chassis /security/keyring/certreq* # set org-name organization name
A0 =4 @915 AT
Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
AN QJISA 8ol tie HEHEE A G F eh(A 8 AL,
Firepower-chassis /security/keyring/certreq* # set password certificate request password
SA12 JISHE 28k AL EAE AR A/ES AU

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)
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Firepower 4100/9300 A A] 2] FQDN(Fully Qualified Domain Name)< <] 4 34t}
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

EWAANHNLS AT}

Firepower-chassis /security/keyring/certreq # commit-buffer

A54 83 EAGUT o] 87 &

o}

Firepower-chassis /security/keyring # show certreq

U ellell M= i 54 AREsko] 7] Foll thek IPvd 42 54 2%

Firepower-chassis# scope security

E-AFSFo] Trust Anchor B2+ 15 71 ZH(CA)oll H

F 9%y

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Certificate
Certificate
Certificate
Certificate
State,
Locality name (eg,
Organization name

Organization Unit name

Request:

/security # scope keyring kr220

request subject name:
request ip address:
request e-mail name:
request country name:
province or county

/security/keyring # create

/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*

certreq
set ip 192.168.200.123
set subject-name sjc04

set country US

set dns bgl-samc-15A

set email test@cisco.com
set locality new york city

set org-name "Cisco Systems"
set org-unit-name Testing
set state new york

commit-buffer

H= o S S o S S

/security/keyring/certreq # show certreq

sjc04

Us
(full name) :

city): new york city
(eg, company): Cisco
(eg, section): Testing

192.168.200.123
test@cisco.com

New York

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ0O4UGQILKFXQQc2¢c8b/vi2rnRF8OPhKbhghLAL1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBOGA1UJEQER/wQQOMA6CBNNhbWMwWNICECSELiXjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

Ol & 2y

* BEGIN(*| 2 % END(¥#)
th 7] gl ti g A=A &
o AEgH

5 o)
R

cEYAE

e,

[ | Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)
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Firepower-chassis #scope security

EYAE ¥JAES AT

Firepower-chassis /security # createtrustpoint name

o] ES|AE ¥RIE Y 1SAH RS A
Firepower-chassis /security/trustpoint # setcertchain [ certchain ]

s

==z
o
JAE 55 EE=ASAE ddstehs ZH2E7 wA Y g JEE

Foll 1M AR S AAGsHA &2 45, FE CARIT 71l <

ENDOFBUF& ¢ #3}o] ¢hs gt}
T AF A= Base6d 91 7 X.509(CER) B 2] o] of oF ]

o},

EdAAS Au
Firepower-chassis /security/trustpoint # commit-buffer

U o= EYAE IRES A5t EYAE ZRIE 3 IS4

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVVVYVYVYV

\%

>
%9asckC1d3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV03j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

ool & 2y

Trust anchor H=+= Q15 7] ol A QISA & 21614 7] o2 7hA 5t

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)
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7] Boll ISA 714 .71

A\ Zka7] Aol

4%

9A1 HeF REE A YT
F1rep0wer—chass1s #scope security

HA2 ASHE AL 7] Foll e Ay 2ol d RER Sojfiyt
Firepower-chassis /security # scopekeyring keyring-name

A3 7] @ ASAE 5418 Trust anchor == Q15 7] TH(CA)9l T g E]~E ¥l
Firepower-chass1s /security/keyring # settrustpoint name

G4 7)Y ISAME st R EsH] ffel tish ks Ay du T
Firepower-chassis /security/keyring # setcert
X 23 E ol A Trust Anchor = 15 7] Z(CA) A WH-2 Q154 ©
t}-2 3ol ENDOFBUFE 9] “é‘, 0}04 ASA =S Sdyh
T8 Q1S4 Base6d Q137 X.509(CER) & 2] o] of oF 7+

o},
945 EdAAS AT}

Firepower-chassis /security/keyring # commit-buffer

_lV"‘
[
(m
il
me
s

O dlefl A ESAE FRIES A Astal 7] Yol /154 E 7HA s Ytk

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

\
VVVVVVVYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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HTTPS -4
A

wrres 4

o3 & 2y
HTTPS A H] =& 7] § o= -4 g h

79l

HTTPSOM Abgete X E 9 7] 9 WA S E3Fske] HTTPS 9] Lgo] & k=g & EA A
& AAst ALY AW st AulA} R E @A HTTP 2 HTTPS Al o] 85U

4%

A2 BE g A g,
Firepower-chassis# scope system
A EE R SR

Firepower-chassis /system # scope services

HTTPS AR =5 &/ shehytt.
Firepower-chassis /system/services # enable https

(}\1 2] /\}?5}) HTTPS ¢ 7501] /\}&zﬂ JSEE ;q 2] Gqu;]_
Firepower-chassis /system/services # set https port port-num

(/\ﬂ e A}?SL) HTTPS & o &2 Al Al 3} 7] 2] 4 ]_‘_4 2| A Zﬂ—]/] q_
Firepower-chassis /system/services # set https keyring keyring-name

(A8 A48 = Q1o) A AF-&-3Fi= Cipher Suite X.QF &8-S *] A 3 o},
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode= th5 719 = & stu7t 2 5 A HF Ut

« high-strength

« medium-strength

« low-strength

N
i

* custom— A}F-&2} 7 9] Cipher Suite A} T AFE & A A

g,
(A8 A1) cipher-suite-mode”} custom &= A 7 &l 73 -9-, v Q1 ol T} &) Cipher Suite H.QF2] 253
oS A8 gy

Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string
cipher-suite-spec-string< # 1] 2564} 2] ™ OpenSSL Cipher Suite A} &< &=4~3) oF 3t}
S5 RAEAEE 5 QU T 1A ), H5A 71 5), (3] B, (ZE)E A
o}, ZFAgF U] 82 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#ssIciphersuite s 334 Al
o5 Ho] FXOSIl A 7| 3L 2 ALESHE S0 2 AbE AR S The 3 2k
ALL:'ADH:!EXPORTS56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL

1! T=

.
ISens
L
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F3 o] {42 cipher-suite-mode”} custom©] o} gk O 2 A ¥ 79 FAH Y]
=
W8 (A8 AR AFA A4 5% 2 S A steAY v B4 s o
setrevoke-policy { relaxed | strict }

GA 9 AlxEl Aol EdAAL A Eh )
Firepower-chassis /system/services # commit-buffer

th& dol| A= HTTPS & &4 3tstal, LB WM&
3} 3L, Cipher Suite 2.9F & ¥l hlghi A4,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Z 44302 AA8taL, 7] ¥ o] L kring7984 = A A
E

HTTPS = E W 7

HTTPS A H] A= 7] &

Z e E 4430 4 g4 315 o] 95Utk HTTPS H| &4 318 5= gl = vt
HTTPS A 2| A1&8 X E

o7 Z Al 2
%tﬁ?é% I Adxyrth

4%

WA Asg BES ARG,
Firepower-chassis #scope system
SA 2 A2E AH| s RES AU
Firepower-chassis /system #scope services
A3 HTTPS A2 AHEE X ES Ao
Firepower-chassis /system/services # sethttpsport port-number
port-number®l 1~655352] 445 A A YT HTTPST 7] 224 0.2 ¥ E 44394 & 315 o] 9l H5Y
o},
%ﬂ4 ]AWﬂﬂlﬂqﬁﬂE%ﬂﬁ ﬂﬂﬂqq
Firepower /system/services # commit-buffer
HTTPS XE& W73 $o = @ Ao E HTTPS Al o] T ug Hth A& A= th53} o] A X E
& A}-8-3}9] Firepower Chassis Managerol] ThA] 2 7121 3) oF gt}
https://<chassis_mgmt ip_address>:<chassis_mgmt_port>

ol u <chassis_mgmt_ip_address> A-&A7F 7] 719 718 o] A Sl Y & & Firepower A A 9] 1P 7=
A Ee B E o] 50| <chassis_mgmt_port>i W -4 3 HTTPS X E Yt}
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t}S- do]| A= HTTPS T E M3 5 4430 2 A A5l EAAA

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444

Warning: When committed, this closes all the web sessions.

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

!

HeP BES AR
Firepower-chassis #scope security

ol &l AR 7] & AT
Firepower-chassis /security # deletekeyring name

EAAHE ARG
Firepower-chassis /security # commit-buffer

& dlol A= 7] H 2 A Ay
Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

ANE 244

A a}7] Aol

EgAE ¥XRIEVL 7] Gol| A AFEH A &S ST
A7}

Bk WEE AR
Firepower-chassis# scopesecurity

ol Fol A EAE ¥AEZ AAFYTH
Firepower-chassis /security # deletetrustpoint name

ERAAS Av Yt
Firepower-chassis /security # commit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS 1] &4 3}
Az

SA AR RES AR U
Firepower-chassis# scope system

GA 2 AE R REE AR O
Firepower-chassis /system # scope services

A3 HTTPS A B A2 W& gt}
Firepower-chassis /system/services # disable https

WA4 A2 v e dol ERAAS A% gt
Firepower-chassis /system/services # commit-buffer

o2 o o A= HTTPS & vl &4 gl ER A S AUl g o

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

AAA -4

AAA “d H.

AAAE ZATFE 2 2ol Ulg a2 Aol S 98 Aulae] Ao, 4HE

Fetel Al ol ol & 7o) B8 s AT o) 4 & A
o 98l TR @ HEow FHT

b
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e th 2 AFgAEe] 2hA S I} v gy ok 2FE S o] AX|SHH AFE A= U E Q] ol A AT
T AFUTE A S o] A HA] o, QT Aufstal Y ES A A ~7F A YTh
o5 A S L&k A A ol dl gk 2] A4S Q15385 Firepower 4100/9300 A A1 & 724 & = Q)
2~
FU

« HTTPS

« SSH

- AE Z&
A 7o
A% ol QA ABe e Za sz A el A2} 58 B, 24 ER A 2 G
< sk AYUTE AFE AT A EH S AFE A= ThERE A~ i S 3ol i gk &7}
=S sy
N7

ATHE T & AHEATE A 2 FALGFHE 4 ST o] 7]l A28 AHS AR AL A

£ =43 o

PF AR F B AL e OB 9] % Fo] AU o he R & AN BA R ASF R /S
2 B3 ol Fol A u] o= UG o] Aol T, AT LA, el hs HEE L £ A BF) AHE
e,

Q% AP ol ol heE 1 45 A4 E

NFL UEOZ ALGIAL AT o] W ol 7T B AT 5 Atk A ol e &
4 AHEAE A QFHF T o 7H & BE O R AL S A1F D U ol 9} T AL S
24 et

AAA X H

AAA A1 9 2 A0 913 4§31 VE N AR QU T 158 A8 AE AT 1
ol AF R AR} AT 5 gl e hsk AN 28 A9 s PG FAFGU o7k

Qe AT L RS Ao AHEH S A3 o8] ¥4 F AT

27 dolguHo] 2 A

Firepower A Al ol A= AFE- A} 2Rt 2 A& o ¢l 24 do|Huo] 28 74 #e] Tt AAA
At 224 dl o] B H] o] 25 ALE-3}o] /‘}%X} AL, AT Fo & 017}%%‘ s AT UAFYH
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B war g3 4

LDAP A| &2} -4

LDAP A 3} £4 -4
o] Zej ol A 74
o] 3k %4 o] A4 o] X3
S 7R AR AEH

Active Directory S LDAP A ¥ & AF-&-3}= 7490l = Active Directory A B o A A}-&-2} o] 7
33} ] Firepower eXtensible -3 | 4| &} v} G LT}, o] o] 7} Eof = TR EA] k=1

A5 o} of gL,
A%

SA1 Bl BEE AlAY L
Firepower-chassis# scope security

A2 HOFLDAP EEE Al #E UL
Firepower-chassis /security # scope ldap

SA3 AAE S-S Tedets das® dolEu ol 2 A4S Al gty
Firepower-chassis /security/ldap # set attribute attribute

SA4 AR 3 o] FS E¥eke Ul =R dolEuo] 2 H S Al g o
Firepower-chassis /security/ldap # set basedn distinguished-name

GAS AAE ZHE L3l g A= 2 dolEo] 2 A AS A g
Firepower-chassis /security/ldap # set filter filter

gt S48 ol Ao BE AeA A4l g 712 AA
3 o] 91 74 -l = Firepower eXtensible % | #l| ol

A
(m
il

E
iz
fol
N
N

A6 AW 7 e E kAL A & wfj 7hA] A2 F o] LDAP A 9] S-S T 7]l of aF= Al A S A

o,

Firepower-chassis /security/ldap # set timeout seconds

SAT Al2d Av o] del ERAA S AU
Firepower-chassis /security/ldap # commit-buffer

Ul ool A &= LDAP 44 = CiscoAvPairZ, 7] 314 °] &

"DC=cisco-firepower-aaa3,DC=qalab,DC=com" 2.2 I 1*5 sAMAccountName=$useridi, Al 7y 23} 71

Ag 5w 42 AAsL EAAA S AR F .

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # set attribute CiscoAvPair

-

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"

Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid
Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #
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LDAP | &4} 773

3

A& AF 27112 LDAP AF8-A19] userdn©] 25548 38k 749~ A s o)

ol & 2]
LDAP A 3412 A4 3T

LDAP A &2} A3 4

Firepower eXtensible <% | #l| ol A = Z o] 167 2] LDAP A| ¥ A& A3t}

A28} 7] o]

Active DirectoryE LDAP A ¥ 2 A}-&-3}= 7 -$-oll & Active Directory 4] ¥ ol| A A}-&-2} o] 7S E & A
) 3}] Firepower eXtensible +% | Al <} v}QI Y Ut} o] o7} Ed = W ¥ A| &&= v HS T}
A& & o] oF T},

o

nok =g A g,
Firepower-chassis# scope security
HFLDAP B =& A Fg o).
Firepower-chassis /security # scope ldap
LDAP 1] Q1B A5 A4 3lar B LDAP AW =5 Az}
Firepower-chassis /security/ldap # create server server-name
SSL-O— g3l A9 Adubd © 2 [P =4 = FQDNS! server-name-S LDAP AW 2] H Ot Q15 Ao
= CN(Common Name)JJr A3k Al A =]l oF U IP 47 A1 5 A] 22U THH DNS A H & -
/d J 3 ofF ki o}
ol 5 w1l

(B AL AREAF A B 2Dl R ghe A sk LDAP 4 < 4
Firepower-chassis /security/ldap/server # set attribute attr-name

AU AZD e A EA A0S Aol o] £ o] B3t A 3= 4k

474 g o,

o] &AL 3}A} o]
Ak
o gh& 713 4ol LDAP Al Z Aol thal 44514 e 35

O
o

gy

(45 A4 82 487} 205D Ao A8 ol ol 7128 4184 DNE Dol
=g Aol A MG A =g of 8= LDAP A5 X0l 4 5
Firepower-chassis /security/ldap/server # set basedn basedn-name

7]11DN Z o= H ol 2552} A CN=username 4 ©] & Wl ko &2 A A5t 4= 95 T} o] 7] A username
Eats =

2 LDAP 2158 A}-8-3} 9 Firepower Chassis Manager &=+= FXOS CLI®| N A ~3}8] = 944 AFEAE
e Y T}
o] k2 7] DN9] 7] = 4ko] LDAP A& Aol thal] A = %] g2 45 H oz
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LDAP A|-3-#} -4

w12

A1 13

oA 14

(A8 Abal) 7] DNel| &3k e Ao dlgk ¢ 7] B 4 9 ko] 9l LDAP Bl o] Ef #o] 2= o]
7H$-E 9 DN(ILF o] 8)S 44 Fuch.

Firepower-chassis /security/ldap/server # set binddn binddn-name

A== Hol #2444 o]= ASCIL 25574 Y Tt

(¥ A1) golE AE sk AA S Ag A} o] HO 2 LDAP A4S A g o
Firepower-chassis /security/ldap/server # set filter filter-value

o] k- 71 AE] 7} LDAP Al & Aol thall A4 = A e 45 Baghc)

Bind DN(H}S1= DN) & =9 2] 4 ¥l LDAP tl| o] Ej s o] 2 o] 7} E o] H|UH S & 2| T}
Firepower-chassis /security/ldap/server # set password

L §(HA 718), 2 (E e E) Be =(T)E AT BE E5 ASCI A4S 48 5 dssUh
H U S & A5l set password H & = & § 5 Enter 7] & +E21 TFZE 7] 3H-& 99
oy,

(18 A}&}) Firepower eXtensible -9 A Al ol A AF-&-AHE 15317] 9@l o] Al 3AE AF&-3F= oA
= A gy

Firepower-chassis /security/ldap/server # set order order-num

(7€ A}3}) LDAP A ¥ 9fo] EA4loll AbE-H = X EE A A FH T
Firepower-chassis /security/ldap/server # set port port-num

LDAP A B ¢} A1 8w o] & 5 3} A-g-& &4 8} B WA 3t
Firepower-chassis /security/ldap/server # set ssl {yes/no}

TS e EEU

53
M\
kel
[
z
fol
rlr
3
inss
°
ut

k9
o

cyes— SFESL A FUL G5 8E AL F gl A5, Aol A,
“no— LB M| B E o] AU Th AF AR AUk g aER A5,

LDAPE STARTTLSE AF&-3HU T} o] &= L E 3802 A3l o5 38l5 B418 3]-&3h )

A)7ke] Z3}5] 7] Aol Al 25 o] LDAP Hlo el #|o] 2o 91 A& Al E ki o] BTG ATHE)S A
g

Firepower-chassis /security/ldap/server # set timeout timeout-num

1~602 2] A5 A7 0(2 A 0)2 A & ste] LDAP Al & 2koll A | A A 7F =3} g3 A
ek 71 gke 3029yt

LDAP Al &2} 3= A H A F-ARES Al g sk ME & A A v

Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}

S v AU Th
» ms-ad— LDAP A| 3" A}7} Microsoft Active Directory ¢} U T}
* openldap— LDAP #| 32} 7} Microsoft Active Directory 7} o}'d Ut

GERGIDEEREREHEEREL I
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

Cisco FX0S CLI A 3] 1 o] A 7}o] =, 2.2(2)



e

P
afd
il
o

7 15

3

o] Ay 1eo] L SSL A AS 43}

3 7 $-oll ¥ 4§
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N2 AT g o] el EdAAS A g,
Firepower-chassis /security/ldap/server # commit-buffer

th-g-9] dol] A= 10.193.169.2460] &= o] &9
A, EE,SSLAA, Y £48 748t E

Firepower-chassis# scope security

Firepower-chassis

Firepower-chassis /security/ldap* # create server 10.193.169.246

/security # scope ldap

LDAP A B Q1 ~Hl A~ &

Firepower-chassis /security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"

Firepower-chassis /security/ldap/server* # set password
Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

H= = o

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

LDAP | &4} 773

} 32 binddn, ¥ 2 H

T}S-9] do] A= 12:31:71:1231:45b1:0011:011:9000] 2} = ©] 2] LDAP A H] Q1 A8 A E A A
binddn, H]YH & A, X E SSL A WY 48 A5 ERAAS AR g

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"

Firepower-chassis /security/ldap/server* # set password
Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

LDAP A| &2} 2} A

!

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

Heh w= g A
Firepower-chassis# scope security

HQFLDAP R =5 Al &g},
Firepower-chassis /security # scope ldap

A8 A0 AbA g o,
Firepower-chassis /security/ldap # delete server serv-name

H= = e

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

<
LS

j31A
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B rADUS AFA A

W74 A s eo] del EAAA e ARG,
Firepower-chassis /security/ldap # commit-buffer

Th& ool A= Idapl ©] 2= LDAP A1 ¥ & AFAl8kar ERAA S Aul g o).,
Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

RADIUS #| &=} -4

RADIUS A| &=} &4 +
o] 2k¢J ol A T
el

ot S8 ol o BE AlFA Aol tigh 712 A ok AE Al E A
ol gk &4d o] A o] ELFHE o] 9= 7 9ol = Firepower eXtensible % | | of A] OH% AR S AHS
shal 7] A S FAIF YT

Az

@Al Hot mEE AFFTH
Firepower-chassis# scope security

A2 HQFRADIUS E=E A2},
Firepower-chassis /security # scope radius

W73 (A8 AR A7 E Tk /14 2 w7k %] RADIUS AM ool B4 AN w358 A%
.

Firepower-chassis /security/radius # set retries retry-num

SA4 (A8 AL A7 ok E SUThaL 9170 & Wl 7hX) A] 228 o] RADIUS A8l €] $5-2 7] s of 3= A
AL AP
Firepower-chassis /security/radius # set timeout seconds

W75 AlzE A e o] el EdAA S A,
Firepower-chassis /security/radius # commit-buffer

th2-9] o] A= RADIUS A A = S5 42 Aol Al 23 114 S 302 At ERAA
< AU

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

Cisco FXOS CLI 713] ~1el| o] 41 7}o] =, 2.2(2)
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ool & 2]
RADIUS A FAE AA Yt

RADIUS A &=} A3 A

79

Firepower eXtensible <% | A= 3 t] 167 2] RADIUS A 325 A L3 T}
43}

Mol REE AR
Firepower-chassis# scope security

1 ¢FRADIUS BE 5 A 2Hg ),

Firepower-chassis /security # scope radius

RADIUS A H Ql2=El2 2 A4 8HIL B QE RADIUS AW =S A &g o
Firepower-chassis /security/radius # create server server-name

(A8 At3h) RADIUS A B]oke] FAloll AbRH = £ ES A4t
Firepower-chassis /security/radius/server # set authport authport-num

RADIUS AH] 7] 5 A A gy}
Firepower-chassis /security/radius/server # set key

7] 3k A5t set key HHS 43 T Enter 7| S T2 TELE 7] S JF g

(A AL o] Mufe] N w4 & A3k

Firepower-chassis /security/radius/server # set order order-num

(A8 AR AH 7o s lvkal 914 & wf 744] RADIUS A Bl oke] SAl A =d SleE A
o},

Firepower-chassis /security/radius/server # set retries retry-num

A7} ohe H QAT Q1K 3 wj7hx) A] 228l o] RADIUS A1¥] €] §5-2 o 7] 8l of 5= A7k 1hA &

AR Y.

Firepower-chassis /security/radius/server # set timeout seconds

H  RADIUS Al &-#kel t&l] 22| 155 A& sh= 4%, B =2 Timeout(A It 272} #tS +433F
= Aol FHUH

Al=g) Ay ol del ERA S AU
Firepower-chassis /security/radius/server # commit-buffer

t}S- o of] A = radiusserv7 O] 2= o] &9 A8 A AW AE A Q15 T EES 5858% A A 3L 7|
£ radiuskey321 2 A 433 A E 22 A QA= S-S 42 DAY A 253002 A

Qeha2ehA A% B EAAA S ARG
Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # create server radiusserv?7
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Firepower-chassis /security/radius/server* #
Firepower-chassis /security/radius/server* #
Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set authport 5858
set key

set order 2

set retries 4
set timeout 30
commit-buffer

RADIUS A| 3 A} 21 A

Azt

@1 Bk RES A g,
Firepower-chassis# scope security
A2 B RADIUS BEE Al &gyt
Firepower-chassis /security # scope RADIUS
SA3 AAE A E A
Firepower-chassis /security/radius # delete server serv-name
GA 4 A =E An ggo] Ao EWRAMA S AT}

Firepower-chassis /security/radius # commit-buffer

t}2 of o] A = radiusl ©] 2+ RADIUS A ¥ & 2tA4 511 E

Firepower-chassis# scope security

A S ARG

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

TACACS+ A| 3 A} 4

TACACS+ Al & A} &4 44

SEESEpE
ShaL 7| AL T

A%

/security # scope radius
/security/radius # delete server radiusl
/security/radius* # commit-buffer
/security/radius #

HAL o] o BE AlTA Aol digh 7 AR AU AN Al Al
o] 3£3F= o] 9l= 7490l = Firepower eXtensible =% A Aol A] 3| & A4S AF&-
Al v

GAl1 Hot =S AFFTh
Firepower-chassis# scope security
A2 H<F TACACS+

wEg A g,
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Firepower-chassis /security # scope tacacs

(A8 AR MBI 7F oS 2l ekar IA] S wj 7hA] Al 2B o] TACACS+ A 1] 2] -5 t 7] 8 oF 8f+=
AR A S AR

Firepower-chassis /security/tacacs # set timeout seconds

A 225 719] e o) o] E AN & AR e,

Firepower-chassis /security/tacacs # commit-buffer

the ool A= TACACS+ Al 7F 23 7HA S 455 2 A A st ERAA S A Hl g}

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

Tl 3 2]
TACACS+ A A= A A g o).

TACACS+ A &=} A A

Firepower eXtensible &< A A= Z ) 1671 2] TACACS+ A & A2 %] g o},
Azt

B RS Al T
Firepower-chassis# scope security

19 TACACS+ 2 =2 Al &3t}
Firepower-chassis /security # scope tacacs

TACACS+ AW Q12=® 25 A 38FaL HoF TACACS+ A ¥ HEE Al 2§}
Firepower-chassis /security/tacacs # create server server-name

TACACS+ M H| 715 At
Firepower-chassis /security/tacacs/server # set key

7] #k= A7 sk set key HH S U S 5 Enter 7] & T2

CERL R EE R R ERE LSl
Firepower-chassis /security/tacacs/server # set order order-num
AW 7} oS ATk Q1A & w7k 2] Al 2Bl o] TACACS+ A H 9] S-S v 7] 8l oF a}i= A7 1H A &
SELech

Firepower-chassis /security/tacacs/server # set timeout seconds

Y TACACS+ A& Aol Tt 27| 152 A8 sk 49 ¥ =2 Timeout(A I+ 23} 4k

= Aol E5UL
(8 AF3l) TACACS+ A1 W] 9}9] FAlol] ALE-& = L EE XA

lM

LELE 7] ghE A E

et
T
o

o

:T_L

o,

=l

L

g},
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. Syslog 7%

Firepower-chassis /security/tacacs/server # set port port-num

A8 Alg A e ol el EAAAE AR g
Firepower-chassis /security/tacacs/server # commit-buffer

T} of of] ] = tacacsserv6800] 2} = o] E 2] A B ¢l AH
472,915 X EE 58592 A 1S, EAAHS AU

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

& A4 8kal, 7]+ tacacskey321 %, &A1 &
hh

SH (T
ok l>

TACACS+ A A} 2FA|
A=}

GA1 Hot =S AFFTh
Firepower-chassis# scope security

A2 HoFTACACS+ E=E Al &gt}
Firepower-chassis /security # scope tacacs

973 AP AW E Ak s )

Firepower-chassis /security/tacacs # delete server serv-name

SA 4 Al2d) v o] del ERAA S AN Y
Firepower-chassis /security/tacacs # commit-buffer

)& of o] A] = tacacs1 0] 2} = TACACS+ A E 2 A6t EWAH S ARl gy},

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

Syslog 74

Al 22 ®'ll 2 7] 2 t]nlo] 2~ 9] WAl X & syslog B2 A & FQ A 2 =4 o}‘; WA J YT 5% syslog

Aol 27)5tH 219k S HA e o B30l 5”4'?} syslog A H] == WA A & =418} a1 5}

A= A st AY hde du] e o] A g ol whef QI o] 27 A& Sl 2 1E b st
Al 7] BRE 4 AFUTH 225 DAL A el A 3 AFaL A 2ol BF &3yt
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Syslog 4 .

R

vUEY REE AL,

Firepower-chassis# scope monitoring

syslogs®] &% A4S A 3stAY v A sk o

Firepower-chassis /monitoring # {enable | disable} syslog console

(A8 AV SR EA el 7E e v A A E e A S F L T syslog7t B4 8
Eofl sF el o] o] WA A7 FAEYE HE S WHAE e R IFEE Yddyn 71
¥l L Critical($] &)Y Y T}

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

G AAE = syslog A B o] LUE WS &/d3}st7 1 Bl 24 sheh Ut
Firepower-chassis /monitoring # {enable | disable} syslog monitor
(¥ ALY ALY EA S 7H e oA A Ea e Mgk B et 243k 7
G-, G el o] o] WA A ZF AIH Y dE A WHAk e o2 e EE Ha Ty

dl#-2 Critical(?]1 &)Y Y T}
Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}
3 Critical($19) 7] 9k gl 9] WA X] = terminal monitor 8 &S ¢ & 3 7 - 7k Huld By

Boll A H LT,

syslog A K& syslog 9L ol| 2= 7] 55 &4 st v v &g shahy o
Firepower-chassis /monitoring # {enable | disable} syslog file

WA A 7F 71 58 9 o] F& AR FU T 9 o] Feoll= A 16745 AHE S dFU T
Firepower-chassis /monitoring # set syslog file name filename

(A8 Abeh) Thdo] Ae 7hg vk w Al A dliEs et 5 e 7 G sk 79, syslog
Thodof s #d o] o] WA A7} A gyt d i S-S WA o2 I3 =S YT 7]
B8 Critical($19) QY Th.

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

(A8 AV A 2aglo] HA M A AR 7P oo E WA S Bol ) Aol Hr) % 27)(39): v}
o] E)E A U th ¥ 9l 4096~41943041F0] EYJ Y T}

Firepower-chassis /monitoring # set syslog file size filesize

Hd) 371 ¢] &5 syslog AW el syslog WA A& A&t =5 44Tt

a) H o 371 ] &5 syslog A1 H ]l syslog WA A & A&t 75 L3587 v vl &4 sk o,

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |

server-3}
b (e Ak A% 20l AYE A ke A e daTc 2 o] S sk 2
. 915 el o e o o] 1A A7} A5 S S A (e

A3y}, 712 g -2 Critical($18) Y Y .
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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oA 12

¢) A% A4 syslog AW O] TAE o] &
EAREE S AF U
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} hostname
hostname

d) (¥ ALy A 97 syslog A AEH syslog WA A o] £ 7% A8 Ao
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | locals | local6 | local7}

Fll‘

P F4AE ALY TAE o] 2o = Hu) 2567+

24 228 PTG B s AL BBl = 2 21 220 g9 e e Y
o,

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}

ge % e & duu
 andits(ZAh) — R A} 271 o WE 27 28w w2y shgh o)
« events(S] M=) — BLE A28 o WIE 7|58 B3} Ei w24 g
faults(A 3 — FE A2 A 278 T4 8w v 8 g o,

EY xﬂ AL ﬂ ] —61-1/] q_
F1rep0wer-chass1s /monitoring # commit-buffer

tlo

of eflell M= 24 Aol A syslog WA A & 2E2| A& 28tk WS BolFy ERAAS 7

Qg o
Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

DNS A H 4

}\]/\Eﬂoﬂ/\{ TAE o] ZIpFELE §]—O] OH ]:3 = %%DNS Hlﬂ—a‘ X]?@%HO]: ?‘51—1,]1;]_ Cq]_a 501 DNS
AW E G4 814 2F 1A Firepower A A] ol A] "é 42 A S W] www.cisco.com 52 0] 5 & AF-&-SE =
Q21T A1 o] 1P F APy FEE TPv6 T2 5 1L} 5 2 9180 E ALg slok gt 24l 4717}
A DNS A& 748 4=l

%2

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)

o ¢ DNS AW & T4 T ] A28 A Qlolo] &M= A 2 A gheh 22 whe] Welo
DNS A1 2317} 9.3 44, 92]9) $=42 379 DN A w2 A& 5 ik
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R

229 E B A A,
Firepower-chassis #scope system

A28 A 2 RS A AR o,
Firepower-chassis /system #scope services

DNS M H S A st 2bAshef i v} o] Ad e e 8 gy
* A7 % IPv4 B3 IPV6 225 AHE-SH= DNS MBS ARS8 5 A| 2818 A o wl o2 1
S e
Firepower-chassis /system/services # createdns {ip-addr | ip6-addr}
s A E 1Py T Pv6 T8 AHESHE DNS AW E LA stel b B Qe
Firepower-chassis /system/services # deletedns {ip-addr | ip6-addr}

Al2=dl ] e o] Aol ERAA S AT
Firepower /system/services # commit-buffer

A g,

o

t}S- of ol A = IPv4 T4 192.168.200.1052 AF-&3}= DNS A H & T 8l EA A A

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

T}S- of o] A] = [Pv6 24~ 2001:db8::22:F376:FF3B:AB3F& A}-8-3}+= DNS A H & A&l Edl A A
S AYZY )

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

o2 dlo A= IP 242 192.168.200.1055 AF-€3}= DNS A & 2HA| 5t Ed A A S ATl g},

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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SR DR

* Firepower Security Appliance Q1 E] 3| o]~ A B 1393 0] ]
« QIEIHo] 2= &40 |, 1419 0] A

o ZE AU AA, 1425014

o BEo]=ol AlolE A, 14404

o AXF Qg F o] 2 1Y), 1457 0] A

Firepower Security Appliance <1 E] 3| o] =~ A 1.

Firepower 4100/9300 A| A = ¢ Q1] 5 o] 2~ ¥k o} 1] 2} EtherChannel((EE 2 @) Q1 E| Hlo] A~ X
A3 T} EtherChannel Q18 #| o] ~= 5 3 3 o WIH <l #H o] ~ 5 Hdl 1670 7hA] 22318 5= Q)
F4th
— O =
AE Aol = 73
ZF Y Aol 2= g 79 T st o sy
* Data(t| o B])(7]1 2 %) -- Hlo] 8 Q1B #| o] 2= =] 4 tlufo] 2~ el /-3 5 gl U T
* Management(#2]) -- ¥2] 1H # o] 2~ =2 4] tjuto] 2 3hol] 33 & AFHH =24 ¢
whol 2t ) QIE o) 1%k Bate 4+ g
Firepower Threat Defense ol & 2] 7| o] A ol A &2 4 3] Qe o] ~= A e Q1H Jﬂ

o] e} =24 el QI o] 2~ gholl &gyt =] 4 ¥ O]Eﬁﬂo]* tjuto] 2o 9l

T2 AAH Fo] 29} 2l H o] dFY T o] e o] 2= t]ule] 22 & Firepower Management
Center®ll A 2| 8} 553k o] A& U vl B3k M =] SSH A M & A dlelm] A4 24 915,
IP 4 2 A4 298 S AFE-3U ) CLICN A configure network Y8 3 & Al-831o] A A& T4
3}al Management CenterDevices(t] H}-©] 2<) > Device Management(T] H}-0] 2~ ¥+2]) > Devices(T]
H}o] 2~) > Management(32]) G G A IP =45 HA T = AHFY
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QElFo 2~ we) |

- IEREC DR

=84 Xt Q1 E | o] &~ = Management Center Devices(T] H}©] 22) > Device Management(T] H}-©|
i”ﬂVHMMM%QWHWVﬂﬁﬂﬂﬁqﬂﬂﬂ11 AE F| o] 2~} A AT T A F
Yt 2l Qg 9 V\/\} = JEEA}EJ%]HE} 2k Q1E #H o] 2~ 9 ] o] §] Q1 E| 7] o] 2~ = LDAP
Y+ RADIUS 97 155 383U d & ] ol ¥l g F o] 2~of| Al SSH HAM =& 313‘
Sh=] 2k o2 SSH "—'.J/lﬂioﬂ o3l 2k 2l E1Jﬂ ] E 7AE T dFUT AT Sl o]~

e EEnt 5 getr T EglE - 5 -85HA %LQ‘%Q'.

Firepower-eventing(Firepower ©] Ml E) -- ©] 91¥] ¥ ] 2~ 3= Firepower Threat Defense T] H} 0] 22 2]
Bz A Qg H o] ~J Ut} o] /I 7 o] & A}-&-5F2] W Firepower Threat Defense CLI 4] 3]
FIPFEA T 7]]:/} :L],g}u]a = :TL/d—gHo]: ?‘51-1/]\;} cq] 2=y 1],3] 1= gﬁrﬂ KR o] il E(o;‘ﬂ °J1 o] il E)

o A &8 4= 315 Y T} Firepower Management Center ' % 332 A] configure network ™ %
= Fx AL

Cluster(Z 2 2H]) -- 2| 2H P ¥ =] 4 Hulo]2of ALE ¥ = 557 QE Flo] &= Fd YU
of FdZ A SYLH S "J—% A Gete S8 Ao Ao Asoz gy} 7]
Ko g ZelAH Ao YA LE Y 48004 A= o= A= T}

|

%

)
K

Firepower Management Center %=+= Firepower Threat Defense CLIZ A}8-31o] 7 7l 9] & =, B ¢

o] Aol = tlolE X E QIEHo]AE el Fow AT = AU F £EVF e

Aow g b QY Ao~ As Ptk 12 o] Hu| 1y o]d o] FXOS AfA &= A 1}

Huo.

Akl Aol = th &3 Z-& Al gk ALako] ls5 Y Th

TN RE QIFH o] 2= AL of Ut EE = shube] Q1] Aol x<Qlshd v <l
2}l o] 2Q1E 4 glEYth

+ AT XE Yol XE = Hio|Fol XETFQ S o2 A F 5T

o

ZFA| 3 18- Firepower Management Center 71 3] Z1#] 0] A 7}o] = 9] IPS H-§ Q1 E] # o] 2~ 2] <&}

QA T FES F2EA L

sk 9lo] upo] o) - 4

Flrepower Threat Defense2] 7 -, Firepower 9300 2! 4100 Seriesol| A 57 S1E #| o] = B&E AF-8-3}
W st= o] vpol s 2~ 7)55-& A 5E F AFUTH st= o] vhol s 2= A Tl = Qlekel <Y
#| o] 2~ ’”/\}Oloﬂj‘i EgjFo] A& FHetA syt o] 75 AZEY o] T st=dlo] Fel vt
A A U EN I A4S fAleke U A2 5 dFH

st= g o] npo] g 2= 7] 5 sh= gl o] npo] g 2 of L] Al o] Wl - U T o] 213 QI H o] 2=
St=9gflo] upolufj 2 o 2 AFg3 I Q 7} ¢l 01 ASA S} Firepower Threat Defense °ff = 2] Al o] A &
tholl 3 Lyt AEH o] 28 AFES 3)\/514‘3} sh=glo] upo] sl 2=~ x|l Qg #| o] 2= Bogflo] 4
ob-2- X E L 0 & FAE 4 gl Ut st=9lof vho] 9| & 7] 558 AFE-3t el = 4 §-, 2 E & EtherChannel
2 A v A 2. 18] o o] gt QIE Hlo] 25 ARk QIE F o] 22 K= o] A] EtherChannel
R S ol HF U

Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)
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Firepower Threat Defense = tha E 2o A 54 U ES T 252 e o]~ o tfal st=9o] ub
ojgj 25 A gt}

« Firepower 9300

« Firepower 4100 Series

olg]qh wellol] tha) Al ¥ = F=gof ol A U ES A 252 vh&3 g5y th
* Firepower 6 22E 1G SX FTW Network Module single-wide(FPR-NM-6X1SX-F)
* Firepower 6 22 E 10G SR FTW Network Module single-wide(FPR-NM-6X10SR-F)
* Firepower 6 22E 10G LR FTW Network Module single-wide(FPR-NM-6X10LR-F)
* Firepower 2 22 E 40G SR FTW Network Module single-wide(FPR-NM-2X40G-F)

* Firepower 8 3£ = 1G Copper FTW Network Module single-wide(FPR-NM-8X1G-F)

Shzglof vhol A o A = ThE EE AT AFE R S AT
192
324

,5\:!16

AH Zel A4

Firepower 4100/9300 A A &= 7] 24 o 2 &4 =HE
4100/9300 A1 Ao A2 Hof Q= S 7 =] 4 Tuo] oA A mee) AL B se A =
24 Huko] 2ol A Ve A o] 2] 4 A G A8 of e,

_]
O
Firepower 4100/9300 A} Al o]l Q1= o Z&] Al o] Aol thafl ] ¥ = 2t MTU+= 91844 U T}

Z Y S ALY} Firepower

A1 AEA o~ RES A AT
scopeeth-uplink
scope fabric a

@A2 QB ol s 2SRty
enterinterface interface id
enable

Cisco FX0S CLI 71 3] 1| o] A 7}o] =, 2.2(2)
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LE AY A

o A

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

L ) el QB el i A 0. £ S Tk LE A g

)

al o]

u) X 5
Qe 7] o] Z~of A enter interface &=+ scope interface ™J & 2 A}-8-3} = 745 2 A 7} =4 51
Fos dyeE L7t J7\15”/]‘:} LE Ade Qe o] 25 F713}17] Al enter interface
B e R8-Sk § Eﬁﬂ ol=Z A s oF Tt

GER RIEE DR R E L AR
setport-type {data | firepower-eventing | mgmt | cluster}

o] A
Firepower /eth-uplink/fabric/interface # set port-type mgmt
data 7] 9=+ 71 E 3 AU cluster 7] Y = A SHA] vl A 2

(e AL el o] 2 w8 APk,
setadmin-speed {10gbps | 1gbps}

o A

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

SERE BEER DS

commit-buffer

i

EtherChannel(port-channel)> & 9 & -3 ¢ W A F| o] =5 H ) 16707h4] £33 = dHFHTH
Firepower 4100/9300 A A] ol 4] EtherChannel&- THEW, &2 4 & 77} 2} 5 ©] ¥ 2} = EtherChannel
2 584 tjufo] 2o St w714 Suspended(E Al T ) FEIE FAH YT o5 F3oll A=
EtherChannel©] Suspended( A 5 Th) A El 71 3l 7l g Y o}

* EtherChannel-> = H3 =24 tjufo] 2o tf3t Ho|f = #A&] X EZ F7HE Y

* EtherChannel-> 2 2] 2~ 9] A H-Q1 =2] 4 tjujo] 2of O]t #e] = CCL X EZ F7Hg Yt}

* EtherChannel-> 2] 228 o] -9 =] tjnfo] 2o B3t gio|y L E 2 F=7}¥ W, 5}t o] 4
o] Wt wgo] e aF e £AH Y

EtherChannel- # tjufo] 2o dd wf7}X]| L]'F/]’L}‘X] 25Utk =8 4 tjufo] e A
EtherChannel©| Zﬂ A AY =24 gulo] 227} 2HA| # 7 9-, EtherChannel Suspended( A &)
AE 2 FEokty T

Cisco FX0S CLI A 3] 1 o] A 7}o] =, 2.2(2)
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EASEIE P |

A 24517] el

Firepower 4100/9300 A A] ol A= &4 LACP(Link Aggregation Control Protocol) 5. =9l ] EtherChannel
uh A st} H e 53k @%%ﬂggﬁﬂ]izgmmdaﬁEEiﬁﬁﬂ%ﬁﬂ%%H
t}.

A%

Qg H|o] A m =S A AT}
scopeeth-uplink
scope fabric a

EE AN AT

createport-channel id
enable

e Qe o) 28 S o

createmember-port interface_id

o A

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(¥ AL Qe o] 2= £ & A T o,
setport-type {data | mgmt | cluster}

o) A

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data 7] 9| == 7] 2 A PUT o] RE AE & 71k thA] SE2E Ao AR ARt = A5
7} o} 2HH cluster 7] 9 =& A El5HA] whA Al 2

(A Ay TE A mE ol oha) Qe slol s SEg A g
setspeed {10gbps | 1gbps}

o A

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

v g ol d & ARtk

commit-buffer

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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[ R B ERE R R

Byo]l Aok Alol& 74

Tk A X}ol| A = Firepower 4100/9300 A A] 9F $H7] AF&-3F Hgj o] T o} Alo] &5 74 8= WY

HolF Ut By o] Fol- Ao E-& AFE-3F] 17]9] 40Gbps X E t4] 4711 2] 10Gbps XE & A| &

F AU
A ta}7] el

sh=glo] nhols) 2 A9 QlEl s o] 2= Meo] Aok TEFOR P 4 ¢

scopecabling
scope fabric a

b) o] Aok AP
createbreakout network _module slot port
o A
Firepower /cabling/fabric/ # create breakout 2 1

0 AT 2ol AE AN

commit-buffer

g AR ol P YT Beo]Aok& = o] 7+ 8= - commit-buffer ¥ & A W5}

71 el B A sl o St

W42 og BYS gl neololy TES B

2) QIE|s o] s RS A AT
scopeeth-uplink

oX

shstn P4 U

scopefabrica
scopeaggr-interface network_module_slot port
B3 ofn XE Ade] Wulel dnFel At Ao R £ 5
W Q1 Q1E] 5] o] 2~ ol ] enter interface 5=+ scope interface ™3 &
EAA e Do L F7 BAFUT EE A Gl Q15
enter interface 8 & = AH-&3to] Q1B #H| o] 25 T3 oF v}
b) set B ALgo] QB o] 2 £ L EE FP L AT,

]

HA
Ko

=

enable "=+ disable ™8 & S A}-8-3}] Q1 EH o] 9] #] HAHIE DALY

¢) 719 1g o) ds AnlFh
commit-buffer
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A E QI o] 2 KT
AR A QE ol 20] AElE melw ok AAE ALS P,

A%

A1 QIE| o]~ BEE A2
scopeeth-uplink
scope fabric a

£

SAI2 AfA el AR E QI o] 25 FA R T

showinterface
B EE Aol LE AT G sk Qe o] 2k o] HEo] EhuA] 55
.

Firepower /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data Enabled Link Down Link failure
or not-connected
Ethernetl/3 Data Enabled Up
Ethernetl/4 Data Enabled Sfp Not Present Unknown
Ethernetl/6 Data Enabled Sfp Not Present Unknown
Ethernetl/7 Data Enabled Sfp Not Present Unknown
Ethernetl/8 Data Disabled Sfp Not Present Unknown
Ethernet2/1 Data Enabled Up
Ethernet2/2 Data Enabled Up
Ethernet2/4 Data Enabled Up
Ethernet2/5 Data Enabled Up
Ethernet2/6 Data Enabled Up
Ethernet3/2 Data Enabled Up
Ethernet3/4 Data Enabled Up
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sagasa=e A el =44y [l

Firepower# scopessa

2] vt 22 AP
Firepower /ssa # createlogical-device device nameasa slot_idstandalone

2] 4 tnpo] 2o ek M-S Qe gk,

Firepower /ssa/logical-device* # setdescription "logical device description”
2] 4 tubo] 2o 2] 9 wlo]E QlE| o] 2% AL,

Firepower /ssa/logical-device* # createexternal-port-link name interface_idasa
Firepower-chassis /ssa/logical-device/external-port-link* # exit

name-2 Firepower 4100/9300 A A] 5= ulo] A o] A A5 Bt BE A5 17| o] o] A4 5= 2l
B o o] 2= o] Fo] obd itk Q1 o) vhrh WA & ¥k g o)

#o) REAEY 4uE PATI

a)

b)

c)

d)

e)

2

h)

HERE AAE AU
Firepower /ssa/logical-device* # createmgmt-bootstrapasa

HE s 5 SA sty

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
™S ghe Ay

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # setvalue

&k password

B E v el H el E F Rt
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

#el P 722 T
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot _iddefault

AlelEdlo] a5 AT

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address

IP 2 vk a5 A3

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setip ip_addressmask network _mask

e 1P A3 2ol M E TEFYTH

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
) P EAE A 2o WS FRI T,
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

A9 2ol S ARt
commit-buffer

A28 2] tefo] ol EUANE AN

of

Firepower# scope ssa
Firepower /ssa # create logical-device MyDevicel asa 1 standalone
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Firepower /ssa/logical-device* # set description "logical device description"
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: <password>
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 1.1.1.254
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* # show configuration pending
+enter logical-device MyDevicel asa 1 standalone
+ enter external-port-link inside Ethernetl/1l asa
set decorator ""
set description "inside link"
exit
enter external-port-link management Ethernetl/7 asa
set decorator ""
set description "management link"
exit
enter external-port-link outside Ethernetl/2 asa
set decorator ""
set description "external link"
exit
enter mgmt-bootstrap asa
enter bootstrap-key-secret PASSWORD
set value
exit
enter ipv4 1 default
set gateway 1.1.1.254
set ip 1.1.1.1 mask 255.255.255.0
exit
exit
set description "logical device description"

R i T T T T A T T e S

texit
Firepower /ssa/logical-device* # commit-buffer

= 213 Threat Defense =1 %] t]v}o] A~ A A

Firepower 4100/9300 A} A] ol A4 %] ¥ 7}7}o] WoF & mﬂﬂiﬁﬁiﬂﬂﬂﬂﬂﬂaﬁ ok U
F Y T} Firepower 93003} & T B& tuto] 2o A= S| 2B 7F 4 H o = A5 F%—% 3 =
24 fupo] 25 AT HF U SHY vntol 2 TS MA F2l2HE AHA &
Si=3

A3 L& A =31E] Radware DefensePro 71 2 35S K oF & 5 9] Firepower Threat Defense +=2] %] T
nio] 2Kt} WA A 8 ¥ = DDoS ® 4] B b3t M u] =2 HX S ¢ S UTHA H 2= Alo]d A1,
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% ¥ Threat Defense +=2] 4 tju}o] 2 A4 B
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74

shbel A4 U)ol RE w5 BUE 22 o] §38 Aok Fich ohE £TE o]
o ANHA gL LES 54 dutol = §30) BhE WAL YT F AW RE BE
o ol e 39 el 4 tute] 2z A olof gt
SELMEL
+ =) 2] t o] 2o AL§E WOk WE/AZLe] o] v] =e] 4 tinte] 27k T H o] gli= B9, WA
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* Cisco.com®| 4] =2] %] tju}o] 2o AL&5k o] Z 2] A o] A o] v A & th# 2 =(Cisco.com®l| 4] 9]
v 2] Th2 = 54 #| o] #| Z2)% t}2- 3 o] 1] | & Firepower 4100/9300 A A] of] T}-2- 2 =3}
Y th(Firepower 4100/9300 A Al ol =] 4 t]ulo] 2~ X Ego] oju]x] thg=2 =, 57 #|o] %] &

Z).
« =84 tupo] 2o AFE-F ] QI Fo] 25 FA YT FH A& gt o] o] vlolE 3 <1H
o] ~ % A 3l oF Y th. B+= Firepower 01 E Az A H o] A5 Al BE OHE E

2= (ol 9 olME)S AR 4 A5 U,
A%

Wek AH A RES A AU
Firepower# scopessa

2] vt 22 AP

Firepower /ssa # createlogical-device device nameftd slot idstandalone

device_name-2 Firepower 4100/9300 A A =3 u}o] A 7} #he] A48 A 8taL Qg o] A5 &Fa}
= ARSE UL o] = B BE Ay o] dol ARS-H = Hubo] & o] F o] oYt

2] tlvto] 2o ¥he] L wlo]e] Qe o] 28 TG,

Firepower /ssa/logical-device* # createexternal-port-link name interface_idftd

Firepower-chassis /ssa/logical-device/external-port-link* # exit

name-> Firepower 4100/9300 A| A] 4= v}o] A o] A A= B OF 5 73] 13 o] o A-&-F]
Bl 0] 22 o] Bo] obd . SlE}sjo] mp) WA S wbR g o).

He) FEAEN geln g E A
a) RE~EN A2 YA
Firepower /ssa/logical-device* # createmgmt-bootstrapftd

I
e

b) 2] 3} Firepower Management Center2] IP 45 A 4 gt}
Firepower /ssa/logical-device/mgmt-bootstrap™ # createbootstrap-keyFIREPOWER_MANAGER_IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value IP_address

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
©) =24 tulo] A7} 2HE 3 B = (Routed(BH--H¥ ) E=+= Transparent(5F4)) S < 4 Tt}

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap keyFIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

d) t]u}o] 29} Firepower Management Center 7ol &3 715 %] A gt}
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k: registration_key
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
¢) =4 Hupol o] ALS HE S A gt

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k password
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
f) =24 tuto] o] AHatshy 5 A2E o] &5 A G FH
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value fgdn

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

g =24 tiufo] o] A AL HE2 THE DNs A B5 AT,
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyDNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value dns_servers

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

h) =24 tuto] 2 915 4 Erjele] AEE TEE 252 APk
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keySEARCH_DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search_domains

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

D ) Aol e AT
ohg-3} 2ol Ipva #2] Q1El o] 2 AR 2 A F T,

1 2] QEso] 2 A4 S A4 v,
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot_idfirepower
2 AlolEfe] FAE A
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address
3 1pFA R vtaa s AR
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™ # setip ip_addressmask network_mask
4 #op Ay el MelE TR
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # exit
U3 ol 1Pve 2] Qe o] = AAE A T
1 2] Qlgao) = A4S A4 P

Firepower /ssa/logical-device/mgmt-bootstrap* # createipv6 slot_idfirepower
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% ¥ Threat Defense +=2] 4 tju}o] 2 A4 B

2 AelEde] a5 AT

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # setgateway gateway address
3 IPF2 R AHFARE A I

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™ # set ip ip_addressprefix-length prefix
4 e Ay el MelE FE Y.

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # exit

) B REAEY RES FRF
Firepower /ssa/logical-device/mgmt-bootstrap* #exit

= fA grol A2 Aokl Fo Tt
a) Firepower /ssa/logical-device* # exit
b) Firepower /ssa* #show app-instance
Firepower Threat Defense o & 2] 7l o] A ©] M -& A T

c) Firepower /ssa* #scope app ftd application_version
d) Firepower /ssa/app* #show license-agreement

e) Firepower /ssa/app* #accept-license-agreement

f) Firepower /ssa/app* #exit

mlm

(9 A}3}) Radware DefensePro Q1 2=8l 2
Firepower /ssa* # scope slot slot_id

A

s

SES

Firepower/ssa/slot* # createapp-instance vdp

o] Axfe] wix| Bt GHA & 423 5to =g] 4] tnjfo] 2 A Z1e o] A& ANl E ¥, A48l A Radware
DefensePro B Z 8| ©] E] & Firepower Threat Defense =2 4 tjH}o] =2 X H] X Al o] T4 3 oF 3]
D} =Y =24 t]uvlo] o] Radware DefensePro A H] 2~ A<l F+A1, 182 H| o] A AA}S 4WHA| -]
Y A] Q.. Firepower 4110 2 41209] 7 -, 3=2] 2 tjulo] A Ay g o] A& AW 3}7] Aol ¢ ¢
1225 A sl oF Fuot

Ay e old & Al gy

commit-buffer

M) A9 e ol el ERAAE ARG o

of

Firepower# scope ssa

Firepower /ssa ficreate logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # exit

Firepower /ssa* # scope app ftd 6.0.0.837

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer
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o 22 9] %] o] A = source-dest-ip = source-dest-ip-port EtherChannel 2 = ¥/ ¢a1g]& = 8}
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Z). 2=l dare]Fol A<= vian 7] 9 =5 AR SHA| v Al QL o H Al & A9 S el 2 H 9
o] 2o EgjF o] At A AR 7 7] WYy Th

2~ Q] %] of| A EtherChannel®] 2= W& A8 &S WA 49 29X 9] EtherChannel 21 €]
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* Supervisor 2T EtherChannelol| A 7] 3| A] #4F daig] &2 453 ¢
A EQT S A A S 2 tvto] 2o AAE X E o] A dagFs v 2

o] M7 sto] = gt

router(config)# port-channel idhash-distributionfixed

vss 3o} Pae] A4 Y AnTES FEF W US 5 JOnE FuYBHS AN H o W
A7 v A 2.

A AT 2 22 22H ¥ & 9]¢ EtherChannel

A A 2~ 9] %] 2] 9, EtherChannel 2. =5 Active(Z4]) = A 4 &t} On(A F ) =+ Firepower
4100/9300 A Al ol Al A Q5] A] e om] S| E Alo] ® Aol = A A H A FFYh

FXOS EtherChannel- 7] -2 0 2 LACP £ 57} HE 0 & A A ¥ o] 9l T} o] & A A4 sk
YEAY 9 E AEY s d 30 WA 2Y - Jong o2 3] FH QlE o]~
7Sl gelol ol 7t skl S 2H oA o] AlAE 4 sy T whebA LACP £ =&
w2 A WA s Aol EHUTH the ool A = "7 LACP A & th5 3 o] 4t

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer

==

Z3 Nexus Series £+ 95 2= 9] %] &= ISSU(in-service software upgrade, 4] H] 2= 5 4~ 3%
Ede Jadol=)E 3T uj w2 LACP S5 A Y3HA ZF YTt uhehA
Y2 " ISSUE 37 AFEakA] &= Aol F5UTh

15.1(1)S2 ©] A Catalyst 3750-X Cisco [0S 2222 E 9j o] ¥ 7 of| A = & 2] 2~ ¥ - ol| A] EtherChannel
I 292 28 71 AAS YDA FgSUTE 7B A9 X A Ao 2 Ze] A Y EtherChannel
o] L} ~elol] AZAE o] QL= dEfell A mhE 29X o] o]l AA A5, v A 29|

A4 ¥ EtherChannel> 215 314] 85Ut 534S 714132 A stack-mac persistent timer ™3
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SELMEL

« RES AR A &S 7 9ol I Firepower 9300 Aj Aol A 371 9] BE &5 w5l thaf S~
B S g gslof itk 3709 RES B 78] & A1, F Y 2H7F UYEUYA K5
U,

« Interfaces(S1 Bl #l| o] =) ol A X E A d 48 S8 28 & QB o] 2= ¥ QI o] 25 X
3}akA] 282 7 -F- Operation State(2}5 A H)E falled(/\‘JHf?j i E_ A gyt A W ZE A H

¥ ©] %% ©] EtherChannelo] ®IH QIE H o] ~& F Q= 3x] gFom = o] 25 FJej & FA| T

« Firepower 4100/9300 | Al ol A 2}-9-8) @ w3} m = ASA S| A~H T 58 5= 5t
A}

S 2HE F53517] do "oy 3 Q18 ¥ o] 2~ B+ EtherChannel((ZE A ) st} o] 714
AU TE Ad A, 142 H o] A 5_% A # o] 2~ &4 %i;fj], 141 H o] X & ZZ3 A 2.

RE QIEH ol A= %ﬁ*‘ﬂoﬂ 712 o2 sy o] glFuUh S dlolH JAHHo] A5 ?L*d
Foll S gl 71 4 dHF YT

AL RS ~H P o] A9, B Hl o] E] Q1E #H o] = Wl 1 3| o] 227} # 4~ 17)] 91+= EtherChannel
o]ojo} g t}. ZF A A o] A EtherChannel 2 37184 o}

2] 3 Q1E]# o] 2~ = EtherChannels 7 U Th 32 E A d A4, 142 5 o] #] B=i= QIE| #| o] 2~
&4 13, 141 H o] A& FxAHA L

ZE A 482 S~ Ao AR o kg Utk A FE Y 2EHH ] A9 HAa 19 1Y QY
o] 2E X E A 48l F7Ft T

B AH| 2~ REE A2y T

scopessa

i)

o) A

Firepower # scope ssa
Firepower /ssa #

Se2HE AU

enter logical-device device nameasa '"1,2,3" clustered

o A

Firepower /ssa # enter logical-device ASAl asa "1,2,3" clustered

Firepower /ssa/logical-device* #

device_name- Firepower 4100/9300 A Al =3 vlo] A7} S ~H & DA & T3 A o] =&

st vl AR YU o] = Bt a dy| i o] ol AbgE = EiiEi o]Fo] ebd Yt st=

glo & o2 AAFHA] e 9ol e Bt B 37l E BF A Al oF .

Fx  RESAAGSA & A5l AfAl A 3749 BB % o disf S8 2 S 24
=

shefjof gyt 370 BES B A ehA] & % T, S EE7F YA 25U
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asaze~elg 4

Ze)o gebelEE 74T,

enter cluster-bootstrap

o A

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

Bl BE A T ol Mol M e 2 1 o & A F
set service-type cluster name

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

0] Z & 1-38AE F ASCII &2} o] o] o} et}

e 2E o~ REg AA YL
set mode spanned-etherchannel

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

Spanned EtherChannel = =+= fr 4} A A| ¥ == B =94t

HE P F2 RS AU

o] AH = Bk g Ay ol vhel Qe H o] A5 A sk Hl AR H Y T

a) 2AIP 749 F5 FAZUL o] F kb QlEdAlo] 29 ZF F22H fryle] Edg Ut
set ipv4 pool start ip end ip
set ipv6 pool start_ip end ip
Has ZFel2Hol e Y ol deete Mo F4E T3 oF 3t Firepower 9300
A RERE EFS ATA FE AN E AN G 39 FaE EFoF Pk Fel 26 B
Sgalel = 49, F7F FAE EFIA L. @A 1R 5ol Sa b P Fa0IR Fe s
B IP F240) o] 23 &oll HohA] Utk mhebA AT U EL A A 712 S8 AH IP 54
of tEHIP F4E o o8] FojoF Syl IPv4 R/5= IPv6 T4 5 AHEE = AdFYyth

b) %) SlE) o] 0] /) Fe)AE P F o8 PA U
set virtual ipv4 ip_addressmask mask

set virtual ipvé ip_addressprefix-length prefix
ol IP FA4e A2 MEY AL S8 2 £ FAaR glojof At £ A= obd Uyt

©) HESA ACIEM ] F4E T
set ipv4 gateway ip address

set ipv6 gateway ip address
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A1 10

oA 12

oA 13

oA 14

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask

255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length
64

AMA IDE A4 o)
set chassis-id id

2 2~ 9] 7} AfA o= -3 D7}

i,
ko
i
L
O

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

ApOlE 7 SR AR 9] F - Al E IDE 1-8% A Y T
set site-id number

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

el 2=E Ao FA ] Alo] B il A% 715 78 F T
set key

o) A

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs
Firepower /ssa/logical-device/cluster-bootstrap* #
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A 15

oA 16

A 17

asaze~elg 4

o A
/ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) Abg vl ale) ) weE g Ao,
scope app asa version_number

¢) o] A& 7 Egto = AA7 Y
set-default

d g r=s T

o A

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

Ay 1ol dS ARl gyt
commit-buffer

Firepower 4100/9300 Aj A] =3 v}o] 4= 7] 2 Bt BE AX E o] WS th R E38kal F 2]~ F
FE~EH Ay g ol B ¥ e o]~ S 7 Het BEdd gty SH2HE 75

Y.

Ze) 28 o] ThE A B #7151 A 3163 chassis-id2 S 0HE site-id S 4 S0k 3 2 92 49
ol o] AAE T o AJA] Be] FA7 AT 1eo] A S AME g
2o 289 A9 ol AS BE AW /R §9 Bek mEo] AAT .

o
WA 18] 75

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)



=24 tiupe] 2

ASA 221 ~HH 74

set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

sScope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: fQarscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64

exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

A 28] 35

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4d gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

Firepower Threat Defense = 2] ~E| & -4
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Firepower Threat Defense =2 ~E 3 -4

* Interfaces(31 E| | o] 2~) ol A L E A d 48 S| 2B 18 Sl o] 2= Wl QI E Hlo] ~ & &2
Shel 4] ¢F2 7 9- Operation State(Z}5 A E)E failed(2 ¥ EHh = EAZ YT A U 28 2H
& o] 79 o] EtherChannelo] W1 QA Ho] 25 L Q7 51X gkov g o] 27 A S FA| 3

T AsHh
A}
S AEE F%317] Hol| HlolE 3 QE # o] A B EtherChannel((EE A 'Y)S 3} o] A 74
ST £E A A7, 142 # 0] A 5 %ﬂaﬂwurﬁﬂﬁ@,myﬂ]]EgéaﬁAg.
Tk HolE] JIFH o] 25 755 Fof e 2y F71e 5 dFU

A ZE S 2 9] A, B | o] B QIE s o] 2= ji ] QU ol o] 2271 3 4= 170 )= EtherChannel

oofok ghutt. Zt AjA] el A EtherChannel & F=7FgH U,

A8 ALeh S 2HE ?%3}7] Z o] Firepower | W E -3 SlE o] ~E A3t} QIE o]~
EX HR 141 H oA & ZZAAAI 2

o] Q¢ Jﬂ 2~3= Firepower Threat Defense fufo] 2~ 9] B % 7] olE # o] 2¢ Ut} o] 1 FH o]~

= A5} ™ Firepower Threat Defense CLION A 3l 3 1P 54 2 7] €} v}ehv] €] S LA & oF g}
E 54 A2 EYE S oM E(d: A o]l E)o| A &2 T 5= ) <5 U}, Firepower Management Center
g & 3ol A configure network ™ H S FF 3 A] Q.

g

O.

) 8 1) 0] 2 %= EtherChannel & 2713 th, 2 E A 414, 142 7]0] %] = Q1] 5] 0] 2=
G4 A, 141 9014 F B2 0

FE A 482 S AH Ao AR @lok%ME‘r. A E S =" ] E - A 170 e] J QlE
do]2g X E A g 489 F7H ot

HOF Au| A~ =& A Ay o)

scopessa

of| Al

Firepower # scope ssa
Firepower /ssa #

Sel2HE AU

enter logical-device device nameftd "1,2,3" clustered

o A

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name-- Firepower 4100/9300 A A =3 o] A4 7} Se] 2B ® AA S A48kl QIE o] 25
Serebic o ALEH U th ol Bel R 713 Leo] ol ALE= Zel 28] o] Frol ob ik
Fa BES AAA & Aol = Al A 3710 BE SF B del Y E S 24

stafj o Ptk 3709 BES BF TS ¥ A5, Eel2H7F vERA gE U
SelaE PEAED SeHE TR,
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a) 2YiE PEXEY ARE A I
enter cluster-bootstrap

b) MA] IDE A AT}
set chassis-id id
FY 289 7} Al &= 3258 D7 H 2T

Firepower Threat Defense =2 ~E 3 4

¢) HelBE Aol FeiaH 715 APt
set key
T G E st WAA 7 EAEY
T Y5 1~632H2 F ASCH A4+ Y]
AL A e ol E 2 Ay & v %3 b
Ak e ' ST

d) S8 2H dEuolA REE AT

set mode spanned-etherchannel

Spanned EtherChannel 2. =+= ¥ &} A A| ¥ &= R =Yt

e) Wt w Ay ol del S A 2w olFS A I

set service-type cluster name

0] &8 1384 & F ASCII AL o] o] of ST},
f) Elgif\Ei HEAEl RCEE 1;§;§}L4t}_

exit
of| Al

Firepower /ssa/logical-device* # enter cluster-bootstrap

Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/cluster-bootstrap*
Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/* #

P FEAEN gau g E A g
a) Py REAEYH MA S YA )
entermgmt-bootstrapftd

#
#

#
#
#

set chassis-id 1
set key

set mode spanned-etherchannel
set service-type clusterl
exit

b) 2] 3} Firepower Management Center2] IP F4 2 #] 4 gt}

enterbootstrap-keyFIREPOWER_MANAGER_IP

setvalue /P_address
exit

©) =4 tufe] 27} 25 B E (Routed(2H--
enterbootstrap-keyFIREWALL_MODE
setvalue firewall mode

exit

¥ %) &= Transparent(F+4))E A g4 3 o}
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%t
iy
o

d) tjn}o] e} Firepower Management Center 7+oll &8 7] & #| 4
enterbootstrap-key-secretREGISTRATION_KEY

setvalue
registration_key
exit
) =3 tjuto] 2o A3 M T 5 A gt
enterbootstrap-key-secretPASSWORD
setvalue
password
exit
0 =24 tubol o] ATFEE FAE o B2 AP
enterbootstrap-keyFQDN
setvalue fgqdn
exit
9 =24 tulo] 2ol ALg8 A R T EE DNS M 22 243
enterbootstrap-keyDNS_SERVERS
setvalue dns_servers
exit

h) =24 clute] 2% 1 P4 mrjole] HEE FRE B
enterbootstrap-keySSEARCH_DOMAINS

o
R

2
et
T

setvalue search_domains
exit

) Zej2E o 72 Bet gl tial] ¥ IP FAE TP
Fa Firepower 9300Q T, BES AR

ﬂ%ﬂ%ﬂ”*uﬂ
th-5} o] Ipv4 %2 STE| o] 2 A A S A4 g T
1 she] Qe sfo] 2 ARE 44T

enteripv4 slot_idfirepower
2 AlolEdo]l =4S AAFYH

setgateway gateway address
3 1pFAE AT E AL

setip ip_addressmask network _mask
4 HYPRES FEFYH

exit

S Al Shi= v A Bl el wke gt

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)

o},

T3 REEF R
HA 98 4, Fe



24 Tl &

o5 5} o] 1pv6 2] SE o] AR 2

I g Aeo] = AR & A I
enteripvé6 slot idfirepower

2 slelEde] Fa% 44U,
setgateway gateway address

3 PR ATARE APy

set ip ip_addressprefix-length prefix

) penEsEld RES FRA

Firepower Threat Defense =2 ~E 3 4

A

/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY

exit

o A
Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggyS$tardust

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

2] 4] tlifo] 2 WES SR T,
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oA 12

oA 13

exit

show app
o A
/ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
ftd 6.0.1.37 N/A cisco Native Application Yes
ftd 6.1.0.11 N/A cisco Native Application No
ftd 6.1.0.21 N/A cisco Native Application No

b) AL el @ REE A A,
scope app ftd version_number
©) o] A& 7| Egkow A F )
set-default
d) o] mHe] Q= fA o] d 2 A el 5] T

accept-license-agreement

o) A

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

A e o) AE Ao

commit-buffer

Firepower 4100/9300 A| A| = H}o] A= 7| & B B 5 AMX E Y
FEZEN A ago]ld 9 A QEH oA~ A S 7L Hel

Y.

=gl thE Al E F7tske A g chass1s-1d D uH3 A P FAE :rU\* ) oF &= A9

£ Al9lataL o] A& vtk of W F A A] BFel] F A g A9 e o] & AFE- T

I IP 45 AHE-38Fo] ZF B QF B 52 Firepower Management Centerol] 5713+ th-2- 9 QI E#H o] ~
N EFY2HE 13y

e 29 }\Ei 1A 2 Firepower Management Center®l] 5=7}3}7] o] FXOSo| A A-gH o2 G- %

el =Hel slofof Fyt
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of

scope eth-uplink
scope fabric a
enter port-channel 1

Firepower Threat Defense =2 ~E 3 4 [ |

set port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

enter port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

enter port-channel 3

set port-type firepower-eventing

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

enter port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

enter port-channel 48

set port-type cluster

enable

enter member-port Ethernet2/3
exit

exit

exit

commit-buffer

Scope ssa

enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap

set chassis-id 1

set key cluster_ key

set mode spanned-etherchannel
set service-type ftd-cluster
exit

enter mgmt-bootstrap ftd

enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL_ MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)
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enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

A 28] 75

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

sScope ssa

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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Abo] E ZF

PREERTETPN=OR I |

enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer
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Cisco FX0S CLI 74 9] 12 o] A 7}o] =, 2.2(2)
! "=
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=
= AHY 7=
75 °ol& EY5E 7T AR
iR
Cisco ASAE 918 AjA] | 111 Firepower 9300 A A] el A BL= ASA B a3 Se{2HHP S & syt
ERVP NS ‘

vl S =H Z7}% 4 & enter cluster-bootstrap, enter logical-device clustered, set chassis-id, set
ipv4 gateway, set ipv4 pool, set ipv6 gateway, set ipv6 pool, set key, set mode
spanned-etherchannel, set port-type cluster, set service-type, set virtual ipv4, set virtual
ipv6

6709 ASA &S 919k | 113 ol Al ASAE 1% A IF S Y 2B P S & ske = dF U o 67l o] A Aol

SRR a= s E 2 A 67l RES 23T F UAFHL

Firepower 93002] 1.1.4 Firepower 9300-> Firepower Threat Defense ol = 2] Al o] A o] &= AHA] U] 2] 2~E &

Firepower Threat Defense £ XYt}

of| A A A Y AE -

a] i] j 1 2 =H 714 ™4 = enter mgmt-bootstrap ftd, enter bootstrap-key

e e FIREPOWER_MANAGER _IP, enter bootstrap-key FIREWALL_ MODE, enter
bootstrap-key-secret REGISTRATION_KEY, enter bootstrap-key-secret PASSWORD,
enter bootstrap-key FQDN, enter bootstrap-key DNS_SERVERS, enter bootstrap-key
SEARCH_DOMAINS, enter ipv4 firepower, enter ipvé6 firepower, set value, set
gateway, set ip, accept-license-agreement

Firepower 4100/9300 A A] | 2.1.1 ol A ASA EH~HE 5 Wl Z Firepower 4100/9300 A A o] th &) Alo] E IDE

o] ASA°] th gk A A| ZE T g F YT o] o= ASA o EE] Al o] A Wiell A Abo] E IDE T dlloF

ExEa= Il FUTL ol A28 7] Yol 7] 750l AU HMF U ALC] EID= T 0]/ ASA
A # o] A Yol AR gl Th Eak Alo| E 7 Ze| 2P te] 84
= Hug Z-&steid A I A 5ol 71AdE ASA 9.7(1) B FXO0S 2.1.1=2 ¢ 717
ol =3l Ao E4y T
T4 ¥ T H: set site-id

671 2] Firepower Threat |2.1.1 o] #| Firepower Threat Defense S 9] 3 A A] I+ S 2] 2H Y S 431 = A H5U T}

Defense 552 913+ Al o 671 ] Aol H el 67] o] Es EEE 5 ST

i B

A H] 2= A o] g

A

T
Cisco Firepower 4100/9300 A| A] =
= Al ) E A%

FHE % e,

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)

e Eello]=ell A of 2 Au] (el W3k Bl A = 3HE] DDoS ©f
A 7 AFUTh ol & o S Alol ] R M H| A A Al s Mul A A=
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Auz=Aod Ar I}

AMH| 2= Alo]d g H.

A A D= = AH| 2= Ao)ld A 2 o] Aol A A =3}E] Radware DefensePro 71 = 21 &2 ASA
sl W o} T A A ) ¥ A L Firepower Threat Defense 2. 0F WA A 8 5] =5 A X = 4= )5t}
Radware DefensePro+= Firepower 4100/9300 A A] o] 1 DDoS(Distributed Denial-of-Service) T 4| 2 ¢+3}
7)1%5% A FE= KVM 7] 6k 7}/\L ZHF YY) A v] 2 A o] o] Firepower 4100/9300 A Al ol A €
A3td A U EY T2 EYES 7] ASA T=& Firepower Threat Defense W3}8 of] =23} 7] A o
H A DefensePro 7Hy & F= EJJrﬁH ofF gt}

&2 Radware vDP(7}8 DefensePro) B 7HeH6lA| vDPEF AL = FHU T,
& 5o whet F A b olH ki gt

Radware DefensePro 7} = 3%
Radware DefensePro 7} 3 &

AH] 2 Aol AP 8.7 Ve

8] 2 Aol A #

Firepower 4100/9300 A A] ol 4] Radware DefenseProE -5 5} 7] % ol Firepower 4100/9300 A A] 7}
etc/UTC 3= Al 7Hd 9F 37 NTP A ¥ & AF8-3H 5 -4 8l oF 91U T}, Firepower 4100/9300 A A <]
A gl A7 A A ol th gk AR gE 82 E s R AR A, 99 F| o] X o] &S RSN L

T

%

* Radware DefensePro 2 352 Firepower 9300 H.¢F o] Zg}o] A 2o A gF x| Ut}
* Radware DefensePro 2 2 3% U H.QF o] Z2}o] A 2~ 9] Firepower Threat Defensel] %] U
t}.
o Firepower 9300
° Firepower 4110 - Hl & o] B & =] 4 t]ufo] =& ‘Al o] F-F3f of fh v}, =2 4] t]u}o]
2 E o] fufo] 2o A ojn] A% Fof = " Zd olHE A& 4 §lHHth
> Firepower 4120 - B & o] E] & =] %] T]nfo] =& 5 Al of] F-53) of it v=2] 4] t]u}o]
225 o] tluto] 2o A ofu] 44 g ol = " ZH ol HE AA T T flEHTh
o Firepower 4140
o Firepower 4150
F7HAA
o AH| 2= Ao 2 AfA] F F 2 I ad o] oA XY= A ZF YT 121 Radware
DefensePro o 2] Al o] A& AHA] 1t Se] ~H AlvE] Q.9 513 Ay g o] 58 ¢
AFHT
* DefensePro o 2] Al o] 2> o) 371 €] K.oF R oA M o] JIA'l A= Aegd 5 dF Ut

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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i Cisco FXOS CLI Ay 19 o)A 7ol =, 2.2(2)

==

SHY

=23 =g] 4 t]u}lo] ~ ol Radware DefensePro 4] H] 2~ 2| ¢l -4

+=¢] % tju}o] ~ || Radware DefensePro A 1] 2~ A Q1 -4

t}-&- A 2} ol A &= Radware DefenseProS % # & ASA 3= Firepower Threat Defense =] 4 T] ulo] &
Bul A g Au) A Qe AX| sk 1 %Eoﬂ L]‘ﬂr

AELHEL

« Cisco.com®]| 4] vDP o] 1] A & T} & = (Cisco.com®]| A] o] 1| %] T} 2 = 54 7 o] x| #x)3} T}
< 3l F ©] 1] X & Firepower 4100/9300 A} A o]l th-& 2 = §H1] Th(Firepower 4100/9300 A A] ol =]
A Hupol 2 £ ESof o x| v R E, 57 H| o] X] Fx).

« AAT U S 2~H 9] 59 E 73] 1d| o] A ol A Radware DefensePro ol Z&] Alo] A& +5& 4
Ad5UTh A W S8 2~ H ol tisfA = AHA] W Z2] 2~ F o] Radware DefensePro A H] 2~ | <1
T, 184 dlo] A ] 8- R Al L.

vDPol| thal] B o] #e] QI Flo] 28 Abg-ate] = 75 /I w0l 2= &4 A, 141 F o] Ao whe}
AejHlo) 25 DA sheta de] P o Adut 24 o of Zel7lo]d B o]~

= O

Sy Ay el Oﬂ X ASA T Firepower Threat Defense +=2] %] tjulo] 25 A (5 H 3 ASA
=24 t]ulo] 2 A A 148 ] 0] A] == ¢ & Threat Defense = ﬂ@ﬂﬂ]*%@Jmﬂﬂﬂ%i)
U T}, Firepower 4110 To= 4120 H.QF o] Z2}o] A »of| A o] n 2| & A A] 591 -5, I 1 o] &
#18138}7] Z 9 Firepower Threat Defense ©| 7] 2] £} &7 vDPE A %] 3] oF 3H T}

Bt My A REg Al &gy

Firepower# scopessa

Radware vDP 1 ~® ~& A4 g T},

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # createapp-instance vdp

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit

Av)1eol 4 e AR g,

commlt-buffer

RO EEC vDP X 2 Zu 4 YS Felghct,
Firepower /ssa # show app-instance

o A
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
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A 10

w712

oA 13

=3 =7 4 t]u}o] ~of Radware DefensePro A ] 2= | ¢l 4]

vdp 1 Disabled Installing 8.10.01.16-5
Applicable None

vDP o Z] Al o] A o] 2}l el 7} ¥ AL U =] A Hlupo] 2o A gt T
Firepower /ssa # scopelogical-device device_name

] A A o] A5 vDPoll @Btk =] A tinfo] 2] Fg-9f T A = e A A A o] AE AR

AL e QEls o] 28 A 5 T
Firepower /ssa/logical-device # enterexternal-port-link nameinterface_idvdp

Firepower /ssa/logical-device/external-port-link™® # exit
vDP§- o] 32| Qe s o]~ A & A9y
2) REAEY AN AU
Firepower /ssa/logical-device* # create mgmt-bootstrap vdp

b) el P Fa s AT,
Firepower /ssa/logical-device/mgmt-bootstrap* #createipv4 slot_iddefault

0 Aol Ede] FaE A HY T,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #setgateway gateway address
d) 1P F4 H rkaa s A4 dY
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #setip ip_addressmask network _mask

) ¥ 1P Aol W E FEIY
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit

f) #e] FEAE A agold MgE TFHh
Firepower /ssa/logical-device/mgmt-bootstrap* #exit

ASA 3= Firepower Threat Defense & =120} H A vDPE vl X| & 9] %] &] H|o]H Qe H o] ~E&

Qg

Firepower /ssa/logical-device* # scopeexternal-port-link name

show external-port-link ™ & S ¢ =35} QIE # o] &~ o] & H YT}

1224 jrfo] 0] vDPE F7H5HI T}
Firepower /ssa/logical-device/external-port-link* # setdecorator vdp

vDPE AHE- & 7} Q1B  #| o] 2o v sl vk gh v

A =3tE] §ho] Qe s o] 2ol sl A w A=A Sl gyt
Firepower /ssa/logical-device/external-port-link* # show detail

o A

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1l
App Name: ftd
Description:
Link Decorator: vdp

v ageolds Avlgyt
commit-buffer

il

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)



=24 o]~ |

[ ] A Al W E-2] 2~E oIl Radware DefensePro 4] 1] 2~ 2| 21 4

A A] W] & 2] 2~ E o] Radware DefensePro 4 8] 2~ A 21 -]

A 2t8t7) Aol

* Cisco.com®| 4] vDP ©] 1| 2] & T}2 2 = (Cisco.com®l| 4] o] 1| %] T} = 54 o] K] Z3)3}F U}
< 3l d o] 1| X & Firepower 4100/9300 A A] o] TF-2 2 =34 Uh(Firepower 4100/9300 A A] of] =2]
A tuto] = X E Qo] o|uX] tp =, 57 o] #] X,

At

vDPo|| 3l = 25 ARgstE = A QlE Hlo] 2~ 40 T, 141 F o] Aol whet
Ay Ho| 25 DA ststal e P w2 dAd YT 18 A F o of Ze Al o)A we] QI o] &~
&3 T UdsYh

ASA AAl U] 2 ~H(ASA S ~E W 4, 163 3 o] #] 3+3) =+ Firepower Threat Defense Al A|
W & & 2 ¥ (Firepower Threat Defense & & ~E & 74, 169 # o] =] #}x)E 743

Radware DefenseProE AF-8-3lo] &]F(E oA E ) L EE dZd o] g3y}
enter external-port-link name interface name { asa | ftd}

set decoratorvdp

set description'""’

exit

w24 Tl g o)y 9 ZES BT

enter external-port-link { mgmt_asa | mgmt_fid } interface id { asa | fid }
set decorator''"

set description'""’

exit

DefensePro-& ¢]4- #2] X EE a3},

enter external-port-linkmgmt_vdp interface name { asa | ftd }

set decorator''"

set description'""’

Zejzy 2E AY L T

enter external-port-link port-channel48 Port-channel48 { asa | ftd }
set decorator''"

set description'""’

exit

371 9] DefensePro Q1 =8l 2 X570 tal #e] FEAEHS ST
enter mgmt-bootstrapvdp

Cisco FXOS CLI 713] ~1el| o] 41 7}o] =, 2.2(2)
[ 184 | |
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7 10

A A W £ 2~ Ef ol Radware

enter ipv4 slot_iddefault
setgateway gateway address

setip ip_addressmask network mask

exit
o A
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
e FEZES Ay adgeld s FEFUH
exit

wh] Beol ol A e P2 A ek 2]
deviceclusteringmanagement-channelip

~E 9 e 23T

deviceclusteringmasterset management-channel ip
deviceclusteringstatesetenable

A5 12l o] 4 A F T,

commit-buffer

3

o] d
=
o2 W T 3hUE AF8-38he] o] DefensePro

a) DefensePro ¢1~®l 2~ H S A A 3L DefenseProd] o =2 Aol A
scopessa

}= 93 3 3 DefensePro 912~

scope slot_number
scopeapp-instancevdp

showapp-attri
b)

o)

&350 Qi 2] 4] Tuto] 2 @ yDP o E2] 7 0] 4 ) 28l 2]

-
scopessa
scope slot_number

showapp-instance expand detail

DefensePro 4] H] 2~ | <1 44

27} el o] A2 EA Felshof gy

Aml 27k 718 Hs W14 Sl v
;'

EawS

(2

-1 O

<% WS 2438l DefensePro 1 2| 2 G HE B AAS] FAIFU T o] H: WA & A5

7 wE EAH

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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A Al W E-2] 2~E o]l Radware DefensePro A1 1] 2~ 2| 21 4

DefensePro o) 2] 7] o] o] £-ete] AL ej 4|5k Fef 2ol &= ob 2] A=A & 39 CLINA the
& EAFY o

A

pp Attribute:
App Attribute Key: cluster-role
Value: unknown

Alz='o] “oF = gl&" gk A8 DefensePro off & 2] Al o] & A 2
=5 vhaE 1P 2 E A E o Py

DefensePro o} 2] 7l o] o] 2-2kel el el Fefz=elol] -4 5 o] Q= - CLIAA
A gt

A

of

scope
ent

exit
commi
scope

pp Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

ssa
er logical-device 1d asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4d gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description ""
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description ""
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

t-buffer
ssa

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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UDP/TCP £ E 7] 2P ) Anl = 243 I

scope slot 1

scope app-instance vdp

show app-attri

App Attribute:
App Attribute Key: cluster-role
Value: unknown

UDP/TCP 2 E & 7] 2 vDP ¢ A H] X~ &/ 5}

Radware APSolute Vision Manager 91 E] 3] o] 2= t} 3 UDP/TCP ¥ E & A}-8-3}¢] Radware vDP °f|

Z g Aol A} EAlg ) vDP of| 2] 7 o] A ©] APSolute Vision Manager2} S A13}7] ¢8| 4 += o] &
g

6]— 3T Eoﬂ ou/(ﬂ}'\b‘]— 2= O] e} U:] —LE7]' Hl—:g}lilﬂoﬂ 4 OH x}];;]_—ﬂ ] (E_%—%___ 3} o) oﬂo]: 6‘]—141;}. Oﬂo]o]; [ei3

EA LE] 3k 2}A| g H-&-S APSolute Vision AF& A} 7Fo] =¢8] g B2 XA L

« APSolute Vision Server-WBM £41-8 ¥ E 4 2-of 4]
* Radware U] H} o] 2~ = A}-83}+= APSolute Vision Server& T4 ¥ E

Radware APSolute Vision®l| 4] FXOS A A] oll 7+ % 7} DefensePro o = 2] 71| ] A& #+2] 3} & H FXOS
CLI= /\],Al 0}01 vDP ) /\1 H] 2 p:l—}& §}OH o]: fﬂq 1;].

4%

A1 FXOS CLICN A vDP ol E& Al o] A QIA'l 2o AAZ T
connect module s/ofconsole

connect vdp

@72 vDP 9] M| 2SS skt Tk
manage secure-web status set enable

9A3 vDP ol ZE] Aol A £4& S FHE 5L FXOS BE CLIZ Eobgiut),
Ctrl |

= 2] %] Hrho] 2 ]

=g A tlufo] A5 AMA 51, ASAS T R 2 WEkel o, Qe Ho] A~ An ago] S WA
Aom 7]Ee] =84 tufo] 2o A thE 2 S A - 5y

of Zg]Alo] A = vl FZ g olE &0 I 4

e AAHE ARke] o)Al Al s el ol Fe] AT

Cisco FX0S CLI 71 3] 1| o] A 7}o] =, 2.2(2)
I .EIEII
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%

of el A o) i el ol el 2ol A2

o
R

2 o 2 A AL BT G, T SSH o] AEE A5 L SSH 2 el =S A 1]
Ao gadol=ahe ol Favith

A%

fE Aol = vl olH &l AAs Y vheS AP
a) FXOS CLIO|A] Bt BE/dlzlo] A7)
Firepower-chassis # connectmodule slot numberconsole
3 oe WeF WES A ek tube] 0] 1ok Aol ARSI Y slor_mumberol 1<
g,
Bk Rl A AAs= 49 FXOS & CLIol Al 2=F e}
b) o= Aleld = wl A ol Efoll AAsted Hufo] ol HHd WS = Yt Firepower-
modulel>connect asa
Firepower-module1>connect ftd
Firepower-module1>connect vdp
FXOS CLI9| F=5ju}o] A & ol A 8ot ®E/A el o e -4 A4 Bt BE/<1% 08| 4
HelAl =gyt =

(A8 AL Ctrl-A-DE ¥ & 3le] FXOS 25 CLIO| th3t of 22l Alo] A 248 T3 gh
Ctrl-]-2 9 g3lo] FX0S =5 CLIO| & dmdole &S 83}

EgE7E S 98 FXOS 28 CLIo| A =3 4= ql5 T

FXOS CLI9] $Hn}o] A ¢l 2 So}zi o},
a) Hol 2 E/qA Si:ﬁil‘%?iifﬂEQEﬂ =1 %;E§§}L4t}_
dy o Z 7 o] A S FEFh

b) G o T Ao A S TR S dHF

telnet>quit

o
O dlol A= Beot 2E 19 9= ASAC] A3 v F 5819 FXOS CLI2| =3 ufo] A = = o}
Al Eolbzhy

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa

Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)
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R DRSS

asa> ~

telnet> quit
Connection closed.
Firepower#

=] A vnfo] 2 244
A%

SAI1 Bk Mul A RES A AT
Firepower# scopessa

SHAI2 AfA Ol A= =] A Hnbo] ol R Al FAFES Sl g T
Firepower /ssa # showlogical-device

A3 AAD 7 =24 Hupol e Hief v W E e dE Y
Firepower /ssa # deletelogical-device device name

SA 4 =] F Tt 2o A F of ZE] Ao el t gk Al F-AFES Sl ety
Firepower /ssa # showapp-instance

SAS AAE o Ze Aol Zztel s oo a9
a) Firepower /ssa # scopeslot slot number
b) Firepower /ssa/slot # deleteapp-instance application_name
c) Firepower /ssa/slot # exit

976 Au 1ol dS AW
commit-buffer

Al 2w A e o] doll ERA S AR

of

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1
Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Cisco FXOS CLI 713] “12l| o] A 7}o] =, 2.2(2)
I
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Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

=] A ynfo] el AAEA] G2 of &2 7 o] A Q1A' A 24|

[ | Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)

=4 lube] 28 AhA 8k A5, e e] 4 vluto] 2o B3k of Z2) A o] A 73] el o] M e b4 4|
2 BE 222 Es} BAHYT S Aol A A ado) M-S AHAIEkA 2 A5, ST o Z A
o]/q o]/\Fj/\E /\Lxﬂzﬂ— Lq]y]_x] ‘jre oH ayﬂ ]‘_E /\]—30}01 iﬂz% 1;]3].0]/\8 xg/d—cﬂ O}’\
Ytk ol EelA ol 4 12§l 27k 1] o4 el & cinfol 2~k A AR Ael v} obd 7§ ok FALE AL
&ote] Bt RE/ddol A of Zel Aol IAHAE A S = JlF U T

4%

wek Aju) 2 BEg Al g,
Firepower# scopessa

AR o Zel Aol d ol ek Al A S Sl gy o
Firepower /ssa # showapp-instance

A& off Z 2] Al o] A Zhzbel] sl vk B RS Yy
a) Firepower /ssa # scopeslot slot_number

b) Firepower /ssa/slot # deleteapp-instance application_name
c) Firepower /ssa/slot # exit

Az 2082 AT,

commlt-buffer

A2 29 e o] el EAAN S ARFY .

of

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3
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Firepower Threat Defense +=2] % T]n}-o] 20| A] QA H| o] 2~ WA [ |

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit
Firepower /ssa* # commit-buffer

Firepower Threat Defense 2| %] T]H}o] 2~ o] A QI E|H o] 2~ ¥

Firepower Threat Defense =] %] T]ujo] 2o A QIE| o] ~ & & &= 3 A1 e 4= dFY ) 1
2] ™ Firepower Management Centerol| 4] Q1E]#| o] 2~ AT 18 o] A& 57|31 4= QlFH o

SELMEL

« OlE o] A2 FA Bl 1 H o] ~
2} ¢ 2] 9] EtherChannelsS 57134
1}

« =] 4 tjulo] 2o o &S 1| X A1} Firepower Management Centerdl| A & 7] 35 Q.73h4] &L
Sl % EtherChannel2] WA S AR S 4= A5

oln] &H Q1 E 7 o] 2~ & EtherChannelol| F7}3t8] & A %(aol: € A HH o] 27 7| EH o=
Syl &3E), WA =24 tulo] 2o A Q1E # o] 2~ 9 S-S Sfj Al gk ok &l & <1E 7|
o] 2~ & EtherChannel®l] 5=7}3 oF 34 t}. A} EtherChannel®] 74 -, 1 ¢ t}3- EtherChannel= T] v}

o] ol &Fe  dF Y

A, 141 o)A D EE A A4, 142 3 0] A o]

n S

#+2] &= Firepower O] W1 E Q1 E 3 o] ~E LA 3} = 7 -$-, Firepower Chassis ManagerS AF-&
gl oF T} CLIx= o] M7 AMahS A dekA] &5t

« FH2HY B 17H843 S 918l Firepower Management Centerol] A 713 218 o] A & 5 7] 8} 3}
7] Aol e frlel A e o] 25 F7FstA Al A s oF Tk A QIE] A o] 2= el 7} ok

S8 o)A F7hE s Qe A o] 2 B E Yol gag n X4 eguh
A%

SA1 Bek MR A RES A AT
Firepower# scopessa

A2 =24 tnfo] A= H A}

Firepower /ssa # scopelogical-device device_name

SAI3 =g A Hupo] 2ol A IE H o] 20 S-S S Al gt

Firepower /ssa/logical-device # deleteexternal-port-link name

show external-port-link " & S ¢ &3} QJE o] 2~ o] & 54 T

A4 =g A gupo] Lol A /I o] A5 gt

Firepower /ssa/logical-device* # createexternal-port-link name interface idftd

GAS Ay e o] e Al

commit-buffer

A 228 75 o] Aol Edl S A g
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o] 29] W7 oo 2(e”)S FE G T 7] 1A © 2 = Interfaces(21E] 7] 0] 2) Blo] A et}
@718 Interfaces(S! Eﬂ F o] 2~) g o] % A ctol 2= Sync Interfaces from device(T] 1} 0] 220l A Q1E] 5| o]
s71sh HES ST
GHA 9 Save(HHE S}
o] Al Deploy(T-%)& 93l &g un

w7h4) g Bk A gy,

(RUBNAU
)

-

o] 2ol & A 75

tio
flo

TEF 5 QU Th WG A

ASA =] 4 tnfo] 2o A QE F| o] 2~ ¥
ASA =2 T ufo] 2ol A] ] Q1| o) 28 B, s oA Eis A e 4 2l rLiTh ASDME A
2 e do] =g A5 ow Faght
A ztet7) Aol

Qg H ol A5 FA AL QI Ho] 2~ &4 A, 141 Hlo] x| H X E Ad A, 142 H o] Aol wh
2} 1 9] 9] EtherChannelsS 37134 o}
w214 Elvho] ol 9 GE v1217) 2251 % EtherChannel®] W42 B4 & 4 912k
o|n] e 1 3| o] & EtherChanneloll F7Fete] &= 7 -9-(ell: 2= QI Flo] 27} 7|2 o &2
S~y &3E), WA =24 tjulo] 2o A Q1E # o] 2~ 9] S-S sl A gk o2 &l & Q1 E 7|
o] 2~ = EtherChannel®l] 3=7}3l oF ¢4 t}. A} EtherChannel®] 74 -, 72 ¢ t}-8- EtherChannel S T] ¥}
o 2of &Fsk 4= 9l HF Y th
S AHEY e gl 249
o]~ RUHHo| = &S

o
o
=
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i)
=
o
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i

7 o ol A FrhE R /1Y

A%

DA B Mu A mEE AR
Firepower# scopessa

W2 el ool WY g,

Firepower /ssa # scopelogical-device device_name
A3 =2 F] tupo] 2ol A Q1E g o] o] TS S Al Lt
Firepower /ssa/logical-device # deleteexternal-port-link name
show external-port-link ¥ &S ¢ 83} o] QIE] o] 2~ o] 5-& FU T}

el Qo] =0 B A 2w Ao AE Feh] ol @A A FH o] AE AR v
commit-buffer '8 &5 AHE-8o] W7 AGS AN Ut
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ASA =2 4 t]uto] 2o A ¢lEfslo] ~ w7 [

SA 4 =2]F tute] 2ol A 1B | o] 25 S
Firepower /ssa/logical-device* # createexternal-port-link name interface_idasa

975 Au 1ol AT
commit-buffer

A=) A e o] doll EdRA S AR
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Ay g o] 7FA 7] B 7]

o A2 o)A A ) B AR, 1957 0] A
« AT e] A oA YrR 7], 1963 0] 4]

A% Az 2eo] A R 7] ook 1983 0] %]
o Aol Wr W] vE]) &Y AA, 1995 0] X
. Aol d 5t 74 9 7], 2005 0] A

A3 12l o] A 71 27| B 7] Q8

A3 ag o)l R W7 7] 5S AF&31] Firepower 4100/9300 A A1 9] =] %] t]nlo] o} S E A

Alﬂﬂﬂﬂﬂﬂ ﬁﬂXML#%%%@HHﬂWEE¢&MﬂN%4Tﬂﬂ%dﬂ1ﬂﬂﬁ
3-8 7hA] kA 3] 1 o] A A A S Firepower 4100/9300 A A of] 2148} A 2] -&3}o] 2

Al Ad 2 o] d o Eol7t AL Al 2H el & H-E = dF U

A7 8 AR A

s A3 el A o] RS YA vhAA . A9 o] A o] SAH A5, A
Q& AL A3 ol A /b4 2717 A3l g S el o

s o= Alol A Ay ol d AL Ay e o] ol 3HE o A FF YT HEE A
Vﬂ%‘ A R Av 2ol dE Belstr] Al of el Aol el A Al g-ahis v e o] A wi gl

= Ab&-afoF gt
« 73] 219 ©] A S Firepower 4100/9300 A| A] ol 7142 | Firepower 4100/9300 A} A] &] & 7|&
A9 2 o] A(RE =] A trto] 2 E3ho] AA| Hw 7hA 9. 7] sl 23y 1w o] A

o2 3| thAH YT

« A9 29 0] A S Y B W U3 Firepower 4100/9300 A Aol i A ¥] e o] A 9 A & 7}A 9 =
Aol F5HTh

« 7} 2.7] 24 521 Firepower 4100/9300 A A1 o] Z2F A2 EQ o] A2 R W7 E 533
uj e} 5 gt wdolofof T 1 x| e oW 7HA 2 7] 24 o] A o] WA E A eFF U T
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Firepower 4100/9300 2| A] 7} 4 1@ o] = Hi= thg- e o] =& wjnlo} W] 73] 18 o] A& U]

Bl Flo] 54

7FA 971 2+ 521 Firepower 4100/9300 AT = W B 7] & G 8 v o) s L gk

FUEHAL R Ol A2 ¥ o] 9lofoF Ftt.

7+ Q.71 294 5 <1 Firepower 4100/9300 A Al ol = 714 7] A4 T R 7] 3k ol A o ¢

& =g A guto] 2o ke A E o] of Za] o] A o] m| A7} A A ¥ o] glofof gt}

oH Z g7 o] Aol EULA(N = #4 a}O] Az Ah7E A= =8 A Huto]l 27 7k 2.7 2 =
Au ol A sl £3He A9,y o] d 74 0 7] B ) o] Aufakr] Ao e

oH Z 2] Alo] A ol th3F EULAZ} Firepower 4100/9300 Al A] ol A 5] -8 o] oF ghut},

¢ shel o] Bojs) S A skl W Me) ) A kel o] & WMASAL /1 E HelS o
| B A5HA A 2.

>

ol &

e

.7]

o N
)

=
T

o] 4 59 1| 5 1)) 7]

3 2ol d YR W 7] 7] 5-& AH&-3F] Firepower 4100/9300 AfA] &] +=2] A tjufo] =} ZHF 7
g 2g o] AAo] & XML LS A4 Ao W}
Ay 2ol d YR 75 AFgol tst Fa st dR & Ay o] 7FA 7/ 7] RS

EECTRES
A

Aol d Bd& 94 Aol WEWHY th&& 3o
scopesystem
export-config URL enabled commit-buffer

TR TE % ShbE Abgste] vl 949 o) URLS 443 e,
« ftp://username@hostnamelpath/image_name
« scp://username@hostnamelpath/image _name
« sftp://username@hostname/path/image_name

« tftp://hostname:port-num/path/image_name

o vl o]

wol ToH A A=E QAo Ut 3 o] F& A €= A, A"
dRol wAX v o] BT

E

o A

Firepower-chassis# scope system

Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml
enabled

Firepower-chassis /system/export-config # commit-buffer

gg @H e ALgate] Unuls] e AH S Slgh,

scopesystem



Ad g o] d 7k &7 B 7]

scope export-config hostname

show fsm status

o) A

Firepower-chassis# scope system

A9 18 o)A Thl 1 A7 B

Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote
Remote
Remote

Status:
Previous Status:
Timestamp:

Try: O

Progress
Current Task:

WA The WL ALgate] 71 E S W] A

scopesystem

show export-config

SA4 The B HS AL Ste] 712 UmlY] &)

scopesystem

scope export-config hostname
MBS AHEste] WEW 7] 2

« {enable|disable}
« set description <description>
« set password <password>
« set port <port>
« set protocol {ftp|scp|sftp|tftp}
« set remote-file path_and_filename

« set user <user>

SA5 The BES Abgatel YY) 244

scopesystem

delete export-config hostname

commit-buffer

Result: Not Applicable
Error Description:

Backup Success
2016-01-03T15:32:08.636

ARG e

A
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o okl WL 7] 7]°5S AH8-319] Firepower 4100/9300 A A] 2] =2] 2] t]njo] o} Z2NE 7w “1¢
o] A A o] X3 XML 9d-& UA Aol 2bs o 2 Yy ek vf Y, v 5= 1= 25 mfr A
S5 YRWE oS 5= glHUh dekd MR W) 75 0] 248k A7) E 702 o o
2t A9 gl WEUZ| 7 gyt o & Sof w5 T2 o5 104l IR 7]E o oFet 4
G A 2L =g Adnttt @ F 104 o A2 WEWZE E AT

Aol d WEW7] 7] Abgoll digh T a3t AR = Ay adeld 7HA /W] RS
Fxet Al e

..

A%
o obel n vl 7] A4S Ay ste e A
a) A A7 2ol Mg Y ulEs WelE 445

scopeorg
scope cfg-export-policy default

b) Wr 7] A &4 syt
setadminstate enable

¢) 4A Aujel Al ApE S TREFS A G
set protocol {ftp|scp|sftp|tftp}

hu

d) <] kU8 Al of ahi= 1A 9] [P T4 s TAE o] F5 A A P th o] = Firepower 4100/9300
MAIZE N E AE Fall A= 5= e AW, 2R A] of#le], 2 Egfo]H W= ¢)7]/24 7]
mEle e 4 gl
IP 2 Al ZAE o] &8 A48 49 DNS A & A sl of Fth,
sethostname hostname

€) 7]& XE o]9]o] XEF AR TR A9, XE HS & A G th
setport port

) A Aol =23 uf A] 2=’ o A AFE-3f oF 3= AF&-A} o] 55 A P Th TR EFO| TFTP
A A% ol B M g5 A gt

setuser username

g) 44 Au A2} o] F ] MY T E A A F U ZREFO] TFTPY 749 o] d=+ 4854
FEy
LERE] .
setpassword password

B A JRE A ) ol §S Aeks

=

NEDEEES S e EL REE T
= A B 7] Aajol A st e o] Fo
setremote-file path_and filename

) A agelde Asoz YR dAS AAFYY. o] = Daily("] Q), Weekly("| 57) =
BiWeekly(4 ) T st o= 5 Ut
setschedule {daily|weekly|bi-weekly}

D Az A e o el EAAAE ARG,



A9 g o)A 7HA 7 2l 7]

commit-buffer

o A

A3 el o A 7] v 2] el A

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-policy default

/org/cfg-export-policy # set adminstate enable
/org/cfg-export-policy* # set protocol scp
/org/cfg-export-policy* # set hostname 192.168.1.2
/org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
/org/cfg-export-policy* # set user userl
/org/cfg-export-policy* # set password
#
#

/org/cfg-export-policy*
/org/cfg-export-policy*
/org/cfg-export-policy #
/org/cfg-export-policy # show detail

set schedule weekly
commit-buffer

Config Export policy:

Name: default
Description:

Admin State:

Protocol: Scp
Hostname:
User: userl

Remote File:
Schedule:
Port: Default
Current Task:

Ay 2ol d HE 7] vig] e A

54 71Z(E )l A u o] A R W7 7F A
] ™ Export Reminder(W] 2. 7] v] 2] &7l) 7]

4%

R EEEE BRIV ERE

scopeorg

192.

Configuration Export Policy
Enable

168.1.2

/export/cfg-backup.xml
Weekly

o o,

=
1=
[6}

scope cfg-export-reminder

set frequency days

set adminstate {enable|disable}

commit-buffer

o A

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-reminder
/org/cfg-export-reminder # set frequency 10
/org/cfg-export-reminder* # set adminstate enable
/org/cfg-export-reminder* # commit-buffer
/org/cfg-export-reminder # show detail

Config Export Reminder:

Config Export Reminder
Enable

AdminState:

(Days) : 10

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)
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A3 22 o] A el 1A 6.7

bl

Ay 1 o] A 714 7] 715 S AFE3F] Firepower 4100/9300 2] A of| A o] ol W Wl 74 3] 12 o] A
ARE AT T AFHTE o] 7o AFE S e Bl Ay 2ol d o' Fol AL Al
28l ol & B = s Uk Ay 2ol d 7hA 7] 7 Abg el did T et AR E Hed 7
g ol 7 7 Y] RS HAEFAAIL

A

ohe W He ALg 3kl 974 Audl A A3 e oA 3+ & A4A gtk
scopesystem
import-config URL enabled

commit-buffer

U T 3 oS ARSste] 7hA & sl o] URLE A8 4 o
« ftp://username@hostnamelpath/image_name
« scp://username@hostnamelpath/image_name
« sftp://username@hostname/path/image_name

« tftp://hostname:port-num/path/image_name

o A:

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

& e Agate] 7hd 9.7] Al o) el g gl gt
scopesystem
scope import-config iostname

show fsm status

o A

Firepower-chassis# scope system

Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97

i Cisco FXOS CLI Ay 19 o)A 7ol =, 2.2(2)
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FEEEDRE O I

Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

A3 T WG Ao 71 1A 2.7) A4l S
scopesystem
show import-config

A4 vk S AgShel 71E A 9] A4 SR v,
scopesystem
scope import-config iostname

e Y-S A gl A 0] 4S54

« {enable|disable}

ot

g},

« set description <description>
« set password <password>
« set port <port>
« set protocol {ftp|scp|sftp|tftp}
« set remote-file path_and_filename
« set user <user>
G O EE ARSske] THA 27] A& Al gy Tk

scopesystem
delete import-config iostname

commit-buffer
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E e 47e

« 1 FHA, 2039 0] %]
s UEYF AZAA HAE, 2104 0]
o XE g Ag #2119 0] A

EAE OIS O A HE Fa
& stebets] 918} ALg-E U k. o)

8
7141;H}\LI‘L EE.‘:;OH g]ﬂ] ]/ﬂ}gg%

2 Ahg3to]

oft p¥ 2L
2
m{m

Firepower 4100/9300 AH Al ] H 54
%6]— 2= ol/\L]T;]_

o] 7he] 7 A S BT 7 Jom Z Ao A = oy RES ERH S AAT F ASF
Ytk 32l WA Al el L3 2 FE o disf M= o] 37l 31 A (PCAP) 3t o] AUt

W Z e 9l LE v

Firepower 4100/9300 A| Al &= W] 5 91 Z 8| 91 L Eo] th2 vl 3 & A8 Th

Het g ZE w3 A

Hol 25 1/H ok ezl Ethernet1/9 Internal-Data0/0
HoF 25 /KR ok ezl Ethernet1/10 Internal-Data0/1
Hol g2 Ethernet1/11 Internal-Data0/0
HoF %) Ethernet1/12 Internal-Data0/1
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Het g EE v A
HOlI R 53 Ethernet1/13 Internal-Data0/0
HOlI R 53 Ethernetl/14 Internal-Data0/1

2% 2 A3k Apat
WA WA Eoll = tho-3 122 A3 Aol l5U T

« Z ] 100MbpsTt 4 A4 & 4= 9l 5Lt}

cA 7 AR ARG At B AFEE 5 gl AR F1ko] RN e Aol 7
A AAE AT 5 QBT AR A AR AR Aol AT 5 A FRG 2K
24 g1ko] Q=7 Flahof Gk,

SRR ERE D e LRSS L et T By B
ERERERS RPN e EAN

c FETF AL A ey Thel: ZE A E B AH 2 ARD

a0 EE AYIA ek A7 23 @ A AR A4 EE A
& A A W TES ¥ FE o, 97 A 5L 2 aw
EEo el Wi 37 A U S A I

A A ZEF AR
Firepower-chassis # scope packet-capture

A2 A A A A S B F

Firepower-chassis /packet-capture # create session session_name
AEEEPEERPESE Bt

Firepower-chassis /packet-capture # enter session session_name

i Cisco FXOS CLI Ay 19 o)A 7ol =, 2.2(2)




Eg &4y
EPEEREREEESE I
SA3 o] A A Al A W A7]E A F U
Firepower-chassis /packet-capture/session # set session-memory-usage session_size_in_megabytes
A1 ¥ Wy A7) 1~2,048MBO] oF g T},
GA4 o] FF A AALo T MAE T F e oS AT}
Firepower-chassis /packet-capture/session # set session-pcap-snaplength session_snap length_in_bytes
A8 22 Zo]i= 64-9006HFo] Eclok T Tk Al A 29 o & FAFA ek 55 /1% A 2
o= 15180l EJ Lt}
A 5 A= 3l

o] SR A AAol Lok & LEE AAFUT) oy LEA
g % HW & QA EH’% L °H%ﬂ7ﬂ°1

a) thg WH S AHge] 2 Ul LES F/H
Firepower-chassis /packet-capture/session™ # create {phy-port | phy-aggr-port} port name
phy-port2] 7 $- port name -2 Ethernet<slot_id>/<port_id> %=+ Port-Channel<number> %] 1]
o}, B o] o} A o] E(phy-aggr-port)] 7 -$- port_name T
Ethernet<slot id>/<port _id>/<breakout port id><%} T}

b) the B2 AHgste] Sl EeA M EES FoHg o
Firepower-chassis /packet-capture/session* # create app_port security_module slot_id link_name
interface _name app _name

o gk RES BE Folelew e o) 9 94 S nE g,
WA F 29 Be Y g

7 A Ao E3HE AB ol 2ol WS A% AgUich B Aol vF AH e 57
A o) E T4, 206 7 o4 o V&S FHEFAIA L.

RS RIEE BESSRERER L o

Firepower-chassis /packet-capture/session* # scope {phy-port | phy-aggr-port} port name

scope phy-port Ethernet<slot id>/<port id>

or

scope phy-aggr-port Ethernet<slot id>/<port id>/<breakout port id>

or

scope <security module slot id> <link name> <interface name> <app name>

b) fl5hs AejE H 4P
Firepower-chassis /packet-capture/session/ {phy-port|phy-aggr-portlapp-port} * # set {source-filter}

filtername
Fia Y E|A IEE A A3t set source-filter """ E AF-8-3 Y
=3

¢) Z7}HEE A asteld Bao et 9 AS gL
A A ARS 0k A A9 e S A g,
Firepower-chassis /packet-capture/session* # enable

AMZ AR G WA AL 7| E- oz ndAdggd Ut S HA o=z
ol Anld wf {7 A Ao sty thE Al el o] &4 el 7

i
o,
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EEECER:

W o F7h e gL of AAS B4 shel7] o

oF gt
A8 Al2aE) Ay 2ol A

of ERAAS AR

o] 1] 4 4-e) 91 )

Firepower-chassis /packet—capture/se5510n* # commit-buffer

A AA DS G ske A5, AR AA7E A A U Al ol A PCAP 912

=

o 74 & TA sl oF It}

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create session asalinside
Firepower-chassis packet-capture/session # set session-memory-usage 256
Firepower-chassis packet-capture/session* # create phy-port Ethernet3/1
Firepower-chassis packet-capture/session* # create phy-aggr-port Ethernet2/1/1
Firepower-chassis packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
Firepower-chassis packet-capture/session* # create filter interfacelvlanl00
Firepower—-chassis packet-capture/filter* # set
Firepower-chassis packet-capture/filter* # set
Firepower-chassis packet-capture/filter* # set
Firepower-chassis packet-capture/filter* # set
Firepower-chassis packet-capture/filter* # set
Firepower-chassis packet-capture/filter* # exit
Firepower-chassis packet-capture/session* # scope phy-port Ethernet3/1
Firepower-chassis packet-capture/session/phy-port* # set src-filter interfacelvlanl00
Firepower-chassis packet-capture/session/phy-port* # exit
Firepower-chassis packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
Firepower-chassis packet-capture/session/app-port* # set src-filter interfacelvlanl00
Firepower-chassis packet-capture/session/app-port* # exit
Firepower-chassis packet-capture/session* # enable

Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

>

>

0?0
{

SEFEEREEELEEEE
E ﬂ%}”ﬂﬁﬂﬂ*eﬁ@

ivlan 100

srcIP 6.6.6.6
srcPort 80

destIP 10.10.10.10
destPort 5050

]S
=

o}

2=

a7 A

A3 @A 28 3 R A AA 88 2

BHE 4

517 0} 24 3 2

M2 5 vhe A BB 7hA A g5 A ek o,

!

GA A RS AR

F1repower-chass1s # scope packet-capture

A2 A S A DEE I

Firepower-chassis /packet-capture # create filter filter name

71 17 A B 2 AU

Firepower-chassis /packet-capture # enter filter filter name

71 3 A B E A G
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Firepower-chassis /packet-capture # delete filter filter name

Shb ol gol A 442 B gstel BE ARAGS AP,
Firepower-chassis /packet-capture/filter® # set <filterprop filterprop value

3 P4 EE

2FAEPEE e sy

H9: RHYH= e £

IPv6 545 A8l DB F T 5 AR S A7 AZ A Al AN F 7HA &

ivlan 5 VLAN ID(EE & 91 19| 28} 52to] 7
71 VLAN)

ovlan 2] 3 VLAN ID(Firepower 4100/9300 A} A] | A 3=
718 VLAN)

sreip 2= [P T4 (IPv4)

destip A} IP =4 (IPv4)

srcipvé 2 [P T4 (IPv6)

destipv6 A} IP =4 (IPv6)

sreport AEXEWHSG

destport g TE WS

protocol IP Z2EZ[1075 P2 o IANA H o] 22 EF
U]

ethertype olriYl L2 EF F[10%145 2] 2] IANA 2]
oYl LR EF {3 Fh ol IPvd = 2048, IPv6 =
34525, ARP = 2054, SGT = 35081]

srcmac A2 MAC 4

destmac A MAC =4

Firepower-chassis# scope packet-capture
packet-capture # create filter interfacelvlanl00

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*

#
#
#
#
#
#

set ivlan 100

set srcip 6.6.6.6

set srcport 80

set destip 10.10.10.10
set destport 5050
commit-buffer

Cisco FX0S CLI A 3] ¥ o] A 7}o] =, 2.2(2)




[
)
e
2
ol

- PR ER ERE

P!

9A1 A REES A2
Firepower-chassis # scope packet-capture

WA AEEE FAG R AA AR WS Qe g

Firepower-chassis /packet-capture # enter session session_name

GAI3 vhE W E S AREEke] AT A AR S A A
Firepower-chassis /packet—capture/sessmn* # enable [append | overwrite]
F1 OhE AHe] 8 F< Bobel = A2 AA AAL AT 5 SEY
o}
HZ IR A Aol A T
ok ¥ 7] Al kel =
=5

ol

R

2}

735, 78 PCAP 141 9] 319 271 Edf o) AA Bl whe} Z k]
4] 28 0] 520 Ak A 215431 Drop Count(47] 57) B =7 371 h]

G4 G5 WEE AREske] A7 A AldE SAE Y
Firepower-chassis /packet-capture/session* # disable

A5 A e Aw] e o] o] E A S Anl g

Firepower-chassis /packet-capture/session* # commit-buffer

S PEERRES SELEER R ESEREE BECNOVE DS
Sk Ae] A 0B £ Bl 6 2%, 71 PCAP T E A
olE)7} 71 H(3h e Aol FAR U

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

UEY A 7] X715 AbEate] 248 7 A== Aol A 224 75758 = PCAP(H A 74 A]) 3+
S oEEd S dFUH

PCAP ¥ workspace: //packet-capture YA EZ o A= S W 375 AHE3Y
o,

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

Cisco FXOS CLI 713] ~1el| o] 41 7}o] =, 2.2(2)
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A2 A4 A4 244

A=}
Firepower 4100/9300 A} A ol 4] PCAP 3 & HAFsH A v =3 ).
Fa 7 A Al A PCAP 1S T2 =3817] Aol s g7 =] A4S FA] 8 oF g

=
a) 27 ol A7
Firepower-chassis # connect localmgmt
b) PCAP 395 HALGY L]
# copy pcap_file copy_destination

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

247

A 7 WA ARG @A D FoI A e A 9)IAG mE @A gele] 2 A AA
&A% % e

4%

A 2= 8 A F g
Firepower-chassis # scope packet-capture

574 M2 A AAE AAlstEH vy BR8-S AR E U T

Firepower-chassis /packet-capture # delete session session_name

wE g dele) B2 A AR A o §H e A
Firepower-chassis /packet-capture # delete-all-sessions

Alz=gl Aol el ERAAS AT
Firepower-chassis /packet-capture* # commit-buffer

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #
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[ RSO ERCE R PN

HES A A2 H=E

PESSMER

T2E o] F B IPv4 T4 A= MIEY Tl A B tuto] 2 & pingste] 7] WIEH A A2S
gl AEsy™ pinguﬂeﬂp— ARERIU T S E o] F B IPv6 a7t I UIES Ao A oh& v}

©] =& pings}# A ping6 A&

H
il
=

BAEOEEEPVTAVF A= U EY I A & tyuto] 2o 3t 74 & & 34 5} M traceroute
WS AP PUTH £ 2E o] F L& IPv6 747 = U EQ Ao A T2 tulo] 2o st =&
Z 25} traceroute6 ™ H S A8 T}

* ping % ping6 " %2 1ocal-mgnt BE A AFEE G QlHF U T
° 55??1', ping ™ Eg 2 nodule E.Eoﬂ }‘1 A}%—@; '{I: ng}d\‘q
* traceroute 2 traceroute6 ™ ¥ 2 1ocal-mgmt =0 A AFEE 4= 1G5 T}

* I3} traceroute ™ ¥ 2 module L EO| A AFE-SE 4= 9l 5T
43}

%74] 1 E]’% Ué %1 % 6‘]“%% 2 6‘}‘04 local-mgmt .1‘1_ module _1_._-01] S ?‘:_%“4 U}
« connect local-mgmt

« connect module module-ID {console | telnet}

o A
FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

WA2 Thg WH S ALGEte] EAE o] B i [Pva F 47k 9t U= Z0] 4 ThE Tuhe] 2% pingdho]
ZNEUENA AZS HAEF U
ping {hostname | IPv4_address} [count number packets | | [deadline seconds | | [interval seconds ] |
[packet-size bytes |

o A
o] e A= U ES] A &= th& tulo] 2~of A4S} pings 12W T8t WS HosUyH

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp_seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp_seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp_seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seqg=9 ttl=61 time=0.227 ms

Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)
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64 bytes from 198.51.100.10: icmp seqg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seqg=12 ttl=61 time=0.261 ms
---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms
rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms
FP9300-A (local-mgmt) #
A3 T HRE AESle] BAE Ol B [P T A stel MR 20 The Elkel 2ol o2
traceroute {hostname | IPv4_address}
o A
FP9300-A (local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms
FP9300-A (local-mgmt) #
G4 (A8 AL exitS YA 1ocal-mgnt REE FRAFAL H 49 dE RER Sopgith
S E 9 A ok
= A = 1l
e S alatel WA AelE ¥E Ad e BElE A 5 Axn
A%}
GA1 e HEHS JEEtY] eth-uplink/fabric EEE A2 T}
« connect eth-uplink
« scope fabric {a | b}
o A
FP9300-A# connect eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #
72 show port-channel 8 %S ¢ B 3lo] 7}7Fo] e e © AE dEe s dA XE Al B5S %
Agy .
o A

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

%74] 3 E]’TC:’T Ué Eﬂ’% CQ EE‘,‘S}Oi /port-channel E.E'Ee— }\] X—]."S]‘_TL 7HHE:] XE Z_H ‘é E‘l XE ch, EE‘E— E*]@'H E]’

« scope port-channel /D

o A

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #
SA1 4 show H S e ste] A 2 E A de gk FE] JHE AT

o) A

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #
A5 show member-port 5 S ] 3to] X E o] W X Eo Uik AH] JRE AT

o A

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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FE QP2 =4 yupol ol dgdd wj7bA] YEhA] sy th £E A o] =84 tiuto] 2o
A A A AY =] 4 t]ufo] 27k AFAl | A9, EE A'D -2 Suspended(U A T FEH 2 HEFop3t

dA6 F7FEE AY U LACP BEES B ™ /eth-uplink/fabric/port-channel L ES £ 831 U2
El = ?:} E’é‘l ?-5]'04 fxos REE /\] ZLU“J E}‘
. tOp
« connect fxos
o A
A 7 show port-channel summary "8 7S 153l A LE 2o tig . YR E A FYT
o A
FP9300-A (fxos) # show port-channel summary
Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
10 Pol0 (SD) Eth LACP Eth2/3(s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5 (D)
48 P0o48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)
=7} show port-channel 2 show lacp ™ % 2 rxos Lo A AF&-8 4= H Ut} o] 2]t & vk
§EEAY D 8% 2, A9H, ALE T 5 LACP AHE EA S 9 A48T 5 As U

thol & 2]

TE DAY A ARE XE AY A, 14290149 Y §L FRaAL.

L E o] ol B
A ZF8t7] A

}\]/\Eﬂ/] J 3L % o

O"l L
A e FEE g s UT o] 2
}

N0} el 7k A el Thg A Aol whel 2 E g o] o)
5 9152500 2] 56} o] TRTP e, A A
A8 ALgaho] H8l e of gty
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543 FX0S WA 9] & o] v 2] = th& 91 4] 5 2] Cisco.comol| A ThE = &=

* Firepower 9300 —https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series —https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

@ % gl

=0 ol Aol = 370 €} AR sl o] Sof 9l U T ol S 5o b= FXOS 2.1.1.64-8 Al 57 ©]

"4 ek,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

A%

@Al1 ROMMON©]| M A 2~ o}
a) Z& ¥ E A4}
b) Al2ElS AR )

Zrdo] A[ZFE] AL o] LR A A FRt Fhe Evke Blol W 7F FAH Y T

¢) ROMMON R E2 A Z&te] A 74 ETHS 5o Escape(©] =7 ¢] ) 7] & FE Yt}

o A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA
Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

@A 2 Z]~ELE o] 2| & TFTP #4934 th.

[ | Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)
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a) B IP F4, B vlnpam D Ao Ego] IP F47F vt A A A=A Fo T} set
54 AHgate] o 23 g B S 2l LT ping ¥ # & AHg-Ske] TETP Aulol v gk 12 & e
Ed 5 sy
rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>

[ of

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) 7]} ~E}E o] W] 2] & Firepower 4100/9300 A Aol 4] 9 4| 2~ 7}5-8F TFTP ] 2 E ] of] AR T
Fu A2gE o mA M He s HME WA e et A 84 eFF Yt FXO0S W A 3 7] 2~ &}

E o]n] x| 7k w38 & Kol 5= B Cisco.com 2L E 9 o] T2 & g o] x| o] 4] g
J o+ A5

e
¢) boot & }&o}oq ROMMONGO|| A o] 1] ] & ¥ 3t}
boot tftp.//<IP address>/<path to image>

Z3 Firepower 4100/9300 Aj A] 2] 2™ sl el 9l+= USB & %ol 44 g USB vt o] tjnjo]
£ AH8-38Fo] ROMMONO A AABES RE S & QlFU . Al 2=Flo] A8 T o
USB Hulo] =5 Akl ehe 749 Al 2=/ 2] -8 3l oF USB t]vfo] 27} Q12 gy

o| X7} Al TS et = A Y # A7 UERd v Z] 2B E o] n A7 R =y T

o A

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

> address 10.0.0.2
> netmask 255.255.255.0
rommon > gateway 10.0.0.1

rommon > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
rrrrrrrrnd

rommon
rommon

g W N

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igddssasisissasisisaasiiisaaiiiisaaiiiasaiiisaaniiisaniiisaniiiasaRiiisantid;
FHEFAFH R AR R R R R R R R R R R R R R
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igadssas i siiissasiissasiidsaatiiasatiiasaiiisaaiiiisaniiisasiiisssti

File reception completed.

@713 Firepower 4100/9300 A} Aol W 2= 8 1 ~BHE o] u] A o} A | et BT A 26 D ] A o] ] A
£ ger=gn

a)

b)

¢)

B A28 D #e) A o]V 4 & Tk 2 Eshe W 9] 1P 40k Alo] E9o]E A afok It
USBE &3f o] o]v| A& the 2= 5 glsHth
switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)
switch (boot)
(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if) # no shutdown

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>
config)# exit

A7 Ao A FES YA E BT A2 L w5 ol v A F BT
switch(boot)# copy URL bootflash:

Ohg T % ShhE A8kl 1A % 919 o) URLE A4 g,
« ftp://username@hostnamelpath/image _name
« scp://username@hostnamelpath/image _name
« sftp://username@hostname/path/image _name

« tftp://hostnamel/path/image name

o A

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

o m 2] & /J ¥4 O = Firepower 4100/9300 A A] o] 3-A} 8+ 2= nuova-sim-mgmt-nsg.0.1.0.001.bin ol A

) A} o] v A 2 symlinkE THEUTH o] H A= 228 BE A} ol n A& 22 w|AY S Ll F

U} ol o] v A & 2= she] L B4 4 o A §lo] symlink o -2 34

nuova-sim-mgmt-nsg.0.1.0.001.bin®] & oF 3+ o},

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o A
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config)# interface mgmt 0O

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait).

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait).

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait).

switch (boot) #

F e RS A AT oA g 2Eg
switch (boot) # load bootflash:<system-image>

o A

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

T olnAlE REZ 5 v WEE dE ko] Al aFo] of d o]u ] =Y AlEskA] HetAl ¢y

.

FZ o] WAl BT o)A & R ulw S aa)of )

o},

FP9300-A# scope org
FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.

FP9300-A /org/fw-platform-pack* # commit-buffer

Firepower 4100/9300 A Aol A} AF-8-8 Z P HE o] u| A & thg 2= W A XYt} 244 & ] 82

o| x| e, 53 Hlo] A& FFsH A Q.

o A
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port

Userid State

Cisco FX0S CLI 213 .8 o] 4 7ol =,22(2)
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fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

S Y A g BT

A =s7) Aol

soivfol o) Snr TN L G ow N aug U o4 HEH e R A%E 5 gl A9, T
& AAE ALl N 28 BTG 5 g h o el 7]
elo] e syl ZoAE Al ERE Al A2 9 Bl a o) ul A g e e
2 Abgste] e sl gk,

?
w
>
i
e,
i
QE

[ | Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)

o AAfoll = AJ 28] Zej A A E o] ZFH YT wpebr] Al g)o] Htg Sl A8 ¢4 F]

oA g el oF FH T,

£

E7938F FXOS W A 9] & o] u] ] = th5 1A 5 39| Cisco.comol A th&Z =3 4= 9l 54

* Firepower 9300 —https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series —https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

S olm A el = 3709 7 gkdo] 5of AUt & 50] oFel= FXO0S 2.1.1.64-8 &5 o] 1] A]
Pt

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

A%

ROMMON©]| o8 A ~3+ T},
a) Z& ¥ E A4
b) Al2ES AR


https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263

Alz=glo] Y& AlZtetH, 2] I RA| 2 Fof] TR ETHE oW 7k EA U T
¢) 7+-ETHE Fo| Escape 7] S =2 ROMMON 2= 2 S0 7h )

of A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

7) 2B} E o] A & TFTP 9 gk
a) P 1P e, 92 Yok 9 Aol E g0 IP F2:7F vk A A H A ST set
& A3}l o2l @ gk B 5 eI h ping W H S AHESke] TFTP Aol o) t & A4S o
4 .
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>

[» o

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) Z] ~E}E o] 1| X = Firepower 4100/9300 A A] ol A WA~ 7} 3k TFTP t] & & 2] of] F-A}LgH o}
Fa  ZAxRElE oA A HaE HE WA Waol dX|ehA] 5yt ClscocomJ_iE‘”ﬂ
o] th2-= = #| o] Ao 4] FXOS M 2 Z] ~ELE o]m| %] 7k wj3d & HolF= A K E 3HS

% Qg T,
¢) boot ¥ % & A&kl ROMMON©O| A o] 1] 2] & ¥-& g},
boot tftp://<IP address>/<path to image>

Fi  USB "o t]ulo] & Firepower 4100/9300 AfA] 2] A sl dof ¢l USB &350l A
0}04 ROMMON°ﬂ7\1 71/\1:/}12 = H 5161— S OV\L]]:} }\]/\Eﬂ Al sg Tc,ﬂ USB QH}O]/\
7k4MHOTﬂmquﬂc%eu%ww@ﬂ1*@ g & ok gk,

ol %) 7} 4= ﬁ%qHW%QQQ#EMﬂqa@w%aiazﬂﬂﬂﬂi&%uw
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rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

> address 10.0.0.2
> netmask 255.255.255.0
rommon > gateway 10.0.0.1

rommon ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon
rommon

g W N

\

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

it ssasddddtdatatsttsttsttstdtttttttttttttttttttttttttdttttddddttdddii
FH R R R R R R R
R R R R

File reception completed.

@A 3 Z]AEE o] ]ﬂi‘: - init system ™ & AF&-5to] A S v 2L
init system %2> A| A Elo] T} 2 =3 BE AT EgJo] oju] x| o} A]AH O] BE Av] 1Y o] S
H] E8te] & 3]1’\]-4 ZH i% Ayt o] B ¢hEsks dl 9 20~30 0] A e U

o A

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

[ | Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)



Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

E-o- o] 1] X] & Firepower 4100/9300 A} A] o] T} =2 =3t}

a)

b)

c)

B oA & thr 2 st #e] [P Tk Alo] Ef o] & A el oF gttt USBE &3l ©] ©]
HAE e 2=d 5 glsyTh
switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)
switch (boot)
(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if) # no shutdown

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>
config) # exit

A7 ABjo] ] FEZ AL A BT o u] 4 F BT BAF T
switch(boot)# copy URL bootflash:

the P % shhE Abgste] b4 & shelel URLE A4 F v,
« ftp://username@hostnamelpath/image _name
« scp://username@hostnamelpath/image_name
« sftp://username@hostnamel/path/image_name

« tftp://hostname/path/image name

o A

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

ol x] & 4] 34 © & Firepower 4100/9300 A} A] o] E-A} 8k $- nuova-sim-mgmt-nsg.0.1.0.001.bin o] A]

]2} o] v A & symlinkE THEU T o] Y A& =g #EA} o v X & ZE WA YF dHF

Uttt ojd o] n A& Z=3te] Al sk 9F A ¥gl o] symlink ©]5-& It

nuova-sim-mgmt-nsg.0.1.0.001.bin®] o] oF 3t}

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o A
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
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switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

29128 thAl EF T,

switch (boot)# reload

o A

switch (boot) # reload

This command will reboot this supervisor module. (y/n) ? y
[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!

l Cisco FXO0S CLI 717 1 o] A 7hol =, 2.2(2)
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rommon 1 >

72~ BhE Bl A 228 o] u] o A g

b
ox
i
i)
e
>,
[
i)
i
-1

rommon 1 > boot <kickstart-image> <system-image>

Fn AN=FoluAE

L REEREE

o A
rommon 1 > dir
Directory of:

01/01/12 12:
01/01/12 12:
01/01/12 12:
:27a
01/01/12 12:
:31la
01/01/12 12:

01/01/12 12

01/01/12 12

bootflash:\

33a <DIR>
33a <DIR>
l16a <DIR>
29%a

34a

==
=
T

5

= &9t
= I~
AlE 49l

4,096
4,096
16,384
34,333,696
330,646,465
250,643,172
330,646,465

4 File(s) 946,269,798 bytes
3 Dir(s)

ok eol M2 el 2} Aol v A A7k BAIE 4 QT ol el @
#u.

lost+found
fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
fxos-k9-manager.4.1.1.69.SPA
fxos-k9-system.5.0.3.N2.4.11.69.SPA
nuova-sim-mgmt-nsg.0.1.0.001.bin

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully 1!

Linux version:
[ 0.000000]

INIT: version 2.86 booting

2.6.27.47

(security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016

Fastboot Memory at 0cl100000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

POST INIT Starts at Sun Jan
S10mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

Creating /callhome..
Mounting /callhome. .
Creating /callhome done.
Callhome spool file system init done.

Platform is BS or QP MIO:

30

1 00:27:32 UTC 2012

FPGA Version 0x00010500 FPGA Min Version 0x00000600

Checking all filesystems..r.r

.r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device

done

FIPS power-on self-test passed
Unpack CMC Application software

Loading system

software

Uncompressing system image:

bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up

Please wait
nohup: appending output to

“nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.
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You have chosen to setup a new Security Appliance. Continue? (y/n):

stz >

o]
H

v

[H

FEEZ AU AT UL

|

GAT onAE RS S, 7] Ayl d AR
Z7] Ay 2ol A, 12 H ol A& s Al

A1 8 Firepower 4100/9300 A A] of] A] A}-&-8F =2
S A 22|l Jrol] ARG o 1] | oF A A
Zo A &

AQ.
T HE O MAE dEREFUY. FHF W E oA ¥
gl oF F . ApAl g W& o] W] A e, 53 #H| o] A& F

o A
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

A9 EAE NS ATHOR ERED Fol iz, UFo] ALWS D W ALY 5 UES 4 xr
£ 9 A28 o] WX 2 g0z B4 sk oF Gtk A8 Fel v A3 Ak A2 vl do] A e}
w ol o] b ALgste] £ALH W A 2R S Bshis 49 A4F B A DR A g

a) Fabric-interconnect a®ll t g+ W9 & A 743t}
FP9300-A# scope fabric-interconnect a

b) show version ™ % S AF-&3lo] A8 Tl Ad WAy} A F Al ~E WAL Edg ) o]
AL S AFE-sle] oA & &4 8} g o}

FP9300-A /fabric-interconnect # show version

©) th& WES At o|nAE &4 5T
FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

Fx A8 A7} “Disk Failed” (V] 222 ol WA= W49 4= gl5 U o) o] WA X< 3] 2
A dorglom o] dak&E A4 DaE = 54U
d) show version ™ ¥ = A}-8-3l] A2 W o] SnlE A G EH =R Eletar o] x| 2] 24 3] A
HE 2 Y HH
98 AE7T “Activating” (B4 3Holl A “Ready” (1)) = 1742 w7h4] o} SAIE X &5HA]
uRA Al @

FP9300-A /fabric-interconnect # show version

Cisco FXO0S CLI 71 3] ¢ o] A 7}o] =, 2.2(2)
[ 24 | [



b
ox
i
i)
e
>,
[
i)
i
-

o A

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

GA10 Al =8-S AR o

o A

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

n}l 2] 2 O 2 Firepower 4100/9300 A} A1 2] A Y-S 7% Th- ThA] Al 251 7] Aol Al2~sle 7} Bot it
A ] AdAE FUTh o] ZEA 20 &= 9F 5~1040] A8 YT

A=/l S EYE R Yok A Bl = “Discovery” (11 A)el A1 “Config”(7-7d) % W3 € - 3
FTH O "0K"(77)7t Hl ook T

/

|

o A

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Cisco FX0S CLI 7 9] “1ejl o] 7ol =,2.2(2)
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Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty
FP9300-A# show server status
Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

Overall Status( A el 7F “Ok” (3732 745, Al=glo] 5t APt 1ge Bt ofZgfo]dd
25 OA] A (Eo A 2~ A e o) Eghslar =2 A tulo] A5 thA] AA 8l oF g o} AFA g
-8

* Firepower 9300 M2 A] 2} 7}o] = —http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 713 Z18 o] A 7} 0] =—http://www.cisco.com/go/firepower9300-config
* Firepower 4100 Series W2 A] 2} 7}0] = —http://www.cisco.com/go/firepowerd 100-quick

* Firepower 4100 Series 71 3] Z12]] 0] 4 7} o] =—http://www.cisco.com/go/firepower4 100-config
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