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* Firepower HUATH BLA% - KU S, fa i, B 2o s UARIR S OF SR Bt e AL O HILAG 2h RE
LR

* FXOS CLI - #3410, HTRCE DhRE, WPEHLIADIRAS RIS o) E g s HE R T g
* FXOS REST API - A VFH J* LAgw e Jy 2UHC & A4 UL LR

IENFAREITIAR
T H show environment summary 743K 7R Firepower 4100/9300 HLAR#EAAIZATIROLI LA
EE PN IR
* M IIFE (Total Power Consumption) - & DJFE (LAEL A HAT) o
* N EE (Inlet Temperature) - M58 RG0S (CARFCRE N A o
* CPU it ¥ (CPU Temperature) - Ab 3850 & CLAER QRN #47) S
o HLYFZRTY (Power Supply Type) - AC It 5% ELVL o

o I EZIRAS (Power Supply Input Feed Status) - i ARAS ¢ “1EH [Ok]”  “WfE
[Fault]” ) .
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* FEYEHTHPIRAS (Power Supply Output Status) - 12V #HUIRA ¢ “IEH [0k]” « “ 85 [Fault]” ) .

o HLYFFEAAIRZS (Power Supply Overall Status) - PSU [ #EAKIZITIRIL ( “AIIZ4T [Operable]” « “E
HUF [Removed]” «  “#ja]# [Thermal problem]” ) .

« XU RPM (Fan Speed RPM) - HAN JXUBR FE 4% A N XUs Y 3¢ 1 RPMo

o XU TE LR AS (Fan Speed Status) - KB ( “2812 [Slow]” «  “IE% [Ok]” «  “f [High]” -
“FHE [Critical]” )

o KU SRS (Fan Overall Status) - XU RIS A TR ( “WI84T [Operable]” « “ T
[Removed]” « “#uu] @i [Thermal problem]” )

* JJ i B Ih#E (Blade Total Power Consumption) - 22 A5/ 5 | 881 R Ih#E (LTC AL

o JIAEFEESIE E (Blade Processor Temperature) - ‘22 45 #5iHy/5 |45 [ AN HE 28 i B el S (ARG
HEAL
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1 %3] FXOS CLI GEZ Vi FXOS CLL, % 14 71) &
HIE2 AN

Firepower-chassis# scopechassis1

TR I EAFHAISAPRONEL, WAL R 2

Firepower-chassis /chassis # show environment summary

Gt

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000

CPU Temperature (C): 47.000000

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
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FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:
Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000

wiemmsin ]
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Firepower R[4 JEERAE R SE (FXOS) A 52 A S (287 5 vl 4 B 1) ) BE B8 A S AR 1R i B
T BRD o B, HUE. e, PSR, i ORI BEES 2 RO 2B N R Y B SR, VR
RS T A ORI 5 S 2 R 0 S BN A S A

SEER G e AT AN A AT ARG E ORI 1

CLI ANZ U i S B ZIR G, SRR G e FOon B EXEC B B il 70
RN . L] create. enter fll scope T4 M WEH GO AL 21 F — BARZRE,  MIAEH] exit
T T AERLZ IR S R BRSO o BT LMEHT top ir-& 48 B RLICZ RS F (1 Tk

PR

KRB SRS GRI, LU BN 5, AR A RV ) 5200 ORI AR . (e H]
create 1l enter fir% 1] % Vi ] A QI Z X B . scope Ay ANEIESZ XS, FFH BV C
FAAE R B

TG AR M A I @8 BB R 0K 2 By & #8-5 SRIBSZ B B %
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M CLT SRR ] LR 22 ) (10 4 BT S0 B e T 0 2 1 i &
o T B 2 TR B R & e — N R T

PRI BB A R H T SR A 4 DL A ORI CLI 47T

KR REHIFALE, I HAE

® I EEGOBEAMBRFAF

R B BAFinEsas BRI
EXEC 1& TR U top v % #
& fC AR 1% H T EXEC il [¥) scope adapter #iy % | /adapter #
Ttk 1% T EXEC #i30) scope cabling fir4> | /cabling #
ik iE T EXEC #i3CH scope chassis 4 | /chassis #
DL 194 B 45 s & F T EXEC #20 Y scope eth-server fi | /eth-server #
Ly MATA SRR AR a2
DLW 475 1% F T EXEC 82X 1) scope eth-uplink iy | /eth-uplink #
A
A M B T &M T EXEC #3011 scope /fabric-interconnect #
fabric-interconnect iy %
] i F-F EXEC #5301 scope firmware fiy | /firmware #
s
2
B IRV NCE AN 1% 11T EXEC #5301 scope host-eth-if iy | /host-eth-if #
S
L
TR PR A S e iy & R A 1
ﬁ/ﬁ'\: + /adapter # *ﬁﬁ N
R I NGk W R
VEalE % H T EXEC #53X [f) scope license 7% | /license #
Wi & T EXEC #50f¢) scope monitoring | /monitoring #
A
iy
Organization iEH T EXEC #5501 scope org v %> /org #
Y E R EN & HT EXEC #5501 scope /packet-capture #
packet-capture 77 %
9z b 1% T EXEC #:3K [1) scope security iy 4> | /security #
i iEFT EXEC #i3CH scope server fir% | /server #
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szas 1
B AR BFirafens IR R AT
S s i& T EXEC Bt scope /service-profile #
service-profile fir %
e ANEL G Pl P e 45 B S
s #7522, ANEAEH
create. set 5¥ delete 174
£,
SSA G T EXEC #i3H scope ssa T2 /ssa #
System & H T EXEC £ [f) scope system 174 | /system #
Rl HBA i T EXEC B [1) scope vhba fiy4 | /vhba #
P META SR A T Ty
s
o
UL NIC IEH T EXEC B3 scope vnic 7% | /vnic #

PUANTE F 2] X 2 8

* create object
* delete object
* enter object

* scope object

A LUK scope v 2 H TAEMTZE RS (LR ZKAN S, &ML %) o HAthir 4 H 161
AR L P Bt 5. 3T REAS ereate object 14, HATAE—NXT (1) delete object and enter

object % .

FEFH PSSR I B, X8 & (AT W BUR T X Bt A (e, W R PTiA

R 2ZMEILTFEMBIWST

ey Th
create object BN GO AN B (& HD .
delete object AR R S

enter object

QI ZIFRE AN E R L CnASE D
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we 174

scope object AR R T
RIMBRBEENBGLITAH

ws 174

create object AT

delete object MBS R % o

enter object AR R I ER A (A& D

scope object HEANT G ) AR

A ALEAR AR A Tab SEK5E A2 BRI M ARIF 4L Tab B, S flidy & 58 4 o el
B N A OSBE 7 BB BE AL

CLI WA 4 &t P AT a2 B8] DIE R 1) b & Sk sl im) 1 8 Sk Bt 28 45 30 ME 2 A it
HIar 4. ) gk R 2 0 il = . [“ A, W R EEREE R R il xR — &,
YA D HE R AR B, 1 T F7 Sk A TR .

BT DU 45 D0 g S sk AED R 1% %, AR5 4% Enter, TR A7 230 s BT iy 2
i A A S RS TN —FE . Gl LLEH Al %, JFAE4Z Enter 8.2 B 5 0 2

B, EFMNMEFFLETS

\}

MYECLI M ABCE AN, AN HZMS, H2EHA commit-buffer 72 411, BRI,
BUE A AT b EDIRAS, JFrTdE N discard-buffer iy 2T HT .

] LA B BN AR EE T X, K S PR commit-buffer 74— &N . A LUl EAT
BEar S N\ show configuration pending @2 K & B R a4 .

TR

B2 &t S — PR R R — e WRAT A e A R W, RIS 2R Mt 2 Y B ) 2o AR IR
HEF SRS R m 4.

YT A T A AR ERIRES Y, FEf A HORMF 2 AT S IR S (%), fiIA\ commit-buffer fiy &1, A
FRHEK
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LR 7R B /s B s A A iy 4 i A A G ] S

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services
+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #

CLI B9 7E & FE BN

TET ARG BN 2 PR s AE A WA PR T R LT

W ARAEFE R AL AT A, WA 2 25T AR P v il fir %o X 2R A
S, BN 2 2P G AT AT AL B IR AL T AT OGBS A

CLI 1A BRI

FXOS 4 — X Al A TG sRA ) CLI 2 IR ER B4 536 32 Al e B AR E
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* iJjja) FXOS CLI, 514 5l

m
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PL R R 7RG & Firepower 4100/9300 HLAG IR I 214 52 1 R AT 55

UK

FE1 [LE Firepower 4100/9300 HUAHELE (S IAEL Firepower %A MB35/ ™D o
B2 ERYIREE GESHYIGAIE , 511 50 .

WIR3 BCE AR GEZ P BCE HIHAR R, 25 101 70 .

L4 BUE DNS JIRSSAS GESICE DNS k54, 58 141 00 o

LS M RVERNE GESASA VFRTIEE L, 2517 10

W6 EHS GESHAER, 52970

FBT  EHPITHR S GES PGS, 551 50 .

LB MEHMTFAERE GESHTE®RE ., 101 7D .

LT EEED GESREBEER, 5143 70 .

P10 QEEHREES GESHEHERS, H 15370 .

3 A ===
IR EL &
FE8E 0] LUAE F Firepower HLAA H 3% 0k FXOS CLI fic B M R KRG 2 0, W20l T i 45 5 v

U7 ][] FXOS CLI $AT — 28R RL EAT 45 . M5 —IXAE A FXOS CLI Vi il Firepower 4100/9300 HLAH
W, EHSF RN T, SR E R

25 rxos cu B Em 221) [


http://www.cisco.com/go/firepower9300-install

B onm=

FERAAT |

BT LLEFE NI I35 SUI R R, sl i 22 1) P Tl it B RS I RIEFHIKE R,
Fo iy SCAFALZIUR] N BEL A 255 1) o

120N Firepower 4100/9300 HLAR b (1) 5 —45 Bl 148 € — > IPv4 Hibib. OGRS, 838 —
A IPv6 Hihil. PIOCHI 28 TS . 4 mT LA A B 11 TP Huhkfc & 1Pv4 5% IPve Hilik.
FrIaZ |
1. {F Firepower 4100/9300 HLAH F3GHIE T 514 BELI%E$2 :
o Pl i 1 LA B 5 20 e BT SR i s o 65 I 254 o
* 1 Gbps LUK P B FOEH BISMT A% ASHONLalk di

HREAGER, BB IR Firepower %4V & 0T 2361 .
2. WUEMEH RN G TSI (R A RS D I G s O S HUE R W R
* 9600 JAHFH
* 8 M AL
o L
o 1MERAL

UK

W ERERES G .
U2 2 ] JF Firepower 4100/9300 HLAH I HELIH

1t Firepower 4100/9300 HLAH JHZNINF, RHFE BITFHL BN .

PR3 R EMN RGN, 20 PR E R AR E RGP K NI

« WEREN ONTERERGE &0 BT AR B P D

o WREAPAT I G FRREAAEN], WS K, 529 50
o R VAR

* REGIR

o F I IPv4 MR 7 RHERS, B IPve Mtk FT 4%

* BRINF G IPv4 5K 1Pv6 ik

o (n[E) T SSH Vsl (1) 1P Hedthhlk

o (ATEE) HT SSH Vil i) IPv4 o IPv6 [ fid

o (A T HTTPS Vi) (1) 1P Hedtuhk:
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| ERAIT
ez ]

o (W) FT HTTPS i) #] IPv4 8% IPv6 BT M HEig
* DNS JlR45-4% IPv4 8%, IPv6 Hihik
o BN 4

SRR WA, B yes, DRAFIFNIRE, sEEHIA no, FEIGE ) 225 0 T SO IR
USRI VO ) e ) 3, TS AT AN IR s e FE S B2 Z AT AN MR, 1514 Enter

B,

il

DL 7= 48 H] 1Pv4 5 B b il 1 5 T

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup

You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword$%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

DL 7”548 1) TPv6 A5 H3 M bl 158 2 i

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": adminpassword$%$652

Confirm the password for "admin": adminpassword$%652

Enter the system name: foo

Physical Switch Mgmt0O IP address : 2001::107

Physical Switch Mgmt0 IPv6 prefix: 64

IPv6 address of the default gateway: 2001::1

Configure the DNS Server IPv6 address? (yes/no) [n]: yes
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DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch MgmtO IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6 value=1
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

17 18] FXO0S CLI
AL LA A N 042 1) 45 i 1 PP 1) 2835 R I FXOS CLI. i3 482 245 1) 5 s 1 R S WL 280 (i
BRI GRS BRSO SEOE W R R
* 9600 JHFFH
* 8 M AL
* AR
© LAME LAY
Tt 1] LLE T SSH A Telnet SKi4:4% %] FXOS CLI. Firepower 1] 4" JE#84E R 40 % S FF 8 > SSH Jf:
RIE. B SSH BH TR, 1575 B 401 Firepower 4100/9300 HLAH 1) 1ML 4% 5 TP Hudik.
ff F LA R iEvEos il 2 kil SSH. Telnet 5% Putty 31T 8 5%

B SSH BxX kNG

i SSH M Linux %3 %5 5% :
* sshucs-auth-domain\ \username@ { UCSM-ip-address | UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

* ssh -lucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

[l =7 FXos cu E &g/ 2.201)
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* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\ \username
ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

* sshucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
1§ ] Telnet M Linux 2835 5%«
)

B OBOABMW N, 2% Telnet. 555 M Telnet K1, EZ A E Telnet , 25 107 T,

* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-gqa-10
login: ucs-1ldap23\blradmin

* telnetucs-{ UCSM-ip-address | UCSM-ipv6-address } ucs-auth-domain\ username
telnet 10.106.19.12 2052
ucs—-ga-10-A login: ucs-ldap23\blradmin
M Putty 2 F i 6 5%«
o B ues-auth-domain\username

Login as: ucs-example\jsmith

A\

AR WA SRR E A, JF IS S0 KU &Y LDAP, &)
LU ues-1ocal\admin M Putty 2 )7 i G g A He R FE LB, T admin
SEAHK P AR o
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ASA BV A[ IEETE

AL SR BEB ATV AT, ST LA Pl SN BEVE RTHIE o 8 TT DU A 38 B ds il e e, AN
PR S WA IVF T . Tl R REBAE VR TT,  SE T LUEDUL 1 VF AT e A RS DA 55K

ER ATUEH T Firepower 4100/9300 HLA 111 ASA S4B . 5 KA 4 Firepower i By i 4t i
BRHTVFRT T ENE S, 1S (Firepower B HIHLOLACETRFE) ©

s KTHRRA T, 517 0

« BRI AR, B 20 T
BREATFVFATHER , 3 21 TT

o FREMAFVFATIERAN R E 5 21 L

 FCEE IR BRI AEVE T, B 21 T

o Pd B A eV AT UE B2 IR 458 FH T Firepower 4100/9300 AR , 2 24 1T

« BUEKAVFATUETIRE , 55 26 1T

o IR RERV AT, 28 28 L

o BBEAFVERT D S d S, B 28 TL

S T8 BRI AT

AHR I AR RERCA TV AT B AR St e

3

\}

EB KT UEH T Firepower 4100/9300 HLAH 11 ASA B #%.  J<WIfi H Firepower B 5 138 1%
FHATVFRI T TG S, 16214 (Firepower & FHUOICE TR ) -

i&E AT ASA B9 & g1 AT

XFF Firepower 4100/9300 HLFE L1 ASA N H, BB M-VFrT ML B 40 AWy, 70 BILE Firepower
4100/9300 LA 5 | BRI ] - adtA T

25 rxos cu B Em 221) [



ASA piFATEEE |

B =oaugmsnnes

* Firepower 4100/9300 LA - 7£4 BE 5 | S HC B A7 8 RE R AFVF ol BEmt i, B4 0 T 5 VP rliE
WUR MU EATIBAE 1240 Firepower 4100/9300 AL A £ Jo 75 ARV w]UERI ATI24T

N

ERE OHUM RIS AT SRS R AR L A [ B 3 eV P 50

© ASA N - FCE NI R B A VR A IERAL .

e E RS

\)

TER AW I A ANVERTUERS, AT EURPR BE A B s ooy FLh AT 3L
https://software.cisco.com/#module/SmartLicensing

A RE AT B A, T LUV A R

PR

mR

BEE

WARGEEANS, W A R DLBRCERTIR T . R B B, T DU
(LA

BRAANTEOLUT, VFATUEASACZE BN 7 ARV RIIK 7 o 7E bk - 9 B 51, 8] DAIE BB S A i f
A 1 | P T D s 1 D A M = /A= R 2 S G BV I A 17U Y S N W R =Y /K= 8= N
B IERE A

Up SR PR Ve 6 JE I ) LI LG M B VF rEAUAC LR, vl DAE & 25 2P ]

KAV AIET B

0

DERSHR

RIS T ¥ 2% T2 A SRR T G207 ) LRI, 8] DU R M BEAS ASATE KK AVF AT IE . K AVFA]
TEANTE B AV M VA EAUR B« 55 PAK VFRTIE—HF, 18454 ASA S — ANV Al - 22 VFnf
EEH . 5 PAK VFATUEAN IR, SR8 5 RE SRS B AR AR UR S B VP e o 8 m] DAZE 52 B4 i
VA 5 7K A VE AT UE T A A 2 (R AR A D) 36t

fsnT LIRS T ThReMVF AT iE :  HAT i 2 AR EE bRl 2 VP n RS 8 i VF el iE . VP liE
1t Firepower 4100/9300 HLAH LA #E, (ARILTEEIE K ASA FLERH, CUE ASA RVFEHEA].

USRS A T BB W TEIBEIY T LR LKL (VM) T2k SR M AT e P
P TR IS 2. 4 TURAROUR AESRAE TR DRI TIE, JF VRN AT A R SR s B2 0
ARG o LA TR S W 8V TSR DL A RO VTG T DL A 7
FENNCL PESTEE
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

| AsAmiFmiEeE
mennremnrmiongs [

— BN HOFREZ DN 25, BT EAE T B IR Bt A8 2R SSM-E &L T 0T AR 2
fE:

o PO BTN AT IE

« AR A IVERTE

© PR R SEARZ T AR VR AT IE

ARVEAE R, WS R RNk By 1L LR e i P s TR 22 e I B AR .

1= U P B IR AT ATIEFIS &

A REARIK - iT DA P 23 MO 45 10K P A VF TR S A RE4% MUK P R VP RTIE A e 26 HEAT A B TR
ity BBV RTIE, AT RO A AU ™ A S AR A (VR AT IR S804 W] AAE R JUK 7 2 ]I
B

X Firepower 4100/9300 HLAT &3 W A ¥ &, MHLAT P ) ASA N 238K B AT iE. #lan, X
BT 3 N AL Firepower 9300 LA, HURTE A — A8 #%, EREER 3 NI VF T E .

A& IF AT E
Firepower 4100/9300 A4 S5 A0 2 84 1) PEAS 17 AT IE -

* BUBZLVHAS B - 71 Firepower 4100/9300 HLAH [l VF R UEBUR HURVE N 2 07, 25 7E P iz
1790 K CRMEHED o ASA TRUbBIA FIGIEE REF e A, AR T ERIABERL. Mk IR 45
W, Firepower 4100/9300 HLAE 248 A A4

o FTRAUAPEAE I - 78 Firepower 4100/9300 HLAH [ VF ol UEMUR MR M 2 f5 80T LASREEE
T VPG VF AT E, JE AP IX SV IE 2 FL 4y ASA. 7E ASA f, nl R T RIZAL. it
T A T T 5 P KA < A e Sl 1 O R B R 1 79 ' /NG R AT

N

IR RIS RS (3DES/AES) IV VTR AR AVE R IE SRR

R
BN EERERE
AHY ARSI 0T 5 B R P PR
WEIEMIANShE

XEFREA AR, 0T DAEE 2 . BROARSOUR, B A RO 30 K. B R LA 2
VEMPIUAHURTI, AL ID ORI . A B E I, 0 mT LB EEHr -4 h
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http://www.cisco.com/web/ordering/smart-software-manager/smart-software-manager-satellite.html

ASA piFATEEE |
B sempmsnmn e

FESERO R AT WU L T AL TS S MR AT, ZRHUAR 2 1 LRIV T REAS R BRI A7
Jibo LA & R, VERTRERUR DU SR — SR IDETS, J LA 5V i EATR MU 2 1 1)
. MEUETAT 0N 1 4F, (BATE 6 A AP

S ANES AR ER@ S

BEERE 30 RS VPRI IEAUA MU AT IR . WERISHE R RERAH A PR b AT S0, 0wl BURI B e 6 -
WAL DSBS, o, thn] LA a4 v RIE LS

AT LA RCAC E HTTP ACEE,
Firepower 4100/9300 #LAH w20 n] LB 407 in] HIEM, 838 22 /D] 90 Kt HTTP A n) H Ik
Mo VR PR IEAS BF 30 RIFAT—IR, (U & BA %R, Wak2iair 90 X, AT
Al E5ERGE, ARV UEMUR NN, 5 W e 5 BRIV v UE I Dh e A T
OB S O, (HERAE AN SZ 5210
AEHIRTS
WAL MEOL Pl RES b T A SRR
o AT - e AN o] B9VF rTUERY o
o VERIUF R - 243 a) A Bl e S ]
o WA - 2B TCIE T W)V T UEA R HUAL DL HT SRS 52 B
BLIGUE IR - R A T BB A A HUIRES, 40K Firepower 4100/9300 HLAR 411 1E 544 FH 452 AL
5 Remk - o AR AT LA
FEAGHORET, Tovk s o R RV r UE M S RERC S, (HEEASZ . N, FEAnEr ol iE
PRI A BT 0 Ak 221217, S MESCEATIECE, (HCiER A s .
Smart Call Home E#lii& /i

ERINEHL R, Smart Call Home it & SCHA T-45 € A AT UEA & WA URL [ FXOS Bt & d. I8
FRUEECE SO TR, VR UEEC E SO R ME — A B R U VF AT IR AU A AU B H ARl URL. B
3RS R TAC IR R, 5 WA Y 3 S04 T E AR LA URL o

0 &btk fH 3 Y A2
SN PA F s
* TR ANFEAE T Firepower 4100/9300 HLAH L[ ASA #5145 . 4 XU 24 Firepower &,
TN SR B B A AT VAT DT I RS S, 1620 (Firepower & FEHULACE SR ) ©
o FERVRHE RERCIHE PGS AT Tk
https://software.cisco.com/#module/SmartLicensing

WER B BATIR S T A IR DL BRI T o R R B g, T LU B
AR
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

| AsAmiFmiEeE
agmarmen [

JBFR 95 TARAS K 1 AE MR, XL, B ERmRNBRARER TR
?EE%HE’JJ?‘* ATLEVFRNIE 2 R 1Y, (R 2O e AT I 204 BE AR VR TR P

o DR T MHUAT VS 1) FLIBEI 35 ) HTTP AREE,  DAEHUAR REDS U [ VP ] UERUR ALY o

* liC & DNS kg5, LAMEHUAT B MR AT VR T UEMUR A LIG (R 24F5 o

o BCEHUAR I A] o

« fEBCE ASA YFRTFEALZ W, 1E4E Firepower 4100/9300 LA L & 21 A B H 4 AT JLAH i o

B R VR AT E N

ASA i fEsE B ANEE R IE ™

£/ Firepower 4100/9300 HLAH AR 200 E M 2 VF AT UEMUR AU 88 AR AR SS28 v o Sl Bh i & AN 2 7 2R 40
ANEAS o X6 TP A AR RTAIE 200 A AN B LA A S B ) 2 P IE

BRI RTRIEOARE

Firepower 4100/9300 HLAHERINAC B ALF5 444 “SLProf” ) Smart Call Home Bt & SC4F, %301 T4
SEVFR] AR HLASF) URL.

scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

o & EHA & ge i 7]

P RWP AR AU, #0] DUERERCE HTTP AREE . S VF nlEAUR MU R, 20
Firepower 4100/9300 HLAE L4 AR Ge A VE AT UEK 73R4 IV M4 1D

UK

$IB1 (i) BCE HTTPACHEL , 55 22 1.
L2 )V UEAUR N IRITE M Firepower ‘2 4x % 4%, 2 23 TL.

25 rxos cu B Em 221) [


https://apps.cisco.com/Commerce/home

ASA piFATEEE |
B o mawmers

(AJik) ECE HTTP (KR

RS I LR HTTP AREEHEAT BB Uy i), U DAZ004 B ek 14 Al B B AR B b k. BACBE—fi%
B+ Smart Call Home.

)

B OASZERAFMHTTPACH .

UK

S 3 HTTP AL

scope monitoring
scope callhome
set http-proxy-server-enable on

T

scope monitoring
scope call-home
set http-proxy-server-enable on

i
g
N

BEAQHE URL:
set http-proxy-server-url ur/
Forb wrl SEACEE IR 5545 ) HTTP 5 HTTP ik

-
set http-proxy-server-url https://10.1.1.1

2Ly

PEBI WE I
set http-proxy-server-port port

Tl

set http-proxy-server-port 443

SRR A WX

commit-buffer
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(ATi) IR Call Home URL [

(AJ1%) f#IE& Call Home URL
A8 FH LA T2 M B 4 i i & A Call Home URL.

UK

TR AR
scope monitoring

I 2 T\ callhome 70 [

scope callhome
I3 A $k SLProfile:

scope profile SLProfile
PR 4 BIoRHFFR:

show destination

i

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

LIRS MR URL:
delete destination SLDest
P6 LTI

commit-buffer

‘ N - 3 - I—‘-l A\
[5) 1% A] UE 77 A& #1440 ;£ A Firepower £ £1% %
73} Firepower 4100/9300 HLAE I, VFAJUEMUA ML 234 Firepower 4100/9300 HLAH 5 VF vl kA&
MU A B S K ID AEPB . &2t Firepower 4100/9300 HLAH 43 Be A MY () ESLAbK /o 05
VR — IR RS o AE2, 0 SR TD TS B T A5 o 8025 D ORI g 20 30, UV i ) i o B v
At Firepower 4100/9300 H14H .

UK

W R R AR R BR AR B LA, DKL Firepower 410079300 ATLAH S In 21 1 i FUAk
TR R B2 L
A R A R e A4S BEAS R SR M TR E B, 62 CERP e R 2 2 TR ]
F¥REEY (http://www.cisco.com/web/software/286285517/138897/Smart_Software Manager satellite 4.1.0
User Guide.pdf).
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http://www.cisco.com/web/software/286285517/138897/Smart_Software_Manager_satellite_4.1.0_User_Guide.pdf
http://www.cisco.com/web/software/286285517/138897/Smart_Software_Manager_satellite_4.1.0_User_Guide.pdf

ASA piFATEEE |
B m=E=airTEn 2S5 /AT Firepower 4100/9300 417

$1® 2 1{E Firepower 4100/9300 HLAH 4 AE 4«
scope license

register idtoken id-foken

IR

scope license

register idtoken ZGFmNWM5NjgtYmNJjYSOOZWI3L
WE3NGItMWJIkOGExZ]jIXNGQOLTEON]I2NDYx%0AMDIZNT
V8N3R0OdAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKML
g3R3dvemRDS0AY29NQTO0%$3DS0A

PR3 ERJRBUHTEM R, TERIA
scope license

deregister

%f Firepower 4100/9300 HLFE T A9 25 K R IHBR B 4 - RGT 2 M BR ¢ 2% L 10 BT A VP nl UER AR LHJJ
e n] ey B VE MK A 6 Firepower 4100/9300 HUARRE MG I HIE . B, o nl DL RESH4
AR e o

SRR A ZEEE D UL PAEDE AT e EREAL HRA
scope license
scope licdebug

renew

BN OUN, IDUEFRE 6N H Bah o, VFalERAURE 30 K EHr . R i TLIC A ¥ ] A7 R
S AE BN RECATAE BE & rP AT TARMTVE AT S, AT RE SN S A T T3h SR

B & & Be1F vl Wk 1L & Bl 55 %8 F T Firepower 4100/9300 #/1 58

BL N R W A & Firepower 4100/9300 HLAR LU FH T BE Vvl HiE A2 IR Ss 28 .

FiaZ |l
© WAL RRER AV AT A 5 5 20 TR A (M BITAT AL B AR A

* M Cisco.com F&FHEVF A UE B2 OVA U, F4E VMwareESXi 457 b 2 2 FC B 6 S0 A
BHRFAGEE, ESHE (e s DA 2HEm) .

© WURGEOERAUEHE, THHZRUL R R A
* QU PIA (QIEEHPIIA , 5 117 D),
© PR QI MR (AR T A s A AR R . 28 118 1D,
o R BEUEAS S SR A BIE AR S BB AU, DUME N S PIASRBGIE F 8 -
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https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

| AsAmiFmiEeE

Nl

R

BL &8 881 WHE T £ AR %5 88 F T Firepower 4100/9300 #1535

ﬁj’(#ﬂﬂ’fm;u\’ i%ié%l‘fﬁjiﬁ:@\ %EH*H ,fL/EE‘“.\ ’ ;—TE; 116 BIO

¥ DRSS 2% % B4 Callhome H b
scopemonitoring

scopecall-home
scopeprofileSLProfile

scopedestinationSLDest

setaddresshttps://ip_address/Transportgateway/services/DeviceRequestHandler

AP EAE R

a) HEANZER:
scopesecurity

b) B G AT AL

createtrustpoint trustpoint_name

c) NS RFREUEBAE . EE: UL AUR A Base64 4 X.509 (CER) #3X.

setcertchain certchain

5T certchain 22, AT MR 3 FIE 5 42 b £ £ 44 P A5 IE H 85 B

WRAE A AR EIE TG R, RESTREAE T EGE SURUED MU L (CA) FIIET R
11— RIMGAT . EEBAG RN N 1T, %N\ ENDOFBUF UL5¢ BidfE .

d) BRRTHE:

commit-buffer

IR

firepower-chassis# scope security
firepower-chassis /security # create trustpoint tPointl0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkaghkiGI9wOBAQQFADBOMOswWCQYDVQQGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
ClR1c3QgR3IJVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBsZS57b20xHzAdBgkghkiG
IWOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhvceNAQEBBQADGY0AMIGT
AOGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvVIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1Q3jbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJITA Bgkg
hkiGI9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9%asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0]j6
JtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgZYwgZOAFLINtcEMyZ+£7+3yh42
11do3n040XikdjBOMQOswCQYDVQQOGEwWJIVUzZELMAKGAIUECBMCQOEXFDASBgNVBACT
CINhbnRhIENSYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIE1uYy4xFDASBgNV

VVVVVVVVVYVYVYVYV

2%} FX0S CLI L &5 2.2(1) .
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> ENDOFBUF
firepower-chassis /security/trustpoint*

ASA piFATEEE |

BASTCOVUZ21uzZWVyaW5nMQO8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/zANBgkghkiGO9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi1042z42/39Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4d
PROvxGc40whuiozBolesmsmjBbedUCwWQgdFDWhDIZJIJwK5+N3x/kfa2EHU61idlavt

# commit-buffer

firepower-chassis /security/trustpoint #

PR3 UEBMUKHUATE M Firepower 4100/9300 AILAT G 25 B4 m) VA UEMUA LA W Firepower %242 5

, 23T . VETEE, DINEREF U

B K AN ATET

&R LR Firepower 4100/9300 HUAE 3 AC— AN K AVF AT IE . E3E F TR Fo VA AE e g EANSZ vH 2B )

\}

HuAE P AR AT AL

SR E% TR R SRAD A SR A R

P i

FETFURZ T, RS20 SR AVFRIIE, A fi
AVFATIERUR o« RSS20 B T RE 2 i

EFER RERCPT A B FP AT o IFARDTATIIR )™ #R et HE Al ]
s VEA IR CIRA D RHILHE

RIRIKAVFANE

PL R R 4047 4 45 14) Firepower 4100/9300 A/LAR 73 Bt 7k A4 7T HIE

UK

M FXOS CLI Ji JH V] UE T B -
scope license

enable reservation

K 0 B A VE AT UETRUR «
scope license

scope reservation

AL TR HAE A

request universal

show license resvcode

e ARV R HLES T TP ) “ R e
5%'3 Licenses #£I5 1<

[l =7 FXos cu E &g/ 2.201)
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Qe Qe
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D

S Sk

N
S
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(AT

i) EEkaraiE |

https://software.cisco.com/#SmartLicensing-Inventory

Licenses 2510~ 57 5 B8 IE Mk ARSI I A BIAT VPl e RIEATR A o
miili License Reservation, Jf7EHE 8 A B fH 10 B7 HHIE AR .

117 Reserve License.

BRI PR LU o SRT DAR O A R LR BTGB . MR A e B s
VPATIEEL AR T HPIRZS

W ARAEARF £ License Reservation 2411, U MK SBUE K AVFRIIETE o AERXFEOL T,
JS A P 7K VR AT UE T B 1 R0 i N 3 1 4 REVF PTIE AT 4

F. FXOS CLI H1, i A\ VF Al i
scope license

iy N TR YO -

scope reservation

By N FZRL

install code

&%) Firepower 4100/9300 HLAHIN CL 58 423545 PLR V7],

1E ASA % FR T DhAERZRL. iS5  ASA FZRCGE T LS 2R,

iR 3 7k A VF AT IE

URAS P BOR AV RIE, U] DL RE R L IE SRS  BE AT B . WSROI AT
DR, VFARIER RFFEAPIRZS, JCiAE AR A

UK
11 W FXOS CLI A RIS
license smart reservation return
Firepower 4100/9300 LA <3 37 RIAR AR SRVF nT I AR “VR-AL 7 IRE.
SRR 2 AR AR B T A FXOS M M 5 & bR IRAT (UDD), SXFERT LUK B FXOS 5491 -
show license udi
W3 Vi) R B A AT (Smart Software Manager Inventory)” BE4%, siili Product Instances i 1
R
https://software.cisco.com/#SmartLicensing-Inventory
HIE 4 Al AR IRAF (UDI) # R %) Firepower 4100/9300 HLAH

25 rxos cu B Em 221) [


https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://software.cisco.com/#SmartLicensing-Inventory

ASA piFATEEE |
| T

SIE 5 EFE Actions > Remove, £EAEHEEAN A IR IEAHT

$12 6 il Remove Product Instance.
TRV AT UE BB 3 21 ] 3t

BT TG ARG A RWER | 3801 Firepower 4100/9300 HUAR I TE4I{5 S, 162 W H81 15 3)) Firepower
4100/9300 HLAH , %5 91 HL.

Ik {79%ED0 &8 A M
.El::. EE% Hlf.ik'ﬁ:lq:ﬁf
WES R LN Ak BB VIR S
* show license all

N REBAFVRT PR BREACEERRCA . UDLE R BREMILIRE . 2R RS, AR
A& VPAUEBAE BRI REACRAE S5

* show license status

* show license techsupport

RERKFVF AT [ SRiE 3K

LHEEA TR FEERA EER
[fil 7] Firepower 4100/9300 LA (LR | 1.1(1) TR B RAT AT, ST LU SR B
REBAFVE AT VERTUE . R REVFATUEA S E P21

KMo AT DU A TR E ol FH e &, 1
K‘ ‘Efi’ié‘mﬁﬁﬁb+77%)§ bR
RESAFVFAT, ﬂ:TUEMf@T%@ﬁT
ﬁﬁfﬂ 1 /ﬂﬂlﬁﬁ?k RV AT A
£ Firepower 4100/9300 HLAH 4 #1541
LR 5T

FTATGINT LU fir4: deregister.
register idtoken. renew. scope
callhome. scope destination. scope
licdebug. scope license. scope
monitoring. scope profile. set
address. set http-proxy-server-enable
on. set http-proxy-server-url. set
http-proxy-server-port. show license

all. show license status. show license
techsupport
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o [f0 ) ARG R R, 5 31 T

« RS IAETR S, 5 32 1T

s M, 253400

o MBSO UE FH T SR L SO, B 34 T
RN G D IRUFRS , 535 1T

o BUESTHEER . 537 0

o FLE AN IG5 37

o I FEA O ECE Mg, 5 38 L

o OAH BRI AE P R S h R A A, 5 39 T
s WEBRARFRE AL, 40 7T

s MEMERHBERES, F4 00

o PV O ) o ) e R B MR, B 42 T
o FUE R NEIAKC A A, B 43 T

o RSO E TG ORI B, AR 43 1L

o FoE SR Sl 5 44 T

o QA PR, 25 45 0T

o MIBRAHUH Pk, 26 47 0T

o Wom A kT, 5 47 T

o T BRACHL GBS UE I P B Dy sl sk, 5 48 L

Rk A
PR P TR R Ge . Rt 2 vl IO A8 N AHIH ik o REAS T IR P A U AT ME— R 7 44 A

.

B FX0S CLI Bt E¥55 2.2(1)
|



B @emrzns

SR

I
s
o
=
T

LUK SR B R, JF HIGVR S B . ik R g B B R ik T OF R AT 5
Ro A HK B OB, B IEYI IR ROEBUE h kP .

LK IR AL TS SRS, I BB JoiRR B O R Bl B AR SR A

e m
=

poi
peagie=

51

==

i
\—H

A BRI IERI A P IK A

AR By B E K P BB HURREAT S S0 E, I HLaT DUH B B 01 5l AAA BRI AT P
%Fﬁ%“% — BRI R T AR, 2R R . CAERIASHUAL ik B AN C B

SR EMIER . WEREE R I AR A ] ik, bk R B s AR A, HRH
Wﬁmﬁ(@%%FZﬁxﬂ)

I S8R B Pk P
TOFE G Uy I IE 16 FH Pk P 2 84T 8 15F LDAP. RADIUS 5% TACACS+ HH47 5 43 B iE [ FH A bk 2

QSR TR A ANk - R R P R P, DUIAEAS 3t P i v SR A €K 7 i AE R 2
KRR A .

A RIS G 55 UE - S ) DA K o P B RN B A 5 A B UE AR SR P PR 5 6L, TSR R &:
R

o RS EAIEFR S IR , 55 32 T
* NCE LDAP $24EFE 7, 5 129 10
* fid'®E RADIUS $2{LF2)F , 26 134 1L

* fid'® TACACS+ #AtREF , 55 137 1L

F R A R 2 HA
RaT DABC B A K P AETUE I TRl ) M 2E RIS R, RS2 ik
ERAEOL R, Rk A2 2.

A0 Rk B BRI H 1S, iRk SR G E D AN . AR, S RT AR I TR 1
i 1 H

I =) P2 BiE S =

JH P 443 Firepower HUAF S FL# A FXOS CLI %t ID. 4 85k 1D SRR 0 I, 5% 1
LI 9 U Al

C B ID WAL 1532 TR, RO A

- (LR R A
- LT
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« CRRIZD
- (ERIZD
«. (D

© B3k ID WAME—.

B ID DAL FREFRF I o AN RE LB BURF IR AT S, Bl R .

« B ID XA KhE,

* AREBIE 2 EL T 5k ID.

< QIR PR US, ANRE S OSSR 1D IR ZH i, GIEET A ko

TN |l

[iz1) r'ﬂ =% Egﬁg?aﬂ- ,%)“JJ
SR AR ACHLUE (0 05 B AT . AT 0 B4 o AAA PR FE 5 AT LR e, DAY
FE P S T AT 3 B R 7Y I SR RS O, DULREA P20 0 0 T S8 51

SEVUREAS F P AR AR i i o A SRR A B 3 B0 AR O P 7 SR S s AR &, WU Firepower AT i 45
TER G AR AT 15 LU T ZOR AT 2 5

o I E b 8 NTFAF, % 80 MR
~

AR ROTLOERE RS ERCE 15 AT GrAMNEIEKED M#EE, DRF&E
bRHERE R . ARPEM R, IS R B NEE R &, 5 43 T,

D (R S AN 8 S
© BIEE B AN FRETRT
o BIELE BN ETRECE RRD P
* AREQEIELEE S 3 IKINTAF, Bl aaabbb.
1300 = A LUEAT - FIE A R I 2L 5 57 BE, 911 password ABC 1}, password321.
* AP A, s AR A
o DAZIUE I B B i A Ay o 9T, RN AT DL A ] L]
TUNFS: § CGEnfis) 2 () M= (585) .

o ASHIUT AN B BRI RS AN

2

53

A
@

ap
He
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B cesnwirssEn

TiE SR IIEE SR N
RN S RER T FE B I RSS2 — L E R SE, W0 Tz RS I3 L RE /7, LA Firepower
4100/9300 HLAH REWS 5 RGMATIA . T AT Js W52 H P 424
TR SR IIERR S HY F P ik P
FH Pk o] BEAEAE T Firepower 4100/9300 HUAR A ml 320 B 5 43 56 A1E iRk 45 %
YT LA 5 Firepower HLAN Y FLE$ B FXOS CLI H (1328 725 453 I0AIE IR 4565 5 O P (i et 45

o

ERRSMEIERSFORFAAR

WERAEGERE B Oy Bk IR 52 v B Pk o, L Zit Rk /- 6045 H - 78 Firepower 4100/9300
U TAEFTR M, JF LIRS i) 2Rk FXOS 8 H A FRAHUCED . AR A €0 e ms,
RGeS FE sk, S dLEE T R .

mESH IR EF AR ES

X7 RADIUS Fll TACAS+ BU'E, #0207 FH i ik 308 5% 2] Firepower HLAHE #4581 FXOS CLI 1)
REANZEFE B WA LR ol Firepower 4100/9300 HUASECE — N @ e 0T 7 @ M A6 20 e
2535 FH P ) A 0 R0 DX ek 4 A R

&G, FXOS $4T LA #4E
1. EHEFE S  HAE RS

2. WHAFH .

3. WERAT QIR R A BCAT I A N DR

TR FXOS SCHRF RSy RriE 3R fERE e i 1 P R R 2K He R

SRR

BEXEM®

ES N

B ID EX

LDAP

CIpv

T8 AT UL REAAT LA 1

* IHANELY E LDAP
HE, BEFAE
SKRIPEAT I AATH
JE

* §"Ji£ LDAP 5%,
S FHME— 24 FK (41
4N, CiscoAVPair)
Bl | oE gt

Cisco LDAP 52 it i
unicode ZEHYJm M.
Rk
CiscoAVPair HE X )&
P, TEH LT E R
1D:
1.3.6.1.4.1.9.287247.1

LA R B s i
OID.
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mieanwiresEn |

SRR

BEXREMS

VES N

B ID ER

RADIUS

Cipd

sy Ok F AT DL T #
ﬁ:‘Z*:
IHANEY R
RADIUS %, ¥
1 A ZR AL
HARMAHEE.

* §"J& RADIUS J7
%, I ME— 4K
(i,
cisco-avpair) fill##
H e gtk

Cisco RADIUS S i (1 it
MR ID 4 009, J& P
LR R ID 24 001,

AR LR s,
RIEFEA)# cisco-avpair
JEE, TR 2
FAA X Ja
shell:roles="adnin, aaa"
shell:locales="11,abc"s
fEHIE S “.” A7 RE
ARG FRTT

TACAS

WY RETT S, T
ZFx cisco-av-pair 1]
H e gk

cisco-av-pair # F} /&
TACACS+ 2L P
g P ID 75
DU, fE
B¢ cisco-av-pair J& 'k
I, ffardeE 2 AN H P
RER I
cisarairgellioles sain
aaa"
shell:locales*"L1
abc". fE cisco-av-pair
JE PP S (%)
B DX bR o ml eI,
DAE G A5 FH A ] 4 473 56
RGBSR oAtk R
&A= E T AT
A5 F KA S 4 A

> AN TENIER

LDAP A F B £ #4975 0ID

PLUF & [ 5E X CiscoAVPair J& 1k (1741 OID:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X
objectClass: top

objectClass: attributeSchema
cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X

instanceType: 0x4
uSNCreated: 26318654
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HARfat&

attributelD: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

AGBELUTH A
=g

FES DN RGEM B E U BOATEOLT, BRVE LGk 7 Bt/ o, AR .

a0
i

X RGHE AT R, (BB SR GIRE .

I

-
FSINTPHCE . FT 2 6640 ) Smart Call Home it B FI R ZE H & (A3 R 48 H & MR 55 2 Fl e )
HTEEE Vi) . X ARG H A4 B BT 1) .

AAA EIB R
XS MO AAA TCEREES V. XRG40 RIS W

N AR B UE P R B R B & S

B NE ST 5 T A B A B0 E P P85 B g Sk A SRR e S e TR) [ B s P AN BE W RS A
M B 47 BRAIE K 4 R A B R G 3P
TR IR

R Al T AR L EAS B A R S AL R ). BCE s PE)S, Firepower
HURG foc 2 1T AL fil A 3t S 0 B0 L (0 PP SE R 100 15 ANt o 3 R A 10 - IF ) I3 L A4
B B R AERT  IXAE ATRf DR 2438 21 B S sk v K B a0 S A e I ) 3t

FIP s BB A HIAE B 5 g Sl vk BOoh BC B K B 80, s A REE R . B, R
TR g Sl SR BB 8, AML S IR UEHT P VA BT AL AR — A, HR LA
W41k

BRINE DL, S0 D SC SR BB 00 AZAEAE I D Sk v 4, VR B I SR A P LA I (1 1
DAY WA BE, AT LA R AN I 5 0y B0 E A0 FH 7 B85 65 g A sk O SRR AR ] S iy g

[l =7 FXos cu E &g/ 2.201)



| mremE

05 B

sizeicannirns |

A e A B ARG, T A B A 1l B 47 6 I ) P AR R S /D IR RO RES EAT (R R SR kK. TR
J

2 R B A O ) A A e L T

password change allowed)

JINHSE B P B A S 5 4 B T
()20

AT LAFREAT T 1 F1 745 /NI 2Z ] HY
TCE ARG . BOATLR, JCH
[aIRE A 24 /NI

18] s B & ik i
ARVFEE TS (No | BRI R VFES S SR AR E | B4, SEAEAH 5 gy 06 UEH P 5

BT 48 /N P BELL S B,
HEAT LA F B
~ A L ) ) L A
* W TR 48

Fa G S p wa s T
4 (Password changes
allowed within change
interval)

WG I TR A A B B 473 B6E 1 FH P 1
SN A TR SC IR B P AT DA B 4 e
KUHL

AT LLFREA T 1 F1 745 /NEF 2 T8] )
KRB, AR 0 F1 10 Z R
B REM . BB T,
FOVFA L B 3 B0 K FH P AE 48 /N
(V) b P e 22 B O 2 IR

. EAEA G 05 E ] SO
HHJE 24 /NN IR 2 SOVF RS
B, TEHT LR B

o HEAE IR B 3Y11A) B e 0 A
< RO E Y 1
o K B ln] B i B 24

1 EOA S92 0 IE AR 55

UK
7 AR PN

Firepower-chassis # scope security
P2 BB 2 2R

Firepower-chassis /security # scopedefault-auth
FE3 e A S M IRE:

Firepower-chassis /security/default-auth # set realm auth-type
P auth-type I UL BT 22—

* ldap- {552 LDAP G150 4F

* local- 47 7€ Ay 5 3 56 i

* none- FLVFASHUI] ¥ 5%, oG 1R E # Y

* radius- 5 € RADIUS &/} i
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B aszisnnirgs

$TIE4

Nil

1

qE(

2V Ak

* tacacs- 7 3 TACACS+ G351k

CRIIED  HREAHSCIR PR IERE 4L, WsRAT :

Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

CRIEE ) DIl (4 P 46 S WDV SR PR 5 KN T ] e «
Firepower-chassis /security/default-auth # set refresh-period seconds
FRAE N+ 0 M 600 Z HIHIHEE . BRIME N 600 £
AR e RR ], 0 FXOS 250 Web 23l At TARE SRS, (ALK b 1h.

(AJig)  F85E B ERBIHTE KIS 42 FXOS Ak Web 23 1% 45 A ) f52 1IN 1) [ 5% «
Firepower-chassis /security/default-auth # set session-timeout seconds
55— T 0 A1 600 Z K14 BRINE N 600 7.

iR Wi &y RADIUS 5% TACACS+ 4idsk 5 B XA 28 S B E, 155 FEIEK: session-refresh Fll
session-timeout AR, B Gt FEH ORI A b OHT AT S 4 BRI

CRTRE) REATK ) B 3 9ok 2 0 XU 38 5 A U -
Firepower-chassis /security/default-auth # set use-2-factor yes

R UK 2 B A8 B E H T RADIUS F1 TACACS+ i3 .

FAESTIRAL R R AL -

commit-buffer

T

DL 7- R BRI B il A RADIUS, CRAERIA S B S (A e 40 B 0 provider 1,
JE SR 22 SOy B0 AIE, KR TR B A 300 B2 (5 2051, il PR B E N 540 B
94380 , I HJG XN R SRk, K5, 1528155

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

[l =7 FXos cu E &g/ 2.201)
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masized ]

=gyl

# T LA FXOS CLI SKFR 2 Firepower 4100/9300 HUAR A5 < M F 23 1 2 /i SV P2 AN Bl 1 1) 1]
Bto Bn LG 2515 UL K HTTPS. SSH M1 Telnet 23 1% Bt & AN 7] i 36 & .

AR B KT8 R 3600 F2 (60 2381 o BRIMEA 600 75, ZAEH LS, 1SS 1HE@ A% E
0.

UK

HEN AR

Firepower-chassis # scope security

BEABRINFZ R & il

Firepower-chassis /security # scopedefault-auth

% E HTTPS. SSH F Telnet 231 [#) 45 R AR I «

Firepower-chassis /security/default-auth # set session-timeout seconds

(R BB PRI 6 2 1l 102 R I -

Firepower-chassis /security/default-auth # set con-session-timeout seconds

(%) BB SN SUHEN % & :
Firepower-chassis /security/default-auth # show detail

i

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

fio & 48 3 = TR B AT

Firepower 4100/9300 HLAH KA 4ot UGN # &, B RGeS EL0 SRR il 5 H P &
i, MAFESELEEMA . g B Dhae LA/, EHFIrE U CRFs AT
£+ SSH Al HTTPS) .

25 rxos cu B Em 221) [



B raerresrern

$0] LA B AT & 2 UE SR IE B A0 S5 TR o X SCVFEN AR T SR 25 HR AT H5 ) 6 46 25 15 i
N,@Nﬁ%EWWMﬁKm&HO

YN HBIE ERIA K 3600 72 (60 4344 , Al H FXOS CLI T . ZEAAR i, i 4antosih
B AE N 0,

UK

HEN 2 AR

Firepower-chassis # scope security

BEABRINFZ R 2 il

Firepower-chassis /security # scopedefault-auth

BB A S A

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

CAIE) BEE PR & 4] 2 T -

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

(AIE) BB 25 iE La ) 251 8 I 15 5

Firepower-chassis /security/default-auth # show detail

T

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

AmiZHPECE A BREE

BRINTEUL R, 104 ] LDAP. RADIUS 5t TACACS il A IZEFE M 55 5% 2 5% Firepower AL FH 4% 5k
FXOS CLITA 3 7 B e A iR, A b SR IVC I g v i) FH P A s e
(307 T AR

T DA ek DA 75 OA IR T S A € SRS«
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assign-default-role

B R R I B FE By S e SR R e ANRE D L iy (a4 1 By S A R, e VR A
MR B g sk

LEAERAAT
no-login

P Sl R OF Hm e 5 I bR S RE e AN 0 F P b O S I e (s B, HEa 151 .

UK

BEN 22 A

Firepower-chassis # scopesecurity

TR E ST AR F 7 £ (5 BRIX Firepower HLARE BEL2S 1 FXOS CLI (¥ H F i 1)«
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

FAESTIRAL R R AL

Firepower-chassis /security # commit-buffer

Gt

LUR 7R s RE P S B A e, RACHE 55

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

AR S MR R PR ELRERE

R T R SR A A, Firepower nI 3 JERAT R L A SUVE ] IEFE AT G sl ol WU () 0 (i
Z P I 1) RS R T s, 5 31 00

UK

g A BN N S W

Firepower-chassis # scopesecurity

PR 2 JRE A A O A b CAE ]
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Firepower-chassis /security # set enforce-strong-password {yes|no}

A5l

LA 7391 J P o s i FEE A 2«

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

RERAZIAERKIKE

AR VR S S R R RIS, an R IR, 24 Firepower 4100/9300 H14H
BiE— BRI T B . S B W S s KRS R, P S REgEE. REAS
WORFWH PR BUE B . XSRS — BRI R KB, AR A A RSB
o

PATLUR LB, Be B I K % X R

PR

* FERL KGR BRI ik (R LB SREBUE .

o BRI R S0 S BRI 0. (ERB I F KSR 8 S kB S, F P 9 RS0 805E BRI Ta]
KA 30 % (1800 #5) .

« AREE MNP BUERSAE R BUERERD B, W2 SR MERT T 80eRE . 9 41

-
UL

X A Ay S R S P30 F AR AR S P SR L AR 2 T — o B RVEAIE ., TS W 2 A AIES
P, 263 T,

312
M FXOS CLI Hf N\ 2242

scopesystem

scopesecurity

P2 WE R ARG SRR K

setmax-login-attempts
max_login

max_login {HA] LU 0 2] 10 2 [A] T 5440
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PR3 FE ARk B I N S8 SR R T AR GEBUE N TR L CLARR R B A7)

setuser-account-unlock-time

unlock_time

TR SN E

commit-buffer

ERMFRAPIEIRZS

X} ¥ 3 Maximum Number of Login Attempts CLI % i "7 7 I 55 K R MUE S 22 IR B2 5 4t Firepower

N
g
—

N
g
N

4100/9300 HUARBIE I, A LG ol B NS BR LBUE RS . AOCTEAE R, WS E R R

ARG, 55 40 T,

i

M FXOS CLI #EN 22 425
scopesystem

scopesecurity

WA I E R (BREBUEIRED -
Firepower-chassis /security # show local-user userdetail
il

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

CRIIED i BR 7 B R -
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status
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Fic B 58 48] bR BY B K B D BB UK X

T

$IE5

i

BEN 2 AR

Firepower-chassis # scopesecurity

HEN B T C B S A 2 A

Firepower-chassis /security # scope password-profile

IR T A s B 03 G AE P P 205 5 /) I B A B 50 i ) KR

Firepower-chassis /security/password-profile # set change-during-interval enable
i 72 A B 0 565 UE T 1 B ] 8 P T A S S ) e R TR
Firepower-chassis /security/password-profile # set change-count pass-change-num

AT LUZ M 0 F 10 TR
FRE RN AR TR B, 36 S O BB B4 (Change Count) 7Bt P TR & 11

Firepower-chassis /security/password-profile # set change-interval num-of-hours
ZAEATLUE 1 % 745 CRED FATRE.

filt, W% BsE A 48, BERLITEI (Change Count) B & Ky 2, A AHL & 43 0 11F FH F 75 48
/NI PIRAT R B AN e 2

FAESTIRAL R R A

Firepower-chassis /security/password-profile # commit-buffer

Gt

PUR 783 - “ 1] B 399 18] 58 24 (change during interval)” JET0, WSV E0RE N 5, B
(B BE v B A 72 /NI, I HARASAT S

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #
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BeEm/NERRKENRSES

URR F d /N E RS KRR A, WA 20 DA P i 5 B H K P AR 3.l A min_length
I 15, WL AU 15 A BCE 2 P AT S S . IRb U AE R S8 E T T St i HI ARy
MEG ML ARZ LT — o ARVEMER, WS ZENES I, 2 63 Ui,

AT LT AP B DURC B N R R A

UK

M FXOS CLI N2 4455
scopesystem

scopesecurity

i o /NI
setmin-password-length min_length
PR -

commit-buffer

N ERLECE T E e fR

UK

BEN 22 R

Firepower-chassis # scopesecurity

BN I A 2 A

Firepower-chassis /security # scope password-profile

SEFIAE IR N S Ll e -

Firepower-chassis /security/password-profile # set change-during-interval disable

Fi5 8 A iy 5 47 B UE FH ) A B SO 2 85 05 i A A ) e /D /N N
Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
BAEATLUE 1 % 745 ORI FATREE.

W ARHF Change During Interval J& 11X % 5 Disable, 1% 1] 1] 745 45 200 .
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TR KL IR R AN E :

5

Firepower-chassis /security/password-profile # commit-buffer

Gt

PLR 7R - “ R] b 3991) 52 25 (change during interval)” 630, 4 S e [A]RE B & R 72 /M),
PEATAT55

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

AcBZ RN EigxitE

i

g A I NN S

Firepower-chassis # scopesecurity

BN RGBS A 22 A

Firepower-chassis /security # scope password-profile

i 8 A ML AR B AR FH P 6 Z0 B i P I — 2 RO, AR Y, T R DA DA I s
Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZAE AT LA 0 28 15 AR A .

ERIELLT, History Count 7 BUR 4 0, XA REE P s vk £, 3]~ Bl I # e % 35 53 48 ] 22 Wiy
CLAs T ) i

KT IR B R A E

Firepower-chassis /security/password-profile # commit-buffer

Gt
PR 7 B e 152 % g S s vk B0 HARASAE S5

Firepower-chassis # scope security
Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5

[l =7 FXos cu E &g/ 2.201)



| mremE

sl |

Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

Bl 23 P ik A

UK

BEN 22 AR

Firepower-chassis# scope security

Uk )

Firepower-chassis /security # create local-user local-user-name

b, local-user-name 52 G SR P I EEAE AT AU A4 FR o AL R AAZIREE -, FF00 AL HT K A4
IR DR R A5 2 B 1) P 42 B0 4 32 st 265 30 10D

QIR G, AR SR ID. AR Z M ik, S ik
TRE A ik R e 2 B4R

Firepower-chassis /security/local-user # set account-status {active| inactive}
BCE R

Firepower-chassis /security/local-user # set password

WANZW: password

AN : password

USR] 3 A a0 SR 35 1, Firepower I 4 REHATF RGESAE LA AT AN 2
SRR AR IR (S 2 B i i 3 65 1K 50 5 26 31 00D .

CAIE) FRsE P 48 7
Firepower-chassis /security/local-user # set firstname first-name

Rl 4R ARk I

Firepower-chassis /security/local-user # set lastname /ast-name

(Al FRm ik 2T H Y month Z40E A B FRIIHT = AN 7Bk
Firepower-chassis /security/local-user # set expiration month day-of-month year

ER O AR RCER W H WS, JCER Rk FORTIC B AN . AR, SR DU R G
AP o 391 H 4

CRIIED 48 1 st

Firepower-chassis /security/local-user # set email email-addr
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$IR9

QIR DR =l VRN RS LR
Firepower-chassis /security/local-user # set phone phone-num

A7) 55 T TS T ) 0 SSH 24,

Firepower-chassis /security/local-user # set sshkey ssh-key

P BIBAA I T read-only (0, JF HICAGICEMER . 0 T245 e 4 1 AN Ba A

Firepower-chassis /security/local-user # create role role-name
Horr, role-name AR ICLe P ik IORLBR IR A 68 GES BN P Mt 205 34 50 .

R A OIIRREESHE R R OGS A A A AR 1) bk O A ek
MAINERBLA f ts L R, RSS2 iR 4RSS AR

MFH PR 23 BE D A €5
Firepower-chassis /security/local-user # delete role role-name

pap 4 BTl P BB T read-only fith, ¢ HUbf O T0iE MR .

AN

Firepower-chassis security/local-user # commit-buffer

Gt

DL /sl 6 4 44 0 kikipopo I K, J3 FHAL MK =, K358 fool2345, 4rHLe
B A, IR S

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

PLR /R BI G 44 4 lincey IR K™, 3 IR K™, 15 OpenSSH %8 LLREAT Jo %5
W, 43 aaa FEE M, I HIRAS(TS .

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuUo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
1aQB8X/PDdmt1lxQQcawclj+k8£4VcOelBx1lsGk51ugq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpPD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer
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Firepower-chassis /security/local-user #

PLR 7R BB 44 4 jforlenz I HH K, S FH A PR P, % & Secure SSH %5 8H LLUEAT JC %44
Yilal, I HARAAESS .

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
User's SSH key:

> —--- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEwcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpDM8HPh2LOgyH7Ei1MI8=

> —--— END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

il B S 2t B ik

7 A RPN S

Firepower-chassis# scope security
IR 2 MIERA I ik

Firepower-chassis /security # delete local-user /ocal-user-name
PR3 BRI RI R A E

Firepower-chassis /security #commit-buffer

5

LUR 7R Bl foo JH k™, If HARAAE S5

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

AESIE AR Pk A

B IUENATE B DL B AAA BRIV, A BERES sids FIAB I ik
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UK

BEN 224

Firepower-chassis# scope security

Bl SO B TR, BEAASHB ] 7 22 e

Firepower-chassis /security # scope local-user local-user-name

TR E AT R 2 T Bk S ARG BpIREs :

Firepower-chassis /security/local-user # set account-status {active | inactive}

R BN PR R RS AR,

5l
LU 74 3 FH—A~ 444 accounting [ ASH ] Pl F -

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

AR S I IERI P RYE RSN BIE R

UK

TR AL

Firepower-chassis # scopesecurity

TER2 HEANCHRE R AU 2 i

Firepower-chassis /security # scope local-user user-name

SR 3 EERCARE KT K 6 P Sk

Firepower-chassis /security/local-user # clear password-history

TR A KL IR RGN E

Firepower-chassis /security/local-user # commit-buffer
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Gt
LA R 7 0RE i B i g SLAL SRR AA T 55«

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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AR5 & 3

s KTWUGER, 251 0T
* M Cisco.com F#BR{E , 25 52 TT

* ¥ Firepower M4 R #:AE R GG T 22 Firepower 4100/9300 HLAE , 5 52 7T
© OUFWUR I SR, BB 53 L

* Jt4Firepower W REFRAE RG-SR , 26 54 7T

o AT AR A A USRS 453 Firepower 4100/9300 HLAS , 25 55 7T

o FEHPEE AR IRA , 557 1L

o [, 359 T

KT IUEEIE
Firepower 4100/9300 HLA 4 FH (I BLAG 73 oA PN HEARS Y .
A\

ER T WURHES rl i 4 BT R B A AR . 520 UMERT T B IR, RS S R

i o

* L5 HG8 4L (Platform Bundle) - Firepower V- & 01 j& — R AIZ1T1E Firepower 5 2 5 | 4 Al
Firepower R/ 515 I 2 A SIBUE . G HHZEE & Firepower Al R RGEHAT.

* W H (Application) - . FH & S AEE 22 2B/ 5 | 24 (7) Firepower 4100/9300 HUAR L35 25 I 1 L A%:
N WA b SR e B A SO (CSP) AT ASAT, 7308 B e iy 5 | 38 2 iy, AP Afi7e i
I &, 5@ RAOE, B TS R R Qe . 0] LLTE Firepower & 31 5 [ 4
AR AR R N H RSB 2 AN AN R RRAS o

)

AR WUREIEATHOT S WGP BT — s AN IS, AU SETH T B R
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. M Cisco.com T~ Z#R1%

M Cisco.com T AL 1%

M Cisco.com F#; FXOS IR WG, PUERH &3] Firepower H146

FHIa Z Al

B4 Cisco.com k).

UK

S LA FATE http://www.cisco.com/go/firepower9300-software B¥ http://www.cisco.com/go/
firepower4100-software.

ARG AL Y8 4T T Firepower 4100/9300 HLAE (142 F 4k i1 -
TR 2 APGE I RAEIRR, RJER L BA T S

1% Firepower A i RIR{E R F IR T 2k 2l Firepower
4100/9300 #/1 58

f AT LM FTP. SCP. SFTP 5k TFTP ¥ FXOS #{Wf% 52 %] Firepower 4100/9300 LA -

Fia Z |l

B 7 S A E SO LL M R B
o RONIEFE VIR K e 55453 1) TP ik A B 4 56 E S EIE
* FXOS ARSI 58 4 B E 44 K

UK

PR BN
Firepower-chassis # scope firmware

$£IB2 N4 FXOS HAmfs

Firepower-chassis /firmware # download image URL
LU EEZ —, AIEAE S AR E URL:
* ftp://username@hostname/path/image_name

* scp://username@hostname / path/image _name
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* sftp://username@hostname/path/image _name

* tftp://hostname : port-num/ path/image_name

TR TR, TERAT LT Ak

Firepower-chassis /firmware # show package image name detail

Pl
DA 7- B SCP s 52 il es%: -

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

S UERRIG B SE RS

KRB (KIS AN 52 Firepower 4100/9300 HLAR G, R4E H NS IEWUR K 58 M. AR E,  fEmT LU
FICAT 2 A5 T sl 46 e i 1) 5 4

UK

EREF) FXOS CLI (%[ Jj ) FXOS CLI, 26 14 71 .
HE AR A

Firepower-chassis# scopefirmware

Z HH AR «

Firepower-chassis /firmware # showpackage

LTRSS

Firepower-chassis /firmware # verifyplatform-packversion version_number

version_number & FAEI UL FXOS T &g iA S, #lin 1.1(2.51).
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B A Erirepower T RIBEFGT SABE

FIRE RIUKE S IR UL e 2L B

BN yes, M I\EAEGRSLIOAE .

FER6 R AMBRIE IR

Firepower-chassis /firmware # showvalidate-task

Ft4kFirepower AJ{ RiR1ERZ T SH#I4F €

FHia Z |l

M Cisco.com T & T & YL HAFEMSE GESF M Cisco.com FEMLG , 2652 T1) , REHILIG
%% Firepower 4100/9300 HLAH iF S #5150 £ AT IME T %31 Firepower 4100/9300 HLAE , 2
5550

pE

TH I REI 5 2 20 3] 30 73

W R BT RISAT AL Z AR 4 P Firepower 9300 2% Firepower 4100 RV AW %, 8H WL E T2
IBATHUAE A RE Y Firepower 9300 %44,  WITHR 1R AN Sl I i B 46

R BT & T NI L) Firepower 9300 2% Firepower 4100 R4 AV £, WITH A =
SIS IEE TR B (R, SR I HA B A K Ak S AR i

UK

HEHEF| FXOS CLI (S [AVi i) FXOS CLL, 55 14 70 .
HEA TR

Firepower-chassis# scopefirmware

HEN B 8l 2o

Firepower-chassis /firmware # scopeauto-install

%4 FXOS 15 gt
Firepower-chassis /firmware/auto-install # installplatformplatform-vers version number

version_number =18 IFAE L2 FXOS V- & IR I MCA S, 140 1.1(2.51).

ARGV B R AR R 2R A . e T RIS T 22 R N H S 1 € 19 FXOS P 5 A 2 1)
P AR . BAh, B ESE, TG0, (LMIA S HR &L, RENHERR.

N yes, HRNGEAREARELIGAE
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W6 G yes, WHIAEAIER A2, BN no, MUY 2R
Firepower W4 JEHAE RGHT RG4S, TH/=F A4
LB R RGRE, P B NEAE:
a) i scope firmware.

b) #i scope auto-install.
c) %A show fsm status expand.

>

BIZ 4R & AR 1% T 2 2| Firepower 4100/9300 #/1 5

AT LM FTP. SCP. SFTP G TFTP, K@ et P F (5 52 1 3 Firepower 4100/9300 H14H .

FHiaZ |l
WK B N E SR AR AR R
o TSNS UIWAR (1 IR 55 25 1) TP S hEAN B 43 56 UE SE I
 BAFWBSCIE I 58 4 BE K

UK

pz A RPN W

Firepower-chassis # scopessa

P2 AN A

Firepower-chassis /ssa # scopeapp-software

FER3 PERE A
Firepower-chassis /ssa/app-software # download image URL
U EEZ —, AIEE SR A RSCAHRE URL:
* ftp://username@hostname/path
* scp://username@hostnamelpath

* sftp://username@hostnamel/path

* tftp://hostname:port-num/path

SRR A EE TR, WEAT AT R AT

Firepower-chassis /ssa/app-software # show download-task
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B 5izin s 5t mis T 405 Firepower 4100/9300 17

$IES

IR

AEC NEMN, AT LT #HRAE:
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

LEFRFE N MPEANE S, AT Ak
Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

T
LA 7= ) SCP WSl & il et -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@l192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App

asa
asa

1 N/A Native Application No
5 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description
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PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default
Port Type: Cluster
Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

EHMZ AR IR F RIBRIR R AR

IR PR ASA N WAL TH R EHTCA, B8kt Firepower JuH BT A1 TR A5 2 kR A2 K AEVK S 37
S TS 0T IR Bl ARCAS

TERI UGB Firepower BT fHIZ 5 1 %% J5, B I0iEAE H Firepower HUAH 7 #2855k FXOS CLIJFZ)
Firepower BB 4 o EETF ) Firepower UMM HIZ 4R £, 18 20Ad H Firepower 5 #irh

o HRVEMFER, EZ (Firepower RERAYLH]) : http://www.cisco.com/c/en/us/support/security/
defense center/products-release-notes-list.html,

SIiE R, Firepower J8 B A2 5% £ AT AR] BB #0AN & [ BWLZE Firepower ML L2511 Logical
Devices > Edit 1 System > Updates UU[fl . {EX48 00T b, SRon R s TG4 Firepower &
JUMBIT AR e v 4 TRV R AT RROCAS. (CSP IR

FEVS T I ASA AR & LIS SRAR, ASA &THR B IZRA I K T BCE . IR AN E ,
FEH AR TAESRAE AR T 2 ASA JA Bl ARCAS :

ASA 5l I -

L S H A RS A WU RAS .

2. WIER B

3. A v LR TR .

ASA HUHTIEAERE -

1. BN E & LR SR A

2. fHNJE B B E B

3. WHSURIARE RS (EMNEBR A EREEIA.
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FHia Z |l

M Cisco.com FEEH T ZH & &M N HBUE (EZSHM Cisco.com FEMUE , 5 52 50 , R
W% S 42 Firepower 4100/9300 HLAH (7 2 4 12 48 B & WS T 28] Firepower 4100/9300 HLAR
, S5

WERIEIEAETIOT S ARG MR AT AN S NS, 6200 SETH T & R .

BEN A RS

Firepower-chassis # scopessa

Rt B h A LA ST ) 2 AL

Firepower-chassis /ssa # scopeslot slot_number

A4 U 4 T AR TR I T

Firepower-chassis /ssa/slot # scopeapp-instance app _template

BEE A BIARAS :

Firepower-chassis /ssa/slot/app-instance # setstartup-version version_number

AL :

commit-buffer

HIN RGN EATSS . NIRRT A 30,

Gt

DU 7R B 50T IEAE 22 e 1 B3z 4T () ASA A mUG . R, Er LU show Ar 4t

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show
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Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

[ 4 F+ 2%

i FH LR 06 2 B T2 Firepower 4100/9300 HLAH - [ 14

UK

S RIS A S 0TS http://www.cisco.com/go/firepower9300-software Z¥ http://www.cisco.com/go/
firepower4100-software .

REGUKGAE N 2% 4TI Firepower 4100/9300 HLAR I HAF T THi »

M Cisco.com #x#k, AR K& M [ 2F L 221 48 7] A Firepower 4100/9300 #LAE U7 in] i AR 5525
7t Firepower 4100/9300 HLAFH _F, HEAEAFEIA:

Firepower-chassis # scopefirmware

R4 K FXOS [ mu% N 43 Firepower 4100/9300 HLAH:

Firepower-chassis /firmware # download image URL
U EEZ —, AIEE R AR SR E URL:
* ftp:// username@hostname / path
* scp:// username@hostname | path
* sftp:// username@hostname / path
* tftp:// hostname : port-num / path
PRS LR T HOIRE, TEIAT DUR A
Firepower-chassis /firmware # show download-task image name detail
PEE  FESEHUG, AT LU fr & A AL N 2
Firepower-chassis /firmware # show package image name expand
PR AR fir S A A AR S
Firepower-chassis /firmware # show package
AR, RN AR A S

PIR8 TR
a) BEAH 2R
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Firepower-chassis /firmware # scope firmware-install

b) e P
Firepower-chassis /firmware/firmware-install # install firmware pack-version version _number

AU IR AL, FEIE ARG UE R v] Be 7 2L B A BE ST

c) Aiiliyes 4kEEHGAE .
WA IIETE G, R RIS LRI R e 2 LB A Rese i, It H R B ok
GV

d) Aiiliyes dkslacd:. FHRMFE 12 EH Firepower 4100/9300 HLAH
BN TR, AT UL N A

Firepower-chassis /firmware/firmware-install # show detail

THRGERG, TR LA fir A A 2 A AR OA
Firepower-chassis /firmware/firmware-install # top
Firepower-chassis # scope chassis 1

Firepower-chassis /firmware # show sup version

Gt
TS BRE [ E TR 2 T RRCAS 1.0.10:

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand
Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1l.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Name Version

. 2%} FX0S CLI L & 45 2.2(1)



| migem

el |

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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ZEINESRE

o BARINEA N, 5 63 1L

* J3H FIPS #i:( , %6 64 L

o JE FIE A AR RS, 2R 65 T

* AR SSH FHLEH , 28 65 UL

* BCE IPSec “ZA%HIE , 5 66 1L

* BCEASTAHA CRL, 25 71 1T

o RFIEBMAFIERAA , 2872 10

* M CRL EMI N, 2576 1t

* JHH NTP k4545 S 5r , 5% 78 1t
* WE LDAP %R , 5 79 11

s BCE IP Vi , 579 0t

* JE I e SR UE , 5 81 T

ZEINMEES I
5 [ XHS BBURPATLRAI A7 B 5 BEANASE FH A by 6 R 9 3 R A BR DR A R A ST 1) 22 A v R B o AR A«
Firepower 4100/9300 HLAR SCHFAF & Hoh A5 2 A iEAR#E
SN L, TR SCRERT OX Se bR I D BE IR JE TP R
* JAH FIPS #5228 64 11
o AR, 58 65 T
* MO IPSec 22 23iE , 5 66 7T
s BUEFAERFAS CRL, 2571 0L
« RTHUEHmAssIRME , 5720
* MiCH CRL GEMIRE, 55 76 1t
* JAH NTP g5 #s sk , 55 78 1t
* WH LDAP HHPIHET , 25 79 1
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s BCE IP U543, 28 79 0T

A P e S Gy gE . 5 81 BT
o fCE R N A, 43 T

© WERBKZARGFREL, 540 1T

 Hrvate, 534 100

)

AR TR, XA AE Firepower 4100/9300 HLAS L3 FHIAE A M. 7E Firepower 4100/9300 41
R FVGIE A AU A 2 S E80E B A 286 2 5 2 JE BT T g 4

& FH FIPS =23\

PAT LU R BB LUAE Firepower 4100/9300 AL4H I3 F] FIPS #3K.

UK

$IE1 M FXOS CLI HEN %44
scopesystem

scopesecurity

FIR2 J3H] FIPS #ixk:
enablefips-mode

PR3 RCHE:
commit-buffer

TB4 THH RS
connectlocal-mgmt

reboot

T—5#it4

7E FXOS fRA 2.0.1 211, R E R &I A SSH N HIg S0 1024 f7. 7S
FIPS FIM JHAREIAUE oK, S Z0URY S IH B8, 4 F 2B e SSH EHLEET . 28 65 TUHR I
A D TR ORI ENLE . WRAPATIZ L b B, IZE FIPS A0 MG DL, & F 0T
JaBh)E, KA SSH B 24 B 4. an A FH FXOS 2.0.1 5 A i A AT WIdh s, WG
R RGHT I LA
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prammee ]

J& R AR AR T

PATLL R B8, 7F Firepower 4100/9300 HLAH L i 30 FH bR = o

i

M FXOS CLI #EN % 42455
scopesystem

scopesecurity

JE P I8 F AR HERE 2
enablecc-mode

AT -

commit-buffer
ERSVEEIEAE
connectlocal-mgmt

reboot

T—%#ita

7E FXOS WA 2.0.1 Z T, BRI E R &N A I SSH LA P iigatd ly 1024 f7. EFE
FIPS Fl I ARHENIEFF K, A S IH MU, JFAlH A2 SSH WL . 56 65 i v
AN BRE SO I LN . W RAPATIX LR PR, WIAE “id FHAR#E (Common Criteria)” £
B R, WAFEBREhG, B SSHIERR 514, W& H FX0S2.0.1 8
FERAPAT YIRS, WITC T A2 BOR 1 EHL 8.

4 X SSH £ H1% 4R

g

£ FXOS A 2.0.1 Z 0, B blia e & W QBRI SSH LML PR L o 1024 7. ZRF&
FIPS MU AR AEERT 3K, RO AURTS U IH BNV DA RO i B . AR R, 20
JA ] FIPS #5535 64 DUER ATE I FRAERI , 25 65 1T,

PATLL R DB, DUEBIH K SSH ENUE PIIF A O (K45 5 A TEE B 22K 1 U .

iz

M FXOS CLI i3 AR &5 455
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B E=rsecz2me

scopesystem

scopeservices

MlER SSH HL# 4
deletessh-serverhost-key
%iﬁﬂ%ﬂ

commit-buffer

# SSH LN K B E S 2048 fi7

setssh-serverhost-keyrsa 2048
FEATHCE -

commit-buffer

BIEUHNY SSH ML
createssh-serverhost-key

commit-buffer

BHT I EHL B PIE
showssh-serverhost-key

EHUEEFKEE: 2048

Bl & IPSec & i@ 1E

1] LAE Firepower 4100/9300 AL _LFEL'E TPSec, X E I 72 FH 9 25 1) B A $8 (1L ity 81 ity B3 o 3 1
GRS o 3K IR G bR E S R L AR 2 1k Iy —. ARTEHER, 155

\}

[ 22 A AE A RPE 5 2 63 T,

w&NEERY |

P i

UL FRRL B AT TKE R SA 3EHz ()

N yes) :

SRR VLS (FERL PR sa-strength-enforcement

JAH SA $AT ) -

£ TKE W3 i 1% 91K /N1 ESP W3 i 3BT K /N
I, R

IKE Bl % PR/ KT 8055 T ESP W) i 103 )
KNI, SA SATAY Bl IF HIER K.

% F SA PTG

SA PUATHS A I HIEFE R«

PATIXE LI, DAL IPSec % 4xil
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UK

HIE1 M FXOS CLI N A
scopesystem
scopesecurity
PIR2 QIR
enterkeyringssp
!createcertreqsubject-name subject-nameip ip
FB3 A KEIIE T R AE R
entercertreq
PR BEEZ/MX
setcountry country
PSS BE DNS:
setdns dns
PIR6  BCE M
sete-mail email
_’j;qgk‘)l 7 WEIPEL:
setfi-a-ip fi-a-ip
setfi-a-ipve6 fi-a-ipv6
setfi-b-ip fi-b-ip
setfi-b-ipv6 fi-b-ipv6
setipv6 ipv6
T8 WEAE:
setlocality /ocality
FB  WEANLK.
setorg-name org-name
IR0 BCEAL AL R
setorg-unit-name org-unit-name
S|N Y-

!setpassword

SIE12 KERS:

25 rxos cu B Em 221) [



w&NEERY |
B E=rsecz2me

setstate state

L3 W E certreq M E B

setsubject-name subject-name

$E14 B

exit

PR BCEAEL

setmodulus modulus

P16 BEUE IR R A 1k

setregenerate { yes | no }

BT WEGIEA:

settrustpointinterca

$IR18 B

exit

FER9 AP B E A

entertrustpointinterca

TR0 AERIEBEAIEK:
setcertchain

i

MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAKGA1UECAwWCQOEXxDDAKBgNVBAcMAINKQzEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzec3BAc3NwLm5I1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYXxOTMzNTJaMHAXxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0oGA1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzZENMAsG
ATUECWWEU1RCVTELMAKGA1UEAwwWCQOExGjAYBgkqhkiGOWOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkghkiGOwOBAQEFAAOCAg8 AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8WE3E39XcXA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gl/oRBzH18BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19x/JSnbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Yw1g/geR2F7QUKRygK ckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKKpfDv3oH
cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMS1lvwb+vrSWE9HsAIMI8UuujmHgqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGIJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvd0gbORWb3 1H32ySI
[la6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RvNZJ52sUaD9C3U0dTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCYwWJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPKk76pVEYQQ5AWHWYDVRO;BBgwFoAU7Jg01A74jpx8U0APk76pVIY QQ5Aw
DAYDVROTBAUwWAwWEB/zANBgkqhkiGOwW0OBAQsFAAOCAgEAvVI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
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& psec 22imiE [

pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5SR18n
BNXYHqxuoNMmgbS3KjCLXcH6XIN8t+Uk{P89hvIt/flul+s/VISVZWK4AWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDf2ro6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj 1 oulk+/ZyPtBvFHUKFRnhoW;j5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCA5CgAwWIBAgIBBDANBgkqhkiGI9w0OBAQsFADBwMQswCQYDVQQGEwJVUzEL
MAKGA1UECAWCQOEXxDDAKBgNVBAcCMA INKQZEOMAwWGA IUECgwFQ21zY28xDTALBgNV
BAsSMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKo0ZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOXxN;EyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwWEQYDVQQDDAppbnRlecmOxLWNhMSgwlJgYJKoZIhveNAQkBFhlpbnRlcm0OxLWNh
QGludGVybTEtY2EubmVOMIICIjJANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExS14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxyXFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKnUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/tIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz55STGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwWAWEB/zAvBgNVHRS8EKDAmMMCSgIqAghh50dHRwOi8vMTkyLjE20C40L;jI5L21u
dGVybS5jcmwwDQYJIKoZIhveNAQELBQADggIBAG/XujJh5GSUWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiIErKdupLqLOThjnX/WRFfEXbrBQwm5SkWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dyS52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0dj TKFUM8uBO3{+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3 WbfCue/qecwtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

TN BoRiIEPRSAIEK:
showcertreq
-

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP

Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0

25 rxos cu B Em 221) [



w&NEERY |
B E=rsecz2me

Certificate request e-mail name:
Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US
State, province or county (full name): CA
Locality name (eg, city): SJC
Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwWCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
UlAwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmOBASd8xCjlhsuHDV 7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8tfyyKW TrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONI;jd
K5TxAgMBAAGgJzAIBgkghkiGO9wOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
1rjANBgkqhkiGOWOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh65q5WIp6EO0S] YefK62E7MatRjDjS8DXo0xj6gfn9DgK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVcezmTxXEKJBFLVduWNo6

DT3u0xImiPR 1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8R9IMcBQ==

P2 FN IPSec #ix:
scopeipsec
BB’ wE HEIUKY0:

setlog-level log level

SIE24 QI — IPSec ZEH;:

enterconnection connection_name
FYR25 K [PSec FEA 1 B A BETE Bl A 4
setmode funnel_or_transport

SIR26 WE A IP Ml

setlocal-addr ip_address
FIR21 BCEEE IP ik

setremote-addr ip_address

PUR28 WA BRIERL, B EERE 1

setremote-subnet ip/mask

$H29 (k) WEEHES G
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setremote-ike-ident remote_identity name
BCE B PIFAAATR:

setkeyring-name name
(ATI%) BB YIS

setkeyring-passwd passphrase

(AT & H IKE-SA Edr A (it .

setike-rekey-time minutes

minutes (7] L i 60-1440 (FLSAEN)D 2 8] (AR 2255

(A% BEE - SA B AW (44 (30-480):

setesp-rekey-time minutes
minutes {H 1] LU 30-480 (AL EAEN) IR 45 4
CRIE ) BT 3 ) 18] FB A i > 47 AR AT O H

setkeyringtries retry number

retry_number (A LLJE 1-5 CLETEN) Z I AEFTHEA

CATE) o F e FE P R A 21 R A

setrevoke-policy { relaxed | strict }

JA T IERE

setadmin-stateenable

BTN AT E R

reload-conns

(Al B EE S AR INZE IPsec:

createauthority trustpoint_name

P B AT IKE FISA 4 0] 0 2 25 5 55 F frg UC I «

setsa-strength-enforcement yes or no

EEE1_1EU\\H%IL:‘ CRL
OB UE PR B AEUE P M 5128 (CRL) /1. 2% i 3 FH 48 F CRL RS A IR S5 28 (K S 3 6 AIE o IR S5 28 1Y
FAIH CRL #2 7 EdE 4k A AN TS A5 AT 1055 o N B 115 1901 2K .

&P E Firepower 4100/9300 AILAE LA FHAIE 5 84412 (CRL) 15 BVEXT S UE T . XN SEILR S
(38 PR AEVOIE S SR AR 2 IR I — o ARTEAIE R, IS W22V . 265 63 i,

mEEEass L i
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B cresswnzns

PATIXLELIRLLAEH] CRL A5 RIS IE A S IETS o

g2

M FXOS CLI # N\ 24155

scopesecurity

BEAAFAT i
scopetrustpoint trustname
BEN AR
scoperevoke

M#k CRL 301
importerl protocol://user id@CA_or CRL issuer IP/tmp/DoDCAICRLI.crl

(Hli%) @R CRL fH M2 A FRAS -
showimport-taskdetail
KR T VE B A R T CRL:

setcertrevokemethod{crl}

XTIER miEIRRE

10 LALE IPSec. HTTPS %4 LDAP R HORAIE 15 A4 413 (CRL) A A izUie & o <% 8k “ 5%
L/

A& CE#HE) CRLAEEM X509 UE 15 CDP {5 H 1 3REL, H4R7~3h748 CRL {5 B ##4& CRL {5 4
HAGE AN RTFI T, R FX0S 24 F M4 CRL {5 8. 34 CRL 7 B AR EAR & T
UE P8 A 2w IEAEACBE AR 55 A CRL 5 5 N T 38N 5 S5 0E 14

H %) sl 28 F Xt 224 TIPSec LDAP I HTTPS ¥E4% (E 1 myA5#S 2 it AR B8, 15 2 L ' 1PSec
ATIIE , 66 UL, A LDAP $2ftFE , % 130 UL E HTTPS , 2 124 i,
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\}

sFirsrunzns [

P

o W “UE PR AR X (Certificate Revocation Check Mode)” BE'E A “™#% (Strict)” » XY

XPEFUIE P54 HAT 00 1 B8 S gy, #2S CRL A 3EH .
TEFFIHE CA IF 555 44 ) %f 45

WEP . )

(Blhn, 2xpas

IEPEE A SR CA

* 4 IPSec BLE A CRL B, AR CRL U AR “HACHE MR IALT (authkey) (Authority

Key Identifier [authkey])” “FEt.

* § A CRLAGSE TR B IF—
@ﬂ@E>H?KCRL,WWT

* BRAFELL N5 b R ™ M CRL far .

* BTOIEE 1224 LDAP S ILFR /7 ik

E, TPSec

Z3%. TPSec i

BRI

MR HIENZAS CRL. B iiF %45
HES ) CDP 2 ¥ 200 .

EERE ) il 4 H

AR, WRAFAE R — AR A 2L

* BB FXOS HUAEE EEAS (i FXOS 2.3.1.x B S A UG )3 sh A D

R TERAE R, AT TR A A1 R A BCE AN E .

R 4 TARMERZS CRLATIE “IFHB LT 145 (Certificate Revocation Check Mode)” %3 “#% (Strict)”

oA HESZS CRL LDAP %3 IPSec E#% % FPimiE$ S 5uE
TRER IR DY 2 FOE UL B i 2 S BE I A5 i 2 S BE I A5
R S E R ) | A S AR T i B e RE I UEA5 i B e RE I UEA5
CDP

BRI AFUES IR CA | 2 ANEH &

WEBHAT CDP &

XA P AR AT IR
SEL AN

HEERW, RERRR
i HEHE

BRI, RAERRR
i HEHE

HEERM, REERRR
i HEHE

FEXPAEFIEBRE P T BRI, REBRR | ERRM, REERR BRI, REBRR
AEAATUEFS g H &R gt H &R g H &R
AN CDP @D EFIEYS GERRIN, RGN R R | WEEHIET: SRR, BRI, RERRR
%L ?ﬁaﬁi‘?ﬁ/% /%éﬁikj—\‘/%gfan_‘\/'%/%\ ?ﬁaﬁ\f\?‘%’%\
] CA: IR R
H/~ CDPCRLER A | 1EH L) RN BRRI, REBRAR

B4 (R S T B G H &R

Jg

Toid PR AR BaE | JERI, RERRR | WA, ERAN, | EEAN, REERAR
HI4E{"T CDP g H & A ARG S RAGHENE g H A

Hi) CA: RN

25 rxos cu B Em 221) [




B cresswnzns

REINESHME |

CRL 7 CDP -, {H CRL LA
WA GIEBEESN N 1)

Jo A ER7S CRL LDAP 53 IPSec ;&1 & PimiE P S8
UE5 A CDP, {HCDP |E#HKM, RETRR | WEUET: ERRW, | EERN, REERA
MR 5578 B o< A G HEWE %%%ET%%EI%?‘#E\ ZHEHE R
HiE] CA: ERERIK

EB AT CDP, 4548 | IERRI, REWARR | WEAE: ERAN, [ ERAW, REERR
2EshH CDP AR |G HEHE AR EREgHEHE |StHEHEE

CRL {HCRLAH M il CA: R

B4
% 5 BB AMERTS CRLETYG “IEBIBSHEHER (Certificate Revacation Check Mode)” &8} “ 4% (Strict)”
BHARHE:S CRL LDAP E#E IPSec E1E

o A X S0 R TSR ER I TSR ER L

F 2 S EEIE 85+ A CDP B I R T B I R

B OIRSEIE PRI CA UE T4 | 2 ANiEH

iT CDP fi#x

SFERIEFEE P T IEPIIE R | EB RN, REBRAGHEN | EBRW, RABRAGEHEH
W J5\ h5\

FEXFEEAE TR TP Y TATATIE T | K, R B RAG TSN | SR, R B RAZGH &N

B B

—~ CDP $/bXFAEEPaE GIF | IEB T BT

FEELH A D

WHEEE P4 h () —> CDP CRL | &8 1h ER NI

FAE QIEBEESHIN 1D

To B B U B P AT | T RN

CDP GUFPHEZ N 1D

IFPEA CDP, 1H CDP k4% | iEB 8T JUE DAY

ERH GIEBEEZC N 1)

IEFEA CDP, HR45#% CEsh H. | E# ) RN

XFAFUE B HES = T 1

RN, R woR R H G

S|

AN

M5 CDP 4

R CDP, JEEES R MR
ARG H &G A

1, ER )
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3R 6: TTAMERTS CRL TS “IEPEIEEHE (Certificate Revocation Check Mode)” &3 1 “¥%1 (Relaxed)”

Fo A HbER7S CRL LDAP % 3E IPSec %% EPimiE P S4B IEIE
A0 SR 5% SEREIALE T B SEREIAILE T B SEREIAILE T B

KA SR PR | SEEE 1B SEHERIE 58k SEHERIE 58k

CDP

EEXPX AU TVEEIAR CA | A2 ANiEH P

IF 54047 CDP #

WPEEE TR IRATAE | BRI, REWRR | ERKRN, REGWRR | EBRN, REGWRAR
SEL AN ZHENR ZHENER ZHENER

FEXTEE PR T SR, RERRR | EBREN, RERRR | EERB, RETRR
ATARTAE S ZHEHR ZHEHR ZHEHEE

KA~ CDP S/ DX SRR | 1B UL AV R, RGN R
B 4 H &R
H/~CDPCRL7E A1 | 8 %I ERE ) R

RS A S T

Sk

ToE N EEE T | BB R EH )

HJ4E{"T CDP

W5 HA CDP, {HCDP | ZE# T U A U A

AR 554 B A

W5 EA CDP, k%S48 | 1EH I ER R ER )

A ) H CRL £ CDP

b, {HCRL HA LML

4

R 7 BB ARHERTS CRLATIS “iEBHEEEEIER (Certificate Revocation Check Mode)” % &1 “ T35 (Relaxed)”

BB KihE%7s CRL LDAP E#E IPSec %%

o A 0T S5 UE 15 B SERERUE 155 SERERUE 158

K A% SEE 85 (1) CDP SERETAILE 1B SEREPAE T

B0 SR TR (AR CA IE 590 | 2 AN H

1T CDP k¥

XFEFIE PR AT IE I UE K | &R, RAERRFEHEN | EBEAM, RAERAFLEHEN
M l%‘ l%\
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B ezcznrs

BB KihE%:7S CRL LDAP 53 IPSec &%

LESAFUE P RE P TATAUED | R, REBRAGHEN | EERAM, RABRAFGHEN
/%\ /%\

— CDP B/ DX EEAFPEE GIF | 3ERE ) ERNI

PBE A 1D

FEEEPBET 4> CDP CRL | iR R

A GIEBEES NN 1)

Tovk R SR B R AT | &R RN

CDP GUE-PEZ0Hh 1)

W5 HA CDP, {H CDP JIjR%#% | SRR Th RN

oM GIEBEEZAIN 1D

W EA CDP, 42 c a8 | iER I RN

CRL7£ CDP I, {HCRL Bk
WA GIEBEES R 1)

HHEEE PO = T 1 ERRM, RE B RRGHEMN | WS CDP 454, HEHS I
H
- W %A CDP, SR RO
ARG H & A

BCE CRL EHA T &

RERIF RGERCE D E W R 3K (CRL),  DMERERE 1 28 24 /MIE BN CRL S EuE15
TSR LU R P sUORE U T 2 e -

* FTP

* SCP

* SFTP

* TFTP

* USB

Y

TR « A3 #F SCEP A OCSP.
* £} CRL AU E — AN 2 1 M k.
o GAMFAT S ZF—4 CRL,

[l =7 FXos cu E &g/ 2.201)



| =&iEamit
CERUR T |

\}

AR BORELL /NI D A R R 3

PATLL R 88, BlE CRL E¥ M.

FHiaZ |l

AR CUIC  Firepower 4100/9300 HLAR LAE A (CRL) {5 BAFX ZHE 1. A PRAIE R, 1HS I
BEEAT A CRL, 58 71 T,

UK

$HE1 M FXOS CLI 3k A\ 22255t

scopesecurity
PER2 WG RB
scopetrustpoint
PR3 A M
scoperevoke
SR A i AN
shconfig

PIRS WEHILRCE:
i

set certrevokemethod crl

set crl-poll-filename rootCA.crl

set crl-poll-path /users/myname

set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

B 6 IR E S

exit
T (k) Wl FEGHT CRL WBH L -
w5l

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State
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B =anrmsssnnis

rootCA.crl Scp  182.23.33.113 0 myname Downloading

5 P NTP B 55 82 S 0
PATLL T BB LLAE Firepower 4100/9300 ALAH _EJE ] NTP JIR45 4% 5 43 B8 41 .
A
iR * JAIS, NTP &4y RkDhag4: /T T B Ay Cic & RS 4 o
 ASZFHE SHAT BEAT NTP JIR 45 25 5 43 Bk .

BT EUH Y] ID AU PIE, A REREAT A48 S Il . EP] 1D T35 AN i AR 55 A AE T
TH B A A S e B P2 ntp-keygen 5 H1 ([ 52 F -

UK

$IE1 N4 ntp 4.2.8p8.
1% 2 {¥ ntpd openssl 3 H i 223 NTP R55%% -
H18 3 LA NTP %47 ID A4 :
ntp-keygen-M
A FH X S8 2R i 3 AT LA T DB
$£I2 4 M FXOS CLI 6% NTP %5 4%

createntp-server server id

SIBS i\ NTP 55w
scopentp-server server_id

$I6 WE SHAL %4 ID:
setntp-shal-key-id key id

WIET WHE SHAL HHFER 5
setntp-shal-Kkey-string key string

SR8 3 H NTP G401 :

enablentp-authentication
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1% & LDAP ZtAINIED

TSI RCE 22 42 1) LDAP % )7 i % IMIE TS, DU SCHF Firepower 4100/9300 HLAH L) TLS iE4%. X
A SEBLARGE I FR A TE A AR B AR 2 I — . ARG R, W2 2 A e

\}

, H563 L.

iz & Ap s [

TR

QR E A “@HARHE (Common Criteria)” #22, WZ00E ) SSL,  HA 245148 H ik 254 DNS 15 B 1l

IS

R A3k N LDAP 45280 B SSL, W RS Ar BN 2 5% I 3 IS B

LDAP 452845 B2 CC B~ 1224 LDAP 4 (J5 A SSL) ) DNS 15 &

PATEL T AP, BCE 24 LDAP % i PIAIE

UK

M FXOS CLI #2455

scopesecurity

JEN LDAP

scopeldap

HEN LDAP fij 55 3 E5(
enterserver {server_ip|server_dns}
B LDAP #45E:

setkeyring keyring name
FEATML A :

commit-buffer

BLE IP 71a] %13k

ERMELL R, Firepower 4100/9300 HLAH TH44%5 A Web il 55 #s IV 1) o B8 5048 FH A4S TP B

K SEVFAR 55 SR AL EL TP Vi ] 51135
TP U5 [ 5142 SCRF AR il
* HTTPS
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* SNMP

* SSH

REINESHME |

XTA% IP HLhES (v4 5ive) , RN SRS E IR 25 NN T, 1R 0 FIETSE 0 SLVFIC R U]

55 o

scopesystem

scopeservices

IPv4:

M FXOS CLI i3 N R &5 455K e

I VT TR AR B A 55 61 4t TP ke

createip-block ip prefix [0-32] [http | snmp | ssh]

IPv6:

createipv6-block ip prefix [0-28] [http | snmp | ssh]

]!
IPv4:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

IPv6:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

[l =7 FXos cu E &g/ 2.201)

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipv6-block* # com

/system/services/ipvé-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipv6-block* # com

/system/services/ipvé-block # up
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ER=E

LY

H

\}

sRzrsiEsanni [

Firepower-chassis /system/services # create ipvé6-block 2014::10:76:78:107 64 https
Firepower-chassis /system/services/ipvé-block* # com
Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # sh ipv6-block
Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh

i IE F5 513 3 E

TRl R G0 2%  E 1 5 LDAP 5448 1], 6F HTTPS 97 1) ] U -4 T 5 43 30IF . Firepower 4100/9300
HUAE E BRI 5 00 50 U i 0 T 4540

pE

JAER SR IUE S, X2 eV T HTTPS fME——Fh S ik .
& P UE S IO TE D RE MY FXOS 2.1.1 JURASSCRAIE TS AT A

2P SR AL LU 2R, A R I D fE -

* P G e X509 @1k “UkPh A % A FK - liEfF (Subject Alternative Name - Email)”
.

o B UE T A2l A FHIE TS SN B B G [ 5 EREES IR CA %544 .

UK

M FXOS CLI #E A 45 5«
scopesystem

scopeservices

(Afi%) AFH HTTPS 54356 UF % i
sethttpsauth-type

i

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

¥ HTTPS St 473 50 1F B A K 1% 7 i
sethttpsauth-typecert-auth

P4 RATHE:
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commit-buffer
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S
= -
fo

ARpEIR

o W R TP Hudil, 2B 83 T

« HN AP, 585 1T

* 4 Firepower 4100/9300 HLAT % F% , &% 88 7T
o BFSRHTRENE , 5 89 UL

* #3H1 5 5)) Firepower 4100/9300 HLAH , 5 91 1T
* X M] Firepower 4100/9300 HLAR HLJE , 26 92 1T
o AR ERAECE , 2 92 L

o CRZEEGUET , 593 I

BXEIR IP ik

FHia Z |l

# ] LA FXOS CLI B % Firepower 4100/9300 HLAH L ()% ¥ 1P Huhik-.

\}

AR SR IP Mk, SRR R b TR i 37 B Firepower LA B AS B FXOS CLIPATA &4z .

UK

PR LR FXOS CLI GiEZ [V FXOS CLI, 5 14 70 .
SUR2 ELE [Pv4 TP Hhhik, AT LA T ERAE:
a) BCEATHAERE TR a (7
Firepower-chassis# scopefabric-interconnecta
b) A LHTEEL P Huhk, IEHALL R @4

Firepower-chassis /fabric-interconnect # show

¢) HIALLRATS, FCEFTINE B 1P M R

25 rxos cu B Em 221) [



| R

zogEr |

Firepower-chassis /fabric-interconnect # setout-of-bandip ip _addressnetmask network maskgw
gateway ip_address

d) RS IEAZ B R LML A

Firepower-chassis /fabric-interconnect® # commit-buffer

TEWLE IPv6 B HE 1P Hudik, iEPAT DL TR
a) WEASHAERE T a VG

Firepower-chassis# scopefabric-interconnecta

b) WEEH IPv6 L& [7uH .
Firepower-chassis /fabric-interconnect # scopeipv6-config

o) HEH NG IPv6 Hikl, WHIALLF A s

Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) HWIALLUF A4, WCEHT I B 1P L hE A YK .

Firepower-chassis /fabric-interconnect/ipv6-config # setout-of-bandipvé ipv6_addressipvo-prefix
prefix_lengthipv6-gw gateway address

) RSB RLMLE

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

Gt

DL 7 1 L TPv4 A B2 LRI O

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DL 7 LB TPv6 A BE4E LRI O

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

[l =7 FXos cu E &g/ 2.201)
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Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

B MHAEREIP

180 DL FXOS CLI ¥ i 4% 31 Firepower 4100/9300 HUAR (1M H A BE 1P Mok, ik, MGy
SE1E FXOS ~F-E ol 1P 5 L, SRS 20 B ok IP £ .

\}

ER 22 Firepower HUAR & FE 28 8EA T HE 0T R S B8O SS TR K. 4 T 38 S ATAn] ] BE A AR 25 R I, #R DA 2
1§/ FXOS CLI $4Tix L6 5 14,

UK

PR EHLF FXOS CLI.  (IFZ Vi IH FXOS CLI, 55 14 51)
BYR2 R E N IR B %
scopessa
scopelogical-device logical device name
S GUEBED S| SR, BRI RS SRFSH. R, RE LR
XFT ASA JEHE A% ARG
a) ARG I
scopemgmt-bootstrap asa
b) A TP A5
scope ipv4_or 6 slot_number default
c)  (ILBR IPv4) BCEFTHY IP Hudik:

setip ipv4_addressmask network_mask

d)y  (UBR IPv6) ¥ EFN IP Huhil:
setip ipv6_addressprefix-length prefix length number

e) BLE MIHALE:

setgateway gateway ip address

f) RATHE:
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commit-buffer

XIT ASA AR A IR RC
a) WAL G SR

scopecluster-bootstrap asa
b)  (fUPR IPv4) BeE Hii¥ Rl 1P:
setvirtualipv4 ip _addressmask network mask
¢) (PR IPv6) BEEFTHIREM IP:
setvirtualipvé ipv6_addressprefix-length prefix length number
d) WEBH IP i
setippool start_ip end ip
e) BCE M ICHE:
setgateway gateway ip _address
f) PRATHE:
commit-buffer
X Firepower J& 5 1 )30 7 R AL HERC &

a) ARG I
scopemgmt-bootstrap fid

b) H A TP AR

scope ipv4_or 6 slot_number firepower

¢)  CIXPR IPv4) BB B IP Hudik:

setip ipv4_addressmask network_mask

d)y  (UBR IPv6) ¥ EFN IP Huhk:
setip ipv6_addressprefix-length prefix length number

e) BIE MIHAL:
setgateway gateway ip address
f) RTHE:

commit-buffer

R N THERERCE, A0 R 7% 32 3 Firepower 4100/9300 LA R AEAN N FH 3¢ &5 () TP Mtk 2
R PG R HA FiC S, W06 AP AR B A I e 1

TR 4 G NIE R PG SR E R
a) CREVEHBCE N ssa B

scopessa
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b)

sxmmezr [

0 v B R AR
scopeslot slot_number
A0 vk N 2451«

scopeapp-instance asa_or_fid

clearmgmt-bootstrap
FEATHCHE -

commit-buffer

AR H «
disable

commit-buffer

bR XHFEERENC S, S0 FRJE 245 F %45 3] Firepower 4100/9300 HLAS 14FAN N H (& B#E 5 | 5

R WUREA VU AR D HA B, W 25068 P ASHURT B AR R34S B T AR X 2ob

.

24N B e FLA M R AE LRI, HOB R H N

a)

b)

FHIE I E D ssa B
scopessa
EER(EN NS WAETHTIF
scopeslot slot_number
v B e A I T S48«

scopeapp-instance asa_or _ftd

JA S«

enable

PEATHCE -

commit-buffer

i XFAERFACE, B S AT IX D IR DL M A H 1432 21 Firepower 4100/9300 A4 ¥ %F

ANHT e WERAEATHURE TR LR B HA BCE, WA 2B AU L (AR B A IX AP IR
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. 14 Firepower 4100/9300 .58 & %R

B 24 Firepower 4100/9300 #1.58 & 7

FIRZ Bl
&0 LLZE FXOS CLI H 3 g H - Firepower 4100/9300 ALAH 1) 44 54 -

I EEEF| FXOS CLI GEZ Ui 1n) FXOS CLL, %% 14 51) &
PIR2 ARG
Firepower-chassis-A# scopesystem
T3 OHEGAAR:
Firepower-chassis-A /system # show
FIRA BB AR
Firepower-chassis-A /system # setname device name

PR KHES IR R E :

Firepower-chassis-A /fabric-interconnect* # commit-buffer

]l
LA 7 K5 BE S 46 44 P

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

[l =7 FXos cu E &g/ 2.201)
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2R BIE R

UPRECE. TSR, ] Sk B Firepower UM FLERIN, RGO WosBilESCA, I b 20
HEB LA BE (0K), R)a REASTORMA T 2RSS WROREC B S R AhiE, Rois
IER SUMNGEPRE A IR A TE 1PN T

MR 2] FXOS CLIIN, RGN ABIESCA (R , REfRaimA L.

tIE 5 RuEE

UK

FE1 JERR FXOS CLI GEZ [V I FXOS CLI, % 14 71)
LB 2 PN AR
Firepower-chassis# scopesecurity
PR3 AR 24
Firepower-chassis /security # scopebanner
gz L NN g tlfc Re il TF
Firepower-chassis /security/banner # create pre-login-banner
FIRS J5 04 7 8k Firepower MU P4} o, FXOS CLI {if FXOS JW ] A - B (178 L«
Firepower-chassis /security/banner/pre-login-banner* # set message
JA B ASRRHE, T SR TR R T B OSCA
PO EIURTIAL, BN GSRATRIIRI B 0] DI B S AT ATARUE ASCI 45 . #EmT LU 24T
XA, BHTIRZ 192 71T, 4 Enter B4 .
SN RN —17, %\ ENDOFBUF Jf1% Enter 4L 5¢ 1«
iz ctrl A c B BCE W E X I AE .
BT LSRRG A -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

%

gl
LA 7 o) 3 2 S i A i «

Firepower-chassis# scope security
Firepower-chassis /security # scope banner
Firepower-chassis /security/banner # create pre-login-banner

25 rxos cu B Em 221) [



zogEr |
| Rt

Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

128U X AR

TR ERF FXOS CLI GEZF Uil FXOS CLI, 2 14 70
PIR2 BN AR
Firepower-chassis# scopesecurity
PR3 WEARAE 2
Firepower-chassis /security # scopebanner
PR A BENE AR 2 k.
Firepower-chassis /security/banner # scope pre-login-banner
WIS 57 55K Firepower HUAH HL45 8 FXOS CLI #if FXOS W[ H = W (19 2«
Firepower-chassis /security/banner/pre-login-banner # set message
JAB—ASXHEHE, T4 G S AT IR T SO
PO IR, BN GSRATRIIR . 80 DI B S AATATARUE ASCI 45 . #&ml LU 24T
A, FHTIRZ 192 71T, 4 Enter BEH4T .
AN BN —17, %\ ENDOFBUF J1% Enter 4L 5¢ 1«
% ctrl Al c BEEHGH B ETH B A .
FAL SR BN RGN A -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

N
g
~

]l
LA 7 A8 v 8 S i i -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
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Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

flFR S R AR

iz

PR JERS FXOS CLI GZ [ FXOS CLI, % 14 1) -
P2 PN R

Firepower-chassis# scopesecurity
PR3 AR 2 A

Firepower-chassis /security # scopebanner
T4 RGNS AR

Firepower-chassis /security/banner # delete pre-login-banner
P KL H IR RAIE

Firepower-chassis /security/banner* # commit-buffer

T
LA™ 7 {51 180 i 35 3 i A «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

& 71 /2 & Firepower 4100/9300 #1 75

g A RPN IR S

scope chassis 1
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. 5 i) Firepower 4100/9300 #55 F. /5

FR2 WAL ar & H R shpLAE:
reboot [reason]| [no-prompt]

iR WA [no-prompt] SCBET, WA 2 G HUARR LRV 5 8. WA
[no-prompt] JHET:, NZEEEIA commit-buffer iy & RAANXEHE 5.

RGO IEH R RS EIRCE AT RBLE, )G KRR 2R/ 515, o R AT B8N 8 30
Firepower 4100/9300 14 . MIdFE KA THE 15-20 734
PR3 W EH A s

scope chassis 1

show fsm status

5% A1 Firepower 4100/9300 #/1.55 2. i/&
Uk

TR A
scope chassis 1

P2 A LLUT KNS
shutdown [reason] [no-prompt]

iR WAL [no-prompt] JCHE T, WA i & JE LRSI HAT. W R AT [no-prompt]
KHEF, NEESA commit-buffer #ir 2 [ RGA 2 K.

ARG IEH K ARG AL E AT 545, ARG R REAS e Wity 518, 15 J5 9% ] Firepower
4100/9300 HLAE . BEITFERLATFE 15-20 4350 ENLFREIRMIG, 0] LLR LA i H )R i Sk

pZ R IR CONZIPON
scope chassis 1

show fsm status

WE T BAECE

0] LUE T FXOS CLI #4445 1) Firepower 4100/9300 HLAR VK 22 i) BRIAAC &
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| zgem

\}

soaaanics i

u}
“ﬁ;

H

A:

Wl
)
)<l ‘\

N

O

Qe

pEL

%ﬁﬁﬁMMﬁ¢%@%ﬁ%ﬁME,@%%ﬁﬁ%&%mﬁo%&%ﬁﬁﬁ,@%ﬁﬁ%ﬁ
Firepower 4100/9300 HLAH bl o 11, DAEHRE M FEFIE R4 GESRVIGIE , 511
7 .

i

(WE) erase configuration iy 2 AN2x MALAH TR eV AT UEBC & . W SR A AR ZE N PR ReVF ]
ERCE, IEHAT LR R

scope license

deregister

%] Firepower 4100/9300 LA A4 2 K IR B 45 . R MR v I I VF nl iEBAFIHIE
LB A A B

connect local-mgmt

HIANLLUF 4, MIER Firepower 4100/9300 HLAS Pl BRFTA H P ECE, HRAUAE R 2 TLRaa H )
BRI E :

erase configuration

RGN, REE R EERRITA .

B AE SRR RN yes, Bl A KR E
ZYH INIE ) Firepower 4100/9300 HLAG G FRATA H P BLE, RIEEH RS .

EESMIES

Qe

g g

N -

ESEIAVIGRIL E fo, B A B 2544 SSLAIE 5 LAt Firepower 4100/9300 AL Web N HAEH . thT1%
EREAZAUET, B s A S BaEEE . B v Y8 15 YK Ui M Firepower 4100/9300
HUAH Web SIS, ) UEasssiitth SSL %45, BKR P 4E V5 b Firepower 4100/9300 HLAR 2 Hij 32 1k
5o BATLMER LR REF, A FXOS CLI A2 SGiE 525 415 3K (CSR), I3 21 1) 5 itk -5 LA

Firepower 4100/9300 HLAAE A b S+ SR VP55 it W as (5 A& Hz, I HE A ) Web S i o
%ﬂ:

i

%3] FXOS CLI.  GGEZ i) FXOS CLI, %8 14 1)) &
BN 2 AR R

scopesecurity
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BB R
createkeyring keyring name
BCE AP A

setmodulus size

AL :

commit-buffer

Be ' CSR 7 Bto ATLMEFSEALL T (B, LEAZFD AERGES, il L evprfE S (i,
DALY HRAUE P RS L. ER, ERIE CSR 7B, RSP ANIE & .

createcertreqcertreq subject name

password

setcountry country

setstate state

setlocality /ocality

setorg-name organization_name

setorg-unit-name organization_unit_name

setsubject-name subject name

FEATHC & -

commit-buffer

T CSR, A H AR B IE-BATA NI o UEPSMUAH U] CSR KAl

a)

b)

EIR5EHE CSR:

showcertreq

7
jioN

1 5 A IETS o

zogEr |

HiHIN GFf4E)  “-----BEGIN CERTIFICATE REQUEST-----" #| (Jff4%) “-----END

MIIC6zCCAdMCAQAWdzZELMAKGALUEBhMCVVMxEzZARBgNVBAgGMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1 zMQwwCgYD
VQOQLDANUQUMxGJAYBgNVBAMMEWZWNDEyMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfz2fi4 JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQAImMQsSRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWE88YEVVWH7JTELj90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIY¥ZVatTxp6HTUezH2MIIz0avU6dltB9rnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQkOMSAWHIACBgNVHREEFTATghFmcDQOxMjAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzE]gKO0
zzyoyrG+EZXC55hiraS8HUWVE2wFM2wwWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLEfG1dxWf1xAxLzf5J+AuIQ0CM5HzMIZm8 zZREOWT+xHtLSgAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyuLpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

[l =7 FXos cu E &g/ 2.201)



| zgem

H

waEramnics i

u}
b

PRI BHUEBIEREA:

exit

SIE10 I H IR
exit
TN WIIEBIUA S RENREE, e B R AL CSR ¥ . an R G K%L, MUK &
[l — CAEH CA MREHIAT 244 1 S IE
TIE12 I8 B S E 154 200K H Base64 #% 304 fg 5 N2 FXOS. 41 9 MAIE TS & LR IR 1) 5 1y
UE 588K H (e Foph A% =X, Sz e SSL T (14, OpenSSL) HEAT#EH.
BB 15 AT R ARAE 5 Uk o4

createtrustpoint trustpoint_name
BB FHEBERE LIV, ENELESS 11 5 AR B AR LA B 1) B O3 F o

iR b TS A TE)AIE 15 FAE AR MU, A2 MRAE T AT b [RE B T4l & A8 SCAR SR,
FEHGE TR ZE T, AR JE e B R — /N RIE S, f435 T BEGIN CERTIFICATE Al
END CERTIFICATE b5icho BRI SCARE A il TR L BUEAT 05

setcertchain

-
firepower /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqghkjOPQQDA jBTMRUW
>EwYKCZImiZPyLGQBGRYFbG9]YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTcl1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ Imi ZPyLGQBGRYFbGY j YWWXGDAWBgoJ
>kiaJk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 t TkFBVVNUSU4t
>UEMtQOEwWWTATBgcqhk jOPQIBBggqghk jOPOMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPrFWEEBcbxGSgQW7pOVIkwEAY JKwYB
>BAGCNxUBBAMCAQAWCGYIKoOZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
SRA==

>ENDOFBUF

HE18 RANE:

commit-buffer

FERS R IMEE B

exit

P16 PENHEYPIAL

25 rxos cu B Em 221) [
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B =s=easpas

scopekeyring keyring name

PR KA 13 D RS AR 5 ) CSR QIR 3 PI3A SCHK

settrustpoint trustpoint_name

SIE18 SARESBHNEL GOHET .

setcert
W9 AEWEUE R WUR AU BE AL (1) B 43 0F 15 1 P 25«
i

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~“C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQODAJBT
>MRUWEWYKCZImiZPyLGQBGRYFbG93jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUzZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRZnAOMTIwWLNR1c3QubG9jYWwwggEiL
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBgCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 SmMHCROwW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvIrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsSTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftg2MONVIkdkFRG0OJge/IG8ads/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7TMfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAgMB
>AAGjggJYMI ICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 t TkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>Y¥YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLU5SB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>TJj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZXJ0aWZpY2F0aWw9uQXvo
>aG9yaXR5MCEGCSsGAQQBgj cUAGQUHhIAVWB1AGIAUWBLAHIAdgB1AHIWDGYDVROP
>AQH/BAQDAgWgMBMGA 1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCQGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

FER20 B E DI E
exit

pz FANBEH R E N IS
exit

PR ARG
scopesystem

FIR23 FARIHA:

[l =7 FXos cu E &g/ 2.201)
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scopeservices

He & FXOS Web fIi 55 LS HIBiE 15 -
sethttpskeyring keyring name

AL :

commit-buffer

u}
b

H

b
=3

ziranics I

PR 5 HTTPS 5585 RIK8 P13 . BN BoREATE P IO 3 20 P QR I B PIA 2 FK . 0 R e

H B ORERA M B IR B, W HTTPS g5 a8 iR 587, AR AIHIE 13-

showhttps

i

fpdl120 /system/services # show https

Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40: !EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

BARSATF PN, il Certificate Status {E 7~ 4 Valid::

scopesecurity

showkeyring keyring namedetail

T

fp4120 /security #
fp4120 /security #
Keyring firepower cert:

RSA key modulus: Mod2048

Trustpoint CA: firepower chain

Certificate status:
Certificate:
Data:

Valid

Version: 3 (0x2)

Serial Number:

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a

Signature Algorithm:
Issuer: DC=local,

Validity

scope security
show keyring firepower cert detail

ecdsa-with-SHA256

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Not Before: Apr 28 13:09:54 2016 GMT

Not After
Subject: C=US,
CN=£fp4120.test.local

Subject Public Key Info:

ST=California,

Public Key Algorithm:
Public-Key:
Modulus:

00
0d:
al:
50:
fc:
dé:

:b3
1b:
9c:
0d:

217
18

143

ee

c6
:30

:db:

8f

8d:
:d8:
a3:
:c9
:bb:
de:

eb:
la:
126
:db:
8a:
83:

rsaEncryption
(2048 bit)

06

:30

£5

07:

7d:
dc:
:cf:

: Apr 28 13:09:54 2018 GMT

L=San Jose,

:al:
07:
:70:
bf:
: 54
fb:

Se

91:
:75
143
rad:
146
37:

6e
91
b0

f6

176
:2d:
0d:
1f:
:51

74

O=Cisco Systems,

tTe:
ec:
40:
:29:
3e:

31

:cbh:
tde:

2e:
ba:

0d

b

55:c8
166:42
f2:a8

09:54:

ff:6b:
:78:19:

40:
:c0:
:c4:
re2:
le:
73:

OU=TAC,
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3a:dc:5b:2b:3d:c3:€6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:e£:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1la:e2:cf:fd:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7p:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:

1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:

FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94

X509v3 Authority Key Identifier:

keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89

X509v3 CRL Distribution Points:
Full Name:

URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,

zogEr |

CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,

CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,

DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACTAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 tTkFBVVNUSU4tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIUZ2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzgqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs

[l =7 FXos cu E &g/ 2.201)
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H

waEramnics i

u}
b

P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

T—F Mt 4

FEIGAF R (KE P2 B B 2 A5 AR UE S, 1A Web 3 50 2% (K3 i A2 4 N hetps://<FODN or IP>/
4 % Firepower JUAHE HLES .

a4

) A AR A P AN B TE S (0 A PR o RAUE U 45 58 4 PRE Sk A4, LA 2007 0
fr P AN 5 AT ) e dn Rl 1P ik Vs ), #5504t SSL AR (2 M1 44 I 2% [Common Name
Invalid]) , BEAEAEF] A2 32 fFARIES
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S
=
fo

> o

TFEIXE

o BOE H IR, 28 101 1T
* fid® SSH, #5107 1T

* BCE Telnet, 2f 107 7T

* il SNMP, % 108 5L

« il & HTTPS , 5 116 1L

« fCE AAA, 2128 T
cHERGHE, F 13900

* N DNS g4y, 25 141 01

1 & HEFIET (]

R CLI i A 76 RS0 L E WM& IR M (NTP), Tl & H R R, s &F 400
ZYEIA]

NTP % '# {E Firepower 4100/9300 HLAH S AU L 222 AT 4R & 2 Ml A 3 [H D .

pE

WIRAESE Firepower 4100/9300 AL 1328 Firepower B fEl, MJLAZIAE Firepower 4100/9300 #LAH
FPCE NTP, AR REVF AT IE R TAE -0 OR B A& MR I IR IE i o X Firepower 4100/9300 HLAF
Firepower ‘& .0 FIAH [F] NTP 2545 -

TR )2 NTP, I A] LLAE 2 BR8] (Current Time) ME K E & & BAKFEAARE, oGt
1832 B8] [F) 4 (Time Synchronization) 3£ 77 | NTP AR 5588 (NTP Server) % H1[1) “ 45 #%IR 7 (Server
Status)” FBUEH R CHCE I NTP IR 2 0 AR . W ARG TIE S E NTP k&5 as A0, &
AT OB YRR B A5 e “IRSS 8R4 (Server Status)” 534 (14 BB bR _ESRBUE 245 5.
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B zseswamasE

EFACERY H A0S 8

UK

1 EHF| FXOS CLI G 1in) FXOS CLI, 5 14 71) o
$B2 ENECRENNX, HHATCL N .

B X

Firepower-chassis# showtimezone

YA T E 1 H 3R ) -

Firepower-chassis# showclock

Gt

AR 7 181 87 2 i k7 P Y DR 249 i 2R 48 T 3400 B I 1]«

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

B2

BEARGR

Firepower-chassis# scopesystem

BEA RGeS
Firepower-chassis /system # scopeservices
BCE N X .

Firepower-chassis /system/services # settimezone

Fans |

BRI, RGN S S ITAE R TR 50/ DRI DX DCIIORT WY 4« AEREAS RETP R AT AL i

ANIEHHE R .

MRGERE A RS BN, RGN BN CRE TIERPN XA . A 1 G2 dETHIA,

BN 2 () BUHERLE.
LAH URCE R, AT U 4

Firepower-chassis /system/services # top

[l =7 FXos cu E &g/ 2.201)



Firepower-chassis# show timezone

Gt

LAR 7 DR I DXCE B AR X, 3848455, JF H /R CRCE IR X,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4)
2) Americas 5)
3) Antarctica 6)
#? 2

Please select a country.
1) Anguilla

2) Antigua & Barbuda
3) Argentina

4) Aruba

5) Bahamas

6) Barbados

7) Belize

8) Bolivia

9) Brazil

10) Canada

11) Caribbean Netherlands
12) Cayman Islands
13) Chile

14) Colombia

15) Costa Rica

16) Cuba

17) Curacao

18) Dominica

19) Dominican Republic
20) Ecuador
21) El1 Salvador
22) French Guiana
23) Greenland
24) Grenada
25) Guadeloupe
26) Guatemala
27) Guyana
#? 49

Arctic Ocean
Asia
Atlantic Ocean 9)

7) Australia Pacific Ocean
8) Europe

Indian Ocean

10)

28) Haiti

29) Honduras

30) Jamaica

31) Martinique

32) Mexico

33) Montserrat

34) Nicaragua

35) Panama

36) Paraguay

37) Peru

38) Puerto Rico

39) St Barthelemy

40) St Kitts & Nevis

41) St Lucia

42) St Maarten (Dutch part)
43) St Martin (French part)
44) St Pierre & Miquelon
45) St Vincent

46) Suriname

47) Trinidad & Tobago
48) Turks & Caicos Is
49) United States

50) Uruguay

51) Venezuela

52) Virgin Islands (UK)
53) Virgin Islands (US)

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time

3) Eastern Time -

4) Eastern Time -

5) Eastern Time - Indiana
6) Eastern Time - Indiana
7) Eastern Time - Indiana
8) Eastern Time - Indiana
9) Eastern Time - Indiana
10) Eastern Time - Indiana
11) Central Time

12) Central Time - Indiana
13) Central Time -

14) Central Time

15) Central Time -

- Michigan - most locations
Kentucky - Louisville area
Kentucky - Wayne County

most locations
Daviess, Dubois,
Pulaski County
Crawford County
Pike County
Switzerland County

Knox & Martin Counties

Perry County

Indiana - Starke County
- Michigan - Dickinson,
North Dakota - Oliver County

Gogebic, Iron & Menominee Counties

warRE [
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16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)

21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska

23) Alaska Time

Alaska Time - Alaska panhandle
Alaska Time - southeast Alaska panhandle
Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska
28) Aleutian Islands

29) Hawaii

#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.

Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

£ NTP 1% & H EA#06|8]

NTP JFStior R M55 o REE,  AIAE W28 R GEh SR ORS00 [RI 2D I I o I TR SRR PR35 A 1 ZEX RIS

B, BIAE CRL, L ALFRRHIN AR, B2 v LIRCHE 4 4> NTP IR55 4% .

HEAN RS

Firepower-chassis# scopesystem

BEANR G

Firepower-chassis /system # scopeservices

TR E R BN IPv4 B IPv6 MM & R4, AFHALH] NTP 55 4

Firepower-chassis /system/services # createntp-server {hostname | ip-addr | ip6-addr}

FAESSIRAL B R AL

Firepower-chassis /system/services # commit-buffer

[l =7 FXos cu E &g/ 2.201)
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A DT CECE K NTP R &2 1R AR

Firepower-chassis /system/services # show ntp-server

A RFE NTP JR 55 & 1 [ 2R A
Firepower-chassis /system/services # scopentp-server {hostname | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

NG
PUR 768 TP kil 192.168.200.101 Fit B NTP IR 4% 283 B3 ATAT 55

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PLR 7545148 ] IPv6 Hihik 4001::6 Bl & NTP IR 4588 5 HARATE55-

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

fHER NTP BR5 88

UK

ﬁ;$%1 i&)\}%éﬁiﬁlﬁz

Firepower-chassis# scopesystem

T2 ARG

Firepower-chassis /system # scopeservices

S 3 MR ETEE EHL4L . [Pva 5% IPv6 Hibik [ NTP IR % 2%

Firepower-chassis /system/services # deletentp-server {hostname | ip-addr | ip6-addr}

TR A KHES IR R E

Firepower-chassis /system/services # commit-buffer

LUt |
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FngkEH

\)

w151
DU 7RI R TP Hudilk 192.168.200.101 [f) NTP R4 2%, H HIRZT%:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PR =B A IPv6 Hitil 4001::6 [ NTP %48, I HAZAAT %

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

HAFN B (8]

AT U LE Firepower HUAR b T35 5 H WA ] o R GE IS T B AERE

Fans |

pE

WER ARG B2 AT IEAE S NTP IR55 85 A2, R Joik T-ah B E H A ).

UK

N R GER
Firepower-chassis# scopesystem
BEA RGeS A

Firepower-chassis /system # scopeservices

B B ARG

Firepower-chassis /system/services # set clock month day year hour min sec

XA, A TR SR =A T AN AUE I 24 ARG, S 7 pm FTRUIACY 19,

ARG PMESCLRIERL . T IRAC G M X .

Gt
PAUR7nBIBC & T R GE o
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Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

BcE SSH

DL R 08 W 4] J3 FH 5k 2% 1 %) Firepower HUAR K SSH V1], BA KNl FXOS HLAE1E K SSH %/
s e BRIAEDL R, SSH ALT 8 IR

UK

S HARGHA:
Firepower-chassis #scope system
P2 ARG
Firepower-chassis /system #scope services
HIE 3 ENE XS Firepower HUAH K SSH V7 n), EHAT UL FEEZ —:
* BLARVEX] Firepower HUARZEAT SSH Vi inl, 1EHIALL R A4
Firepower-chassis /system/services # enable ssh-server
o PUAEEX) Firepower HUARIEAT SSH Vi iA], 1EHIALLF iy

Firepower-chassis /system/services # disable ssh-server

TR KL IR RGN E

Firepower /system/services # commit-buffer

ot

LA 7B 53 X Firepower LA 1) SSH U i), I HARAZAESS

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

fit & Telnet

DL REFP A 23] 3 2l 4E AT Firepower HLAR Y Telnet Vil o BRAEDL T, £%5H Telnet.
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\}

AR HAT, Telnet FoE XA LEMEH] CLI N AR AEH] .

UK

TE1 ARG
Firepower-chassis #scope system
PR2 HEARGRS L
Firepower-chassis /system #scope services
IR 3 L E X} Firepower HLAE K Telnet U5 1), AT LA FHRIEZ —:
o B Firepower HLAAHEAT Telnet Vi), 15N LL T T2
Firepower-chassis /system/services # enable telnet-server
o B2 ||} Firepower HUAAIEAT Telnet 5], iEHIALL Fdrd:

Firepower-chassis /system/services # disable telnet-server

TR A KHES IR R AN E :

Firepower /system/services # commit-buffer

Gt

LR 7= 8 H Telnet 3 H3RAC 45

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

AHR IS AU AE Firepower HUAT_F G 1R 4545 BEEM Y (SNMP). A CTHEfE R, ST L

A

*F SNMP

{7 5L o0 2 PPN (SNMIP) S22 — NSRBI, T2 SNMP A8 FRLES AR 2 5] (388 A5 412 3 EUA
Ko SNMP $&4E TARUEAL AR LRI FIE 5, v T P A B 2 P (1 1 45 o
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SNMP j& #1

N |

SNMP HEZE H =AN58432H .-
* SNMP 5 FE2S - H Tl ik SNMP s il A 42 W 48 % &6 TG sh 0 R 4 .

* SNMP f{# - Firepower HUAH P A L2E,  H T-4E97 Firepower HLAE A EHE AR 415 75 22 7 SNMP
EHERAS BE . Firepower HUAS (L& ACHR MIB #4 . %23 1] SNMP AUHE I 1) 28 2 P28 A
P2 HMCAR, 1HAE Firepower HUAHF H45E FXOS CLI )i I JFiL & SNMP.

o IS E (MIB) - SNMP ACHE | (52w G 44
Firepower HL4H 3 SNMPv1. SNMPv2c il SNMPv3. SNMPvI1 fll SNMPv2c #if T3 T 41 X JE 3
2. AR SNMP H)E S, TS B LT AR

* RFC 3410 (http://tools.ietf.org/html/rfc3410)

* RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412 (http://tools.ietf.org/html/rfc3412)

* RFC 3413 (http://tools.ietf.org/html/rfc3413)

* RFC 3414 (http://tools.ietf.org/html/rfc3414)

* RFC 3415 (http://tools.ietf.org/html/rfc3415)

* RFC 3416 (http://tools.ietf.org/html/rfc3416)

* RFC 3417 (http://tools.ietf.org/html/rfc3417)

* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)

SNMP [t — e Th e 2 e s A4 pliske 1 SNMP ACH I 4. 33X B850 AN B SR )\ SNMP 45 3 28 2 161
Ko WMENAT LSRR AE S S I0AE . FORT AN RN IT . BIAH A R g ) R 2 Ak el A
Ak

Firepower HLFTK: SNMP 18 &1 A= Bk BB BGE &T. FEBEA W@ 10T 5E, [R5 SNMP 45 BE 8 75021 [

BFIS AN BIEATATRIA ,  FF H. Firepower ML JCIZff o 2 75 CUCEIRARE . W 2138 2535 K 1) SNMP 45 B

2 — SNMP M S Hp s 5.8 (PDU) KHfATE B . WA Firepower LA A EIL PDU, XAy
DLF AR I T8 1 2K

SNMP & £ 2 7| FIA PR

SNMPv1. SNMPv2c fl SNMPv3 4 J /- AN R ) 22 A o 2e i) 55 B ik 2 4= 2 i) 45 6 SRl g Ak
FESNMP 71 B Y 16 22 4L o
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Fars |
B s s z2gmangsas

LN E B 5 SNMP BB SCIB IR S B AR PR o AR a1 il 2 15 i 205 Y9 S i e
WG 52 SRR A PON R T S K 2 A0, SNMP 2225 SCFF LUR — A el ML
BR:

* noAuthNoPriv - J& 5 ) 5 iF 5 0 2%
* authNoPriv - B3 50E, (HIGIN%
* authPriv - G438 UERTINEE
SNMPv3 [d] i $ it T 22 MR 22 255 2 . 22 AR 38 S F P RO P B A 170 #0158 65 110 5 40 B0 5
Mo ARG T AR T VR N o 2 AT N 22 4 G N AH 45 A R A 2 AE AL FE SNMP #5045
ALK 1 22 AL
Y #58) SNMP 2 £ 28 1R 7B &
R T AR N AL A

3 8: SNMP Z=2 £ 1REVFNZR 5

# |33 SHBIE | M KR

v [ noAuthNoPriv | 1K 75 |45 | PR FRFH UCRCHEAT SR
i

V2 | noAuNOPriv | L0545 | 5 | A LI 4 H IR AT 590 E
I

V3 | noAutNoPriv i/ 4 | 75 | 4P AUERCHE (T SHOHG .

V3 |authNoPriv | HMAC-SHA

iy

RALEET HMAC 24 H5 5% (SHA) B 5 43 5630E .

V3 | authPriv HMAGSSHA | DES | ${{t 3T HMAC-SHA §1VE (1 3 0 IAIE . BT i i (CBC)
DES (DES-56) bR B WAESS, B SR AEEEE a5 bruE (DES)
56 L7 .

SNMPv3 &2 £ Ifj ¢

SNMPv3 J8 K5 AF R 45 L5 iR AT B 40 56 UE AN N 28 A0 45 A R R AL e 25 U 2 3N . SNMPv3 (X 3%
CURC B (K PR AU BEEAE, IF4 N SNMP W8 . SNMPv3 JEFH J1 I 22 AR (USM) A& 95
SNMP 4 B 24, FERRAELL R ARSS

R SEEENE - S ORI ERAEREIBUN NG O F BAT B sl 58, IF B e R 2 sl i n)
PAARRE B BLAIFRE

 HERIEH B IRAIE - FROR T (REREZH T R s ERBCdE ) 197 W] B O 34T A
o WEPUEPERINE - B ORA FREFBURA N SRR s i o 5 S
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SNMP 3%

NET

Firepower HLFi 4 SNMP #2141 | 5157 ¥

&3t MIB 8935
Firepower HLFH S FEEXT MIB (19 - 45205 7]
H o] R EE 2 MIB FIZEM AR SRIGX 26 MIB ()45 8, &2 (AR FXOS MIB 2 %455 )

& T SNMPv3 F P 89 53 36 IE 1Y
Firepower HLATE X SNMPv3 H J7 32 #F HMAC-SHA-96 (SHA) S35 iE Hp i

i&F T SNMPv3 F§ 7 &9 AES [2FA1#49%

Firepower HUA I ] R 20N b e (AES) 410 HI T- SNMPv3 i BUINE A B RA P 2 — I 75 & RFC
3826.

Ba Al ag, priv LI AL DES 5% 128 £7. AES I (K48, LLIEAT SNMP 224 inss . i s i
AES-128 it & 340 & SNMPv3 H F I B RA 350, W) Firepower HUAR 18 FH 1% B fL 350 ok A 1% 128 £ AES
W, AES BRI R /DT HAT )\ P W 04 SR e, TR e &% 64 N 7EFT.

/2 A SNMP B2 & SNMP E 1%

UK

TR AR

FIR2

Firepower-chassis# scope monitoring

J& Fl SNMP:

Firepower-chassis /monitoring # enable snmp

HIE3 PEN snmp AL XA

Firepower-chassis /monitoring # set snmp community

i\ set snmp community 725, R IERIEIEAN SNMP X .

P4 175 SNMP AE X o AL AR B s . AL DA T LORME R P R 7 AT R, 2 32 MR

Firepower-chassis /monitoring # Enter a snmp community: community-name

TS FRENTT SNMP ARSI AR N RGCARNLEA AT LUBEE TR 775 8, 2 255 N34T, Hl

D S 3l Bk B A4 AT 5 6

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

25 rxos cu B Em 221) [
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Fans |
- R

FIE6 $5 SNMP UH (IR%54%) IBATHT{EM ENIALE . RGN E AR LUB TR TR 758, &
% 512 MFERF.

Firepower-chassis /monitoring # set snmp syslocation system-location-name

TR LSRR B RGN E

Firepower-chassis /monitoring # commit-buffer

Gt

LL R 754910 3 FI SNMP, it & 44 4 SnmpCommSystem? [f] SNMP #t[X, Fit & 44 4 contactperson
MARGHR N, FE 4N systemlocation IR AN E, I HIRAAE S

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

T—% it a
A SNMP FEBFAIH] ™ .

£1)3Z SNMP [& [

UK

T AR
Firepower-chassis# scope monitoring
FIR2 J3 ] SNMP:

Firepower-chassis /monitoring # enable snmp

SIB3 MR EMENA . IPv4 Hihkok 1Pve Hulik 67 SNMP k.
Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}
HIEA 752 T SNMP KB SNMP 41X 4
Firepower-chassis /monitoring/snmp-trap # set community community-name
HIBS $5E T SNMP [ Rk o .

Firepower-chassis /monitoring/snmp-trap # set port port-num
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FE6 FiE TRk SNMP A NI .
Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}
TR (AL fi50E E AR MIFE PR
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
BT BT LU
* BEBH (traps), WM RRCAIESE v2e B v3,
* B (informs), WA ARAIESE v2c.
pE AR R FRASIEHE v2e I, A ) DURGRIE 3l 4

SR8 (L) WA AL v3, TR E L BB IR :

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
BB

* BHIEIE (auth) - 77 S KRAE, HBAT N

o TEHIEIE (noauth) - BT BHRUAEAT N

* AR (priv) - 17 S A3 WAL AIn

TR FARGHCEALSS

Firepower-chassis /monitoring/snmp-trap # commit-buffer

Gt

LU 748 I SNMP, ] IPv4 il il SNMP FEBIF, 85 BB A 1 3 F AT
SnmpCommSystem?2 #:[X, BERRAE B H v3, KRB ERA B E A FEBE, B v3 BURBEE A “RL
M (priv)” 5 I BT 5:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

PL R s 3 H SNMP, i TPv6 Hibil-G: SNMP FARE, $5 € BaBkd feon 1 2 B4
SnmpCommSystem3 #:[X, BFRRA B Hy v3, KRB AR BEE A FEBE, B v3 BURBEE A “RL
F (priv)” » - HAfMESS:
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Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # enable snmp
Firepower-chassis /monitoring* # create snmp-trap 2001::1

Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3

Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap #

set port 2
set version v3

set v3privilege priv
commit-buffer

HH H o H

il k% SNMP [ B

BEAN I AR
Firepower-chassis# scope monitoring

T3 A7 4 58 LA B TP Mk ) SNMP Rt

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

FAESFIRAL B RGN

Firepower-chassis /monitoring # commit-buffer

ot

DL 7= R4 T TP Hihl 192.168.100.112 [¥) SNMP [EBE, F HAZATAT %

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

£1)32 SNMPv3 FH

FE SRR

Firepower-chassis# scope monitoring

FIE2 )i H SNMP:

Firepower-chassis /monitoring # enable snmp

[l =7 FXos cu E &g/ 2.201)
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IR 3 QIR E N SNMPV3

Bz

Firepower-chassis /monitoring # create snmp-user user-name

I\ create snmp-user [ )5, RGN IEHN .

J& FHERAE ] AES-128 i (i fdEH] «
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}

BIAEOR, 25 AES-128 %,

T P AL D«
Firepower-chassis /monitoring/snmp-user # set priv-password

Hi\ set priv-password % )5, RIVGHFERERI AN FAR
A RGN EAT S

Firepower-chassis /monitoring/snmp-user # commit-buffer

A5l

k% SNMPv3 F§ .

LU 713 H SNMP,  fil# 44 4y snmp-user14 [ SNMPv3 H1 7, Ji F AES-128 %, WHE %

WML, JF HAEA A5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

fIES SNMPv3 B

H£E1 YA MR,

Firepower-chassis# scope monitoring

L2 MIkRIEER SNMPV3

Firepower-chassis /monitoring # delete snmp-user user-name

TR 3 KL IR RGN E
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Firepower-chassis /monitoring # commit-buffer

w15
LR 78 IBR 44 9 snmp-user14 1) SNMPv3 1, Ff BIRAZAT 45

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

B & HTTPS

AT BUATLE Firepower 4100/9300 HL4H i & HTTPS.

& n] LU H] Firepower HUAH 2125 50 FXOS CLI 25 HTTPS i1 . A7 HoAts HTTPS Bt &AL w] i H]
FXOS CLI 58/

IER . FHRARMZETR

HTTPS i FH A FH IR B (PKY) (AL PIAN et (G2 7 i ) a5 A1 Firepower 4100/9300 AL
D Z ST Al .

MEEAFAEHIR

A PKI 45 HA — ST IEXFR Rivest-Shamir-Adleman (RSA) I =4H (K —/MrFEEARSE, H—
MNRTE) 5 AFEEAE NIRRT . AME—23 N2 1 B3 il 5 — %R . B INEH S,

RIETT BT A INETH R, BB B SRR S R . a7 n] Dod kI A
HRVHE (R “2847 ) TR BRI AR A AL W By A IR AR
Dif sy B, MR T S A N AR BT A AUS LLIE R« s 3K B n] LUANFE], R KB 512
PrZ 2048 70 — MU, FMHKCRERK:, 2tk . FXOS $&4t— BRI, T 2048

A7 IWIER B XS, I VA T 2 B HER

U SRARAE A PR i R ], A 2T Bl FOH A R B IR

HEH

YER 2 ABAE AT IHER, IO & B e AT IR o UF PR s s AT LA B & B AH O
e B . BACZFRINE I S, WATARA CHEHN M AZSAIET. SfEH EEE 20
HELUE T RIB I, P TGRS AR s Sy, FH 30 W38 e wom S IiF 24 . BRIATE
HLF, FXOS W& WEN AT, Hpa ok A BUASHIR N AILEH.
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ErCE |

ZEER

9 FXOSTEAL IR A S I iE, 485 AT SR AR RS AR AT R SRIUF 22 A e #6500 1RO 26 = ik
oo =I5 IR MUAE S K S5 R 2, 1% AS A R AT LR HAIE-B AU MU (CA), ] U
) CA BUfF AR Gl AR CA R AERE 70D o ZERPUPHIETS, i il FXOS A= it 151K,
HARRITAL B Z AR

EEEM

B2 % AR

HEAS 2 UR ] Base64 4iffh X.509 (CER) f 3.

FXOS g% 3 HF 8 NMEHIH, WiEBOAETIIA.

UK

HEN 22 AR

Firepower-chassis #scope security

U I A 44 5 PIFA

Firepower-chassis # createkeyring keyring-name

BCE SSLOAEPIKE (LA AL -

Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}
FRAAESS

Firepower-chassis # commit-buffer

Gt

LUR 7RGl st s SN 1024 47 )3 916

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—5 it 4
Sl IR IR oK
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EIEREOAE AR

U ARG PR e AR, W 20T 2 S A BRI S P AIE S

UK

T P
Firepower-chassis #scope security
PR 2 SENERINE YIRS PIPA 2 pi sk
Firepower-chassis /security # scopekeyring default
FIR3 FHERENE I
Firepower-chassis /security/keyring # setregenerate yes
PR A TS

Firepower-chassis # commit-buffer

Gt
AR 7 81 57 A2 BRI 0

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

832 EHIRRPE R IEK
f5E PR B AL I 52 B SR TRROIE 5 1K
UL

g A I PN E N S

Firepower-chassis #scope security

PR 2 NI E AL

Firepower-chassis /security # scope keyring keyring-name

HYR3 MHIRE [Pv4 B IPv6 Huhik sAZ M BRI 42 AR QU IE Fii K o RGO 7R i AR P SR A 3
fhe
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Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] [subject-name name}

RAAES

Firepower-chassis /security/keyring/certreq # commit-buffer

BRI AR AR A5 A mE AU LR FRIE A5 35 5K -

Firepower-chassis /security/keyring # show certreq

Gt

LR 7R A P B AL T 3 A G I s BAT TPv4 bk AR 15 5K -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
O0re/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/wQQOMA6CBNNhbWMwNICECSE1X AN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H

Firepower-chassis /security/keyring #

T—F Mt 4

o STHREAS R R CA (L 4F 4R [BEGIN] MIZ5 K [END] A7), JERHARAEBISCA b . Kol AT e+
TR I SCA AOE AR AR SR B AR, DIERBUCE PIAMIEF .

o QU SASAE ROF 9 MAF AR B AR AR RS Be B E 156
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Fars |
B creEmtmoEmnmeraE

ERSRIEm I EARRIERIFEK

UK

P11 AR

Firepower-chassis #scope security
PIR2  FHENEYPIIIRCER

Firepower-chassis /security # scope keyring keyring-name
FB3 QIR K:

Firepower-chassis /security/keyring # createcertreq
WIRA 50 2w e FE 5/ X 5K A X A -

Firepower-chassis /security/keyring/certreq* # set country country name

PIRS AR L USRI 44 Rk 55 4% (DNS) Huhik:

Firepower-chassis /security/keyring/certreq* # set dns DNS Name
B 5 € UL SRAN I B A bk«

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name
HIBT  455E Firepower 4100/9300 HLAH ¥ IP bk

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

PERS  IRE TR ILUE S A2 7] B PITAE A9k 7 sl

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
FB®  fEiERIE B4

Firepower-chassis /security/keyring/certreq* # set org-name organization name
TR0 A S AL

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
pZ 3 LSRR TR i pail i 2 TR

Firepower-chassis /security/keyring/certreq* # set password certificate request password
FB2 e RIGIEB 2 w] SBFITER A . TTECERIX

Firepower-chassis /security/keyring/certreq* # set state state, province or county

HIE13  J55€ Firepower 4100/9300 HLAH 15845 B 2 1k 44 -

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
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PR RS

Firepower-chassis /security/keyring/certreq # commit-buffer

PSR nT DU Ak 2 A5 A B sl S U A LA A IE A5 35 5K -

Firepower-chassis /security/keyring # show certreq

ot

LR 7 B4 P vetr SR 2 5 A B O (B BAT TPv4 bk AR 515 5K «

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreqg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name Testing
Firepower-chassis /security/keyring/certreg* set state new york
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

HH o o FH o

MITIBfTCB5wIBADARMQ8wWDQYDVQODEWZzYW1 jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1lt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/WQQMA6CBNNhbWMwNIcCECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVvUP+BZ90FiPbRIA718S+V8ndXr1lHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

T—5Htta

o HHRFPIERCA (UIETFLE [BEGIN] 145 [END]47T) » I HRFRISCE . BirEiEH
K B SCE ik B AGAT A BAIE AR ML, AR IRAE 15 .

o QIS ASAT U M AE AT B M R AT UE TS B B e T8
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tIEZEER

R

HEN 2 AR

Firepower-chassis #scope security

QI AR AR A

Firepower-chassis /security # createtrustpoint name

NI ZAFAT i di 1515 R -

Firepower-chassis /security/trustpoint # setcertchain [certchain]

WRANERAPIREIEBE R, REBIUREMAEBEEE SR, & LERUEBHAL(CA) YiE
PR EEWMAE R T —17, %\ ENDOFBUF LL5E W #1E .

BEE UE UK Base64 gwfith X.509 (CER) £,

RS

Firepower-chassis /security/trustpoint # commit-buffer

Gt

LAR 7 9 B3 52 A5 A R PR I S A5 AR R

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVVYVYVYV
£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwJVUzZELMAKGA1UECBMCQOExXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWERB
/ zANBgkghkiG9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

[l =7 FXos cu E &g/ 2.201)

TaigE |



> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

T—%Hft4
MAG AR SIS WU LR AR U PIFRIE T IR L N PR

RIEH SN E AR

FHIEZ Al
o P AL E B PMIE B I UE B B A5 A R
o MAFAE A BUEAS AUAH AL SR P FIEAS

g2

BEN 22 R

Firepower-chassis #scope security

HE KGR TS 1) 28 FFR T C B A

Firepower-chassis /security # scopekeyring keyring-name

NI SRICES B ERIE A5 (R 45 AT 3 BE B UR WU 45 58 2 A5 AT A
Firepower-chassis /security/keyring # settrustpoint name

JA B AR LA S PR IEAS (KX A -

Firepower-chassis /security/keyring # setcert

wirssamag ]

FESRRAT s RIS AR A5 BIE S AUA WU LRI P SO . AEIEF A 17, A\ ENDOFBUF

SERE AN o
BEEE F 2K ] Base64 4ifid X.509 (CER) k&2,

AL

Firepower-chassis /security/keyring # commit-buffer

Gt
LAR 7- R A5 AR RO S NS HI3E

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
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Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Ke

VVVVVVVVYVYVYV

\

>
Fi
Fi

T

repower—-chassis /security/keyring* # set cert
yring certificate:

MIIB/zCCAWgGCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1d3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3ochad=

ENDOFBUF

repower-chassis /security/keyring* # commit-buffer
repower-chassis /security/keyring #

— it 4

8 %403 & HTTPS A4S o

Bc & HTTPS
A

TaigE |

EE SEACHTTPS fit'E CHLFS ok i HTTPS A H s IR0 5, — BARFEIRARS 45, T 4
HI HTTP F1 HTTPS &1 #4411 A whon e

FE SEARGH

Firepower-chassis# scope system

T2 EARGIRSHA:

Firepower-chassis /system # scope services

T3 A

FH HTTPS JI%:

Firepower-chassis /system/services # enable https

TEE (

wik) fRE BT HTTPS E#:K) 5 X

Firepower-chassis /system/services # set https port port-num

$IES (

) FREGIE T HTTPS M PIR 4 K.

Firepower-chassis /system/services # set https keyring keyring-name

FIR6 (

k) ¥R AT H 1 Cipher Suite %2422 51 :
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Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode W LLZ LA KB 2

* high-strength

* medium-strength

* low-strength

* custom- SLVFREFE @ H & LI Cipher Suite FURS G- H:

HIET (W) WA cipher-suite-mode B4 custom, 1%$5 E K] Cipher Suite 241 H & X5
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string
cipher-suite-spec-string " UL 5 % 256 MNF4F, I HAAZ 54 OpenSSL Cipher Suite BiyE . £l

FATAT M R R AT, 1 GBS + ') « - GEFRD F: (B9 BRab. fEANE R,
1524 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

B, ERIAELL T, FXOS Al i) o o SRS 7 1 3 A -
ALL: !ADH: ! EXPORT56: ! LOW:RC4+RSA: +HIGH : +MEDIUM: +EXP: +eNULL

R WS cipher-suite-mode 15 & 4 [ custom 2 A AT ] FLABAR, D) 200 e I

SR8 (L) o BRSNS R 1

setrevoke-policy { relaxed | strict }

TR FHEF IR RSB E

Firepower-chassis /system/services # commit-buffer

Gt

PLURZRB )G H HTTPS, R 5 35 A 443, KR L FR 18N kring7984, 44 Cipher Suite
RGN BEE N, IR

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

B HTTPS i

TRIAE LR, 7RO 443 3 HTTPS MRS, #IC1E45F HTTPS, {HA DUE %uma, HHHT
HTTPS %4
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Fans |
B nuzex

UK

TR ARG
Firepower-chassis #scope system
T2 ARG
Firepower-chassis /system #scope services
HIE 3 J5E T HTTPS 150
Firepower-chassis /system/services # sethttpsport port-number
A port-number F&E — T 1 F 65535 Z [ HH. BROAEOL T, 7Eum i 443 FJEH HTTPS.
SR FHEF IR R SR :
Firepower /system/services # commit-buffer

Wk HTTPS %t 5, B a0 HTTPS &G #0 ICl. F P 75 S48 A 7 1 2597 65 5% Firepower Hl
TR, PR,

https://<chassis mgmt ip address>:<chassis mgmt_port>

MR <chassis_mgmt_ip_address> &AW AR E W% N 18] Firepower ALAF 1) TP Hihb sk =414,
<chassis_mgmt_port> J& RS WINIFL & ) HTTPS %ij [ .

1l

PLUR 7”0k HTTPS 3 5 B 443 FF HARAAT 45
Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

B %5 A 2R

UK

TR AL

Firepower-chassis #scope security

T2 MERSEE H YA

Firepower-chassis /security # deletekeyring name
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HIE3 A5

Firepower-chassis /security # commit-buffer

Gt
LAR 7= M Bk 34«

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Al R A 1T =

FHia Z |l
il O SR ARAL ] B2 A5 AT R

g S I PN R

Firepower-chassis# scopesecurity
P2 MERAEE 2GR

Firepower-chassis /security # deletetrustpoint name
T3 RS

Firepower-chassis /security # commit-buffer

Gt

LAR R BB 52 A5 A 5

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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2 F HTTPS

UK

T ARG
Firepower-chassis# scope system
T2 HEANRGRSHA:
Firepower-chassis /system # scope services
HIR3 2 HTTPS k55
Firepower-chassis /system/services # disable https
TR KAEH IR RAEIE

Firepower-chassis /system/services # commit-buffer

Gt

DL R 75 2% F HTTPS 428 fF 55

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

A& AAA

AN BHMIAE ALK . A OTEAIE R, S LN .

*=7F AAA
AAA B—HIRSs, TG SNSRIV SEESRng . YRR R R O TR A IR 45 304711 9%
Frars B XS FEs T i T Mg E U 2 i S 2 mE,
BRI iE

S ARSIt 7RO T Rk, MO ST T N RN P A A RO, R
T VTR . AAAJIRSS aK 7 B0 S 3 9ok SR Uk edhe P v A i PR LA D P AR UE REAT LA S 2R
FEUEVLES, WIAVFI V7R 2. IR AEUEAILH, WS I UE R, FHFHELE L7 1) .

AT LK Firepower 4100/9300 ALAHIC & X6 ALAE 10 BLEHAT S0 I0AE, QFELLF &1
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* HTTPS
* SSH
© PATEHIG

#i2
FEBULIT SRR B AVELP W FIMBSE AT, VIS . R LT B R,
AT S P AT M R SR 3

it

SEL T 00 B P MM FE R B U, P DL 5 SR oK P PP 2 R R s
PO SR 2 TR LR B BT, 00 B TREFT AL,
U R, VR R A2

SHRIE. BRI BNEE

ST LT 5 RSN A B S SR IR DR £ . AU BER SR P
B 6T LA D, T LA IS SN AR ALV AL £

AAA fR 55 25

AAA TR B ST VR 2 5 35 . 54 Y TR P SO TS, i
SRON 5 £ 54 YO RO PEL P R U OB ASA 25. SRoRf  ROSCHR VEE FAE B,
UIERTE

A AR

Firepower HLAR 4E4" T I ™ e B SCAF IS A Bt 74 o 45T LAAE P AS Ui A QO AAA IR S5 4%
RARBEHI P SRR . FRAUCRICK -

BCE LDAP 2125

B & LDAP 32 FRIE 1%

FE AT 55 A IO ) J P T SR IR AT SR (AR e I e S R BOABE . R AR R P AR AT
XL VKB E, Firepower Iy AT R GUR AL 1% U B F 2 BRI BE

WIRATH Active Directory 124 LDAP 4545, 157E Active Directory JIlk 554 41 HI ik fr LAGR i
Firepower [ EHEAER ST, SLik ' N H A JERHIG 54T .

UK

g A I UPNE N S

Firepower-chassis# scope security
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$1B2 A %4 LDAP il

\}

Firepower-chassis /security # scope ldap

AR A i P Rl SR A T B PR R

Firepower-chassis /security/ldap # set attribute attribute

A B 5 i 5 DX ) 44 PR A S EA T B PR A R -

Firepower-chassis /security/ldap # set basedn distinguished-name

PR AL Fi 5E I DEAR R SR AT B A R

Firepower-chassis /security/ldap # set filter filter

BCEAEVE W] LDAP k55 as CLOCHIZ AT, FRGEN AT A 55 i A L e 82 FR) R 1) 1) g5 «

Firepower-chassis /security/ldap # set timeout seconds

FAESTIRAL B R AL -

Firepower-chassis /security/ldap # commit-buffer

T

LLUF 7K LDAP J& 5 &l CiscoAvPair, KAl X 51 4 e & M
“DC=cisco-firepower-aaa3,DC=qalab,DC=com” , F il JE2% % E & sAMAccountName=Suserid,
Y B B g 5 Fp, JF HRAS T4

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

P i

W LDAP F 7 1) userdn #Bid 255 ANF4F, F V8 S0K RIW

T—5Hit+4
@143 LDAP $#2EFER .

fll3Z LDAP 1232 Fr

Firepower HJ 4 JEHAE KRG % S HF 16 1~ LDAP $2{1Ef4 /7.
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FrI6Z /il
WIARATH Active Directory 14 LDAP flk45%5, 15 1E Active Directory JIik55#% G A ik - LAZS i
Firepower AJ§ e/ R4 . SLik P N EA JERIHAR % .

UK

BEN AR

Firepower-chassis# scope security

BN %4 LDAP #Ex:
Firepower-chassis /security # scope ldap

B LDAP R4 #5209, HEAN 24> LDAP JR55 2t

Firepower-chassis /security/ldap # create server server-name

R SSL L E ], server-name CIHH 4 1P Huhik 5k FQDN)D AZIURS A VCEC LDAP IR 55 2% 22 A UEH 1)
WHAFK (CN)o FRAEFE T IP Huht, FNAZIALE DNS R4

(ATIE) V& LDAP J& 1k, HIRArf A (R DX 3 e
Firepower-chassis /security/Idap/server # set attribute attr-name
I B PEUR 20t — N FREXS o RGUAEH P sk h AT DTG G 8 1 44 FR IR E
PZAE R LETR, BRAEC A LDAP 4L % B T BB 1.

(FIIE) {E LDAP JRZ S5 H b v B (D) 40, AERURIRE R, g fE ] P B30 AR 24
AR 7 23R U 7 1) DN, IR G543 B 4 THIR 1% K -

Firepower-chassis /security/ldap/server # set basedn basedn-name

BLA DN A AT ABCE D e KIS 255 NP5 2: CN=username 1<), e, JI P bR Rl
H LDAP & {3 53iE Vs i) Firepower HLAH & BEA$ 5L FXOS CLI (e R FH 7 .

A R IETE, FrdE A LDAP 3 F )i ® 7 BA KLl DN,

CRIIED A LDAP Effi Rk - BEE D 44 (DN), 0K ™ 6 Bt DN T (K B A0 ST B ORI 224
B -

Firepower-chassis /security/ldap/server # set binddn binddn-name
SCRFIBCR AR ARG BE S 255 /> ASCIL A4

(FTHE) ¥ LDAP 4% B4 VEE £ 52 SR 31 P 4
Firepower-chassis /security/ldap/server # set filter filter-value

ZAE NI, BRAEC N LDAP SRR BB E T B s,
A4 E DN 3558 1 LDAP B K P 35 8 250

Firepower-chassis /security/ldap/server # set password
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T LU AT EARIE ASCIL 4%, HA%&. § (i) 2 (%) 8i= (55%5) BRob.
PLW R, THTEEEN set password 72 )5, 1% Enter 8, JFAEHEN AN N B PIE
SO () FHAE Firepower AT JEHRAE R M HHUCHLUCEFERT P AT B M B0 E (RN
Firepower-chassis /security/ldap/server # set order order-num
S| (i) FEE T 15 LDAP IR S 00 11, bR 1150 389,
Firepower-chassis /security/ldap/server # set port port-num
RN 5 LDAP IR g5 a8 51N, o M eREEHT & AL -
Firepower-chassis /security/ldap/server # set ssl {yes |no}
IR -
* yes- WAAUINEE o WAL EETCIE IR, JEHR R
* no- ZEHIIN . B IR UELS B LR SOk

LDAP 18 ] STARTTLS. X FoVFAf FH i 1 389 #EAT N #5315

P12 f5E REAHN AT, SRIEH: LDAP B PRI N AL 2R I ] CLARR A A7)
Firepower-chassis /security/ldap/server # set timeout timeout-num

BN 160 B2 AR, BN 0 (), DMEIh LDAP SR AEFE P48 & K42 R i
{H. BOAEN 30 7o

PR3 SRt LDAP S ity sl g5 ae e 5 S LY g -
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
HETAF

* ms-ad- LDAP $2f}tF2£/7 /& Microsoft Active Directory
* openldap- LDAP #2127 AN & Microsoft Active Directory

HE4 (TR R HHE Ay A
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
R WRE MRS SSLER R AR

PSP HSRCHRSEME

Firepower-chassis /security/ldap/server # commit-buffer

Gt

PUR 7RI 6103 44 24 10.193.169.246 ) LDAP IR 45235545, He'E46E DN S05 . Wy, .
SSL W HEN TR, I HARAAT55
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Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

i oap szitizs

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

HH H FH o

order 2

port 389

ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

set
set
set

DU 7R A 44 A 12:31:71:1231:45b1:0011:011:900 (1] LDAP IR % 285241, LB 482 DN,

E TN IS N E N

SSL.

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

BEEL PN R

’

Firepower-chassis /security/ldap* # create
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"

I HARAAT 55

server 12:31:71:1231:45b1:0011:011:900

Firepower-chassis /security/ldap/server* # set password
Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

fHBR LDAP 12 32 =

HEN 22 A

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

Firepower-chassis# scope security

HEN 24 LDAP FE

Firepower-chassis /security # scope ldap

TR T 0 AR 55 25«

HH H H o

order 1

port 389

ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

set
set
set

Firepower-chassis /security/ldap # delete server serv-name

RAE S IRAC B R
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Firepower-chassis /security/ldap # commit-buffer

5
PLUR IR 44 4 1dapl () LDAP JR%5 5%, I HARATATS:

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

fi. & RADIUS 12Ei2fF
Bt & RADIUS 122 FHY B 1t

70 BEAT 45 H C B 1) JB P T eSS T R AT SR (R e e 1 5 2 BOA W . W R AN LR e R AT
X LE B PR (1) B, Firepower R[4 JEH:AE R G0RH I FH %0 B T 2 BRI

UK

BEN 2 AR
Firepower-chassis# scope security
HEN %24 RADIUS X
Firepower-chassis /security # scope radius
(ATIE)  FREAET MRS & LRI AT, HOBr 22 5 RADIUS JIRg5 a5 HEAT I A5 KL
Firepower-chassis /security/radius # set retries retry-num
CAre)  BEEAETE WSS a8 COR M BT, RGN AEAF RADIUS iS5 s At i I A s T 1] B -
Firepower-chassis /security/radius # set timeout seconds
FAL SRR RGN A -

Firepower-chassis /security/radius # commit-buffer

Gt

PAR 71K RADIUS Bk 8 e B 4, Kol (] Be BB 30 #, I HARAL(E55

Firepower-chassis# scope security
Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
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Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

i (A
Bl RADIUS $#2f R % .

£1/%Z RADIUS 12 {£F2 7
Firepower N4~ e #AE R4t i % 3 FF 16 > RADIUS 2 fE72)7 .

UK

TR ALK

Firepower-chassis# scope security

$IE2 #E 24 RADIUS Fixl:

Firepower-chassis /security # scope radius

FIR3 QI RADIUS 5545 e, i 24 RADIUS JIR 55 s
Firepower-chassis /security/radius # create server server-name
T4 (T FEH T 5 RADIUS JIR g5 S5 0 1 o
Firepower-chassis /security/radius/server # set authport authport-num
SIES W E RADIUS JIRSs a5 %4
Firepower-chassis /security/radius/server # set key
LRCE YU, WEEN set key fir2 5, 1% Enter 8, JEAESRAT bl N % PIMHE .
FE6 (W) e LIRSS AR Y .
Firepower-chassis /security/radius/server # set order order-num
PRI (i) BWEAATVIRS & O, FEH2sikS RADIUS MR 45 #3478 45 1 08 :
Firepower-chassis /security/radius/server # set retries retry-num

SR8 IREAEIEWIIRSS & TR 2T, RGN AEAF RADIUS 55 g1 H i FE I 18] (A 5g o

Firepower-chassis /security/radius/server # set timeout seconds

R WEREEDH RADIUS SRR PR O A 2 S JniE, U A= 1) Timeout {5 .

FB ARG EATSS:

Firepower-chassis /security/radius/server # commit-buffer
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A5l

LI R R B — A4 4 radiusserv (KI5 B9, K5 EH YR 11 By 5858, 4455911
B4 radiuskey321, KT BE R 2, ST RUHRE Y 4, FHRITEEE N 30, ARUE %
GO, I AR

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321l
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

#
#
#
#
fiiF% RADIUS 2 T2 F

g3 I PN
Firepower-chassis# scope security
$IR2 P4 RADIUS Bl
Firepower-chassis /security # scope RADIUS
HIR 3 MERSRE AR 555«
Firepower-chassis /security/radius # delete server serv-name
TR RSB RSB E

Firepower-chassis /security/radius # commit-buffer

Gt

LA 7= M B3 44 2 radius] (1) RADIUS k554, JF HASALAT 55

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #
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BcE TACACS+ 12112 F

B & TACACS+ tRfiti2 FRYE 14

TE AT 25 FH L B 1 J PEXT T Be 2R g P A e R e e B 5 2 B E . WU N SRR e FE AT
XL JH LW E, Firepower N4 R H#AE R0 AT F 1% B I 2R BRIA R &

UK

FE A

Firepower-chassis# scope security

i
)
N

N 24 TACACS+ =

Firepower-chassis /security # scope tacacs

P (k) WEAEYIIRSS A DR, RGNVAERF TACACSH ik 554 & H i . 14 B ] 1] B «

Firepower-chassis /security/tacacs # set timeout seconds

TR A KRS IR R R AT E

Firepower-chassis /security/tacacs # commit-buffer

w15
LR 78K TACACS+ HERY )RR B N 45 #0, I HIRASAT 45

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

T—5Hit+4
B3 TACACS+ $2fLFR % o

fi3Z TACACS+ 1R {fti2 [
Firepower 4" 4 F 7 4tk % 3085 16 1 TACACS+ SR T,

UK

TR AN

Firepower-chassis# scope security
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S 2 kN4 TACACS+ Bt
Firepower-chassis /security # scope tacacs
PR3 QI TACACS+ o5 as Sil, HEN %4 TACACS+ IR g5 sl
Firepower-chassis /security/tacacs # create server server-name
SIB 4 H53E TACACSH 55 % %4
Firepower-chassis /security/tacacs/server # set key
TERCE P, VAR set key 112 )G, 1% Enter H, AP R R AL N S P
FES (i) fEE R IR S E U .
Firepower-chassis /security/tacacs/server # set order order-num
PE6 FE WIS LG AT, RGN AEAF TACACS+ [ g5 a1 H Wi S g I 1) 7 g
Firepower-chassis /security/tacacs/server # set timeout seconds

BR WG TACACS+ SR AURE Ik FE0 A 38 Sy ik, WU INC B BRI B I

FEBT (k) IBEH TS5 TACACS+ MRS #8415 1o 1 .

Firepower-chassis /security/tacacs/server # set port port-num

TR 8 K F TP RGN E

Firepower-chassis /security/tacacs/server # commit-buffer

Gt

PLUR 7Rl 1 44 4 tacacsservo80 RS54 S, K % 8 B A tacacskey321, K71 0
4, K65 Oyt L E N 5859, JF HARAES

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

fliP® TACACS+ 12 {12+

UK

g A RPN S
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Firepower-chassis# scope security

HEN %4 TACACSH £ :

Firepower-chassis /security # scope tacacs

TR 45 7€ R IR 55 9% -

Firepower-chassis /security/tacacs # delete server serv-name

FAESTIRAL R R AL -

Firepower-chassis /security/tacacs # commit-buffer

w15l
DU 76 MIE: 4 A tacacs] [ TACACS+ IR%-2%, It HIRATAT 4

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

BRRERGHE

ARG H SRRk B K SR B2 1T RS H G T YRR P RS e 10— Fho7 ik R Bk
Frh R R G H SRS HATH TIER H SN . R4 H SRS H2 M BIFR HAAEAE SO, Bl
AR 5 B C B SO AT BT R o AR il s HE AT USSR U2 R . 500 Bl
B HE R S FA A P A )

UK
HEAN AR

Firepower-chassis# scope monitoring

JA P BAA g 46 5 A3 ARG H s

Firepower-chassis /monitoring # {enable | disable} syslog console

IR EFE R BARE R0 . WRARGHEC RN, RERAEESG LRtk gon KU L
THE . JONRIHE R SR N BHRIOUE A1 o BRINGON ™ (Critical)” o

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

JE P EREE A R G A AR 4 H ST B

Firepower-chassis /monitoring # {enable | disable} syslog monitor
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R EFF LR R MRAGH RS0 . WERINALEIRGS C R, R Bt g0 & UL B &
IETIE B SR B BRI 51 o BRI ™ (Critical)” o

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

FR HA Y4 T terminal monitor 1722 &, A 7E &t lay F B skt “ ™ (Critical)”
FON I S

F’ﬁﬁ‘k?ﬁ‘ﬁﬁm% ?Hlb\I/fq:lj)\%é?H/u\/ﬁan

Firepower-chassis /monitoring # {enable | disable} syslog file

TR B ISR A Bk U2 P iR 25 16 7T

Firepower-chassis /monitoring # set syslog file name filename

CATE) B RIS TP RIS B0 . WERSPIRASC R, RGORAE R g8 H S 17
T B2 S LA B3 IR o GOn e T04% B SR B M s BRI 51 o BRAAZR3I A 7™ B (Critical)” o

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

(L) AERGTFIEH BN BB S IHHE B 200, WEIRE s S RN (DU R BAL) o Y
Jy 4096 F| 4194304 7.

Firepower-chassis /monitoring # set syslog file size filesize

C 1) e 2 = MIMB R G H S IR S5 # Ak R 48 H AT B
a) AHEZEMRE =AIMERG H SRS s ARG HEH R

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |

server-3}
b) (AR WEFEEAFAHBIAMNES H A AR S0 . aRIZFE HAR R, RGORE ) S8 IRk 55 o
RALICN S L ETH R e GO I B SR I B 21 o BRI ) aE

(Critical)” »

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

o) € CIEMZRE RS HE MRS AN BN A B IP bk, EHAHREZEE 256 2747

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} hostname
hostname

d)  CAJiE) 4R5E R O g I RE R S H SRS ds SO R 40 H S S & st 40 .

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

Be B AR . D B2 B (RS A R P A LT iy 4

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}

AT R AR o — T
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* B % (audits) - /7 B AT $ %I H &Lk,
* B4 (events) - i JHEEE I T AT R LR H 0K
* BIIE (faults) - o J BZE I ITAT R geidba i) H &e 5%

SIE12 AT

Firepower-chassis /monitoring # commit-buffer

ot

LR 7Rl S 0] Ja FHAE At SO v A7 fik R 4t H G BT HARACAT 55«

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
# disable syslog remote-destination server-2
# disable syslog remote-destination server-3
# commit-buffer

Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring #

BCE DNS PR 558

\}

W RGOk EWLA RN TP Huht, 875 24552 DNS IR&54s. B, W ARH S DNS R4,
M URTE Firepower HLAH EFACE VEE N, ASBEA ] www.cisco.com 2544 FR . 8 1] BE T34 IR 25 2% 1)
IP Huhil, JLATLASE IPv4 8% IPv6 Hidl. i Z Al IECE 4 > DNS IR%55% .

P

BL'E 2> DNS JIRg5ae i, ARG LMERBENUB P IE R MR S5 &% . W R AU Py & 25K DNS Jleds a3
i, e R ARELLRENLNUT %2R 3 1 DNS IR554%

BRI

Firepower-chassis #scope system

BEAR GRS

Firepower-chassis /system #scope services
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PR3 LR DNS kg5 as, MMM S, R FR:

o B RS LU BATHR G TPv4 S IPv6 Hiubk () DNS R4 3%, WEHAT LA N #RAE:
Firepower-chassis /system/services # createdns {ip-addr | ip6-addr}

 BMBR R AT 5E 1Pv4 50 IPve Hudik (1) DNS 5545, AT LA R Bk
Firepower-chassis /system/services # deletedns {ip-addr | ip6-addr}

TR LSRRI R A E

Firepower /system/services # commit-buffer

[l =7 FXos cu E &g/ 2.201)

Gt

DL 7 e B EL AT TPv4 Hidik 192.168.200.105 [ DNS JIRSs 8% 9 HAZAZAE S

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

DL 760 B EL 4% TPv6 Hitil 2001:db8::22:F376:FF3B:AB3F (1] DNS IR %22 3 H 2 A4 T-4%

/system # scope services

/system/services # create dns 192.168.200.105
/system/services* # commit-buffer
/system/services #

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 2001:db8::22:F376:FF3B:AB3F
/system/services* # commit-buffer

/system/services #

PLF 7= BAT TP Huhlk 192.168.200.105 1) DNS 448 3F HARAT (T4

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # delete dns 192.168.200.105
/system/services* # commit-buffer
/system/services #
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EOSHE

* T Firepower LW &1, 3 143 1T
G B ML, 2R 145 1T

o B LI, 55147 0T

o FCE MmN, 2 148 1T

o FLE ST, 5 150 1T

s B BRI, B 151 0L

X T Firepower & £1i% &% O

Firepower 4100/9300 HLAG 37 ¢ #.—4% 1 LA & EtherChannel (¥ [1i8i) #2110, EtherChannel 4% 1#: %
AU [R] 2R 16 ANl A 1 o

Al

it
n
o

B L AT LOEAUR R B —
* BlE (BRUARCED - ANREEZHR B L A= i 22 1
o M- W DATEI RO L I O . K RS R ANV E R

1t Firepower JEUPPB A N F VY, ) BRAE B 11 A28 W A9 LU PIEE AR 11 2 [ b AT 36
FEEUZIRRL N S e EROHAREE D e TR E B IR FEE MR Firepower A B L.
KA H ORI S R I0IE. IPHBhEAF S . 1§20 (Firepower i B L ECESR M) “ &
GNCE” AP CEHEEEO” H).

W L 0] DLUE A BP0 28 (Devices) > 1 2 & 12 (Device Management) > 12 [ (Interfaces)
PrdE B RS O — B TRCE . T2 W D TIE R . 2 W D L R Ve B A,
ANV R

o HUARAY FI - e R A B2 1] Tl SSH Y Firepower HUAR &5 H 28k 45 B FXOS HUAR . 511 2,
RIS A 4 B 2 /N R s e i PR B R T, B AT T mgmt-port shut @74, HUHTE #HE 1
iR FFIEH BT IR .

B/ FXOS CLI A O, 15 IER P A B P F BR8Pl -

25 rxos cu B Em 221) [



B =osnx

\}

Firepower # connectlocal-mgmt

Firepower(local-mgmt) # showmgmt-port

* Firepower S - 4% 111 /& Firepower J& 0 o7 418 2% (A B A7 B O B b4z 1, e
Firepower Z/PpSifHl CLI _bRECEIL 1P Mk FILA 240, Bildn, fn] Dok By & &S (i an
MEgIEB) kK. 1ES 0 (Firepower B HIHHLECETR ) “RANE” =1 “FH
P07 4y

o SR - T ARSI U (R PRI L 2R . ORI B 2 7 I 8 SR AR T e B LA EA T e 6 A1 AR
WA BOAMEOT, REa il 48 b A 20 g A b6 % .

pE

P55 i X

R AT LML Firepower 5 B H 0 il, Firepower Jai WM 18l CLI 4 WA EATRERS . 73 S sl s 11 482 LG
BB . — ERG PN DG NIRRT, e S TR SRS, G E AR R R FXOS
GIRP

TV A IBORH AR BT B«
* P 5 A U ME— 1Ko 3 1 HOIIAN AN IS, RIS A oAl YIRS
o SV EATHER S 1 Bl o 1 s SO0 AT RT A E A Y IBOH

ARWEAER, S0 (Firepower & B HORCESRE) TP “BCE IPS LN LFINEREE” 7).

%I T Firepower & Wi fHl, Firepower 9300 F14100 F 41 - [ BE 264z OHe oo VI8 R 55 2% D) RE .
B 55 % ] A5 RN DR 38 52 7 A DR O 2 [RI AR i By o AR AR BB A i, D g ml
T YR S5 IR

Bl 41155 % D REAE B AR 55 B N FH FP AT IC B o AN TR BOR X bz 1 AR R 55 0] eI HIAE ASA
F1 Firepower JEUMM S AN FH IR FUEZ 10 o TRV, N0 A 20 320 i B 5 AT R o5 I Th e e .
i A AR B 55 % ThRE, 1520 i L B 4 EtherChannel; 75U, #ADEF X 6482 11 1E k%
F5 20N 1Y EtherChannel Ji% 17 o

KT UL LS R R 4R K 3 16, Firepower Jg i 48 SCHREAEAF- 55 5 -
* Firepower 9300
* Firepower 4100 3%

TXEER 5 1) 52 S AE AT 55 1 ) 8 R4
* Firepower 6 i1 1G SX FTW H.47 % M 24 ik (FPR-NM-6X1SX-F)
* Firepower 6 Jij 1 10G SR FTW HLA7 5 j £ 4528k (FPR-NM-6X10SR-F)
* Firepower 6 %ij 1 10G LR FTW HL47 55 M 45 £k (FPR-NM-6X10LR-F)

* Firepower 2 ¥ 1 40G SR FTW FAA7 55 B 25 AL (FPR-NM-2X40G-F)
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* Firepower 8 iij [ 1G 44 FTW A7 58 M 25 B (FPR-NM-8X1G-F)

R 5% i S BEA P LT g 1R
°1. 2

Firepower 4100/9300 LA BRIA S H ELWiSZRF . ZE4E Firepower 4100/9300 #LAH b 2 3% R4 e i@ 45 18 %
R EWSCRE, BT R BRI SIS MTU WA .

Firepower 4100/9300 HLAH E A HISCRFIF K MTU 24 9184,

wmiEEORM

el LA s MR O, A EROHEEMN T, BE4AE—O, WAL FX0S #
P U8 e, HENHHFLLEE T EHE.

FFa Z Bl

AHEHME 2 248 /& EtherChannel j 53 4210 . 55 A 7E K582 5 N3 EtherChannel 2 5 HifL & %

o

UK

BENE A
scopeeth-uplink

scope fabric a

JEHHE .

enterinterface interface id
enable

i

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable
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iR AN MG SOV DAy iy 1 T T B 5% PR o SR AR DAy S 1) T T B B P42 1B AT enter
interface 5l scope interface M4, FFW B IRIEE, BRI SALAAE . NS
| enter interface iy 2 ZmHH 1, AR5 PR S 0 21 oy 1138 36
(ATIE) BB LR,
setport-type {data | firepower-eventing | mgmt | cluster}

il

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data SCHE TN BRARAL . 1520154 cluster XEE T BRINHOLT, RGie HahfEm 110G 48 LA
BETF R IR

A A Bl i (RS S0

set auto-negotiation {on | off}

T

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

BOE R .
setadmin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

Tl

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

BEE LT
setadmin-duplex {fullduplex | halfduplex}

TP

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

ISR St T BN R, W CN TR URAEEIE 1R, RN TR
THS RGBSR, 5 148 T,
set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

TRAFRCE -

commit-buffer

-
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Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

Bl & im 1188

Nil

¢

EtherChannel (HFR i IIHIE) &L o] LLEE 16 NR—ZM L 0,

4 Firepower 4100/9300 #1456 €1 % EtherChannel ¥, EtherChannel ¥4k T #E&C (Suspended) K74, L3
R L BC A &, B HE B M %08 . EtherChannel 76 LA R &0 N KfIE H 3E#E (Suspended)
ﬁ%&ﬂ:

* EtherChannel 5 1 A 3 37 2 #5528 IO B804 B # i 1
* EtherChannel #%48 114 J& T80 — 56 70 118 15 45 18 Bl CCL 3 1]

* EtherChannel #7510 J& TSR BE— 8B 0 B 4R B 4 i B o 1, F B2 —A> e e 2o
NIZAERE

IR, EtherChannel /£ 0K & 7 BL B M R & IS IE R TAE. W B H K % [k EtherChannel

MR IZ 1545, EtherChannel ¥k 5 4 3EEE (Suspended) R4

FriGZ 7l

Flrepower 4100/9300 ALAE I AER R BE RS S8 #2 Bl (LACP) #558  37Z #F EtherChannel. FATTEE UK
HEARAZ W i D BE N W3 (Active)” B, DLSEHURAEAE.

UK

HE B2 LB
scopeeth-uplink
scope fabric a
oIFaARE Eics
createport-channel id
enable

N WD AnEARE

createmember-port interface id

i

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
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Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

T4 (k) BEEMHKA.
setport-type {data | mgmt | cluster}

Tl

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data XHE TN BRNEAL . 1EZ0IEHE cluster KBET, BRAESOKG b L SR IR SR e %, AN 2
BOABLE
WIRS (A Ay iy A PR T B 3 160 B e e
setspeed {10gbps | 1gbps}
il

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

PI6 SATHLE

commit-buffer

A T SR A A i 1) AR G2 X I, UK M3 15 15 AX R TEEE 802.3x 5, 3K
S SR SR A% A 1 5 AR B LMD, HEIZE P X Ol ER . BB 8] R A7 i 1 T
s A2 R IN JE P AT 6 6 I R SR A it e P S 4

BRIA Sk S B AR Az i, RSB BB PR -

PR LUK EATHERS, RJERE AT R IR
scopeeth-uplink
scope flow-control

i

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
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N
g
N

manernzn ]

firepower-4110 /eth-uplink/flow-control #

Sl o0 81 S U A SRS
enter policy name
QR AR B G AR BN SR, E7E “name” A default .

TP

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

wCEAL Y.
set prio {auto | on}
AL BEE LA Py Ry 205 H ML BERK (K PPP.

TP

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

Jet Y A R A e T 4

set receive {on | off}
* B - BEEHEEK, % BAT R S 1 BT AR, T3 R A IR B RO 1k
© B - Bk B MSS RS R, Rk T A .

il

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

Jei F B4 F I o A 4

set send {on | off}

« B - WA AN B fE R K5, Firepower 4100/9300 43 [i1) 48 A 3R B 15l sk . B 5F L=
7, HEREREENIERE K.

« B - BRI R, ot T
T

firepower-4110 /eth-uplink/flow-control/policy* # set send on

TRAFBCEL

commit-buffer

i
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firepower-4110
firepower-4110

ot

gogs |

/eth-uplink/flow-control/policy* # commit-buffer
/eth-uplink/flow-control/policy #

LA 7 B C E 1 A o SR

firepower-4110# scope eth-uplink

firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110

A& 77 > B4

/eth-uplink # scope flow-control

/eth-uplink/flow-control # enter policy FlowControlPolicy23
/eth-uplink/flow-control/policy* # set prio auto
/eth-uplink/flow-control/policy* # set receive on
/eth-uplink/flow-control/policy* # set send on
/eth-uplink/flow-control/policy* # commit-buffer
/eth-uplink/flow-control/policy #

DL #8425 B 4 n A TiE 40 S2 H.25 DU T+ Firepower 4100/9300 HLAR »  #8m] DAAE FH 4 S £k 4 L it 4

A~ 10 Gbps ¥ii 11,

FHIa Z |l

AR AN 40 Gbps i

FAT 55 B DI RE O 1 AN T 2k 7 S 1 G

T BRI S WL M
a) HEAATZRIA:

scopecabling

scope fabric a

b) B

createbreakout network module_slot port

i

Firepower /cabling/fabric/ # create breakout 2 1

c) PRATHE:

commit-buffer
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R B BEEZ DN, NAEKH commit-buffer iy 2 I QI T 73,

W2 BHHME S, AL
a) HEAZOBI:
scopeeth-uplink
scopefabrica

scopeaggr-interface network_module_slot port
pEp ANBE BGOSR B D3 104 1 o SRR AE DAy iy 1 A 3k D4 PR 1A enter
interface 5l scope interface iy %, M| — SRR, UWIIX EAAE. BNIZ%E
¥ HH enter interface iy &g 4 1, AR5 FRRFHLS 0 280 oy 1858 .
b) 8 set v 4 Tic 4% 1 R Ao 11285
{§FH enable 2% disable % ¥ B 42 I HRAR A .

C) %%if@ﬂ%i:

commit-buffer

i ot 42
RO REEO
L DA TR A LA b O e 1 RS
i
N RN LY

scopeeth-uplink

scope fabric a

N
g
N

B B Bk

showinterface

IR SRR AR S A FEE 7S 2 R .

Gt

Firepower /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
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Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data Enabled Link Down Link failure
or not-connected

Ethernetl/3 Data Enabled Up

Ethernetl/4 Data Enabled Sfp Not Present Unknown
Ethernetl/6 Data Enabled Sfp Not Present Unknown
Ethernetl/7 Data Enabled Sfp Not Present Unknown
Ethernetl/8 Data Disabled Sfp Not Present Unknown
Ethernet2/1 Data Enabled Up

Ethernet2/2 Data Enabled Up

Ethernet2/4 Data Enabled Up

Ethernet2/5 Data Enabled Up

Ethernet2/6 Data Enabled Up

Ethernet3/2 Data Enabled Up

Ethernet3/4 Data Enabled Up
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1og

BN &

s KTBHREA, H153 01

o QUM , 154 1T
o B A M, 5 161 T

o WEAEHE, 2B 161 1L

o BB RS EE . SR 189 UL

c EHZHES, 197 W

RXTIZIERF

OB B A, Firepower 4100/9300 ALARE #E5 [ #il i R 8048 52 BV IR A 5| 42 7 il & A0
B D BCE HEIL B I ey 51 8, s A HIHUAR A SRR (1 100 T HE1% 21 Firepower HLAH
LRI T 2 YO B R4
AT LA LA N 2RI AR R L
* Jh37. (Standalone) - 51 LA 22 367E Firepower HLAR T AN 22 B 5 | 3 Q1 O @ R 5 46
* 4ETF (Cluster) - UL AR, SR LLK AN 2 BB & il ME A . SRIFEAT A B & (14
TEEEE CEPRE, BB NMgg) ,  [RINHERE ST G IR 2 MR I TUARYE . Firepower
9300 55 2 BEHL B4 SCRADLAR A AR T -

1EBAT 2 A 2 LT Firepower 9300 1375 b, HAEGIE —FhRMUE 8% & Mo s ER o #e
R, WA D2 de = AN i, WIANEEAE — A e i RN B &, i R
PN 2 R R B

a4

WEREIEAERCE ST AR B %, L AEN LA P K P AR b 22 ] ST I AN SZREAS [
BAFRI . TR, BT LU AT E BE R AN I RRAS,  (ELBTAT RE Rl Zi G O (] — SR AR5
i
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B I HIB IR &

T LA R 224 Firepower HLAH R REAN 22 Y 5 QI O (118 B % o

B 2T /Y ASA BB &

#& 0T LA Firepower 4100/9300 HLAR 1 2B R 2 AR/ 5 | 4 C'Ji.ﬁﬂlii?iﬁ*vx% 17t Firepower
9300 2B & b, W ORCE THER, NICE0EM IRk . R EMBRER, Ri5A
RENC B AT o

R i, Bnl L2 sE =7 Radware DefensePro -6, VMO T2 b | ASA [ KBS Hi T
DDoS Kl AR RS GES T IREGHE , 26 190 ﬁ)

AR NIRRT B 2 e ln] SRR TS SCREE AT A ST I A T, B
A LAIE AT E BRI AN FIRA,  AH AR H i 0 RC B[R] SRR (R I 4%

FHia Z |l

o YUREAT] T8 A I 2 iy o | 48 F OIS 17845, A2 S BRI A (3 4% 4%
GEZ MR HE RS, 5199 70

* M Cisco.com | #%25 F T-%& #4510 W 59%1%{ GEHZ M Cisco.com FEMUEL , 5852 70D , 4K
Ja B ML T 2.3 Firepower 4100/9300 HLA (I S [lKGI2 B & 4k AR N 42 Flrepower4100/9300
WA, 5555 70 &

o PCEE RS B R R . W RO T R, R O S TGRS
PINLARE B (FE FXOS H, B8 Re A 214 1 278 8 MGMT. management0 5 HAth 25401
AW AN

 #AT LA R Firepower 4100/9300 AL 55— AN % h B k45201 ASA.
UK

pz A BN W

Firepower# scopessa

T2 QIEE B

Firepower /ssa # createlogical-device device nameasa slot_idstandalone

FR3 ANZ B U]
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sizzsmsra asA 2igigs |

Firepower /ssa/logical-device* # setdescription "logical device description”
IF) 2 Y 6 T R B 2 1
Firepower /ssa/logical-device* # createexternal-port-link name interface_idasa

Firepower-chassis /ssa/logical-device/external-port-link* # exit

name H Firepower 4100/9300 HUAR & L5 [ SAH ;. EAEAE 22 B AL & P M8 D 24 FR . XA
HOES PR,
BB H G SRR R
a) QISR
Firepower /ssa/logical-device* # createmgmt-bootstrapasa
b) G ASA BB 5] R .
Firepower /ssa/logical-device/mgmt-bootstrap™* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # setvalue

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret™ # exit

THACEL ) ASA BRG] P AR T s K I ARH AT s W SRIEAT FXOS Vi B, RS T
BRG] I, n LUK R

i

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: happytuesday

Confirm the value: happytuesday

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

c) MeE e IP Hhtk.

Firepower /ssa/logical-device/mgmt-bootstrap™* # createipv4 slot_iddefault
d) BEERICHALE:

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setgateway gateway address
e) WE IP Mk FIHERS

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setip ip_addressmask network_mask
f) R IP A E

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # exit

g) BHE G SR EVEE

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

FEATILA

commit-buffer
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TN RGN BAESS

Gt

Firepower# scope ssa
Firepower /ssa # create logical-device MyDevicel asa 1 standalone
Firepower /ssa/logical-device* # set description "logical device description"
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: <password>
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 1.1.1.254
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* # show configuration pending
+enter logical-device MyDevicel asa 1 standalone
enter external-port-link inside Ethernetl/1l asa
set decorator ""
set description "inside link"
exit
enter external-port-link management Ethernetl/7 asa
set decorator ""
set description "management link"
exit
enter external-port-link outside Ethernetl/2 asa
set decorator ""
set description "external link"
exit
enter mgmt-bootstrap asa
enter bootstrap-key-secret PASSWORD
set value
exit
enter ipv4 1 default
set gateway 1.1.1.254
set ip 1.1.1.1 mask 255.255.255.0
exit
exit
set description "logical device description"

I I T T T T e e S S S S S S

texit
Firepower /ssa/logical-device* # commit-buffer
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Bl 30 3L BB B 1EiZ 48K

)

T LLR Firepower 4100/9300 LA H 2B I REAS 22 R AEHY/ 515 Q7@ #51 # . & Firepower
9300 S5 Z B b, W COEE 7R, WOLEGIEM AR S BHREMBRER, REA
AR BT R o

a4

\)

i, AT LU e S — 77 Radware DefensePro JEUST- &, AN AL T2 AL | Firepower J2H b7 18132
BRI DDoS Rl AT R SS GEZ G T IRSSHE , 2 190 11 .

PR

T IRAENLAG P P AR b 2o ] SRR HRTASSCREE A BRI A E . TR, Bk
LS AT B R AN FIRRA, AR R e an Zi e 0 [ — A R i e o

FHia Z |l

o USSR T A R A 2 ARy B 1 CURE T R BRI B A R
GEZIMIBER RS . 55199 70 .

* M Cisco.com F#Z T4 %4 MM MR (ES M Cisco.com FEME , #5270 , &
Je ¥ WS T 23 Firepower 4100/9300 HLA (2 B K12 48 0% A HE R 231 Firepower 4100/9300
PR, 255570

s MUE BRSSO SR R, RSO S NH TSRS
MHLAE Bz O (FF FXOS 1, R 2% 1 278 4 MGMT. management0 B A2
R ANF. IR /DL E — MR ) O . B3, BT LA Firepower FHAHE
L, fES P s (1 Web 45D o AOCTHEAME R, SRS, 5143 Ui,

UK

BEN 22 42 IR S5

Firepower# scopessa

G B A

Firepower /ssa # createlogical-device device nameftd slot_idstandalone

device_name tHFirepower 4100/9300 HLAFE #1545 H T-H0 B BRUCE LML s AR AR 22 A
PUC & P AT ) e 24 PR

TF 32 A e 46 73 Ly AT Rcdfa 42 1 -
Firepower /ssa/logical-device* # createexternal-port-link name interface idftd

Firepower-chassis /ssa/logical-device/external-port-link* # exit
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name 1 Firepower 4100/9300 HUA & LGB e AR AL 2 ARG B AP AT T IR LV Ko X254
HOEZ VR,

TR4 WEEHLSRTFSH

8  CIEHIHREEA S
Firepower /ssa/logical-device* # createmgmt-bootstrapftd

b) IR H Firepower & H UL ) TP k-
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key FIREPOWER_MANAGER_IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value IP_address
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

o  IREEBERAMNIEITES (HEHEUEYD -
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREWALL_MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

d)  $RE W& Firepower B H 0 Z LS (1) 2544 .
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION_KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
{d: registration_key
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

e) RN TR Y-
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
fl: password
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

f) e RE NS EIRE BN
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value fgdn
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

g)  HEEIBHE AT DNS R4 Bk ORESHID |
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyDNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value dns_servers

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
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hy fREERRARIEREY TESREIT)
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keySEARCH_DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search _domains
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
) AR LB
T IPv4 IR LN G, AT DU N R AR
1. QU HEE O 5
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot_idfirepower
2. WCEMICHE:
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setgateway gateway address
3. WE 1P Mk AR
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setip ip_addressmask network _mask
4. GRHEHIP AL E VG
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
LA IPve PR I 5, 1EHAT LUT A4
L QR LR
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv6 slot_idfirepower
2. BCEMSCHAL:
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™ # setgateway gateway address
3. WCE 1P Mt RIETS
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™ # set ip ip_addressprefix-length prefix
4. GRHEHIP BCE VI

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™ # exit

j) IR
Firepower /ssa/logical-device/mgmt-bootstrap* #exit
RS H A VAT

a) Firepower /ssa/logical-device* # exit
b) Firepower /ssa* #show app-instance

Y2 7R Firepower Ja ¥ By £ N FH A RRCAS o

c) Firepower /ssa* #scope app ftd application_version
d) Firepower /ssa/app* #show license-agreement
e) Firepower /ssa/app* #accept-license-agreement
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f) Firepower /ssa/app* #exit
P$IB6 (i) 2% Radware DefensePro SE4):
Firepower /ssa* # scope slot slot_id

Firepower/ssa/slot* # createapp-instance vdp

PATHERE P G — P LA B R S LB S, AT B AT Firepower J8H 87 113 4 12 % 1) Ik 55
HErp 4RS00 S Radware DefensePro & 11i#t . 15 S R MO I8 ¥ % FILE Radware DefensePro /Il 55
BE, 191 TORER, MR 4 2B JFf. X Firepower 4110 A1 4120, 560N 56, KRG 4 e
PTG E

LT PEATHE
commit-buffer

ARG EAL S5 -

T

Firepower# scope ssa

Firepower /ssa ficreate logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # exit

Firepower /ssa* # scope app ftd 6.0.0.837

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer
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AN o B AR IR RN gk T S BB i 1R 3R B A7 A2 K TR R D RE M. Bl
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15V AL, M EtherChannel /2 %7 AT, 1 IEES M 4% EtherChannel.
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Firepower 4100/9300 HLAH 23 A4 HLAE ID FIHEAE ID 18 2 2E s & 5% IR AR 2 T i 4 11 1P bl
127.2.chassis_id.slot_id. 7t FXOS SN HIH, HTiET-a) et 1P thhl.  SRAF B % I 25 A e £
BV 2 B AT B 2% A VRS 2 JEACHe. Sl )i, R ) B AL e ik

(OTV).

AT UK AT WA AR BN RS O 2t S AR S 0 R TR

AR SRS BOAE BRI 1 o LA R ARR 15 W 45 (Spanned) #2 1 Rp IR SRR 1o S A5 2
B, WU HEER PR .

X ASA, TP MU R AR 28w T 2 i R IR A [ e bk . S ARG E NV ], AR
R G ART R AEN ) ARREAE AV A A bl . 2 S0 TP Mtk A0 Hdik (1 58—
ERLVT IR 2 A O, AR IP MR R 4B ) e, AR B AT LLTC S 2
AH TP AL T, AEFRER SR AR A T . i, n] DU IR B AR 1P bk A B4
e, ZHALIR IR T R e . SRR, T DUE R A TP ikt XS T TFTP 8iR
EH A P A, B AR R B A T AR TP Ml IR B e 55 4%

X} T Firepower BB fH, 17 1) [F]— P9 2% b (RN 8 0 BOAF 2 TP Hihik . B f ik & e e 3 A el
N, TE A XL TP HiuhE .

=W 2& EtherChannel

fan] DLREREASHLAR 1) — AN BRE AN 1 21 s S b T LA 1) EtherChannel.  EtherChannel Y- 2§ i i
T AT S SR O R . 7 B AR CREE B B B AR R # RT DATC & 5 P 4% EtherChannel.
LEM AR, EtherChannel #¢HCE ) R —AN IP #uhb RO i 0 . AEEIAC T, 1P bk orfic 2
BVI T AF M 53 42 1o 58034458 T EtherChannel [ FIFEA#R A .
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i nd ID B TAEH] LISP By S ds ARSI A2 8N, LR miTERE.

AV A A 3 I ) S AR AN [ Py 3l 1

AR R AR TR (5 R, WS LR %1
o B8 Bt P IR IRURS SRR, 5 166 1T
o uit sl (RN -0 () A IR 2 S5, 58 167 W
o i R[] - A TR SRS 5 186 B

Il D> Bt L AR 3t

2%} FX0S CLI L &5 2.2(1) .



zEigg |

HLFE B R AR oK
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* %F T Firepower 4100 F41: P LA ZAUN [ —845 . X} T- Firepower 9300:  JT 1 & i wh 2
HIE =R, ST DAFE AU e AN AR I e A, (BN TP A A B CBdE T
Al 4D A E T HERE .

o RIATWAG T Ah, D AUEAT SRR FXOS #F .

o T ARC SRR O, BACR AR G E, wlan: AH[F )0, EtherChannel. &
FEE . BRI S . AT AEUAR P AT AN [R] 1R ) 28 R A, (R 20006 4 AT 25 A X T
FHIFHE LT ID, A f W ZilLEe, HAE I n] s 3R ee T [A— 5 M 4% EtherChannel o HEE, Py
B 2 10 Z5E HUAR (R SE 8P ) EtherChannel.  WHR SR 5 FHAERE (ol dn, 38k 8 In sl ) 55
LB, BN Etherchannel) J5 3 2 FXOS 4z 11, WX RN HUARPATAH R BE L, A
BB TR, B F RS

o WIME I [Rl—& NTP fids#%. XF T Firepower BN, Firepower &5 H HpCath a2 ] 7] —
NTP k%545 . H7) T8 Bl .

* ASA: BEAN FXOS HUARHS L6 A0 M 2P nl uE MU A LA B DR RS54 . B B Ao = AR B A ik
Ao XTI K AVFRUE, W20k RN HLAR G S R VF Rl UE . 6T Firepower UMM D 11, B Ay
14 A] HH Firepower &7 B HH M #H

HAEE SRR Rt o & 5

o V555 WA S S T A LBC B I HUAR A BT A EtherChannel [ Ihi%E#% £ HHL)S, A Firepower
4100/9300 HLAE e B S if .

* FRZIFFMAIAIIR, WS (R FXOS HeAtE) .
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o FEANEE G 5 Gbps R Bk %

B ) DCI 47 %% = 5 Gbps (2/2 x 5 Gbps).

o ST 3 ANl 6 NIRRT S, IR

u A 6 /\%ﬁhjﬁJ
WA T 3N, W2 2 AR, A 3 1 AR
o BEANEBE 10 Gbps BRI BE %

LRB %) DCI 7 % = 15 Gbps (3/2 x 10 Gbps)-.

o LT 2 ANl AU 2 AN ER

o M2 AMNEREK R
o FEANUE AT AR

o BEAN O 10 Gbps SERE 55 %

B4 ) DCI 47 %% = 10 Gbps (1/2 x 10 Gbps =5 Gbps; {H 5K 55 AN T H2 R ) B 1R (0
K/ (10 Gbps))

SR

* Firepower 9300 [¥) ASA - SCHRAHUAR A HLAR LRI () S

* Firepower 4100 F %1 (1) ASA - Sz MR WA i A1 SR 4

* Firepower 9300 |- [¥] Firepower i 18 - SCREHLAE P FIHLAE AR o

* Firepower 4100 241 L[] Firepower J&i 1 - SZFEHLAA A) SE 4

* Radware DefensePro - XJ 10 {% ASA [FIHUFE AR S R

» Radware DefensePro - X 144 7% Firepower JBH 5 4 (KIHLAR PY SERERZ 32 5

HL48 (8] EE BE Y 3T HR AL
o X}F ASR 9006, 1M E AEERIN MTU, 5% ASR #2110 MTU BB A4 = TR 45 MTU 14

AFAT . BRARE ] mtu-ignore ZEIH, 75 OSPF AR Ay 4554 v 2 e, 2, SRk
MTU .5 ASR IPv4 MTU LR

o FEF AR B T AL b ST DL AR IE B AR AR B4 1A b 1 b J T 2Rk
B PortFast KN PRFT BE & I ATERE AV IR
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© RIS 2% EtherChannel IS8 E M ELZMG I, ] DO ASHAL b g BN 11 T PR

LACP %, WA=, HEexgibl (41 Nexus R4 7EATIRSS AT+ 2% (ISSU) AN FF
LACP HUR “Pif” , FubFATEBONE— 4 H ISSU S4EH# .

 AEACHNL L, FRATTE ST LU R Jeh— Rl EtherChannel $1 3117575 source-dest-ip 2§

source-dest-ip-port (ii5% 5] Bl Nexus OS 1/ £} I0S port-channel load-balance 7 %) o &7

FEG RN B AL A OB vian, 75 T2 3 E00 G B SR P (1 B0 2 (KR 0 AN TN

o WIRAEAZ ML L5 24 EtherChannel (1) 67 2341 5075, WIAS ML L (1) EtherChannel 42 11087 87 1) 457

IEFERR, AR BT R B . AR O T IR BT S A AE SRR

o SRIEPR I RE B B AR L AZ B LA N IR SR 4 TR A SRAF A T B b 10 B () R AT IR

(K128 4 JZAI AN o ACHH LIRS 4 JZ AL AT BE 3 SRR L

* i 1 38 8 2 5 TN () AN TR I O 5 1) keepalive [AIBE
* 1 Supervisor 2T EtherChannel -, BRINHIEZIME 7 BO S22 HaE N SV O TS VSS it

IAEX PRI B, TR I B B ST v 1) iy 11 G S S0 S 50y [ A
router(config)# port-channel idhash-distributionfixed

)R B AT RETT BN VSS X AR Al Y 3l N S

¥ #5852 8% 89 EtherChannel
o N TEZATHAHL, 15K EtherChannel #5354 Active; Firepower 4100/9300 Hl4H A~ 37 % ON

P, S T AR A R B o

o TIATE LT RS0 FXOS EtherChannel [#) LACP 3 Z % 4 1E & . o158 B AT A ff i 1 3 5 51 1)

RGN AL 308, Miin 3 B BHE s PR DU ARG X ik des WSRRE P IER . BeAT Tt
WER LACP #AR O . LUR7RBMES T “BRIN” lacp M

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer

Y

R UL (U Nexus R4 EHAT RS PR AETH AISSU) B A
LACP 3% “Pull” , PHFA T BN — 1A ISSU S54EHE .

* TR T 15.1(1)S2 [#] Catalyst 3750-X SR OS BAFMRA T, AR % A SRR EtherChannel 1%

BRSNS . EBRNCSHHE T, WSS ISR % EtherChannel, I =48
WG, R HARAZ WAL EtherChannel N2 1% TAE. EHEmAe A, W stack-mac
persistent timer 7B E N — R ORIME, DIFBEPIMENTE: flan, 8 /-phei R
0o B, FEnT LAFHZ 25 s e A B LA A RRAS, i 4n 15.1(1)S2.

o 4% 55 U £ AN EtherChannel Bt %' - 15 45 06} 5 M 4% EtherChannel F1i #5 A<l EtherChannel

1 2 1 lE B AT -
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* 75 4% EtherChannel - X185 8k BT A7 FE A 1l 3 (R FE A 16 7% %5 W9 4% EtherChannel, FT3H: H7E
LML LA IF K —A EtherChannel. 15 RN E: D #8E T A #AL L R — AN ETE 4 .

VLAMN 101 | | EERSEEERED % S L S R
S 1 | | WO EEE e ORI 1

A ACER - — N\ exm 1 B

i

EEACRIE =

|| fueng

kxR 1N

V

o W25 At EtherChannel - % T2 5 1% £ A< Hi EtherChannels, 045 ZEFE45s )4 0% e & (AT ]
EtherChannel, 1% 45 WA HAL FACE 4> 1 EtherChannel; &) AR #M g Z AN EREE
% EtherChannel &34 —> EtherChannel.
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l } { }miﬁwﬁ i [ ]miﬁwz
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HiHE

o FATE UK EtherChannel JE$# 3] VSS 8¢ vPC, PASEILTUAR .

s FENURE N, BEAREX R e AR AT AR, thANBEAE LI s oAb s e A2
ERNOE T LB

SREANRE
St B 1O L 48,
BCE ASA ££5f
S TLIA Fircpower 4100/9300 BLATHA 3| Sk ki M8 ekt P15 0 1 5 oA AL MO IR B2 04
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* BEALZINS Firepower 9300 HLAR 438 3 MBI ARt MM SO e . RANES
FLATHE 3 MBI, SRR A S IR T

* f£¥2 0 (Interfaces) LI F L, WRAGIATA A E O, Wk D 0EE 48 R D REIT
JK7S (Operation State)F 7 A K (failed). X THUH W EERE, b EtherChannel J& 7554 B i
B, fEn]2ug ik “iE17R3& (Operational State)”

o AT LU Firepower 4100/9300 ALAR 22— A% 1 b7 K AR 20 ASA.
gz

HEEREZ R, T/BCE — “HHlE (Data)” 287845 O 8% EtherChannel (HFR i IHE) « 155 H
Ot WA , 55 147 JUEgn iR LB E . 55 145 L

ERAEOLR, P e i dett. dE2a, Ethn] DUREs 122 LA I B4R A

XPTHUAR MR, P B3 L1 20 2 /b 3 — A B #2111 BtherChannelo 7EREANHLAR LA
EtherChannel.

NN “EFH (Management)” 2873z 1 o}, EtherChannel. 1752 [ 1) @t @ , 55 147 008k gm % 0
JETE . 3145 T

B AT TR, RO S TYUBEE BN UE S B DA (FE FXOS H#, #
Al RES A BIHIAA B HEE I 58 ) MGMT. management0 58 HABISIA FRD

gt I T 48 FIUBA AR REPERIRERS o 0 T HUAG IR ARTE, 42 sy 303 48 VS I — Nl i
e 2 A I 55 A
scopessa

T

Firepower # scope ssa
Firepower /ssa #

lfaReHn
enter logical-device device nameasa slotsclustered

* Device_name - H1 Firepower 4100/9300 H/LAH 3 5| 8 H] T-H0 & AL v i LA iC e s EANETE
AR E AT SRR A FR . IR T A =N i, BV G oA 2R il 2 it

o slots - BHUFARER DO 4ERE . %) T Firepower 4100, 455C 1. XJ T Firepower 9300, #75Z 1,2,3.
T ZART Firepower 9300 HLAH 4298 3 AMBEILAGEE 5 FHAERE, RIATIRBAT 2ehe i, WA
AT 3 A, RS IR T,

il

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
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Firepower /ssa/logical-device* #

PE6 QG SRS
entermgmt-bootstrapasa

Tl

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

PB/T  fREE O,
enterbootstrap-key-secretPASSWORD
setvalue
exit
exit

TIMC ) ASA PR B3] P AEHEAT B R S AR AT s AR AT FXOS D B, 7RIS 1A B
SRR, ALK LA

IR

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: happytuesday

Confirm the value: happytuesday

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

$IEe RESEHSL
enter cluster-bootstrap

T

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

PR AL BN E B E R AL AR

set service-type cluster name

TP

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

ZRRBIREKE R 1 21 38 NFIT) ASCIL Z15H .

FER0 BEEML DB

set mode spanned-etherchannel
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TP

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

%5 /9 4% EtherChannel F U ME— SZRFAIBI.

Fic A TP kA S

VEAR S TG 22 AR I v (1 B 1

a) PCEAH IP fihkyt, Jrb—ASHbhbRe gl o0 e 2045 1 R BN S B 5
set ipv4 pool start_ip end ip
set ipv6 pool start_ip end ip

/DA SR B A B AH R Rk . R, X T Firepower 9300, & &5 H1AH 2 20 £ 45 3
Al BRI T BCE R  nAHRI RR AR, WIS R 2 k. 8 TR AR
REFL TP Mokt (RRAE “ FEERE TP Hubtk” ) AfEbHhbah s 1555 DA LE R AN 45 E 40 1P
bk OR B — AN TP HbhEe f5nT LAREA] TPv4 AI/EK TPV6 d i

b) A ELEE CECE AN 1P Hubik:
set virtual ipv4 ip _addressmask mask

set virtual ipv6 ip_addressprefix-length prefix

10 ) 81 RIVAP RTS8 1R | R P (B AP B2 R A
DR NEEACES N

set ipv4 gateway ip_address

set ipv6 gateway ip_address

IR

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask

255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length
64

WEHLFH 1D:
set chassis-id id
AT A H LA A0 77 ZE0E— 1D,

Tl

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #
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Tl AURIEERE, CKputih ID E N 1 8 Z A R
set site-id number .

i

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

TR TR B B P48 o VA B B B
set key

i

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

RGUR I B AT Y
SRR 13 63 DM ASCH AT i o JLmt B SR T AR B A o Rl I00AS 52 m B0 k42
Vi, CRRERCIRA R A R B, ENTRA LI SORIE .
B AR S| SR PR NI AR B A
exit
exit
BE TR RRCA, SR e B A T R ROA -
a) o ] I RRCA
show app

-

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) BN AR R RSCA R 1 AR
scope app asa version_number

) REBERRASBE E N ERURAS -
set-default

d) IBHN L.
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exit
ENGE

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

S RAE
commit-buffer

Firepower 4100/9300 ALAR B 51510 L N AR 2 AL HERAFRRCA I FREGR A 5 | 3R P e B A B
B B I B % 22 A BEHOR AR AR A

SIE18 B M LRSI, EEEEER, B4 & ME-— 1 chassis-id A1 EAf 1) site-id; 5], A
LR 2 A FH [A)— i o
SIE19  EER T4 ASA LLE E XELE .

w15l
XFFHLFE 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
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enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

AL 2:

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
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create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

fic & Firepower B BG{E S 2%

T UM Firepower 4100/9300 AU B 5 | BB ba BB 460 . HZ BB WA LT WIERICE . X
THUAGE AR, L AURSECER A £ DU EAESRRE: R, ErTLUE S SR P R E
M HUREE IR — U, SRR .

FHia Z |l
R ZI00S Firepower 9300 HUAR - 4=l 3 AU A A, RIMIERBof 2ot . W RANE
ﬁénﬂ 3B, AR A IR TAE.

* 730 (Interfaces) JEIU R I, WIRAELFEATA e a4 1, Wy LM I8 48 4EFERAEL O HIETT
JRZS (Operation State)«{?uud\j] K (failed). X THLFHPEERE, 1L EtherChannel JG 75 AT i 57
I, T 2SI “IB4TIRES (Operational State)” -
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B &= Firepower mishs s

N

i
B8

o=
g

UK

HEERE T, RAOME A “4dl (Data)” A 115L EtherChannel (AHFR A ¥ 1EHE) « 1521
Gt M TE , 55 147 JUEgmiR O EbE , 5 145 L.

M 25, SR LUK Hodle 42 VAN I 2R

X THUAR VAR, Pra B4 L2 2 /bl — A B #2111 EtherChannelo 72 REANHLAR E A 0
EtherChannel.

(Al3E) FEEBEZ T, BC'E Firepower FAFRMEL L, iES w1 ErE , 26 145 0L,

#1192 Firepower BN T £ 1 0 7 B 10 . B FH R 11, SAZ0HE Firepower & JHH B 41
CLI EFCE I IP Muhb AL A 2 5. fldn, %n] DORAE B BN (F1an s 3D ok ik

W21 Firepower & B ir 22 % 11 configure network 174 .

SN “AEH (Management)” 28732 1 o}, EtherChannel. 152 4 1) @i @ , 55 147 W akgmiifz O
JEYE 5145 UL,

TR R, I R O S TR BN LA S I DA (FE FXOS 1Y, &
Al RESE BN B FEE: 0 578 MGMT. management0 B¢ HARZSBIZFR) .

Uiy T T 48 TR A SRR e o S THUAE AR, 2/ fa) gy L JHLTE 48 Vs n— A Rbide .

N LA RS

scopessa

TP

Firepower # scope ssa
Firepower /ssa #

QIR
enter logical-device device nameftd "1,2,3" clustered

i

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name tH Firepower 4100/9300 HLAE & 3L [ H T-HC B AR BB DL I s BEARAE L2
R B A T B SRR R

ER BAUR MU A 3 MHE R AR, RIS B ke . i RAN G 4 3
MG, SRR AN IER TAE.

LN SRS A 8

a) BURERES SRS

enter cluster-bootstrap

[l =7 FXos cu E &g/ 2.201)



BERE

b)

¢)

d)

e)

2)

BL & Firepower BB EE 8% .

BCE LA ID:

set chassis-id id

SR R HLRT AR A 22— 1D,

X AR, Kl ID BEEY 1R 8 T
set site-id number .

S BRS AU ID, WRKHE BN 0.

5l

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

e R e S AR
set key
ARG A NI

RN 1 2] 63 NEFFHY ASCIL A4 o FEm BB AR A o e TAN 32 1 £ i
AR R, ORSIEERRE T R IEEEA, EAIRA LI SCRI%,

Atk SRS

set mode spanned-etherchannel

75 W 2% EtherChannel A2 M — S HF IR
FE22 AR BB h BB AR AL A4 K

set service-type cluster name
RRDLAUER SN 1 B 38 N FAFI ASCI -1 it o
IR ARG SRR

exit

Tl

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

BB BS SRS

a)

QEE G SRS
entermgmt-bootstrapftd
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b)  JREEH Firepower & FEAHCME) TP Hudik:
enterbootstrap-keyFIREPOWER_MANAGER_IP
setvalue /P_address
exit

¢ THEEBRARISITEL (B hEGEY]D
enterbootstrap-keyFIREWALL_ MODE
setvalue {routed | transparent}
exit

d)  5E B Firepower & B2 ) SEHL =2 (1) B B
enterbootstrap-key-secretREGISTRATION_KEY
setvalue
registration_key
exit

e) fREM TIEMB A Y.
enterbootstrap-key-secretPASSWORD
setvalue
password
exit

f)  IREZE RN EERE T4
enterbootstrap-keyFQDN
setvalue fqdn
exit

g) TREEH AN DNS IkRE5#51% (HEZ SRR
enterbootstrap-keyDNS_SERVERS
setvalue dns_servers
exit

h)y  fREEHRRGNERES OTE5EIT) -
enterbootstrap-keySEARCH_DOMAINS
setvalue search_domains
exit

i) RIS 2 e iR C B EE TP kit

TR Xf-J- Firepower 9300, WA Z0HLAR 45 3 AMSIHEAE 5E 1P Hubik, BIERSBA %
BRI, WIRAELE A 3 A, RPN S IR A,
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LA IPv4 B LIS, AT DL T R4

1.

5.

TLEE IPv6 L IR, AT LT 5 4E

1.

5.

ljEA= Sk ARPUESE

enteripv4 slot_idfirepower
TR M G«

setgateway gateway address

WE P Hu kA .

setip ip _addressmask network_mask
B IP A

exit

XU P I AR T R AT

SR CSHE JUPUE S

enteripvé6 slot_idfirepower
PaEESI R

setgateway gateway address

T TP M HEA ) 26 12 -

set ip ip_addressprefix-length prefix
B TP B

exit

XU P I AR T R I A

j)  IRHE LSRR

BL & Firepower BB EE 8% .

exit

il
Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Spidersfrommars

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

25 rxos cu B Em 221) [



zEigg |
B &= Firepower mishs s

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

HER B R

exit

FER0 A AR, SRR BB AT A RRAS «
a) s A HIRAR :
show app

RE

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
ftd 6.0.1.37 N/A cisco Native Application Yes
ftd 6.1.0.11 N/A cisco Native Application No
ftd 6.1.0.21 N/A cisco Native Application No

b) Bk AR ARCAS R AR

scope app ftd version_number

©) KFULRAS B A BRI KA :
set-default

d) R BERRCA R 2 VAT L

accept-license-agreement

e) AR A IR

[l =7 FXos cu E &g/ 2.201)



BiEiRE
BL & Firepower BB EE 8% .

exit
ENGE

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

SN RANE:
commit-buffer

Firepower 4100/9300 ALAR B 51510 L N AR 22 LB A FRRCA I FRE GR A 5 | 3R Py e B Ay B
B B I B % 22 AR AR AR A

SN2 BEEERRINIAEYAE, 5 ES AR, HO 0 E ME— ) chassis-id F1ME— )8 B IP Hodik,
0, PASHLAR A R —R
L3 fFAEH P MK AN 2 RS N2 Firepower B LRy, ARG 4E Web FHi R SLA AR HE

FITAT SRR B4 0 Z0AE FXOS _E L IERAE T, AR5 A WA FLAS TN 2 Firepower 7 By A

Gt

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
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exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
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commit-buffer

XFFHLAE 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
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exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

uf = 18] SR B T 51
T A B SR BE R

F= M 2% EtherChannel E AR I Fg db ut = (B EE B 7~ 151

PUR/RBIE R T 2 ANMEBERC L, XA IER 02 20 A T 2 AR AE W AT AN 4% a2 H) (Rt
AN B0 SRR R R A DCT s, ARl s S i A T m) Y
TR FNANES (1415 X 26 EtherChannel 3442 B A AT #HL. 74> EtherChannel F5EEERE 1 T HLAA -

A FAEASEHE 0 B N B AR ER  th 2e 2548 ] OSPE (BB ) ASA) « 5 MACHIHEANR], 2%
FH 2% IP MU hEAE BT A B b 3% A2 ME—10 . 1L ¢ DO A I m B B, W R B R R E A
Par N, BRAEZS b S LT R R L AP g . 11T ASA BT IR I ES s & i A T
REAN S R R P2 A AT AR R E LR A S IR e o G SRS Ny 55 PR T A B e D3 08 e A e
M NG B 28 E I DCT KA T 55— ANl s R BRI R

PTG 55 A BT ) STt ] L 45
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P& 4% EtherChannel A1t s rmse 2t mtl ]

* WigilE] VSSVPC - FEMAE S, — G ACHL 2 AR oL 1, 53— S ACH L2 e 2l oL

20 A7 ERREAL T REANEHE PO SRR R IE R B AHI AL, T VSS/VPC il R DCI
et AEULTEOLT, EEZ PR RIFHERE DA 04N . Wik DCI AT LLARBEA MR,
BRI PUEFER A3 6 et DCLERL BN S AL AEBLEOL T, WEEHdE O3, Ik
DCI AR, SR A E -

o AT A VSS/VPC - O T 3RAG SE R AL UAR BE T AT DLAEREAN Bl 228 2 %

M) VSSVPCo (EMTEOL T, RUEIERER R A — AN M 2% EtherChannel H4 4 1.0 1 1
WUARDCE R R & A HAZ AL, 5 o0 2 AR IE B B AR - A L, {HE5 W 4% EtherChannel
A LIE “HEH” o AR VSS/VPC #RE K 5 45 EtherChannel FAE vk i A Hb 1)
EtherChannel,

O migmmss B0 %

N EtherChannel
C
ASA2)
)
L)
&
BEEFRILEIE a
FEFI% '\ | //
EtherCh | ) -
erChanne _W\K y
é e T ae ARG SE e
2
R B £
#iE 1 g 2

750 £& EtherChannel i&E BB #E = ZR Pk = (8] EE B - 1

LUR RGBS T 2 ANMERERA, X PIANEERE B 20 AL T 2 A BB AR RSt L 1R I S £ s AT
AR Z% O] P 28 AR 2R R 2 ) 22 ) CARPEFIAN) IOBSHE vt o SEAR S B b 42 i i it
1 DCTHERE . Bt e PRV s B2l P T 1) PR 8- 47 O 199 46 RSB 12 4 0% 1) %5 99 25% BtherChannel
BRI M. A EtherChannel #58AEHE 1 1 FT A HLAT «

BR3P 9 DG 6 1h 84 T FHRP (9 401 HSRP) AR AEAN 3l i _E B A R ) H bk $ MAC TP 3t
hb. BB MAC Hihb = 4M% 5, 474 mac-address-table static outside_interface mac_address fir
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B &urziz

AN IR P SRS BRE MAC HilEF SV INE] ASA MAC HihlbE . RS A ik 2e 4% H, Y907 T-uh 55 1
(R 19X e 5 07 F 3k o5 2 (R R SIS Iy, R AT

AE I ASA Jf3%
DL R, od VLAN ff H S S AL R B HAL (OTV) BRI ARAEwh S22 [0 .

ﬁﬁU\W“ﬁ%DiUﬁlﬁ M2, MNITSEH
BN Ik pE s

BH 1E A AT 4 S % b 4 R St DCT AR 3 5y — i e W SR TG 1] — A IEJ:E’JI_J%E%EE%%, i

T2 R I D8 %5

N7l = RN

fHAEAE

T R

5 BR E R«

il MAC #1 IP
(FHRP)

g SR ) — b I S A

I M%sEes.

FER4E EtherChanne

=M 4% EtherChannel

EE#L MAC FnIP
(FHRP)

DB NW

IE IE! |E

_@_ v

!"-

-, | A

ASA HERE

"z

5[ 4% EtherChannel

TR

EtherChanne

FAERO 1

% vPC/VSS IET I FELIE B, 1HS

i

~

EBHLICFE

400783

iR 2

Z: [ it W 2% EtherChannel 3% FAL A R b ol s (R EEHE R, 28 186

IhEE AR TErA MEElE R
X JRE ASA BEATHLAR N SR 1.1.1 8] LI Firepower 9300 HLAR P (BTG
ASA “ZRBHEI AR .

FATGIANT LR A4 enter
cluster-bootstrap. enter logical-device
clustered. set chassis-id. setipv4
gateway. setipv4 pool. set ipv6
gateway. set ipv6 pool. set key. set
mode spanned-etherchannel. set
port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6
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Ihiae AR FahrA hEElE R

Xt 6 A~ ASA BEHREATHUA AT 113 PUFE, T LA ASA JE MU TRIAE R .
el 2 AT LLLE 6 ML A5 6 M
B

Y HFAE Firepower 9300 I (] Firepower |1.1.4 Firepower 9300 32 £ F Firepower 8

S E AT LR YR B3 IS F R AT HLAR A S

BATSINT LR 4 : enter

mgmt-bootstrap ftd. enter
bootstrap-key

FIREPOWER_MANAGER_IP. enter

bootstrap-key FIREWALL MODE.
enter bootstrap-key-secret

REGISTRATION_KEY. enter
bootstrap-key-secret PASSWORD.
enter bootstrap-key FQDN. enter
bootstrap-key DNS_SERVERS. enter
bootstrap-key SEARCH_DOMAINS.
enter ipv4 firepower. enter ipvé
firepower. set value. set gateway. set
ip. accept-license-agreement

Firepower 4100/9300 HLAH L[] ASA (1) | 2.1.1 IAE, 10T DLAESSE ASA SEFI A
ARV AR T Lt /> Firepower 4100/9300 A/L4A Bt &' 3l £

ID. VAHT, fEZIE ASA N H L &
3 1D &t%ﬁl)mm@ﬁﬂﬂﬁﬁ%%

TR, AR ASA FUE T E
ﬁﬁunﬁwﬁ;thﬂ ufi R A ER R
(P AR E, A TS T 23 ASA
9.7(1) A1 FXO0S 2.1.1, FHE A& e
B PRV 11 22 T it

FAMES T LU dr4: set site-id

X} 6 /™ Firepower B0 AR ERHEATHL |2-1.1 BiAE, ] LI} Firepower J& B 16 )i
e e FHNUE I AERE, 2 T LLFE 6 MHLAE

ha s 6 M.

fic & Al 55 5%

JE} Firepower 4100/9300 HLAE AT AEERAN J) v ESCRE 2 ARG (A7 K3 A2 =7 DDoS WHD .
XL RN F RIS mT DU A — S B IR 55 4
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zEigg |
| S

KT AR5
FE 2R SCRF RS BERCE T, 7T LA 3% 58 — 7 Radware DefensePro JEFUF- G LAAE ASA [ k45 Hi T 5%,
E Firepower &G HITT 21T . Radware DefensePro s& 5T KVM R V-5, 17E Firepower
4100/9300 HLAF e fit oA UHE 481k 55 (DDoS) f A Z2f# Dike . 17t Firepower 4100/9300 HL4f )5
FHRSSBERS, SR M4 13 A 458 i DefensePro ERLT-4, 4R 5 FFiA 1% ASA o} Firepower
JEH BT A

Radware DefensePro RE4U~F- & 0] LLFR A Radware vDP (JE 4 DefensePro) , B(E fGi#Kk N vDP. Radware
DefensePro JE 47 &4 I 1] fE & FREE BT 25 -

AR S5 HE R TT IR S

£ Firepower 4100/9300 #L4H_I- {2 Radware DefensePro 2 i, 420K Firepower 4100/9300 HLAH AL &
4§ FH ete/UTC I [X [ NTP 4528 5 5<% & Firepower 4100/9300 HLAH H 101 5 I [a] (O VEAR 45 L, 1
S RCE H AR, 55 101 T,

Ak 55 5% T

EX
o JELL N 24 %E 4% L3 F % Radware DefensePro (VDP) ‘55 ASA —[Affi ] :
* Firepower 9300

* Firepower 4120 - #0250 H CLI 711 & |62 Radware DefensePro; Firepower /L4 i 2

AN SCHF L) RE .
* Firepower 4140 - #5404 H CLI 7E 61 & E7i%% Radware DefensePro; Firepower H/LAHE
A AN SRR D) RE .

* Firepower 4150

o 7ELL R 24 %e 46 L3 #F Radware DefensePro -4 i [f] Firepower &5 1 -
* Firepower 9300

* Firepower 4110 - 1571, IR E i 5 E 8 B4 AR S . s LACE T8k &
G, ik fEids .

* Firepower 4120 - VLR, L WAV s L I B RN 5055 . /BB DRCE 7 IR
Ja s ToIEZHAE M -

* Firepower 4140

* Firepower 4150
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TEIh 3B 4515 % LB & Radware DefensePro AR 5554 .

Hit M E

o IR EEAN AR AR AN B TP AN S R, ENUERIGRE 50, R AT NG 2 Radware
DefensePro (vDP) W .

* DefensePro N A DALAE S BRI SE I AE e 22 = A 22 psith FI2AT,

£ 18 481% % F BL & Radware DefensePro AR %% 5%

LU R R SR il fE AR ST. ASA 8% Firepower JUiH Iy (132 4 B4 By T (¥ 54 ik 55 v 222k¢ Radware

DefensePro.

FHiaZ |l

* M Cisco.com FZk vDP W% (3524 M Cisco.com FELHMZ , 4552 51D , SREHILIUE 4
#| Firepower 4100/9300 HLAH (1S K5 18 15 & AL T 2431 Firepower 4100/9300 HLAR , 28
55 01D

o WAl LILEN LA N EERE A 00 3 0 & 552 Radware DefensePro N JH; SHTHIUAENERE, i5SE
PUAA N SR FCE Radware DefensePro IR4555 , &5 193 i,

UK

RO PR B O T vDP, W R RN D IR g AR Rk, 5 145 OB ILRE N B
AL, BN, fEnT DAL R A B

FEMOZ L E A ASA BY Firepower BB 2 4R % IS B G-I ASA BRI %, 26 154
UG AT I AR R R A%, B 157 U0 o AR, WRELE Firepower 4110 4120 24 &
bdewig, WA RAE PR AS L B 2 1 2% vDP LA & Firepower J& i By AL A% o

HEN 22 A IR A5 A X

Firepower# scopessa

@17 Radware vDP 5441 :

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # createapp-instance vdp
Firepower /ssa/slot/app-instance™ # exit
Firepower /ssa/slot/* # exit

AL -

commit-buffer

IAIE vDP 752 AR 1 (R 2RI -
Firepower /ssa # show app-instance

i
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Firepower /ssa # show app-instance

zEigg |

App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5

Applicable None

vDP WAL TR A, U I I B

Firepower /ssa # scopelogical-device device_name

Not

Not

R B ) oy vDPo ] DU 538 A e s AR (] (BB 1, thon] U ARl i 2 11

Firepower /ssa/logical-device # enterexternal-port-link nameinterface_idvdp

Firepower /ssa/logical-device/external-port-link™® # exit

3 vDP BLE AN E O &
a) Q5| SRS

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp

b) HCE 1P Mkl

Firepower /ssa/logical-device/mgmt-bootstrap™* #createipv4 slot_iddefault
c) BCEMIHIE:
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #setgateway gateway address
d) W P HhE RIS
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* #setip ip_addressmask network mask
e) EHAEHLIP il & VG .
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* #exit
) IR PGSR R
Firepower /ssa/logical-device/mgmt-bootstrap™ #exit
GnAHEAE oK vDP BT ASA BY Firepower b5 A1 7T THT 1 450842 11 «
Firepower /ssa/logical-device* # scopeexternal-port-link name
i\ show external-port-link iy 4 DL & & 32 1 % FK.
3 AN N vDP:
Firepower /ssa/logical-device/external-port-link* # setdecorator vdp
XHEAEH] vDP [RME DR Rk A
R T ORET R LB TS = N

Firepower /ssa/logical-device/external-port-link™* # show detail
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FEX 7 BE L Radware DefensePro fi 45 [

TP

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

FEATHL L :

commit-buffer

T—5Ht4

4 DefensePro N R B %, WA, LT EEZH, DefensePro N HICIEEKM . A ICH
2158, 2 Cisco.com [ff) {(Radware DefensePro DDoS (i Z& it i F 8 1#) o

EHFE RN EEE B E Radware DefensePro B 55 4%

\}

pE

MRS BEAENLAS (A A B P A2 4. {HE, Radware DefensePro N FH A] ZE WA (B 82 A0E 15 5 7
Be B P AT

FaZ B
* M Cisco.com Tk vDP W% (152 [ M Cisco.com F#EMA% , 25 52 T1) , RIS T4

£l Firepower 4100/9300 HIAH (i 2 418 R B 25 A WUE T 202 Firepower 4100/9300 LA , 55
5550 .

g2

U SRR BB A B 1T vDP, 1 JE R L AR gz L s, 28 145 DU LR E N
AL, I, s DL A B

BCE ASA WA P AERE GESUICE ASALERE . 25 170 11) B Firepower J& B HINLAR WEERE (1S
[ e B Firepower BB IHIAERE , 25 177 10 &

| Radware DefensePro 1EAM4M Clfi [7) 2/~ iy ) g 11 <

enter external-port-link name interface_name { asa | ftd}

set decoratorvdp

set description'"""

exit
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. TEHLFE N & B £ B E Radware DefensePro AR 55 4%

FBA BB EANR A PR
enter external-port-link { mgmt_asa | mgmt_fid } interface _id { asa | fid }
set decorator''"'
set description'""

exit

HIB5 ol DefensePro 73t A& B i 1 .
enter external-port-linkmgmt_vdp interface name { asa | ftd }
set decorator'""'

set description'"""

W6 PCE A A .
enter external-port-link port-channel48 Port-channel48 { asa | fid }
set decorator'""'
set description'""’
exit
ST HITE K= DefensePro SZ{Ifit & & FL 5| SR -
enter mgmt-bootstrapvdp
enter ipv4 slot_iddefault

setgateway gateway address

setip ip_addressmask network _mask

exit
il
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
LIRS BIEHG SRR E I
exit

$E9 Pk T JIH _EI DefensePro M H SZ41
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FEX 7 BE L Radware DefensePro fi 45 [

connectmodule s/otconsole

connectvdp
FEETIR b, BEEE P IP:
deviceclusteringmanagement-channelip

L —2 2R 1P 38 T 1P:

deviceclusteringmasterset management-channel ip

JA PR -

deviceclusteringstatesetenable

IR HH Y FH A 6 I 9] 1) FXOS A8 CLI:
Ctrl]

TP 10, 124 13 F1 14 DL E AR 11 B 3 1P, FENAREAS T N S2 51 3 A
PRATHLE -
commit-buffer

R SERRFR R, D AUERIE R CAESEREP L B DefensePro SE45) .
I E T DefensePro N FH#S N AN ZAE BT

deviceclustershow

EH UL R HiEZ—, BAEME DefensePro S LR, MRANZ IR
a) 1€ DefensePro 5247 [, 1 @78 DefensePro [¥) N 1 J& I«
scopessa
scopeslot slot_number
scopeapp-instancevdp
showapp-attri
b) ETER, R DefensePro SEFITEAIME Bo TV B s iRl LI 4R e 26 M1 vDP YT SK
LR EESERSE
scopessa
scope slot_number

showapp-instance expand detail

W% DefensePro W HEL, HWALAELERETIER, CLI ¥ ER:

App Attribute:
App Attribute Key: cluster-role
Value: unknown

MR RG B “unknown” 1, EAMHEN DefensePro N, BoE = IP Hulik, €% vDP ££5f.
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. TENFE R &£ 8% L E Radware DefensePro AR 5 &

W4 DefensePro W H BV FEAEEEREH LA, CLIKG IR

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

Gt

scope ssa
enter logical-device 1d asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipvé4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description ""
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description ""
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description ""
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description ""
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
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F 1 UDP/TCP 34 7075 A vDP Web %5 I}

show app-attri

App Attribute:
App Attribute Key: cluster-role
Value: unknown

T—F 4

A DefensePro W] B B %5, EE, {ER7EHEFIRE Z AT, DefensePro MW GVEIKIM . A7 K 5E
215, W2 Cisco.com [ff] {(Radware DefensePro DDoS Wi Z& it P 8 #) o

FF A UDP/TCP i %0 /2 A vDP Web AR 55

Radware APSolute Vision & H 2%z 1 v fiff | %% UDP/TCP ¥ 1 5 Radware vDP W FHHE Tl 5. A1
vDP W 5 APSolute Vision £ #E2SUEATHAT, S OA20UHH (RIX Lo 0] U5 0] KRB B KBS PR R
R Sy s 2 1 A JT U VEAN 5 B, 1521 (APSolute Vision 745/ ) LA £k

* APSolute Vision R 5525 1 - WBM BIEFIRIER S
* & Radware 1% & B APSolute Vision fR & 22 891& 5k 0

i{# Radware APSolute Vision £ H &#5E7E FXOS Y48 AL DefensePro N, A %4514% ] FXOS
CLI J3 1] vDP Web .55 .

UK

M FXOS CLI &3] vDP N SEH41 o
connect module s/ofconsole

connect vdp

Ja ] vDP Web k45 .

manage secure-web status set enable

B vDP W 6 IR 8] FXOS #ibk CLI
Ctrl |

BEPEIRE

BATLUMERIZ R V%, K ASA B IR, BRI, DU B @ 3B AT A

%
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zEigg |
B csanmsensnsns

HEEEI Y S g imeRriisH 8
HEF DL P M 25 9 A R PP s 1
A\

AR AT R B IN B BT ), AT SN R B SSH 2 b, B K SSH % ) i TH 2%
BIEOFTIIRRAS o

UK

W BEE S N BB GG, AT DL R A
a) M FXOS CLI, &5 A5,

Firepower-chassis # connectmodule slot numberconsole
IR EEREARR A R B 2 e g5, TEEH 1A slot_number .
B UCERER e AR, B 458E N FXOS #ik CLI.
b) EEEERI N H BRI, TERNEH TSRS i 4
Firepower-module1>connect asa

Firepower-module1>connect ftd

Firepower-module1>connect vdp

M FXOS CLI Y% 5 | 85 2 3] 22 A Hy/ 5 | B8 ) Jm SR LU W) 2 B iy 5 | B4R R 4

PE2 (i) B Ctrl-A-D, A S5 IR E] FXOS Bk CLIL
BN Ctrl-]-, AEABHRE #2005 32 7] 2] FXOS bt CLI
H TR H ¥, AT ReARYT i) FXOS i CLI.
$HI® 3 &[] FXOS CLI [ G| %2,
a) BLRM Ry BEEGG, WA ~
RO IR H 4 Telnet W .
b) ZIEH Telnet A, iHHIA:

telnet>quit

w51
DU RplgE R 22 il 1 Ei ASA, SRJ5IR[A13] FXOS CLI f& 5|52,

[l =7 FXos cu E &g/ 2.201)
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Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

MIFRIZ 48R &

IR

BEN 22 A st

Firepower# scopessa

RN EIZ R TR R

Firepower /ssa # showlogical-device

XA AR AR B, WA LL R i %

Firepower /ssa # deletelogical-device device name

A GBI BN TR (5 R

Firepower /ssa # showapp-instance

X AREMER RSN, TEHABL R AT %
a) Firepower /ssa # scopeslot slot number
b) Firepower /ssa/slot # deleteapp-instance application_name

c) Firepower /ssa/slot # exit
AR E -
commit-buffer

AR AR EATSS -

Gt

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

mizees
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| T s B

fiER 512

FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

B A~ K BRHY R F S5

x4

MR IZH B Ia, RO RS T RN A e A N RO E . WERASI R N BC L, TR I B
(AL DX i P P e O B R (LI ERClfC S L& e - & IV ED S RS RS 4 a8 PN TN PR O
LAUNFERP D RN 2 by 5 5 v i 3 s o

BEN 224 RS A

Firepower# scopessa

A O RS B

Firepower /ssa # showapp-instance

X T AR ER RS N, WA DU R A2
a) Firepower /ssa # scopeslot slot number

b) Firepower /ssa/slot # deleteapp-instance application_name
¢) Firepower /ssa/slot # exit

P
commit-buffer

ARG EAL S5 -
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&3 Firepower gippprEiE e LoD

A5l

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

o4 Firepower BN BA {E11Z 45 1% & L 91O

A LAYE Firepower 8B iH1E 55 152 45 L0 BUBIGH 20 licHz . AR5, 10T LLTE Firepower & #HO
AL L .

FrIaZ Al
o WA gARE OB E , 5 145 DURIG0 o L@ , 5 147 W E B, R IR
EtherChannel.
o R80T LUgn % O BC ) EtherChannel R 53, T AN 522 48 % 2% BLEL SR FE Firepower £ #E A0y 13
T
o RAE L 2 Be A3 D N3] EtherChannel (140, BRINTEOL F¥ITE B O BC A0, W)

T M R A B A FCHE 1, AR5 K182 LS N2 EtherChannel. X137 (1) EtherChannel,
# 0] LABA )5 ¥ EtherChannel 43 FC 211445 .

© WSRO BB Firepower ST 1, MAZIAE ] Firepower HUFRE BLES s CLIASZ R H L.

o T AR R T IR, TSR CRAE T A e LIS I R %8 1, AR5 £E Firepower & F L i [+
ABCE . BATE SN E/ & e L sek 0, AR5 PHE AR S BRI . BT
B OFTRORE DR BRI S KPR RIS, BRI, BTSN 1

i

p A BN E N W

25 rxos cu B Em 221) [



zEigg |

B =xasazmins rwizn

T

TR

FIE9

B4 ASA iZ

Firepower# scopessa

TLGESUA SRS

Firepower /ssa # scopelogical-device device_name

MR 25 IBOH 7 B -

Firepower /ssa/logical-device # deleteexternal-port-link name

i\ show external-port-link 1y 4 LA & B 114K .

R 3% o) B 22 s 4

Firepower /ssa/logical-device* # createexternal-port-link name interface idftd
AR E -

commit-buffer

BN RGN EAT S5

B 6 &k EFirepower B HIFFL,

WIS & > & EIR JF sl Firepower UM B (4B KbR (). RAESBUAILFHROL
i

%8 niih1ZEO (Interfaces) LI~/ 7 MM E 23O (Sync Interfaces from device) $%41 .

RAHRTF
VRIS, AT LA BRE 4 SR 8 B P B I B AERRE R Im SO B

R FRYIE O

T LLAE ASA B4 Ll BUN AR B B D . ASDM 2 HERIHHE D .

FHIa Z |l

o RIE SR OB ME , 55 145 DURIG) o L@ , 5 147 W E SO, R IR
EtherChannel.

o WA LLgn e 220 Bo i EtherChannel F BT, A SEME 1% 55

o YRR T O 20 BE 4% 3 N 3 EtherChannel (1201, BRI L N4 BTG 2 D 0 O B2 08E), )
T B NI A B A ACEE D, ARG PR %4 DS N3 EtherChannel. X -T-#7 1) EtherChannel,
0] DLRE J5 % EtherChannel 73 Fc 211 %5 .

o WIRAE FXOS H R — ANz O (oltn, Wik Es Mg sith, %5 EtherChannel, B0ff
AR D FH /3 i ) EtherChannel) , I ASA Wit & &R ¥ sl i an 4, DA DIgH AT
A BE R, S B P RSB &7 A2 2 i . 50T LUAE ASA OS W Fah B e IH if 32 1
B &
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Nil

N

F asA pigigs taoEn [

TR EGREEEERS , UTE ORI INBRS BRI AT B g 1 o AT AE M s /46 T BE 4% B
R, AR5 AR EAGSh RS LR e B DR PSS PR TS, B, &
AN R 1

UK

BEAN 24 RS A

Firepower# scopessa

G iR IR

Firepower /ssa # scopelogical-device device name
MR IBOH 7 B iz 1

Firepower /ssa/logical-device # deleteexternal-port-link name
i\ show external-port-link 7ir 4 DL 5 #2211 44 FK .

MR, MR D, AREERIET A B O 200, A H commit-buffer iy 2 I\
Mo

Fe B 3% 12 B 212 s

Firepower /ssa/logical-device* # createexternal-port-link name interface idasa
AR :

commit-buffer

BN RGN EAESS
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5 12

1og

L& SN/ FiH

s KTHESAN/FH , 5205 1T
« S1H FXOS FL& A, 5 206 11
s THRI AN E T, 5207 1T
s WENE S HIEM , 5209 1t
s FAMEIH, %2101

- = 5 =
XTFEHESENSH
s n] U i B3 Y T BER 0075 Firepower 4100/9300 AR 1Z 1 £ A G Hid & W E 1Y XML X3
B SS . 25, AR LR AR E SO, PR IC & B B NV H T Firepower 4100/9300 AL
i, CURIFIRI AR EMACE, SN R ke
YHE T 0 PR
 TEIME I E SCF N Y . WERECE SO G AT HNZ SO T B N T RE S R

o 5 I VUG B BB ANV A AERC B SO N o R Z5UE T . P B ) E 5 4 RO B i
MR BB E

* K E S\ F Firepower 4100/9300 HLAH S, Firepower 4100/9300 HUAG LTI AT ICE (5
AEATBAR ) R R I 76 A B 4 o RSO AL S I

o FRATE U SO I E SO T NS 3 L E R [F]— > Firepower 4100/9300 A4 -

* 4T 5 A1 Firepower 4100/9300 HLAA F 1 55 BRAFICAS Y 5 04T T IS RRASAR ) A 0], RN
BRI S T . BATT A BB AE T 8L % 2] Firepower 4100/9300 HLAH 5 H & 00 1id '

* 47 5 A1 Firepower 4100/9300 HUAH DAZIAE 5 $0AT 5 1 IS I FH PR [ 4 ol v <2 22 A [) 110 DY) 9
e,

* 34T 5 A1 Firepower 4100/9300 HLAH LA 20 4 #85 IEAE 5 N1 H SO A e SCIAT 8 4 16 4 2 36
T AEA PR A N F A

o W SENIC E SC R E N B A e VT EML (EULA) 3%, WERARCE 2
HI, UZITE Firepower 4100/9300 HLAH 452 1% N H ¥ EULA, 5 AR U
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B steosmaEss

RESANSE |

o SO B i BUAT (K8 0 ST, 375 55 A SE SO G R A mP IR ST 44 BOR BILAT SCPE S 2 FEAd A

5t FXO0S B & 34

%
5

I 5 I REXS 12 75 Firepower 4100/9300 ALAR 22 158 45 F1°F- 6 ic ¥ & 1 XML 34 H 21
FEIRS 25 .

WEAEXRTRESA G, TG E T HIh R 2 B

UK

SR IC B S BRI 55 4%«
scopesystem

export-config URL enabled
commit-buffer

LR EIEZ —, IR B SO € URL:
* ftp://username@hostname/path/image _name
* scp://username@hostname / path/image _name
* sftp://username@hostname/path/image _name

* tftp://hostname : port-num/ path/image name

R BOURE SRR, WIS . WIERANRESUIE A, RGO LR E MR QN
J AT o
IR

Firepower-chassis# scope system

Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml
enabled

Firepower-chassis /system/export-config # commit-buffer

K 3 TS5 HPIR A -
scopesystem

scope export-config hostname
show fsm status

i

Firepower-chassis# scope system
Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status

Hostname: 192.168.1.2
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FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Nop
Previous Status: Backup Success
Timestamp: 2016-01-03T15:32:08.636
Try: O
Progress (%): 100
Current Task:

SEI EAFENA T HAES, WEPIT LR A

scopesystem

show export-config

BESEANIAT P TS, W ATEL T #AE:
scopesystem
scope export-config hostname
FEFH A fir 2B 3 AT S5
* {enable|disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path _and filename

* set user <user>

BEMER TS, EHRAT LT Ak
scopesystem
delete export-config hostname

commit-buffer

A Y - — | == | E

TR EsEES Y
RIS H Zh 8K 7 Firepower 4100/9300 HLAH & 4E K &A1 & BB B E 1) XML X Hah S
BT FEAR S 28 . Sl LA RIEEH . AR EEERRZE T S . BE S B RIT,

tuaprest [
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TR S B Shae ) m A flhn,  an S 2210 = et I 10:00 J8 FAE R — RIS
RGKAE AN AW =1001 10:00 fb & H105 H .

WEARTIE SN/ W, T E T B IR EEE .

3%
QTR 3 AR5
a) BTG E VEH -

b)

d)

e)

2

h)

i)

i

scopeorg
scope cfg-export-policy default

JE P A SRS

setadminstate enable

i€ 5 AR IR S5 4 A0 A5 I A8 R i3

set protocol {ftp|scp|sftp|tftp}

5 7€ A AR SCHFI AL B EWLAA B TP Huhil o e LR IRSS48 fERERES. AHbIR )45 5k
Firepower 4100/9300 H/LAE A 8 i /4 £ 1y 0] FRAT-AT 52/ 5 B4

WAL ML TAE A 1P Hohik, U200 & DNS k5545 -

sethostname hostname

I RAAE T B ARER DA S 1, TR E i

setport port

1€ RGAE T SRR S5 2 I AL T 44 0 AR BSUE TFTP, 4ok % 7B
setuser username

FRE AR A P A R . W RSO TETP, Reoik N i 7 B

setpassword password

FROE IO E SO A B R e BBk AR, QAR SCPE 4. R A s TSR, S R R i
PEoBE— AR

setremote-file path _and_filename

fg AEARYE & A MBS E TR B USRIz —: “8K (Daily)” « “4F)4
(Weekly)” 5 “4EP4 i (BiWeekly)” .

setschedule {daily|weekly|bi-weekly}

RS AR RN ARG E -

commit-buffer
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wanastEE ||

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-policy default

/org/cfg-export-policy # set adminstate enable
/org/cfg-export-policy* # set protocol scp
/org/cfg-export-policy* # set hostname 192.168.1.2
/org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
/org/cfg-export-policy* # set user userl

/org/cfg-export-policy* # set password

/org/cfg-export-policy* #
/org/cfg-export-policy* #
/org/cfg-export-policy #

/org/cfg-export-policy # show detail

set schedule weekly
commit-buffer

Config Export policy:

Name: default
Description:

Admin State:

Protocol: Scp
Hostname:
User: userl

Remote File:
Schedule:
Port: Default
Current Task:

REIE S HiEEE

192.

Configuration Export Policy
Enable

168.1.2

/export/cfg-backup.xml
Weekly

SRR RS, 1R ARG KA BT AT HC B T HH IR R

TEENCE PR, TERAT T R AE:

scopeorg

scope cfg-export-reminder

set frequency days

set adminstate {enable|disable}

commit-buffer

T

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-reminder
/org/cfg-export-reminder # set frequency 10
/org/cfg-export-reminder* # set adminstate enable
/org/cfg-export-reminder* # commit-buffer
/org/cfg-export-reminder # show detail

Config Export Reminder:

Config Export Reminder

(Days) : 10
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AdminState: Enable

SNELE XS

s nl LU I LS NI REN F 2 1 22\ Firepower 4100/9300 HLAR T H L & ¥ . ILIhBE RVFIEIR
B AN RAFHCE BN RS P AT R . I EH X TRCESA/FW, TRAXREHEE AT
e A5 B

PR LTRSS d S ARCE S, AT LT #4E

scopesystem

import-config URL enabled

commit-buffer

LU N EEZ —, AIEAE S A RISCAHRE URL:
* ftp://username@hostname/path/image_name
* scp://username@hostname /path/image_name
* sftp://username@hostname/path/image name

* tftp://hostname : port-num/path/image _name

T

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl1@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

T2 WA FAESHPRE, AT EL T 5A4E:
scopesystem
scope import-config iostname

show fsm status

TP

Firepower-chassis# scope system
Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2
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FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97
Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

PRI EAFINA T LS, EHIAT LU A
scopesystem

show import-config

S A TEHIAT MRS, WHHUT BL T HfE

scopesystem
scope import-config hostname
IR dr B R A5

* {enable|disable}

* set description <description>

* set password <password>

* set port <port>

* set protocol {ftp|scp|sftp|tftp}

* set remote-file path _and filename

* set user <user>

FES WM EAAES, HRAT LT #4E:
scopesystem
delete import-config hostname

commit-buffer
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1og

SR HERR

o Ffn it , 5213 0w

o WA 28 3E#: , 55 220 UL

o fiff v FOEEIRES . 5 221 7L

o WERPFHRR ST, 56 224 T

o NBIRISCHE R GRS , 5 228 11T

* Firepower J&U B EIMLAR M ZERE KA, 56 236 1T

HFEEME

R T HR— I 5e 9™, v TR L E ) 8, TR Firepower 4100/9300 HLAR
(R . ST U T B0 A gk T HAd sl i Firepower 4100/9300 HUAR b 11 ) 45 5 %50 7 1) i 11 Bl 1
FH it R

TR n] LA 2 AN B R 1, BN A TR E AT DA R 2 ANl O B . 6 T S R A Ll
SRR RN 1, R0 Sk s ALl 3R (PCAP) S

B O BRST

Firepower 4100/9300 HLAE XS A 5885 A i 11487 DA Bl 55«

REER i O BR 5% 15 AR
LR 1/ 24T % Ethernet1/9 A HRE 0/0
ot 17548 Ethernet1/10 PUBELR 0/1
Security Module 2 Ethernet1/11 AR EEE 0/0
Security Module 2 Ethernet1/12 B E s 0/1
Security Module 3 Ethernet1/13 AR EEE 0/0
Security Module 3 Ethernetl/14 B EE 0/1
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M EFOPR &
el B R THAFEAE LT BRI
o HROH T B 221X 5] 100 Mbps.

o BIAEAAT A8 A A7 Gl 22 TR AT 2 (i R i, KSR AT LB Bl il SRk ax i . AT 00 Ktk
SRR 1T, IR AT LW A7 25 )

« AR ANE S Bl e R 1
o AXAE N AT BN B B AT 3R

© X W RS HAUCE PR KB (B, eAadibric M s ekl t) kAl
YE

CRCREIS B, S CUEIRR S
A\

AR R ANSCRAE S D AR, BT DL S A i R i AL
Job g 1 JEELE P PP RS B 3 115 50 B AR T e DA A 18 A i 11 B g
(¥ $e s B AT AR ST

© RS UL TSRS, IR B ) PCAP U1
* MIER B IR ST, L S TN SC B P A Bdls Bl SRS E BB B B

BB mEE IR B RMIRSIA

UK

- A RN CITRER [ IR LS W
Firepower-chassis # scope packet-capture
P2 EAIHE A R SR
Firepower-chassis /packet-capture # create session session name
L AR LA A B B AR 2 11 -
Firepower-chassis /packet-capture # enter session session_name
PR3 i T T AR S TR T DR
Firepower-chassis /packet-capture/session # set session-memory-usage session_size_in_megabytes
FRE I Gt DR NL AT 1 A 2048 MB 2 1]
PR A 7T N IS O SR R A R ) B LA

Firepower-chassis /packet-capture/session # set session-pcap-snaplength session _snap length_in_bytes
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Nl

B8

aesmasraprsiz [

¥R 1) Snap K JENINTE 64 31| 9006 715 2 0] W AN E 215 Snap K&, MIERIA IR K
1518 ANF5,

T8 BB E A SR 1 P A 5 (R 1 o T LA o LR, A mT DA ) — ot E i e 1 30
@ﬁﬁMﬁM%F%ﬁDﬁ@m%Dﬁ&ohﬁ Sl A i 11 S R R B L SR
R M EdE SR T RS 1, S delete AU NI A& K creates

a) BN i) 7 ) S
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port name
Xt-F- phy-port, port name 1515 ) Ethernet<slot_id>/<port_id> ¥ Port-Channel<number>. X1
53> 4 (phy-aggr-port), port_name 1515} Ethernet<slot id>/<port_id>/<breakout port id>.
b) LAY S 1«

Firepower-chassis /packet-capture/session* # create app_port security module slot id link name
interface_name app name

¢) M EEE LIV, AP B b
LSURS [N b

o] LRI R AR N T s e R SR A S AT . A OO I IR R UL, 1 2 ) i A
CHEIRATILIERS , 2 216 T,

a) HAEEN g AR I D

Firepower-chassis /packet-capture/session* # scope {phy-port | phy-aggr-port} port name

scope phy-port Ethernet<slot id>/<port id>

or

scope phy-aggr-port Ethernet<slot id>/<port id>/<breakout port id>

or

scope <security module slot id> <link name> <interface name> <app name>

b) NPT I BE s -

Firepower-chassis /packet-capture/session/ {phy-port|phy-aggr-port|app-port} * # set {source-filter}
filtername

Pk 23 B IR e s, i 1E H set source-filter "',

o) ENHIHAbIL RS, AR TR EE L L LD,
U SRARBEIAE T A B A Al SR v
Firepower-chassis /packet-capture/session* # enable

BOATTOUT,  Brd MEE SR i AL FAEAPIRZS . $RATHESUG, W R T 2 1 3o Hodhs t gk
S WA HAL 2T AL THESPIRAS, B 1 A e . AR H] C AL TGSl IRAS I B
Wik, AR .

RAE SR BN R G LA -

Firepower-chassis /packet-capture/session* # commit-buffer
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)

IR RN RS, KRG IR . BN R 8 PCAP U1, 55
Ko

¥ eI i

3
%

[

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create session asalinside

Firepower-chassis packet-capture/session # set session-memory-usage 256
Firepower-chassis packet-capture/session* # create phy-port Ethernet3/1
Firepower-chassis packet-capture/session* # create phy-aggr-port Ethernet2/1/1
Firepower-chassis packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
Firepower-chassis packet-capture/session* # create filter interfacelvlanlO0

Firepower-chassis packet-capture/filter* # set ivlan 100
Firepower-chassis packet-capture/filter* # set srcIP 6.6.6.6
Firepower-chassis packet-capture/filter* # set srcPort 80
Firepower—-chassis packet-capture/filter* # set destIP 10.10.10.10
Firepower-chassis packet-capture/filter* # set destPort 5050
Firepower-chassis packet-capture/filter* # exit

Firepower-chassis packet-capture/session* # scope phy-port Ethernet3/1
Firepower-chassis packet-capture/session/phy-port* # set src-filter interfacelvlanlO0
Firepower-chassis packet-capture/session/phy-port* # exit

Firepower-chassis packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
Firepower-chassis packet-capture/session/app-port* # set src-filter interfacelvlanl00
Firepower-chassis packet-capture/session/app-port* # exit

Firepower-chassis packet-capture/session* # enable

Firepower-chassis packet-capture/session* # commit-buffer

Firepower-chassis packet-capture/session #

o B 2R B IKRY I IR R

N

T A I e AR oK BRI E I i R s i R S U e AR QI B A AR S 1, T AR R
Se D WAL I E L e 25 o

pEL

TR A A s o L T4 W I E AR B AT B S SR 2 1h (R e s, B ACE AR I 50 a H 1%
SihE, WA SR

HEAN B AR
Firepower-chassis # scope packet-capture

Pl eR R € PROR IEISURTE AT

Firepower-chassis /packet-capture # create filter filter name

LRI (M8 BRI g s

Firepower-chassis /packet-capture # enter filter filter name
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LM R ILAT H B oL v s -
Firepower-chassis /packet-capture # delete filter filter name
PR3 M BE A AR B, R IR TR £ L
Firepower-chassis /packet-capture/filter™ # set <filterprop filterprop value
iR R LU ] 1Pv4 5 IPv6 UL UE, (HICVALE ] Bt Bl IR o 16 v ) I R B I P S

9 LFMILIEREN

ivlan | §5 VLAN ID - CiE A3 I (R38R VLAND

ovlan | #h#8 VLAN ID  (Firepower 4100/9300 AL i) VLAN)

sreip | Y& IP ki (IPv4)

destip | H#x IP #Hihik (IPv4)

sreipv6 | & TP Hiik (IPv6)

destipv6 | H 5 IP Hihik: (IPv6)

srcport | Y 15

destport | [ 35 114

protocol | IP il [IANA 5& LI PMSLAE, R T3k filks 2]

ethertype | LA M 0 ZRAY [TANA 7€ S LUK MRS, R kiR 8. flhn. 1Pv4=2048,
IPv6 = 34525, ARP =2054, SGT =35081]

sremac | Y& Mac Hbhk

destmac | H k5 MAC i

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanl00
set ivlan 100

set srcip 6.6.6.6

set srcport 80

set destip 10.10.10.10
set destport 5050
commit-buffer

Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*

H H FH 3
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B sonersregres

BEFZFIEEEHR A

Nil

UK

HEAN B AR

Firepower-chassis # scope packet-capture

i NS85 5 R B e L B A SR T Y -

Firepower-chassis /packet-capture # enter session session_name

B B HE G AR 2 1l

Firepower-chassis /packet-capture/session* # enable [append | overwrite]

pE TEICVEAE I — A UGB AT IN A B AR 25 1 .

EBHR ORRSTISATI,  8A PCAP SCAFHI ST RN B A R TG . — HB B g X R
W, RERITn AT, B2 F D “ Z55 4 (Drop Count)” 7 BUAUEHI N .
T A B R 20

Firepower-chassis /packet-capture/session* # disable

KRR B R E

Firepower-chassis /packet-capture/session* # commit-buffer

IR O A R AR, i P TS B0 ) PCAP SUERR T AR ISR R . AR 2R TS A
HA TR, BT PCAP Bt bR . WURANIXRERCE, Bk el si et (s .

ot

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

TEHHEE MR G

TR A A 3R (PCAP) SCIE ST N R BIAB T SEHL, LA Y W9 28 23l 70 B 4 7 Ak 83
(R

PCAP L1 ¥ 44 %) workspace: //packet-capture Hak, LI P& E:

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap
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# M Firepower 4100/9300 HLAH & 1] PCAP (44
iR TN et b B IR 1, ARG IZa TR N3 PCAP X1
a) JERLFIARMAE B

Firepower-chassis # connect localmgmt

b) &l PCAP 31
# copy pcap file copy destination

Gt

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1:/workspace/

IFREIE B iR = 1R

RN H I AR A AT AIE AT, WK ILNER o T AR T AN S R Sl CL i sk i

UK

e A RN CITRER [ EIR LS W
Firepower-chassis # scope packet-capture

SR 2 LR E M H B AR o i

Firepower-chassis /packet-capture # delete session session name

SR 3 EMER T AN B0 Bl L R 14t -

Firepower-chassis /packet-capture # delete-all-sessions

TR FHEF IR RSN E

Firepower-chassis /packet-capture* # commit-buffer

Gt

Firepower-chassis# scope packet-capture
Firepower-chassis packet-capture # delete session asalinside
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Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

I P 48 FE FR

FHiaZ |l

S M4 58 IPv4 Hihk ping PIZE TR IR Ty —Bees,  DAORIINAIEA M 26482, 15 A ping A .
BAE N B IPv6 Hudlk ping MR L H55— 4%, 151EH ping6 4.

BAE LA B IPv4 HhREEREE M % 2 — W & M, 15 traceroute iv4 . BLH A EHLAZ 8L
IPv6 Mtk BREZIZE i Y — e I i, 35 traceroute6 4.

* ping Fl ping6 i 2 W 1E local-mamt FER FA#
* ping it A T module .
* traceroute fll traceroute6 1y % FJ £F local-mgmt B FfFH] .

* traceroute 172t A T module FI,
buK

LB ML T4 2 —EHF] 10cal-mgmt BY module FF:
* connect local-mgmt

* connect module module-ID {console | telnet}

Tl

FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

PR 2 A EHLA B IPv4 Huhil ping RIZE 55— ikea, DA DN IR AR o) 45 3 %

ping {hostname | IPv4_address} [count number packets ] | [deadline seconds ] | [interval
seconds ] | [packet-size bytes ]
w5l

PEZR BB W] ping SEFEMIZ% T o) — B+

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 ethO: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp_seg=1 ttl=61 time=0.264 ms

64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms

64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms

64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms

64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms

64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms

64 bytes from 198.51.100.10: icmp_seg=7 ttl=61 time=0.223 ms
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64 bytes from 198.51.100.10: icmp_seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp_seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp_seq=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp_seqg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp_seqg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

WIR 3 AEH EHLAL B IPv4 Hhk BRI 26 v b) — B (R

traceroute {hostname | IPv4_address}
w5l

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A (local-mgmt) #

"'53%4 (—IJZHE) QE'J)\ exit A —IIE'EH local-mgmt 4‘%5&3—? IEITDIIé&LEé;T:t

EARZS

TAT A2 LU 25 A S 2 i SR i 1 TE FRIR S

2N
il
S

"IJJ}EER; 1 ﬁﬂiﬁ)\%? i3] 71&)\ /eth-uplink/fabric *%I\‘
* scope eth-uplink
* scope fabric {a | b}
il
FP9300-A# scope eth-uplink

FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

WIE 2 4\ show port-channel 74 DL I 7 1 (13 1 18 4712 LS BN 10 38 11 8 BLR S FE 1T IRES
ENGE

2%} FX0S CLI L &5 2.2(1) .
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FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:
Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channellO Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel48 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

* scope port-channel /D

Tl

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software
TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

R4 f N\ show T4 LU fis 7€ i M T AAPIRAAS R

il
FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:
Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channellO Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

E5 i\ show member-port 74> LI 7 vy 8 18 1% 02 o 1 PRS-

il
FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

2%} FX0S CLI L & 45 2.2(1)

ﬁﬂiﬁﬁ)\%?ﬁﬁé\ﬂi)\ /port-channel *ﬁ:—tt, U\\‘f’u%%/]\ﬁﬁﬁ D@Jﬁ%ﬂﬁﬁﬁ [:]fﬁ‘,%
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Port Name Membership Oper State
on

Ethernet2/3 Suspended Failed

Ethernet2/4 Suspended Failed

FP9300-A /eth-uplink/fabric/port-channel #

State Reas

Suspended
Suspended

BRAR CoR i L EE SR B, A B B R AR % RS fri 1 T E 802

B PNER, 1% D BRI e IRZs.

Eﬁ% ’ﬁ{_‘lﬁﬁ DLL_*D LACP 'f):h%w MEJ EHJ)\Ux ]‘ il ‘ Hj /eth-uplink/fabric/port-channel 7“%

iﬁiﬁﬂf)\fxosikit=
* top

* connect fxos

Tl

>

i X\ show port-channel summary i3> LAk 7% 24 17 S 11380 30 0 7 2245 B o

il
FP9300-A (fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1(s) Eth2/2(s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

1E £xos B R I8 v {5 F HiAth show port-channel 1 show lacp 7
Ui FUETEM LACP (5 &, #linas ., s, vHEEs %,

T—5#tta
I IR R, 5SROI L, 5 147 L.

i LRI LU AR L iy & R s 25 A
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MRS FE Rk E

FFE Z A

FEBHIE RGO 5 A St DU, T LU BU R R 5 1 S B AR oA . BE58 izl 7
752 TFTP K513 kickstart W5, N ECHIN AR GENE LG IR, SR A AT B G AT 51 &

i€ FXOS MRA )R W% v LU Cisco.com F [ BA AT —7 B $REL .

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 &%) -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

PR WAL = AN SCE . i, BUR /& FXOS 2.1.1.64 [ it R IR .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

g2

$IE1 Uil ROMMON:
a) EHERIEHIG .
b) HH RS
RGN IENEL, JF B & o — MBI o 25
c) {ERTHi HE#% Escape %A X ROMMON K .

T

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

[l =7 FXos cu E &g/ 2.201)
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Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 5|45 kickstart Bf%

a) A CIERRBCE BB 1P Huhk . B ZG AR AR OC IP bk, REnT DU H] set ir & AR ILAH. &
A LMEEH] ping WA TETP k45 4 iRt .
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>
b) K kickstart M5 52 15 7] A Firepower 4100/9300 HLAR Vi 19 ) TETP H 3%
TR 1% kickstart UG RRA 55 SR EIRA S ANILACL . 7R FXOS MUA 5 kickstart WS 2
[ LSS (¥)45 JE AT #E Cisco.com A4 DU THI$ ) o
o) 51T A4 )\ ROMMON 5] M4 :
boot tftp://<IP address>/<path to image>
R fas ik ny LU F 6 N Firepower 4100/9300 HLA A1 [HIKR (1) USB 4fifli 1 1¥) USB ik %, M
ROMMON 5| 3 kickstart. 15K USB B4 /&£ RS IR, W 25 5|
SRY, R RGEA 2L USB Bk .
RGN BoR— R # R IEAE RGO HLBE 52 N3k kickstart 45
il
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
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ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHE A A A A A A A A A A A A
FHE A A A A A A A A A A A A
B A A A A A A A A A A

File reception completed.

N S RIRI N2 2] Firepower 4100/9300 HLAE 1) kickstart W5 AH VT (1) Pk 2 22 G NG5 BE 2 L%
a) FNHIRE RGAE HAWAE, SR E P HbERIN G, IEikE USB F 25X L
%,

switch (boot
switch (boot
switch (boot

) config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if) # exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot

b) Bk E RS NE AU NI FE AR 55 2% & il 2] bootflash:
switch(boot)# copy URL bootflash:
LR L Z —, WIEE R ARSI E URL:
* ftp://username@hostname/path/image_name
* scp://username@hostname / path/image_name
* sftp://username@hostname /path/image name

* tftp://hostname/path/image name

A5
switch (boot) # copy

scp://<username>@192.168.1.2/recovery_ images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot)# copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) B i th & 3 Firepower 4100/9300 M6 )5, A& —> H nuova-sim-mgmt-nsg.0.1.0.001.bin [
IR RO . BRI AL B ZE A BE AR UR . X R AR A RN UG 2
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCIE AR INEA T4 WAZER & Wit

[l =7 FXos cu E &g/ 2.201)
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switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Tl

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

SRR A IMBERINIT N RS

switch (boot) # load bootflash:<system-image>

i

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

PR MBNKE WS, FANLLUT i LU o R G0 2l H AR «
ER O AENEKE IR 5 BT BT D R
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FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

NI B B FEAE Firepower 4100/9300 MU L AEH ST SRR IG . A oePEgnfE B, iSRG
BHL, 51T,

Tl

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

MBI RGN E

\}

FHIa Z Al

R PG BN BUR, JF HARGTCEM SR8, T DA LN R I R R 4. 25K
2R, F 2 TFTP K 51T kickstart WS, FPREAMLINA, FHEOBINARSAE B, Ra
UERUSE SUZRCIE I8

P i

IR P s R G INAE . BRI, 87 B R G o o0 AT 58 A G

i€ FXOS MRA )R & W% 7] LU Cisco.com F [ BA AT —7 B $REL .

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 &%) -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

PRAZWAR AL = AN SCAF . i, BUR & FXOS 2.1.1.64 IO B .

[l =7 FXos cu E &g/ 2.201)
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Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

1Jj [il ROMMON:
a) EEREHE .
b) EJHARL.

RGN T INEL, JF B R 4 o — MBIV T I 25
c) FEMRTHIS WAl 3% Escape & Al A ROMMON #3t,

Tl

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 5|5 kickstart Btf% ;

a) WA IR VOB B IP Mkl R AR G TP ik BRI AT set fiv & A E Hofi. 14
LU ping @y 5 TETP 55 a3 R4k -

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>

25 rxos cu B Em 221) [



BT |

B rossrmxcnrgns

rommon > gateway <default-gateway>

b) ¥ kickstart {552 1] % 7] )\ Firepower 4100/9300 HLAH V7 i () TETP H 5.

e 24 1% kickstart BZ R RRAS 545 S5 B RRA S ANEAL . 78 FXOS WA 5 kickstart BAG 2

T) BRSS9 L AT £F Cisco.com #4445 0 1 4k 5 o
¢) 5544 M ROMMON 5| 5% .

boot tftp://<IP address>/<path to image>

iR 18534 ] UAE FH A8 N Firepower 4100/9300 HLAS I THIHR 1) USB J8i# = [ USB /Ml e 4%, M

ROMMON 5|5 kickstart, 15 USB & & /& 7E R Geia T A3 Ay, W FE 2
SRS, REREAXHMZ USB % .

ARGk Wos— R 5 #, $R IEAERRG I ELRE S 2808 sh g .

i

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2
B R
FHEH A H AR E AR A R R R R R
i

File reception completed.

In# kickstart %5, 4 1] init system iy & FH RS AL N AF

init system it > SAEIRINAE N, O N EE RGN PG U RS ERIHATRCE . 580

T4 KT 2 20-30 434
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switch (boot)# init system

This command is going to erase your startup-config,

your bootflash:.

Do you want to continue? (y/n) [n] vy
Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Initializing startup-config and licenses
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only
Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only
Formatting Workspace partition:
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only
Formatting Sysdebug partition:
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only

test) :

test) :
test) :
test) :
test) :

test) :

B E W% 42 Firepower 4100/9300 HLFH :

done

done

done

done

done

done

done

done

mire st rgns ]

licenses as well as the contents of

a) FNHIREMG, B EBCE S B IP kAR SC . IR USB H 30X Lk {5 .

switch (boot)# config terminal
switch (boot) (config)# interface mgmt 0
switch (boot)
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot)

)

switch (boot

config) # exit

b) R =AM WG R R 254 52 i 2 bootflash:
switch(boot)# copy URL bootflash:

FEHI LR EEZ —, WIEAE S ARISCAHiR € URL:
* ftp://username@hostname /path/image_name
* scp://username@hostname / path/image _name

* sftp://username@hostname/ path/image name

* tftp://hostname/ path/image_name

oRIE

config) # ip default-gateway <gateway>

config-if)# ip address <ip address> <netmask>
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot)# copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>Q@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) PG h & i3 Firepower 4100/9300 HL46 /5, BIZ— H nuova-sim-mgmt-nsg.0.1.0.001.bin ¥
EERAS YR R . RTINS N ) BRI . RS ) AR AR 2%
J nuova-sim-mgmt-nsg.0.1.0.001.bin, JCIE RN A BRAZ AR 2 Wkt

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

TP

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
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switch (boot) #

TN L

switch (boot)# reload

-
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

M kickstart Fl RG WL 5] 5

rommon 1 > boot <kickstart-image> <system-image>

iR FEINZR R GG IR, AR AT 2 B IR B AS RS B . v L2 4 201X e B o
EUE

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016

[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu
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INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed
Unpack CMC Application software

Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to ‘nohup.out'

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to

BT |

the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

MERG G, RGNS EHEANVIERERE . AXTFANGER, ESHVMGBICE , 9 11 1.
NI EAE Firepower 4100/9300 HLAT _EATIRF S ANSREMAG . & IHIPEL IR B RAS B 55 885 ] TPk

HAZGKGE 2. AXRTENFEE, WSREMEEE, 251 0.

T

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
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Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

PR R LD MR SRR
a) BEAHZ R
Firepower-chassis /firmware # scope auto-install
b) %% FXOS V- &l ghf

Firepower-chassis /firmware/auto-install # install platform platform-vers version number

version_number = 1FAE L2 FXOS V- & PR FIMCA S, a0 2.1(1.73).

¢) RKGH RRUL B BT . Ea i AN T O ke N H 5 8 0E (1 FXOS - & A .2
BRI AR . MAh, B EN G, TGl ey, ARMEUE SihER &L, RY0R G E
JH o

N yes, FNEALBIGRELIGIE,
d) A yes, WHINEAEGRS 2k, B A no, T ke
Firepower 1] §" e AE RGAT THRIRAL,  TH0/FHm B A1t
e) LTI RIMME, HRATLUT 4k
* fii )\ scope firmware.
* i\ scope auto-install,

* %1\ show fsm status expand.

FEI0 EHHD RS

T

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

RGAE B AR M Z R e R AN 2 R E/5 |8, SR )5 4 )3 Firepower 4100/9300 HLAG . IbidFE K
L) TH5E 5-10 204

BN HERGRE. RS EIRENM “Discovery” ¥4 “Config” , )l “Ok” .

il

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status
Server Slot Status Overall Status Discovery

25 rxos cu B Em 221) [
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BT |

1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

HEARRE “Ok” I, BIRZEMCOWE .. SR Hic B 2 e ved (WP E) , Jf
HFOH BT I e TG

* Firepower 9300 #1457 -http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 [t E 7 F -http:/www.cisco.com/go/firepower9300-config
* Firepower 4100 R 5| PIEAN 148 -http://www.cisco.com/go/firepowerd 100-quick

* Firepower 4100 R ¥ E 57 -http://www.cisco.com/go/firepower4100-config

Firepower A7 Fa fE 4L 48 (B EEBF AU R XE R E

ERMER R 52 5, Al MERE R Firepower BB 18, K Firepower 4100/9300 HLAS M AERE Pk &
TESPRSFE AR TR, WA SR IR 1) Firepower J8 W0 A1 3 FH A AN R 22, 4%
DA T B B R B A WG RRAS , 28 57 JUb TR 2 B8, A A5 A R RRCAS

FiaZ |l

{FHBCE 3 D REF B & Firepower 4100/9300 HUAR 1112 5 15 £ AT & L E BB 1 XML -3 H 2
TREARSS M A T L. HXREAELR, ESRHECTRE A/ S, 5 205 T,

UK

MIB & IEHIBIT I, WE &M BRI SAREN Y, 1528 SARE X/, 5210 1. W
k&SI R

VP i

WAL, WCENHIEBIRA, DUEERE &N s BIRRRCARTLAC . A 5] 1% & N H 8 shhicA
ML, T 2 I B R A AR RA 55 57 . M RREE TR, AR R AR LIRS I I
TS

BN Y. FH (1) J8 B RRAS RS AT WA AH [+ o

a) fEFXOSCLI ™, #kANZ4 ks

Firepower scopessa

[l =7 FXos cu E &g/ 2.201)


http://www.cisco.com/go/firepower9300-quick
http://www.cisco.com/go/firepower9300-config
http://www.cisco.com/go/firepower4100-quick
http://www.cisco.com/go/firepower4100-config

| s

Firepower s Bs iz et I

b) RN S

firepower /ssa # showapp-instance

il
firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Profile

Name Cluster State Cluster Role

ftd 1 Enabled Online 6.2.3.1624 6.2.3.1624
In Cluster Slave

WIBS 1t Firepower B HI ML, MIBR BRI« A WA B b S £ et Ui B, 3225 (Firepower
EHPULBCETRER) PR IR A B R A 7 3

IR 6 Kk 1) 9300/4100 M JE B2 A3 M A ALY Firepower % o

IR T 1E Firepower & H 0, E$E Devices > Add Cluster, 2R J53E [T 134 Firepower & P L
WU IAT TR, TRRFTI B B i I BIIAT S8 . A7 S K R RER N 2] Firepower 7 2
L, TEZ 0 (Firepower BB HULECE TR R ) TP R AERFRSINEE B L 8
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A GOy IAERH 7 34, 42, 43, 44, 48

W kE 42
DR 4
EMECE S 34
TEBR I sk 48
JoHE AR 43

c

HBOANLE 92
WHE 92
YIATLE N
Bl AR 214

D

Fehb B4 8
SHAdE 205
SAME 205
Gk HTRENE 89, 90, 91
B 89
Mk 91
B 90
Ui mE 147, 221
configuring 147
status 221
EmA 1
F
Vi AAT S 14
S8 150

configuring 150
Sy 3 150

G
BPATEFIER 1

[} 59

upgrading 59
HOBEHERR 221

i OEIEIRE 221
%I Firepower HLAH 92
B IP Hudik 83

A ALK 83

H

W) BOARE 92
ShEe 37

J

BAE 1.1
VIEHLE 1
AR 1

££1f 162, 163, 164, 166, 167, 169, 170, 177

PR 166

filgd: 167,170,177

BN BN R 170

KT 162

LWL 162,163
redundancy 163
size 162

BAFZSK 166

P& A EtherChannel, 7EAC#AL E &

THEAE 166

management 164
M2 164
spanning-tree portfast 167
WEPATZATIRGL 1
O 145

JETE 145
configuring 145

K
G 37

timeout 37
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Posidsg, #hh 34
ERPZ R 198

B 57,154,157, 167, 170, 177, 198, 199, 200

Ay 154, 157
GIEE4ERE 167,170,177
SOHWUR R A 57
ERE] 198

MHEE 199
B A H S5 200
BHZER 198

2 31,34,35,39
ik 35
skt 34
MR 39
B 31
AL E SC/E 34, 42, 43, 44, 48
R 42
*TF 34
SR R a4
TEBRE I sk 48
JoHE Ak 43
SEHER 116, 117, 118, 120, 122, 123, 126
g 117
SN 123
*F 116
Mk 126
ZAFAT N 122
IEFIER 118,120
A 18
A 5
AT 14
Vil 14

P

ME SN/ 205
Bl 205
5 205
BCE S 34
i 34
T-EgRt 51,52, 53, 54
M Cisco.com F# 52
KT 51
T# 3 Firepower % 4% % 52
WuFsesEtt 53
upgrading 54

[l =7 FXos cu E &g/ 2.201)

Q

Al 1M
SNMP 111

E555 1

H# 102,106
&E 102
FEEE 106

HHAFIRS TR 101
configuring 101

WA 224
e 224

S

MEREE RS TE 219
wWELFR 88
FIARWTAZ1LIY 88
#X, SNMP 111
F2 i 59
IR 102, 106
&“E 102
FEhikE 106
X 102,104, 106
setting 102, 104, 106
SERE RS SRE 39
ZEXNS 5
ZEES 116,122,127
Bl 122
*F 116
Mg 127
B fuidze 213,214, 216, 218, 219
B R SIE 214
BRI 218
MEREE RS TE 219
IR R s 218
T % PCAP 3 218
filter 216
ARl 4f  51,52,55
M Cisco.com N3k 52
*TF 51
N#.3 Firepower %413 7% 55
TR R R 228
WE 228



I

WAEMRS 111,117,118, 120, 122, 123
HTTPS 117,118,120, 122,123
SNMP 111

W% 109
X+ 109

BHZHE &S 198

W

B 157,167, 177, 198, 199, 200
BB ST S B S % 157
BIEERE 167,177
ERE] 198
MERZHER % 199
IR R H S5 200
BHEH: 198

BB % 55
T2 Firepower %41 % 55

RAWKE 224,228

ZHGEHZE 139
BB AHL HbE 139
Bl EAHIE 139
BoEZAE bR 139

X

TEEE RS 218
FagE 109,112, 114
g 112
xT 109
Mgz 114
VEniE 23
A 23
VFATIEA ALK 23

Y

W% 51,52, 53, 54, 55
M Cisco.com F#; 52
B 51
TI4% Firepower W EIRAE RG-S 00 54
T# 3 Firepower %4134 52,55
WiEsesEdt 53
WG RA 57
HHr 57
R/ 9,29,30,31,34, 35,38, 39, 42, 43, 44, 45, 47, 48, 114, 115
A GG IAE 34, 42, 43, 44, 48
flg 45
G 29

M &)
WoE 41
it 34
AR A 39
ERUEN] 31
A AEl 30
BING O RE 35
megx 47
5/H a1
wiE, kg 38
CLI 5B 9
SNMP 114, 115
FAF K 34,42, 43, 44, 48
SAOECE S 34, 42,43, 44, 48
R P At seng 38

z

Mg 34,42, 43, 44,48
A G IAUE 34, 42, 43, 44, 48
Bk 38
WA MG 38
BEHHE 91
MR 23
AAA 129,130, 133, 134, 135, 136, 137, 138
LDAP $#24tF2/7 129,130,133
RADIUS #2itF2 /7 134,135,136
TACACS+ $#e{1LF2)¥ 137,138
asa 57,154, 167, 170, 198, 199, 200
QAT asa DHE % 154
B ERE 167,170
SOHWUR R A 57
HEH3) 198
MBRE % 199
B A H S5 200
B EE: 198
asa W% 51,52,55
M Cisco.com F#; 52
xT 51
T# 3 Firepower 224 %% 55
authentication 35
default 35
authNoPriv 109
authPriv 109
banner 89, 90, 91
pre-login 89, 90, 91
call home 22
fii'® HTTP A3 22
certificate 116
*T 116
CLL, W& w4475t
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CLI 215 M 9
commands 8
history 8
configuring 117, 118,120, 122, 123
HTTPS 117,118,120, 122,123
CSP, & Mrtz 4t
DNS 141
Firepower “Z4x % 1
Mk 1
Firepower HL# 1,11,91,92
PIABCE 1
WroT 92
HSETREL 1
wHEE) 9
Firepower "4 JRE{E RS 54
THE & HRghf, 54
Firepower “J-&4fl45tL 51,52, 53, 54
M Cisco.com F# 52
KT 51
"F%‘jﬁ Firepower ZZ &1 7% 52
RAUEsEHErE 53
upgradmg 54
Firepower BB 1, 15205 g P51
fpga 59
upgrading 59
ftd, TS P
FXOS M4f, £ Firepower H14H
HTTP LR 22
configuring 22
HTTPS 37,117,118, 120, 122, 123, 124, 125, 128
EFEYI 117
SNIER 123
Tk 125
LS 128
RAEAER 122
IEFSER 118,120
BORAERCEIES 118
configuring 124

timeout 37
LDAP 129,130,133
LDAP ¢ fiff 130,133

g 130

MR 133
noAuthNoPriv 109
NTP 101, 104, 105

Mikx 105

s 104

configuring 101, 104

[l =7 FXos cu E &g/ 2.201)

PCAP, 52 Him ik
PCAP XCff 218
T 218
ping 220
PKI 116
RADIUS 134, 135, 136
RADIUS #24tF2)% 135,136
Bl 135
MikE 136
rommon 59
upgrading 59
RSA 116
smart call home 22
fii'E HTTP /A3 22
SNMP 108, 109, 110, 111, 112, 114, 115
Zhg 109
WA 3 24 1ike 110
*XF 108
B m
BR 109
MalE 112,114
g 112
MEE 114
T 114,115
g 14
ik 115
ZHE 108,111
community 111

notifications 109
SNMPv3 110
ZATIRE 110
SSH 37,107
configuring 107
timeout 37
system 11
WIENEE 1"
TACACS+ 137,138
TACACS+ 12t F)y 137,138
fg 137
ik 138
Telnet 37,107
configuring 107
timeout 37
timeout 37
e 31
HTTPS. SSH #1 Telnet 37
traceroute 220

ERIA 220
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