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EXEC RERES top HE #
o] g EXEC R.=9] scope adapter ™ | /adapter #
K
7 0] &2 EXEC 5. 9] scope cabling ™ & | /cabling #
A A EXEC X.= 2] scope chassis ™ & | /chassis #
ol Yl A H EXEC X.=9] scope eth-server | /cth-server #
sk
oyl ¥ 3 EXEC X.=9] scope eth-uplink | /eth-uplink #
i
B AN E EXEC ®=9] scope /fabric-interconnect #
fabric-interconnect ™
¢ o] EXEC B=9] scope firmware 7 | /firmware #
!
(€]
S AE oly Y ¢l Ho] A EXEC XX 9] scope host-eth-if | /host-eth-if #
i
glo] 2 EXEC R.= 9] scope license ™ & | /license #
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Kot EXEC E.Z 9] scope security T | /security #
K
server EXEC 5. 9] scope server " & | /server #

EXEC X.=9] scope
service-profile 3 &

/service-profile #

ssa EXEC 2.=9] scope ssa ™ & /ssa #
system EXEC X.E.2] scope system ' & | /system #
7Hd HBA EXEC 5. =9] scope vhba % = |/vhba #
7Hd NIC EXEC 59| scope vnic & | /vnic #

A ol AL§ 7hs @ At

« create object
« delete object
« enter object

« scope object
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create object

A7} B 2 G S A

=7h Al e,

delete object Q F A A7} DU
enter object A7 A E 2 | Ges A Aoy el =
=7k A,

scope object @ WA A 7} A U T
E3AA} Qe A9 AuA F2

b Ay

create object Q F vA A 7F DU

delete object A 7F 2b Al D Y o}

enter object Fel= A AA Y Ay g ol RETF A=

Hue.

scope object
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Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #

AAEA 2 A G st B TR @A) el A 7be @ He] TAF U
=g E o) o} A% Y sHA 931 2E Pelshh @A) Eo| A ALg b5 e o] BT haH Y
: 72 deshe B TR @A) XA A bR RE 79

CLI A A A gk

Firepower eXtensible = | A= g+ Hol| /4313 4= = CLIAA 9] 5 F 3270 & Al gt
ol ghe 4% 5 Gt
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A1 28}7]

=174
. /\‘Iv/_\‘Eél O]%
« P2 LE IPv4 A0 L ABY ppa T EE PV T4 B A TFAL
« 712 Ao E ¢l o] IPv4 B IPv6 4
« DNS A IPv4 B3 [Pv6 24
718 el o] &
GAl4 A QoFs HESIIL yesE Y B o] DA S A A& AU neE st A vlHALE &
& A d4ge HAgggch
A7 wpHALE ThA] AL S & A EshE 9 o] Hol fE 3 gho] d a2 et o] Holl 91
3t 7hS 5213 EnterE 54U

Uh ool M= 1Pva ] 28 ARE-sho] Ay ol e A9yt

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch Mgmt0O IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

s ool A= 1Pve de] 45 AHg-sho] Ay ol de Ayt

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [yl: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword$%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0 IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0O IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
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Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

FXO0S CLI < A =~
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SSH = 11 A &= t/AwAbE -y ot

SSHE A}£-3}+= Linux Bl 1| Qo A

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1
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mxoscu <4

« telnetucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|\UCSM-ipv6-address } ucs-auth-domain\username
telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty S 2}o| A E o) A

« Login as: ues-auth-domain\username

Login as: ucs-example\jsmith
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Smart Software Licensing2] Smart Call HomeS- H| 4] 3} s 4= ¢l5 Ut}
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* Cisco Smart Software Managerol| 4] v} ~¥] A4 S wHE U T},
https://software.cisco.com/#module/SmartLicensing

oz o)7L EV}F 1= A5 Al ol 7He E A W A5 == Yt Smart Software Managerol] 4]
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| A2 FXOS Al Al 2] ASA =24 tjnlo] 2o vk 4 -8 Lt} Firepower Threat Defense =2
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Smart Software Licensing 2] 7]+ %k

FXOS A A] 7] & 7 3] 1.9 ©] A1 2 Smart Call Home = 2 9} Q1 “SLProf” & 3 15}, & 7] o) A] Licensing
Authority®] URL-S A A &t

scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest

set address https://tools.cisco.com/its/service/oddce/services/DDCEService
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Authority®ll ‘5532 ™ Smart Software Licensing 7l A 9| 4] -2 FXO0S AjA] o] 55 EZ IDE 453l
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|1 (¥ AR HTTP 225 A] 724, 19 # o] A].
License Authority®l| Firepower Security Appliance 55, 20 | 0] 4],

(RUBNAU
)

(41 €1 A} 8} HTTP 2 %A] 74
| E oA AE U A 20 HTTP ZHA| S ARG 74§ 2vtE L2 Ego] gho] 7o dis) =
FA] FAaE A oF U dbA o= o] ZEA]= Smart Call Homeoll '= A8 Lt}
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=
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A= HTTP Z=5A] = Al 5 4] 854

£

SAI1 HTTP Z5A S 24 3Hgy .
scope monitoring scope callhome set http-proxy-server-enable on

o A

scope monitoring
scope call-home
set http-proxy-server-enable on

@712 ZEA] URLS A4t
set http-proxy-server-urlur/

A 714 url& X ZA) AW €] hitp B3 hitps T2 Y U T

o) A

set http-proxy-server-url https://10.1.1.1

973 TES AP
set http-proxy-server-portport
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o A
set http-proxy-server-port 443

dAa W E ARG,

commit-buffer

(%1 2 2}-3}) Call Home URL 2} A

Sko| A -4 3k Call Home URLS 214 5} A 2 A& A& A L.

SE

SGA1 e B2 dah )
scope monitoring

@A 2 callhome B9 E o HFHoh
scope callhome

@A 3 SLProfiles 2k<5 1 T}
scope profile SLProfile

A4 2HAE EA G
show destination

o A
SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

A5 URLS AHA gy o)
delete destination SLDest
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commit-buffer
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scope license register idtoken id-token

o A

scope license

register idtoken ZGFmNWMSNjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZ]jIXNGQOLTEON]I2NDYx%0AMDIZNT
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scope licdebug renew
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Callhome A+ 2 2 Satellite A1 ¥ Z A2 A 3},
scopemonitoring

scopecall-home
scopeprofileSLProfile
scopedestinationSLDest

setaddress https://ip_address/Transportgateway/services/DeviceRequestHandler
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®) Mo RES 4
scopesecurity

b) Trust PointE A A3}l o] 55 A A gt}
createtrustpointsrustpoint_ name
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« show license all
b Zho] g e, 2wk o o] e Bl W, UDI 1, ~0hE oo HE ), 22 1Y
T AE, et EHE |, gholdd 5 AR R AntE o] E 24 dA8 S A Y
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« show license status

« show license techsupport

Smart Software Licensing 7| =

715 o1& ER S I
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Software Licensing 71 3] Z1¢| o] -2 FXOS A A] &&=}
(Supervisor)9} H.QF B& 2 g U},

714 8 & : deregister, register idtoken, renew, scope
callhome, scope destination, scope licdebug, scope license,
scope monitoring, scope profile, set address, set
http-proxy-server-enable on, set http-proxy-server-url, set
http-proxy-server-port, show license all, show license status,
show license techsupport
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CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1
attributeSyntax: 2.5.5.12

isSingleValued: TRUE
showInAdvancedViewOnly: TRUE
adminDisplayName: CiscoAVPair
adminDescription: UCS User Authorization Field
oMSyntax: 64

IDAPDisplayName: CiscoAVPair
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Firepower-chassis # scope security

GA2 7] A o] Hel RS gyt
Firepower-chassis /security # scopedefault-auth

9A3 7RSS AU
Firepower-chassis /security/default-auth # set realm auth-type

o1 714 auth-type-2- Tk 719 = 5 sk ok
+ Idap — LDAP ¢15 % 4

elocal — =7 <15 A H
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* tacacs — TACACS+ ¢15 A A

(A8 Ak AFet A9, AdR A4 1§ S AF U
Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name
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Firepower-chassis /security/default-auth # set refresh-period seconds
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Eaeeles
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FH o MRS At o

Firepower-chassis /security/default-auth # set session-timeout seconds
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3 RADIUS 3% TACACS+ 4 9ol thek 2ehA] Q158 A 3 79, session-refresh 2
session-timeout 7+ 3-8 52 YA A} &2 7} v 5} A A 01 =35} ] Lol v ¥ w2 A A E= 7
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Firepower-chassis /security/default-auth # set use-2-factor yes
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commit-buffer

o2 9] oo A= 7] 9155 RADIUSO] A48} a, 718 Q15 Al &4k 7152 providerl 2 A4 8} 11
20 Q1SS A ghetar, A 233 1A & 3005(%)& Ak, Al A7 23} 78 8 540%(9
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Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #
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@A mebRED gHG
Firepower-chassis # scope security

A2 V) A Fo] Bt REE gLt
Firepower-chassis /security # scopedefault-auth

A3 A A A 23S AU
Firepower-chassis /security/default-auth # set absolute-session-timeoutseconds

A4 (E AR AT B A A AIRE 23 A S U T
Firepower-chassis /security/default-auth # show detail

o A

Default authentication(7] ¥ 15):

Admin Realm(Z2] 2} &4 9): Local(Z2)

Operational Realm(=-% % <}): Local(Z7)

Web session refresh period(in secs)(] Al A Al E 1z 7] 7}(,L)) 600

Absolute Session timeout(in secs) for web, ssh, telnet sessions(%il, ssh, %”’jl *ﬂ Jﬂoﬂ \’41 s et A A A /\]
Z3H(Z)): 3600

Serial Console Session timeout(in secs)(* 2] & =& Al A A Zl ZIH(X)): 600

Serial Console Absolute Session timeout(in secs)(Al 2] & =& A o] AlA A1ZF 2 3H(F)): 3600
Admin Authentication server group(Z2] A} Q15 AW Z13):

Operational Authentication server group(=> % O] = AW 15

Use of 2nd factor(‘+ H A &9l AF-8): No(elH &)

AR T g ] 3 A A

7] % © 2 LDAP, RADIUS B+ TACACS X 2 & I3 A-8-5}o] 917 A 8] ol A Firepower Chassis
Manager B=+= FXOS CLIO| 21913}= BE AFE ALl Al ¢]7] A& A2 Aglo] Folg T}, wot
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assign-default-role
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no-login
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Firepower-chassis # scope security

Firepower Chassis Manager 2 FXOS CLI®| t 3 A}-&-2} A A 7} A2} H &S 7] =0 2 A3y o]
oF s} 2 A4 g oh.
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

A28 Aw) el o] Aol EAAH S AR o
Firepower-chassis /security # commit-buffer

Ch2- dlell A= A Abg AR 943 J A S dAsta EAAA S AR g
Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

Apgate] W E W ok Sl 84
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Firepower-chassis # scope security
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Firepower-chassis /security # set enforce-strong-password {yes | no}

U ool A= v S Bl =5 gl g shehy

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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43}
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scopesystem

scopesecurity

A 2719 A% A9 S4E ATy

setmax-login-attempts

max_login

max_login %k 0~109] A4}

o) 2190 A %2 S50l D@ F AR A =)o) 4] 22 ) = 2 5 Al & A A FY

o,

setuser-account-unlock-time

unlock_time

23] e o] A2 A g ok
commit-buffer
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Firepower-chassis # scope security

A2 EWE Zead Bk R gy
Firepower-chassis /security # scope password-profile

GA3 AR JASH AR A E Al olulo] MAE =l vdH S A & Ay
Firepower-chassis /security/password-profile # set change-during-interval enable

A4 2AZAFHAGAL WY 3 B AN E WA T F Y Ao AFE A
Firepower-chassis /security/password-profile # set change-count pass-change-num

0~102] oj® gkol= 7FedHth

S5 Change Count(¥17 315%) Do A A v WS WA 31571 285 E= Ao A7+ A4}
Firepower-chassis /security/password-profile # set change-interval num-of-hours
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AR A 48417 o] ol Wl 5 & 20 20 7
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Firepower-chassis /security/password-profile # commit-buffer
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chgol ool A s 14 Fek WA A
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Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #
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scopepassword-profile

GA4 HavEHE dolE AT
setmin-password-lengthmin_length

9A 5 Aw 1o dS AW}
commit-buffer

13}

B wetmES e
Firepower-chassis # scope security
A2 vEwE Lead wel BEE g,
Firepower-chassis /security # scope password-profile
9A3 A F A Vs S 2 s T
Firepower-chassis /security/password-profile # set change-during-interval disable
G4 2ARJFTHAEAT AR AL A P HS S A7) A7HA 71k oF ke H 4 Al A4
Fuy.
Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

1A 3~ 74541 3ke] o # ghol = 7 S v

o] 7+2 2 Change During Interval(A}©] o] ¥ 7)) </ o] Disable(H]| &/3)= A7 = %] &2 75 FA|
gy},
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Firepower-chassis /security/password-profile # commit-buffer
chee) ol A S% 31 Bek WA SAHS s stela WA o 9 1A & ARt R HAst
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Firepower-chassis # scope security
Firepower-chassis /security # scope password-profile
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Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

HUH S 75 4= 1A

43}

HOF R EE Qo
Firepower-chassis # scope security

MEME T2 Bol REE 4 g

Firepower-chassis /security # scope password-profile

AR AFH AHEAT} o] Hlol ALE T AN EE A7) Aol WA Sz A g L
5 58 A4

Firepower-chassis /security/password-profile # set history-count num-of-passwords

0~159] oj¥ grol= 7hs gt

7|4 0 & History Count(7] 5 ) Y == 002 A= o] JFUTH S 7|5 & v 24 gel2 =
oo AHE-SH UL H ST E AA| et AR = 5 T

A28 Ay 1glo] o] EAAAS Aulg,
Firepower-chassis /security/password-profile # commit-buffer

e ool M= A E 7= 2 AT EANAS AR

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #
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Firepower-chassis# scope security

ARG A S B U T

Firepower-chassis /security # create local-user /ocal-user-name

71 A local-user-name-> ©] A7 el =103 v AF-&-3 A7 o] F YUt o] 52 L3l oF 3t A}
84 AA ol gl that A1 W A e ALF-E wetof TRl 4 o & 4|3, 29 3]

Cisco FX0S CLI £-73 27 7}ol =, 21(1) i



A e |

=274 AH82 A7 A3

oA 12

Gl

AHEARS AR ol = 29D
=8

2A AR AR S 2 s A == v A s S A S AU
Firepower-chassis /security/local-user # set account-status {active| inactive}

A8 A A 2] vl 5 A o,

Flrepower-cha551s /securlty/local-user # set password
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Firepower-chassis /security/local-user # set firstname first-name

(8 Ak Abgte) e A g,

Firepower-chassis /security/local-user # set lastname /ast-name

(A8 ALY AL A Aol R EE SRS AT T month 9155 B o1 B A& A 24V

=

Firepower-chassis /security/local-user # set expiration month day-of-month year

B ASA AR HEUL TN, A ALES DEHES A TS 5 gtk et
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(A AL AREARS] o] Y FAE AP T

Firepower-chassis /security/local-user # set email email-addr

(A& Al A A5 N EE AP

Firepower-chassis /security/local-user # set phone phone-num

(A8 A HIREH Z QL= oA 2ol ARS-H = SSH 715 A1 F Ut

Firepower-chassis /security/local-user # set sshkey ssh-key

= ARG AP A 7124 &2 read-only S &o] & E W o] &L
ek 7t 371 g gtel diaf:

=

N

AAE = §ls ek ARS Al Al

Firepower-chassis /security/local-user # create rolerole-name

471 A role-namee- AH&AF Al ol etz ah= WS dEle 9 JdUnh(A-eA 9, 33
o] 4| ),

B AR T W AT WYL ASATF o] 2 o) 4 g Utk A} Rl @
2, Ao ARE AL Al o] 71 S Al A @ Al A = 7] &9
2?%&%%ﬂ§qq

Firepower-chassis /securlty/local—user # delete rolerole-name
Fa BE AR A 71 02 read-only & Eo] T E T o] A2 AA L F gley

o},
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F1rep0wer-chass1s security/local-user # commit-buffer

o} o ol A = kikipopoElt = ©] &2 AF&-AF Al S A4 3
T E fool2345% AAstaL, A A AFEAF AES shdslal, EWAH S AN

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Uh el ol A<= lincey ek o] 5o AF8-AF A & A SHaL, o] AHEAF A& 2/ shet, nE =
Sl 914 220 A4-5] = OpenSSH 7] & 44 5h1, ana % &3 A& o] 22 BRahi, NS

AB gt

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuUo9VQ2CmWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
1aQB8X/PDdmtlxQQcawclj+k8£4VcOelBx1lsGk51ug51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

ThS ] o] &= jforlenz2t s o] &) A2} A S WA 3L 0]
T A 2o AMEH = e SSH 715 A ERAMNE 7

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey
Enter lines one at a time. Enter ENDOFBUF to finish.
User's SSH key:

> --—-- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqgap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEwWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> ---- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Press ~C to abort.

27 AL§ A AR A

A1

13}

Hek REE ]le g,
Firepower-chassis# scope security
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B =2 e Aag gt e mads

SA 2 24 A3 ARG A s
Firepower-chassis /security # delete local-user local-user-name

SA3 Al2d Ay oo del ERAMA S AR YT
Firepower-chassis /security #commit-buffer

Th2 dlloll M= foo A A Al & AHAlskal E- A S 7Bl gt
Firepower-chassis# scope security
Firepower-chassis /security # delete local-user foo

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

=24 AR A 2 8 e [ 2 )

27 b8} AR S A SHEIA U 1] 8 shatel W ARG Abol A el A B AAA T gbo] ook &
=y

13}

B wetmEs g
Firepower-chassis# scope security

WA2 BHSEAG DA A 2 AR Bk BES JH L,

Firepower-chassis /security # scope local-user local-user-name

GA3 A AL AL S DA A e v s A E A o
Firepower-chassis /security/local-user # set account-status {active | inactive}

B BARAEA AR} B o AP ol AL+ UG
o,

U5 ool A= o] 7k g ol ghal sk = AR AL A S &g skt

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

27 AF AFg Aol i B F 7] = 2] 97
47
GA1 BotREZS e}

Firepower-chassis # scope security

A2 ARE AR AR B 22 AL§A Bk

1 rt
it
xS
L)
it
i
ui
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24 9% AHgAl o

Firepower-chassis /security # scope local-user user-name

A7 H ARG A Aol i MR S 7] 55 AU o
Firepower-chassis /security/local-user # clear password-history

X228 A Lol ol E A A g,
Firepower-chassis /security/local-user # commit-buffer

ohe ol A MR E 7] 48 PSR EAA

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

ftlo

A g
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* Cisco.com®l| 4] o] W] =] Th¥- 2= 48 5 o]~

* Firepower eXtensible % A Al A23Z E 9o o]n] 4] & FXOS A Aol thE 2=, 48 #] o] 4]
o« ojujx| o] 74 &I, 49 H ol

* Firepower eXtensible £ A A ZHF HE J1d o) =, 50 o]~

« FXOS Aj Ao =2] % tujo] s AT E Qo] ojn|x] the-2 = 50 o]

« =Y A ute] 2 91gk oW A M o] E, 53 #Ho]A]

« Hellol dadlol=, 54 Fo]A

ofm x| ¥e] gH.

FXOS AA = The-0] 2714 7] 8 o] X £ & AFE U T,

u
i RE oW A= Bl # Y-S T3 tANERE A E I S g U oA & FA A Al
om A& FAH HE L/FE FASHA HU T
« &35 HE — Firepower & 2 3% H E-2 Firepower ¥H2] Z(Supervisor) 2 Firepower H.QF &5/l
Zlo| A 2Hs 3k of 2 7iE O]U] A7} xof Q= A €A YU T} & 2 F 1 52 Firepower eXtensible
G AA AZEL O] A JH

off Z&]Alo]d — ol Z2] Al o] A o] M A= FXOS A A &] Bt Bg/<lxl o 75
n] 2] U}, of Z2] A o] A4 o] u] %] = CSP(Cisco Secure Package) I} 2 7 4]
25 A AY o] =] A tuto] 2~ A ol tiu]Et7] 9] 3 Bk BE/QlF]
2] A (Supervisor) ol A 7= Y T} Firepower ¥2] AF(Supervisor)ol| A &% &
ol A & sl o 714 thE WA o] & T AFHTh

e
e

o3
==
g
=
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&
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. Cisco.comol| 4] o] "] X] T} &2 =

[N

5 o] u] 45} St o Ahe] o Zel o] A o] u] 4 & B g relo]E v WA TAE
Lejo] =3 of k.

e
&

Cisco.com®l| 4] o] 1| X| T} + 2 =
A 2t8k7] A
Cisco.com o] 7}-#-E 7} 9l ofoF gt}
a7

GA1 §) BEke-A & AF8-3Fo] http://www.cisco.com/go/firepower9300-software B+ http://www.cisco.com/go/

firepower4100-software & ©] & 3F 1] T}
FXOS AfAJol] T &k A2 E9o] the- 2 & F| o] X 7} Hgh-g-A] o] A d fH t}.
WAl2 AAg AZES o] o|n A& S U 2 AFH ol 2 =gy

Firepower eXtensible > A| A A3 E ¢] o] o] w] <] &= FX0S
AL Th R =

FTP, SCP, SFTP %=+ TFTPE A}-8-31o] FXOS A E ¢lo] o] u] 2| & FXOS Aj Al o] BALEE 4= 9l45
=

A #al7] Aol

23] 28 0) 4 LS 7hA 27 98] WA The AR E S APk
Lol A E BAbh Qi AR A P Fa L AF A S

- FXOS o] 7 7] 5kel 9] A 77514l o] &
23}

A1 Belel mES Qg
Firepower-chassis # scope firmware

@72 FXOS &~ ESo] ojv A & T2 =gt
Firepower-chassis /firmware # download image URL

the TR F ShbE Abgste] 744 & 51918 URLS A4 .

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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o|m)#] 2]

« ftp://username@hostnamelpath/image_name
« scp://username@hostnamel/path/image _name
« sftp://username@hostname/path/image_name

« tftp://hostname:port-num/path/image_name

GA3 o HE S AR S TR ZRAAE RUHFEFU
Firepower-chassis /firmware # show package image name detail

ThS ool A= SCP Z R EZS ALY o] H] X & EALg o).

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

olu 1] F- 24 2]

FXOS A A1l A} o] v 7} Z7ke Wl o v A o] A4 o] AE 02 Helgunh Bag 35 vhe 4
A5 ALgse] oln X o] RAM S E O Bld & g

At
A1 FXOS CLIC| A tHFXO0S CLI QA 2, 12 o] #] Z-a1).
Heol REE =3

Firepower-chassis# scope firmware

A3 olmAE A E Y

Firepower-chassis /firmware # showpackage
A4 ouXE g,
Firepower-chassis /firmware # verifyplatform-packversionversion_number
version_number+= 2}l 52 FX0S =¥ HES WA HE A Y4 1.1(2.51)).
@A5 Gl vl R AR AY g Ak wAH 7 EAE Y O
yesE Yot TS AHT AAA Gy

A6 olm Bl HE Aasew:
Firepower-chassis /firmware # showvalidate-task

(RUBNAU
)

=2
=
= A~
< =

X
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[ | Firepower eXtensible 2% ] A]| =

rulLl
v-(H_l
1
il
m‘l
g
o
st

Firepower eXtensible % A A A& HE Hadol=

(RUBNAU
)

A1#et7] el

Cisco.comell ¥ F9F 915 22 alof ol o1 4% £ 2.5 (Ciscocome] 4 o] v1 ] &2, 43
o1 A Fa) R T 7 o] ] A & FXOS A AT ol B 2 E U THEXOS A A ol =2 4] tjufo] 2~ s
Ego] oln| x| g2 50 3| o] X 1),

3}

FXOS CLI®| A THFXOS CLI A 2, 12 # o] %] ZFa1),
Belo LES 9=y,

Firepower-chassis# scope firmware

A% AX WES gy

Firepower-chassis /firmware # scope auto-install

FXO0S E# & HES A AP},
Firepower-chassis /firmware/auto-install # install platform platform-vers version_number

version_number+= "3 2] 5<% FX0S & F HES WA HE A Y4 1.1(2.51)).

H o Al 2gle] fagle]=e] dR-E A H-E H o kiq_’ ELWE]'.

yesE YEsto] A5S ASE AdA gy

yesE Y 3te] AAE AET AJNA 1A noE st A& HALFHTH

Firepower eXtensible &% A A= HES 4FS Za 74 Q45 Jawo|=st ALY A 2=

Ayt
dadol= TRAAE RUE st H v} 2ol gt
a) scope firmwareS ¢} = gt}

b) scope auto-install-S- ¢

¢) show fsm status expand= ¢ 2 g1t}

FXOS A 4] o 2] 4] o] ko] 22 2 E gof o] v 4] thg- =

FTP, SCP, SFTP H-+= TFTPE A}-&-3to] =8| 4 tjulo] 2 A3 E 9)of o] u] ] & FXOS AfA] ol &AL
T dFYT

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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FX0S Aj Aol =2l 4 tlupo] 2 azEgof o4 ther= [

A48 el
A3 1204 519 S A 6.7] 98] BLF o RS FAT
colm| A2 BapehaL gl 8 Ao P T 2 A% A4E F1

s 2z Eg O o)A L] Yitste ol
A

NRF A2 LE S e g,
Firepower-chassis # scope ssa

o ZelAol d £ZE o] RES el g o,
Firepower-chassis /ssa # scope app-software

w2l 4 ulol s AxE o] oA & TheRE g,
Firepower-chassis /ssa/app-software # download image URL

e T F S E ALghe) 1A & 59 9] URLE A4 g o,
« ftp://username@hostnamelpath
« scp://username@hostnamel/path
« sftp://username@hostnamel/path

« tftp://hostname:port-num/path

& 9P 2 Aol e EE T2 ag RUHY T,
Firepower-chassis /ssa/app-software # show download-task

g BH S ALE o] e RET o T2 Ao 4 < Sl
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

thee] Wel e Abgakel 54 B e Aol Mol Ul g A A Sl g T
Firepower-chassis /ssa # scope app application_type image_version
Firepower-chassis /ssa/app # show expand

ThS o] A= SCP TR EZS ALE-51e] o] n] 2] & EAg o)

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server Userid

cisco-asa.9.4.1.65.csp 192.168.1.1

Firepower-chassis /ssa/app-software # up

Downloaded
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FX0S A Aol t=2] 4 Tlufo] 2~ A E glo] o]m] X thd =

Firepower-chassis /ssa # show app

Application:
Name Version
asa 9.4.1.41 N/A
asa 9.4.1.65 N/A

Firepower-chassis /ssa # scope

Is Default

Deploy Type CSP Type
Native
Native

Application No
Application Yes

app asa 9.4.1.65

Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:

Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for

App Attribute Key
This
This
This

cluster-role
mgmt-ip
mgmt-url
Net Mgmt Bootstrap Key for
Bootstrap Key Key Data

PASSWORD

the Application:
Description

is the role of the blade in the cluster
is the IP for the management interface
is the management URL for this application

the Application:
Type Is the Key Secret Description

The admin user password.

Port Requirement for the Application:

Port Type: Data
Max Ports: 120
Min Ports: 1
Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for
Management Sub Type
Default

Port Type: Cluster

Max Ports: 1

Min Ports: 0

Firepower-chassis /ssa/app

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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=4 gupe] 22 gigkojm A md el [

Hlo] 22 9%k o] x| A4 o] =

N 257 Ao

Firepower Threat Defense v=2] 2] T]H}-o] & 5 A 4d ¢+ $-¢]| = Firepower Chassis Manager 5=
FXOS CLIE A}-8-3}4 Firepower Threat Defense v=2] 4 tjulo] ~& ¢ 1df| o] =3}%] &5 ‘jr
Firepower Threat Defense v=2] 4 T]u}o] ~& §] 71¢)| o] =3} 2 H Firepower Management Center=5
A8l oF gt &AM 8 )-8 Firepower System H 2] 2~ = E S 33284 A] Q. http://
www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html

I3} Firepower Threat Defense =2] %] t]v}o] 2ol tf) 3} ¢ d] o] E & Firepower Chassis Manager2]
Logical Devices(==2] %] T]v}o] ) > Edit(5=7%) % System(2A] 22 &) > Updates(] Bl ©] E) 5| o] %] o]
Hkd =] 2] kG T}, o] 2 & #| o] X o] F A E] = W A -2 Firepower Threat Defense +=2] 4] T]H}o]
b= o) AV A E qo] B (CSP o] 1] X)) & e o

Cisco.com®l| A =2] 4] Hjufo] 2ol ARE-3 off 2] 71 o] A o] W %] & Th< 2 = (Cisco.com®l| A o W] 4]
thE ==, 48 d|o]A] Fan)et vhE # T o] 1] A & FXOS A A of] ThE 2 =3 THEXOS A A of] =2
A Hupel 2~ A E o] ofm A B R &, 50 o] 4] Fan).

F WS o|n| X9} st o] kel o) Ze o)A oA E B g e o] Salelw WA 3
g o] =8 of gt

il
ul s

9% W

el

=2
o
=
43}

Ok AH] 2 =8 g o,
Firepower-chassis # scope ssa

gulo] = F9l Hok mEe] WelE Y
Firepower-chassis /ssa # scope slot slot number

Aol E <l o EeAleld e el s A g

Firepower-chassis /ssa/slot # scope app-instance app template

Az S ol Bt = W o s Ay

Firepower-chassis /ssa/slot/app-instance # set startup-version version_number

Ay 2ol S AUl gt

commit-buffer

Al zEl g o] Ao ENAAS AulU ) o Z] Alo] A o] w| x| 7} u| o] EF AL off Z&] Al o]
el thA] A2
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B a0 3aw0=

oS dof A= Bk BE (oA A& F9]
S AFE3A] ol E A E gl e = 9l F YT

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

Helof el o=
FXOS M Aol A A elol & e ol =she il th A ApE AR AL S

43}

SA1 A B9 A B AF-E-5F] http://www.cisco.com/go/firepower9300-software 5=+ http://www.cisco.com/go/
firepower4100-software = ©] & 3+ T}
FXOS AfAlol] T §F 2 E Qo] thg-2 & F| o] X 7} Hgh-g-A o A d ]t}

@A 2 Cisco.comol| A 243 FHeo] 97X & Z-2 & FXOS AfA|of| A M| 28 = Q= A E ThE=EE
du

A3 FXOS M Al A Helo] RER Sojzit),
fxos-chassis # scopefirmware

rlo

@A 4 FXOS Ao oW A & FXOS A A 2 ThE 2 =3t}
fxos-chassis /firmware # download image URL

U3 7 T ShHHE AREste] 7hA & 19 o] URLS A8 o
« ftp:// username@hostname / path
« scp:// username@hostname | path
« sftp:// username@hostname / path

« tftp:// hostname : port-num / path

GA5 thE WE S ARE St TheRE TR A A5 RUH T
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REEE

Helo] el =

fxos-chassis /firmware # show download task image name detail

SRSt HEEY e WS ejste] ol 97149 ES B & vk
fxos-chassis /firmware # show package image name expand

& ue Aol Felo] 7149 M WEE 2 5 ek

fxos-chassis /firmware # show package
ol HA WZ = Fo] A7 A& AA S uf vh-5 AAl A A F T

Aol s7IAE Aot d v} o] gy

a) Felo] B RER Sofziuct
fxos-chassis /firmware # scope firmware-install

b) Belo} 47142 AAFU T
fxos-chassis /firmware/firmware-install # install firmware pack-version version number

Alzelol A B ello] 71 AE S, el T 2% et ol @ B AR &0

SIS

) yesE Y ato] Q1S AL AP drt.
Aol A E 1T F A 2ol M= A ZrAAE gdRs=d 2 EA4E 208
o JHo|E R AL Tl Al 2Fe] g R g Ets AS Gyt

d) yesZ date] A2 A% AYFUrh Prdlo] = TR A| A Fo = FXOS A2 198 Aok

7F AA v Al 2
dadol= TeAAE BYE st v 2ol Fuh
fxos-chassis /firmware/firmware-install # show detail
A7} SEEW e WS Qeishel AA Welol MAL 2 = A
fxos-chassis /firmware/firmware-install # top
fxos-chassis # scope chassis 1

fxos-chassis /firmware # show sup version

the ool A= Aol MAS 1010072 g o] =3t}

fxos-chassis# scope firmware

fxos-chassis /firmware # download image tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA

fxos-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1.0.10.SPA on primary (
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

fxos-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand
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Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

fxos-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

fxos-chassis /firmware # scope firmware-install
fxos-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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« Common Criteria == A3}, 59 3]o]X]
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o IPSec HF A 4, 60 #|o]A

« EYAE ¥QE hE AH CRL A, 65 H oA
o AFA A EF g H, 66 Fo]A

* CRL #7143 vt == 74, 70 #Ho]A

« NTP A ¥ 15 &4 sl 71 o)A

« LDAP 7] ¥ Q154 A4, 72 #HolA

o IP A BE A, 73 FHo]A

o STO|AE ATA AT &3, 74 H oA

S AR e ] A D F A% V)Wl A e wek EFE
E g0l gk ALgaloF & 4§97} AL T FXOS A4 &= o] 23 ek Q15 B
o

» Common Criteria 2. = 24 3}, 59 ¥ o] X
* IPSec ®.oF Ad 41, 60 H| o] A]
cEY~E ¥JE gk 44 CRL 74, 65 7]~
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« SEO|AE QI TA Q15 A 3], 74 H o] A
A vdW S do] &2l F4, 39 #|o]X]
Ho 220 A= 3l A4, 38 7 o] A

«ALgA 9, 33 7017

[N

2
k]

et
]
oX,
o
ol
ol

ol FH2 FXOS Al A 1S 3 Eekel A= | T ARt A g o
FXOS A AJol A /15 H&e}o <

ANx5 &
R7F Ao R XJJ}H A= gFy

FIPS == &4 3}
FXOS M Al ol A FIPS 2 =5 & glete ¥ tha TAlE T3t Al L

23

@71 FXOS CLIG A BHel R == So) it}
scopesystem

scopesecurity

A2 FIPS BE=E 24389yt
enablefips-mode

9A3 A aHel Ag AR

commit-buffer
GA4 A AEE AR Y
connectlocal-mgmt

reboot

ohsol 3 2

FXOS ¥ 8] 22 2.0.1 o] dol &=, tyufo] 2o Hx AA & WA E SSHZAE 7|71 10240 ER 5= =
Y5 Yt FIPS 2 Common Criteria €15 9.7 AF8FS- =38t ed o] 8|8k 34 9] S ~E 7|2 A
A BFaL SSH &~ E 7] A4, 59 Ho]| A o] A5 A5 Alg-slo] A T 2E 7)5 AAl s ofF &t
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Common Criteria == 24 3} [ |

o] 7 AE FaAEA oW, FIPS K =7} 34 85 of tjulo] 47} 2] 55 5 $ SSHE A5}
Supervisorol] 128 5= {15 H TH FX0S 2.0.1 o] -& AE-8te] 27| AA S AT A4 A S 2E 7]

A48T et elssynh

Common Criteria = = 4] 3}

FXOS A Aol 4] Common Criteria 2 =& 24 3}8l W t}& THAIE 3514 A <.

43}

A1 Common Criteria®ll T 3 Enable(2H4 3} &<l e+ A gl gk,
A2 FXOS CLIO A Hel RE= Soj gty

scopesystem

scopesecurity

@43 Common Criteria EE 2 Eo] 74t}
enablecc-mode

SAl4 Aol ds AU

commit-buffer

G5 A AEE ARE I
connectlocal-mgmt

reboot

Charell & 24

FXOS ¥ 8] 2 2.0.1 o] doll =, tjnjo] £ 9] 4 = A T AAE SSH E2E 7]7F 10240 ER 8= 5
Q3 = 5 Yt FIPS % Common Criteria $1 % :rL/\P%% ZZ3 ¢ o]g] 3t YA TAE 7|2 2k
A8k SSH B2~ E 7] A4, 59 5 o] % o] *é”é% AAE ARESE] A ZAE 718 A s oF Tk
o] 7+ dAE A stA] %g?i, Common Criteria & =7} 2/ 8} 5] o] t]ufo] 27} 2] R el ¥l 5 SSH
£ AF8-3}9] Supervisorol] 1A e = 9l5 U TE FXO0S 2.0.1 ]S AF8-381o] 7] AA S 33t 4 $-
AN S2E 7S AT Fart sy

SSH &~ E 7] A A

FXOS g2~ 2.0.1 o] doll &=, tufo] 29 7] HA F YA E SSH EAE 7]7F 10240 E R 5l= =

3 ¥ 55Ut FIPS % Common Criteria 9155 =<8t ¥ o] 2] g 37| o] S~ E 7] & AHA| 6 aL Al
I2AE 715 A oF Sty Tt A4 3 U 8- FIPS .= 84 3}, 58 ¥ o] ] B+ Common Criteria 5.
= g4 3}, 59 oA & Farst Al L

N} SSH & 2AE 7] & Al Q15 FF8te Al S2E 7|5 A5t | v dAE 3
Al /\] o

H I

],

ot
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43}

FXOS CLIS A AH] 2~ B E 2 So]ztrt),

scopesystem

scopeservices

SSH &4~ E 7] & 24| g4t}

deletessh-serverhost-key

A5 g0 AL Au .

commit-buffer

SSH &4~ E 7| A7) & 20484 E & A AT},

setssh-serverhost-keyrsa 2048

Ay el dS AU

commit-buffer

A SSH 2 E 7] 2 44§,

createssh-serverhost-key

commit-buffer

A 22E 7] A71E SAgY T

showssh-serverhost-key

S 2E 7] A7]:2048

IPSec .ot Ajd A

4 UEYAZ Fohe dole w2 e A= F

FXOS A Aol A IPSecS T4
AxE A7) Y& AT =

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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[N

$3 KE R SA A7 ol B8k 7] B vge] 482 FAFEG HeG F 5ok el Aol A

sa-strength-enforcement & yes = A 7J):

SA A g-o] A 3}H ¢ IKE &7 7] 27| 7}ESP &4 7] A7) Ht}) 21
A3 A A o] Aty

IKE @4 7] 7] 7FESP @4 7] A7 ¥} 374
U 22 749 SA A& F2lo] Fsla A Ao
%

IPSec H ot A g S A8t U TAE 3514 A Q.

43}

A1 FXOS CLIONA Hot R =2 S0 7Yt}
scopesystem

scopesecurity

@A2 7] He A

enterkeyringssp
!createcertreqsubject-namesubject-nameipip

9AI3 AdHE ATA o ARE JE P
entercertreq

w4 =7HE AR Yo
setcountrycountry

A5 DNSE A A}
setdnsdns

GA 6 ol d-S AT
sete-mailemail

SA7 P ARE AAHF L
setfi-a-ipfi-a-ip
setfi-a-ipv6fi-a-ipv6
setfi-b-ipfi-b-ip
setfi-b-ipvéfi-b-ipv6
setipv6ipvo

@18 A ARE AT
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A 12

oA 13

oA 14

7] 15

oA 16

A 17

oA 18

A1 19

7] 20

setlocalitylocality

%4 o5& AP

setorg-nameorg-name

274 w9 o] B2 AR v

setorg-unit-nameorg-unit-name

HRH S S Ay
!setpassword

FEE A gy
setstatestate

certreq®] A o] 5-S AA T}
setsubject-namesubject-name

TEgYn
exit
REH2E AU

setmodulusmodulus

ASAH 239 A& AT
setregenerate{ yes | no }

Ef2E ¥JAES AP Th

settrustpointinterca

Fa g

exit

ANMZEE EEAE IQEE ldEd]t],

entertrustpointinterca

ASA A 84S AT
setcertchain

o A

MIIF3TCCA8WgAwIBAgIBADANBgkghkiGO9wWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAkKGA1UECAWCQOEXxDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIThveNAQkBFgtzc3BAc3NwLmS5I1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzZENMAsG
ATUECWwWEUIRCVTELMAKGA1TUEAWWCQOEXGjAY BgkqhkiGOWOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGO9WOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYr[29yuyOrlqoi9k9gL/oRBzH18BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9%/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9%kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGwNTOS85fK3kjgMOdWbdeMG3EihxEEOUPDO

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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ipSec not Al 24 I}

FduOHrTMS1lvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
e9S+KZC/dq/9z0LpRsVqStIsAuVI/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvd0OgbORWb3 1H32ySI
[a6UTT9+vnND1£838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RvNZJI52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA1UdHWQoMCYwIKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UO0APk76pVIYQQSAWHWYDVROjBBgwFoAU7Jg01A74jpx8U0APk76p VY QQS5Aw
DAYDVROTBAUwAWEB/zANBgkqhkiGO9W0OBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwYRudsyXbv7INR31J/X1cRQj9+KidWWVxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNJQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwR SfotEbcSR 18n
BNXYHqgxuoNMmgbS3KjCLXcH6xIN8t+UkfP89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6F YpzeyNBctiJ07wO+Wt4e3Kh[jJDYvA9hFixWeVGDf2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmfthqqN/3f+sS1fM4qWORJIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ 11Rj1oulk+/ZyPtBvFHUkFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSFADBwWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOExDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLm51
dDAeFwOxNjJEyMTUyMTMONTRaFwOyNJEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJDQTEPMAOGA 1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlemOxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWEF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1 wSO4IBXS
4itJSOxy XFzPmeptG30XvNqCcsT+4BXI13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

1ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkIluhtwB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5Y UaRIMak/t8kCqhtGXfuL 1l

E2 AkxKXeeveRIn6cpQdSJiNzCT/t9OIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNXIolb96hHI7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6cbUQfCj5ShSmk3StVQK gl Cjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAIPMsTJ4yPGOBiecuRwdOp
i18w/rFwbHzv4C9Fthw1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgV Claf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMD8wDAYDVROT
BAUwWAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5odHRwOi8vM TkyLjE20C40L;I5L21u
dGVybS5jcmwwDQYJKo0ZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/0OY WZSxkFRIiIErKdupLqLOThjnX/wRFfEXbrBQwm5kWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/AOSFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aclgVjuaWyaWOc31Z10i
CC2tIlvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHMA3gFKmW{3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0OK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5SLNEXYmGNz30ED IrtUN636Tw
SjGAPHgeROzyTFDixCei6aROlGdP/Hwvb0/+uThle89g8 WZ0dj TKFUM8uBO3f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qecwtcfUBYZ4153a56UNFSEfOrpy/8
B/+07Me/p2y9Luqga

ENDOFBUF

%M MY 273 EAF L,
showcertreq
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oA 22

A 23

oA 24

7] 25

7] 26

oA 27

7] 28

o A

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICWTCCAakCAQAwWVTELMAKGATUEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEJVMQwwCgYDVQQDDANT
Ul AwggEIMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja2 15mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duzZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmveZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkghkiGOwOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
1jANBgkghkiGO9WOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
21.2pjx5SOHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdtoycSdJzs9shOxwT6TAZPwL7gq/1ShF
RJh6sq5WIp6E0SjYefK62E7MatRjDjS8DXo0xj6gfn9DgK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/SS5K/bySEM/3U1gFxQCOzbzPuHk;j28kX AVezm TxXEKJIBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

IPSec 2 E & o7},
scopeipsec

2O AAG AR S Ay
setlog-levellog level
IPSec A4S vE=aL 49

enterconnectionconnection_name

IPSec == tunnel H=+= transport = A1 7 $Hu o},
setmoderunnel or_transport

ZAIP FAE AAFU.
setlocal-addrip address

A7 1P F28 4Pk
setremote-addrip_address

By #=g g she 49 94 Ande 44

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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oA 29

7] 30

oA 31

7 32

7 33

7] 34

7] 35

7] 36

oA 37

7] 38

o) 39

setremote-subnetip/mask

(A e A 94 IDE A Tk
setremote-ike-identremote_identity name

7] B olg& AP
setkeyring-namename

(3 Abh 7] F uj s s Ao
setkeyring-passwdpassphrase

(A1 B AF) IKE-SA 778 & & W9l = 2o
setike-rekey-timeminutes
minutes k2 60~1440°] Y

(18 A}&h) Child SA 778 & i TH9 2 A A 3 TH30-480).
setesp-rekey-timeminutes

minutes %2 30~482] A4A 4= AdHF YT

(R A1) 27] A Fol FAT AAE A V2] £ A
setkeyringtriesretry number

retry number 2 1~59 A4d 4 A H5Y

(A8 A1) 15A 4] B 3t
setrevoke-policy{ relaxed | strict }

A4S &gy
setadmin-stateenable

RE AAE A =G,
reload-conns

o
o
e
ox,
)
tA
rlr
=
e
oX,
)
s
i
v

(K8 ALE 7] EHAE ¥QIE o] 52 IPsecoll 713U o}
createauthoritytrustpoint_name

IKE % SA 14 7+ k=2 3} 7] A= v o] 285 7+ gy
setsa-strength-enforcementyes or no

ZRQIEof tf3k A4 CRL 4

| 2] ¥ 215 4] = CRL(Certification Revocation List)ol] %] U T} Z2}o] A E o Z 2] A o] A2 CRL
S AHEEEe] A o] Q1SS Rl A off ZE Al o] & CRLE AH&-3to], o] o] Al 8] & = ¢l
= o] AE o ZE]Alo] ] AA A~ 8-S 8 e AR

CRL(Certification Revocation List) A & AF-&-3}o] I o] JIFA & A3 ES FXOS A& T+ T
T A5Ut) o] A& A 2Eo| A Common Criteria 215 7 ZgfolAAE A7) Y& Al 35 = 24}
Z st U Tk A g W82 Bt 15 FHE ol 2, 57 #Ho| A& FaLsha] Al L.
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CRL 1.2 AL§3t0] o] A4S AZslel v thg BAE FashA 2.

43}

FXOS CLIY| A Kol n=2 Sof it
scopesecurity

EYXAE JQOE REg Soj7hr}
scopetrustpointtrustname

A REZ Solzt )

scoperevoke

CRL % & 2 2 =9yt
importcrlprotocol://user id@CA_or CRL issuer IP/tmp/DoDCAICRLI.crl

(A ALe) CRL A B 7hA @ 7] = Al 2= 0) el & FA FY o),
showimport-taskdetail

A5A | #] #| A =& CRL-only® A8t}
setcertrevokemethod{crl}

—
=0
wn
(¢}
o

pis)
r o
2
o
—
]
>
la~]
r2
i
2
2
O
=
oy

—
O
2
5
(¢
oo
s
=
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A1 FXOS CLIO A Hel REg Soj i),
scopesecurity

A2 EYAE IQE RER So|7h]T)

scopetrustpoint

G713 FA mER Solghr}
scoperevoke

G4 EA Az 2o =g
shconfig

GA 5 Y3t Ay g o] HAS AAE )

o A

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

@6 Av|aeold e FrFYLh
exit

o A

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

NTP A Q1= &4 3t

FXOS A Al o] A NTP A1 21

ol\

& S gteted s dAlE TR A L.
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L *NTP Q15 752 24 8kd 4§ =& 7 Al def A4z &gyt

A 4l 7] ko] & 2 3+ v} MD(message digest) & A2+ wff oW 7] gk
% "]’%‘@X]% SolAE 2 Ao & E v 7] ID7F AR YT ©] 7] 3k ntp-keygen
A AR T

43}

A1 ntp 4.2.8p82 UhE- 2 =g T}
72 ntpd openssls 24 315t NTP A & A 2] F o,
A3 NTP 7] IDs ¥ 7] 3tS A4 o)
ntp-keygen-M
A 715 tha Aol A&y o
A4 FXOS CLIONA NTP A ¥ & A g o}

createntp-serverserver_id

WA NTP A HE JdH 3yt
scopentp-serverserver_id

@A 6 SHAI Key IDE A A gt}
setntp-shal-key-idkey id

977 SHAI Key String< A A gy o},
setntp-shal-Kkey-stringkey string

A8 NTP Q15& &4 shjtth
enablentp-authentication

LDAP 7] & Q54 A

FXOS A Aol A TLS 12 A1 5k7] 913l «FA g LDAP Seto]AE 7] F 1SA S 74T + AF
Yt} o] F4-& Al 2B ol Al Common Criteria 915 A Z8o|A =5 A7) A3 Al &= = A 5 syt
Aot A g &2 Bk QlF A&kl A2, 57 Ho] A & oLt Al o
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Common Criteria 2. =7} @4 3} =] SSLS €4 318131, A1 DNS AR Z AL8-3lo] 7] & ¢154
= A el oF gt

LDAP A8 a5 tj3l SSLo| &3t A4S AA e o 7] & JEE Fxebar gelslof ¢
e

e gk LDAP 14 (SSL &4 3hS 13 LDAP AW A K= CC E =0 4] DNS A K.of of gt
FA % LDAP e}l A E 7] & ASAE TS W b dAE T84 A L.

43}

A1 FXOS CLIOA B REZ S0yt
scopesecurity

A2 LDAP RE& Eojztyt),
scopeldap

A3 LDAP AW RE=E Soj 7t

enterserverserver_ip|server_dns}

@74 LDAP 7] H& A8t
setkeyringkeyring name

9A 5 A1y ol e AW

commit-buffer

o

IP oA 2~ == 774

71H 0 2 FXOs A AE 2 g Aol ik W oj g AR Pk 2P S5 s &8
MHl 2 B 0w P A2 B5E T s of g

P A s BES g TRELS AT

IP 22 (v4 Bo= v6) ZF BF ol A ZF tluto] 2~of i) H o] 2579 A2 th& B Y S 4% = 5
Yok A2 03} A0 AH] 2o i gk FA| g AM 5 &3
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FXOS CLIS A AH] 2~ B E 2 So]ztrt),

scopesystem

scopesecurity

NA =S B3 Mu| 2o I P E5S A

IPv4 2] 73 -%-:

3

.

b

createip-blockipprefix [0-32]https/snmp/ssh

IPv62] 75

createipve-blockipprefix [0-28]https/snmp/ssh

1Pv4:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipv6-block* # com

/system/services/ipvé6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipv6-block* # com

/system/services/ipvé6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 https
/system/services/ipv6-block* # com

/system/services/ipvé-block # up

/system/services # sh ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https

2014::10:76:78:107 64 Snmp

2014::10:76:78:107 64 Ssh

o|l= 1 O]l =% S Al &

1_]. o A 1_]. O =2 O
LDAPS} 87 Selo] A E 012 = AF&5}o] AF&2}2] HTTPS A AS Q1 Z6 R = A| ~ES A3
& = AF T FXOS A A 9] 718 15 v 18 o]d & A4 FH 7]¥ki vy o},
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o] 7]'5& AH&etH ™ SetolAE QISA oA Tt 87 AFEHS S8l oF T
* X509 54 Subject Alternative Name - Email(5= ] th 7] o] & - o] v &)of] AF-&-=} o] &2 L& of
P
* Supervisor®] EH~E ERIE R QIFAE 7H & FE CA7F Zgtol A E IS4 o A afof g

Y.
7}

FXOS CLII A A0~ B e Sojzi ),
scopesystem

scopesecurity

o
ok
rO
%
T
K

(A8 A} HTTPS 915l thak 34
sethttpsauth-type

o A

Firepower—-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

HTTPS Q1G-S Seto]AE 7|uko 2 A3t}
sethttpsauth-typecert-auth

¥ agelds Al
commit-buffer
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A28 2]

o HYIPFA WA, 77 HolA

« ofEFE Aol A 1P WA, 79 HolA

* Pre-Login #j1], 80 ¥ o] %]

* FXOS AjA] 2|78, 83 #o]~]

« FXOS AAl A9l 117], 83 #o]A]

« AF T F A= IDRITA A, 84 H o]
o AT E o] el A HTt, 89 o)A

o E4E AR A RF oA BT, 93 H o)A

el IP 242 BT

A 2a}7] ol

FXOS A A 9] #8] [P F4E FXOS CLIY A WA 4= 95y T).

%

i A IP FAE WA T A =4 E AF8-3}4] Firepower Chassis Manager 52+ FXOS CLI®l| tf $F
RE AdS oA Ao Fy
=] 5(}

A1 FXOS CLIO] A A tHFXOS CLI 9 Al 2~ 12 o] %] Za1).
SA 2 o&3} 2ol 1Pva ¥ IP A4S AT

a) e AEAYE a9 W9 AT,
Firepower-chassis# scope fabric-interconnect a
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b) vhe e Aol AA) pel 1P FAE HAF L
Firepower-chassis /fabric-interconnect # show

¢ th& HWHES st A2 B 1P 74 B Ao ES ol & AT
Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network mask gw
gateway ip_address

d) A28 A5 e o] Aol EAAE S ANF T
Firepower-chassis /fabric-interconnect* # commit-buffer

GA3 oS3 o] Ipve &Y IP FAE AT

a) SHp AN E ac] W91 AT,
Firepower-chassis# scope fabric-interconnect a

b) ] IPve A ¥ Lefo]d o BIfIE AT
Firepower-chassis /fabric-interconnect # scope ipvé6-config

©) v RS dHste] AA ¥ IPve TS A G
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) the B He Geletel A2 we 1P 4 Al EdolE G
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé ipv6_address ipv6-prefix
prefix_length ipv6e-gw gateway address

e) A2l Az ool Mol EAAME ARG}
Firepower-chassis /fabric-interconnect/ipvéo-config* # commit-buffer

Chr ol ol M= 1Pv4 e IEj | o] & Bl Alo| Ego] & 4 gyt

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

U ool A= 1pve ] JIE #o] 2 B Ao Edlo] & T4 Yt

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1
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[ 718 | [



o
|

Eu

of &2l A o]

x
i

2P

Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

of ZE] Aol A IPHT

[N

FXOS Aol A5 o) Zg]Alo] e &) IP T4 FXOS CLIYA ¥4 3 4= 9J5Uth 124 s}
HH WA FXOS =% 2o A 1P A B E HA S o}, ol Z2] Ao A gl A 1P H HE 7 3|

of gk,

wy
k]

(HUBNRU)
)

(2
X
w

FXOS Chassis Manager& AF-8-3}o] o] 2 gt ¥ 7 & A| 23l A H| =7} S ebE = Ql5 Utk A4
Au) 2 F ks 98k W FXOS CLIE AFE-3) o] 213k WA & =3 el oF 9ot

43}

FXOS CLIo| A%t} (FXOS CLI A2, 12 H o] A & FZ3H4 A Q)

=) 4 lubo] 22 92 X g g
Scope ssa

scopelogical-deviceasa or fid

P FE2EY O WAE Aok

=99 A3 220l A F9

scopemgmt-bootstrapasa_or fid

SRR EE R DR ES

scopecluster-bootstrap

A el FESEY AESE T T,

SHE Aol e A5

setvirtualipv4 or 6ip_addressmasknetwork maskgatewaygateway ip address
2 ~ggd A9 1eo] o] A9
setvirtualipv4 or 6ip_addresspoolstart ip end _ipmasknetwork maskgatewaygateway ip address

ssa BEZ ThA] 92 2 A3},
Scope ssa

slot® 9] & A4 gt
scopeslotslot number

f =g Al MAE A- T
scopeapp-instanceasa_or_ftd

fe) REAEN ug A4y
clearmgmt-bootstrap
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[ | Pre-Login v

fas

A 12

A 13

698 A5 18] o] 49 FX0S AN ol A% 7} o) Za] Alo] Aol ta] 6~8%7
o] 79 5 AN o] 7} o) Z 2] A o] Ao

Ay 2ol S AUl gt
commit-buffer

Het BEo F&o AdAdYH (&8 AlolAd && = vladlol ol 12, 187 o] #] %)
Sel=Eol g we IP AR E WA ek 5 vk &2 Aold Z&l madlalof gyt
7V 1P, vk B Ao E gl o] ghS 3tk A ol A8 A ghek gho 2 WA T

%39 A eo] el 49

setvirtualipip_addressnetmasknetwork _maskgwgateway ip _address

S 2P Agage]de] A5

setvirtualipvip addresspoolstart _ip end ipmasknetwork maskgatewaygateway ip address

Ay 2ol S AUl
commit-buffer

Pre-Login ¥l L

Pre-login ¥ 7} 91 © ™ A}F-8-A}7} Firepower Chassis Manager®l] 21913t ujj A]2~Elof vlj| Bl ~E 7}
EAH T AL A7 oA A S A OK (DS Zeishd ALg A o] B3} v H 5 e 3
o] A LI Preclogin W11 7k 4 510} 914 Eow) ALga} ol 3} v B X FTE Fol v
AU
AF&A}7FFXOS CLIO| 2118, B & 7 EVF U] def vy Bl ~E (A 8 4 97}
FEAE YT

Pre-Login v ] A3 A]

(RUBNAU

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)

3}

FXOS CLI®| 143U THFXO0S CLI A 2=, 12 3| o] #] ZFa1).
nok mEE g,
Firepower-chassis# scopesecurity

WY we mE R Sojzh,

Firepower-chassis /security # scopebanner



Pre-Login vl 1] 4% .

U5 B E S 98k pre-login iU & WHsU T

Firepower-chassis /security/banner # create pre-login-banner

A}-8-2}7} Firepower Chassis Manager 5=+ FXOS CLIo| 21213} 7] H o] FXOS| A AF-&-A}oll Al 31 A
afoF & WA A & XA

Firepower-chassis /security/banner/pre-login-banner* # set message
pre-login ¥ WA A |2 E S 919 8}7] 918 3} A7 E 5y

5 %320 A pre-login WUl v A4 & 4Gtk o] D= oW EF ASCHEAE AL§ T 4
QLT ole] 2o B AES 9@ 5 9om 4 29 A B4 102491 T & Aol o] Enter

219 t}S 2o ENDOFBUFE ¢ 83}l EnterS =] ¢+5 o)
WA A g )5 gAE FH sk Cul 2 CE 7

A 229} 213 el o] ol E A S A g o,
Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Th5 ol el A = pre-login Wi & A4 o}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login |\ 7

(HUBNAV)
2

43}

FXOS CLI®| 123 Y tH(FXO0S CLI A4 2, 12 o] #] #a1),
Het e ek

Firepower—cha551s# scopesecurity

mju Bt R e Sl

Firepower-chassis /security # scopebanner

pre-login-banner ¥ 1] H ot R =2 Sof 7t}
Firepower-chassis /security/banner # scope pre-login-banner

A}-8-2}7} Firepower Chassis Manager 5= FXOS CLI®| 21913}7] Zl o] FXOSol| A AF-&A}o| Al FA4]
sj|of & H A1 X & A A Y o

Firepower-chassis /security/banner/pre-login-banner # set message
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. Pre-Login ¥jj 1] 21

3 F I E O A pre-login Bl WA A& Y E Yt} o] o= o] H 35 ASCI A% ARE-3F =
AsHth oAy g Y~ES e dom 7F 9 A 2 75 192239 Yt & AFo] ol Enter
[e]

Alz=gl Ag] g ol el ERAAS ARl
Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Th2 of ol A = pre-login ¥iU & 47 1 o}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login 1| L] 2} A

(RUBNAU
2,

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)

3}

FXOS CLI®| 723 tHFXO0S CLI 9 A 2, 12 #| o] #] Za1).
Hel mEE e,

Firepower-chassis# scopesecurity

Y Bl R Sojgit),

Firepower-chassis /security # scopebanner

Al 2= ¥l ol A pre-login i & 214 g o

Firepower-chassis /security/banner # delete pre-login-banner

M) As e ol el ERAAE ARG .
Firepower-chassis /security/banner* # commit-buffer

U} o ol A = pre-login B U & 2FA| U T

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #
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FX0S ) 4] 2] 5-§) B

FX0S A A] 2] 5-¥

43}

A e Solty

scope chassis 1

e W2 et Aol A
reboot [ reason | [no-prompt]

o
ff
A
o

il [no-prompt] | EE A5t HEH S 9
719 =5 AHEEHA] % o commit-b
.

Nwlo] PAE RE =24 ufo] 2] %

3L, PhH 0.2 FXOS A} A €] K gle] A%

Y,

HE L as g sy
scope chassis 1
show fsm status

28 5 A1 417k 5] 25511 o). [no-prompt]
392 4H G W7k A sgle] e R E A s

—4—r‘

FX0S A A] 219 117]

A3}

A BEZ Sol it

scope chassis 1

b g dekel Ao Mg Hvh
shutdown [ reason | [no-prompt]

F3 [no-prompt] 7] ¥ =& ARE-SH RS AH T 5 ANAZE SA] AT U T [no-prompt]
7| =S AHEEHA & oo ©. 7 commit-buffer 87§ & W 7hA] Al 2w)o] Avke-5 4] o5
Ut

A0 P RE e Hel 27 B0 2 A £ 4 BRI ) A
aL, mpA O 2 FXOS A A1 9] A ﬂﬂﬂQQ-1iiﬂi%ﬁ%1&m%@ Ay A7
”*ﬂoi&ﬂfﬂﬂwﬂﬂﬂ 19 £9 18 B2 5 Ak

ATHE Z2A 25 RUH Y5k .

scope chassis 1

show fsm status
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Z7] v el o] 5 FXOS Al A ) ol Z 2] Al o] A el A AF8-317] 918 2hA] A SSL 2154171 A
AU A5 7 A A BlolBg SEe|)IE BHekg-A A o] & A 072 A F|ehA] 5

Ytk Al E2ko]l A E B k-4 = FXOS Al A §) Q1E] 3| o] 2o A & oA 28w, FXOS A 4] ol o Al

st WA QS E SRS ALE Ao Al 2918k SSL 4 a1 E E A Y T FXOS CLIE A

8-3}o] CSR(Certificate Signing Request)S AJ/d 5} 3L FXOS A A] o] A A}F-8-3F A 7} D Q1S4 & A A 3}
HH U5 A2 AR 5 5 U o] ID ISA E AR S SEto] A E Bep A7t A4 S 41 F]
st Jar glo] § Qg Hlo] 25 FAI Gt

43}

FXOS CLIo| A%t} (FXOS CLI A2, 12 H o] A & FZ3H4 A 2.)
Hel e ek
scopesecurity

7] H A
createkeyringkeyring name

el 719 mEH A 4715 DAY
setmodulussize

Ay 2ol S AUl
commit-buffer

CSR Z =2 AU 7] 2 34 (< subject-name) O 2 AN S WA 1= 9lar, Q15 Ao 27
A 2AN L FRE XN EE S Gt T U Ly SAS AHA 2 AEE 5 dFHH

rr
[kl
alil
&
[
N
=5
>
it
v
o

mR%E%?@%Wﬂ%ngﬁiéﬁaéﬂ
createcertreqcertreqsubject name
password

setcountrycountry

setstatestate

setlocalitylocality
setorg-nameorganization_name
setorg-unit-nameorganization_unit_name
setsubject-namesubject name

A7) 120 48 AU .
commit-buffer

A5 Sl AT CSRS R YT

a) A CSRE EA| YT
showcertreq

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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b) "---BEGIN CERTIFICATE REQUEST-----"& A| 28} 31(3 §}) "-----END CERTIFICATE
REQUEST----"& 2= 3 95 SA Y

————— BEGIN CERTIFICATE REQUEST-----
MIIC6zCCAAMCAQAWdZzELMAKGAIUEBhMCVVMxEzZARBgNVBAgMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1 zMQwwCg¥YD
VQOLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
9wOBAQEFAAOCAQ8AMI IBCgKCAQEASO0ONS5gagkfz2fi4JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQA1mMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVq76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JITELj90vxbatjDjVSJIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6d1ltBI9rnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQkOMSAwWHjACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDANBgkqg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgqYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
2zyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtvcQy55+/hDPD2Bv8pQ0C2Z2ng31
KLfG1dxWf1xAxLzf5J+AuIQ0CM5HzMOZm8 zREOWT+xHtLSgqAqg/aCuomN9/vEwyU
OYfoJIMvAQC6AZYyUnMfUfCoyulpLwgkxBO0gyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

————— END CERTIFICATE REQUEST-----

certreq L& TEFH T

exit

Fi FXOSE 7MA 28 BE A= Base64 2 o] o oF FUTh Q1S5 ST ol A 418 <5
2]t Al o =2 Ao b 7L{% = (@) éﬂ Eﬂ ;_‘ o} s+

SESt x1]10] A= ﬂ/lq af]/kﬂo]ga ]iébza—%%p%lgg%ﬁ g SSL =7 % floF St

createtrustpointsrustpoint_name

A E CSRE E|~E ¥ Ed AAg ]t}
setcertchain

A

ro,
qx

E ARt RlS TR AT FE
qu ‘01]*1 W ol FERISAE Bl gL, L Hol AJ 2 T ASAE &Y
(5 BEGIN CERTIFICATE % END CERTIFICATE =271 ¥3h). 24 gl ~E 5=

E jio]Ezo] H LS (BN
, 8 A *1 f}\}yCSRO% ﬁ; OE} SR

l

L m

m S i

yt

ﬁTi

|

2o oy 1T ol

)
5°)
S
e
=2

o A
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAwWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQDA jBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTcl1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGOBGRYFbG9J YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJI6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIkwEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==
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>ENDOFBUF

oA 14 Ay 1eo] S Al g}
commit-buffer

GA15 EHAE IJE RES T
exit
9716 7] 8 RER Sojztyrt.
scopekeyringkeyring name
GAMT 13GA A A EHAE L ES CSRO 8] A S 7] F AA g h

settrustpointtrustpoint_name

A 18 A8 AW L ID JASAE 7HA & U T
setcert

GAM9 Q1S SEAA AFFHID 1SA ] Ul&

o

=

ot

&yt

o A
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODA BT
>MRUWEwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJdk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwND I AMTMwOTUOWjB3MQswCQYDVQQGEWJVUZETMBEGA1UECBMKQ2F's
>aWZvcmS5pYTERMAS8GA1UEBXMIU2FuIEpvc2UxFjAUBgNVBAOTDUNpc2NvIFNS5c3R1
>bXMxDDAKBgNVBAsTA1RBQzEaMBgGA1UEAXMRZnAOMTIWLNR1c3QubG9jYWwwggEi
>MAOGCSQGSIb3DQEBAQUAA4 IBDWAWGgEKACIBAQCZQ43mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco48mMHCRQwW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvOrHtYY296D9¢c/7N3Tee3gZczrcHWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7TMfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJIYMIICVDACBGNVHREEFTATGhFmcDQxMjAudGVzdC5sb2NhbDAdBGNVHQAE
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4sREM9bGIjYWw/¥Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXVv0
>aG9yaXR5MCEGCSsGAQQBgj cUAGQUHhIAVWB1AGIAUWBLAHIAdgB1AHIWDGYDVROP
>AQH/BAQDAgWgMBMGA1UdJQQMMA0GCCsGAQUFBWMBMAOGCCqQGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I 6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

9A20 7] H REE

o\
it
o
i
=

A 21 Bt REE FRFY T

A 22 A 2E REE Sol i)
scopesystem

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)



r,
i)
ok
o
32
rir
o
ro
ofN
B
il

Al 28 AH] 2 RER Solgit),
scopeservices

@7 28 A RJISAE AFESHES FXOS 9 A H) =8 74 .
sethttpskeyringkeyring name

A 25 Ay aeeldS ARG YT
commit-buffer

©71 26 HTTPS A ¢} A4 H 7]
th 3 E9 el 7] 7]

H A e APy
showhttps

g
4 o] go

o A
fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40: !EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

A 27 7HA L Q1FEA] 9] U &S LA}, Certificate Status ZE©] Valid= FA] ¥ =%] gkel gk},

scopesecurity

-l {
o

showkeyringkeyring namedetail

o A
fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b3:43:8d:e6:06:a20:91:£6:76:7e:2e:09:54:40:
0d:1lb:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8f:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:

Cisco FX0S CLI £-73 27 7}ol=,2101)
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20:de:47:££:50:45:14:82:4f:cd:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£f9:2€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:%a:fd:cb:a3:71:bd:21:36:cb:2£:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc, CN=CDP,
CN=Public%20Key%$20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:a3:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e:6€:24:89:04:6£:¢c£:05:98:e6:b2:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:£f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAAC)AKBggghkjOPQQODATBT
MRUWEWYKCZImiZPyLGQOBGRYFbG9)YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
bIEgMB4GAIUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEwHhcNMTYwWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQOGEwWJVUZETMBEGA1IUECBMKQ2F s
aWzZvemSpYTERMASGALUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGAIUEAXMRZNAOMT IwLNR1c3QubG9jYWwwggE 1
MAOGCSgGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZzQ43mBgqCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco48mMHCROQwWIADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
RIHLPvIrHtYY296D9c/7N3Tee3gZczrcys9w+YDsTCCoNIUuhKGOERXXSGF /343D
1koJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftgq2MONVIkdkFRGOJqe/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGjggJIYMIICVDACBgNVHREEFTATGhFmcDOxM]AudGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzgCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD91iYXN1P29iamVjdENSYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBuUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDT]j1QdWIsaWM1MjBLZXk1MIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPWS5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQBg]j cUAgQUHhIAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/ALiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

————— END CERTIFICATE-----

Zeroized: No
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ol & 2
A= 7 A=A A7 ZAIE=A Gl E ) Bebe-A o] 4 A=
hitps://<FODN or IP>/Z %] ¥3}¢] Firepower Chassis Manager=. ©] -5 &1t}

o
Kl

B9 AE= s 4 gAF e S v Fog aE
FQDN(Fully Qualified Domain Name) & 2 5% 7 -
FUrh P 48 58 A 2ahs 49, AH T S 3
7} 3 A% Y tH(Common Name Invalid).

21 9] subject-name= Q1M T}, 154 7}
B9 Aol A #1202 A4 2 aof
= IS 7F AR E W B TS SSL 2.5

A CERERE S

A1 ZFet7] Aol
VEM 334 <l = o] el 7} B SHH Tha A abel whe} 4 E 9 o] <]
A HAS BB 5 9lg Ut o] ZEAAS ¢ sle]d 7] AELE o U] A& TFTP 93}, A A
2~ 37} J%llz} lﬂl A& theR =5k, A o] u| X & ALE-sle] F-g o gt}
i

T ol g A4S & g

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286305187&flowid=79423 &softwareid=286287263

35 o vl Aol = 4] A9l M shelo] £gH|o] AFUITh ol E Eol T2 FXOS2.1.1.649] AA
o u A g et

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

3}

ROMMON®I| A 23 T},
a) #4& LE AAg T}
b) A]2~®lS A FE T
Al z=dlo] 29 & A&, Y Z2 A2~ Fof 7 ETh Elo| W 7F A H YT

¢) 7 Ethe Z¢ Escape 7] 2 %7 ROMMON ® =& Soj7ht},
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o A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

@Al2 Z]2~ELE o|w|X] & TFTP H-8 3 th.
) $he] [P F, el vk Ao] o] 1P Tk &b A AAR YA HAT T set
2 AMEEO] A% kS 2 & 5 T ping WS ALEaho] TFTP Aol t A2 G bl =
T AFHT
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ZJ2ELE oW ] & FXOS M Aol Al N4 2= 715§k TFTP t] @B 2] o] HAfghu ot
o A2gE oA v Mo e HE WA Mot AXeHA] 5 Cisco.com 2 E S

o] T 2= o] X o 4 FXOS M7} A AELE o] n] x| 7h g & Hol T AR S 3S
% 93

o},
¢) boot *§ ¥ & A}-&3F] ROMMONG®I A o] 2] & F-& gt}
boot tftp://<IP address>/<path to image>

Fa FXOS AjA1 €] A s ol ¢li= USB 59l 41413 USB v t]o] t]ulo] A2 AL-&-3}o]
ROMMON®] 4] 71*E}E§ R = dFUh Al 2=glo] A8 < wj USB t]nfe] 2~
EAbdshE A9 Al =HS 251 8 oF USB tlnho] 27} Q14 gy o),

Olﬂl?ﬂﬂT Z9S Uehll= d3 o) # 27 YR

ﬂo

7| 2EhE o] X7} =g T

o A

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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SERVER=
IMAGE=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2
rrrrrrrrnd
Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2
rrrrrrrrn
Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR:

aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

ks isiasasisiasasiiisaaiiiiaaaiiiasaiiiaaniiissaniiissaniiiasaRiiisantid;
FHEHAFH R AR R R R R R R R R R R R R R R
igassaasisssaasasisaasiisssasiiaaasisasasiisasnRiiaantiiaRnRiiRRntttsstni

File reception completed.

FXOS A Aol W 2 =g Z) ~ELE o] x| of P X|3}= H7- A =8 |2} o] m A & thE 2 =3
U,
8) AT 9 ) A o | X & thg RSkl W whe] 1P F2 L Al E9o] & Aok gtk
USBE &3 o2l gt o] m A & 2= 4= glsH
switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)
switch (boot)
(
(
(

(config-1if) #
(
switch (boot) (config-if)#
(
(

ip address <ip address> <netmask>
config-if)# no shutdown
exit

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>

config) # exit
b) 7 Mol bootflash= 7~ A| 2§ B 2] 2} o] m| 4] & HAGU T
switch(boot)# copy URL bootflash:
Us 7 T oS AFEshe] 7hA e 9l o] URLE A SH T
« ftp://username@hostnamelpath/image name
« scp://username@hostnamelpath/image _name
« sftp://username@hostname/path/image name

« tftp://hostnamel/path/image name

o A

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

A O 2 FXOS M Al ol E-AFSE 3 nuova-sim-mgmt-nsg.0.1.0.001.binol| A] #+2] 2} o] 1]
WS o] At 2 e A oA 2 2 A Ed) el EU T o d
3l a1 s 9F 4§l o] symlink ©] 52 3 nuova-sim-mgmt-nsg.0.1.0.001.bin®]

0 olulA & 4T
A 2 symlinkE
orAE e
ojof gt}
switch (boot)# copy bootflash:<manager-image>

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o A

switch (boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config)# ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

( ) (
( ) (
( ) (
switch (boot) (config-if)# exit
( ) (
( ) (
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
switch (boot) #

W R =gk Al 2H o|u A& =g T
switch (boot)# load bootflash:<system-image>

o A
switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
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FP9300-A login:

WA Alzglo] o] d ol A g ZES D AR £ stelw, BT oA S RED F rhe B Y S
DRI
B o @t B ol AE RES AF S asok Py
o},

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

@A 6 FXOS AfAI A AFEEE ZHE W5 o] P A& th 25 B AX Y ok 2R gk ) 8- o] m| A e,
47 0]} & FaFHAIA L.

o A
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

A T A 2 F e A BT

A2817] Aol

Supervisors] 125 F2} A1/} £ 3 A% U o A3 A 0.2 A4 5 G A5 A7
£ ALg o] A2 ES BB 5 AgInh of TR A AE R stel W 7] 2EhE o] TFTP -
Shar, Se A1 S LR, A A 25} Bl A} ol v A F the R =5, Af o] v A &

QA&QHH

s oF gk,

g?

o
k]

o) Axpol = A FA A AER] EFAUTH L A3 A 2K B F A5 thAl 74
ok v

Cisco.com®] TF& $] 2ol A 54 FXOS B Aol th gk =57 o] A & 7FA & = 5yt

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263
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* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

up ol Ao = Al 7 e) W dhelo] T gE o] Q1% UTh o & Sof the-& FXOS 2.1.1649) %7 o]
EEDISCE

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

43}

@Al1 ROMMON©| Al 2~ g T}

a) 2& L EJ AZdYr,

b) AJ2wlS A H-E g T
AlaElo] 298 A28, 29 2 A A Fof| FhEvhe Elo] 7 A U

©) 7+¢EttS F ol Escape 7] = 2] ROMMON X =& o7t}

o A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

@72 7 2EE o|v] X & TFTP 2 3ot
a)#ﬂm T4, The] vk, Alo] E 9 o] IP F=47F SubE A A A=A] Sl t. set
S AbEsle] Al @S B S A5 U T ping H ®H S AFESFS] TFTP Aol th3t 14 S e~
T sy
rommon 1 > set
ADDRESS=
NETMASK=

GATEWAY=
SERVER=

[ o,
i) ot

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) 222 EhE o] 714 & FXOS A A 4] 4122 7hs & TFTP e €1 2]of) 4]
i Z2ElE o)A M HE= HE WA Aot XA g5 YT Cisco.com &2 Z E 9]
o] th- 2= s o] A o 4 FXOS W 113} ) ELE o] m|x] 7 w0 & molFi AnE 22
5 gl
) boot = A}ﬁo}@ ROMMONUO]| A o]r| x| & F-e gt}
boot tftp://<IP address>/<path to image>

Fa FXOS MAle] M g el 1= USB &3¢0l A4 gk USB M| t] o] tjuto] 25 AL-§-3}o]
ROMMON®] 4] 71*E}E—§— g8 s 91%14 o Al2=Hlo] 28] 5ol wj USB t]nfo] 2~
= Adehs A Al LEE 25" 8 oF USB v Hlo] 2 7F Q1A gyt

oM x| 7} Al 918 YER = A o] # A7 YERG th S 2] ABLE o] n| x| 7} 2= T

o A

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

B R R R R R R R R R R R R R
B
FE R

File reception completed.

Z) ~ELE o] n| X7} = H X~ init system ™8 %S AFE-5Fo] EEAlE A Z A L
init system 8 %2> A| ~Elo TR EE BE AT EQo] oju|x] W Al 2Hle] B E Iy o] dE
E3teto] ZHAlY] FRI=E AUt o] M-S ¢hEskE Hl 9F20~30 A= A e U
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o A

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

SA 4 HT o]u A E FXOS A Aol v 2 =gyt
a) BT on A & vk 2=t B IP T4 H Alo] Edlo] & A A | of vt USBE F3lf o] 2
gholn A& em=d F glsyTth
switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)
switch (boot)
(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if)# no shutdown

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>
config) # exit

b) 7 Mol A bootflash= #7- o] 1] 4] A 7| & R HAFGU T
switch(boot)# copy URL bootflash:
the B B S ARgeke] 714 sl ol URLE A4 Ehu
« ftp://username@hostnamelpath/image name
« scp://username@hostnamelpath/image _name
« sftp://username@hostname/path/image_name

« tftp://hostnamel/path/image name

o A

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

¢) o|u| x| & A g & o & FXOS A A] ol 35-A}3F & nuova-sim-mgmt-nsg.0.1.0.001.binol| 4] 3+2] =} o] 1]
A= symlinkE THE Ut o] Hae 2ES Ae|A} o|uA & 22 wA YT defEy ) ojd
oln| A & 2 =38}e] Al =X 9F A 3§l o] symlink ©] F-2 & nuova-sim-mgmt-nsg.0.1.0.001.bin©]
ofof gt
switch (boot) # copy bootflash:<manager-image>

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o A
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

( ) (
( ) (
( ) (
switch (boot) (config-if)# exit
( ) (
( ) (
(

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_ images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

2942 =g},
switch (boot) # reload
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o A
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
rommon 1 >

G716 ZAELE S AIAE ojujx] o A FE et

rommon 1 > boot <kickstart-image> <system-image>

B3 A28 o u 7 REF = Ek gho] A #el R A3 vl A4 7k EAH UL o] €] G v A A

j=}
= A AT 5 g

o A

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29%a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully !

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to ‘nohup.out'

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

olu A7t 2E W 2] A elol MRS Y stehs ZEZES EAFUT AT Y §L
27 T4, 10 90148 st 2

FXOS AN A6 4] A8 & 9% ME o] A8 the 2= gheh ZAE WS o4
3ol ALG-g o] w] X o} Qx| sl oF Gtk AAIT Ul E-& o] w] A 3], 47 A o] A & 3184l

o A
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

EAF UL ATAOR GERET Folis, YT A2 RED W AE R 5
E QA LF ouA S T o2 S stsfof vk A3 Tl M 1] oA
=, 0] AAbE AHgato] g E T Aol B ulis Abs B s BAEA ey
a) B AEANE 2 W E LTI

FP9300-A# scope fabric-interconnect a
b) e %9 A mA 2 A8 $9 A28l 1S 12w show version %S ALE R Th o] 2] &

AL S AHgeto] o] v X 2 B4 85 o,

FP9300-A /fabric-interconnect # show version
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FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>

commit-buffer

Fm A AEI7E "Disk Failed(F 22 Aoy 2 WMAE 5 g4tk o] vlA Ao e A48
o7t glom o] AR A% 1@ﬂ*°§uq
A7 el gk A9 Selshin ool o) 43} A Y skl show

version & & Al-83H o}
=9 A EH7]- "Activating(Z/3)" ol 4] "Ready(=H])"= W74 2 wj7} A of5 A= Y s}A] v}
AL

FP9300-A /fabric-interconnect # show version

o A

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5. O(3)N2(4 11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5. O(3)N2(4 11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5. O(3)N2(4 11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5. O(3)N2(4 11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

w710 /\]i\_Eé]_% ;(Hl?‘% ?—]5:']_]4 Tj[‘

o A

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
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FP9300-A /chassis #
Asge 7k met mEse] A

. o]

A28 A E RUE R YT AW A E] 7T "Discovery (7 A)"oll A "Config(7-/3)" = v Tt vlA]
o 72 "Ok"Z vy}

I Thg A 9F o 2 FXOS M Al 9] A 98 7131 thA] Al 2R
A2 oF5~108 A A Yy

¢

[l

o A

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

Overall Status(Z1 A 2 El) 7} "Ok" o] | A] ~F o] H-gl A YUt o] 8] Bt o] FefolAd =& A+
detar(Etel s 219 e o] 23 =] 4 tlulo] 25 thA] A sl ofF Tl A A & U] &

* Firepower 9300 W2 A] 2} 7} o] =—http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 37 A A 7} o] =—http://www.cisco.com/go/firepower9300-config
* Firepower 4100 Series M2 A] 2} 7} o] = —http://www.cisco.com/go/firepower4 100-quick

* Firepower 4100 Series -7 A% 7} o] =—http://www.cisco.com/go/firepower4100-config
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« SSH 4
o "yl A4,

« SNMP 143

108 # o] 4]
109 #o] ]
110 #o]#]
117 o] =]
128 o]~
138 o] A]
140 3| ] =]

« HTTPS 74
« AAA T4,

* Syslog 7%
+ DNS A H -4,

SR R RIRE:

%

Al 22 Bl o] ] NTP(network time protocol) & T StAY, 65 22 G4 2 A ZHS A AL, A A A
¥ AIZHS B of o]l AW E CLI 3 & AH& st Al 2.
NTP A 742 FXOS AMA| 2 AfA ol A X =2] & tfnfo] 2 Thof] 24502 57| sk Yt}

L
K

FXOS A Al o] Firepower Threat Defense & -5 3 7 9-, Smart Licensing®] =1} 215 4 tjvlo] 2~
5 A &1k B AR E 1St H FXOS A Al ol Al NTPE -4 3l oF 3t} FXOS A Al
% Firepower Management Centert=2] t 3} &g NTP A & AF-&-3f| of g}

NTPE AH8-3F= 7 -9~ Current Time(& Al A1 7H) ol A AWkA 1 57]3} el & % T AFHT E
= Time Synchronization(*| 7} -5 7] 3}) 5] 2] NTP Server(NTP 4| H) B] o] &-9| ] Server Status(* H
e Bzl A g H Z}NTPH‘HJ 718 FEE B T AdFUTE A 2EE 5 NTP A ¢ 5
7138}e 4= §1 = 7% Server Status(A W A E]) Dol = A H ofo]Zof| vl AXE thH 2FA S
g9 slols} 2= o]/\qq

Cisco FX0S CLI 37 24

7ol =, 21(1) B



=}

FXOS CLI®| 172 U THFXOS CLI Al 2=, 12 o] #] Zhar),
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Firepower- chass1s# showtimezone

o
)

SAI3 A" GRS B
Firepower-chassis# showclock

The oA TAE A R A A 25 R AES A

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

5|
AN
>
)
=

)
o

HA1 A mES Qg
Firepower-chassis# scope system

W2 Aad Aus neg g
Firepower-chassis /system # scope services

GA3 EE AR E A
Firepower-chassis /system/services # set timezone
ofu) ALgALe] N, %7 R EFE ALhe) G ol Y 54
oh7t EgrEe] Hud gue YT
AR BE AR S SmstH SHE XF A RS HA FAX
Ytk 1(a) & g ske] FaAY 20k )8 9

GA 4 TS WEHS A}8Ee] A E B A7 E doldh )

Flrepower-cha551s /system/services # top
Firepower-chassis# show timezone
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Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49
Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
27) Alaska Time - west Alaska
28) Aleutian Islands
29) Hawaii
#2 21
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The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/LosiAngeles (Pacific Time)
Firepower-chassis#

NTPS A1-§-3he] Wt 2 A1 ZE 414

NTPt U E S A A28 Zholl &8 5715k A3ES Al sk Al A Al28s T3k

“ il
| A& LT 4w 3 Bbe) 291557} S 9hel CRL A %3} o] Al ghell m2hak 2helol = o] 2] 3 4 5

ol 85I, A0 A NP E 8

I9
_;1

23}

Ao mEE Qg

Firepower-chassis# scope system

AR A H] 2 BEE g g T,

Firepower-chassis /system # scope services

AGH TAE O], IPvd 5 IPv6 7271 L5 NTP AW & AFES =5 Al A58 A Pyt
Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}
MAWﬂﬁlﬂﬂﬁﬂEwﬂﬁ ﬂmﬂqq

Firepower-chassis /system/services # commit-buffer

T3 BLE NTP A 9] & 7131 FE S B

Firepower-chassis /system/services # show ntp-server

574 NTP A H 9] &7]31 FHl & Held:

Firepower-chassis /system/services # scopentp-server{hostname | ip-addr | ip6-addr}
Firepower-chassis /system/services/ntp-server # show detail

Chg dlol A= IP F2~ 192.168.200.1013 AF&3}+= NTP A ¥ S T4 8t EAAAS ARl gy},

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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th- dlol| A= IPv6 24 4001::6 2 AF-&3= NTP A E TS EAAA S

NTP A= 214

Al g,

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

NTP A B 274

23}

/system # scope services

/system/services # create ntp-server 4001::6
/system/services* # commit-buffer
/system/services #

B AsY e g
Firepower-chassis# scope system
A2 Al A s REE G
Firepower-chassis /system # scope services
GA3 AP EAE o] &, IPv4 = IPv6 T47) Q= NTP A H = 2HA| g o),
Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}
@A 4 A" A e o] Aol ERA S ATl
Firepower-chassis /system/services # commit-buffer
Ch2 ool A= 1P 5242 192.168.200.101-5 AH-8-8= NTP A H S AfAlstar E-d A& 718l gy o
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
Ch2 ool A 3= 1Pv6 22 4001:62 AH-8-3H= NTP AW & 2FAl 5l a E A A8 Aul gy o).,
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
da A7 A A A
= A ~ A Z_]_— 1T H 270
o] M A o] A= Firepower AA] o] E#; H A 7S =5 02 DA HS Ayt Al~H" S5
TR ZA) A gH .
4
d3 AT 22 NTP A B BU1E A9, 9 R ALS EoR AR S glaun
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A1 A2 EEE gH g,
Firepower-chassis# scope system

A2 A2E Aqu)x me = eleE s
Firepower-chassis /system # scope services

WA3 AsE 25 YT,
Firepower-chassis /system/services # set clock month day year hour min sec

o] 745, o] A A ARFE AFETITH AL 2447 B4 02 QJelaok 5 ol u] Tpm 19

AAGe A H8HUTh HRE ANT D87t g,

ohe ol A AT 22 TP FY L

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

SSH -4

Uk A &}ol| A = Firepower A Al ol th gk SSH Al =5 &4 she 7 L} Bl 24 sleh= WU <

o SSHiE 7] B A 0.2 B4 5o gt

A3}

A1 A2 EEE gH g,
Firepower-chassis #scope system

w42 AsE ANz REg g
Firepower-chassis /system #scope services

A3 Firepower Al Aol T gk SSH HA| A~ E G448t v = 3}

* Firepower A A o] o 3k SSH N A ~E 5] &3} W tf=
Firepower-chassis /system/services # enable ssh-server

* Firepower A Al of] T g+ SSH A & & 8314 o

Firepower-chassis /system/services # disable ssh-server

rd
)
o
ok
o
tlo
inss
B
oot
i
O

A4 Al2E A e o) dell ERAAS AR d YT
Firepower /system/services # commit-buffer
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Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

U A 2bell A 3= Firepower A Al ol th 3t (ol M| 25 @A ShshA L ] &4 3fsh= W &

o "2 72 A o v sk of gl Th

o
k1

Wy A3 eo] 8 e WA CLIZ AHg3he 2ol w A8 5 A5

43}

Azd mEE QE3T.
Firepower-chassis #scope system

}\]/\E'ﬂ}ﬂ]j]/\ rEE ole:]sh,]u]_
Firepower-chassis /system #scope services

Firepower Af A of] O] g+ &Yl A A5 A8t A o5 = 5

* Firepower A Al o] o gk Ul | =5 3-8 ™ U}

Firepower-chassis /system/services # enable telnet-server

e s g,
ek Y

o ot
R

* Firepower A Aol Thah @Yl A A5 5] &6k ooy v WHs 4y

Firepower-chassis /system/services # disable telnet-server

A28 23] ol Aol EdA S AR g

Firepower /system/services # commit-buffer

th-9] dlell A= dulE & steta ERAEE ARG

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower—-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #
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SNMP -4

o] A4 o] A = Firepower Al A] ol SNMP(Simple Network Management Protocol) & 7+ 3} WS A
Rk A AT B S BB ALY

SNMP 74 1.

SNMP(Simple Network Management Protocol)i= ol & 2] Al o] A #lo]o] X2 E =2 4 SNMP 2] #}9}
o o] M E 7t FA1E 918 WA #] B A& Al &3tk SNMP+= U ES] A 9] tule] ~& R Y 3saL
# e 7 U s REshe 2 OJEL 2 F8o]E AT

SNMP Z |9 T = A F-Eo =2 AT

- SNMP 7] {—SNMPE AH8-5H= VI E 912 tubo] 29 2158 Alojahat B el g8k o]
o= A 2.

* SNMP ¢l 0] 1 E — Firepower 2| A Blo|EH & #-#] #2] sl E 2 A] d]o]E & SNMP #&] #}o]]
1 313}5= Firepower A Al ol E3HE A E 9o} 14 Q 4 U Tt Firepower Al A= MIB 4 &4
D o o] A EE L33t Tt SNMP o o] A EE &4 318t B2 D oo HE 7+ BAE YA
3}2] ™ Firepower Chassis Manager 5=+ FXOS CLIo| A SNMPE- &4 3}&} a1 -4 g o).

* MIB(managed information base) - SNMP ol o] 1 Eof] 9] = 2] &= 7| 2] =&
Firepower A A] = SNMPVI SNMPv2¢c % SNMPv3E A 3ttt} SNMPvl % SNMPv2¢ & TF A7 Y
E] 719k Bt -3 & AH&- U Th SNMPE tha 7 o] g oYt

* RFC 3410(http://tools.ietf.org/html/rfc3410)

* RFC 3411(http://tools.ietf.org/html/rfc3411)

* RFC 3412(http://tools.ietf.org/html/rfc3412)

* RFC 3413(http://tools.ietf.org/html/rfc3413)

* RFC 3414(http://tools.ietf.org/html/rfc3414)

* RFC 3415(http://tools.ietf.org/html/rfc3415)

* RFC 3416(http://tools.ietf.org/html/rfc3416)

* RFC 3417(http://tools.ietf.org/html/rfc3417)

* RFC 3418(http://tools.ietf.org/html/rfc3418)

* RFC 3584(http://tools.ietf.org/html/rfc3584)
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SNMP9] 34 75 T St SNMP o] AEZ} Bui= oS A A B
SNMP @& A7} @ 3 & ndl I o sy 9ae 25y Al 82} o2 A A2}
Bl ote] A2 B4, 71 Sl e o] M EE Y dFHTh
Firepower A= E%‘j = obe) = gl SNMP &S A3 T E o SNMP #He] 27t E
FAlE ) SRle AEetA] 7] wioll & B Al o] o] AW Firepower A A= EF =41
Tg Skl st 4= gl5 Y th inform 8.7 S 541 ¢k SNMP ¥2] AFi= SNMP -&- & PDU(protocol data unit)
& # A A & 51 Y T Firepower A Al 7]— PDUE $215}4] Bal= 4% o8 @ J S thA] A48 4
Ay

SNMP 1. oF ¢ 2 A3t
SNMPv1, SNMPv2c, SNMPv3 2t 2t A &2 T2 W ot 298 ey o) Hel el
t o] 23S Sal SNMP HI A A] A2 Al A& Bt flAYSES 28 F Yo
Hol e SNMP ET A dE WA A E BE o Dodk @S Ak}, Eal gEe ma] A

LA 64

7} BAEA FEF RS AF e o A A FUTE A Q= Rk A ME o 1k welo]
FARYEA o w2k ST SNMP 1.8k 8]0 T& F ah ol kel Ak o] 48 A Qg v,

* noAuthNoPriv—2%1 5 == 45 3} §l &
A9k o+ 3 3} §lS

e authPriv—215 2 95 3}

\nj
S
r)v
)
i
f
rO

E

%0

* authNoPriv—¢1 &2

SNMPv3+: Kot el 2l wot gl 25 A g}, ¥ ok R el e AL-&x} @ ALg 27} 4231 o ghofl

&l s e ds Adgduynt Bt 2 1ol Bd Yo A 3§ Het g yTh Hek 1wl

7} 1ok g o] 318 Fal SNMP 317l 28] A] A8 mel WAYFo] A-H Y

o - =
SNMP 1ot w2l 2l gl o] ] 91 &)= 2§t

O oA & Bek 2d 9 gl o] 3tk djs)] Ayt

¥ 8 SNMP E.2F =& 2l ¢

24 o Q5 ol 3} A3}

vl noAuthNoPriv AFYE AE | gl Azl AFUE
T AE v %] & AF
i h=

v2e noAuthNoPriv AFYE A4 | $a Azl AFUE
T A v X & AF
CRZasi=s
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we o A% 5.5 A}

v3 noAuthNoPriv Username Syl o) Z=o]| AFE-X} o]
CR EEREL
e},

v3 authNoPriv HMAC-SHA o5 =N HMAC SHA(Secure
Hash Algorithm) 7|
Rl Al g
Y},

v3 authPriv HMAC-SHA DES HMAC-SHA <37

g5 7SS
A
CBC(Cipher Block
Chaining)
DES(DES-56) %5
71Rke] Q15 3} o
7] DES(Data
Encryption
Standard) 561 E
At 3= AlE Y

o},

SNMPv3 X <t 7]

SNMPv3oll M= U EAAE T3 5 Zal ol 3 shast 29l o] 285 &3f tiufo] 2ol thgh 1ot
NA| A~ E A& FY th SNMPv3ol A = A E AFE-ALol] 2] 8F #ha] 2wk 52135} 3L SNMP A A =
o+ % 3} gt th. SNMPv3 USM(User-Based Security Model)= SNMP w| A] %] & W oF-S 3% 3}al v

ME|AE Al gy

SNMP =] ¢

)

Firepower Al A] = SNMPoI| &5 A gt}
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SNMP 2433 2 sNmP %4 4 Il

MIB #| ¢

Firepower A} Al = MIBel i3l ¢17] A& AA 25 A Pt}

SNMPw3 AHE-2}0] QIS TR EF
Firepower M| Al = SNMPv3 A}-§-2}el] tf 8]l HMAC-SHA-96(SHA) Q15 L2 B35 A 3 th

SNMPv3 A8 2}E 9] 5H AES Zelo| A T2 e

Firepower Al A] = SNMPv3 W A X] ¢+ 5. 815 913k X efo]HA] L2 EF F 3}L} 2 AES(Advanced
Encryption Standard)S AF-&3}™ RFC 38262 53U T}

Zahol A Bl WM 5, 2 priv &4 o Al = SNMP H.¢F 9+ 5 312 93] DES H=+ 128H] E AES 9433}
£ A8 4= gl 5 Utk AES-128 A3 19| 0] A & g4 313} 31 SNMPv3 AF-&-#fol| o 3 ZElo] 1 A] H]
UH S 7} 9= 7§, Firepower A A &= 3 Zglo|HA] M| A G & AFE-31o] 128H] E AES 7] & A
/33 th AES Zeto] A R G = 8%} o] YU th v &7 AR E A~ E R 2 79 FH o
6472 A A e 4= AdF YT

SNMP &4 3} 2 SNMP <4 -4

43}

BUEY 2eg 4y,
Firepower-chassis# scope monitoring
SNMPE 274 3} 9t}

Firepower-chassis /monitoring # enable snmp

SNMP 7| U E] =5 45 gt
Firepower-chassis /monitoring # set snmp community

set snmp community 8 %S 9 2 3 & SNMP A HEE Yot ZFZETF A E YT
SNMP U EE A Y A7 UE o]FS HEHE 2 ARSFU T 717U E o] 52 ) 32
Aol G5 FAG0] B 5 A5

Firepower-chassis /monitoring # Enter a snmp community: community-name

SNMPE A A= Al 28] G 3AS AUt A28 dgbA] o] 2 o] vl d 4 = o] 53 A
st s =, Hdf 25542 At EAE el 2 ¢ s Ut

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

SNMP o] A E(MB)7} 5= 2B A& At A28 93] o] 52 A 512212]
G54 BALol B 5+ YU

Firepower-chassis /monitoring # set snmp syslocation system-location-name

Al 2=g) A e o] dell ERAAS AR
Firepower-chassis /monitoring # commit-buffer

Cisco FX0S CLI £-73 27 7}ol=,2101)
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the9] el ol A= SNMPE 27 318131 SNMP 7] U E] SnmpCommSystem2S -/ 8}L A] 2~ 5l

A} contactperson=- -3 3FaL 91 2F3] 9] A| systemlocationS A 813l E WA M-S AUl gt

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

cheol @ 29

SNMP E =} B A8 AHE A Stk

e RES g
Firepower-chassis# scope monitoring

SNMPE &/d shety ot
Firepower-chassis /monitoring # enable snmp

AR H S1E o] F, IPv4 T4 1= IPv6 727t A SNMP EJ S A o)
Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

SNMP E o] AF-8-8 SNMP A F U E| o] 55 A4 3.
Firepower-chassis /monitoring/snmp-trap # set community community-name

SNMP E o] AbgS L ES A
Firepower-chassis /monitoring/snmp-trap # set port port-num

E ol AR5 = SNMP ¥ A B 29l A A g o
Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2¢ | v3}

CERCIEES ST S B
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}

7hs g k& v Z5 Yo
B H O R v2e B v3E A st 74 traps.
e O Z v2cE A B 72 informs.
q

Fa dE2HAd o ®m v2cE A EE Aol dEE 5 sy

o,

jatal

(A8 AF) WAL V3R HE e P Eds AaE A2 Ao
Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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SNMP E ] 2} A

X228 A9 12l o] Mol E A AT

Firepower-chassis /monitoring/snmp-trap # commit-buffer

U ol ol M= SNMPE
SnmpCommSystem2 # Trl/] B E A&l =
A745kal v3 UeHS privE A3t ERY S AR

A 3}5tal IPv4 A4S AF-E5e] SNMP E )
A s}l ﬂﬂ~ﬁi§@ﬂ
IaRi=3

H
rU3
ok

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

5 ool A = SNMPE
SnmpCommSystem3 7| ‘ITL] & AE-3t =
v3 a4

EEER

/monitoring # enable snmp

/monitoring* # create snmp-trap 192.168.100.112
/monitoring/snmp-trap* # set community SnmpCommSystem2
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set wv3privilege priv
/monitoring/snmp-trap* # commit-buffer
/monitoring/snmp-trap #

X 313}l IPv6 T2 5 AFE-3Fe] SNMP E -S43 ar
= 2] g3)aL Hﬂﬁwiﬂﬂqﬂa%

priviE At ERAAS AUl

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

AL

23}

—‘—HEia] —‘————E

/monitoring # enable snmp

/monitoring* # create snmp-trap 2001::1
/monitoring/snmp-trap* # set community SnmpCommSystem3
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer
/monitoring/snmp-trap #

g,

F 1repower—chass1s# scope monitoring

AE TAE o] F = IP F47F 9l SNMP EF S AR A g o
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

A28 Ax o] e EWRMMES Auld )
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Firepower-chassis /monitoring # commit-buffer

tlo
X
pas
o
A
o

oh5 dlo A &= 1P 5742 192.168.100.1122] SNMP E S 2 A 81aL E 214

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 A}-8- 2} A A]

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)

43}

EUHY s dEgyn
Firepower-chassis# scope monitoring
SNMPE 274 39k o}

Firepower-chassis /monitoring # enable snmp

A7 % SNMPv3 ARg-2H5 A4 v
Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user = Y E ¢ FH|LHT E JHotete TFIZEVF FAH Y

AES-128 ¢t & 3} Ab8-S @A 3 = w2 A st
Firepower-chassis /momtorlng/snmp-user # set aes-128 {no | yes}

71 EA 02 AES-128 2 sk v EA sk o] SlF Ut

AF8A} o] B A MW 5 5 A A F )

Firepower-chassis /monitoring/snmp-user # set priv-password
set priv-password " % S =t § Zelo|HA| HEH S & & 5tal Slstets T E X EV] A

e,

Al A e o] doll ERA S AR d YT
Firepower-chassis /monitoring/snmp-user # commit-buffer

t2-9] ool A= SNMPE €4 313} 3L snmp-user142H = ©] 2] SNMPv3 AF-8-2FE A A 8131 AES-128
HzstE FAstel HE RS B ol B H D S 5 A e ERAML S AN

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #
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snmpv3 A2 2t IR

SNMPv3 AF-& X} AFA]
2

SA1 RUHY ReS Y
Firepower-chassis# scope monitoring

A2 27 ¥ SNMPv3 A8 A AhA| 3 o
Firepower-chassis /monitoring # delete snmp-user user-name

SA3 Al2g Av o] del ERAMA S AN Y
Firepower-chassis /monitoring # commit-buffer

Uk olloll A= snmp-user142F:= 0152 SNMPv3 AH8-AHE AfAl skl E AT S ABl gy o
Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # delete snmp-user snmp-userl4

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

HTTPS 4
o] AA A= FXOS M Aol A SNMPE A 5= v S A3},

A

3L Firepower Chassis Manager B=+= FXOS CLIE A}-8-3}o] HTTPS XEE W4 & 4 JF YT o}
ELE HTTPS 21 9] 21 o] A 4] ol 3= FXOS CLINE AH-g-3lf oF g v},

(i

NS, 7] |, A= A A

HTTPS©l| A = PKI(Public Key Infrastructure)] 74 QA5 Ab-&3lo] F tulo] 2, o] ZH|H Fglo]
AE Hg}-9-# 2} FXOS A A] 1Fe] Bt FA4lS Ao

Rl e

Z} PKI tjH}o] 22 = vt % RSA(Rivest-Shamir-Adleman) ¢+ % 3} 7] 2] 248 H -3t 7191 719} &
N 712 A E o] 2 W 7] Fell Ak 7 7] T st E St shek WA A = v A] 7] =2 3)
=3 A FUTh &5t wA A E B o A= AR ) 712 WA A E hsstel
A 2= 24l 9] ARl 712 1 WA A E Sl 53y o B2l A= G WA A E 2Rl AR 7 2= s
shal= oz e gtas sh Al 7)o st AFdS 45T 5 s AR S
TN 71E AFEE] AT A o2 wAIAE =T 4 vkA WA QL 7S ARekal ol o
SHUTH 53} 7] 9] Adol= thgstA ok, dbA O = 51210 E ~ 2048HFo] EQI U T A REA S &2
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717} D52 o Qb ek FXOSOl A= 271 20488 E 7] 0.2 71 B 7] 9% A F8t0] 1§47}
F71 7 92 BYE & A5k

S 2H o] Fo] stAA Y JASA7E RERE B - 72 7] H ISAME FEeE Ao g

o

of
2

12 918 QAbA 0w ko] 27t El A Q154 B WG T 9154 o] 2 3
Fol 2= Dol o) & A E 48 2abahis LT o] 2ol 4 s ohmahe B
7l aA e 2] 74 8 A AR E ASAE AT - A5 AF AL
ﬂzﬁﬂ%tﬂﬂﬂ*ﬂﬂéﬁﬁ%ﬂ1ﬁﬂﬂﬂﬂﬂi4m%%ﬂﬂﬂ2ﬂ§%
B2 AbgAe] Dek A 2716 1% 0 EAF U 7] A 0 FXOSE 7] ¥ 7]
N A8 TS AA A QEAE V1A o 2ha g,

7

—}

o 52 2 X yg e

q

ol
—_

lo, 0 2 o g 2 ofN

ot mE L > X o
sk lO ol o

A E AH-

FXOSell th &k o] =g 5s Zﬂ%é}ﬂ 98l A=
29| IDE SRlet= METE JASAE o] AT

o 4 Mg sl=d], ol = FE CA(certlﬁcate authority), &
o 7-<1 Trust anchor7} 2 = AFUHTH A JISAE L&
A Flell 8= dFafof .

o,

=& re= NEJ ZWOE‘:‘H T ufo]
ﬂri SHE] QJISA = a2l = A1 -
e 2 ECAEOﬂﬁQL”ﬂXﬂJQ
FXOSE &3l 1A & AAdstaL 41F

= ye I
o

—T&O
I‘E>

T8 2354 Base64 217 Y X.509(CER) & 2] o] o of gk},

7] & 87

FX0S+= 7] 7] B& E£88to] A 8719 7] H& AL

23}

B wetmEs e
Firepower-chassis #scope security

GAl2 7] Gl olFS BT

Firepower-chassis # createkeyringkeyring-name

SAI3 SSL 7] Hel(H E)yE A4 g
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}

W4 EaAAe Aug.
Firepower- chass1s # commit-buffer

U5 ool A= 7] 7] 10240 E 9] 7] B & A3y tt

Firepower-chassis# scope security
Firepower-chassis /security # create keyring kr220

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

cheol & 44

o] 7] Fell tig ASA 245 A4

o

.

712 71 | A A

FeI2Y ol Fo] AU JISA 7 teE B -7 71 |

[-40

43}

uol mEg dF T
Firepower-chassis #scope security

713 7] ol v g 7] | Bl =R Soj it
Firepower-chassis /security # scopekeyring default
718 71 | A8

Firepower-chassis /security/keyring # setregenerate yes

EdAAS ARG
Firepower-chassis # commit-buffer

U ol A= 7 7] B S AR E U

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

HetRES gy ok
Firepower-chassis #scope security

7] Foll gk Ay 2ee]d RER Sojth

Firepower-chassis /security # scope keyringkeyring-name
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A3 A A E IPv4 =5 IPv6 54 B+ fabric interconnect®] ©] 52 AF8-31o] 154 84 & wHEYTE 1%
A 2ol @ BN 5 e stebs ZEEES} EAH YL,
Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-namename}

SA4 EAAAS AR F Y

Firepower-chassis /security/keyring/certreq # commit-buffer

A5 Trustanchor == Q15 5™ 0= HALSte] AE5e 4 Qe Q154 84S AP TH
Firepower-chassis /security/keyring # show certreq

U ol 712 Aoz 7] Foll thek IPvd F24:9F 7] Q154 235 whaal A9 Yt

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mM4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REfOBVWR2Dt 2zt u2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/wWQQOMA6CBNNhbWMwNICECSE1XjAN
BgkghkiGOwOBAQQFAAOBRGQCsxNOQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring #

kol & 2l

*BEGIN B END &5 ¥ 338 Q1A 874 o 9| AE S HAsto] spdo] Ayt 7] el o
FRASAHE D& F JEF, AFA 230 284 3+ S Trust anchor =+ Q15 TH O = 7

o A E A A S WA AL Trust anchor Z5-E] WHE A 8] Q1Z A of] thgk 2154 A 21S A4 sk},

A1 Bt wEE
Firepower-chassis #scope security

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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7] Foll gk Ay 2ol RE= S0yt
Firepower-chassis /security # scope keyringkeyring-name
UM eSS I

Firepower-chassis /security/keyring # createcertreq

SA7F 2 AR ool Sk mEE A

Firepower-chassis /security/keyring/certreq* # set country country name

24 7} 9174 ¥ DNS(Domain Name Server) =25 A G gt}
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

UM 243 ddd olvld a5 A g dHHh

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

FXOS M A19] TP F45 A A G ok
Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

ASME 248k SlAke] ZAE A1 Alae A8 Sy
Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

ASHE 84t =4S AAH I

Firepower-chassis /security/keyring/certreq* # set org-name organization name

27 w95 A QP
Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

AZA 2o digk A TS A FY A e ALE,
Firepower-chassis /security/keyring/certreq* # set password certificate request password

AFAE 2 B BAE 91K 8 AmE A g
Firepower-chassis /security/keyring/certreq* # set state state, province or county

FXOS A A] 2] FQDN(Fully Qualified Domain Name)= #| 7 4t}
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

=AAA L A,
Firepower-chassis /security/keyring/certreq # commit-buffer

Trust anchor H23= Q15 T 0.2 HALeto] AEd o 9= d5A 24& AT

Firepower-chassis /security/keyring # show certreq

the el a5t S M0 7] Foll et Pva Fa5h B Q1FA L4 WE T EA T,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city

#
#
#
#
#
Firepower-chassis /security/keyring/certregq* # set org-name "Cisco Systems"

Cisco FX0S CLI £-73 27 7}ol=,2101)
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Firepower-chassis /security/keyring/certregq* # set org-unit-name Testing
Firepower-chassis /security/keyring/certreqgq* # set state new york
Firepower-chassis /security/keyring/certregq* # commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLA1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1UJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

chgol & 4]

*BEGIN ¥ END & X835 23 o] O AE S HAlsle] updde] A3t} 7] G o
FASTHME DS T AUAEE 215 23] X3H FU LS Trustanchor =5 U5 THOZ 7

e A 2] XS A A} Trust anchor 2 F-F| BE-S AlE] Q15A o Tk QA 5A] AQlS AT

A1 Bt wEE
Firepower-chassis #scope security
SA2 AE AAHS A G
Firepower-chassis /security # createtrustpointname
GA3 o] A Ao g JATA AR E A G F T
Firepower-chassis /security/trustpoint # setcertchain[ certchain |
Hgo JASA AHE A A HA] &2 45, FE CA(Certificate Authority)ol] 15 4=
Trust Point &5 == A SA & JEstete 252 EV A YUY sl AR E o
° ENDOFBUFE ¢ &3] ¢kttt
T2 AT & Base6d 1Y X.509(CER) & 2] o] of of 1]
o}

A4 EAAH S ARG,
Firepower-chassis /security/trustpoint # commit-buffer
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7 o= A5H A 2]

it

A

o

g,

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVYVVYVYV

\%

>
%9asckC1ld3mkOVx5gJU
Ptt5CVQpNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwWgZOAFL1INj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW9I2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5fKgGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

okl 2 2l

Trust anchor == Q15 S oA 7] & AASA & ol 7] H o2 7hA gy},

<M 7HAH 7]

A#ta}7] ol

« 71 & Aol gt ASA A lS el A E A S AU

g
* Trust anchor == Q15 S oA 7] & JASA & 74 FH T}

43}

HetRES JE gy
Firepower-chassis #scope security

AFAE 5418 7] ol v B 1eo] M mE = Sojghr.
Firepower-chassis /security # scopekeyringkeyring-name

7] ¥ 2154 E 4413} Trust anchor == 15 S ol 3 212 A - & A AT}

Firepower-chassis /security/keyring # settrustpointname

719 QENE A L dR =g ek e ok
Firepower-chassis /security/keyring # setcert
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ZF X E0| Trustanchor B 15 TH OB FH W Q1549 HAE S Zoj Y HUt Q1549
vl & T} Zo] ENDOFBUFE ¢ 23}¢] 9124 9128 ¢ 3},

=2 H
9154 = Base64 ¢1 7.9 X.509(CER) & 2] o] o] of 3]
o},
G5 EWAMLS A
Flrepower—chaSSB /security/keyring # commit-buffer

U el M= A E A3 S AA 8L IS E 7] B o= 7HA 5 H T

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

MIIB/zCCAWgCAQAwWgZkxCzAJBgNVBAYTA1VTMQOswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4XEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYOAMIGT
AoGBAMZw4nTepNIDhVzb07j722Je4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4AMD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVVVVVYVYVVYVYV

\%
1
1
1
1
|

=

2

o

Q

o

H

H

=

:

H

]
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

chgol 3 A
HTTPS A H] 2= 7] 8 o 7 tA sk}

HTTPS 43
A

7l HTTPS°ﬂ ] *}—%6}{— TERI Y NES ?H}é }O% HTTPS A ¥ 120l A& gt & EdlAA

43}

WA A AR e gegu
Firepower-chassis# scope system

G2 Al2E AN A REE QT
Firepower-chassis /system # scope services

SA3 HTTPS A H| =5 A kgt
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Firepower-chassis /system/services # enable https

(}d 2] /\}6}) HTTPS ¢ 7301] /\}ﬁﬂ JSEE ;q 2] ULHE]—
Firepower-chassis /system/services # set https portport-num
(118 A1a) HTTPSel o8] A4 & 7] %) o] 8- A4 gk,
Firepower-chassis /system/services # set https keyringkeyring-name
(A8 218}y = Q1o A AF-&-3Fi= Cipher Suite X.QF &S #] A 3 T},
Firepower-chassis /system/services # set https cipher-suite-modecipher-suite-mode
cipher-suite-mode= ths 719 = & shubd 4= H Ut

« high-strength

« medium-strength

« low-strength

* custom - A& 2} 7 9] Cipher Suite AL AL & A A& 4= 5

(A 8] A}3}) cipher-suite-mode”} custom ©. % A A ¥ 74 9- =<l o] th 3} Cipher Suite H.¢F2] # 2~ ¥
S A gy
Firepower-chassis /system/services # set https cipher-suitecipher-suite-spec-string

3Ly

M T
0

oo

o rr

cipher-suite-spec-string< # tj] 2564} 0] OpenSSL Cipher Suite AFY 2= =38l oF U}, 3
5 245 AFEE S glss U T W (=735, (B 712, -(BFol %), (B E)S AMEE 2
o}, A 8F -8 http:/httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite S 332 3}4]
ol & 5ol FXOSlM 7] gk o2 AFg-dhs 53t e Abg A & vhaa day
ALL:'ADH:!EXPORTS56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL
il cipher-suite-mode”} custom ©] 2] 9] gk o 2 A7 E 75 o] FA4 o] FAIHY

=3
M*WﬂﬂlﬂﬂﬁﬂEwﬂﬁ ﬂMﬂqq
Firepower-chassis /system/services # commit-buffer

an
2=
=]

o]
AR
A]g

2 o ol = HTTPSE &4 31etal, B HE 5 44302 A4 3tal, 7] ¥ o] 52 kring7984 2 24
3}aL, Cipher Suite H.qF aﬂ%’ S high® AA s, ERAHAES ARl

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Cisco FX0S CLI £-73 27 7}ol=,2101)
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[
e
on

HTTPS L E W 7

HTTPS A M| = 7| 224 0 & 3 E 4430 A &4 3} 5] o] Q) HF Yt HTTPSE Y| &4 813t == §IA| v,
HTTPS $1 4l A3t X ES WA & 5yt

23}

SA1 A2R RES YT
Firepower-chassis #scope system
A2 As9 AN A BEES GEY
Firepower-chassis /system #scope services
SAI3 HTTPS A2 AHEE X ES A4 3t
Firepower-chassis /system/services # set https port port-number
port-numberl 1~655352] A5 A AU TH HTTPS 7| -2 0. & X E 4430 A &A1 315 of 54
=

974 A=) Ay ool del ERAMAE AY T
Firepower /system/services # commit-buffer

HTTPS ZE& W73 Fof = A A9 2= HTTPS Al o] S5 YTh A& A= o523 o] A L E
£ A}-8-3}9] Firepower Chassis Manager®l] ThA] &= 1913 ofF $hu

https://<chassis_mgmt_ip_address>:<chassis_mgmt_port>

olw| <chassis_mgmt_ip_address> A-&A7F 7] A 3] 18 o] A& A A F= & 9F 1 H 3t Firepower
MALY TP T4 = S22 E o] 50| W <chassis_mgmt port>+ ¥&+a 773 ¢ HTTPS X2 E It}

Uh- 9] ool = HTTPS £ E W5 5 44302 A A3t EANA AL Al g}

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

43}

@A mebRED gHG
Firepower-chassis #scope security

SA2 WrE 7] ¥ S A e
Firepower-chassis /security # deletekeyringname

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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Firepower-chassis /security # commit-buffer

U ool A= AR A A& AP AU o

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

AEREE R

AEEMEL

Az A o) 7] el A AgahA 2L H g,

3}

HeltmE g Sojziyc),

Firepower-chassis# scopesecurity

g A A S AU oL
Firepower-chassis /security # deletetrustpointname

EdAAS ARG
Firepower-chassis /security # commit-buffer

Thg olloll A= 418 A AFA g v,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS 7| H/d 5}

13}

A2 BES gL,
Firepower-chassis# scope system

Ag) A 2 REE gL,
Firepower-chassis /system # scope services

HTTPS A H| 2= & B &4 shghu T}
Firepower-chassis /system/services # disable https

A= A3 ARA
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A4 A 2w A e o Hol EdAH S ARG,
Firepower-chassis /system/services # commit-buffer

o2 o o A &= HTTPS & vl &4 gl ER A S Al gyt

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

AAA -4

AAA “d X

AAAE TFHE] € 220l Y3 A= Aol & 1% A2 B O, 3N TASNT ASFS F7b
shu] A ol g ol BeF AuE AZGUT o AR EAAA V=N ) 2 worS
4 Fod REow AT
A%
AT BALE Hefol] ol wE 48 ol B} AW EE QeI F A TAL W02
A0 AL 161 A2 T AN A9 A8l 915 1] % ST o] 7
IR R A e e
F gL Th A4 o] AASHA ehom, AlFol AshshaL = Azt AR F LT
T AR S el A Ae] Bd %) A4S AL FXOS AN E TAT S AL

« HTTPS

« SSH

Ak 3o]

e AAG PAsHE TeA sz AL Ao ol 27) 8 8 B, B4
S5HE AU Th AHE A Q155 W Y AL A T o 2 B
2 4 A%k

37

ATHEE & ARG AT HA 2 F Al FHE Bl haE AT o]0l A28 ALE A7 ALE A
H AR A e WOl E ] o Sl Ee e o e e A B R A S
2 B o] FolAm o] = 591 Alo], HT, B Y BA, i BEE D § A F Bl ALgH L,
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AP Axa 4 Il

AAA M1

AAA MBI oA 22 Ao & 919 AHE = V= S AR U th 3 84S
S AHEATE A 2T S QI B 22g Al 28 ARt 3N TAG T ol
B4 e AHgE = A7) dlol8 g F4 g,

=7 dlo]E o] 2 A<

Firepower A Al = AR AL 7F AFE-2F L2 591U S A& = 9l
5, A

8] )4l 27 dlo] e o] 25 A& o] A&}

27 to|EHo] A5 F- AU Tth AAA
Hol W o)} e S A3 e = g5yt

rﬂ rlr

LDAP #| &=} -7

LDAP A| -5z} 9] <78 773

o] Aol A A Bk HAL o] T BE AT A tig 71 AUk /HE Al A e
ol 2] gt &4 o] HAo] & o] 9l 7d-§-ll = Firepower eXtensible % A #l| ol A 3| T A & A&

Active DirectoryS LDAP A ¥ & A}-8-3}= 7 $-0ll = Active Directory A] ¥ ol| A AL-8-2} A1 4 & A A 5
o] Firepower eXtensible =% | Al 2} v} G T}, o] A& IR 5 A & HAHEE 7} oF T

.

43}

Het RS g P
Firepower-chassis# scope security

HOFLDAP REE J )
Firepower-chassis /security # scope ldap

AR E 5L LI dm= R doleol 2 7 g AT o,
Firepower-chassis /security/ldap # set attribute attribute

A E AL ol5& 23ete dA=® volgH o] A Al gt
Firepower-cha551s /security/ldap # set basedn distinguished-name

A4 BE T L3ehs A ms 2 goleuol 2 P4 AR,
Firepower-chassis /security/ldap # set filter filter

A7k b2 5 QIek a1 914 8 w744 A 2510] LDAP A M o] $5E th71shof shz A7 114 4
ik,
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Firepower-chassis /security/ldap # set timeout seconds

SAT Alzd Av o] del ERAA S AU
Firepower-chassis /security/ldap # commit-buffer

t}S o o A= LDAP &4 & CiscoAvPairZ, 7] & 1 o] &
"DC=cisco-firepower-aaa3,DC=qalab,DC=com" ©. =, I E] = sAMAccountName=Suserid =, A] 7+#)| 3} 7+
AS 522 A7 AAsta ERAA S AT

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

%

LDAP A}-&2}9] userdn©| 25542 23} AF8-2F & 1¢10] A g &},

o
Kl

ool & 2
LDAP T34 A= w5y}

LDAP A5 Z} A /J
Firepower eXtensible <% | #l| ol X = Z o] 167 2] LDAP A| ¥ A}+& A4t}
REEEL

ol & Active Directory A ¥ ol X A}-8-%} A7 & A4 5

Active DirectoryS LDAP A H] & A&} 7 ¢
Pt o] AR W E A G HEHS S 7HA oF Fy

o] Firepower eXtensible <% A 2| £} v}l &
o},

23}

SA1 Bt REE g
Firepower-chassis# scope security

A2 HQFLDAP REE gy
Firepower-chassis /security # scope ldap

9713 LDAP A Q1 AE1AE AA S B LDAP A H =2 ¢l &gy},
Firepower-chassis /security/ldap # create server server-name

SSLE &4 38}sl A9, dwbd o 2 [P =4 = FQDNS! server-name-= LDAP A H 2] K QF Q15 Ao
%4+ CN(Common Name) ¥} 78 &4&} 7] U x| afj oF T T IP F427}F A| A = %] F A DNS A &
g el oF ghy .

Cisco FX0S CLI 317 A A 7}o] =, 2.1(1)
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(8 AR AF8AF 3 L 2o o] U@ ghe A 95He LDAP 54 & A4,
Firepower-chassis /security/ldap/server # set attribute attr-name

o 44 & T o B-ke] HAUTE A2 ALSA A 3= E Fe el o] B4 ol B} 21X s
e Ry,

o] F2 7] 54 o] LDAP Al g Aol s A= A 82 49 F gy

(3% A 92 A8 A7 201k Aol A8 ol ol 7128 A8 A DNE 021 4
L8 w) Ao A S Al oF k= LDAP Al 20l A 54 ¢ il ol 55 28 dth
Firepower-chassis /security/ldap/server # set basedn basedn-name

7] DN dol= A EH 2557kl 4] CN=$userid 2 o] & ¥l &4} =2 A= 5= 5 o] *F‘lx}
0] &2 LDAP Q155 AF8-31] Firepower Chassis Manager 3-+= FXOS CLIO| A ~E A E8t= 94
AL AE A E g

o] #k-2 7]+ DN 7|2 gto] LDAP Al-&-#ell v el A ¥ A &2 45 Byt

(45 A8 713 DNl sz S Aol e 97] 2 4 1]
FHEE ] 3f o] F(DN)S AT Th

Firepower-chassis /securlty/ldap/server # set binddn binddn-name

A A= A #2194 o= ASCIH F 2} 2552 Y T}

(e Abaly Aol FE 9} I x| 5= AEA}F o] 20 2 LDAP A MG A skg ),
Firepower-chassis /security/ldap/server # set filter filter-value

o] k< 71 HE 7} LDAP Al g Aol thall A7 = 4] &2 7% ot

fass
(|
-
o
>
la~]
=
)
3

2= o]

Bind DN(H}91 = DN) B =of 2| 4 ¥ LDAP t| o] g H]o] 2 o] 7 E o] v & & A A 3t}
Firepower-chassis /security/ldap/server # set password

T, (1A 7)), AFH ), =(55)F AN ol F HF ASCH FAE 1T 5 2wy
=

H =
N 5 5 A4 512 A set password T H S 23 T Enters TEIL LFILE

X AF) Firepower eXtensible &3 A A4 AH8 A5 21557 18] o AFAE A= A
£ A4 gk

Firepower-chassis /security/ldap/server # set order order-num

(A¥ A1) LDAP A Hishe] F4le] ALg5 = LEE A 43T,

Firepower-chassis /security/ldap/server # set port port-num

LDAP AP sh 5418 o) 958} AHg-2 248 i W Y S,
Firepower-chassis /securlty/ldap/server # set ssl {yesno}

FHe bt gk
syes — B E7F WA FERE AT 5 G A4S, A 2o Ao,

cno— B BT O AHUTE A% A A G HaEw AEHU,

~

=

= XE HSE3899 Yt

LDAP| A+ STARTTLS S AF& Ut} 18| L E 3893 AL-&51= o453 S4l0] 7Fsgh o)
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A12 A 7ro] Z23hE 7] el Al 2Hlo] LDAP Hlo] B H]o] 2o A S Al k=dh= vl D 8.3k AR (F)S A4
.
Firepower-chassis /security/ldap/server # set timeout timeout-num
1~60% 9] A5 YA 022 0)S Y 2 ste] LDAP Al & Atoll A7 ¥ < A ZHA g k-8 AHE-
Fut 712k 305?& Yt
7113 LDAP Al 32 == AW AR E A58k Wit & Ay
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
eAe Ten 2aUT.
» ms-ad — LDAP A| 3 A}7} Microsoft Active Directory ¢} U t}.
* openldap — LDAP A3 2}7} Microsoft Active Directory”7} o}'d Yt}
SAN4 (A8 AR QIS4 Bl A 5 g9l S shety Tk
Firepower-chassis /security/ldap/server # set revoke-policy/{strict | relaxed}

#n o A1zl o] Me SSL 17 o] 2 shel 7 $eoll ¥ A g Y]

o},
A5 Al 2H v g o] ol ERAMA S AR YT
Firepower-chassis /security/ldap/server # commit-buffer

9] ol o] A= 10.193.169.246 ] 21= ©] 5] LDAP A ¥ Q1 2~® 2~ & A4 3} 31 binddn, H] YW &, &=
A, EE SSLAA, MY 54 TASL EdAE e ARG

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246

Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"

Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server* # set order 2

Firepower-chassis /security/ldap/server* # set port 389

Firepower-chassis /security/ldap/server* # set ssl yes

Firepower-chassis /security/ldap/server* # set timeout 30

Firepower-chassis /security/ldap/server* # set vendor ms-ad

Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis /security/ldap/server #

Th5-9] ool A= 12:31:71:1231:45b1:0011:011:900°] 2}3= ©] 5] LDAP A ¥ QI=~®I 5 g e}l

P
binddn, H|'EH %, &4, 2 E, SSL A, Hit] 5SS 448t ERHAHS AH

o

e

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad

H= 3 S
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Firepower-chassis /security/ldap/server* # commit-buffer
Firepower-chassis /security/ldap/server #

LDAP A &=} 2}

43}

uol mEg dE g

Firepower-chassis# scope security

HFLDAP EEE Q)& gy}

Firepower-chassis /security # scope ldap

A3 A E A AT o

Firepower-chassis /security/ldap # delete server serv-name

A28 73] o] Aol EdA e AR g,
Firepower-chassis /security/ldap # commit-buffer

t}& of ol 3= I1dapl ©] 2} LDAP A B & 2FA| &laL EA A S Al g o),

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS A| 3 &} -4

RADIUS 7] &%} 2] 44 7

oL

o] 2l A A3k HA2 o] FE e BEE AA A digh 7] A YT AE Al E ALl
o] 28l &4 o] A g o] E3hE o] Q)= 7 -9-9ll = Firepower eXtensible %% | Aol A 3| T A7 & A&
sta 7|2 AA S FAFZY T

43}

HetRES Ayt
Firepower-chassis# scope security

1S RADIUS REE 9= g}
Firepower-chassis /security # scope radius
(B AR AH 7 oS kAL /14 & w 744] RADIUS A 9ke] Sl & A =g S5 AT

o},

Firepower-chassis /security/radius # set retries retry-num
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RADIUS A 32} 743

(R AFE) MW7} b E ok 917 & wl7hA] A 228 o] RADIUS A M 9§52 T 7] 3ok 5 Al
FURE R LSl

Firepower-chassis /security/radius # set timeout seconds

Alz2e 3] e o] el EAA S AB G,

Firepower-chassis /security/radius # commit-buffer

RERREPY

o
ol

thE-9] ool A= RADIUS A A = SlE 42 A A st A A3 4 2 302 =2 27

o -
= Ay

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30

Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

cheol & 2]

RADIUS A &A= AA g}

RADIUS A| 3=} A A

Firepower eXtensible %% | #l| ol 4= Z t] 167] 2] RADIUS #| & A5 A g}

43}

uet RS g Py
Firepower-chassis# scope security

H9FRADIUS R EE 98 gt}
Firepower-chassis /security # scope radius

RADIUS M H Q1825 AAJ3}a1 B9 RADIUS A ¥ EEE =3}
Firepower-chassis /security/radius # create server server-name

(X8 A}3}) RADIUS A4 8] 5 10] A1g5= EES 443,
Firepower-chassis /security/radius/server # set authport authport-num

RADIUS A H 7] S Aot
Firepower-chassis /security/radius/server # set key

il

7] 355 A dstel ¥ set password H &S ¢ = $F $ EnterE T23 T FXEof 7] kS =€

(A8 AL o Auel A =g EAME A AT

Firepower-chassis /security/radius/server # set order order-num

(A8 AR AE 7o ekaL 14 & wf7k4] RADIUS A1 8] 9ke] A1 A = e Sl=5 A
.

Firepower-chassis /security/radius/server # set retries retry-num
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rapiws A4 4 I}

A7} 5] ek 914 F W7h4] A 5e] RADIUS AW €] 5 th7] ok sz A7t 1A &
A4 g

Firepower-chassis /security/radius/server # set timeout seconds

g RADIUS Al-&A] tf 3k 2k A] 2158 M Esk 9 ] 32 Timeout(A) 7HA| 3h) 31 1748

Aol £t
A28 Adu g ol de] ERAAAS AT
Firepower-chassis /security/radius/server # commit-buffer

t}S- o of] A &= radiusserv7 o] 2fi= o] &2 A8 A AR AE AL 1F X
= radiuskey321 2 A A3l A S22 A A A = Bl4E 42 A5
A5l 20 91 2L B alsh Ed AL AR ST

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

1m

= 5858 % A A3}l 7|
A ZEABES- 3002 A

set order 2

set retries 4
set timeout 30
commit-buffer

RADIUS A|-& A} 214

A3}

B REE et

Firepower-chassis# scope security

HFRADIUS =% 9 &3

Firepower-chassis /security # scope RADIUS

ARE AW E AP

Firepower-chassis /security/radius # delete server serv-name

Al2=dl ] e o] Mol ERAA S A
Firepower-chassis /security/radius # commit-buffer

o5 ool A+ radiusl ©] 2k+= RADIUS AW & AHA| st al ER A A S Ay o)

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #
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TACACS+ | A} -4

TACACS+ A| 3-AF 74

TACACS+ A & AF2] &4 -4

o] kol A FA 8= AL o] Ao BE AT A4 it 71 AUk ANE Al A
ol 2] gt &4 o] HA o] 35 o] 9l= 7 -5-o = Firepower eXtensible <3 A A| ol A s 78 & AF&-

=
i 7] A4S FA G

A1 B REE Y
Firepower-chassis# scope security

A2 Bk TACACS REZ 18t}
Firepower-chassis /security # scope tacacs

olo

SA3 (A8 A A ke H ek 14 8 W7k Al 2 8o] TACACS+ M H o] 382 T
AREHA S AR F T

Firepower-chassis /security/tacacs # set timeout seconds

974 Aj=g) Ay ool del ERAMAES AR
Firepower-chassis /security/tacacs # commit-buffer

t}S-¢] of o] = TACACS+ A 1A 8 7+ A & 45% 2 A A sl EWMAMA S Anl gy},

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

ool & 24
TACACS+ A FAE w5 o).

TACACS+ A&} A A

Firepower eXtensible % | Al o A = 2 o] 16711 2] TACACS+ Al & A& AL F T}

3}

GA Bt mEE =y
Firepower-chassis# scope security

@72 B TACACS+ REE 2 g}
Firepower-chassis /security # scope tacacs

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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TACACS+ A

Tacacs+ Az +4

TACACS+ AW QI~H 2~ 5 A4 33l B TACACS+ AW B EE Q)& ).
Firepower-chassis /securlty/tacacs # create server server-name

TACACS+ A ¥ 7] & A A},
Firepower-chassis /security/tacacs/server # set key

7] %S 47452 set password 8 7S 1 H 3 ¥ Enters FE23L T FIXE| 7] gh& dE Pk

(A8 ARy o] Mulo] AR 24 A FU
Firepower-chassis /security/tacacs/server # set order order-num

A B 7F k- E A ThaL Q1A S wj 7kA] AJ 2Bl o] TACACS+ A o] 355 7] 8l of 8h+= A3 1HA &

AR g,

Firepower-chassis /security/tacacs/server # set timeout seconds

®  TACACS+ Al g#kell ek 2eA] 9152 A3k -9, B 2 Timeout(A FAIh #4274 8t
= Alo] F44

(A8 AF) TACACS+ AH go] A4l AbgH = R ES A AU

Firepower-chassis /security/tacacs/server # set port port-num

Mz 79 el ol ol EAAAS ARG
Firepower-chassis /security/tacacs/server # commit-buffer

& dof| A = tacacsserv680°] = ol 5o A Al AHAE QAT 7| E ¢
SAE 4R ARSI S TES 585972 A s EAAHAS A g}

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

tacacskey321 2 A 3}

T A

3}

BHeot R=2 Qlgshyr,
Firepower-chassis# scope security

HOFTACACS+ REZ 83y}
Firepower-chassis /security # scope tacacs

SEER IS ERA EAS L

Firepower-chassis /security/tacacs # delete server serv-name

Alz=gl Av] g ol el ERAAE AR
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. Syslog 7%

Firepower-chassis /security/tacacs # commit-buffer

t}&- o) ol] A = tacacs1 ©] B+ = TACACS+ A ¥ & 2 A 3L EA; A A S AR g o}

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

Syslog 73

Al =8 2 7] & o] nfpo] 2 o WA X] & syslog U] +& A 8 5 A = 38k 2 Y o 5 % syslog
AW el 27 stH 29 a5 T8t vl o] HUYT. syslog A Y| =& H A X & 418kl 3}
A& AgstAY gk Ay o] shdof whek QI T o] 27 ¥ S Tl maE kst
A 471 Bk = dsunh 22w AR Al e A 3 AbaL A glel] B 8T

23}

A EUHY s gE3ynh
Firepower-chassis# scope monitoring

HA2 FEZ syslogs AES S s}str v v g4 sy o
Firepower-chassis /monitoring # {enable | disable} syslog console

GA3 (A8 A ASATE BN S S AP e A A £ 7S A
2B Zo] B S o] WA A E BAFUL $E S NFE o w0 YAg Y
7) ¥ 45L& Critical($1 @) S Y o}
Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

A4 & AAE R syslog B RO RYE Y-S 24 sFsr v v A sk o
Firepower-chassis /monitoring # {enable | disable} syslog monitor

SAs (A AR ARRAZE A SR = 7 e mAIA] s A E gy o RUE e vF A st A
G-, A agel A FE o)) HAAE FATYY FE S A E e o Ed YT
7] 3 3228 Critical(9 F) A Y o}
Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}
31 Critical(9§) v 9 4255 2] v A| A = terminal monitor ™ %S 9] 2] 3k A -f-of| vk Huld 2y

ol EAH Y,

A6 syslog 8 B syslog I Aol 2= 7] 5S DA sheb7 v w2 8yt
Firepower-chassis /monitoring # {enable | disable} syslog file

GAT WA ZAE 9 o] & AR FUH. Fd o] Foll= H 1645 AHEE 5 AFU T
Firepower-chassis /monitoring # set syslog file name filename

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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Syslog 4 .

oAb AHEAE o] Al g whe WAl S ES A e g el g7t 24 8
A 75, A28 syslog Aol G £ E o] 4] WAAE AT FF SHL NFE 2
o2 YdfYrh 7] $5-2 Critical($1 3) Y Y th.

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

(R AL A 2Elo] 713 Q.o WA A A WA A Boj2rr] AEE] el Ho) 9 2]
(ko] E ©9hE A4 3 v ¥ 91 4096~4194304 k0] E§J L T
Firepower-chassis /monitoring # set syslog file size filesize

2] 5 syslog A1 ¥ Z off 37l syslog MIAI A & A8 =5 4333}

a) 2|4 syslog A1 8] o 37§ syslog HIA Al A&t 7155 &4 stab 7| v &g sheiy ot
Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (A ¥ AFE) AFEAT 9% 2o A b e WA FE S AEg T 27 ol
A3 A9, A2 o0 Aol BT S o] WA E AEFITE S
A s R ydgyrt 712 G52 Critical(91 @) H Y o
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

©) A AH 27 syslog A o] BAE o] F B P 42 AAFYT. 52E o] ol 2] 2567}
EA S S USsUT
Firepower-chassis /monitoring # set syslog remote-destination {server-1 |server-2 | server-3} hostname
hostname

d) (M8 Akl A DA syslog AW = A5 syslog WA Aol 22314 75 58 A G g
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

24 228 AT UY. 24t A R @A stete = 4 2 S50 vE RS JE ST
Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}

OE T sty = U th

caudits(7HAH) — BE A 21 oW E 2718 &4 3] i v g4 31k o}
cevents(°| W1 E) — BE A|2~H oMl E 27] & A3} &= v &A1

s faults(A 3H) — 2 E A2 A3 27 S A5t e v g A sy o

ERARE ARG,
Firepower-chassis /monitoring # commit-buffer

o
o

of ool A= =4 atd ol A syslog MIAIA] o] 2EZ| A& A58 WS BolFH EdAAE A

Blg o,
Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file
Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
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Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower—-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring #

set syslog file level notifications

set syslog file size 4194304

disable syslog remote-destination server-1
disable syslog remote-destination server-2
disable syslog remote-destination server-3
commit-buffer

DNS A ¥ -4

[\

Al Zdlof A S 2E S P F4E SQls)of &F= - DNS AW & A4 alfoF gty o}, ¢l & 5] DNS A]
W E A 3HA] ¢F © W Firepower A Al ol A A4S -4 & wll www.cisco.com 5 2] o] 5& A8 4=
Q5 LITh [Pvd TE2= IPv6 52 5 BHLFE A8l €] P 522 Ab&-3oF 3. 2 o] 471747 DNS A 1]
=78 T UdFHH

)
k!

o] 2] DNS A H &

T A doe AR AWM E AT 27 2] 3 o A DNS A
W x3)7t 4283 74

© oo FA R 370 DNS A ¥ gk A E 5= 9l &t}

A3}

Agl BEE g T
Firepower-chassis #scope system
A2uE) An) 2 w e g Qe g o,
Firepower-chassis /system #scope services
DNS A & A4 817 AP skl e ohg ot o] e WS Qe vk
* A1 € IPv4 B3 IPv6 427k 3152 DNS A Bl & ARS-ot e Al A28S A skl vh5-3 o]
e
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}
* 2174 | IPv4 3= IPv6 427} 315= DNS A H & 2f Al st i th 23} o] gyt
Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

Mz 79 e ol el EAAAS ARG
Firepower /system/services # commit-buffer

o
N
SE
e
T
o

t}S- of o) A = IPv4 T4 192.168.200.1052 AF-&3}= DNS A H & T 8l EA A A

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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Th ol o] A= IPV6 =42 2001:db8::22:F376:FF3B:AB3F & Al-8-3}+= DNS AW & T4 312 E A A
= A%y

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

CF2 dlo] A= IP F2 192.168.200.1052 AF-&-3}+= DNS A B & AHA| 3t EAN A A S AT gy}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Cisco FX0S CLI £-73 27 7}ol=,2101)
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* Firepower Security Appliance S1E]#| o] 2~ K 143 #| o] 4]
« Qo] £ AF, 145 o] A]

« XE NG A, 146 H oA

« B AlE T, 147 oA

Firepower Security Appliance <1 E] 5| o] = A 1.

FXOS A A= ©Hd 21 E] 5| o] 2« ¥1} o} 1] 2} EtherChannel(port-channel) Q1] #] o] 2~ %= %] 1 g T},
EtherChannel 1H 7| o] 2~ = 5 gk 13 o] A IE Flo] ~& o 1670 7b4] £ &3 t}

Qe o] 2= 7

(@]
7 olE ol 2t T §8 F st g
» dlO] Bl (713 gh) - dlolE] QlElsflo) = el A tinpo) 2 ghell 42 4 QU
=

e ¥ - e B o) A = A Hufe] & bel| R d = dF YT

2|4 tuto] 2~ e
Ol o] 2 17h Rt sttt 4= Q)5 Ut}

=]

Firepower Threat Defense ol = 2] Al o] Aol A &2 4 #g] A H o] A& =24 At QlE H o]~
g]rh“j/]ﬁu ] JIE o] 2~ ghol] &g YT iﬂﬂ e ‘?_]Eiiﬂol/\b tuto] 2o Qle v
Qg g o] 29} F2] = o] A F YT o] QIE]F| o] 2= t]H}o] 2~ & Firepower Management Centert=
of Ax|3}al 553t o AR&gH YT} Egh ‘jaﬂE-O/] SSH A ¥ & A st 244 =24 A5, 1P 5
22D AGA 29" & ARE YT CLIYN A configure network ™8 7S AF-&-3Fo] A A S A 3taL
Management CenterDevices(T] B} ©] 2~) > Device Management(T] 1} ©] 2~ ¥+2]) > Devices(T] 1} 0] )
> Management(32]) G A [P FA4E WG 4= A5

=214 et Q1H 7| o] 2~ = Management CenterDevices(T] H}©] =) > Device Management(T] 1} ©]
2~ 32]) > Interfaces(2] B 3ﬂ o] 2~) st ol A 1 7(] tlol 8 Qe o] =9} A 74 & =+ &5
Ytk ek 18 #| o] 22 AR8-& A 8 AL Y o, X ek QB | o] 2~ Bl H| o] H C’L]Eiiﬂol-/lt LDAP
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- IEREC DR

Y= RADIUS 9 Q155 & &3yt dlol 1B 3| o] 20| X SSH A A 25 3] &-3814] & 2.7
9, ol & 50 SSH QM =E A stk A RIF Ho] 25 F A8 Z A8 &= gl 3
Bl FH o]l 2= we] Ent 38t S Eg e 8 85HA 55Ut

Firepower-eventing -- Firepower Threat Defense T] H}-o] 2~ 2] H 2 ¥+a] Q1 E] o] 2291 YT}, o] 21 H
¥ o] 2~ & A}-8-3}& W Firepower Threat Defense CLION 4] 319 IP =4 2 7] €} v /| =5 -4
slof Ut o & 51 v Ed S oWl E(: ¢ o] E)ol| A &2l 5= 55U T Firepower
Management Center 8 % 3+3=]| 4| configure network ™ % & 34 A Q..

Y2 - SE2HE =4 Hupo] 2o ALEE = 55 AE o] A FRE YUY o] S
9l Y2 3 EAS A sk S8 Y Alo] a0 AAE o dF U 7] A o

21 2~F A| o] ¥ 3= Port-channel 489 4] A5 & 2 A Yt}

%

o
£l

Firepower Management Center %=+ Firepower Threat Defense CLIE AF-&-3}¢] -+ 711 2] 1 ¥ A, Breakout
TE=doly REIHHO|AE IS B O AT F AFHT F XETF I Fo s
AE gl g Ho] 28 A-s ek e o] Ay 1y o] o] FXOS AfA = sk Yt

A2l gl that v Aok 245 FEs Al 2.

P RS ZE QeI o] 2 3ok BT B ekl Ao F/1E TEE thE ekl 4

of #7te 4= glssH

89 LE to]E EE = Breakout TETF QT o2 AT = 9G]

AR A dEe FEs AL

sh 9] of Hho] s 2= 4

Firepower Threat Defense 2] 73 -9~ Firepower 9300 2 4100 Series®] 57 Q1E] | o] 2= Rgof| A] 3} = 9] o]
vlo] g 2 7] 55 GA 3t 5= dFU T st=dlo] vlol g 2= A Foll i EfF o] 21Ekel Q1E 7
o] g Atolo| A A& B2 EF P o] 7|52 AT EYo] mEStEdo] /7o A UENA
AZ8e 74 welske vl AHEE 5 dssU T

st=9of vpo] g 2 7] 52 sh= gl of uho] g 2= o F 2] Al o] A Wl A A Ut o] 2] gk Qe o] =
= sl=go] vlolufj 2~ o 7 ALg-3 A Q 7} flG Ut o] 52 ASA Y Firepower Threat Defense °f 3
A o] Mol A W5 o)k 91 E] 0] 2 2 AF-E 3t 4= 91 21| T}, Breakout % E ol ]3] 512 8] o] ulo] 5} =
A AEF ol 25 AT 5 lF U st=4lo] vpo] g 2 7] 5 & AHE-5t ¥ £ EE EtherChannel
B oA vhA Al 2L TLE A shA] o1 o] 2l gk QIE Fl o] 25 ARk QB Ho] 2 REof A
EtherChannel W 2 ¥ 3}st &= 9l Ut}

Firepower Threat Defenset™ Th E 2o A 574 U EL A B8 9] 1E 5 o] 2 o tfsf st=9)o] v}
oI =25 A At

« Firepower 9300

« Firepower 4100 Series
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Jumbo Frame Support [

olg]gh wellol tha] A ¥ = F=gof Hhol A U ES A ZEe vh&3 g5 yth
* Firepower 6 22 E 1G SX FTW Network Module single-wide(FPR-NM-6X1SX-F)
* Firepower 6 22E 10G SR FTW Network Module single-wide(FPR-NM-6X10SR-F)
* Firepower 6 22E 10G LR FTW Network Module single-wide(FPR-NM-6X10LR-F)

* Firepower 2 22 E 40G SR FTW Network Module single-wide(FPR-NM-2X40G-F)

ShEglo] npol s 2t g EE A AL 5 AT
c1¥2
344

546

Jumbo Frame Support

FXOS A AJoll A= 7] A o= A B e o) x| o] &4 3k5] o] l5 Ut FXOS M Aol A3 54
AR A ES LRSS ELER RS LR RS REEEREEERE
1451DATL]AJ a %lxﬂoﬁoktﬂth+

FXOS M Al 9 o Z2] A o] Aol tfal] A== ol MTUE 91849 U T

Z]

A3}

A1 QdHF o)A RES 9
scope eth-uplink
scope fabric a

@2 QB ol s 24 sYH
enter interface interface id
=7d 3t

)

g,

o A

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

o om XE Ao Wl AE o] Ae /EA o2 =A% 4 glsyth X E A9 o] #HQl
o] # o] 229 /\1 enter interface &=+ scope interface "8 8 & AF8-31 = A A A 7F A 5HA]
ke o otgl: ¢ FIF BAEH UL L E A dof Qe H o] AE F7}5}7] A< enter interface

S
W3 (8 A Bl 2 f 9 AP

Cisco FX0S CLI 3173 A7 7}o] =, 2.1(1)
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| AR TR

setport-type {data | firepower-eventing | mgmt | cluster}

o A

Firepower /eth-uplink/fabric/interface # set port-type mgmt
data 7] 9] == 7] FE AU T cluster 7] 1 =5 A8 eHA] vp A L

GA 4 (A8 AEh) RIEH o)~ S E AP
setadmin-speed {10gbps | 1gbps}

o A

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

@A 5 Aol s AR
commit-buffer

E 4 AlA]

EtherChannel(port-channel)> -5 4§t 3 o] Wl Qe F| o] ~& A 16717h] 233 4= dF o
FXOS A} A o| A EtherChannelS ¥+&W, &2 4 & =7} 7} S o] 2} %= EtherChannel> 2] % Ty}
o] 2xo stit=E w712 Suspended(E Al T &) A EHI = F-XH YT} th5-2] 43l A = EtherChannel ©]
Suspended( A & ) A E) 7 3 Al g Y o}

* EtherChannel©] & 33 =¢] & t]nlo] 2o tfal dlojE X E == ¢ X EZ F7FE Yt}
* EtherChannel©] 2] =8 ¢] &2 A t]afo] ~o 3t ] EFE == CCL XEE F714

Yt
* EtherChannel©] ¢ 22E o] GH<1 :=2] 4] tjufo] 2o tigh vlo¥] XER F7he Wl Wi
sh} o) ado] Zef ~Elo 2t

EtherChannel-& =] & t]u}o] Ao &= ufj 7} % W—E‘rb}x] %<5 Yt} EtherChannel 2 +=2] 4 t]u}o]
2o A A A S AL =84 tlnpo]l A7) 214 ¥ 7 $-, EtherChannel 2 Suspended 73 B 2 % 3+ U o},

A #a}7) Aol

FXOS A Aol 4] = &4 LACP(Link Aggregation Control Protocol) X =] A EtherChannel W+ %] ¥ 31
th Hao 334 98 Ad 29X LEEZ Active(FA)) RER AAQ s Zlo] E44

43}

A1 dEAol A RES JE g
scope eth-uplink
scope fabric a
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create port-channel id
2733t

mhﬂ Eﬂjﬂo]}\e sltlle]c%

create member-port interface_id

o A

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(A8 ALRh) Q1B o] 2 {32 Ay

set port-type {data | mgmt | cluster}

o A

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data 7|9 == 7] 2 584Ut o] XE UL 7|27k g2l FE| A~ Alo] AR AR = A
7} ol 2 cluster 7] =5 A B181A) whAl A &

(A8 AR 2 E Ad o] BE gl dial e Hol s SeE Ay

set speed {10gbps | 1gbps}

o) A

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

A5 1eo] A S 7w g,

commit-buffer

Ao] & T4

thg A &bl A = FXOS A A of| A 2188 28 Alo] 55 T st WS HolFyth 3 Aol &g
AF-8-31o] 40Gbps EE 17] th4l 10Gbps EE 4715 Al 3-8 5= A HFU T

Alztst7] el

Breakout X E ol 3l sl =9 o] nlo] a2~ ¢ QI #H|o] 2~ & 7 & <+ ¢l

SZ
)
i
)
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BT The R Abg ekl A B Aol 2e ATt
Q) Aol BEE G,

scope cabling
scope fabric a

b) #3 Aol 22 AP

create breakout network_module_slot port

o A

Firepower /cabling/fabric/ # create breakout 2 1

¢) 7131 o) Ae Al
commit-buffer
s AF-E o] 63914‘:} =8 A o] & skt o] B3 8k 4T commit-buffer &S A 35t
7] Aol & Aol &S BT A sl of Pyt

CREE LR

scope eth-uplink

scope fabric a

scope aggr-interface network_module_slot port

al olu] L E 9] Wl Qg H ]A‘:‘yHtﬂﬂoiﬂﬂ P2 X E
1] 9] 21E] 7] o] 2~0)| A enter interface 5=+ scope interface 8 & = A}-8-3}+= 75 2 A 7}
EASA Bee X o R EAFUT LE Aol AT o] 25 F718}7] Hol
enter interface 8 &3 A}-83}o] SlE]H| o] A5 A & of T},

b) set W ES A} &3ko] e Ho] A £ % W X E &3S 1A}

enable &=+= disable ™ & & A}-8-3}o] ¢ E1 | }/\,] JJH:J A2 A3}
0 310 S AT,

commit-buffer

Y

Ty
o

TE 4ol
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« UDP/TCP £E ¥7] 2 vDP §] A 0]~ &A1 3}, 186 o] A

2] 4 tuto] 25 A3 wf FXOS A Al #2] 2K (Supervisor) = A/ ¥ AT E o] HAS TR
st FE~ES Ay ol d % g Qe o] S AR Y Bl RE/dRle FAIsk] =1
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B35 ynlo] 2= 1 E g} AfA] & 2] 2~ E ¥ (intra-chassis clustering)= A 1 T},

%99 ASA 2] & Tluto] 2 44

7] 39k 2521 §FXOS AIA o A1) 2.5 5919 =24 elfel A% AR 5 LGy e
Firepower 93003} 2-& t}5 W tinte] 2o A= e 26 7h T4} 9l 29 593 el 4 ¢
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43}

Bt MH| A RES 1yt

Firepower# scope ssa

2] A olubo] 28 A4 P

Firepower /ssa # create logical-device device name asa slot_id standalone

=24 tupo] 2ol g Mg g e,

Firepower /ssa/logical-device* # set description "logical device description”

=2 4 ool 2o #2] % dlo]E] Q13 o] 28 YT

Firepower /ssa/logical-device* # create external-port-link name interface_name asa
Firepower-chassis /ssa/logical-device/external-port-link* # exit

#e PEAEY AR T
@) FExEY AME AFU.

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
b) W F A2 AT

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
¢ HEWE ks AT

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k password

d) v s Ay adeld HeE TR
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

e) ¥ IP A5 TAAFY
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 slot_id default

D AolEsle] F25 AT
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # set gateway gateway address

g IP A dnfras A3
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip ip _address mask network mask

hy #e) 1P Ay agold el s T2dUh
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
D el RE2EY A el WS SR UL
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

A3 2ol & Al gyl
commit-buffer

A2=)) Aol el B S A
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Firepower# scope ssa
Firepower /ssa # create logical-device MyDevicel asa 1 standalone
Firepower /ssa/logical-device* # set description "logical device description"
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: <password>
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 1.1.1.254
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* # show configuration pending
+enter logical-device MyDevicel asa 1 standalone
enter external-port-link inside Ethernetl/1l asa
set decorator ""
set description "inside link"
exit
enter external-port-link management Ethernetl/7 asa
set decorator ""
set description "management link"
exit
enter external-port-link outside Ethernetl/2 asa
set decorator ""
set description "external link"
exit
enter mgmt-bootstrap asa
enter bootstrap-key-secret PASSWORD
set value
exit
enter ipv4 1 default
set gateway 1.1.1.254
set ip 1.1.1.1 mask 255.255.255.0
exit
exit
+ set description "logical device description"
texit
Firepower /ssa/logical-device* # commit-buffer

B T T T T S S S e T I

=98 91 o t=a) A tnjo] = A4

FXOS A Al el A %] 77} 1ot R/l Ko =5 ¢ 8 +=] 4 t]ufo] 25 A 3 = 95U T}, Firepower
93007} & th% B tlulo] 2o A= e AE 7 A e B 598 =4 tufe| ~ &
AARE 7 JHFUTE 553 tulo] 2~ 5 FAdstE A WA S 2~H & AHA s oF FY

W
o

B

[N

o
=

AN A o 2 A = 3}E] Radware DefensePro 71y 2 3 #2 H QF & & 2] Firepower Threat Defense =
2] 2] tjuto] 2 Skoll DDoS 4] B ¢k} A u| 22 A X8 = A FUTHA H| 2= Ao A K, 179 ¥
o] #] ZZF Z).
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A 2a}7] ol

« 1= 2] T]ufo] o] A1-8 @ 1ok /Aol 2] A lujo] 27 ol n] T H o} Qi A9, 7]
o] w24 Tluto] 28 WA AbAla)oF FTh(ize] 4 tulol 2 AbAl, 188 o] X FL),

Cisco.com®l| A] =] 2] tjupo] o] A& of Z 2] Al o] A o] WA & ThE 2 =(Cisco.com®] 4] ©]
A ok R =, 48 Aol X Fa)d vhg s o] WX FX0S AjA ol th- 2 =3 THFXOS A
Alo]] =2 A t]ulo] A AZE g o] oln| 2] thEZ = 50 7 o] x| Far),

2] 4 vlupe] 2ol ALE-E 1] QA 0] 2% T FY TR Ak sl o4kl HlolE #3 AU
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=
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Bt Myl REg iy gk

Firepower# scope ssa

el ko] 22 A4 P

Firepower /ssa # createlogical-devicedevice_nameftdslot_idstandalone

device_name-> FXOS A A] 2] A (Supervisor)7} #2] A& FA33FaL QIE H o] ~E el o] A
SHU o= et BE Ay e o] el ARE-H = tubo] & o] Fof ob Yt

(A8 AL&l) Radware DefensePro ©] 7] A & A %] 3+ T}

Firepower /ssa # scopeslot_id

Firepower/ssa/slot_id # createapp-instance vdp

=24 Hutol 2 Ay o]l dg A7) 918k o] AApe] A 9 @Al E 43 3k $-of = Firepower
Threat Defense =2 4 t]u}o] =2 A H] 2 A 2] o] A Radware DefensePro B Z 2| o] B & Al & 74 3l oF
Ayt =93 =] 4 t]nto] 2ol Radware DefensePro A1 H] 2~ A1 5-43, 182 #| o] %] A X}-& 40HA| 7
S EXRAR

=27 tupo] 2o phe] % wlo]E] QlE o] 28 Y
Firepower /ssa/logical-device* # createexternal-port-linknameinterface_nameftd
Firepower-chassis /ssa/logical-device/external-port-link™ # exit

fel REZED ANSE T T
2) FEAEY AAE AT
Firepower /ssa/logical-device* # createmgmt-bootstrapftd

b) Firepower Management Center ¥+2] o] A}-8-8 1P =45 A A 3T
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREPOWER_MANAGER _IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value IP_address
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

¢) =] tjufo] ~7} 258 = (Routed(BH-F-H ) 5=+ Transparent(FF-4))S A 4 3y o}
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
d) tju}o] 29} Firepower Management Center 7ol &3 715 %] A gt}

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k registration_key
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
¢) =4 tiufo] 2o AR I H S E A A Tt

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k password
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
0 i=el%) tivpol 2o AitehH FAE o B A4 LT
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value fgdn

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

g) =g 4 tulo] oA ALSE AR -5 DNS AW 558 A4 )
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyDNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value dns_servers

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

h) =24 ute] o] AW mWle HR R ko] AP
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keySEARCH_DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search _domains

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
) e dEd e 25 AT
Ol AL RE oW E Eg I (d: ¢ oWl E)S A &3} Firepower | HIE EZ T 2ol A5 =
Q18 3 o] 241 o).
th&-3} 7o) Ipv4 el Qe o] A A Z A o).
1 gl QlElslol = A A2 AT o
Firepower /ssa/logical-device/mgmt-bootstrap* # createipvdslot_idfirepower
2 AolEde] Fo2 AR FUL
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # set gateway gateway address
3 IPFA R vkaas A4 d Y
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™ # set ip ip_address mask network mask

4 P A ageld HeE TP
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # exit

ChE-3} 2Eo] 1Pve ¥e] QlEfslo] = A S A gyt
I e g ol A& Ayt
Firepower /ssa/logical-device/mgmt-bootstrap* # createipvéslot idfirepower
2 AolEslo] F4a5 ARFIT
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # setgatewaygateway address
3 1P 52 R AFARE AU
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # set ipip_addressprefix-lengthprefix
4 e P Ay el d MeE FEI YL

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # exit

) pel RESERRES FRIUL

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

2% ALg A 2hol 2 Aokl o) gheh,
a) Firepower /ssa/logical-device/* # exit

b) Firepower /ssa #scope appapplication_typeapplication_version
¢) Firepower /ssa/app #show license-agreement

d) Firepower /ssa/app #accept-license-agreement

Ay 2ol S ARl
commit-buffer

Alz=gl Ag] g ol el ERAAS ARt

of

Firepower# scope ssa

Firepower /ssa #create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # exit

Firepower /ssa # scope app ftd 6.0.0.837

Firepower /ssa/app # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Fela 7%
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firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer
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o W QIE F| o] 27} 35| A] 242 74 -, Interfaces(Q! E] 7| ©] =) ¥ ol 4| port-channel 48 Z 2] 2=
H 3 <1E 7| o] =0l Operation State(:>-3 )7} failed(2 3= A G UTE I E2} AJA| &
2] 2~ E] ¥ (intra-chassis clustering)2] 7 -$- ©] EtherChannelol] = W Q1E o] ~7} H Q314 gk o
B& o] Operation State(:> 9 FH)E FAI & T AFH T

Az

S AHE 753517 Aol vlolH /3 JAHH o]~ EEE therChannel(‘# ADE A2 N AT
Utk X E Ajd A4, 146 Flo] X =& JAH Fo] 2~ &4 TR, 145 H| o] X & F24 A L.
BEQHAo|AE SFYAHY 7[EH o2 gy o QlFUth T glojE QIEH o]~ & 53
Lo FelaHo 71 5 A5 YT

AMA T EH 2O 7, BE dlolH QA E o] 2= W Q1 7] o] 227} % 4 17)] )= EtherChannel
o]ojo} gt} ZF Af Al ol EtherChannel 2 3=7}3F o},
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Port-channel 482 S 2] = Alo] A2 ook Uth A 1 S| 2E P o] 49, {H e A o] =
2> 1711& port-channel 4891 5713+ T}

HekAH 2= RES i gy

Scope ssa

A

o A

Firepower # scope ssa
Firepower /ssa #

Se2HE AU

enter logical-device device name asa ''1,2,3" clustered

a A

Firepower /ssa # enter logical-device ASAl asa "1,2,3" clustered

Firepower /ssa/logical-device* #

device name-> FXOS A A] #2] A (Supervisor)’} S8 2HE A4S FA512 JAEHH o]~ 8 &3}
= AR YT o] & Bt BE Av ol ARE- = 2l 2F o]0l okd Utk st E
o}#] M2 ehA] @& 9o = Bl BE 3NE BT A OH oF gyt

A BRES AXAFA FE AT A 3 EE SF EFY ol FelAgH S 435
oF Yt 3/ RES BT FASHA &2 7<3‘-r %81:‘:}51 7} R A 95 o)

S Bt R = R
enter cluster—bootstrap

o A

Firepower /ssa/logical-device* # enter cluster-bootstrap
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Firepower /ssa/logical-device/cluster-bootstrap* #

Hetwg Ayadgeldel A Sel2E 5 o5 AU
set service-type cluster name

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

o] 52 12} ~ 38%} & ¥ ASCIL #-A4H o] of of ).

2 JIF Aol A ReE Ay,
set mode spanned-etherchannel

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

Spanned EtherChannel 2=+ 43t Al A| 45 & =Yt}

#e 1P 72 A0 A
o] AR Wk BE A3 w0l Mo 1] Qo] 2% P T B AL R T,

2) 2AIPF4e] & T o F shbs e o 20] 7 el fulo] B,

set ipv4 pool start_ip end ip
set ipv6 pool start_ip end ip

A9 Fe 2 Qi A9 5o 3
[e) o

o
>
L
N P%
Gl

3 gh3f oF 3k T}, Firepower 930001 4]

O =]

'_o‘ -
B SR AT B 4PN D I S Lol o el o
Shel A9, F7h FAE LA L. B 71 flol S5 TP P FACIE el aE P

TFa)= ol H g Foll HokA FEU T wheEbd FAF UEA AN 7] S 2H 1P 540 o

FHIP F45 o ol Folof Futh IPv4 R/EE IPve 45 AHE S 5= s U
b) ] QI Ho] =9 7|2 SH2H IP FAE AT
set virtual ipv4 ip_address mask mask

set virtual ipvé ip_address prefix-length prefix
ol IP T4 22 M EY A S8 A £ FAa2 glojokahArt £ d= obd Yt

©) HELA A|ESe] F4E JHd T
set ipv4 gateway ip _address

set ipv6 gateway ip address

o) A

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
255.255.255.0

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

H= H

set virtual ipv4 10.1.1.1 mask
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710

A 12

A 13
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Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length
64

AMAIDE A o)
set chassis-id id

Fe g9 ZF Aol = a8k ID7F DR )

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

Apol £ k¥ 2B P 9] %5 1-89] Abol £ IDE A4 F T,
set site-idnumber.

o) A

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

e 2E Ao F A9 Al Ed e tal /1T 71E T T Tk
set key

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs
Firepower /ssa/logical-device/cluster-bootstrap* #

S HE S et T2 EV A g Y Y

T 0L 1~63A 2 © ASCH FAFE Ytk & v E 8 7)1 2 A &= o] AFgg Y} o] S48
AZ A ool E E Agd g7l & v Xt vlolE A2 Eyd YIS v XK o, Ak d
RhE e A5y

ZeloE REAEY RE W=l d fule] 2 REE FRYUDG
exit
exit
AHg b5 d 2T EG 0] AL #eld T AHE S 1 A A T
a) ARE 7hs g WS BAIRMY T
show app
o A
/ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
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asa 9.5.2.1 N/A cisco Native Application No

b) Abg e el g mEg g,
scope app asa version_number

¢) ol HAE 7| Egto = AU
set-default

d) 9 REg FRI T

exit

o A

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

%741 15 Zﬂﬁ]li’ﬂ 01 AL A t}]l—(;g:]],]/] E]—
commit-buffer

FXOS A A] #+2] AH(Supervisor)E 7] Kok W& A~X Eglo] M-S th R E3tal e 2H R EA
E v ool B we IFHe] s AR S 7 Hel Bgel 9 Hste] S AHE FEEUY

GA116 S| 2~F ol & A E F718FH W L7 Shchassis-id 3
shal o] A& WY T of YT F A A] B 5

SANT S 2B Aol dS AFEA Aol sh e 7

HEE site-idS T3 3l oF Sl =
¥ 27 o] A& AR&3t Th

of

A 18] 75

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit

commit-buffer

sScope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter
set
set
set
set
set
set

Key:

set
set
set
set

exit

exit

cluster-bootstrap
chassis-id 1
ipv4 gateway 10.1.1.254
ipv4 pool 10.1.1.11 10.1.1.27
ipv6 gateway 2001:DB8::AA
ipv6 pool 2001:DB8::11 2001:DB8::27
key
f@arscape
mode spanned-etherchannel
service-type clusterl
virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipv6 2001:DB8::1 prefix-length 64

scope app asa 9.5.2.1
set-default

exit

commit-buffer

A 28] 35

scope eth-

uplink

scope fabric a
create port-channel 1

set

port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

create port-channel 2

set

port-type data

enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3

set

port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

create port-channel 4

set

port-type mgmt

enable
create member-port Ethernet2/1
exit

asaze~elg 4
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[ | Firepower Threat Defense =2 ~E 3 -4

create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

Firepower Threat Defense = 2] ~E] & 4

FXOS *HA] #&] ZH(Supervisor)| Al =g A S8 2HE 75T = AFUTE BE 7] A9 ag el

& fuluh AE o AR AN 2 F 2P0 B9 2 AN AR E oz A oF FY]
oh ANA Shbel el 2B & 5@ Tk 417 TH 7] 916 A WA A ) FEAES A9 1 o]
g Tk Ao B AR e,

RES ARG G P9 Firepower 9300 A A1 Q] 37 BE &3 5ol i) F A~
= @A o YT 3 RES BT A 2 A5 S8 27 EREA] 5 Th
W o E] o] 27} E 3 A & 7 - Interfaces(S! E] 3] ©] ) B0 A port-channel 48 2 2] 2~

B -3 1 E 7 o] 2l Operation State(:>-3 * H])7} failed(2 )= ZAIF U TEH JAEZ AJA] S

2] 2~ ¥ ¥ (intra-chassis clustering)2] 7 -$- ©] EtherChannelol] = 11 Q1| o] ~7} H 9 3}#] gk o

B & o] Operation State(+ < A S F-A1 & 4= A5t}

23

GA1 EY2HE 5317 A "ol 78 QA EH o] 22 BE= EtherChannel((2E 2| Y)S A 17) +4E
Utk X E Al A4, 146 Flo) A = QIEHlo] 2~ &4 A, 145 F| o)A & FE3HA Al L.

3 vlolE AHHA ] AE 757 Foll FE&E ol FbE o dF U

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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Firepower Threat Defense =2 ~E 3 4 [ |

MA ZFE e 2~H Y o) 9, 2 E dlo] g Q1 o] A~ wn] 21§ #| o] 27} F 4 17l 91+ EtherChannel
o]ojof st} ZF A Al ol EtherChannel 2 =715 t}.

(A8 ALEh S AEE F53517] Aol Firepower oM E A 2] 73 QA EjH o] A5 A3t 2 E

o] 2 &2 %ﬂ@, 145 Hl o] A & FHx3H Al 2

0] Q1] 5 o] 2~ = Firepower Threat Defense T H}-o] 2~ 9] B 2= #+g] QlE| o] A~ Yt} o] Q1E o]
/\]—4‘1 3} ¥ Firepower Threat Defense CLIO 4] 3l IP =4 & 7| E} wlj /| H =5 -3 3| oF Yt}

H ] ET S o HIE(e]: g oMl E)el| A 2] & = %) 55 Y T}, Firepower Management Center

o=
& % Z 9 A configure network ™ & S 234 Al &
] 78 ¢ # o] 2 &= EtherChannelS 718Ut X E A9 A, 146 ¥ o] %] = QI E Ho] =~

[e)
&3 A, 145 F o)A & FESA AL
Port-channel 48-& ] 2] Alo] =12 o Ptk A A] 7F Z 2] €] ] 4, B SlE] o] = 3
2~ 171 & port-channel 481 F7}3 4t}

HQk AW 2 BEE g,

Scope ssa

o A

Firepower # scope ssa
Firepower /ssa #

S S 44T

enter logical-devicedevice nameftd "1,2,3" clustered

o A

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name-> FXOS A} A| “Jrﬂ?(}(Superwsor)ﬂ SH2HY A S 7S QIH o] A& )

= U AR YT o] = Bt BE Ay g o] doll AFEE = S 2l 2H o] Fo] ot

A3 RES ARG Lo AR QA ) BE SFE B U] 2 ~HY LS 2454
of Ut 3/ EES BT TS &2 A S 2H 7 dEhYA 254

ZelaE REAEY oW P
a) Ze|2H FE2EQ AAE A
enter cluster-bootstrap

b) AjA] IDZ 44 ot
set chassis-id id

F e 7} AAlel & af-E ID7F H 2 T
¢ HetRE Ay oMo Fejay 715 A Th
set key

[e] [e]
T aEEs o

behs mE s Es} EAHY

ol
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Jll Cisco FX0S CLI 373 474

Firepower Threat Defense =2 ~E 3 -4

d)

S 4 AdE oA RES AT
set mode spanned-etherchannel

Spanned EtherChannel ®. ==
Z_
E

Bt &g vl g o] Aol A
set service-type cluster name
o] 5 1A} ~ 382+ ¥l ASCII i AHE o] of oF 3t}
SY A FEAEY RES FEFUL

exit

o A

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

#e) REAEY U ARSI,

a)

b)

d)

_L].g] HEAEY 7uxﬂ = /Kg/\-]?;sﬂ]/]\:]_
entermgmt-bootstrapftd

2] 3} Firepower Management Center=2] IP =45 X 434t}
enterbootstrap-keyFIREPOWER_MANAGER_IP

setvalue/P_address

exit

=24 tufo] 27} 25 & = (Routed(BH-5-H H) B+ Transparent(FF+4))E A 4 3 o}
enterbootstrap-keyFIREWALL _MODE

setvaluefirewall mode

exit

U] u}o] 2~ 9} Firepower Management Centeri= 7+l 373 7] 5 x4 gk},
enterbootstrap-key-secretREGISTRATION_KEY

setvalue

registration_key

exit

2] 4 tubo] 2o L83 WM EE AU T
enterbootstrap-key-secretPASSWORD

setvalue

7ol =, 21(1)
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g)

h)

Firepower Threat Defense =2 ~E 3 4 [ |

password

exit

=24 tubo] 9] ishE EAE oS AF T
enterbootstrap-keyFQDN

setvaluefgdn

exit

=4 upol 2ol A AFEE H R ¥ DNS AH] 558 A g3t
enterbootstrap-keyDNS_SERVERS

setvaluedns_servers

exit

2] tubol o) AM Erl 9l e TR ahe] XAk
enterbootstrap-keySSEARCH_DOMAINS

setvaluesearch_domains

exit

S 2E 9 7} Bk gl el ¥ IP FAE AU

31 Firepower 930091 A &= 25 S A X514 ¢F-& A 9ol = AfA] 2] 37 5 &5 2ol 3]
IPF25 AgdoF FUTh 3/ RES BF FAHA &S 45 82 YEhg A ¢

Suth.
g7} o] Ipva #ha] Q1E| o] 2 AA & AT,

I g Aefo] = AR & A d U
enteripv4siot_idfirepower

2 AlolEfe] FAE AA Y
setgatewaygateway address

3 1P aEvetaas A
setipip_addressmasknetwork_mask

4 #IPREE TSP
exit

5 AjAle] YA g e ukE g o,

o} 3} o] 1Pv 2] QIE o] AR AP L),

I e I o] = A4 & A Sy
enteripvésiot_idfirepower

2 AlolEfe] FAE A F T
setgatewaygateway address

3 IPFA R AFAE AU

set ipip _addressprefix-lengthprefix

Cisco FX0S CLI £-73 27 7}ol =, 21(1) i
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Firepower Threat Defense =2 ~E 3 -4

o A

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: S$pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

=84 gntol A~ REES FE g
exit
ALg 7 e AT E o] B AS el dk thg AFES B A S A gy}

a) ARg 7bs Bl A A o
show app

of| A
/ssa # show app

Application:
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w712

oA 13

Firepower Threat Defense 2 & 28] 3 4 [ |
Name Version Description Author Deploy Type CSP Type Is Default App
ftd 6.0.1.37 N/A cisco Native Application Yes
ftd 6.1.0.11 N/A cisco Native Application No
ftd 6.1.0.21 N/A cisco Native Application No

b) ALET WA BEE g,
scope app ftdversion_number

¢) o] A& 7 Egto = AA3
set-default

d) o] el HF A&t gho] A2 Al ool 5o Fy .

accept-license-agreement

) ) BES FaYTh

exit

o A

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

v agelds Ayt
commit-buffer

FXOS A 4] #2] AH(Supervisor)© 7] ¥ B W5 AT E9Jo] Bl A
E Ay agoeld B #e] Qe o]~ AA S 7t Het g

Fe g & A= Frhet e 53 chassis-id 2 253 2] [P 45 FA S0k 3F=
£ Allstar o] A& RS of Y™ F AJA] 5ol A g Ay L o] S AR T
# 1P A5 AHE-5ho] ZF H.oF B5 S Firepower Management Centeri=ol] 5=7}3+ t}2- 9 <1
2 A S ~H 2 18383}

Firepower Management Center+=°] 57}3}7] ol & 28] 2~FH {4 o] FXOSolA T4 o2 A

® S 2Hl glojok Tt

o

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3

Cisco FX0S CLI £-73 27 7}ol =, 21(1) i
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Firepower Threat Defense =2 ~E 3 -4

exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100 -
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value N
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)
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exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

A 29) 75

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster_ key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane

Firepower Threat Defense =2 ~E 3 4 [ |

Cisco FX0S CLI £-73 27 7}ol=,2101)



24 tubo] &

exit

enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle

exit

enter bootstrap-key FQDN
set value ftd.cisco.com

exit

enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1

exit

enter bootstrap-key SEARCH DOMAINS
set value search.com

exit

enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0

exit

enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0

exit

enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0

exit
exit
exit

scope app ftd 6.0.0.837
accept-license-agreement

exit

commit-buffer

FHAHA 7 E

7% ol& S N o
I

Cisco ASAE 93 2jA] | 111 Firepower 9300 A A] ] 5-ol A} = ASA Bt RES Fe] 28 #3895 Y

ERIPNEEE -

<o 2~H Y 71 v & enter cluster-bootstrap, enter logical-device clustered, set chassis-id, set
ipv4 gateway, set ipv4 pool, set ipv6 gateway, set ipv6 pool, set key, set mode
spanned-etherchannel, set port-type cluster, set service-type, set virtual ipv4, set virtual
ipvé

ASA BE 67HE A | 113 AR ASAE QAT AIA] I 28 2 P A3 = AFU T H o 6719 AjA]

Al P2 2E Y HAd e/le] RES 2T F AFHTh

Firepower 93002] 1.1.4 Firepower 9300->- Firepower Threat Defense | 2 2] A o] A o] = AN E g} AjA] S8

Firepower Threat Defense
oA 91 ek A A el 2
E] & (intra-chassis
clustering) %]

B ¥ (intra-chassis clustering)= A ¥ 34t}

714 ™4 #: enter mgmt-bootstrap ftd, enter bootstrap-key
FIREPOWER_MANAGER _IP, enter bootstrap-key FIREWALL_MODE, enter
bootstrap-key-secret REGISTRATION_KEY, enter bootstrap-key-secret PASSWORD,
enter bootstrap-key FQDN, enter bootstrap-key DNS_SERVERS, enter bootstrap-key
SEARCH_DOMAINS, enter ipv4 firepower, enter ipv6 firepower, set value, set
gateway, set ip, accept-license-agreement

Jll Cisco FXO0S CLI $-7 24 7ol =, 21(1)
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Auz=Aod Ar I}

71 o1& =REFH | 7T AR
SE
FXOS A 2]l 4] ASA©l | 2.1.1 o[ 2] ASA FHLHE 5T uf 2} FXOS A Aol et A E IDE T+ = 55
O gk AFo] E 7F 28] 2~ F Ut dell= ASA ol = 2] 7l o] Ad Well A Aol E IDE A s oF A5 Ut o] 71 |
4 A4 ol 7] PEe] S U AL H o4 ASA A3 el o] 4 U]l A Ao E IDE
HAE 5 QHUT ES AL E 7t 2o 2H Y] 5848 Hd Beae
HgA 7 A s o] 71 E ASA 9.7(1) B FXOS 2.1.1%2 Y1 o] =aki= Blo] F35
.
U " H 2 T AFH U set site-id
Firepower Threat Defense | 2.1.1 o] 4| Firepower Threat Defense S $]3F A A] 7+ S8 2~ S A 3let 4= G5t
B 6705 SIsk AL 2 Al 6702 Aol A 6719 wES E3E 5 5T
ER e

A A2 A o] d A K

Cisco FXOS M Aol A= Tl Sl o] =l Q1= of 2] A u| (el 18318 51 A = 31E] DDoS °f =217

o] )& AL 7 AFHH o] e ZAlo] A B Au] e Aul 2 A QLS A 8] el dA A4
2 S AdF5Un dA AL E &= An| 2 Aol Ay 1y o] A ol A A = 3}E] Radware DefensePro 71
S ES A X 8Fo] ASA W3}H T Firepower Threat Defense €Foll A 21 &) & 4= Q)51 t}. Radware
DefenseProt= FXOS Al A] ol /] DDoS(Distributed Denial-of-Service) B ] & €43} 7] &< A &5 KVM
71RE 7Hd ZHEF G U T A 2 Al o] o] FXOS A Aol A &4 st A5, MIE A9 Eja L 7]
- ASA X+ Firepower Threat Defense %3} of] L= @tal7] o] ¥4 DefensePro 71 & 2 %S &3}

alok gy,

Cisco FX0S CLI £-73 27 7}ol=,2101)
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Auz=Aod Ar I}

@
k1

* Radware DefensePro & &2 Th5 H.Ql o] Zgfo] A 2o A ASAS} 3HA 2| Yt}
o Firepower 9300
o Firepower 4120
o Firepower 4140
o Firepower 4150

* Radware DefensePro 2 %2 Uh H.QF o] Z2}o] 9 2~ of A Firepower Threat Defense2} 17|
Al d8 T

o Firepower 9300
o Firepower 4110
o Firepower 4120
o Firepower 4140
o Firepower 4150

* FXOS Chassis ManagerE A}-85}¢] Radware DefenseProS 4 %] 5}i= 7l o] th- AlL}E] @ of A
© A ALHA FFUH

o Firepower 4120 B 4140 H.QF o] Zg}o] o 2o A] ASA 2} &7 Radware DefensePro 2
&

° Firepower 9300 5=+= 4100 X.QF o] & }-0] 21 2~ 0f| 4] Firepower Threat Defense$} $F7]
Radware DefensePro 2! 2}

2 o] Al U] 2. F 3ol A Radware DefenseProS A X 3} 7 9- FXOS CLIES A3} d
selol 8% 5ok BTt

* Firepower 4110 5= 4120 U] v}o] 2~ o] 4| Firepower Threat Defense ]l Radware DefenseProE
MRS A9 o] A O ubo] 29} Aol v a0l B & PEaok Gtk =2 A tlupo]
7F olw] tnfo] 2~ef] A H o] el = vz Y o] B & A X T = glsyh

* Radware DefensePro A H| 2= A| Q12 =3 719 18| o] H+= ASA W3 I+ Firepower
Threat Defense”} Q1= 1 E 2} AfA] ﬂﬂ% 28w A g o] Aol A A 31E 4= gl& Ut

s AH] 2 Ao 2 A A 3 F E% 2F Ay o] oM A E A FEyth e ’\ﬂ’\] k

Fe 2 Ay 29 5 E 7y 1 o] A ofl A= Radware DefensePro °f| & 2] Al o] A & 3
& Ay

« DefensePro ol Z 2] Al o] A& H ] 37) Hot R Eo| A MrEe] ol ~el ~g Agw 5= 9t}
* Radware DefensePro 7}d & P &2 Radware vDP(7}8 DefensePro) == {Fets} 7| vDPEFAL

Ay}
» Radware DefensePro 7} & #&-2 7 $-o ujg} ¥ 3 vz & o] ggtae gy}

* FXOS A} A] o] Radware DefenseProS 71-% 3} 7] Aol etc/UTC E5 A 7H 2 NTP A B & A}
B3 E= FXOS A A2 Al oF Utk FXOS Al A ol A gt 2 A 715 A A 8= W o
&k ApA e 82 G 2 AIZF A A 103 H o] A S T2 A L

1A

Cisco FX0S CLI £-73 27 7}ol=,2101)



=24 o]~ |

=] %] t]u}o] 2~o] Radware DefensePro A1 1] 2~ #| 21 -4

1=g] 4 t]u}o] 2ol Radware DefensePro ] 1] 2~ 7|

Uk A *}= Radware DefensePro ©] | %] & 4 x| 5} 3L o] o|W| x| & = H 3 ASA %= Firepower Threat
Defense v=2] %] t]ujo] 28] okof] 9l v AMH| 2 A Qlo| -8k WH& HolFUTth
Uk A%} Radware DefensePro ©] P A & 4 X| 5} aL o] o|w| A & =& ASA 1= Firepower Threat
Defense =2] 4] t]u}o] 2=9] ¢kol Q1= T A uj 2~ Qe A 5= WS EO“] Yt

Al 2tet7] Zdell

« =84 fulo] vt o)) FA O 9l Bt RES = 4 tlulo] 2o AMgEE & AT, 71E
o] =4 tuto] 25 WA AbA| s of ] th(e= 2] A vlupo] 2 AbA], 188 | o] %] Fhan).

* Cisco.com®l| 4] vDP ©] 1| %] & T}8 2 = (Cisco.com®l| A] o] 1| X] T} =2 = 48 7| o] %] Za1)3t T}
2 3G o v A & FXOS A Aol th& 2 =Y THFXOS Aj Aol =24 t]upo] 2 AL E ¢)o] o]
H A the- 2=, 50 ¥ o] X i),

« ZE QIS YA s QB H o] 2~ H S {data| mgmt } = A AT CHEE A A4, 146 T o]
A Zk3a1).

23

=93 Ayag o] o E ASA =] 4 t]ulo] X~ E’E Firepower Threat Defense t=2] %] T]H} o] (5
Ha ASA =] 4 tinfo] 2~ A4, 150 Tl o] #] B 5 Y 1Y o] =24 tuto] 2~ A, 152 H[ o]
A Zz2)E A YT Firepower 4110 B2 4120 H.9F cﬂ glo] ol 2o o] n| A & A X5 A9
Firepower Threat Defense ©] ] %] ¢} S}7] vDP o] 1| x| & A %] 3]l o} gt}

Radware vDP ©] 1| X & A X] g4 T},

Firepower /ssa # scopeslot_id

Firepower /ssa/slot_id # createapp-instance vdp

A5 1e o] AL A Y F .

commit-buffer

ay

ek RE o] vDP A A B ZRH| A S Iy
show app-instance
ASA X = Firepower Threat Defense w=2] 4 tjulo] ~& 1&g,
scope ssa
scope logical-device{ Id asa | ld fid }
vDP§ 9| #ef & 4 gt
@) BEAEY AHE AT
create mgmt-bootstrap vdp
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2 A A] 28] 2~E] o] Radware DefensePro 4] H] 2= | <1 -4 .

b) #Z P FAE FAATY L
createipvdslor _iddefault

a) Alel=do] #4244

setgatewaygateway address

b) 1P F2 B vkaa s A Y.
setipip_addressmasknetwork_mask

o ¥ Ip Aol d HeE TR
exit

d) g FEAES) 791y old /& T h

exit

oy XE YIS A4FU.
createexternal-port-linkmgmt_vdpinterface id vdp

93 EE | 99§ EAF
scopeexternal-port-linkdata_1 2

=24 tinpo] 2o A= 18 Fhgh o
setdecorator vdp

exit

exit

M=) qlo] Qe s o] 20 A H A=A FA g,
show logical-device

SERE BEEE DS

commit-buffer

Z 2| 2~¥ o] Radware DefensePro A H] 2~ A 21 +*

U} A %}+= Radware DefensePro ©] 7] %] & A %] 3} 14 =
ANEZ A F 22 ool o= Au] 2= Al e WS Bos U

K
o
o
o
)
Ju
>
95]
>
H
rlr
e
g
=]
]
z
g
—
=
g
2
o
(€]
&
=3
&

A28} 7] Ao

« =8| A tfnfo] 27} o] n] A E o] 9l BHoF HE-S =] 4 o] e ALgatE = A, 7]E
o] =gl A yuto] 25 WA AbA|al oF ] th(w=g] A4 tubo] 2~ AbA), 188 | o] #] Fhan).

* Cisco.com®] 4] vDP ©] 1| %] & T}& & = (Cisco.com®l| A] o] 1| %] T} == 48 ¥ o] %] a3t v}
= 3 oW A& FXOS A Al ol Th- 2= =3 H THEFXOS Al Al ol v=2] 4] tlufo] 2~ AL E g0 o]
X g2 = 50 o] %] Fa1).
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[ ] W7 AjA] 2] 2~E of] Radware DefensePro 4] H] 2> A <1 -4

43}

GAI1 ASA JNEZFAIA] S8 2H(ASA 2 2=H® 74, 164 ¥ o] %] 3F3) T Firepower Threat Defense Q!
E g} AfA] & 2] 22H (Firepower Threat Defense S 21 ~H & -4, 170 o] #] F2)E T3 Tt}

@A 2 Radware DefenseProE AHE-31e] Q] F(F o] A E X&) X EE dlZ g o]y
enter external-port-linkname interface name{ asa | ftd }

set decoratorvdp
set description'""’
exit
WA =24 tute] 2ol g 9% whe) LES B
enter external-port-linky mgmt _asa | mgmt_fitd }interface name{ asa | ftd }
set decorator''"
set description'""’
exit
@Al 4 DefensePro-8 9|4 ¥2] LEE g,
enter external-port-linkmgmt_vdpinterface_name{ asa | fid }
set decorator''"
set description'"""
GAS ZFYAE TE AES FATYL
enter external-port-link port-channel48 Port-channel48 { asa | fid }
set decorator''"
set description'"""
exit
A6 RE DefensePro Q1228 2= 3700 tf ¢ ] FEAESS AT
enter mgmt-bootstrapvdp
enter ipv4slot_iddefault
setgatewaygateway address
setipip_addressmasknetwork_mask

exit

o A

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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W7 A§A] Z2] 2~ E of] Radware DefensePro 4] 2~ A <1 -4 B

enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

el REAEY A 0o A M9 FE I
exit

npiE Seol=ollA B IPE A skl S A Y S S8
deviceclusteringmanagement-channelip

deviceclusteringmastersetmanagement-channelip

deviceclusteringstatesetenable

A 18 o] A& A g .

commit-buffer

i o] A2 9= 8 DefensePro 9122l 27F FE] 2 E o] LA E=A] el of g

o

S WY F shUE AF831e] o] H DefensePro 1 22 ¥ 227} 7] 2 = B 21X gyt

a) DefensePro S1A~®l 2~ H QS E A3}l DefenseProd] o] ] Al o] A EA vt H ol s Ut}
scope ssa

=
i

scope slot_number
scope app-instance vdp

show app-attri

b) &% WE EASH o A4 % DefensePro 1 <8 P HE Wl FuTh o WA & ALEHA &
ol 91 =2 4 Huto] 2= % yDP o Fel Aol M Q1 mE o) HRE BE EA G

scope ssa
scope slot_number

show app-instance expand detail

DefensePro ol & 2] Al o] A o] 22}l o] X vk S ~F ol o}2] A = X] &2 79 CLIE th&< %A
Yy}
App Attribute:

App Attribute Key: cluster-role
Value: unknown

Al 2~Elo] “unknown” #kS FEA] 8FH DefensePro o &2 Al o] A& A 243} oL v ~F IP =4

o] vDP 28] 2~H & A4 .

DefensePro o Z&] Al o] A o] 2e}lojw Sl ~Hof A= o] 9= 745 CLI= thao A FY
App Attribute:

App Attribute Key: cluster-role
Value: primary/secondary

Ll
-
o,
o
il

of

scope ssa
enter logical-device 1d asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4d gateway 172.16.0.1

Cisco FX0S CLI £-73 27 7}ol=,2101)
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B uopmcP = 7] 2 wDP g Al 248

set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4d 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description ""
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description ""
exit
enter external-port-link port-channeld48 Port-channel48 asa
set decorator ""
set description ""
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

UDP/TCP £ E & 7] Y vDP ¢ A u] 2~ &4 3}

Radware APSolute Vision Manager ¢1E] 3| o] 2= T} g+ UDP/TCP X E & A}-8-3}¢] Radware vDP ©l|
S Aol d 3} T4l vDP ol 2] Al ©] A ©] APSolute Vision Manager®} 4152 o] 2| gt X E
of M|~ 7hselm e o2 Qe Aty ] eFeA| glEof FUth = 54 T E g #}
A8k U] -8-2 APSolute Vision AH-§ A Al o] thi 5 FE3I4IA L.

* APSolute Vision Server-WBM E4l @ 29 | Ao tdt X E

ke

» Radware U] v} o] ~ & A}-83}+= APSolute Vision Server?] 54 X E
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oz Aol 2& wdaeogd a2 [

Radware APSolute Vision®l] 4] FXOS A A] of] =% 714} DefensePro ©ff = 2] 7| o] A8 &) 3} 2] ' FXOS
CLIE AF8-31o] vDP ] M| A5 24 33 Ol: ok

43}

FXOS CLI®| 4] vDP o Z&] A o] A Q1 A8l Ao A3}
connect modules/otconsole

connect vdp

vDP ¢ A H| ~& &4 g3k}

manage secure-web status set enable

vDP o) Z | Al o] 248 ZE 33 FX0S 25 CLIZ Zo}7iy o)
Ctrl ]

fZe Aol & = v Zdolg ol dA

T Aakg Falste] of Aol e vl e o] o] AT T

T oA 22 Al BA 7 AR 7S, ThE SSH ool A E 5 Al 5] LE SSH Zete] A= A 1]
SRR DL B E SN
A

oy =g Aol = vl ol &l AAstH ™ vha-2t o]
a) FXOS CLI®IA] H.9F g/l o] AAF ).
Firepower-chassis # connect module sloz_number console
A1 Y et RES A U8hA] & tyulo] 29 Bt dlo] AR slot numberoll 1S
A F e,
el BEd A5 A4 w, FXOS X& CLIY| A A2~
b) o Fel o] 4 iz v sieolElo] 17 ste] tuto] 0] A A W2
Firepower-module1>connect asa

o

e}
e

o
T
o

Firepower-module1>connect ftd

Firepower-module1>connect vdp

FXOS CLI9] ¥2] Z(Supervisor) =50l A HeF B 5/ 7o) th3t 54 42 1Bt w5/% 08
of 24 A 2~g Y},

(A8 A}3) FXOS 525 CLIO| & of Z ] Al o] A 48 Ctrl-A-DE ¢ 8 3lo] =23yt
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=

T

2] 4] tlute] 2 414

FXOS X5 CLIo| "3t gz g o] &2 Cul-]-& Y ¥t TaFYch
A A ALS ¢8] FXOS &5 CLIO| A28 4= 5]
FXOS CLI¢] #2] AK(Supervisor) - 2.2 &= oFg T},

a) HoltRE/QA 2458 F85HH ~= Jd8 gy}
gy of Z ] Al o] S TR

b) Gy o ZFE] A o] A& TR W TS Y HF Y
telnet>quit

of

o o ol A= Bl BE 19 9= ASAC] A g th5 FXOS CLI2| #&] X}(Supervisor) % O Th

Al FEIH.

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

2] 4 tjufo] 2 AbA

43}

ek A e g Qe gy
Firepower# scope ssa

AfATOl Sds= =2l A Hupo] ol gk Al FAFES gl T
Firepower /ssa # show logical-device

A =2 4 eho] 2 Zh 2ol oha) vhe e A,
Firepower /ssa # delete logical-devicedevice name

=2 % Tkl o] M50} Gz B2l Ao ol ek AAL shelFint,
Firepower /ssa # show app-instance

AA G N ELANA 2zl sl the BHS PP,

a) Firepower /ssa # scope slotslot_number

b) Firepower /ssa/slot # delete app-instanceapplication_name

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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=2 At ubo] 20k A 5 4] & of Fel Aol AR Abx

—_‘—a

c) Firepower /ssa/slot # exit

Av) 1eo] AL Au g,

commit-buffer

Al2=¥l Ay aeo] o] ENAA S AT

o

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

2] 4 tlnpo] 29} A A H 4| e of el A o] 4 ¢l 2

b2

w4 o] 25 AAIsHA =] A vute] 29 e Fg] Aol ] o] ke AT ANA] =
ZEIZEVF ZAE Y o 8 Aol A ﬂlﬂﬂﬁgﬂﬂﬂﬂ%%«nzﬂﬂﬂ g Aol Q1
2R 25 A S wfj7hA] & ol F 2 Aol A& AbE st = A tute]l 25 AT 5 lsU T =
a;q}qua1ndggﬂ%gqgaﬁ]ﬁﬂi@i§£%+gmﬁﬂﬁ&ﬂ&ﬁ%
U S AR 5 AdFH TR

] ;2}

Hob Au 2 mEg glE g,
Firepower# scope ssa

AR ofZE Al o) o] A ALS F Ut
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Firepower /ssa # show app-instance

AR e Aol 2ztel thah ohe WL Aok
a) Firepower /ssa # scope slotslot_number

b) Firepower /ssa/slot # delete app-instanceapplication_name
c¢) Firepower /ssa/slot # exit

A el o] A& AR F o

commit-buffer

Al A e o] doll ERA S AR

of

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State
Version Cluster Oper State

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable

ftd 2 Disabled Offline
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

i Cisco FXO0S CLI 87 A4 7kl =, 21(1)

Running Version Startup

6.0.0.837

6.0.0.837



« FXOS Kot RE/Hetlx Ax, 191 #H|o] %]
o Hot BE SA/ANE, 192 Ho]X

o HoFRE/NR el AAA, 194 Ho]A
o HQFEE/AMF &l thA] 2713k, 195 o] X
#A71/117), 196 o)A

A e BER Folthvh mE 54 Fo) FHlE A E RES HAT F ANSD >
LT Bek 2E A/, 1925014 & FA A 2.

Acknowledge(¥H21) - Al 2 41X ] 1QF B ES Lehel AE| = A AT Th Wk wE/A e,
193 0] 2| & 23141 2.

Power Cycle(1 ¥ AFo]5) HQF /& A A Ay v 2ok Ba/<0%] gl A1 A7, 194 7
o| A& FEF A L.

Reinitialize(F}A] 2713} - B9t 5/ 8t= T~ 5 thA] L9t BE 754 o 2
o]t Ay e o] HE Bt BE/MX oA A AT ths Al =8-S ThA] Al AU o ThA] 7]
312 923 5 Wot mE/AZ ) ) =] 2 t]ufo] 271 74 5] o] ¢l © 1 Firepower eXtensible
=G A AN A = o EE A o] AT ES o] & ThA] A A 8aL, =] A tuto] 25 A58 AL,
o Fg Aol dS A o= A AT Het BE/elx &2l thA] 2713}, 195 o] A& Fx3}
AL
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Bl W5 s Al 91

Hd
fhlg

Hol BE/le] BE o Ze o)A HlolE = thA| 273t Stk 2hAlEY
o Hot R 5/ S thA] 2718517] dell & o Z ] Al o] A tlolHE M35t
A

« A 1171/A7] - Bk RE/dRI o] A G EE gyt ot Ry lxl 9l A 7)/117], 196
e}

) o] e}

OH X]]/XH ‘H —

Bot BES djAst, Bot BE A4 7} Ay o] Aol A AAlE a1 5ol BE-S vha]H x| ks A
g7} Utk Bol mEo A AdE= RE =g 2] tufo] A i AT E go] = u| g A Abe] 7} 1)
t}.

WOt RES AHGE A Ao Faetels A9 Nt BES AAT ¢ G ES R BES
Al A2 @ F Bl Sl A S X ehs A9, Bo BES UA] 2731814 ¢ Al B BES
A3 & A 9| erste] @5 A7) S A E =R sl 4 9Lt

x%i}

olE]Hlo] A~ R Qe g},

scope eth-uplink
scope fabric a

FE AL AT
create port-channel id
27 8t

A Qg H o] ~ 5 &g
create member-port interface_id

o A

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
9300 /eth-uplink/fabric/port-channel/member-port* # exit

(A8 A1) Qe o] 2= £ S A g o,
set port-type {data | mgmt | cluster}

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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o A

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

data 7] 9| == 7] A AU o] RE QLS 7124k thA S 2E Alo] WA= ARSshE = A5
7h ohLleh e cluster 719152 4198 vhAl A 2.

(48 A1) EE A 2 E o] s deso) s &g g,

set speed {10gbps | 1gbps}

o A

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

Ay el dS AU Y

commit-buffer

~
<
>,

o

4
-

A2 Bk HES Aol A% B WA Bk BES Slaofw A3 4 ol
WQEREO) A Zh A" Hs v B 2 Ve, SRl A2 A G Rek wE] o
AP A AR sHA] = HolE 7 & HER = A Ytk Bl ZE 7]E9] HolE 7} Q)
Lo B & A} &R A AFESHE = A G-(ThA Held, Bt RE S AR ARE £ AA A
o] o} 7-9-), o 7] ol =] A Hluto] 2 & FEateH WA Kol KR5S thA] 7] 3tefof gt
sl ;‘(}

olE o]~ R = Q& st}
scope eth-uplink
scope fabric a

EE AL AT
create port-channel id
27 3t

AW QlE o] A5 g

create member-port interface id

o A

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit

Cisco FX0S CLI £-73 27 7}ol =, 21(1) i



9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
9300 /eth-uplink/fabric/port-channel/member-port* # exit

A4 (A= ARD I Aol A e AU
set port-type {data | mgmt | cluster}

o A

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

data 7] ) == 7| 2 PP ULh o] X E A LS 7] gk 4] S A Ao AR ARSI HE H S
7} o} 2 cluster 7] 91 =& A B 51A] vl Al L.

i

SAs (AdE AR X E 2] = gl s QlE o] SEE AT
set speed {10gbps | 1gbps}

o A

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

976 A¥ 1ol dS AW
commit-buffer

A1 QI o]~ REE 3T
scope eth-uplink
scope fabric a

G2 XEAGS AT
create port-channel id
=47d 3t

@3 A Qe o] AE ey
create member-port interface_id

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4

Cisco FX0S CLI 37 A7 7}o] =, 2.1(1)
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9300 /eth-uplink/fabric/port-channel/member-port* # exit

(/\ﬂEﬂ /\}’5]—) o]HJﬂo]/\ e} 33 S % 63141:]—
set port-type {data | mgmt | cluster}

o A

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

data 7] 9 =5 712 G AU o] ZE DL 7Bk 4l Fel 28 Ao] DAz A}
7 oLl cluster 7191 =5 419814 wp4l A

(A¥ ) LE o] E @l thef SlE o] 2 £ RS APtk
set speed {10gbps | 1gbps}

ofo
o
A%
rir
o
o

o A

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

A el o] A& AN FI T,

commit-buffer

HoF R E/d %l &2l A 7|3}

2

/NS OHA] 27)sheb Bl BE/dlRl o= vl 2 a7F SR AL A A H BE o E2l Al o]
Bl 2 A ago] Mo AAFG YT thA] 27)8HE ghE sk & neol BE/dlRlo] ud =g
227} A o] 21 ™ Firepower eXtensible 23 ] Al Oﬂ M °HT§: Aol AZELOl S
shal, =g A tute]l 25 A -Fekar, ol ZelAlo] & A o= A AR Y TR

o
=

Bt RE/QX o] BE of EgAlo] A HolEl= thA] 7] 8sh= E ot AhAlg Yt Bk BE/<l
L= o Z g Al A HolHE W atAl Q.

e o 2 HES gt
scope eth-uplink
scope fabric a

_LEXHH xg/ﬂgqq.

create port-channel id
275t

w0 Qe o) £ 8 Fa .

create member-port interface_id
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9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
9300 /eth-uplink/fabric/port-channel/member-port* # exit

9A 4 (A9 AEh RIEH o~ £ S AP
set port-type {data | mgmt | cluster}

o A
9300 /eth-uplink/fabric/port-channel # set port-type mgmt
data 7] 9] = 7] FEYUT o] LE AES 723 Al S8 2H Alo] J A= AR sk = A5

7} okl b cluster 7191 =8 A B)akA] whAl A 9.

SAS (AE AR 2 E AP B el gis) I do] s S s AU
set speed {10gbps | 1gbps}

o A
9300 /eth-uplink/fabric/port-channel* # set speed lgbps

GA 6 Ay 1 o] Ae A},
commit-buffer

A1 dEAol A RES G
scope eth-uplink
scope fabric a

dAl2 X E AES AT
create port-channel id
275t

973 W olE o] A2 surac),
create member-port interface_id
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9300
9300
9300
9300
9300
9300
9300
9300

/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel/member-port* # exit

GERA TIEE BENCE ERSE L IR
set port-type {data | mgmt | cluster}

o A

9300

/eth-uplink/fabric/port-channel # set port-type mgmt

data 71 9] == 7] 2 FAAUTE o] TE YL 7| Bk oA Sl 2E Alo] HAR AgsteE A
7} ok 29 cluster 7] 9 =5 A B 514 mhA Al Q.

(A8 A X E Ao = g dial QI Ho] A £=5 AT
set speed {10gbps | 1gbps}

o A

9300

/eth-uplink/fabric/port-channel* # set speed lgbps

Av) 2ol 42 ARG
commit-buffer
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Ay g o] 7FA 7] W B 7]

o A agold 7hg e /B 7] B, 199 H o]
o A9 8ol 3 YR 7], 200 o]

A5 Ay 2 o] A R W] o ef, 201 o]
« Ao ageld Ry v 4 A4, 201 #HolA
o A o)A 3 71 Q. 7], 201 o] X

A3 12l o] A 71 271 B 7] 4

A9 2ol W R 7] 7] 55 AFE-3Fe] FXOS AAl 9] =] 4] tjulo] 2~ 9l Z3% 7 v] 1go]d A
@%Eﬂﬂ%XMLA<%ﬂﬁ*WEémie¢&Mﬂh%%%ﬂBF*ﬂAZﬂMﬁAQ%J}
A obA 9 1ol d A S FXOS AfAl ol w2 A A -8-35fo], de 3] A AT o] Ho R =
oL 7FAY Al 28l e 2 FE] B 5 qlH YT

x] =] UJ ;q]gsl. }\]_6]—

<A 2ol o] U &S 5%
ARE3E Ad g o)A A 7

SRR RIIEEEE RRE DR BRI e DL

17

o] A
/ﬁ%%gﬂmﬂqlﬂlﬁ%%ﬂ}ﬁ o Z 2] Al o] Aol A A&t Ay 1o W
T2 Abgaof gy Tk
« FXOS M Aol A A3 28 o] S 714 @ W FXOS Aol gl RE 7]& 9] A u) 18 o] H (=
2 glufo] 2 Eghyo] A ¥ a1 714 9. 7] wpd el £33 Av] 1eo]d e 3| aL%

s =@ A o) A B An] 1Y e Az e o)A o)l e A ekt of Fel ¢
kil

c Ay el e 7hA & A Al Ao g o] S R F Y7 FXOS A =1t 7EA @ = A
o] F5uUt

A3 o] & 7HA L= FXOS AN A 9] ZHFE 2 ES o] S Wmd oo} 5
ﬂﬂ@ﬂﬁ%ﬂ@ﬂGemﬂﬁoﬂQMAMﬂﬂEﬂﬂﬂ“*HﬂFﬂﬁwﬂ
olE = o] =8 wvirh Mg Ay o] s = Aol F5UTh

il r0(
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A5 8o A 744 &7 1 7]

¥ 2ol d st v w7

« A3 a2 o] & 7HA Q.= FXOS A Aol = B WS w9} E A7 &350 # LT UENA BE

o] A= 3lofoF Ftt.

« A3 2 o] & 7HA Q5= FXOS A A ol =, 7HA 9= 7] shdoll ol d =2] 4 Hnfe]

o 3l SutE AT ES o] ofF Aol o] m X7} A H o] glofok Tt

« o] Z 2] A o] A o]l EULA(End-User License Agreement)”} 3= =2 4 tjule] 27} 714 Q.= 719]
o)A o) £akE o] 9lom, Ax g o] AL 714 e 7] Aol FXOS A A ol A & off Z 2]
7l o] &] EULAC -5 ¢fafj oF §t}. oft =kgio] A afghyt.

A1 W TS oA ool W] A1) Al 7l o] B2 MASAY /1 AL T2
Aol FHAFA A L.

A3 1ylo] A 9l W H 7|

FXOS AlA1 o) 2] 4 tinfol s Wl ZAE A 1elo]d A4S wakal XML el S 97 Al 2
dre A Lol A Ul ul7] 75 A8 o,

EEEREREREEEREE ELE P P EEE B R ER S e P R
AN L

43}

AT eokd R S ek :
scopeorg
scope cfg-export-policy export task name

set hostname hostname

Fa g o5& X3 HA FEE AA S oF YT 3 o] & A G5 H] o A H A
2o w4 o] AFE Y
o A

# scope org

# scope cfg-export-policy default

# set hostname 172.29.191.79

# set remote-file /data2/zhyin/export/export-config
# set protocol scp

# set user zhyin

# set password

Password:

# set schedule daily
# set adminstate enable
# commit-buffer

SAI2 WEWZ] Z o] e E glske .
scopesystem
scope export-config hostname

show fsm status
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A9 g o)A 7 7 2l 7]

A As el 7] ook [

2% A3 e o] A R 7] o o

FXOS A Al o] =] 4 tiufo] 2 Bl 2 A9 o] A S e XML & 94 AW
s o2 HE WA ook WRWY] 7] 55 AR dH T WE W7 E v, v 5= = 25wk A
35 o oFs 4= AF YT AT 2 o] E 7] = o ok WR U7 7]so] @A stE A7 &
7IRb o & o ool mhet A FHUTE o & S0 vF 2 25 104l HE WIS o oF3F 4 ¢ Al =
2 Fadrit o5 104 A28 WE W7 E EYA T

Ad aeo]d WEW 7] 715 Abgol tdt T3 AR Ay g o]l 7P 7/ R U7 RS
T L

A3}

A3 12 o] A E 7] v ok A4

5@7HH%¢PHﬁﬂlﬂﬂﬁqﬁUWVP”@Qﬂ%%'
2™ Export Reminder(W] B W 7] v] 2] &¢) 7] 52 A&,

Az

Ax 17 o] A 3 714 9 7

FXOS AA10 4 o] vl 209 2e) 8 44 4 g5l 09 22014 7 97 7158 A
@ gtk o] 7152 Abgek el FET A lﬂﬁoiE@ﬂH4N*ﬂﬂﬂiT
B %79 5 et 45 elo 4 A e 7] 7

A B AR S FEEAA 2.

3}
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)
N

7%

o A ABA AR, 203 Ho]A|

o SR WA A B T A, 204 0]
o A7 Al ti& ZE 4, 206 H oA

o SHZ A A A A FA], 208 FH o] A

)
Y

WA gl the 2=, 208 o)A

WA AR ALA,

)
»

209 o] ]

AH

A7 AR AR D A% 2o A BAE T AT FXOS A & EFel EdE 55 S ot
71 9190 AR 2 513 o 89 AU T A2 A 275 A E FXOS Al 5
WW EE E o) Ze 7o g 2% 5 g

ofe] A A QRS vhE 5 e o oje] XE EYI S NAT 5 LT 57 A
A Aol 3k 7 X E ] 3] HEo uH ,E 2 (PCAP) T+ o] A4 51T},

EASR EE

Ethernet1/9

Internal-Data0/0

Hel vE /434 AR Ethernet1/10 Internal-Datal/0
Holt 252 Ethernetl/11 Internal-Data(0/0
Hot 252 Ethernetl/12 Internal-Datal/0
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l~m
i

i
o

[ EEE R E R R

Het g EE v A
HOlI R 53 Ethernetl/13 Internal-Data0/0
HOlI R 53 Ethernetl/14 Internal-Datal/0

2% 2 A3 AFat
N7 A w0 A4S AFeFe ohe-a) o)
« ) 100Mbps7}A] 5+ 78 21 & 2= 9l 51 o},

7 WA AR W) A AT A Frre] FREA €S Aol A A ARG
W 5 QU Th A2 A ARS A FE] Ao A Fike] A Selshof gt
5} 7

o )5 29 %] 9] ol 18| 2 THA| o Ak 7 A g o)

A A o] 3l g 4= ¢l = 3 %) (Security Group Tag 2! Network Service Header 3} %! )ol =
a

=
4, e
[>

5
o
oty
rlr
N
o,
i)
N
&2
ofy
T
£
2

CEE A H AR 2 AR,

SA1 SR QWA RER Soj il

fxos-chassis # scope packet-capture

SA2 A HZ A A S Ak
fxos-chassis /packet-capture # create session session_name

ZECE PRE PR LR

fxos-chassis /packet-capture # enter session session_name
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A=

s
f

&
o2
|

L)
MY

2 A AR A

of A A A& AR ¥ 7] S AP T

fxos-chassis /packet-capture/session # set session-memory-usage session_size_in_megabytes
1~2048MB R 9] el A ¥ 7] 5 A4 sfjoF et

o I A AN AL 37 o] Aol ARGk,
fxos-chassis /packet-capture/session # set session-pcap-snaplength session _snap _length _in_bytes

2178 ¥ 25 o] = 64~9006H o] Eof oF Fth. Al 2] Aol & A EA] eF o 7] q A A o]
= 15180k EQ T}

o] 2 WA AR Egelof &
WA A ol A i 2 E S}
ZF ZE el Himof w5l A
Fa R A A £E
.
a) 17 o ¥EE F7hste]d:
fxos-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port name

Hlmn

phy-port®] 7% port_name < Ethernet<slot_id>/<port_id> or Port-Channel<number>%] U t}.
Breakout 7| ©] &-2] 7 $-(phy-aggr-port), port_name -
Ethernet<slot id>/<port _id>/<breakout port id><%} T}

b) ofjZ Aol TEE F7}sle WH:
fxos-chassis /packet-capture/session* # create app_port security_module_slot_id link_name interface_name
app_name

©) 9o dAE H s s
ﬂﬂﬂ“Eﬂ %‘H%ﬂﬁ@

sho] et RE TE

|

F7ha

g3 5 gtk e A E AL o2
5’@ Aol thek BE T4, 206 H| o] A A S s A L
a) I E A L3 olg o] A2 HYYE e}

fxos-chassis /packet-capture/session™* # scope {phy-port | phy-aggr-port} port name

scope phy-port Ethernet<slot id>/<port id>

or

scope phy-aggr-port Ethernet<slot id>/<port id>/<breakout port id>

or
scope <security module slot id> <link name> <interface name> <app name>

b) 9t WEE 4gHinh
fxos-chassis /packet-capture/session/ {phy-port|phy-aggr-port|app-port} * # set {source-filter} filtername
Fa ZECA JEE A7 el set source-filter """ E A&7

o}

© F7hAEE A st 9] WA S W e d v wEghok,

7 A A& A Al Aske

fxos-chassis /packet-capture/session* # enable

A= wE 2 R A2 72 A o= B2 st YT Al S A A o2 DA stekd 71

gl wff 7 A A o] A st Y e Al o] o)) &4 el ) A & stehd o

7 AR YT o] S & steted -4 olm| 2 skE 7l WA A S w2 shefoF gyt
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Al 2e) ] o] Aol EAAHA S ARG e,
fxos-chassis /packet—capture/sesswn* # commit-buffer
N A A A S DA stetH Al =Flel A 371 A A E A4

sheiw WA AAS FA a0k g,

Q)
=

Fghu o} Al A ol A PCAP 3}t

Ko
=

GeRE

fxos-chassis# scope packet-capture

fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis

[\

packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256
packet-capture/session* # create phy-port Ethernet3/1
packet-capture/session* # create phy-aggr-port Ethernet2/1/1
packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
packet-capture/session* # create filter interfacelvlanlO0
packet-capture/filter* set ivlan 100

packet-capture/filter* set srcIP 6.6.6.6

packet-capture/filter* set srcPort 80

packet-capture/filter* set destIP 10.10.10.10
packet-capture/filter* set destPort 5050

packet-capture/filter* exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO0
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO00
packet-capture/session/app-port* # exit

packet-capture/session* # enable

packet-capture/session* # commit-buffer

packet-capture/session #

H o

Y
Kl

==
=
=S

2 A A 2§ A E AT A 2

g sheloF M7 Ul o] e

A

WA A B g Sol 7).

fxos-chassis # scope packet-capture

A AR AA BHE A
fxos-chassis /packet-capture # create filter filter name

dECE PR EEL
fxos-chassis /packet-capture # enter filter filter name
7)) 97 A DEE Al el v

fxos-chassis /packet-capture # delete filter filter name
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Sht ool W) £ A skel W) AN S A G e,

fxos-chassis /packet-capture/filter* # set <filterprop filterprop value

HIIPv4 EE V6 T4 AHES] BE PR 5 QAW BA AL A AN A F FAaE
WE AEYE £ gEyth

R 9AYEE I &4
ivlan Inner VLAN ID(3 E & 0] 7}= ¢t 3 7] 9] vlan)
ovlan Outer VLAN ID(FXOS M Al el 2] 8}l 57} vlan)
srcip 222 [P F22(IPv4)
destip HX ] IP T4 (IPv4)
SIcipvé 222~ 1P T4 (IPv6)
destipv6 X ] P T4 (IPv6)
srcport A YEWHS
destport EAA FE HS
protocol IP Z 2 EF 1075 32 2] JANA A 2] Protocol
]
ethertype ol LR EF F3[10%0 5 F 4 2] IANA 4 9]
ol LR EF -3 gk ol: IPv4 = 2048, IPv6 =
34525, ARP = 2054, SGT = 35081]
srcmac 22~ MAC F24
destmac A 2] MAC SF24

fxos-chassis# scope packet-capture

fxos-chassis packet-capture # create filter interfacelvlanlO00
fxos-chassis packet-capture/filter* # set ivlan 100
fxos-chassis packet-capture/filter* # set srcip 6.6.6.6
fxos-chassis packet-capture/filter* # set srcport 80
fxos-chassis packet-capture/filter* # set destip 10.10.10.10
fxos-chassis packet-capture/filter* # set destport 5050
fxos-chassis packet-capture/filter* # commit-buffer
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A AH BEE Sl

fxos-chassis # scope packet-capture

A A A EA S 2 A A EeE g,

fxos-chassis /packet-capture # enter session session_name

A2 A AL A 2ah e

fxos-chassis /packet-capture/session™* # enable [append | overwrite]

A O AHe] 8 3 Bekelt A2 AA MM S AT 5 EY
o}

AR A AAo] A

¥ A7) Ajel] =28

N2 A RS FA sk

fxos-chassis /packet-capture/session™* # disable

A5 A e o] Mol = AH S AR gt

fxos-chassis /packet—capture/session* # commit-buffer

A WA M-S A8 S, /‘ﬂ’doﬂ F3ty olE] W o] 2 9] PCAP T}l o] E = =18 x| 2&t

Ho AA EﬂolEi £ Yol 2L E A S /98 A5 7]1E PCAP v o] H7F A1 J Ut o} 75 H]

olE| 7} 71 A (8= )l T7}'%L]E]'

Mg o 7 PCAP 3 9] F717F Z7Fg T B

it E= o] 7
kil *li%‘ o] A7 AA| S Al ZF8FAL Drop Count(2HAl 7)) BE7F S 7FH H

fxos-chassis# scope packet-capture

fxos-chassis packet-capture # scope session asalinside
fxos-chassis packet-capture/session # enable append
fxos-chassis packet-capture/session* # commit-buffer
fxos-chassis packet-capture/session #

Sto] BA 8k 5= I Al Aol A =7 7578 2 PCAP(Packet Capture)

PCAP 3¥-& workspace://packet-capture T EH o A= v} W 35S AR
workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap
Azt

FXOS A Ao A PCAP 3} -& Ex}&1 e
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A2 A4 A4 244

Y
o
of

o S Z A Al A PCAP

a) 27 Fjol A4zt
fxos-chassis # connect localmgmt

b) PCAP 7}91& BAL g ).
# copy pcap_file copy_destination

th 2 =dted WA s Al AL X&) oF g

o

fxos-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1:/workspace/

AR A BER Sol g
fxos-chassis # scope packet-capture

=4 91 A AAE AL A she]

fxos-chassis /packet-capture # delete session session_name
RE A 2 A A S A A ek

fxos-chassis /packet-capture # delete-all-sessions

#1225 3 ol ol B4 S Al gh e,
fxos-chassis /packet-capture* # commit-buffer

fxos-chassis# scope packet-capture

fxos-chassis packet-capture # delete session asalinside
fxos-chassis packet-capture* # commit-buffer
fxos-chassis packet-capture #
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u;q] U:]E:l 5
Al 33,39,40, 41, 44
27 Q15 33,39,40,41, 44
AP T4 N
A N
e A A 3
T4 118,119,120, 122, 123
HTTPS 118, 119, 120, 122, 123
71Z, HEH S 33

I 2 AIZE 103
773 103
=24 tulo] 2 53,149, 150, 152, 161, 164, 170, 187, 188, 189
=43 A4 150,152
2+7)| 188
of Z&] A o] A el A~El A A4 189
AA 187
AA FT7 187
ol 2] W ] d|o] E 53
o] 3 149
2~ A4 161,164,170
214 Hnto] = A F 5 187

date 104,107

®7] 104
FEog HA 107
DNS 140

ol M

% 6
history 6
gE REE 3

a

F

Hl 1 80, 81, 82

pre login 80, 81, 82
HF T ¥d 7
Helb = I‘S_r 192, 193, 194, 195, 196

ChA] 27]3} 195

Aqn] 2~ S A 192

=<l 193

A7 194

A 1171 19

A A7] 19
HF B 5 U] 275} 195
Bt RaE AAHA 194
Bt RE AY/117] 196
Rk EE A 192
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A&} 7,28,29,33, 34, 36, 37, 39, 40, 41, 43, 44, 116, 117
CLI A1 A3 7
SNMP 116, 117
7| 28
7129135 34
27 23 33,39,40,41, 44
w23 29
HUH S A% HAL 37
HEUH S %% 29
v &g 5} a4
2HA] 43
/Kg/\é M
& 33
44,9 A4 36
23k m
AH&AL A4 33,39, 40, 41, 44
HEH S > 29 33, 39,40, 41, 44
A Al 10
Z7] A8 1ol 10
I E Qo] Aol 89

=T 89
E3E 3 Aj2=H 93
55 93

Al 2~8] E 89,93
A2 A 117,122,121
2HA 121
A 122
48 117

H

LA ARG Aotk A A A 36
€13 "ol 152,161,170, 187, 188, 189
=24 Huto] 2 AbAl 188
=Y A3 o] =24 tuto] 2~ A4 152
ol Zg|Alo] A A=l 2 2hA] 189
AZ 187
AZE F5 187
el 2~E A4 161,170
AE ol o]m| =] 50
Firepower Security Appliance®l] T} Z = 50
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R
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o
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J

Z7) Aol A 10

K
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Ay adold 714 271 199
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A gk A3 199
A% 199
s 2 o] d YR 7] 199
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£ AH] 2~ 113,118, 119, 120, 122, 123
HTTPS 118, 119, 120, 122, 123
SNMP 113

EA 114,115
2+A] 115
A 114

s} 71 78] 203, 204, 206, 208, 209
PCAP 3¢ T} 2 = 208
7 T4 A M| AFA| 200
A A AA KA 204
9|71 A A4 A2 208
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L E] 206

71 42 M| A AHA 200

7 42 A 28] 204

7 A 3 thE 2= 208

o] 54
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XE A9 146
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<= A1ZH 104, 106, 107
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29 33
password 33

= HE 47,48, 49,50
Cisco.comol| A T}-2 = 48
Firepower Security Applianceoﬂ o-$=2E 48
A 29l a9
A1 el = 50
A 47

of B & g

)

[d =
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