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* DNS k%5 #% IPv4 B8 IPv6 Hidil:
« B4
LA R, M yes, (RAAIENHBEE, oE M no, TR )T 4205 ) o o SE 1

U R PP O D) 2 0 T AT AN R B AE R S SRR AN, 1514 Enter
B

PAT 74 1] TPv4 45 P B0 BT

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch Mgmt0O IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

PAT 7 4d 1] TPve 45 Pl B B T

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch Mgmt0O IP address : 2001::107
Physical Switch Mgmt0O IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch MgmtO IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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b) i NI IKH 4 R
¢) Aiii Login.
5%, Firepower ML E BLARFI LA R “Whk (Overview)” BLf.
R2 ZEEHiFirepower HUARE LA, HFR M PN 4, RJGIEFEE (Logout).
1 O 4 Firepower HIASE HLAY, JFIR[PIES% b FE

i

if71a] FX0S CLI
AT LA FH 37 N 147551 65 3 11 v (10 3 R 35 1) FXOS CLI, - BAiF 34 814551 45 3 1 A H ML 460 (B
PG g as) LR G S S EUE R IR PR
* 9600 5%
* 8 MR AL
* AL
1 ML

fE ] LU ] SSH FI Telnet K% %1 FXOS CLI. Firepower M3 A R4 £ ¥ 8 4> SSH JIf
RER: . TAEH SSH BHTHE:, 75 EANIE FXOS HUFE I EALA B 1P Huhk .

{fFH AR vE R 2 —kiliid SSH. Telnet 5%, Putty #E47 8 5%
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B SSH &skX /KN E.

13 FH SSH M Linux £35 %2 5%

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

1§ Telnet M Linux 2% & 5%

)

AR BUATEOLR, &2 Telnet. A 5%)2 H Telnet (W], i5Z AL E Telnet , 25 82 Tl

« telnetucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|UCSM-ipv6-address }ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ues-ldap23\blradmin

M Putty 75 F iy X 5%

o B3 )73 ues-auth-domain\username

Login as: ucs-example\jsmith

Y

AR WRBOA SR B A, JF HAEE & S IR Y LDAP, & HT LA
ucs-local\admin A Putty 25 /= iy 6 SACHFEFE LR, Hor admin & AHK 2 445K
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UK

FIB1 (AR FUE HTTPACEE , 55 14 7.
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ER O BRARRAT DAL TAC B 7R, 5 AN B B VR a] LR A AT LA
URL.

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)



WAEEE

Y AER A AGE3 Firepower 22385 [

fE “MR45%5 )3 H (Server Enable)” FHi5kH, EFFF (on).
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SHEIHRERERF BEXREMS ESIN: B4 1D Z3k
RADIUS Ak Ry DLE AT LU R4 | Cisco RADIUS SEjiti it
B2 —: JV T ID 4 009, e P11
LR RS 1D K o
R HERLF 1D 5 001
RADIUS 7%, {ifi | A F#ER#lBos, o
Ak AT | RPN cisco-avpair
ARAE B JE T, TR E 2 A
. | AR
: ;ﬂ J& RADIUS Jj shell:roles="admin,aaa"
o MHMEFFR | 9112 100mles11, b,
Him, BERIZS " 15K
cisco-avpair) {1 LAME B
B E sk
TACAS W WY 7%, JHER | cisco-av-pair £ TR

A FK cisco-av-pair £
H e gk,

TACACS+ 2t FE 42
HEIEYE ID 74T R .

PR LB, 1
BI%E cisco-av-pair &P
I, ffe i E 24 H
iapiies 8
dsoarmEirgellrolessdnin
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JEPEEE AL S (%)
g Db 1 S Pk,
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il CEZNI- P

LDAP A A& £ #9715 OID
PLF A€ X CiscoAVPair J& P 7545 OID:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X

instanceType: 0x4
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attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X
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R
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A P S5 P A A b B 6 P 10 5 7 S0 SR AT A B A T TR B ko ANRECR R A
i B A7 B0 A (K P 418 R A 3 R I S A
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History Count B¢ FERT AT U LR R i 2 i, P e 25 B it g e — 2

(I8 P S ac SR Bk 5 I ()W IE AR B, Sl A R
> JXFE LA OR 238 21 P S0 sk 20 e m A AU e IH 7
fte

AT UEM 0 2 15 FIERAE

T8 AT LK f 5218 SR8 (History Count) “ZBE N 0, IXEKRAE
P sl v E, A B IR RES A L AT AL R
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AR

st

gasxztEzs I

AR

iE:pU

Change During Interval 7B

PEIAHB IS UL F P T I e S SO S o 1% BERT LR

* |2 (Enable) - A<t & 3 560F FH P vl DARRHE B o 1R b
(Change Interval)” A1 “ ¥ 21144 (Change Count)” ¢ & ¥ K
.

XA (Disable) - A3 5 50 UEH] 7 ABELE N “%EE&I‘EU el
(No Change Interval)” Fi5 72 1) PR Py 58 C4 HL 3

Change Interval 7B 76 IR AT BB B0 35 (Change Count) 7B P i 52 10535 15 5 04
W UIHN T
AT LA 1 & 745 UMD AR RAL
B, WHZTFEWRE N 48, Eiit#] (Change Count) 7B i%
BHR 2, ARG AR IR LR 48 /NI P HRAT ()% A B OAN g
I 2 K.

Change Count 7B A Hb B 7 5GAE ] P REBSAE “ 5 XX R]B% (Change Interval)” PN B g L
EACIN S INYC 8
ZAE AT LU 0 2] 10 AT EAE .

No Change Interval 7-Et A HlL B 73 55 UF H A S OB 2 1T RS TR e D /N A

AE AT LAAE 1 & 745 N FEAE.

W A¥ Change During Interval J& 1% & } Disable, 1% [f][H]
REE E e 2200

P4 LR (Save).

BERAR

‘t’”‘%mﬂ

REATRCEACVR I G sk M R R RO, R I i, ™ 254 FXOS HUAT B0E — B e
(RO TR) I B o SR o 8 ) e K % ﬁﬁx‘imiﬁl M SWRGHE . RS BRI
PAUE B A . AERXFEOLT, H P AR — BARE I T, SR A RE 2l E oK.

PATEUT AP, DIRCE i K6

ZRIRE
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ApEE
B ess wagkEks

A
R RN R KSR T SRR EE, TR K (R SRR ) BRREE.

« BRI B R AR08 S R B 3. B i K8 SR BUG . H  # RGe8e ERA
[ JE S 30 %8 (3600 F2)

X2 A SR S I FH R AR S SR AL R 2 R T — o R L, TES R e A S
M, 239 T,

g2

$E1 A FXOS CLI A %A
scopesystem

scopesecurity

BEE N2 SRR AL

setmax-login-attempts

%
Xy
N

max_login
max_login {H 7] LLJ& 0 21| 10 2 8] FAT-fr] 5L 4

BIE3 Rl B KRS S R BUE I  NA R G B e I R CARP )
setuser-account-unlock-time

unlock_time

FTIRA HARE:

commit-buffer

BeEm/NEBRKERS

R F doe /N A AR A, DA 20 e /DA FH R 580 H ) P AP B b o 0, U ACKE min_length
WIS 15, WU 15 AN a8 2 P AT QI S ih . IRk WU e R g8 E T T SEtiad HI AR
WESHIPERIARZ LI L —o FARVEAEE, WS ZAAES I, 5 39 it

BT LU R 25 3R DURC Bt /N B K B A A
pUK
$£IB1 M FXOS CLI #E N 24t

SIE 2 scopesystem
scopesecurity

PR3 HENEAACE SO A

scopepassword-profile
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Sl = |

P SR RDNEIG KL
setmin-password-lengthmin_length

FIS HANE:

commit-buffer

Bl 3E At F P ik P

F$IB1 EFZRY (System) > I FEIE (User Management).

P2 AP (Local Users) LTk .

$IE3 AdRMEA R (Add User), A4 IR A (Add User) X 1GAE
T4 MFHCTH A MQBIAGE, HE N7

AR IR

BR&a7%& B SIS IS R K P A RR . AL BR A ZIME—, N T i
FHAFREHENN ARG GES B P 4 de SR, 55 20
7 .
PRAEH PG, AR MO ID. D% Pk 2, IR
Pk

ZFTE HPM4 5. SFBaRZ 8 32 N

WK B HRPREK. Z7B&ZEE 32 N

B #R (Email) 7B P IR AL

A% S5 (Phone Number) 7B | /' i s 564

A TR LK P OGRS o SRR AT A SR R A, I R
AN 5, Firepower 4™ A R ET AR LA AN AL 5B B Ao
BESRIHERS GES P R S AR T 5, 521 70 .

WINBER T B U TN IR .

M FAKZS (Account Status) 7B | WIALRAS W E A TEEN (Active), /0] LI SAT H I 6 5% ID Al
165 5% Firepower HUARE BLESH1 FXOS CLIL
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ARER

AR iE:pu
F P fats (User Role)sl| % AR E g P BRI Mt GES A, 56 24

7 .

A P ERGA L T “ L7 (Read-Only) f(5, 1 HIt A0

VIO R R . AWM ZAMA, EAE Cul Bt SR m.

B AP MOERBIRESCER T — IR R GASHR
Y EAE 1) FH K o T A €0 B A R R SR AT o
CE, WSS k8 ] _E— MR .

< A Z)#H (Account Expires) &
L HE

Wik, 7E2IEA B 47 (Expiration Date) 7B 155 11 H W )5,

i GRb A F N R

FB O AP RCES IS, SR ERCE A
. AR, ] DAk K A R A R 1 H

ZI|HA H #7 (Expiry Date) 7-B%

M 2. HIHR N R yyyy-mm-dd.

R BOR R H Dy EIRR, 27 ] USSR £ 21191 H 9 ) H
Die

L5 N Add.

il B S 2 B bk

UK

$IB1 EHFERL (System) > i A &I (User Management).

$IE2 LA P (Local Users) £ .

PRI (R HEAZMERMH Pk  RAT T, SGERIER (Delete).
S 4 {EHBIA (Confirm) XFiFHE], iR (Yes).

AESE R AR Pk A

B IUENA B P B AAA BRIV, A RESOE s FIAH ] ik
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AR

st

P
IR 2
$IE3

PIR4

wrseRxwArms )

UK

RS (System) > F§ P EIE (User Management).

R A F§ A (Local Users) 217+,

FEAS L B ALk P BTAE AT, S 4sE (Edit) GREERR) .
{E44E A P (Edit User) XFEHES, ATRL R H#AEZ —:

o BT M S, 5 AR AR (Account Status) FECT KR RN (Active) FRIETHL .

« FSHIH S, 5 ALK AR (Account Status) T B HAETE RN (Inactive) FRIETZE .
B K R B ONIES . ANREIE .
MR (Save).
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AR5 3R

© RTWURER, 53370

* M Cisco.com FEMAE , % 34 1T

o BpWs 1AL F) Firepower %4 BE% , 95 34 1

o WIUEMERI SN, 5 34 1T

* Jh4k Firepower W4 JEHAE RGU- R4 . 5 35 1T
© PRSI A YR IRA , 36 T

o [T, 336 1T

X FHIEEE
FXOS HUAE A H W% 43 PN FEAC S TY
N

ER TR A I 2 A H B A TR A A R . 1) MET T B SR, IR GRS R

UEE IR

PS40 (Platform Bundle) - Firepower - & #4840 & — R VIZ1T7E Firepower & B 5| 4 Fll
Firepower ‘%A HHL/ 55 )2 ML . P SR & Firepower 19 EHAE RE AT,

* W H (Application) - W A& S8 ARAE 22 /5 3 FXOS MU L3 & B meAg . N FH UG AE
h R A S (CSP) AT ASAT, TR0 E B e a5 | 2 1y, fAbeE g% b, &
5RO, siFH NGRS & M . T DK R — B G R 2 S AN ]
WUAAFi%AE Firepower &5 FE 5% I,

A

AR WIS MG A s A AR, WA ST T B AR AL

Cisco FXOS Firepower HliE &R AR B, 200) i



migEE |
. M Cisco.com T iRi&

M Cisco.com T AL 1%

Fra6 Z 8
#0754 Cisco.com I f7,

UK

L1 LR (System) > EF (Updates).
“T] 581 (Available Updates)” UL @ s HLAR 10T FH 1) FXOS ~F & 45 A WG A Y H g 5135 .

2 P IHIRER A CCO TH M EFH (Download latest updates from CCO) 4% .
FXOS U~ 30T m] 780 5825t B AR 28 h 4T I
PR3 EHIE IR EE, SRR N EEIA TR

1% _E £ 2 Firepower R 1% &

FrigZ Hl
i DR A 2 AR AWARAE AL TS BT H

UK

SIEB1 EPERYE (System) > EF (Updates).
“n] 58 (Available Updates)” T2 /R WA _Enl FH ) Firepower 14 JEHAE R 1 5 28 G4
N Y

TIE2 N EEE& (Upload Image), nF1JT “_LAZMG (Upload Image)” X iGAfE
PRI  AUHERIET (Browse), nSHIRIIFIERANE FAEIBE .
PB4 fihEfk.

CLE P g A% 3 FXOS HLAH

TS TR G, BRI, RGN A VR M AR SOR X R
LM VERAT

B UERRIR B ST RIS

KB KIWARA N 22 FXOS HLAH Ja, REEH SRR k. WRT 2, fnT LU U R fE T
4 AR (1 5 B

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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BRIGERE

74 Firepower AT Bi2ERGTaESE [}

UK

PR ST (System) > FEFH (Updates).
“n] 58T (Available Updates)” UL 2 /s WA E 0T FH ) Firepower v 4 JEHAE R4 1V 5 L5 g
N H BB 314
rh S IGUE WAGAR N B IR E (Verify) (SLiERRiCERR) o
R GUKG IR MAG I SEHE AR YR e EME” (Image Integrity) 7B Woikds.

2% Firepower Al i BiR(ERZ TSI E

FF& Z 8
M Cisco.com F# &L HAFMS EZ M Cisco.com FEMLG , 26 34 T1) , REH LG
AL 2] FXOS WA (IS A% A% 2] Firepower %% %, 25 34 1) &

UK

P FR Y (System) > EF (Updates).

“H] FH 5378 (Available Updates)” JUIH 2 /s WA AT FH T Firepower W4 JEHAE R4 ~F & 5 R
RN HI e 3136
AT E TR B FXOS ~F & #H R Jrdt VI FH4% (Upgrade).
RYUKE SRR L A A . B T AN T B N ] S R E ) FXOS P & Bz [a]
T AL A, B ESE, g, EMASEEBR&Il, REUFHLEES.

Ml (Yes), MNEALZEEgk a4, 8 fihdE (No) BN %,
Firepower AJ 4" REAE RGAT IR, T/ INAALAT

Cisco FXOS Firepower HliE &R AR B, 200) i



migEm |

B =vzsEssnmgms

E B AR IR F RIBRIR R AR

A

FHIaZHl

iR

FIR2

$IE3

WIUH AN Firepower BUUMII I B 545 )5, B BA A Firepower HIAH & BEAREL FXOS CLI F+4¢
Firepower @S HIE R £ . LFH2) Firepower BB 2 41 %%, D 204# ] Firepower & #i
Lo HRELNME R, 1EZ4 Firepower REHRA I http:/www.cisco.com/c/en/us/support/security/
defense-center/products-release-notes-list.html.

IR, X Firepower 0 B (138 40 B 46 (04T BB 458 2 SR WL E Firepower HUA 5 #1419
Logical Devices > Edit 71 System > Updates U [fii " . X865 i B R (1A Z F5 61 i Firepower
AN ST 32 R B I RS B FicAs (CSP B

M Cisco.com F#IH FIZERAFIN MG GEFS M Cisco.com FEWUE , 2634 70 , RiG¥
W% LAE3) FXOS BT Gl S K WUE A% 3 Firepower ‘%414, 55 34 T1) &

R IEAETH AT S PP WAR A — A sl AN TR, 200 ST 2 S R .
g2

LB % (Logical Devices) T “@# %% ” (Logical Devices) GL[fi .

“EIHEA” (Logical Devices) ULUH /R fENLM FACE M IZHE R AR . WRNMAREZE RS, R
Gk o4, SR TAHOCICE .
AR B (3B B A 0 NV [ BB #TARAS (Update Version), 1] 47 7T B #BR& AR A (Update Image
Version) X 1G4
XT3RS (New Version), %4483 55 () 4 RAS .

18 F DL R #4520 3R T 2% FXOS HLAT L1 [

UK

A5 FH 9 8% 30 W 2% ST http://www.cisco.com/go/firepower9300-software 5¥, http://www.cisco.com/go/
firepower4100-software.

R AR W 2 i T IF FXOS WUAG I S 8 i i -
M Cisco.com £r 4k, R 5B I FEEEL N 8840 N FXOS HUAH VT 1) IR AR SS 2% .
fE FXOS MLAS b, AR

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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BRIGERE

EEZTO |

fxos-chassis # scopefirmware

K FXOS & R T 2803 FXOS HLAf:

fxos-chassis /firmware # download image URL
AU IERZ € BT @ A SCHE¥) URL:

« ftp:// username@hostname / path

o scp:// username@hostname / path

« sftp:// username@hostname / path

o tftp:// hostname : port-num / path

S T B R
fxos-chassis /firmware # show download task image name detail

NEGEE, AT BU fir 4 A [ A A A A

fxos-chassis /firmware # show package image name expand

AN LR iy B AR A ARCA S

fxos-chassis /firmware # show package
ARy, FERL N DR A R A S

B
a) HEN 22 B

fxos-chassis /firmware # scope firmware-install

b) 2 [
fxos-chassis /firmware/firmware-install # install firmware pack-version version number
ER b oA T G O B BRIV AT O el e iU A U W s O

©) iR (yes) 4kLLIGAE .
WP RAETE T, FRGOR B AN e e i RE T RERR 2 LM oA RESE G, JF H AR ZAE B R b ke
A

d) Gl (ves) 4k 2cke. TJHRUETIEZ)E R FXOS HUAH .

ST R

fxos-chassis /firmware/firmware-install # show detail

LRGSR, TR AN fir & A P ERRCAS -

fxos-chassis /firmware/firmware-install # top

fxos-chassis # scope chassis 1

fxos-chassis /firmware # show sup version

7S RS [ E T R R T RROAS 1.0.10:

fxos-chassis# scope firmware
fxos-chassis /firmware # download image tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA

fxos-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Cisco FXOS Firepower HliE &R AR B, 200) i



migEm |
B =sx%

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary (
FSM-STAGE: sam:dme: FirmwareDownloaderDownload:UnpackLocal)

fxos-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

fxos-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

fxos-chassis /firmware # scope firmware-install
fxos-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
[ 38 | [



ZEINIEE %

o AN, 539 1

* A FIPS BixX, %5 40 1T

o JA I ARRERI , B 40 T

* BB SSH BHLEY , 95 41 01T

* BCE IPSec Z4IHIE , 5 41 1

© MCEEATREA CRL, 55 46 1

o RTUERmAIRR A , 347 1

* BCE CRLEMINH, 2550 1t

© WHE LDAP #PIFMET , 2552 1T

© A EGES S RUE , 5 53 0

ZEINES MM
56 [ IR BURT A LR A I 75 ZEA AT FH A5 4 e S 161 ) 75 3R A BRUGUE 2N SV 1) 22 A bt 1) T % AR
FXOS HURSZ R & H o 22 A UE AR HE
WHSBILL T 8, Tl SCRERF A X Lo b e IR Th e ) 5 T AP 3R
* JFHI FIPS B0, % 40 0t
o JA R FHARMERL S, 5 40 TT
* BiC & IPSec Z4iHIE , 5 41 UL
* FUEAR AT A CRL , 5 46 Ut
* KTUEBMEpIRR A, 547 1T
* BCH LDAP BHPIFMETS , 2 52 1T

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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w&NEEME |
B =AApsiEx

oo ERADNEKE R A, 528 1T
s BEE RN ZR G R IEL, 527 1T

JHPES . 5 24 5T

A

AR R, RS FXOS I LR VAE SR . 72 FXOS HLA LR AE A R EA 2
TECARE A B AR 2 55 2 ER AR T B

& FA FIPS =23\

AT BA T BAZE FXOS B _FJi ] FIPS Bt

UK
ETRERE

7E FXOS WAL 2.0.1 20, B IR E R &N CEMBIA SSH EHUEHBiligaid hy 1024 7. EFH
FIPS Fl I ARAENIEFF K, A SBEUE IH ML, A A2 e SSH WL . 5 41 T
AT B BT I BNV o R AR PATIX LS b B8, WAE FIPS B Us F s 0L, B4 T
B, KGR SSHIE R B |45, 4 SR8 # F FXOS 2.0.1 B M AR A HAT WA B &, WK
AL OB B .

J& R F R AERR T

PATEL T AP, BUAE FXOS HUAR B3 AT I R e

UK
ETRAEE

76 FXOS A 2.0.1 21, R E W& RO I SSH HLE P giE 0 1024 f7. 7

FIPS R FHARHENIE TG oK, U S IH MU, T R SSH EMLEA , 5 41 Tah e
MELAEL R AERSHTG ENLEH . W RAPAT XL I P, WAE “mHAs#E” (Common Criteria) 5
RSN, WA EHAsE, B SSHIERRE BG4, W &4 H FXO0S2.0.1 o 7F
FRAPAT YIRS, WIS AR BOR 1 ENL .
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| =a&ilEamn

4 X SSH £ H1% 4R

7E FXOS A 2.0.1 Z 0, W&PIaG % E R A0 KA SSH BN B i gn it 1024 7, EFF4
FIPS FUIE bR NUE TG R, S0 St 1H EALS 2R OB 0 WU . Aot &, ES0
Ja M FIPS #5X , 55 40 Tu sl i i H brfisat , 25 40 11,

PATEUR AP, USSR SSH BNV P25 OB AT A UE A5 2RI LS B

UK

M FXOS CLI #E AR5 555 :

scopesystem
scopeservices

MR SSH L2 5

deletessh-serverhost-key

VN ¥

commit-buffer

¥ SSH EHLE K BEE ) 2048 47

setssh-serverhost-keyrsa 2048

VNI ¥

commit-buffer

BT SSH EHLEHH:
createssh-serverhost-key
commit-buffer
BVHT I BN P
showssh-serverhost-key

FHUEHKE: 2048

Bl & IPSec &£ 4@ E

RET AAE FXOS HLA FHC B IPSec, It 2 T 4 25 1) Kbt £ 5 43 i 281 g U0 o s A1 54 473 B E R 55«
RN ST ARG AR HEAIE S P E SR LR 2 BT — o ATRVEAE R, WS L AaMES M

Pk, 5539 G,

wmssHENZES
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B @sPsec et

A

AR R BT IKE R SA SEFEA] N2 R EE UL AL (FE LU T AP 3R sa-strength-enforcement

N yes) :
JaH SA $UT)E: 7E IKE P s 1923 80 R/ /N1 BSP Wi (R 2% 40 K
NI, BRI
IKE Vi 2 /KT 505 T ESP P is 1%
RN, SA PRATAS A i I HLIE R T
A SA PUATG SA PUATK A iE T HIE R .

PATIX LD, DIBCE IPSec % 4iHiH .

$IE1 M FXOS CLI HEA %4
scopesystem

scopesecurity

P2 GIEEYI.
enterkeyringssp
!createcertreqsubject-namesubject-nameipip

T3 A SCIRIE P35 R A5 B

entercertreq

FEA WEEZ/MX:
setcountrycountry

$IES5 W DNS:
setdnsdns

FER6  BE AT

sete-mailemail
TR|T WEIPHEL:
setfi-a-ipfi-a-ip
setfi-a-ipvo6fi-a-ipv6
setfi-b-ipfi-b-ip
setfi-b-ipv6fi-b-ipv6
setipv6ipvo

FIRE WEAE:
setlocalitylocality

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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REINESHE

SIE10

TEN

$IE12

IE13

LIE15

I 16

17

SIE18

SIE20

w5 IPsec 22EE I}

BCE LK
setorg-nameorg-name

BEE AN AR

setorg-unit-nameorg-unit-name

WH B
!setpassword

WEIRE:
setstatestate

W certreq f) A TR
setsubject-namesubject-name

B

exit

B AL :
setmodulusmodulus

BB UE R SR 0 HHT A

setregenerate; yes | no }

BEEAA AR
settrustpointinterca

B
exit

NP B K5 A A

entertrustpointinterca

A RAE A4 TE K -

setcertchain
w15

MIIF3TCCA8WgAwIBAgIBADANBgkghkiGO9WOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAKGATUECAwWCQOEXxDDAKBgNVBAcMA INKQzEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwO0xNjEyMDgxOTMzNTJaFw0yNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA ITUEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzZENMAsG
ATUECWWEUIRCVTELMAKGA1UEAwwWCQOExGjAYBgkghkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjJANBgkqhkiGO9WOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39Xc XA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gl/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4 YuhDTz4hl/19%x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keY s/tbZdRSeXy9kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGwWNTOS85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9z0LpRsVqSfIsAuVl/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
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fii E IPSec L@

TEN

TERINESHME

iE

wEZaoF g+mlGJm0+q4RDvnpzEviOYNSAGmMOKILhSHQ/eY Dexvd0gbORWb3 1H32yS1
[1a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5SB4VcLKIC
x0vkqjo6RvNZJI52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA1UdHWQoMCYwIKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPk76pVIYQQSAWHwWYDVROjBBgwFoAU7Jg01A74jpx8U0APK76p VY QQ5AW
DAYDVROTBAUwAWEB/zZANBgkqhkiGOWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNJQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwR SfotEbc5R 18n
BNXYHgxuoNMmgbS3KjCLXcH6xIN8t+Uk{fP89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6F YpzeyNBctiJ07wO+Wt4e3Kh[jJDYvVA9hFixWeVGDf2roQW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rIX8D9UmfthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ 11Rj1oulk+/ZyPtBvFHUkFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSsFADBWMQswCQYDVQQGEwJVUZEL
MAkKGA1UECAWCQOEXxDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwOxN;EyMTUyMTMONTRaFwOyNJEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA1UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRIcmOxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wWLpNnyEx514P8uDo WK WF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBX5
4itJSOxyXFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUq11stklluh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5Y UaRIMak/t8kCqhtGXfuLll
E2AkxKXeeveR9In6cpQdSJiNzCTAIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50WNXI1olb96hHIJ7RPbG7RXYqmcLiXY/d2j9/RuNoPJawl
hLktholdPA28xInfIB1azCmMmdPcBO6cbUQfCj5ShSmk3StVQKgJCjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhclIXRdJPMsTJ4yPGOBieuRwdOp
18w/rFwbHzv4C9Fthw 1 JrRxH 1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMD8wDAYDVROT
BAUwAWEB/zAvBgNVHRS8EKDAmMCSglqAghh50dHRwOi8vMTkyLjE20C40LI5L21u
dGVybS5jcmwwDQYJKoZlhveNAQELBQADggIBAG/XujJhSG5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxkFRIiErKdupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazalT9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHMA3gFKmW{3xeNiKkxmJCxOaa
UWPC1x2V6618DGI9ulUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+iftkJSThSERxHjgcurZXOpR+NWpwF+UDzbM Xxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0OK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED IrTUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

BRIEPAEA K
showcertreq
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TE2

IR 28

w5 IPsec 22EE I}

T

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAwWVTELMAKGA 1UEBhMCVVMxCzAIJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEJVMQwwCgYDVQQDDANT
UlAwggEiIMAOGCSqGSIb3ADQEBAQUAA4IBDwAwWggEKA0IBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja2 15mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmvceZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGglzAIBgkghkiGO9w0BCQ4xGDAWMBQGA1UJEQQNMAuCA INTUIcEwKgA
1jANBgkqhkiGO9WOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
21.2pjx5SOHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBS8LIweVdt6ycSdIzs9shOxwT6TAZPwL7gq/1ShF
RIh6sq5WIp6EOSj YefK62E7MatRjDjS8DXo0xj62fn9DgK 15iVpkK2QqT5rmeSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kX AVezm TxXEKJIBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

————— END CERTIFICATE REQUEST-----

PN IPSec #T:

scopeipsec

WE H AT
setlog-levellog level

B EFNHE N TPSec %45

enterconnectionconnection_name

B TPSec FE 1 B A B& 18 A 4

setmoderunnel_or_transport

BCE A IP Hidik:

setlocal-addrip_address

BB IP ik
setremote-addrip_address

WCRAL RS TER S, 0B B FE 1 1 -
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B  EscEsssch

IR 29

$IE 30

$IE 3

LIE 32

$I%33

TIE 3N

$IE 3B

IE 36

$IE37

1% 38

setremote-subnetip/mask

(IR BEEIZERES

setremote-ike-identremote_identity name

BRI AR

setkeyring-namename

CAIE) BEE B PIAE D

setkeyring-passwdpassphrase

() & E IKE-SA Edr A (it .

setike-rekey-timeminutes
minutes {6 1] LAZ 60-1440 CELETEN ) Z IR (AR AT 44
(Al3E) WE T SA Em A (4r%8f) (30-480):

setesp-rekey-timeminutes
minutes {5 7] UL 30-480 (RLETEN) M RT3 40
CRIE ) BB AP HE ) 1) F8 A 4 o 47 R AT I H

setkeyringtriesretry number
retry_number fHN] L2 1-5 (CBUEAEN) 2 AL 34
(AT3%) Jo HEREEHIAETS Al 21 &k

setrevoke-policy{ relaxed | strict }
Ja &z
setadmin-stateenable

OB IR ATE R

reload-conns

CAJiR) BIAET A AN INE IPsec:

createauthoritysrustpoint name

FCE AT IKE H1 SA T4 ) 0 3 198 L R UL -

setsa-strength-enforcementyes or no

EEEf—{E I ﬁ%ll_,\ CRL

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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REINESHE

srrprunznz

UK

M FXOS CLI #E N 224 2

scopesecurity

BEASEAE R

scopetrustpointsrustname

HEN AR

scoperevoke

N CRL 3CfF:
importcerlprotocol://user id@CA_or CRL issuer IP/tmp/DoDCAICRLI.crl

(i) o CRL {5 B S AR :
showimport-taskdetail
R VA BCE A R T CRL:

setcertrevokemethod{crl}

ATIER miEYIREE

$& 0] LALE 1PSec Fl1%¢ 4> LDAP EHHRHE 15 A 713 (CRL) A e EC BN A%~ 3 “9fn” .

A& CIEERZD CRL {5 EM X509 1E151F) CDP 15 B 3kEL, 457304 CRL {5 8. 4% CRL 15 B
RN R TE T, 5 FXOS R4 AL CRL {5 5. 214 CRL 13 & [ AU 2 THF 5
BEA YT IEAE AL B PAIE 5, A CRL {35 5 I FH T3S G 8 30E o

H R A H e ZE ] 224> LDAP 1 IPSec EFE T M & EACP R, 1EZ W Bl E IPSec %410
55 41 U1 A G173 LDAP $2 LR . 55 102 1.

MRS TIEREE R, FARIR T T RS 41 A A K BB RE IR IE
R 1. BEH BEAEERIRA TR T AERTS CRL

T A HhER7S CRL LDAP i%E#% IPSec 3%

o A AEIE HETE Lo R s LT R IR T i

R SEUE B #E ) CDP L e B 1S L e B 1S

B0 R AP RE AR CATETS 3 | 2 AN

47 CDP ¥y 7%

i(; SPUE TS HET R FEATUE TR | JER I, RIS ARSI | RN, ARG n R H S
A )S8 )S8

Cisco FXOS Firepower HliE &R AR B, 200) i



KT EH BEFIREE

TERINESHME

FAHEFRZS CRL

LDAP jE#:£

IPSec EiE

FEXSSEAE P BE P AR TR

RN, RGRR RS H G
jS8

RN, RGRR RS H G
JS8

HAS CDP i/ S UE ik

R, RAEERRGHEH

)

RPEFIESS: IR, REER
AGHEHE

Hiie) CA: )

H/~ CDP CRL fE HHHME4
MR 6F A5 UE P e oy 25

BRI, RBER RS H G

)

RN

JaVE O AEIE 5B AT AT
CDP

&

| | RPRFIES: R, RAER
ARG H &N E

) CA: NI

W4 Bf5 CDP, {H CDP fl4%%%
2K

HEHRW, RGEoR 725 H G

)

ST ERRIK, REER
REHEHR

) CA: HEH NI

iFPEA CDP, kS22 23
HCDP B CRL, {HCRL A
HIR 4

HERRW, RABR ARG H R

N

ST ERRIR, REER
A HEHE

W] CA: IEBNT)
2 BEP BHEREENXIRA TR BB A ES CRL
B A5%7S CRL AP E$ IPSec % #:
oA SRR i it S e B E 15 it 22 e RIS
o 0 SEIE P E 1) CDP L SE REE 15 L e REE 15 5
BERE SR B HE AR CAUEAS I | 2 ANidE

4T CDP f 7%

XA (AR fIE I

BRI, RAEERRGH G

BRI, RAEE R RGH G

M & B

FEXPAEUEASBE P TARATIESS | BRI, R W R ARG H N | RN, RS WR R 5 H G
hst hst

KA CDP /DX S UE A5 B HERL I HERL I

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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srrprunznz

B A AKHhE%7S CRL LDAP %1 IPSec &1
HA~ CDP CRL fE R H RS | SRR ER T

FRI6 A5 UE P e oy

Tovk N EHAE B AT | R TR
CDP

B HEA CDP, {H CDP k%548 | dH i) R
ELR ]

W HEA CDP, & nsh | ERNT) R
H.CcDP B4 CRL, {H CRL A

B4
T3 WBIEP REAEEN IR AT ARMERS CRL

JoAHbER 7S CRL LDAP & IPSec %1z
Ko7 A4 4% SEREIRAIE P B SEREIRAIE P B
2 SIE TR ) CDP SEREIRE 5 SEREIRE 5%

5 6 SR TR AE AR CAIE 1530 | A& ANiEH

1T CDP ¥y

P T8 IR PR AT UE- e 2%
W

RN, RGRoR RS H G
jSt

RN, RGRoR RS H G
jSt

LERHEAE PP RS TATATIED | R, RA R RRSGHEN | EEAN, RABRRGHEH
B J58

HAS CDP Hle/b % ZE 4% R R

HAS CDP CRL fE AL | &) ERE R Y)

PR U P b oy 2%

VR R SR P BE P AT | R BRI

CDP

iEP5E4A CDP, {H CDP R%#% | 881 ER NI

EPN
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B & CRL EH T &

fic & CRL £ &

B RS E N e W R4 (CRL), DMERERE 1 2 24 NI AHTY CRL JGAEE 15
HEalE DL PO O TiZ 0 e

TERINESHME

JeA b ER 7S CRL LDAP E#E IPSec &1
IEHA CDP, &4 Cash | &I ER )
H.CcDP | HA CRL, {H CRL A

HIRZ 4
R4 BirP REREERXIEA TR G AMERTS CRL

BHAKiER7S CRL LDAP %3 IPSec &3

R A0 SRR 5% SEHL A B SEHL A B
K A IR 1545 HH ) CDP SEHEE T BE SEHEE T BE
B AR TR AR CAE 4 | 2 ANiE

4T CDP 7%

AR FAEH TR IR R | RN, R B R RS HEMN | RN, RE T ARG HEN
% B K

LEXT AP BE R TAEMIIED | SR, RATRRGHEN | EBRM, REEREGHEHE

1@‘ 4%\

HAS CDP /b6 S5 E 5 ER ) ER )
H/~ CDP CRL fE LA | BN ER )

PRI A UE P e oy 5

Toik PO SR R TR | &R EFR I
CDP

WP EA CDP, 1H CDP IR%#% | R Th ER )
2Lk

WP EA CDP, R&asCash | ERRT) ERE R Y)

HCDP [ HA CRL, {HCRL &
B4

T
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mscrezsTE W

«FTP
« SCP
« SFTP
« TFTP
- USB

A

peat 23 « N7 4#E SCEP 1 OCSP.
« &/ CRL AN & — A~ W N3
« WAMEAT S CRL.

)

ER Bl /N DA Ta] b e A .

PATLU N DR LIS E CRL & M) .

FHIEZ Al

R 1 OC & FXOS HLAS LUE A (CRL) 15 BB ZREH . HREAEE, ESHEE GRS
CRL, %46 7,

UK

$I®1 M FXOS CLI # N4
scopesecurity

T2 AENFERAE
scopetrustpoint

pZ E I YN E W
scoperevoke

FERA GidE R
shconfig

FIRE  BCHTILANE

T

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
I -“



weibEam |
B &= AP EHRES

! set crl-poll-pwd
set crl-poll-server 182.23.33.113
set crl-poll-user myname

FR6 B HEE S

exit
FIRT Ak ik R A0 CRL WUHT I
5l
Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

\rL | === |'—3—‘| . >
1% = LDAP ZAIMER
TS ATRC E 224 1) LDAP 2 /7 i B BHIMIE S, DMIEAE FXOS HUAR 30k TLS 4k . X2 A LIRS
W RAEVAE S SR BE I AR 2T — . ARTFAME R, S 2 VAESME 28 39 7.
)

ER O WRBH “EHPRME” (Common Criteria) £, W22 E A SSL,  H a2l ik 5545 DNS 15 &
BB HEMIE

iRl LDAP k55455 H A Ml SSL, W AR GEAE T G 5 | RS 2 P35

LDAP 452845 S CC B~ 1224 LDAP 4 (J5 I SSL) ) DNS 15 &
PATUL R B3R, DUECE %2431 LDAP 2% ) i 5 B ERAIE P «

$IE1 M FXOS CLI BEA %4k
scopesecurity

2 i LDAP £
scopeldap

$1B3 A LDAP R4 sk

enterserverserver_ip|server dns}

$IR4  WE LDAP %Y.
setkeyringkeyring name

2 A RN R

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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BERHER

A

eRzmmirssnkE W

commit-buffer

i 1E F5 517 3 1E

Al R Gk il S LDAP 4558 1, %F HTTPS 17 i) P 3E4T S 5. FXOS ML i
BRI G5 0 U B A

iR

RS IUE G, X2 SRV T HTTPS fME——Fh S 4 ik TE .
2 i E A B Y 5 UE D Re ] FXOS 2.1.1 MRS SCRFIE S (1 854 7

P e S 20 A LA BR, A R Ik D) Re
* P 44 0 5 45 X509 J@ 1P Ul B4 & & HAFR - W34 (Subject Alternative Name - Email)
H,
* % Pl P 2 R AR AN B B S 5 R EAE SRR CA 44

UK

M FXOS CLI # AR &5 455K

scopesystem

scopesecurity

(AliE) #rF HTTPS G4 5 Uk 1 20 -
sethttpsauth-type

il

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

¥ HTTPS S 473 40 UE B A B 125 ) i
sethttpsauth-typecert-auth

B A G AL -

commit-buffer

Cisco FXOS Firepower HliE &R AR B, 200) i
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ARG ER

« HCEHEL TP HhhE , 55 55 T

© PN TP, 55T

o SKHIME . 2 58 UL

« FEHiH3) FXOS HLAE , 3 61 1L

© KM FXOS HUARHUE , %5 61 1T

o LRZAGALSMUET , H 61 1T

o WA MBS . 5 66 T

o WBURISCHE RS, 36 71 1T

B EIE IP it

FFI6 Z B
AL FXOS CLI 514 FXOS VU8 FreEr s 1P #uik.

)

ER ECERLIP Muhb )y, AR bl BT 3L B Firepower MU FILAR 5 FXOS CLIFATL i
%o

UK

1 EH:3 FX0S CLI GEZ Vi FXOS CLI, 2 8 1)
HIE2  HILE [Pv4 S EE 1P Mok, iEHUTCL R ERAE:
a) W E AT B a [HVEH -

Firepower-chassis# scopefabric-interconnecta

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
I -“
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B =xEEpw

b) EAE Y P Hilll, HHMALL R a4

Firepower-chassis /fabric-interconnect # show

) FANLUR 4, WCEB I B P Huhk A 5
Firepower—cha551s /fabric-interconnect #
setout-of-bandipip _addressnetmasknetwork maskgwgateway ip address

d) ARSI E S

Firepower-chassis /fabric-interconnect® # commit-buffer

$IE3 FWLE IPve B P Hullk, iEPAT LT ERAE:
a) W E AT HLH a (VS .

Firepower-chassis# scopefabric-interconnecta

b) ¥ EE T IPve it B 75

Firepower-chassis /fabric-interconnect # scopeipv6-config

C) BEPTE M T IPve Hibk, iEWIALL Ry

Firepower-chassis /fabrlc-1nterconnect/1pv6—conﬁg # show ipv6-if

d) HANCLUTR 4, FECE T TP kR G
Firepower—chassm /fabric-interconnect/ipv6-config #
setout-of-bandipv6ipv6 addressipve-prefixprefix lengthipv6-gwgateway address

) N RGN ET5:

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

PUR 7R e B TPv4 58 FAE 11 R O,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DU 7RG S TPv6 0 542 LRI 56

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower—-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1

Cisco FXOS Firepower {8 &8s ELEER, 2.0(1)
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Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

B MHERRIP

A

&R LA FXOS CLI B 23 FXOS AR N B 2 1P stk Sk, #0208 S6#E FXOS T
EFE TP A5 R, RJGEAEN FH 00 58 TP {5 B

iR

SR T FXOS HUAA & BLAS U T IR SE B g n] RE 4 P EURSS H T Ok T RE S AT A ] BE 1 R 55 HH T,
IR Z5AE ] FXOS CLI U TI% HE 5 4

H#EF FXOS CLI. - (iEZ Vi li FXOS CLI, i 8 51D

He 0 R N B AR A

scopessa

scopelogical-deviceasa or ftd

F BB B B S | SR

X T HST

scopemgmt-bootstrapasa_or_ftd

X AR

scopecluster-bootstrap

T BB A B | R R P S 4

XA AT G

setvirtualipv4 _or 6ip_addressmasknetwork maskgatewaygateway ip address
X T ARG

setvirtualipv4_or 6ip_addresspoolstart ip end _ipmasKknetwork _maskgatewaygateway ip _address

P IE I E Y ssa B

scopessa

EER(NRE R S WA il

scopeslots/ot number

W Y BB N T o
scopeapp-instanceasa_or_ftd

HRE G SRR .

clearmgmt-bootstrap

ER O TR, DAUTER R FXOS HUARIAAN N RS 6-8 . WIRZH AR SR
B W2 AP BRI AR X P R

Cisco FXOS Firepower HliE &R AR B, 200) i
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B =smE

IR RG] SR PECE .
exit

L0 HANCE
commit-buffer

TN BN BINERG .  GFSMERRN N eUE s S . 5 140 0. )
TR, WRGE SRR P IP 5 R, RIS % B R R &
W2 KA TP, 1 I HERD A W4 AR S ok 55 3 A AT KA
XTSI E
setvirtualipip _addressnetmasknetwork _maskgwgateway ip _address

setvirtualipvip _addresspoolstart_ip end ipmasknetwork _maskgatewaygateway ip_address

T3 fHIANCE
commit-buffer

2R BIEE

UURECE TSR AR, ] 6ok B Firepower UM BLERIN, R GOR Bos g SOA, I/ b 20/
HEF R LA E (0K), R)a REASPORMA T AR WK B SR A, Aot
FLAEE N A4 R R AR B

M E| FXOS CLI I, R W /AR SCA (EiE) » REFRRmAEL.

B & X AltElE

1 EH:3 FX0S CLI GEZ Vi FXOS CLI, 2 8 1)
HIE2 PR,

Firepower-chassis# scopesecurity

T3 BEARE 2R

Firepower-chassis /security # scopebanner

FERA AL S B SR ATREE
Firepower-chassis /security/banner # create pre-login-banner

PIRS iR AE ) Gk Firepower HLARE B 2554 FXOS CLI il FXOS M [a] HI )™ S s i) &L -
Firepower-chassis /security/banner/pre-login-banner* # set message

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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JRB—AXSUEHE,  H -5 8 ST R R OSOA

EVERTTAL, BB SERTREIRTY B . 180 DLE I 7 Boh i AT brvE ASCIT 745 o
WA, FATERZ 192 NF4F. 4 Enter §E35:47 .

EBENE BT —47, %\ ENDOFBUF 3% Enter & UL 52 1k .

¥ Ctrl A1 C BEIUNS BB B TEAE

ARG EAE S

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

LA 79 3 2 o i A i «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

128U X AR

T

$IE2

g2

R FXOS CLI (& W1l FXOS CLI, 25 8 1) .
HEN A p

Firepower-chassis# scopesecurity

HENR R 22 AR

Firepower-chassis /security # scopebanner

BEN B R HTR 22 Ao

Firepower-chassis /security/banner # scope pre-login-banner

FREAE ] 1 B 5k Firepower HUAHE FEESEL FXOS CLI fif FXOS JW i) ) B (17 B -
Firepower-chassis /security/banner/pre-login-banner # set message

JABN—ANREIEHE, T4 A S AR B SOA .

TESEIRFTAL, BB SERTREIE Y S o 1880 DL e 7 B b g AT bVl ASCIL 74 .
WA, FATIRZ 192 NF4F. 4% Enter §E347T .

TEVE NS B R —47, %\ ENDOFBUF 3% Enter % U152 i .

¥ Ctrl A1 C BRI B BT HE

ARG EAE S5

Cisco FXOS Firepower # {8 BB EI5F,

BT ZAT

BT ZAT

200) 1N
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ARG EE

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

DN e R

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

MFR = % BT R

LI

$IE2

HHF) FXOS CLI G2 Vil FXOS CLI, 558 71D .
N

Firepower-chassis# scopesecurity

HEA R 22 4

Firepower-chassis /security # scopebanner

MR GEH N 53 5 S T

Firepower-chassis /security/banner # delete pre-login-banner

BN R G EAT 55

Firepower-chassis /security/banner* # commit-buffer

LA™ 73491 RT3k 268 i A -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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FXO0S #1785
SUE

TEFEHBEST (Overview) F1FF “MEYL” (Overview) BT,
Al “BWEY” (Overview) TLIHIA LM “HUAHIZ4THS )7 (Chassis Uptime) 5714 I EHT B 31 (Reboot).
s & (Yes) AR 5G] FXOS HUAH

%éﬂaﬁ%%lﬂ’%éﬁk@aﬁa’ﬂfﬁﬁﬁu% SR JG RPREAS 22 Wi/ 18, B n e M S EE 0T H 8)
FXOS HlAT. Mt FE KL 72 15-20 434k

< 4] FX0S ¥ #8 Hi&

UK

HEFEHESR (Overview) T JT “HEYE” (Overview) U »

i “HEYE” (Overview) GUIHIAT B A “HUAIZATINA]” (Chassis Uptime) 5534 ) X ] (Shutdown).
R (Yes) BAREICH FXOS HLAH

RGN IEH KRG FIE MRS, RGN 2 2By 518, )5 K FXOS HLAH .

REZEESMIES

TESEMIMETC B S, B E 2544 SSLAIETS LLE FXOS HLAR Web S HIEHT ot TR & H A8 44 E
o, i E as A e S EEE . B i 5 & B VT ) FXOS HLAT Web Frii, b dsss
Y SSL iy, ESRMIAEVI ) FXOS MU Z RS2 b4 . &nT M LU RE/Y,  fEH] FXOS CLI
A BGIEFS 24415 3K (CSR), ﬁﬁ%ﬁﬂﬁ’]ﬁ%ﬂ% LA FXOS HUATAE T o e 5 ik 15 Fo R 25 7 it
S ARIEL, JFEIR A B Web St L%

g2

ERER FXOS CLI. - GEZ Vi In) FXOS CLI, &5 8 1) o
BN 2R

scopesecurity

U A

createkeyringkeyring name

Cisco FXOS Firepower HliE &R AR B, 200) i
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B oussassiEs

TEA WEFHRBRECR ).

setmodulussize

FIS HANE:

commit-buffer

6 MUE CSRFBL. Al LMIHIBEAE I (fan, TP AERaEt, W] LG RveE R (g,
BRSNS E YOI, WERL, (R CSR FBN, RAAHURIAE 1541,
createcertreqcertreqsubject name
w5
setcountrycountry
setstatestate
setlocalitylocality
setorg-nameorganization_name
setorg-unit-nameorganization_unit name

setsubject-namesubject name

ST ARCE:
commit-buffer

FIR8 T CSR, KR R e MU LR o

a) GR5EH CSR:
showcertreq

b) ZHIMN GFHE)  “--—--BEGIN CERTIFICATE REQUEST--—-" %] (Jff1%) “--—--—-END

MIIC6zCCAdMCAQAWdzELMAkKGA1UEBhMCVVMxEzZARBgNVBAgMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1IMRYWFAYDVQQOKDA1DaXNjbyBTeXNOZW1zMQwwCgYD
VQOQLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
9wOBAQEFAAOCAQS8AMIIBCgKCAQEASsOONSgagkfZz2£fi4JVEANG+7YGgcHbnUt7LpV
yMChnKOPJjBwkUMNQAImMQsSRQDcbJ232/sKO0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV1IOhhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4 Pmu
RWEB8YEVVWH7JITELj90vxbatjDjVSIHZBURtCanvyBvGuULP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBornyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQKkOMSAWHIACBgNVHREEFTATghFmcDOxMjAuUdGVzdC5sb2NhbDANBgkg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61
JBNLxusYilrzZcW+CgnvNs4ArqYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kKLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zREOWT+xHt LSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZYyUnMfUfCoyuLpLwgkxBOgyaRdnea5RhiGjYQ21DXYDIEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

————— END CERTIFICATE REQUEST-----

PRI BHUFEBIEREIA:

exit

L0 B HAE

exit

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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FRN

TIE14

LIE15

I 16

T

$IE18

IE19

REZFEERMES

AR PTHUEBLIURH Base6d 15X A BEF A EI FXOS. W1 MAIE AR MU F 02 f1IE 15 sk
7T<ﬁ? (S HAbAR 20, A ZISEAE T SSL T (41, OpenSSL) #EATH:H,

AT O TS T S AL TR

createtrustpointtrustpoint_name

LEASAT SV E A CSR:

setcertchain

ER T P RRE B AE AR A, AU HEIE B A RE AT S . AR SCAR S, ¥
REAE GG AE TS, ARG 2B A RIES, #5144 BEGIN CERTIFICATE 1 END

CERTIFICATE Fric o KRN SCAHT HIFERENG 25 4T 5.
A A Ser e

i

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghkjOPQQODAjBTMRUW
>EwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTclNjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZ PyLGQBGRYFbG9j YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEwWWTATBgcqhk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJI6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIkwEAYJKwYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

VNI ¥

commit-buffer

B HE A R

exit
HEN BRI

scopekeyringkeyring name

FAESS 13 D QI IE AR R0 CSR B IS PI3F O

settrustpointtrustpoint name

SRS BB SE .

setcert

REIGIE A5 AR LR S G I D5 A5 1) P9 24

i

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODA BT
>MRUWEwYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwWNDI4MTMw
>O0TUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwWJVUZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBAsSTA1RBQzEaMBgGA1UEAXMRZnAOMTIwWLNnR1c3QubG9jYWwwggEi

Cisco FXOS Firepower HliE &R AR B, 200) i
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$IE20

TEN

T3

T4

$IR 25

IR 26

TR

>MAOGCSQGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftgq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7MfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAG3jggJIYMIICVDACBgNVHREEFTATGhFmcDQOxMjAudGVzdC5sb2NhbDAdBGNVHQAE
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVR0jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsSYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1IMjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWXVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsSGAQQBgj cUAGQUHhIAVWB1AGIAUWB1AHIAdgBLAHIWDGYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1UW=

>ENDOFBUF
B IR
exit

B 22 A
exit

BEN R G

scopesystem

BEA R S5

scopeservices

& FXOS Web il 45 LS AT B IETS :
sethttpskeyringkeyring name

FAABC R :

commit-buffer

ARG EE

2R 5 HTTPS H 5585 RIK 3 P13 . BN R EATE P IS 3 20 P QU I B PIA 2 FK . R e

R BN R IR A4 FR, W HTTPS RS54 AR BB, ARRAE HBriE -
showhttps

5l
fp4120 /system/services # show https
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

SRSANRERRNZ, HAEBIRE (Certificate Status) {5 7~ 4 B3 (Valid):

scopesecurity

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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showkeyringkeyring namedetail

i

fpd4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:
RSA key modulus: Mod2048

Trustpoint CA: firepower chain

Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:

zezrsmirs W

45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256

Issuer: DC=local, DC=naaustin,

Validity

Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT

Subject: C=US, ST=California,

CN=fp4120.test.local
Subject Public Key Info:

Public Key Algorithm:

Public-Key: (2048 bit)

Modulus:
00:b3:43:8d:
0d:1lb:ee:d8:
al:9c:a3:8f:
50:0d:c6:c9:
fc:27:30:bb:

Exponent: 65537
X509v3 extensions:

X509v3 Subject Alternative Name:

DNS:fp4120.test.

e6:06:a0:91:

1a:07:07:6e

(0x10001)

local

X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94

X509v3 Authority Key Identifier:

rsaEncryption

f6:
:75:
26:30:70:91:

L=San Jose,

CN=naaustin-NAAUSTIN-PC-CA

0O=Cisco Systems, OU=TAC,

keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:

Full Name:

URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%$20Key%$20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:
CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority
1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r
X509v3 Key Usage: critical

Digital Signature,

X509v3 Extended Key

Usage:

TLS Web Server Authentication

Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:a3:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:

Key Encipherment

Cisco FXOS Firepower #/
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02:21:00:ed:47:4e:6€:24:89:04:6£:¢c£:05:98:e6:b2:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAAC)AKBggghkjOPQQODATBT
MRUWEWYKCZImiZPyLGQOBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
bIEgMB4GAIUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQOGEwWJVUZETMBEGA1UECBMKQ2F s
aWzZvemSpYTERMASGALUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEiL
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCROQwWIADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
RIHLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDSTCCoNIUhKGOERXXSGF/j43D
1koJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftgq2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5gq9Tp3WOH2ufLGAa2H109XR2FAQMB
AAGjggJIYMIICVDACBgNVHREEFTATGhFmcDOxM]AudGVzdC5sb2NhbDAJBGNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGALUdHWSB1DCBOTCBzgCBy6CByIaBxWxkYXAG6Ly8vQ049bmFh
dXNO0aW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG9] YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD91iYXN1P29iamVjdENSYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBuUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDT]j1Q0dWIsaWM1MjBLZXk1MIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPWS5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQOBG ) cUAGQUHhTAVWBIAGIAUWB1AHIAdgB1AHIwDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCgGSMA 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/ALiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

————— END CERTIFICATE-----

Zeroized: No

ETRAEE

BLIOAE R (PR 15 & B 2 A5 AT UE D, 1l 7E Web 3 Vi #s (LA~ 4 N https://<FODN or IP>/
% Firepower JUAHE HL2S .

ER AR A NSRRI AR . A SRR U 4 e A B AL, s 2 A
YA DUAH Y 7 A0 ) e W B 1P kb Vs ie), Rl oAt SSL AR (A H 44 JE4% (Common
Name Invalid)) , BRI AE A )2 2 ASAEIE S .

NG E RS

FriEZ |l

W SRE B ARG RS R R B, WU R SRR R s BRI . B b e,
W0 A BB HAT TFTP 51 AT N ECH ARG B ME, R e AT E 51 2.

i€ FXOS RRA K & W% 1] LU Cisco.com [ BA ME—L B 3k 15

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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ARG ERE

1E
V7K

7R

uz?y

OCT T A |

* Firepower 4100 £ %1 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

PRE MG A FE A MA e, Flan, LUR & FXOS 2.1.1.64 B 2487 R & i .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

i 1] ROMMON::
a) EREFIEEEG
b) HH RS,
RGTITaR I, IR R —AME T e

©) {5 IN IF] % Escape 843 X ROMMON iz,

w15

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

XA SR AT TFTP 5| 3484k
a) IOUEFHL IP Mhhih . B HEHERD DLW OC IP Mkl AT DR E . AT DU set n A A A IE. 7T
LA ping fiv MR 5 TFTP AR5 #5 H&EHz .
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>

Cisco FXOS Firepower HliE &R AR B, 200) i
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gem |
B Jsusens

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) K Bhmug A 20T A ) FXOS HUAR U 1R i) TETP H 5%
IR RIMRIRAS S IGRRAS S AN ILEE . 7] LA Cisco.com H2E N 48 T T Hk 24T 48 11
FXOS AL J3 2B AR 2 ] B0 96 & I o
©) {# ] boot #ir4 M ROMMON i3 Zlj {4 .
boot tftp://<IP address>/<path to image>

ER BT UEH XS] FXOS HUAH AT AR L USB 8 ) USB &A% % M ROMMON 35|
SRS, WRERGIEITINEAN USB %4, BREEFHIRG, R4SV
USB % £ o

RGN TR — R # 55, FORIEEERUE, RN )E g .

il

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

s s s i asiidssaiiissaiiisasaiiisaasiidssasiiissasiisssatiiisastis;
FHEFHFHH AR R R R R R R R R R R
igddssasissssasisissasiiiasasiiaaasiiasasiisasniiisaniiiaaniiisaniissssni

File reception completed.

T3 FEEENININEZE FXOS HURK IR s BAH L BC IR PR 2R GERIVE BE G IR -
a) TR REGUME A IS, TR E A IP Mk G, CvkiE I USB R AUX e o

switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)

(

(

( config-if)# ip address <ip address> <netmask>
switch (boot)

(

(

config-if) # no shutdown
switch (boot)
switch (boot)

(
(
(config-if)# exit
(

config)# ip default-gateway <gateway>

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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switch (boot) (config)# exit

b) N5 R G RN B AR G N AR R 2% 2% 52 1 21 bootflash:
switch(boot)# copy URL bootflash:

AN IREZ —, AIEAE SR ARISCAFRE URL:
« ftp://username@hostname/path/image name
« scp://username@hostnamelpath/image_name
« sftp://username@hostnamel/path/image name

« tftp://hostname/path/image_name

il

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

©) W% LR Eh EH1E] FXOS HUH G, HI4E—4 M nuova-sim-mgmt-nsg.0.1.0.001.bin $i i) 4% FE 25 Wi {%
RF S . LB AT AT RN B L N ) i B R . AN IR IR AT 4, 154
B AR 24 V4 nuova-sim-mgmt-nsg.0.1.0.001.bin.
switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

A5
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Cisco FXOS Firepower HliE &R AR B, 200) i
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Copy complete, now saving to disk (please wait)...

switch (boot) #

ISR T 2K R SR -

switch (boot)# load bootflash:<system-image>

il
switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

MBI RWAG 5, FAN LU fir4 LLBT 1k R G 22l in 2 IH 5
R nEWEmG S, NALRIAT
.

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

TP R EAE FXOS HUR BT S iR A0ME R, WS HPRE R, 433
g

~ o

il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #



| zmgem

mirmxuzansg I

NIRRT B G E

N

FHIEZ Al
R B G SR N AA R, R A s, WM BU R R IR R gE. 2E5e it e,
w0t I SR ARAT TETP Jash#dE . FOFE SALINAE . RO R GERVET BEER IR, AR5 A Bk
| SEEIP

a2

AP EAT IS A RGNS Bk, REREE, BHZEEETHICE RS .

F5 58 FXOS FAS PR Z W% 1T LA Cisco.com ¥ LA N E—A4v & 315

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 & %1 -https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286305187&flowid=79423 &softwareid=286287263

PR WG AL FE =N e tE . flan, LR FXOS 2.1.1.64 IR E W% .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

UK

1Jj il ROMMON:
a) JEEIPEH G 1 .
b) HH AL,
AG TR nE, FEAEW R T BoR—AME BT 28 .

©) f81¢1A 1 15] 4% Escape 453k X ROMMON A5 ,

w5l

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa
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https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263

e |
[ RS

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

T2 XASIME AT TFTP 5] 2 #4E:

a) IOUEFEHL P Huhik. R PEHERD DL OC IP MR AR TR E . T LMEH] set @y A E IE. W]
LUMfH ping #ir 2K 5 TFTP k5% ds ik $z.
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) Rt Z g S S W A1) FXOS LA VG il If) TFTP H 5%
AR HMBRA S SRR A S AT, T T ARSI FXOS MUA L 5 3 g2 75 IR,
i Cisco.com b [ AE R4 I
¢) {fH boot #ir4 M ROMMON Ji3 Zj A4 :
boot tftp://<IP address>/<path to image>

ER BT UEHEAE] FXOS HUA AT AR _F1f USB #if# 1) USB 44 % % M ROMMON 35|
FashiG . WRAERGIEITHHEN USB %%, BHREEHRNRL, REA LU
USB % o

REK B — R # 5, FRoRIEEERUE, SRR nE)E s g .

w15

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
rrrrrrrrnd

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFAFH R AR R R R R R R R R R
ks sissasanssisaasiiisanRiiianRiiiasnaiisaaniiisanaiianRRiiaRRRiiisnnREti
igddssas i siiissasiissatiisaatiidasatiiasaiiisaaiiiisasiiisaniisssti

File reception completed.

$3 NSNS, 4 init system 772 T HTA% AL AE
init system i & 1] LIS BRZEAF P IIN R, O FEE ARG ITE KNG L RS ER ARG E .
SERZ AT A KL T E 20-30 434

i

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

TR KRS T A FXOS HLAS:
a) EURHKE MG, TREERCE AL IP MR OC . Gkl USB R AX LA .

switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)
switch (boot)
(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if) # no shutdown

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>
config)# exit

b) SR =AM WG A IR R 45 45 52 1 £ bootflash:
switch(boot)# copy URL bootflash:

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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zggE |

BT ST R R E

UM ERZ —, AIEE SR A RISCIFEE URL:
« ftp://username@hostnamel/path/image _name
« scp://username@hostname/path/image_name
« sftp://username@hostname/path/image_name

« tftp://hostnamel/path/image_name

ENE

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

©) W% R Eh EHI1E] FXOS HUH I, HIE—4 M nuova-sim-mgmt-nsg.0.1.0.001.bin $i i) 75 FE 25 Wi {%
AT S8R . MBS AT DA AN B L SN B s B R . ANVE SR UG T A, A58k
B0 AR 24 V4 nuova-sim-mgmt-nsg.0.1.0.001.bin.
switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

A5
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....



R
mirmxuzansg I

/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
switch (boot) #

FIRS  HUHT AL

switch (boot) # reload

15
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
rommon 1 >

TR NASIGE M RLEWAR T T

rommon 1 > boot <kickstart-image> <system-image>

R RGMEAEMBIN, T RES T BIVF AR B A R R XS E T L AR
o

Al
rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29%a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully !

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Cisco FXOS Firepower HliE &R AR B, 200) i
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Usage: init 0123456SsQgAaBbCcUu
INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
S10mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome. .

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed
Unpack CMC Application software

Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to

REER

the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

WEINER, R IR ERMAYIGRCE B E . A RTEME R, WSHVARE 9 6 it
T HEIEEAE FXOS MU AR S IR . 1 & MR O WUARRRUAS N 5 1 Pk 52 28 4 P D FR 5

FRAAHRT N . A RVEAME B, TSGR HE , 55 33 L.

il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
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FP9300-A /firmware #

RN B GARILJE, AT SGE A SR R G, BRI BRG] . A
FRE R MR K SO RGN REBEAT Ashas, UM IEAEIZAT (KRR 5 i BUR B IR RAS 2 L
L o

a)

b)

<)

d)

BB AT LI a HOVEH -

FP9300-A# scope fabric-interconnect a

1] show version fiy & ] fr 7 IEAEISAT I A RMRAS RIEAEISAT AU R GERAS o R A HTIX 4254 o
Wom g

FP9300-A /fabric-interconnect # show version

BN B i A B IR -
FP9300-A /fabric-interconnect # activate firmware

kernel-version <running kernel version> system-version <running system version>
commit-buffer

FR RS ARRE T REE SN “Disk Failed” o TGO ILIEE, o] LL4REEPAT HERE
1] show version i 25 1iF 5 S MRAE AT UM E,  IF I WAL B IRES .
BERWM SHPRESM “Activating” HECH “Ready” J&, FHAT F—

FP9300-A /fabric-interconnect # show version

A5

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:

Startup-Sys-Vers:

Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version

5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)

Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
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Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

S0 FH A RS

-

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

RGURAE I AR I HOBT A B FXOS WL Z /T, SeR RS 2 it/ | 8 . el PR 475 22 5-10 73
B

PEN BERFRE. RELRENM “Discovery” HHH “Config” , mAEN “Ok”

il

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

4 Overall Status 2274 “Ok” I, RO EMME . EUIRTEEP E RN 2 (Wi
ERCED I BT A B . 2 TR

* Firepower 9300 FIH A 145 54 -http://www.cisco.com/go/firepower9300-quick

* Firepower 9300 Pt = $5 7 -http://www.cisco.com/go/firepower9300-config

* Firepower 4100 R YN [1H5 74 -http://www.cisco.com/go/firepower4 100-quick
* Firepower 4100 R ¥ E 4554 -http://www.cisco.com/go/firepower4100-config

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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regE

o BB HIRETE . 279 0

« Fi'E SSH, %82 1L

Wit ® Telnet, %582 I

* fil'E SNMP, % 83 IT

* it ® HTTPS , 589 1T

« FE AAA, 5599 T

c BERGHE , 108 1T

* Ml DNS 554, 25 111 08

% B HERFORT 5]

A

Il H] NTP DU A2 R SE L RCE P28 I TR B (NTP), sl & H IR (], o0 &E 2 i R e
NTP B E AL FXOS HUH S AU L 2 AT T 4R et 2 18] B Bl A2

Pt

I RAEAE FXOS MU L8 Firepower BUMG A, W AZIAE FXOS HUAA LGS NTP, 5 GEVFn]
T TAE IR AR A T A I TRV Bk E A . N FXOS LA FI Firepower 5 BR Lo FAH [ () NTP
MRZ5%%.

G RAEAE A 9 NTP, W] LLAE 2 RTET[E) (Current Time) £ A FH AR DRA, s thnl Ll
18 i<k B 8] [2] 27 (Time Synchronization) 17~ |- NTP BR 588 (NTP Server) £ 111 “JIR5#RS” (Server
Status) FBEH R CEEMN NTP k&5 M FARE . WER RS 5% E NTP Ik lm 2, &
A DUB AR B AE e “IIRS528IR A (Server Status) 5532 4 & Bl AR L 3REUCE 245 &
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B zseswamaNE

EFECE R HEAFOET 8]

1 EHFTFEI&E (Platform Settings) > NTP.

T2 S YETATE (Current Time) £,
RAE WA E LEEMHIE B FEX
R AT NTP, 4058 0] LL7E Y BTRF (8] (Current Time) JEI K LA A SR FR A . SaT LLE LA
i8] E 4 (Time Synchronization) %17 I [f) NTP AR5 88 (NTP Server) = 1) “ R4 #IR4&” (Server
Status) FBEH G CECEMN NTP R4 M FRE . WER RS I0E 5% E NTP kG4 lA 2, &
AT LB AR B s e “IRSS 2 IRAS” (Server Status) 5532 (145 BB bR FHREUE 245 ..

WERRX
o

FIB1 EFFAIEE (Platform Settings) > NTP.
$IE2 L HETETE (Current Time) L1,
L3 MBEX (Time Zone) 14134 Firepower HIFHEFRE 24 ) B X .

{ F NTP i & H HAFNET 8]

NTP H T30 50 JE MRS 28 R G, NI AE W25 28 48 Hh P AHRE i 110 () 20 s [R) o BRF ) A A 5 L I ook
WS, BInEAE CRL, ARSI AE. &2 T ARG E 4 4 NTP %45

UK

$IE1 EHFFEI&E (Platform Settings) > NTP.
$E2 N EE4 (Time Synchronization) £ .
P$IE3 (FIRERE KR (Set Time Source) [, Adi{#EA NTP BR5588 (Use NTP Server).

T4 W TEEE A NTP IREG 4 (Z 41 , WE(E NTP BR$ 88 (NTP Server) 7Bt P A NTP il
2510 TP Mok B HL4, AN (Add).

PIRS HRTE (Save)s
i FH 48 € 1 NTP Ile45-#315 EL & Firepower L4 -

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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mNPEEEE [

el Ll NTP BRE5 88 (NTP Server) K “JRE#IRE” (Server Status) 7 Bt A1 5 1 15 e 554 11
FDARAS . WIR ARG IE S NTP RSS2 72D, BT LU GRS /e “ RS9Ik (Server Status)
FEU A bR F3RECE 245 Bl

IR QURARGNMESGEL 107080, RGESEOTER, MG, T E XS K Firepower HLAR
.

fHIES NTP AR %522

LI
$IE2

$IE3

g2

EFFB1&E (Platform Settings) > NTP.

A3 8 [E] 4 (Time Synchronization) 115 .

X REEMBR IR S NTP iS55, 157E NTP BRS5 38 (NTP Server) 3 i iz ik 55 s ek W 1) A R
(Delete) < Fr5.

MR (Save).

F g E HHFIET )

P
$IE2
PR3
$iE4

SIES

AR {E Firepower HUFH_E T30 & H WA .

UK

EHF B E (Platform Settings) > NTP.

AiiliBF 8 [E] 4 (Time Synchronization) £ .

(LR B BT B 3RIR (Set Time Source) N, i F &M% EHTE (Set Time Manually).

st BER (Date) Tz, WosHP, SREAEH H D en] 0 wCE H .

A5 FO I ()R R0 0 I [R1 R 58 A /NIsE S 438 AM/PML.

'’ LA KB R SEET (8] (Get System Time), i & H AR TE], PLUCHC I FAEH SR IERE 2
Firepower ML & 1A% 19 2R 48 b i & 1 H IR a)

M RTE (Save).

S F 8 2 (1) H AN [R]C & Firepower HLAH o

AR WARSNRESGET 1058, RESKEEN, WiE, BT E RIS K Firepower ML E
IR
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Bc & SSH

T

$IE2

I3

FAKE

PLUR R A28 adn] i3 F 525 6 Firepower HLAE 1 SSH Vi) . ERIATEOL ., SSH 4T FPIRES .

g2

%P &R E (Platform Settings) > SSH.

)i H 21 Firepower MU ) SSH Vi), %1% /2 SSH (Enable SSH) & %A .

T HUL T /B Al SSH (Enable SSH) 5 IEAE .
it fRTF (Save).

fit & Telnet

A

CLU R A28 i) i3 B AR FXT Firepower HLAR 1) Telnet il BRINTELL T, Telnet &b T2 AR .

F SSH i A,

iR

NI
g
N

HHT, Telnet M & X ATAEALH] CLI N A R AEH]

UK

HEANRGRA

Firepower-chassis #scope system

BEANRG S

Firepower-chassis /system #scope services
LM B X Firepower HLAA Y Telnet Vi), W4T UL FER/EZ —:
* B ALVFXT Firepower HLAEREAT Telnet Vi lal, 58I LL N4
Firepower-chassis /system/services # enable telnet-server
* TR X Firepower HLAEREAT Telnet Uil 58I LL N4
Firepower-chassis /system/services # disable telnet-server

ARG EAE S5

Firepower /system/services # commit-buffer

DL 7481 )5 ] Telnet 3% HAfINT-55:

Firepower-chassis# scope system
Firepower-chassis /system # scope services
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Firepower—-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

{# F§ SNMP WL, 7t Firepower HLA L g & ] 1 M 254 P (SNMP) . B RFEAE R, ESHUT
T

*F SNMP

177 5 D0 28 5 BE P (SNMP) & — NN JZ P, T4 SNMP 45 B8 AR 2 1] 1R 45 S L7 B A%
o SNMP $24E T AriAb HESRIE 35 =, A] - W s R BRI 28 (R 158 45 o
SNMP HEZE H = AN 4 e«

* SNMP & #L 2% - F T8 SNMP R4 il R 42 W 25 152 28 TS B M R 4

* SNMP X3 - Firepower HLAH P (A AL 4E, T T4 Firepower HLAR I 2048 FE AR 3 75 22 () SNMP
PR ARAR A BE . Firepower HLAR A S ARHAM MIB 54, Z2J5 ] SNMP ACHE 161 4% BE 28 AL
P2 AP OC A, W TE Firepower HIAH & #L#¥5L FXOS CLI HJ5 -l & SNMP.

« EHAE HJE (MIB) - SNMP UHE L1152 3 % S8 4
Firepower HL4 3 SNMPv1. SNMPv2c fil SNMPv3. SNMPv1 Fil SNMPv2c #5344 FH 3 T4k X 2K
2. AR SNMP HJE S, TS B LT ARiE:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)

*RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412 (http://tools.ietf.org/html/rfc3412)

* RFC 3413 (http://tools.ietf.org/html/rfc3413)

* RFC 3414 (http://tools.ietf.org/html/rfc3414)

* RFC 3415 (http://tools.ietf.org/html/rfc3415)

* RFC 3416 (http://tools.ietf.org/html/rfc3416)

* RFC 3417 (http://tools.ietf.org/html/rfc3417)

* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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B swwriEm

SNMP & #1

Taigs |

SNMP [t — 4 Th e 2 e s A4 ik 11 SNMP ACH 0 413X B850 AN sk . SNMP 45 3 48 A 1615
Ko WENRT LAFR R AE G S B0AIE . FFT AN RN IT . BIAH AR R g R R B A
ek

Firepower ALAH SNMP 18 %142 5Ch Fa sl m & . BEBIEARWEE AN AT 5E, Ao SNMP 45 B3 7RI 21 B

BER AR RIEATATHI A, I HL Firepower HURT GRS 77 CUCEIMBE. IBCHI3E 25 753K (1) SNMP 4521

A —~ SNMP mi S 570 (PDU) SKRAIATE B W Firepower M4 A PDU, U]
PLFFOROR I T HE 3K

SNMP % & 2R FNLPR

SNMPv1. SNMPv2c fl SNMPv3 43 R 7n AN R 22 A o 2e ) 55 B ik 2 4 2 0 45 6 SRl e Ak
P SNMP 78 B FH 22 4L

LA E B L SNMP FE B ORI (177 LI B ol (RSB o AR 8031 7 52 2 15 s 2 Vs i G it e o
WAL SRR L YOI T S 2 480, SNMP 224255 SCFF LR — el ML
BR:

* noAuthNoPriv - J& & 45 % i1 5k in 25
* authNoPriv - S50, (HICIN%
* authPriv - 543 56AEF1 N2
SNMPv3 [A] I $ 4t T 22 R R 22 A 552 . 22 AR e o F P RO P BT A 1) A 0 15 B ) B 40 BT 3R

o ZARFGE LA SAVFI R YO . AN Z U A 45 G R E AEAL . SNMP K
LIRS 1K) 22 2B

SCHERY SNMP 2 £ BV FIR HIH &

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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% 5. SNMP &£ 1ZEIF0ZL 7

me %5 SHBIE e HiR

vl noAuthNoPriv | 3 45 #: % LD 544 Hh G
RO A7 0

v2e noAuthNoPriv | 4L 725 % T X S
RO A7 G0

V3 noAuthNoPriv | Jfj /14 & T P 44 D
T BRI
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SNMPv3 & £ Tfj ¢

SNMP 7 3%

snvpd z2ohee

=2
Jjo

&

S 5IE

mE

wiR

authNoPriv

HMAC-SHA

AL HMAC
AR
(SHA) K543 5%
k.

V3

authPriv

HMAC-SHA

DES

RAIET

HMAC-SHA 3%
(1S IIE . PR
TPV (CBC)
DES (DES-56) hxifk
(1S RS, &
SO & bk
(DES) 56 1 i .

SNMPv3 J8 K5 AF R 45 L WitdEA T B 40 56 UE AN N 28 AH 45 A R AR AL B 25 O 2 3 N . SNMPv3 (X 3%
OV G B (K PR AU BEEAE, IF4 N SNMP 48 . SNMPv3 JEFH J1 I 22 AR (USM) A2 9

SNMP 4 B 24, FERAELL TR ARSS

* R TEHENE - B DR BORAER SRR OL N AT S 85, JF HLER P AR el mT
PLARE R A IR .

* RIS A IRAIE - B DRXT T CGREUERIZI P A it R8s ) 7 W S it TR A
* W EHUEVERTINE - SRR AN SR BRI Bl R R

Firepower HL#i 4 SNMP #2441t | %137 ¥

$txt MIB 89325
Firepower HLAI SZH0) MIB 1) - 215 17

&M T SNMPv3 A P 89 543 30 i)
Firepower HLA £ X SNMPv3 H J7 32 #F HMAC-SHA-96 (SHA) B3 5 iE Hp i

&M T SNMPv3 ] F Y AES F2FA 1713

Firepower HUFH fH F i 0 % kv (AES) 150 F-T- SNMPv3 1 B I 1 B P 2 —IE 55 REC

3826,

Cisco FXOS Firepower HliE &R AR B, 200) i



B =/ SNMP HEE SNMP Bl

Taigs |

FaFA D B, priv XETIHL AL DES 5 128 £7 AES IS5k $%, LIEET SNMP 24N . i i
AES-128 it & I3 & SNMPv3 F I BE AL %0, W] Firepower HLAR 1 FH 1% FafL B A0 ok A6 ik 128 47 AES
HH. AES AR /D] HAT )\ NP8 il 04 SR e, BaTiEERE 64 M ERT.

/2 A SNMP B2 & SNMP E 1%

UK

T EHFAIKE (Platform Settings) > SNMP.

L2 {F SNMP X, 15PN FE:

AR

i

BIFIRZS (Admin State) 5 EHE

SNMP &g it £ B 22 H . [NHARGASEH SNMP R4 25K
A a R 45

(Community/Username) 7Bt

im0 P B Firepower AL 5 SNMP = AL A5 A H i 11 JEik S ceBRiA
Uity 1 o
HX/ARZ Firepower HUAE1E'E &% 4 SNMP ML AE (] 5 B B A A5 1)

ZRIA SNMP vl 5% v2 #1X 448 SNMP v3 )74

BAAT 1M 32 FAFZ ) PR A R . 2 @ Cat
TN OB L GRS 2 (gD B BRIMEY
public.

R, W3t X/ A& (Community/Username) 7B OB,
FFRAMS TR LABKE: = (Set: Yes). WRMX/ARZ
(Community/Username) ‘7B W ARIH A, S FBAMS ER3C
ABIKE: & (Set: No).

ARG EIE R AR (System
Administrator Name) 7B

$1 57 SNMP S IR R -

WA AT, % 255 ANFAF, I8 HLHE b SR 4 R i
i,

i E 7B

SNMP AL (IRS54%) 1847 e AL & .
BN PR P E, BE 510 TR

PE3 LR TE (Save).

ETRARIE
B33 SNMP FABFFH 7 o
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£l SNMP BafH

UK

szzsnmpiart Il

EFTF AR E (Platform Settings) > SNMP,
7t SNMP BB (SNMP Traps) X34, fidiiRm (Add).
£ In SNMP [ (Add SNMP Trap) X iGHE, 5 LU 7B

AR iR
FEHBARFE Firepower #1461 ) 22 & 3% B BE A SNMP =M LA 4144 8% 1P ikt
#HX/ARZ 1] SNMP EALAEFEBERS, Firepower HLAH L & 1) SNMP v1 5{ v2

(Community/Username) 7B

X 48 SNMP v3 H P 4. X455 SNMP IR 45 Bic B 1 4 X
o AT

BIANT 1R 32 PRI PR/ . E2MH @ (at
) 0N OB L CREE) 2 (D) B

i 07 B

Firepower HL4 5 SNMP = A LIE {5 LAAG ¥ B B4R 1) 11
N1 65535 2 A 35K

Version 7B

F T BB SNMP RRACHIZRY 5 o 3] DU LA Herpr— T
V1
-V2
V3

WY IRAIESE V2 50V3, WL BRI AR . 3] Lz BA
T

- BB

o &5 H

v3 PR (v3 Privilege) 7-

IR ALV, 5 PRSI . X)L DR o —
T«

* BRIEE (Auth) - G SO I0AE, (HA AN
* THHIEE (Noauth) - &1 B 4356 F AN &
« BUBR (Priv) - A S 4 5 AE AN %
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fiER SNMP Ba

$EA SHHE (OK), nXHR SNMP 6 (Add SNMP Trap) XG4 .

LS HTRTE (Save).

fIB% SNMP &R

T

EFT &% E (Platform Settings) > SNMP,

FAKE

FIR2 /£ SNMP FERf (SNMP Traps) DXIsrb, 785 G AR 0 B 0 W (R AT i iBR (Delete) 4]

bxo

£1)72 SNMPv3 FH
SUF

T

HEHTE &G E (Platform Settings) > SNMP.

$IB2 (£ SNMP B A (SNMP Users) X1, R0 (Add).
FIE3 (I SNMP F A (Add SNMP User) X iGHEH, S DL 7B

A iE:pu
BFRTE SrIigs SNMP FH P IR 44

BN % 32 REEE o A RR AL REIT K,

J
Iy

_CRRIZ) . (A)5) . @ (at'5) Al- GEFFR

BaEn LR E
)

o

LS (Auth Type) T

FREAY. SHA.

£ AES-128 (Use AES-128) 5

sk, ZH PR AES-128 N .

HEHE
DT BL PR .
WIAERD 7B REERTPNEREIRVE PN TR

F2FAZEHY (Privacy Password) 7
B

AN S Y S
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mrzsnmp3 e

AR iipu

W IARSFAZE G (Confirm Privacy | I FHiA H H A F U OB AL S0
Password) 7%

SEA SLHE (0K), 7]%HRIn SNMP A (Add SNMP User) 5 1G5 4E .
PIRS U RTE (Save)s

fIFS SNMPv3 FH
bUK i

PB1 EHFFAIEE (Platform Settings) > SNMP.

$IR2 1 SNMP F P (SNMP Users) X3, 755 @ AZIBR (1 FH PR 2 14T b s i IBR (Delete)
Fro

B & HTTPS

AT BT 4E FXOS HLAE FhCE HTTPS.

A

AR AT LUEH] Firepower HLAR R A% ok FXOS CLI Wik HTTPS it 1. fifg Hfts HTTPS fic B4 nl 4
Fl FXOS CLI 5¢ 1.

IEH . BRRMEZEER

HTTPS i H AFHZEA it (PKT) IEALAFAE AN B (5 P x| W2 F FXOS HLFE) 2 (Rl A7 42
Al

hnE % $AFN AR

RS PKI ¥ 45 B A — XFEXSFR Rivest-Shamir-Adleman (RSA) #4540 (Horp— MR RE, H—
NATE) s AFELE NI . AT — 291 i B3 n ] o — 2 . BRIEINZ M A,
JRETTAE BT M A R, Bl B SRR R . %7 T BUs I A
HRINE R 87 ) TR ERUEH I A8 AR WHRFEOT AT AE ] FR ARk
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B ogzex

FERE

DA I, WAE TR AH AL BTG DAIE ] o I 3 PR BAAN ], SRy 512

P14 2048 1. —MBERUL, FMHKEIEK, ZarhsiiE . FXOSIRME—ANERIEPIIR, A 2048 1

HIRIEG DI, I RVFEIEE B 2 % .
U R A PR sl ], A 20T Bl FOR A B IR

P

VER 2B AT INES, WA R& T AT T IE PR B AP LU B % G HH %%
A5 BRSO . AR mAE, BT A A RS S R A 400 . R iR S R
A2 UE B gA R, P RER SRR &S0, B a8 eyl SR S0 0L . BRIAE
BUF, FXOS B WENBELIET, HihadkaBilssmm ALy,

ZiEER
T FXOSTRAL IR (1 S B0 E, 5 m] A2 A5 AT R B A s SRIOF 2R h e B3 K 28 =7k

5o BB =IPET MAUAAE B S AGAE R, AT LUERIE B AU (CA), A LU+

1) CA BUEATAE GE MR CA FIEAEEE— 7)) o SRPUFHIET, n2iiid FXOS Al 1K,
IR R B R AEE R

|

EEER UL HUR Base64 gt X.509 (CER) #42X.

B 2 % AR

FXOS g% 3 RF 8 MEPIH, WHEBOAE T,

UK

BEN 22 At

Firepower-chassis #scope security

QU IR 4 S P

Firepower-chassis # createkeyringkeyring-name

BEHE SSL B PIKIEL (UL A AL -

Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}
PN

Firepower-chassis # commit-buffer

LUR 7R Bl st SR/ 1024 {07 1) 3 9134

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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ETRAFE
NAZE I QI IEAS TR

EIERECAE AR

LUE e A i G e v PPV IR B R THE V0 £ NN S Z B ST B

BEN 22 R
Firepower-chassis #scope security

BEANBRIN B IR 35 P 2 i o

Firepower-chassis /security # scopekeyring default

FOBT A BRI E PR

Firepower-chassis /security/keyring # setregenerate yes

N 55 -

Firepower-chassis # commit-buffer

AR 7 8] 587 A BRI 10

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

Bl 22 2 AR ETIEF 15 5K

ERERE

151 1) 32 25 SATRAYIE 5 1A K

N
Firepower-chassis #scope security

BEN B IR AR

Firepower-chassis /security # scope keyringkeyring-name

stz zar i

I HRE 1Pv4 B IPv6 MUl mRATH AR B ELI AR 44 PR AU EIE 5T 5K o RGURF S K AUIE 53 KR (1

5

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-namename}

Cisco FXOS Firepower HliE &R AR B, 200) i
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TBA k%
Firepower-chassis /security/keyring/certreq # commit-buffer

TS Do T LB RE 25 AR SR AU MU FE 515 5K -

Firepower-chassis /security/keyring # show certreq

LA R 7 9 A P S AT 3504 s IR I s HAT TPva i hikRAIE K

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDQwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiG9w0BCQ4xHJACMBOGA1UJEQER/wQQOMA6CBNNhbWMWNICECSELXjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #
BT SREVIRAE

o SEHREAS RSO (BFEIT4G [BEGIN] ML [END]AT) » JRR AR RIS Kty 1S
TR SO A AR AR BE B AU AU, DIRBCE PIFIE .

o QRS2 A A R F 0 AR AR BB L A A AR RS v EIE o

&S REm el % AIRBIER I K

T ARG

Firepower-chassis #scope security

P2 HENE Y E AR

Firepower-chassis /security # scope keyringkeyring-name

FRI QIR K:

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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TIE10

TEN

TIE12

SIE13

$IE14

LIE15

CIEFAIRAIERIER

Firepower-chassis /security/keyring # createcertreq

Fi 58 O ) FITAE TR K /0 DX P [ 5/ DX AR

Firepower-chassis /security/keyring/certreq* # set country country name

2 SR I 184 M 55 4% (DNS) bk

Firepower-chassis /security/keyring/certreq* # set dns DNS Name

F0E 5 UL AT SRAH ST A I A M-

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

¥8 52 FXOS LA 1 IP Hudik:

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request

ip6-address }
F 5T U SR IEAIE A5 1 2 W) Ja S T A ) 1T Bk L -

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

TR B RIE A2

Firepower-chassis /security/keyring/certreq* # set org-name organization name

i E LA A
Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

MRS SR A5 AT # Y .

Firepower-chassis /security/keyring/certreq* # set password certificate request password

& U SR ILIEF 10 2 =B SR 48 S T E A X

Firepower-chassis /security/keyring/certreq* # set state state, province or county

5 € FXOS HUA 158 42 B e 4l 44 «
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

N 55 -

Firepower-chassis /security/keyring/certreq # commit-buffer

SRR AT LS I A A A5 ATl U A AUR WL PR A5 375 5K -

Firepower-chassis /security/keyring # show certreq

LR 7 B4 P ver R 1 5 I B I (s BAT TPv4 BBk AR 515 5K -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name Testing
Firepower-chassis /security/keyring/certreg* set state new york
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

H o 3 S S 3 S
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Certificate request e-mail name: test@cisco.com
Certificate request country name: US

State, province or county (full name): New York
Locality name (eg, city): new york city

Organization name (eg, company): Cisco
Organization Unit name (eg, section): Testing
Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZO4UGQILKEFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEB/wQQOMA6CBNNhbWMwNICECSE1XjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZzHUOO3Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

ETRAVIRE

FERE

o STHRIE SR ICA (AEIT4A [BEGIN] RIZ A [ENDIAT) 5 AR RIS At ATk 1

VRSO A AR AR R BRI, DIERBCE PIFMIEF .
o QRS2 A A R F 0 A AR B B0 A AR RS v EAIE o

I EER

pZt A B NG Y B

Firepower-chassis #scope security

T2 QAR
Firepower-chassis /security # createtrustpointname

PRI HISZEAE SR eI BE
Firepower-chassis /security/trustpoint # setcertchain[ certchain |

WRAE A 2 AR EIE TR R, RGNS 5T T 7€ SCHRAE P U HLAE (CA) A LE A2

PUEAE A . RS BN —47, $# N ENDOFBUF LLSE BifAE
BEERR F UK Base64 4ifid X.509 (CER) 4%
e
B4 Lg%

Firepower-chassis /security/trustpoint # commit-buffer

LUR 7R Bl G5 52 A5 A mi OF R 32 A5 A s e

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower—-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
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Trustpoint Certificate Chain:

\%
%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWERB
/zANBgkghkiGO9w0BAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYiO04z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVVYVYV

\

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

ETRBVIRME
MG AR SIS MU LR AR U PIPMIE T IR L N PR

FHER SNERIR

FriEZ Al
o FiC BB S B PIIMIE S HE- EE 5 A
o IR AR S B -FAUA LR SR ECE BFAIES

TE AR
Firepower-chassis #scope security

B2 N RHMGIE T2 DI R B

Firepower-chassis /security # scopekeyringkeyring-name

PR3 O NI SRICE PP UEAS (5 AR B B P A UL i 2 32 A5 A s

Firepower-chassis /security/keyring # settrustpointname

SA JEH TR AL B ERE S P

Firepower-chassis /security/keyring # setcert

FESRRAT ), I AR AT B B B AU U B RIE P SO . AEIEAS S A9 R 4T, 8 A ENDOFBUF

SERGIE RN -
BEEE  {F UK Base64 it X.509 (CER) 1%
v

Cisco FXO0S Firepower #lf8 BTS2 EL E 45/, 2.001)
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Firepower-chassis /security/keyring # commit-buffer

LAR 7- 5 A5 AR ROFRAIES SN B I3E

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointlO
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Keyring certificate:

VVVVVVVYVVYVYVYV

\

>

MIIB/zCCAWGCAQAWgZkxCzAJBgNVBAYTAlVTMOswCQYDVQQIEWJDQTEVMEMGALUE
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xXxEzZARBgNVBAST
C1R1c3QgR3JvdXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGY0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKOND1
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJTAjBgkq
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqglzXcz75+VFj2I6rH9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ETRAYRIE
A5 FH 25 53L& HTTPS JIRSS

B & HTTPS
A

FAKE

EE SCNHTTPSACHE CHUd S ekt th HTTPS A0 A o LAV I J5, — BARfEEldR s 445, oy
HT HTTP A1 HTTPS £l #0551, 1A o i

T ARG

Firepower-chassis# scope system

TR2 ARG HA:

Firepower-chassis /system # scope services

PR3 i HTTPS it
Firepower-chassis /system/services # enable https

CArak)  Fa5E AT HTTPS #E4% 13 1 -

Firepower-chassis /system/services # set https portport-num

(A>T HTTPS HYEF P44 5K
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Firepower-chassis /system/services # set https keyringkeyring-name

W6 (k) FeE Al Cipher Suite 22444

Firepower-chassis /system/services # set https cipher-suite-modecipher-suite-mode
cipher-suite-mode 1] UL LU RS2 —:

« high-strength

» medium-strength

« low-strength

* custom - VR R € H 7 s XIP Cipher Suite FUYE 45 H

P (a[iEk) WA cipher-suite-mode ¥4 custom, 15 21k Cipher Suite 224V [ 52 X445
Firepower-chassis /system/services # set https cipher-suitecipher-suite-spec-string
cipher-suite-spec-string W L& I % 256 MN74F, If HAA 25 & OpenSSL Cipher Suite BiyE . £l
FEAT A B R 74T, 1 OIS + ()« - GEFRP F: (B9 BRAb. AXRIEAE R,
1524 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

B, BRATEEL T, FXOS {8 rh o B 7 15 # 04 -
ALL:!ADH:!EXPORT56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL
ER WA cipher-suite-mode BCE VER custom 2 AMREATIABAL, U 2K 6
T,
PIR8 WA RSN ETSS:

Firepower-chassis /system/services # commit-buffer

LAUR sl 5l HTTPS, K 5 B E N 443, K8 DI A BR8N keing7984, #4 Cipher Suite 2422
AVCE A, IS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

B HTTPS i

PR OU R, S 443 FJA F HTTPS RS . 25 HTTPS, HA LA e o, BT
HTTPS %4 .

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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F&iRE
B miEen

1 %P FEAIRE (Platform Settings) > HTTPS.

1
v
FE2 AEiwO (Port) TBUTHIAZ T HTTPS SE#L A o $5E — M T 1 M 65535 Z IR HHEAL. BRI

WUR, {EuEI 443 F S H RS

PR3 SRTE (Save)s
I F8 72 1Y) HTTPS ¥ 1L # Firepower LR -

Wk HTTPS %t 5, AT i HTTPS 2 iR #0 G . F P 75 S F i 1 2597 6 3% Firepower #l
LS, W TPIR:

https://<chassis_mgmt_ip address>:<chassis_mgmt_port>

o <chassis_mgmt_ip_address> J& R AEWI AT E W 01561 A\ 1¥] Firepower HLAE Y IP Hhbksk FHL 4,
<chassis_mgmt_port> 5= REWINIKCE ¥ HTTPS i 1.

i B 5 SA 2R
oL

T AR

Firepower-chassis #scope security

S MR I
Firepower-chassis /security # deletekeyringname

X RN

Firepower-chassis /security # commit-buffer

LA R 7 M Bk s 934«

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

MiFR = EER

FHIA Z Hil
R PIAARAL ] 525 AT A
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pz A BN W

Firepower-chassis# scopesecurity

P2 WERARE 2 E TR
Firepower-chassis /security # deletetrustpointname

T3 A FHS%:
Firepower-chassis /security # commit-buffer

PAR 7 B R 52 A5 A s

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% F HTTPS

B EARGHE

Firepower-chassis# scope system

P2 HEARGIRSSHE:

Firepower-chassis /system # scope services

FIR3 A0 HTTPS k%
Firepower-chassis /system/services # disable https

TR HINRGREAES:

Firepower-chassis /system/services # commit-buffer

PLUR7RBIAE ] HTTPS JfAfA 45

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

fic & AAA

AFRIINHGRRAE AR . A REAE R, ST 8.

Cisco FXO0S Firepower #lf8 BTS2 EL E 45/, 2.001)
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B xFam

*F AAA

Taigs |

AAA ARG, TRV SNSRI UT I SERE s DA 8T DT SR O IR 55 HEAT UF 2
Pt A B o SRR TR R AT P 2 A BN 22 A P 5 R EL B,

B4 5IE

S uEseft 7 — O R T Rk, RO R e T AN RO P A A RO, R
BT VTR . AAAJIRSS 3K ™ 00 5 3 Btk SR b el P vh A7 i 1R LA Y P AR UEREAT LA SR
SEUEVLES, WAVFHI U7 P2 WEREIEAVLE, W5 Oy RN, IR L2871 o

AT L FXOS HLA T EXT WA IR & FDE BT SO I0E, BLRLL R 231
- HTTPS
- SSH

< RATERG

1%
SERURI T IR FE: TS AL VPP U BRI T3 . s, XU P T 5 B I
AR LARAUA AT A R i)

it

SELFE T PP 200 BT PR B AR 5T L SR 60 K e PP ) R

PO . ORI IE SRS TR G RN T AR EORRAT I, X2 S T AT BRAa il
I R0 TN TR IR S sy BT B

BRI, FFICKZBERRZE

T USRI T S B R D BE AR AT DR S BB IR D RERC ST o AR 2 2R S0 T P ik
TSR EAE. AT DU K haE, o n] LUK LS S i M B RERC 5 A6 AT o

AAA FR 525

AAA RS0 P T BEAT V7 PRI M 2%l 55 as o SO IR T T VUMM o SEBUH] T S8t ki, X2
SRR A 28 1o 3 B0 E (1 1P RN ) MR LS BEYSORIAIR 55 o AL RS I T AN Kt DA T I B, K2 %
VRS s A 1

AR S A

Firepower HUAR4E4 AT HI ™ HE B SCAFBUFS AAS L B e o 45T LUAE R AS Ui A QO AAA iR S5 2%
ARG S IAE . AN .
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B & LDAP 1R =

B & LDAP 22 FrRY B 1%

[EA LE o) |

TEICAE S5 TP OB 1R JB M) T I 2R 2 () P AT S IR P R e 5 2 BB . U R BN R R e B d5 AR
XL/ YL, Firepower B4 R AR RGN AT F 1% 0% B I 2B BRIA R E

WSATH Active Directory {£ 5 LDAP lx%5+#5, i {E Active Directory k554 HH A g A ik F DAY
Firepower HJ§ et R4 . JLik P N EEIERIHAM %0,

UK

P11 G FEIRE (Platform Settings) > AAA.

$1E2 i LDAP &I E.

LB 3 (EEE (Properties) X1, HE LI FB:

A

iE:pu

#BAT (Timeout) T-B¢

TERGHEIN 21T, ARG ER LDAP £dfs e I N AL 21 )i [a]
QPSUVSE VAR

AT 12 60 R HRS BRINES 30 M. iZJm I

B

BT (Attribute) 7K

LDAP &P, it AR Bl . etk n 22—
PRRAERT o RGUAEH] g A UG FE s k44 PR R

#7574 DN (Base DN) ‘7B

LDAP ZR LR X 34, EdE g, i
oIt B R G AARE SEH 7 A 3REUH F 1) DN I, 454804
THIGHE R . HEAih DN PR ] DL Ay 5K 255 NPk E
CN=Suserid K, Hr, Suserid FriRz2i ¥ ] LDAP S5 5e3iF
Vjin] Firepower HLAR IIEFEH 7

e T DA ST T P S S ST 2 v/ SO W 1= Dz 110 D)\ P A
S0 OE AR LDAP #2245 F s & — ANl DN

3iEEE (Filter) 7Bt

LDAP 2R AR AR LU e B SO ug eI 44

BN I WIS BA AE METR FARE L hE A, W
B CE LB LDAP SRR P — M v s .

PR 4 LR (Save).
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FERE

Bt & LDAP 1211125

ETRAYERIE
B4 LDAP 2 4t R .

tll3Z LDAP 1R {32/

Firepower FJ 4 JEHAE R4 2 L HF 16 > LDAP $2ff4/7 .

FHiaZHl

WA H Active Directory /24 LDAP J[R45#%, 15 1E Active Directory JIi 554 G E HI ik - LAER
Firepower AJ§ R R L. JLik P N EA IERIHAR % .

UK

EFE A8 E (Platform Settings) > AAA.

Rl LDAP TR,

T ZLN N AR LDAP $2 4L FE 7

a) 7f LDAP i2{32]% (LDAP Providers) X+, 570 (Add).

b) 7Ei10 LDAP 121%2/% (Add LDAP Provider) X5, IHE LR 7B

AR iz:pu

FHZ/FDQN (S IP ) | LDAP $2 AR5 B ik B 19 L4 5 1P M. 4n S5 T SSL,

(Hostname/FDQN (or IP G B IR LT LDAP 2 76 24 A uE v 1 F 44 5K (CN).

Address)) 7Bt

s 2=E Firepower A ¥ FE#AE 22 GeA# FH LU ALFR e 5 P b4 T & 47 364
I o

BIN—T 1R 16 248, B i AN Sl T FMEER 0

(%), i A ALL Firepower W4 i B4 R MR His 7E
Firepower HLAH 45 ¥ 2888 FXOS CLI 72 S H AR BEREFE 40 R
—ANE] G o

437 DN (Bind DN) 7B LDAP HUiE FEMK ' (X 5 44 (DN),  %F 355t DN K TG 6 %471
BRI R AR .

SCRFIR IR AT H G 255 4> ASCIL 747

At DN (Base DN) 7% LDAP E R P IR e X 44, M RE i, Micfe i
JUE I H ARG 2 A S0 P & 3RO /- 1¥) DN B, IR 554
NMTFURIE R . SEAT DN FIKJE AT AT B KK 255 AN
FF A CN=S$userid K%, A Suserid AriR 22 H LDAP
BB UE VT ) Firepower ALAHEF B 2% 88 FXOS CLI [P FEH 7 o

A K AT, B O 7E LDAPEI B3 T A ILAE DN,

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)



TaigE

SIE4

$IES

mEap iy ]

&R A

i OB Firepower HLAf & il 3350 FXOS CLI 5 LDAP %3 b7 45 i
AT o 1o AnfEdm 15 4 389,

JBF SSL HikAE gk, FFEXTS LDAP 20ds 2 W AR BT s . i

HOHIE T, 5 iy BiE £ SR AW SOR %
LDAP {#/1] STARTTLS . 1X S VFA# /113 11 389 AT I e £ o

SEER (Filter) 7Bt

LDAP R AR TR LEVL T O SO ug s 7 44
A IR, BRAECE LDAP SRR F® T BT B8 .

B4 (Attribute) 7B}

LDAP &, et M XIS B e . SR P22 —
ANAFENS o RGAEH ) d s A VL BC UL A% RN -

AT, BRAECE LDAP JEIR L3 T 808 M.

F4A (Key) 7B

7E4R3E DN (Bind DN) "7 B 45 € (1 LDAP il ek 7 (1545 .
18] LU ANT bR ASCIT 745F, HAK. § (T5) (2
(a5) B = (255 B4k,

fAIAZ$H (Confirm Key) 7B

T H K LDAP B0 225511

#2ES (Timeout) 7Bt

ERGHBIN 2RI, RAZARER LDAP $0405 P2 I N AL 9 i st i)
CLARD R BT o

BIAN—NT 1 60 FP2 A ROEEEL, s 0 () , DM#

FIAE LDAP Y30 _LHe 2 4 R nE. BRIAEA 30 #,

Vendor 7

BEIE PR RSt LDAP SRR e ik 55 2 PR AR A5 S AR A 7 -

* 411 LDAP $#24ILFE /& Microsoft Active Directory, ik +%
MS AD.

* I LDAP $245F2 FF AN 42 Microsoft Active Directory, 1%
#%3TFF LDAP (Open LDAP).

2RIMIE I FTFF LDAP (Open LDAP).

©) MM (OK), AKHRIN LDAP 12{#72/F (Add LDAP Provider) Xf i 4E,

MR TF (Save).

CATa) o HE i 2 ek 2.
Firepower-chassis /security/ldap/server # set revoke-policy{strict | relaxed}
R SRR HER T SSL R A
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FagE |
B &= rabius 2R

Mk LDAP 12 14132 /5

F$IE1 EFETFEI&E (Platform Settings) > AAA.
$£I82 i LDAP LR,

I3 {i LDAP 1272 /F (LDAP Providers) X Ifrh, 76 5 AREMFER 1K) LDAP $&{EF5 7 X0 R 2 AT A
iR (Delete) Kb,

fic 2 RADIUS 12&£i2F

B & RADIUS 122 FRIE

FE AT 55 RO ) J P T SR I BT SR AR e e S R BB . R MR R P AT
XL PRI BEE, Firepower I EARAE R GOR AT 1% 50 B F RIS BOA L

UK

P11 EPHFFEIRE (Platform Settings) > AAA.

$IR2 i RADIUS M5 K.

$IE3  (EE1E (Properties) X1k, S LI F B

B A

#BEY (Timeout) 7B ERGBIN 211, R FARIE R RADIUS B 28 i A6 2% 1 15 1)
(RAFS R AL o

WA AT 1 3] 60 MPRREEL ERIAMEA 5 T,

ZJE PRy WA I

Eik (Retries) 7B TSR RIS A R R R K

PB4 L RTE (Save).

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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ETRAYERIE
B4 RADIUS $#24EFE % .

132 RADIUS 12 {£12F

meE RADIUS 121tz I

Firepower R[4 45 AE R Gt e 2 SCHF 16 > RADIUS $24EF2 7

g2

T EHEFEI&E (Platform Settings) > AAA.

$£IE2 i RADIUS &30 .

L3 A TERINFAEA RADIUS $24EFE T
a) 7t RADIUS 1272 F (RADIUS Providers) X35+, fdifmm (Add).
b) 7EiH0 RADIUS 21%%2 % (Add RADIUS Provider) ®iGHED, 115 LR 7B

AR HiA
EHIA/FDQN (S IP #ilit) | RADIUS #4ERS I 45 B4 i 1 HL4% B 1P ik
(Hostname/FDQN (or IP

Address)) 7B

7 Bt Firepower 14" FE4AE R Gl LR ALRE 76 FH P JEAT B 43 0IE

BN — AT 1A 16 Z [A R Ry, ol iy A dm AT BB 0

(&), AriE 2 AHLL Firepower 1J ¥ R4 1/E R SR IAE
Firepower LA 5 #4358 FXOS CLI & X H AR ALFE 7 70 e T
— A T -

B4 (Key) 7B

HAEFE SSL =24,

#IAZ4A (Confirm Key) 7Bt

B FH0A H IR SSL s 247 .

%4 O (Authorization Port)
TR

Firepower HLAH & H 23 5¢ FXOS CLI 5 RADIUS ¥#s FE ATl 5
A 3 1o G A 1 28 65535, A 1524 1700.

#BHET (Timeout) 7B

TERGUHN 21T, RGEZER RADIUS Kffi 4 I8 NAE 3% 1 I
] CLARD g A7)

AT A 60 B Z KRS, BB A 0 (), Al
£ RADIUS &I EA5E 1) 4 e BROAEN 5 5.

Cisco FXOS Firepower HliE &R AR B, 200) i



FaRE
B s TAcAcs+ RitERF

AR r:pu
Eik (Retries) 7B TSR R AT (R R R K

IR, AT 0 M 5 Z AR AR AR E %
{H, Firepower HUA & ELEHG A /E RADIUS 21| F485E 1
fE.

©) MilifE (OK), n55H7In RADIUS {2432 (Add RADIUS Provider) %15 E .,
PB4 LHRTE (Save).

A& RADIUS 232 =
e

1 LT EI&E (Platform Settings) > AAA.

$IE2 il RADIUS 50 .

$IR3 1F RADIUS 1214#2F (RADIUS Providers) Xt 1, 755 B AL R 1K) RADIUS $&{EFE 500 W 1) 42
AT o AT ER (Delete) [ 45 .

BcE TACACS+ IR {12+

B & TACACS+ iRt 12 FRIE 1%

70 BEAT 45 AC B 1) JB P T SR T ) B A S (R e e e 5 BRA W o SR AN LR P LR AT
XL JE LW E, Firepower 14 R HAE R0 AT F 1% 0% B 2R BRIN R & .

UK
$IE1 LT EIRE (Platform Settings) > AAA.

$£182 i TACACS &3k
$123 B (Properties) X1, G LI R 7B
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| Few=
m & Tacacs+ 12tz I}

AR iE:pU
#BAT (Timeout) B¢ TERGEHIN 21T, RO IRIERL TACACS+ Hidfa 72 N WAL 9% (1 I

] CLLRR R HALD
WA T 12 60 FHHEE. BRINED 5 5,
P B

PB4 LT RTE (Save).

ETRAVIRE
B4 TACACS+ $2{LFE T o

17 TACACS+ 1212 F
Firepower nJ " JB45:/E RG22 3CHF 16 > TACACS+ #2417 /7 .

UK

F$IE1 LT EIEE (Platform Settings) > AAA.
$IE2 i TACACS &I .
PR3 AW TEERMIEEA TACACS+ S it F
a) {F TACACS 12{#t#2F (TACACS Providers) X1, iR (Add).
b) 7E#RAN TACACS 2{#72/% (Add TACACS Provider) X ifiHEF, 5 LU F 7.

AR iR

EHB/FDQN (S IP #blt) | TACACS+ R AEFE i bk B4 16 =01 4 s TP ik,

(Hostname/FDQN (or IP

Address)) 7B

e 2EE Firepower AJ ¥ FE A 22 GeA# FH LU 3RALFR e P b AT & 47 364
(I o

NN T 1R 16 Z B HEE, s fm A\ s AR nT FMEEL 0

(%), Arit A AL Firepower Wi A R GOMR His £E
Firepower FLAH 45 ¥l 2888 FXOS CLI 72 S AR AEREFE 40 N
—ANE] I o

F (Key) 7B B SSL in#s 354,

fRINE$H (Confirm Key) 7B | xEHTHIA B B SSL a4,

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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T&igE
B ==zs8z

AR Higk
i A7 B Firepower WA 5 #1 4%5 FXOS CLI5 TACACS+ ¥4l FE AT il
A5 ISP ASEFH ) 1

N 1 F 65535 Z [l 3k, BRilim ok 49,

#BRT (Timeout) 7 ERGHBINZ 0T, ARG 2RIER: TACACS+ HUl FE N N AL 27 1)
] CCARD Ry Bpr) o

BN T 160 Fb 2 [l HERL, sEfN 0 () , DUl
FHAE TACACS+ T+ FHee A RBH . BRIAMEN 5 7P,

©) AiFE (OK), 1 JCHRAN TACACS $21#2F (Add TACACS Provider) %15 HE.
P4 PR (Save).

fiP® TACACS+ 12 12+
UK

Z1 kEHEFEAIRE (Platform Settings) > AAA.
B2 i TACACS ituiF,

$IE3  F TACACS B#2F (TACACS Providers) X3k, 765 @ AEAH BRI TACACS+ $2ALFE 75 M 1)
R AT R IER (Delete) Kb

BRRERGHE

R H SRRk B i K MR REAT R H G TP R P RS s 10— Fho7 ik R Bk
B ARG H SRS A B TR HUAE A . R H IR S5 B PR AR A SO,
AR 5 G B SO AT B R o ARXAIE 3 s HE TN FUS SR AR P ORI . 5003 B
B HE R S F b P A HE

g3z
F$IB1 LT AI&E (Platform Settings) > 24 HE (Syslog).

PIB2  FEANH AR
a) At H#R (Local Destinations) ZETF .
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- |

b) 7EZKit B4R (Local Destinations) i |, S LLF 7K.

AR

F:pu

$=H#) & (Console) 5y

Admin State 7Bt Firepower HlA & S AEE GG EBoR RS H & E.
W ARE 6 L BN R G H G BRI e H AW B
FIH &, e AR (Enable) BikHE. WURBOE L BB
(Enable) ZiEHE, RFGHEHEBESHMBIHED, HEASE
INEREHE L.

Level 7 IR TEH G - HEIRZS (Console - Admin State) £ /3 F

(Enable) SUEHE, WFEFREARLEREBI G LS H IR AR K20 .
Firepower HUA/ERE il & F i s b 20 B DL BiF R 3] BLAE A
T

RRBEREAR
« U8 &

« Critical

We#i 2= (Monitor) 347

Admin State -

Firepower LA & 7 75 AL Bom R 40 H & R

U R SEARE AL b B s R A H AR B PR 28 H T B
FHE, 1L EA (Enable) SUEHE. W RO L B A
(Enable) &EHE, RETHEHER B MEIHES, HASE
INAE AL A .

R (Level) FHi5l%k

Skt T RS - BIRIRZS (Monitor - Admin State) (11 /2
(Enable) SIEHE, W5 IEPEIEANTE INALAR B BoR ISR B 900
ARG FER g & UL B R X ar BUE LR I —
I)[L\f:

cREHREAR

« KB &

« Critical

- FHiR

.EZ%

*

I

{i‘]
p ]

i
i

« Debugging

Cisco FXOS Firepower HliE &R AR B, 200) i



B eszs58%

¢) miifR7F (Save).

PRI FCE LR H AR

Taigs |

a) A7inFE H#R (Remote Destinations) £ .
b) {£iTF2 B4R (Remote Destinations) 15 [, K% = /MhaHEIE R 58, X4eHHmT L

1#ifi Firepower HLAEAE 13 &«

IR ARG H R B O BT H bR, nT DRI SN AR 4 H SR 55 s L 1) A P Rt TRl A R
K IFFEGRAE H G e Jmon FEEAT AR B . Bilhn, W] DR EAE I R E R AR S H ST 5
FEPATIRERAE, I H S SBCEAE IRC % R A7 B SO E DLBEA TR, s (R 2 T3t [ A

RIS B
& H ik

Admin State 7B

W R ARLE AR H B S e R H R R, wEiEh ia R
(Enable) & iEHE.

5 (Level) THz415%

PR RS I BRI BP0 . RGAEIERE AT A7 fis
PR B A AR o 3K AT L DR 3L — i

cRREAAR
< KRB &

« Critical

* Debugging

FE#14&/1P i (Hostname/IP
Address) “7-Bt

TR H A SCPE PR B 1 A LA B TP ik

AR ORI R o ANE I TP M, A2 DNS Ak 55
Ao
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| Tags
mEons Rz [

AR r:pu

W& (Facility) 413 ARG SR G5 L FE E A SCPFI BRI AR 4 H S %
AT LA AR e — T

« Local0

« Locall
« Local2
« Local3
«Local4
« LocalS
« Local6
« Local7

¢) riiifRTE (Save).

PIEA ELEAHCRYE:
a) AR HhsRiE (Local Sources) £ .
b) 7EZRHRIR (Local Sources) L I+, IS LI R 7B

2R iR
MIEEIATS (Faults Admin | 2155 F RS0 H & id st @Rk + B (Enable) SIEHE,
State) 7Bt Firepower HUAEHE i % AT R8I

BEAEIRAL (Audits Admin | 25 HIZ H & id s, W%+ B (Enable) £IEHE,
State) 7Bt Firepower HLAEFFic sk BT A1 # 4% H & F4F

EHEEIKT (Events Admin | 2755 H R4 F0E MG d 5. WL+ A (Enable) ELAE,
State) 7Bt Firepower FUAH il kA7 R F44.

©) milifRTF (Save).

O o
fid & DNS PR 5532
R REE R LA RN 0 1P Mk, 877535 2 DNS kgs2s. i, W5 AN & DNS AR5 2%,

&AL Firepower HUAE LICE BCE N, AREAEH www.cisco.com S5 K. 180 e 75 248 H IR 4545 1)
IP Hhiik, HCny LU TPv4 55 IPv6 Mk, #5552 nfLARC & 4 4> DNS 45 4.

Cisco FXOS Firepower HliE &R AR B, 200) i



FaRE
B aEonsEss

A

R A2 DNS g asit, RGN CMERBEHUB PRIk 545 WERACHLAL P fiy 4 25K DNS iRk 55
i), B RELABENLIN %2R 3 4 DNS IkR5545

UK

$IE1 EHFFEIRE (Platform Settings) > DNS.
$122 %+ B DNS BR% 88 (Enable DNS Server) 5 IEHE.

HIEI X TEERMNEED DNS R 5 (% 4 , iii{F DNS BR%% 28 (DNS Server) ZE& i A\ DNS
AR 4450 1P Huht, AiE5RIN0 (Add).

PR SRTE (Save)s
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EOEE

* KT Firepower &AW &I, 5 113 1L
© YniHE O EYE . A 116 0L

o RS IRE , 5 116 1L

o Qg @, B 117 0T

o MUE PSS, P 118 T

s - 2 AL A7 43

% F Firepower Z &% &1E0
FXOS M8 2 5 —32 11 P & EtherChannel Cuii 1338 ) #2110 . EtherChannel $% 11 % 7] A5 6] —
FAR) 16 MR,

“32M0"” (Interfaces) T1H

M Firepower HUARE EEAS 1) “F2 117 (Interfaces) JUIAT, %A LAAB MG L E 2228 L PIRAS, dnli
e gEbE, R HEEE O, DL G i TE .
“H: (Interfaces)” LT HH P 55 70 2H e«

* L7 ©7r Firepower MU H 2 (R45 I FOMAR R o 80T LORE BUbR B A AEAR AT 3% 11 D)7
PAEREAT iz H I AR B .

A ks, R ERIREs:
arth - DRI RN,
WK - B e HAR I
2L - B2 IS PRASAT [
Ht - R,

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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B soxm

o NHEH A EWAEIR: FAAED (Al Interfaces) fIFEH4%1T. FEAE DO (All Interfaces)
IR b RN, BT BUR el . BT DL S 4REE (Edit) 284 1 g 1,
Bl BRI LR . A R SRAT, HS L5700, 5 115 U,

)
R R I 48 SR AT, W% SRS

(Operation State) 1 7.7~ 4 5K (failed). X} THUAH NEERE, b EtherChannel JG
TATAT L 1, 18] 28 IS 1T IR ES (Operational State)o

it
jn
o
HE

BEAZ LT LOE AR R —
* $dfi (Data) CERINBEED - AEEAEIZHR I 2 M3 5 m i 1

* L (Management) - A] DAZERZABE 46 2 M SE S B 1o HURE 0 RN IE AR BE 46 0 G M B
I o

1t Firepower MO 1 N P, W) BRAE B4 /RS W 4 42 TR B AR 42 11 2 M AT 3L
EEEEE NS B O o E . T IRCE RS IR R Firepower £ B o
EIBAT M SSH RS HAE AL A CRAK S 500E . TP HbE AR e mT LAY configure
network 2 7E CLI _ERCE HRE, thn LINEE 0% & (Devices) > i ZEIE (Device
Management) > 1% & (Devices) > &2 (Management) [X 32 5 2 IP Huhit,

W@ R 0] DUE R B A 0% & (Devices) > X EETE (Device Management) > 3% [0
(Interfaces) 5f 45 FIFLREGE S N — R TRCE . RIS WHE DR ik . 2 Wi RS #%
H e 1F3E4T LDAP 8¢ RADIUS #MHE 30Uk i, W R AR e v 8l #: 0 Ei SSH U 1],
&R LU SSH U In| S B2 Wi 1 o 2 W L eV i B B, AN Fo Vil i e

* Firepower FH0}- - 32 1172 Firepower BN 1 8 BB 1. SRR 1, R 2iifr
Firepower Jg/PpS5 4l CLI FFCE H IP Mok A AL S 5. #ian, %0n] LOKH s Bm i G 3l (9l
M8G5 ThorBE k. 2 Firepower 4 BE L iy 22 % 1 1] configure network 74 .

AEHE - T AR OB I & HR e B 28 1Y . b SRTMY A B)73 e 30 B A7 il ik it DA RIEA T 1 5 TR 4R
REEAS . BRAIEOLT, REaAiim il 48 b H 3 G AERHA B e .

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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muzny I

pEd e

455 B %t

T LIS A Firepower i BP0 EX Firepower JZJUET 18I CLIKF AN AT 4 % B8040 = oy 11142 1 G
NIRRT — B PN TG NIBOH, e PRAH S T—AME . SRR, I E L6 2 FXOS
GIRP

T R IO LT B 461«
o PRIt 4 A ME— Ao ity — BN —AN B, K7 G2 in o\ At oy B
o DU Hdie AT RE RS g 1 88043 32 114 AT DARC &y WX
HRVEQME R, W20 (Firepower & B LI EFGRT) H1K) “Hd s IPS THBEOMWNELE” &

A

X} T~ Firepower P81, Firepower 9300 F14100 F 41 b HE 264 O 1165 8 R 234T DR .
BE A S84 T ) AR5 H I A DR B 10 PR TG 1O 2 T AR B3 ) o 70 AR A OB i A i), b D e vl
T YRR 2SI

TS T D REAE BERSAT NV TP AT B o AN TR B0 X S84 1 R M ged 0 eIl HIAE ASA
I Firepower Ja 57 £ S FH R B0 11 o 35V, AN]SR E B SRS T DI Re 42 11 .

G A AR ) BEAESAT ThRE, 5200 DG E 4 EtherChannel; 75U, #&RDEf X 64z O 1E by %
H #5019 EtherChannel % 173 o

T RLR RS R E PRI 0], Firepower J8 P B A S RPRE A 5847
« Firepower 9300
* Firepower 4100 %41

X LE T 5 1) 52 SCHFRE A 54T I 28 B A 4
* Firepower 6 %ij [ 1G SX FTW HL47 5 /W £5 18t (FPR-NM-6X1SX-F)
* Firepower 6 %fi 1 10G SR FTW A7 % 9 4B E (FPR-NM-6X10SR-F)
* Firepower 6 ¥ii 1 10G LR FTW A 5 [ £4 45 (FPR-NM-6X10LR-F)

* Firepower 2 %fi 1 40G SR FTW FLA7 55 W 48 45 Ht (FPR-NM-2X40G-F)
BT HREATHI DL o 11X«
*1. 2
*3. 4
*5. 6
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B vz

SE RS

FXOS HUAEER A S H B R . B4E FXOS HUAR I 225 i s AR W & b T LIS R, 80K 75 2
ARV S BB OB A IE R MTU W
FXOS ML b H 2 Fe ok MTU 2 9184,

wiEEORTE

P$IB1 EPED (Interfaces) $1JT Interfaces LI

“$: 1 (Interfaces)” L[ B2/ 410 O e e i I E R R B, B MRt ez v,
P2 AR D OO N AT el dRAE (Edit), TT9T T 4R4E1E O (Edit Interface) X iGHE,
T3 FHHEED, Wik /A (Enable) SIEHE, BEAAHHE D, 1EHUYIET B (Enable) KA.

LA (ATk) MZEB (Type) FH AR PIEFREIE (data), Kb R E HEHEHL 10, EHE firepower &
4 (firepower-eventing), LUK%IOMCE A Firepower ZiFi: 1, 4% HEE (mgmt), LUK DD

BN,
EB IR E R (Cluster) 28
i,

IS (n[ik) MIEE (Speed) | H7414 rhik FpE B .
$E6 L BE.

BEEROMNEERS
UK

$IE1 EPHED (Interfaces) 1T Interfaces VL.
“¥z 1 (Interfaces)” UL [ THFB 27 107 e e I B R R B, MRt ez nyEL.

TR2 TR OV BRI RN R O, ESRAT LN R AEZ

s T B O FRIRSWCE NS T, 1 s AR B O “ARFS (State)” I EZH
(Disabled) JT5¢, #3ETESCH ER A (Enabled). 1iliE (Yes), AT

P BRGSO CR o BLELOL R 7 PR R ARSI 1 AR A8 DAy 2 (2

s EOR R O HURAS T SO AR, W AU AR 2 ) IR (State)” BEFFIMEB R A
(Enabled) J7%, ¥¥& & HSCH 22 (Disabled). /i (Yes), Al K.

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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oigmnEs [l

B IR BRSSO CA T o DLUEDUL R R BILNTRT N2 10 Rt 22 D K 6

CUEESANBERES

%
g
—

%
g
N

$IES
IR

TIE7

EtherChannel CUHK Ay v I1MIE ) 52 AT AL 16 AR ple a4 11
2 FXOS P4 & EtherChannel i, EtherChannel #4b T-#£#2 (Suspended) R 74, B 2K LAl
W, BB ST . EtherChannel 76 LA R 55 N KB HEFRIR A

* EtherChannel V% Il Ay Jit 373 %8 15 % 1 400 Bl A iy 11

* EtherChannell %5 il 4 1k SEHE— 3020 (138 5 5 2% (1) 7 B ER CCL iy 1]

* EtherChannell ASIIA /R 5RAF 7, HLZRDAT AN RHUI T SR A (1038 4580 2% 10 B o
I

W7, EtherChannel 7E&04 ' 7 BC R B S AT A IEH TAE. W RN %4 R EtherChannel
MR IZ 4515 45, EtherChannel ¥k 52 4 3EEE (Suspended) R 7.

FrigZ Hl

FXOS P AT BB SR 1 B P (LACP) 43 T SCHF EtherChannelo  FATTHE BCRFIE A A Lt
FIE R “W53) (Active)” B, DLSZBlE AL A E.

UK

EPE#EO (Interfaces) 17T Interfaces UL
“H 1 (Interfaces)” LRI TR TR AT O L22E M O E M ERE, £ FRPIRUt O 38 051%.

A O£ 7R nis O@iE (Add Port Channel), 7] #] JF7/nif ;&8 (Add Port Channel) %I
G HE .

{t i [383E ID (Port Channel ID) 7 B¢ H 4 A HIEIE ID. ARUEN T 15 47 Z [,
BRSBTS 48 N AEREYSBIRE R TR o W RN AR i TR TE 48 P T AR TR il GE
#, %0 LY EtherChannel B & ANF) ID, R OiEFE “4ERE (Cluster)” 28, ANERAT M3 105
i 45 52 EtherChannel.

BA M OEIE, & B (Enable) BIEME., TEEH by DliE, 1HIEES /B (Enable) &%
HE

MZERY (Type) NI ke TMER: KHE (Data). EIE (Mgmt) B EEEf (Cluster).
WAL, 1N HEO (Interfaces) 1EJi1< .

FUK O N B Ul TE, 15 7E A A% O (Available Interface) 5']2'%*‘%?"&% H, filiifkhniEo
(Add Interface), K BEE “m b ID (Member ID)” 514, i 2 AT LLR I 16 AN [F]— 288 Al
FERIFE
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B AN . BRI D, W R R L, R A Cerl B . Bk
P MR E ], TEREE R RIS MR, R, AERAT Shift BEFFEIN, Rl RS
il e — A

SR8 LI FUEE MBI, A €85t ID (Member ID)” F113 2 LA (G AIBR (Delete) 1241 .
FIB9 il Settings (BEHE) EIK.

TR0 MGEE (Speed) 47 714 H ik 4 i 1 A (V)3 L

TN mil WE.

A& 77 > B4

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)

PR AR5 B 4 el e B 2 S8 U T FXOS BUAR o 87T LU FH 23 S 2k 4R it 4 4 10 Gbps 3t
1, AR A 40 Gbps i [ 1.

FHiEZ Al
FAT TR GAT D Re i3 AT 2, 23 33 G

UK

EFH4ED (Interfaces) 77T Interfaces VLM .

“$Z 1 (Interfaces)” VL IH JHHB B/ 4107 O 2235 B I B R, 8 FRPHRAt O ey £,
F O N AT H R 43 320 11 (Breakout Port)” bR K 7R BENE S 74 SZER B0 H 24 B AR L B o0 SCRF 152
Mo XTFORCE A SRS, i F SN =ca (B, DOKI2/1/1. 2/1/2. 2/1/3
F2/1/4)

FKE 40 Gbps #2 14529 4 A~ 10 Gbps #21-, iHHAT LR #4E

a) AR DTS N (1 43 32 3% O (Breakout Port) 4.
“f) % 53 37 11 (Breakout Port Creation)” X URAHEST T, ZEREHHU S AR E4RSL, IS EHUAH
B

b) i Yes () #HTHAIA,
Firepower HIFH H ), #5& 4% 108540 4 /> 10 Gbps #1H o

BOFE 4 A~ 10 Gbps 43 38 U [A] A 40 Gbps 21, TEBAT LA #R 4

a) SRR SR TR K MIER (Delete).
BAKTUGHEST T, BEREHIN S T AR, B AR 4 N0 S8 LT B B, HLAR K
=P

b) il Yes () #ETHAIA,
Firepower HUFHH T, 5 14 L #4604y B4 40 Gbps #2171,
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#

BRI

s RTEMB, #1190

o BTN ASA WA, 8121 0L

o QU@L P B AR v, S8 123 TT

o BREAERE, O 124 W

© RTMSsHE, 137 1T

o FERNT % LS Radware DefensePro 4555 , 25 137 1T
« FENUHT N ATE LIS Radware DefensePro 4555 , 25 138 1T

* JFJ8 UDP/TCP i 1 F1 A ] vDP Web file5% , 2 140 1T

o ERBIN BB ME ERIG . 5 140 1T

« MEREH B, % 141 1

A Y 1 [ - | \rL
XFZEEE
i ] Firepower WA E BRI “ 124145 " (Logical Devices) JUIHIANEE . iR AN ERIZH K -
I @ &I, FXOS HUARE HL 5 | S5 ik 24 7w M AR IR oK 5 | 2 e e o R R L
HEIE BT 1) iy 5|48, Sre A HLAE N AR I 00 T #E% 21 Firepower ALAE 225610 I A7 %4
SIS SHIE SR e &
AT LG LU R PRI R s 2 —

A

AR AR AR FXOS I F, N REEIE ST B R IR AR e . HA)iE UL,
RIEC R AR, WIANGEAE A2 i QRN IR, AR A (1 P A~ IZ 4R B
QIR
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B xF=Eses

A

AR QUREIELERC AR, W AENUAT T RIPTA B L m] R BN AN RN
IERAF2RA . TR, BT LUSA TR E B SRR AN RIRRCAS , (HBITAT B Ll Zi G 508 ] 2R
(KB

* 37, (Standalone) - 5 1] LA 22234 4E Firepower HIAH ) REAN 22 0y 5 G M I8 AR W 4%

 JEl¥ (Cluster) - AR, 0] LUK 2 A2 BRI G il MRS . SRR RA A B
TAERENE CEEL RS AT RN RS A R AN 2 AN B U AR
Firepower 9300 %5 2 B HR B 25 SCHEHLAT N A HE

i;i&niﬁﬁ%” (Logical Devices) G{Ifi & R4 FXOS HUAR 22 4/ 5 |8 | 2238 (1018 i i 4 (45 KL X
BEAMIZ A DA S PR A LU R R
© WHB A HIME— 24K
o ARG L) EENV A RR, B ASA 5 FTD.
« P A, B “H57” (Standalone) B, “#EHE” (Clustered).
* IR (Status) - WIRIEH B A PR
U SE AL (OK) - 2 4H 15 4 e B 5E 1k
K5E L E (incomplete-configuration) - 325 15 44l B K 58 o

REAMIZ A DR L DL A5 R
AR (Security Module) - ‘B8 22 4R
* 3iij 1 (Ports) - 7~ 73 B 45 Y. FH S48 o 11
* . H (Application) - W7~ % A FIS4T N
* AR (Version) - {7~ 22 R FIz AT 1N H IR A RiUAS 5
A

ER XIB R & Firepower W97 1 HEAT (1) 58T &8 1 Firepower & B HLO S8 G, 10
HLT AR BB A ) R E Firepower HUAR S LA T 11848 > & RiEsE, HHAR
4> EH L b FEIXEL U, BRI IR T 00 8 % (R R A
(CSP WefG Firepower &M 1HT) o

* E 3 [P (Management IP) - Y27 73 O A A @ 45 e 4% B 22 TP (1A HE TP bl
« & ¥l URL (Management URL) - & 75 73 it 45 I FH 5491 /) 29 B8 URL.
* WK (Gateway) - {27 73 TR 25 IV FH A9 1 ) 265 194 DG il

« B 1 (Management Port) - 78 20 it 25 3 51240 ) B 11
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tEmze AsAiZiEes I

< JRZ (Status) - TN LB PR :
7E4% (Online) - N IEFEIE AT R 1A%
2% (Offline) - N 5 1k HAN AT 4% o
IEAE 2245 (Installing) - 8 22345 IEAEHEAT o
K22 (Not Installed) - [ JH R 2225
LRSI (Install Failed) - N 22558 2
IEAEJ3 3l (Starting) - N IEAE 3.
JA BRI (Start Failed) - I H i 5 286
LA 3l (Started) - B B A 2)),  IEAE S5 A B AR BBk
TEAE15 11 (Stopping) - N IEAEFE 1.
15 112K (Stop Failed) - W JEiZ:ib N B 4R
MR (Not Responding) - N FH A Hi 5
IEAETSHT (Updating) - N R AF IEZETH ]
BT R (Update Failed) - B FH 40T R IK .
T (Update Succeeded) - N FH AT+ e 2«

BIE I RS ASA IBEEIE &

0T LA FXOS WA e RS i/ 51 3 G I8 £ . 1 Firepower 9300 55 2 i1
% b, R CECE TR, WIORAGIEMA B % . TEMIEREERE, RS A RERCE ML %

Pt 2 (RiE) 1&n] LL22 2% 58 = 7 Radware DefensePro MEUL-F- & LIAF 4 —I5 DDoS ¥ AT R %5,
HAT T2t LR ASA B kKBS 2 87 GES < T IRSHE , 26 137 70 .

IR B AHENURE T PR ER 2R R SR H TS SCREE I AR R . TR,
Bea] LU A T4 8 WA R BRI ANRI A, (H BT R Rh ZUE D /] — SR a8 AR e 46

FHIEZ Al

R AR TIB B A 1 Ay |8 O E T IB AR A, DA S BRI 1B AR A
CHEZAMBRIZ S, 55 141 50 .

* ]\ Cisco.com 3 EH T2 & &N HWUE GES M Cisco.com NS , 534 70D , R
Ja kg AL 3] FXOS HUAH (IS f g AL 31 Firepower 4= % » 55 34 51D
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B oEnumasABERs

P®2
PIE3
$IE4
PIR5
PIE6

TR

TEN
TIE12

FIR13

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)

* O EZ R Yo ST I B 1

UK

EFHB AL % (Logical Devices) 1 7 “@H# %4 (Logical Devices) I [f .
“BHEY %" (Logical Devices) TUIM T~ AENLFE _HIC & M@ & 5K . W MR EA T2 %
%, MRS B — 4R WS DL & .
AR NI & (Add Device), 7] IFRINIEE (Add Device) XJ iEHE .
XTI & 2R (Device Name), 1 4 Z % SR E—ANLK,
X TA8EHR (Template), 15i%45 B R BEN & £1% & (Cisco Adaptive Security Appliance).
X TG AR A (Image Version), 1ii%E$¢ ASA BAFRRA .
XTI EIEL (Device Mode), i &3l 3L (Standalone) "I $ 4
MiFZE (0OK).
Bt %l o ANC - Bees B HK (Provisioning - device name) T 1 o
JEIT#03R IR O (Data Ports) DX I, SR & o B0 256 45 1A 1
s B L R R LR

ARG KER “ASA BLE (ASA Configuration)” X UFHE.

E—f%1E 2 (General Information) 3£ [, SR N AIEAE:

a) {F Firepower 9300 %5 Z A1 2% I, 78 “ 2 AEHEFE (Security Module Selection)” "R, il
AL T IR & ) i, Bk,

b) MEIEFEO (Management Interface) | i 5138 o 1k 8 5 30 46 B T A B B2 10

©) EBIAGEOUTN, FoEE R,
B S B FAC & e e/ | 350 A B 1 R 3 TP Muhbt 20 H 3% 4 ASDM [ 1P
bk
1 bk 2R (Address Type) |41 3 Hh ik P27,
2 {£EIH IP (Management IP) F-Bcb, F'E AH 1P Mk,
3 A A LEHERD (Network Mask) EUATEE4KE (Prefix Length).

4 I ANMLEM X (Network Gateway) Hitik

{EIR & (Settings) LI, (EZFFY (Password) T-Br A “& PG (admin)” 7 FIZ0D,
M RE (OK) 51 “ASA Bi'E” (ASA Configuration) % 5AE .

M RTE (Save).

Firepower MJ " JE45AE RIS T BRI MAERRAS, RS |5 R5 7 e R B 1 e HE L B4R
(1) 22 AL 5 | R B I %



| =Egs

nmrempmsEss I

) 2 30 5T BB B 2 AR R

N

10T LLA FXOS WU 22 AR e Wit/ 5] 35 G % % . 7 Firepower 9300 %5 2 #ik 15
& b WSRO TR, WG R . TR, AR A R BT R A

pEd e

PIR4
FIE5
$IE6

P17

EBIAENFE T T A AR E22 il — R ARt HaiAS SRR FH AR R . R, B
Pon] DU AT € WA RIS R RRCAS, (H BT A AR 20T e B A ) — ST R i AR % o
Fraa =z Al
« RS AR TR AR W A B e ARy [ BRSBTS BRI B
GEZ MR R, 5 141 70 .
* )\ Cisco.com F#EEH FIBHEKAHIN MG GES M Cisco.com FEMUE , 3470 , A&
Ja R _EAE 2] FXOS LA GES R g 4% 2 Firepower 24145 , 55 34 71D o
o iU E RSB A B 1. IR /DI E — N R R R . B, e BLAY
& Firepower S04 11, ARH A S/ & (10 Web FH4F)
puk
LB % (Logical Devices) T “@# %% ” (Logical Devices) GL[f .

“HI " (Logical Devices) WU W/ fENLAE FIRCE MM %513 . WS M AR AL EAT 1%
5, MRS B —4 R HILE WL B .
MTRINE & (Add Device), W$]FFRINIE & (Add Device) X iFHAE.
B Ti% % ZFR (Device Name), i A2 & 442t — N2 K.
HEAAFR 1 FXOS HLAR & BE 5 | B8 10 B A A o DL RO IR 1 s AR AE e i/ 5 |38 Pl b A
Rl -y
X T-4E#] (Template), 1i5%E+:Cisco Firepower B BAf# (Cisco Firepower Threat Defense).
X FBR1GRRZA (Image Version), 171 F¢ 8B AR AF AR A o
X Fi& & &R (Device Mode), 1 i ii 3 3L (Standalone) 1L %4

M AE (0K).

Fra BoR D - Beas &K (Provisioning - device name) % 1 o

R EIEIR O (Data Ports) X1k, SR )5 it 20 BCgh W& RN L.

BHWAZAT e OE AL TR ER: o WRE KR Il — NS4 T 5 i e A2
s, SRR — KB5S MR, NS SEIEFE AL . AT B 2T Dhie, DAkl SR8
B, LA AL AN

sk ok A O R B2 AR
ARGUK WoR LB X T AE
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BEgE |

$IE10 £—f%{5 2 (General Information) £ &, 58 FAIHERAE:

a) 7F Firepower 9300 25 LR34 b, fF “ L RIEIEFE (Security Module Selection)” R, i
AL T B B % (1) e i, K Ik

b) WEIEIEDO (Management Interface) [ 7413 ik £612 46 B F AP B B2 10 o
WA P B — AN SRR ST DhRE M A “45 8L (Management) 32 11, U S 31— 44845 7
B A MO IX A L

©) 7F “F ¥ (management)” F, WC'EEFIEL:
1 JAtthib 2B (Address Type) 413 ik £S5 8 ,
2 7r%ETE IP (Management IP) 7-Bif, FCEAH IP Huhk.
3 A4S (Network Mask) S HI4R1<E (Prefix Length).

4 HINMLEM X (Network Gateway) Ml .

PBNM {EIRE (Settings) EIIF [, 58 FAIHAE:

a) {EiEME A (Registration Key) 7B, i A3 WY ) BEAE Firepower 7 HE A0y FlHE 45 2 TR FL 2 1)
.,

b) fERY (Password) T B, A B AT

) 7t Firepower &I (> IP (Firepower Management Center IP) ‘7B, 4 A0 T45 BEf{) Firepower
BRI TP ik

d) {E#ZiG (Search Domains) 7B, AN B& M RIESIR JHZSHEIT) .

©) EREP KA  “iFEW (Transparent)” o “#H (Routed)” .

f) 7E DNS BR%5 2% (DNS Servers) 7Bt fiA k&l H1K DNS Rs- 2 51%&, g ST,

8) {ESEEBREEMZ (Fully Qualified Hostname) 7B, iy Al Jiip 517 48 16 % 1) 564 B 44K

h) JEFERI% Firepower FHAEN A 108 0. Wi AR E, KAl R,
LR € K% Firepower FHAFHT I, WA Z00K 82 LTBCEN firepower-eventing ¥ 11 . A XTEAIE
K, 1S KT Firepower AR, 55 113 T,

LB 12 {EhiY (Agreement) JETIR [, [ EIF 82 &M P4 AT B3 (EULA).,

FE3 HHAE (OK), A6 HIECE SHGHE

LB 14 L RTE (Save).
Firepower W[4 JR #AE RGUIE L T 888 MRS, 5651 3 F2 P 0 R P i B HE IR 2R
()22 AR 5 | R R £

AE AN IER Y . TRERAT PR AR NE R, SRk

W ERE, BB A%
SEPL A S IR 2 AR T TUARTE . B 2 ALY Firepower 9300

I
Bl —AMLEFD RS

-&
fie
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xrmosismes ]

SCRERLAE N ERAE,  RIVERT O AP (BT AT R 4 28— R . ORI AT 2 D PUAE
AR IHLAETR SRR DUAE R RIS B % (5] 1 Firepower 4100 R 51D [RME—IEFE.

A

AR Firepower BB ASCRAEE 2 AMHURE CHUREIRD IO4RRE; DUGCRAHURR N ARRE

XF FXO0S #1558 LRy &RE
BB 7B TG B FXOS BURT 1S BALEN T DL F e

« WA A B AR R RE RS CBRIARE DU, (R o Ll IE 48) o XFFHLAE A ERE (PR
Firepower 9300) , IaEMA|H Firepower 93005 MR AT BEE G . X THIFG MR, FHEF3)
4 T 43 L 2 i EtherChannel DAHEATHLAE R 045 .

« CEN H P OERAER S | R RETECE

TESRBAERENT, FXOS MUA & B9 | 30 ik 5 | SR P lC B HEL B S SR A AR, SR B it
e O R AR B I RN & . RS T2 e AEREAES, vl DAZEN G5 SR P it B
FIE L P ol e & AT L &

BB AR DR s 44 O Be 4 4R 8 .

TR A SERE, 5435 0 A T EtherChannel, 54 A8 /E2518L.  Firepower 93007 7
5| 84E N8 A ] EtherChannel £, By & A 21 3L 28 0 B2 /M, AT £ b 2
FZEAER ] T Mg A . X THLAT IR EERE, 20U T Bdin 43 10 {3 1 %5 B9 4% EtherChannel..

Y

R BRI O LUN, AR

* AR (BT B 2 O B 1
LA B 23 3R (AT S B ARE M A Itk 1 B 22 PEAR A R

TREAHENHIEAE
SR — NP B R R B T A A R B4
S AUNAE A TR s AR, A 52 A

A AR

AR TR T B AT FH o LT 48 4 1 B BhIEAT G e 0P THLAE RS, e I B B . XETAL
FETRVEERE, UK — A2 N LA D 2 EtherChannel.  HEAEFESR Y EtherChannel F1 FH Firepower
9300 T BHEATHLAR N SERE AR EIEAS
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BEgE |
B T rxos s e

XFTA 2 AR IR TGRS, TS 20K SR R R\ — DU R 2 ) — A . SR P
PRI, W2 — 6 B R AR, SR IR RS R AL, & S EUR T I & IR Bt R A i
10 0 RS L AU BT B, SRR TR B T 2 IR B 3T T

SRR T B U e L AR P TR e AT e U

R E N AE B SR R SR RHT B SRR KN

WIERWTRE, MoK AR RE I 10 KN BE s SRRSO T Ak DTS, DA SRR 1 B % v] LA
3L B e N ol

SRS T B I U e 2 RS TN OB B B SRS ) R B A — & 0 I ] PR 3AT R K/
AN o A it R R/ R T S B A PR R B T A AE KR TR D RE M i . Bl

* NAT 2RI OB B AR, 5 200 B A R [T AT PR R4, R L R B A R e 4 o
T MU AAA 2T IhRE, PP il E A H R B B
o ARG B0y AN, AR SN R AT PR, PR B IR O AR TR B
o

Y A e TR AR A B T LA B SR A A B 7 B 0 S DS SRS, 05 1 E LA e FR

A

AR R DA R A IR (AR ) R, NS ISR B 0 AR KD

HLFE B SRR R SRR R BB U R

NELER T W e A R e (VSS) B R @38 (vPC) P88 44 ] EtherChannel 1 ) 8R4
Till#E % . EtherChannel " (1) BT A B 2% #OE 1H B0 RS . S VSS B4 vPC [1—#B 50, R8n] LK
[i]— EtherChannel ") FXOS HLAH #3423 VSS 5 vPC R F A bl bl M [ — A4
EtherChannel % FUBTEH2 OIS, AP & S8R A8 HpLIAT A g — & AL —FF . W,
I EtherChannel & % % A ¥, 1i3EES W 4% EtherChannel

i i i
Firepowerd Firepower2 Firepower3
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xrmosismes ]

A6 (B SR RE R SR RHIZ B SRR AT R 1

EIE N 4R

EERM®

N T IREEREE I BE R (T BE, A 2 M AR IR IR ] (RTT) 456 2/ T 20 2270 . thd KIEIR RE A5 1Y
SR AN I A B 2B AR B A I I . R AT AEIR, VS AR A L ) AR B %L AT ping
23 (B8

SRR I R AT S, AT E P B FF R L s DL I, b T P A e P i

A VUK T WA AR B N RS eI gt S AR PR B O B TR

SRR DL ERE AC A B (Management) 288982 0, 04 R AR T 5 W 4% (Spanned) 2 H A7 2k F M
O, w0, WU HBSEE RN

XITASA, FHHAFIP HIME R 2R T 0T 3 AR [ etk 4 ] DARC B — N bl
RS CRUFR AT B AAEN D ARREAE G P A bt bl o = A4 1P Mk R At thuhk i 42
— PRV BRSO, AR IP MR R A ) A, AR AT LS 4
Feo ANt IP b T, AR SR AR A A flhn,  nT DU R ) AR 1P ok
PHAEHE, IZMBNEAR L0 BT s . B BN O, T DR RARHE TP Hukk . X T TFTP
BRG H B E IR, ARG A AE N I REN A AR A A HE TP bk oR 32 3 IR 254

X} ¥ Firepower BB fH, 17 1) [F]— P9 2% b (RN 25 0 B 28 TP kil o BBk & e e 3 A il
N, A X TP k.

£ 2& EtherChannel

TEnT LK AR I — N B AN T4 s S A vh P LA 1) EtherChannel.  EtherChannel 58 18
TR R RS O B . R E AR SRR B 97 K AR T AT ARG 5 9 2% EtherChannel.
{EE AR, EtherChannel 0 B b HUA —AN 1P Huhil (26 e 1. BB WARECR, 1P Mk 4y fic £
BVI M AE MM A B a2 11 . 51483945 8 T EtherChannel [ 45 1) 3 A4 o
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B sxvsss

Inside Switch Outside Switch

Firepoweri

=L
[\ e =S

port-channel 5 Ethifi __ | port-channel 6
| s
Spanned Spanned
t-che |1 port-channel 2
port-channe Firepower3 port: .l 1€ ‘. el 2
Ethi/1 [ 11/2 |
| |
EthiA || II

SRvEFH

HIL A8 (8] B 14 FNER 225K
SERER T AT HLAS -

* %§ T Firepower 4100 241 :  JrA HUARLZAUN [A]— 85 o %) T Firepower 9300:  JIT A7 4B A5
TR A, BT DAFE SN P 2 AN [ B R 2 s, AENLAR TR A AR (R T A B 20 s T
LT

 BRIEATWAG TGRS, M AUSAT 564 AR IR FXOS 84t

XTSRRI D, WICRHMFE O RCE, #lan: MR EE 0. EtherChannel.
FHEO. EEME . EaTEUAE A AN R R g BT, (H DA 20006 2 BA T 4 X
TR O ID, ZEAUCHL, H3e O] s g8 1 [A — 5 M 4% EtherChannel . 1571, BT
A B O DB AUEHLAE R S HE 1) EtherChannel..

« AAE A — 5 NTP e 554% . 1520 T-ah B E .

« T F ASA B, DAZ0 [ VF AT UEATUR HUAAE MY s X T Firepower J@0MS 18, T3 1/F 7T ¥4 B Firepower
B,

A SRR Rt & 5

* 15 55 S 56 A BN LG B KW LA IR 9T 4T EtherChannel J& D) 2 A2 #HLS,  FAE FXOS Bl
M BT

I RFSCFFIIHMINE, S (Cisco FXOS HEMED .
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| =Egs
maemnEsEn |

T [a) SR BF Y16 = SR T

X
* Firepower 9300 _|-1¥] ASA - SCHRFHUAR A ATUA ) R10 s ) S 78
* Firepower 4100 541 1) ASA - SCRFALFE R s s i B2
* Firepower 9300 -] Firepower J&l i - SZREHLAR NS4
* Radware DefensePro - % 117 ASA HIHAE N ERER ST

HLFE (B SR BE R 32 HRATL

« XtF ASR 9006, G REAL FAEEIA MTU, K ASR #11 MTU W& AL %% MTU £ 14 4>
FAWIME. BRIEEH mtu-ignore J£T0, 75 OSPF AT X 4522 vl S KM IHER, W&
MTU %5 ASR IPv4 MTU AHILUHL .,

o 75 T AR R B 12 L AL, J0nT DA 6 A0 1 B SR A B0 A5 IR A L 113 2 i
B PortFast SKANPRBT BE 8 I ATERE AL AR -

o AL S 4% EtherChannel 45 5€ 22180, #80] DL AS AL B A0 — AN 7 4% 1 8 P
LACP #%,

ERTHHL L, BATEWAE FH BL R JLrf—Fh EtherChannel 7123575 source-dest-ip ok,
source-dest-ip-port (i&Z i L F} Nexus OS FlJE A} 10S port-channel load-balance 7i7%) . i
DAL SR BRI S P AT OCHEE - vian, 53 W25 T BUL S BRI P (B & TR PN . 12
S EERA B B A i Sk

G RAEAZ L B 2 EtherChannel [ 738500k, WA HeiL 11 EtherChannel 4% 11427 145
1EF R, AR MR A 8. R R PRI AL BT S AR IR .

o F& AT 1 ) AR FE 1Y) EtherChannel #2 1 124 S8 £} Nexus 2 #1245 ] LACP Graceful Convergence
e

o ST T R i A L ) W 5 B AN N IR S 4 AR . AR R L EEE 1) VR AT I
TR EE 4 JERCH AT . ACHLI RS 4 2R g S BOR B L5

o S 13 2905 P T )72 e A1) eeepalivee [ <

* 7& Supervisor 2T EtherChannel I, BRINFESINE 7 ELHE R HIEN L. b T #Err VSS il
S AN RO, TR 4 3 v 0 S T A P A8 B0k B SO I B
router(config)# port-channelidhash-distributionfixed

W) 4 R B R AT RE T BT VSS AR RE IR A 108 Y S0k
1 #8 [8) &2 8% 89 EtherChannel

o N TS, ¥ EtherChannel B0 BN “ 330 (Active)” ;5 FXOS HLFH A2 HF ON B
3, FEEX TR B A
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Il Cisco FXOS Firepower Hlig &AL E R, 2.0(1)

H B SRR AR SR

« BRAE UL R R 46 FXOS EtherChannel [ LACP 33 264 0 1 o 4 & A] RE A% i 1 300 A% 54 1
R TR 30 B2, M S BUEEREE D IS 1RGO A R, IX 4 iE s WA A B . FRAT)
AR LACP BURTE MO P . U B an [ ix 2 “ BRI LACP S

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer

* 7EfK T 15.1(1)S2 [¥) Catalyst 3750-X EEL 10S A RAH,  MEARHE & 45 AN 74K EtherChannel
BRI NHES . ERIANTIHHLE T, W RS G B % EtherChannel, M358
BTN, R RIARAZWMLN EtherChannel N4 1E% TAE. HEmaeaM:, 15Ff stack-mac
persistent timer iy W& A NS NIE, DA IEEHONAN [l i, 8 /et 4k
0. B, 0] LT30S nAS e A HH LR A, 9l 15.1(1)S2.

o 5N 2% 55 %0 4% A Hh EtherChannel Fit & - 154500 4 5 WX 4% EtherChannel F11% £ 453 EtherChannel
TG M B AT A o

125 % 4% EtherChannel - X 1% BTG SR B D3 (R SR F 152 45 155 X 4% EtherChannel, B #2111
FEAZ ML L5 I —A EtherChannels & i TR BN 82 TR J& A0 e bl L1 [R]— Ml iE 41

Switch

RIGHT = WRONG

VLAN 101 | | Spanned Data lfc gpy f Spanned Data Ife pp
port-chi port-ch 3

A
i [

Eth1/1

M |-

Vi V

V




BERE

SRBNRE

% 25 Al EtherChannel - % T8 15 £ A EtherChannel, ALHE 4 82 B2 1) B 1% 00 & 1K 4F
fi] EtherChannel, 1% 45 WA fEAC bl AL & 4> HL¥) EtherChannel; 15 Z17EAZ #bl oK 2 AR
%45 EtherChannel 25 7128 —4> EtherChannel.

Switch
IGHT T WRONG
VLAM 101| | Cluster Contral Link Cluster Corntral Link
part-chi || port-ch4d port-ch48 =
P /7 Ethi/1 _ /N Ethii
(] [ ] Ehiz S
7, o =
port-ch2 || Port-ch48
i /7 Ethi/d
{ ] NERE
7 = .
port-cha port-ch48
) [\ Ethi/d
| ] WERAE
A4 7
port-chd || port-ch48 port-ch4s
Fand 7 EthiA / Ethin
[ ] [ ] Ethie = | | Ethir2
S S \ LT

Hib =
« JA 17 UK EtherChannel iE#2 3] VSS 5k vPC, PASEILITAY .

NN, BB S 22 UG AT AR, ANREAE UL iafT Hfh 2 i, I 2iife
ST LS T AT e i,

SREANRE

SRR e i A P g 1 0 T 48

Cisco FXOS Firepower #lf8 B I2SE AL &5/, 2.0(1)
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BigigsE |
B Esasasn

BcE ASA &8

R LU FXOS HUHT A B | B AA M B A . HE AR S B AT AR B . 0 T-HUAR ISR R,
LIRS E RN AE P LR ARAE: 5, LUK S SR PR NS MR
PBIRIN B, SRR T

FHiEZHl

* SN 50N Firepower 9300 HUAR HH 48l 3 AMBERATRY S SRR, BIALREAAT 2 b . Ui AN
FLATE 3 M, R A IEH TR,

* /:3%0 (Interfaces) LR b, WERACFEATAT R L F T, WS 305 48 SRR LINIETT
AR7S (Operation State)Fs i/~ 4y 5K (failed). 5T FHLHTNEERE, 1t EtherChannel JG 75 T4 i 51
00, 0] 208 HIZ 1T IRES (Operational State).

g2

LB EERZAT, 2O “HdE (Data)” A4 1 8¢ EtherChannel (AR Ay HIE) o 1S
Ot FAmE , 5 117 seigmiEeE DB, 5 116 Ui,
B 5, AT DU B R DA R

W HUFETRIEERE, P S b2k 2 /b4 AT — AN i 2 B2 11 EtherChannel. 7ERENMHUAR LS N
[F]— EtherChannel.

L2 I “EHE (Management)” 28752 (188 EtherChannel. 2 4 61 & i IHE , 25 117 Wk gmiE% 1
JEYE, E 116 Ui,
X THUARTRAERE, (e WU BV InAHE )« 8”7 (Management) 4% .

W3 XS T AERE, i TS 48 SRR, FESE R 5 i B %
WRAEE A, B MEHREZE RSN, Firepower AT L2 2\ LB HUAR N 4E
B, JF HARIRHNFE ID (Chassis ID) 7 Bt. {EAHURT VS DA R ) e 42

PIR4 IEPBIRIRE (Logical Devices) 1 JT “@# 1% ” (Logical Devices) ULl

“IHH” (Logical Devices) UUIMT s fEHUAT ERCE MIZHR AR MR AR N EALATIZ B
oo WIRGER R — AR WIS DL S

WIS RN E (Add Device), T IFRANIEZE (Add Device) X[ iffiE.
MR HATA —MER, REEHAREMBRXER IR SR . 2B BT A R A G E
FpEE B .

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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BHERE

P17
$IE8
P9
PE10

FRN

$IE12

$IE13

TIE14

SIE15

S IE16

FERN7

LIE18
SIE19

LIE20

TEN

mEAsALE

X T 1% & AR (Device Name), 15 @4 R AU — A HFK. FXOS HIAE B [ FH % 4 FRIECE 4R
TEVCE DL B L1y IZ A RRAS AR 22 A B A FH (R AR A4

X THE4R (Template), i5iE#FBR BIERN R L% & (Cisco Adaptive Security Appliance).

X T-RRME R A (Image Version), 5E#% ASA #AFRA .

XTI EER (Device Mode), i i 82 8% (Cluster) HLIE 44 .

M BIE#T 5 RE (Create New Cluster) FLIE4%H]

rih HRE .

WU E TR %, BRI RS eAT. et Wom A - & 4K

(Provisioning - device name) % 1.
BOATFOL T, P Al 7 e 40
s ik B RO R B LR

REK ok “ASA LE (ASA Configuration)” XfiEAE, H 1 EEEHEE (Cluster Information) i<
LI E

YEHLFE ID (Chassis ID) B, AN ID. HEBEF R HLET AR 20048 I ME— 1D,

FEERBE B A (Cluster Key) 7 Berf, AR IE RS _E K047 U He C 22 54 00 B0 U 3 9 o
LB PR KN 1 3] 63 NI ASCIH £ 47 5 o S B F TAE i . BRI AN 52 i B0 44
W, WFRERRRES TR A R R, e 2 DL SR IE .

B E EBEH A TR (Cluster Group Name), X2 2 A E L B I FEL B FR o
HRRLIEKE T 1 ) 38 NFAFIH ASCI F 7/ Hi

A EIEE O (Management Interface), MEFME 2 w21 FEEE O .

TEPRA BEEE 1 (1) et 228 (Address Type).

WA B T BC B 2 A e B A B

a) {EEIE IP jtb (Management IP Pool) 7-B{ i, Mg B AMy IP Muhibh, Horp—NhibKr o Be s 82 01
REANERF WA, T7 ik N DLE 75 77 bR I AR 4 ik R 25 st g
/DA AR R A e A [ B L . IEVERS, XS T Firepower 9300, &G LA L Z0ELHE 3
ANHhE, BRI T A G . iSRRIy AR, NS 2 k. JE T A R AN
FERLIP bt (FRAE “ BAEREIP Muht” O AfEtbhbdb b, 45 7E Rl — 4% b o 4R TE TP Hh
HEORPE —AN 1P ik BRI LAE ] IPv4 H1/ER IPve Hidil.

b) % N 4&HERS (Network Mask) ol BT434<E (Prefix Length).

©) HIAMLEM K% (Network Gateway).

d) Hy AEEHL IP bt (Virtual IP address).
I TP Mk 25200 5 ARt S T (R — AN 2%, (EATERbEE .

TEI%E (Settings) LT, X T 2585 (Password), i\ “&H51 (admin)” 7 (%50
M E (OK) 5] “ASA BUE” (ASA Configuration) X EHE .

MR (Save).
FXOS HUREE B 5 50 N 28R 2 AT RCAS I ) RS 22 A RAEIR AR 5 | 31 P G AN 3 1
i SHIE i N

XEFHUAEEERAE, R U I 2SR .

Cisco FXOS Firepower HliE &R AR B, 200) i
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B B & Firepower BRI FH IS B

a) E—AWLA Firepower HUAHE B 1, A LM BRERHEMIER (Show Cluster Details)
Blbr: SRR E .

b) HEH: T MU L0 Firepower HUAE EEAS, IF4% FULRE PR N2 HH R %

©) EFAMNINE & B (Join an Existing Cluster).

d) gt EHIECE (Copy config) KIEHE, )5 SHHAE (OK). WIRHE H UL K IEHE, 0T 3hi
ANBEE, DAL — ML R E .

e) B HIERIEMIE 2 (Copy Cluster Details) X {GHEH, RS — MU IERACE, AR 205
ZE (OK).

) BRI EbR . R BB O A, (H I DL B

* §1#& ID (Chassis ID) - fis AME— I HLAH 1D,

* SRR E A (Cluster Key) - CRTUIHTE) H A SR D .

R OK.
2) &l Save.
IR 22 EFER WA R B e ERTE .

fic & Firepower BT Bh 1l 2 8%
T LA FXOS HUFRE B B B4R . A3 B &5 W L BT A WA B

FrIGa Z |
* &AL Z500) Firepower 9300 HLAR 1433 3 Sl J AR,  BIMERB AT el ARL
A 3 MY, R A IR L.
* 7E3% 0 (Interfaces) IR b, W RSSO E L, W I8 48 SBR[ 1)IB1T
AR7S (Operation State)f 1.7 4 KW (failed). X -THUAH P SERE, I EtherChannel JG 75 AT 47T B% 52
00, 0] 28 HIZ 1T IRES (Operational State).

g2

S WEERZAT, 2O “HdE (Data)” 294 1 8¢ EtherChannel (AR Jyui LIEIE) o 1S
Gl NEIE , 59 117 esidmisd CEYE . 28 116 L.
&2 G, AT DK B B 0 n 2SR

FHIE2 NN “EH (Management)” 2R71E 5% EtherChannel. 52 [ G ddt o 8IS , 5 117 7oz 0
JEPE, E 116 UL,

PR3 (W) SN Firepower 4 1. WS B gniidz D EE , 56 116 1L,

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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BHERE

TR
SRS
$IE9

10

F$EN

SIE13

B & Firepower BN B 1 & 8% [ |

UEF% O )2 Firepower BV 46 B U8 B 10 . BEAFH b O, A ZI4E Firepower J& 5 £l
CLI A& I IP ik A Al 25, Blhn, %n] DU BRI 3 (B 283530 b k.
W21 Firepower J8W Y5 #6722 % " 1] configure network 1y % .

LB IR 1% & (Logical Devices) 1 7+ “#Z 1% % ” (Logical Devices) Ll
“EHBA” (Logical Devices) UL IH B/~ FEALAE FAC & 2 B 24 513K . a1 W R BC EAT A 12 55 %
%, MRS R — 4R HH N R .

R INIE & (Add Device), HJ4T RN E (Add Device) X ifHE .,
MR HATA —MERE, REKHLREMBRX R IR SR . B BT A SR G E
W oH s B .

X% 8& &R (Device Name), 15 04 BASRME— A FR. FXOS MU E BL 20 FH 44 FRIBCE 4R
B/ BVRCE DAY ICHE s AR A A B C P Al AR 24 R
X} T-#84% (Template), 15 +£¢Cisco Firepower EiBIBA 1 (Cisco Firepower Threat Defense).
X F-BRA& AR A (Image Version), 1#i% ¢ Firepower & i 55 il 4K A4 FiCAS o
7 IR &K (Device Mode) 7, 15 il 8 8f (Cluster) ik %4 .
rith HRE.
WERAEHCE T AR 345, RPN ERE el R B - & A0
(Provisioning - device name) % .
BOAGOU T ¥ A B RIEERE . HAA ST Dh e i AT H DU R Blbros: @ o iR
[ I 23 Bl — MRS TR R AN 1, s ) — AR5 R, AR MO . AT
BT AT iR, b RIS IR, n DAL AN .
ruh DR O A bR
REGH 7R “Cisco Firepower 25 fHITC & (Cisco Firepower Threat Defense Configuration)” X 1 £ .
EE S B (Cluster Information) T b, SN 7K
a) EEEREEA (Cluster Key) T-BiH, SHAEREIRIRERS 1142 T U 0 B 50 B0 E 25
LERPR KR 1 2] 63 NFAFIM ASCH FAF i o 23 g T AR . e TAS 52 mi £ 4l
AR, OREEROIRES TR R R, EATAE LIS ORIE.
b) % EEEF4H A (Cluster Group Name(), X/& % SR E A (1R 4
RRLAIE SN 1 2] 38 ANFAFI ASCIL FHFH
¢) MEIBEO (Management Interface) | 7413 rH ik £ 451 £ B H AP BB 1O
WA — AN SCRFEAR ST DhRE R /BN “BE” (Management) 32 11, IS S BI— 402453
B SR MR IR

LR E (Settings) IETR I, T8 HIHRAE:

a) {EiEME R (Registration Key) 7B, S AT MHI B EEAE Firepower 5 EE A0y 1 45 2 [ JLZ2 1K)
.

b) {EZFAY (Password) 7B, M A&,

) 7f Firepower &I%2 0> IP (Firepower Management Center IP) 7B, #i NS T4 FLIK Firepower
BT TP Hbdik

d) fe$8 %15 (Search Domains) ‘7B, AR KNI REIIR FESHIT) .

Cisco FXOS Firepower HliE &R AR B, 200) i



SRR EIER

TIE14

$IE15

I 16

TIE17

SIE18

BEgE |

e) MEBFAIERET (Firewall Mode) | 1174136 ik #41E BB (Transparent) 5( & H (Routed).
f) 7f DNS BR55 2% (DNS Servers) 7B, i Firepower J&l /55 £ ¥ 5 . 24 48 i (1K) DNS Al 45 28 41 3%
(HIEZ S .

g) T EPREFEN A (Fully Qualified Hostname) 7B, i\ Firepower @55 Al ¢ 45 11 56 42 B i
X

h) I\ZE#E O (Eventing Interface) %R H, EHEKI% Firepower SIS M A 8 o i)
KigE, REMAHEEED,
SR ) T T Firepower FH4, 1B JIAC & —ANME E R firepower FAEFE . WHRIE Sy
e —AN A W SATIhEE 4 DE R “FH” (Eventing) £ 10, NS — 4250 5, #AE
SR IR .

73015 2 (Interface Information) LI <, AR RN AR E — /N7 8 1P Hilik. M
Hhk 2R (Address Type) |7 513% g FHubE2RAY, SR )G A RAS 22 SFEIE S DUR T B,
AR BOTUNPURT A 3 AR & E TP Mk,  BIEIE SR e B, AN E 4 3
A, SRR A IR AR,
a) {F&I2 IP (Management IP) FE{ T, [C'E IP bk,
TE IR — P 2% FOR BRI E TP itk
b) i \ML&1EED (Network Mask) ZLETZ34K & (Prefix Length).
©) iAW MK (Network Gateway) Hilil .
TEWSL (Agreement) LEII-R 1, [T H32 e 4 H VAT 0L (EULA).
Rl#RE (OK), 1 JEH “Cisco Firepower Jak BB fHIFC & (Cisco Firepower Threat Defense Configuration)”
XHAE .
R RTF (Save).
FXOS U LG 50N 35 2 AT RAS I [ RS 22 RIS SRR 5 3 P e B AN A e 11
BCERERE A,
1 FE H TP MW B 22 AN N 2 Firepower B L HLy, 4R G E Web ST oK 4] Il AR B
FIrAT SR B L 20 FXOS O IAERE T, SR A AT S N 2 Firepower & B0y s

SRR LILFE

Ih

AR

FEEAK | ThEERER

%} Cisco ASA #EATHLAR |1.1.1 T LIS Firepower 9300 HLAH M 1 T ASA 2 LGB A
WAERE

BATSINT LU bi%E: 1Z2%81% % (Logical Devices) > B & (Configuration)

X6 > ASA BEgitATHL | 1.1.3 BUAE, EATLIX) ASA JA FINUAR I EERE . B2 v LIAE 6 AL 6 Mk,
GElLTE i

BAMBSC T LLURBE%E: 1258i& & (Logical Devices) > B2 & (Configuration)

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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x¥mse I
INRE AR FERA | TheEER
% FF{E Firepower 9300 | | 1.1.4 Firepower 9300 2 ¥ Ff] Firepower & fill B FH HATHUAR P SERE
Hy l:jrepower {iji}?j}ﬁjﬂﬁﬂ I BAME T LR bi%E: 1Z%81%& % (Logical Devices) > B & (Configuration)
PATHLFE BT

X T B 55 &

Cisco FXOS HUR T E AT BRI RS (B a5 KB A2 =7 DDoS W) o IX L6 Ry HI ATk
] DAREHEAE — I IR IR S5 B o 75 40 S R IR S BERC & . 2 — 7 Radware DefensePro U &
7E ASA B KBETHTTHIIZAT - Radware DefensePro &3& T KVM [ ERIT- &, W7E FXOS HLAH L3t o
i AL R 55 (DDoS) Kl FIZEf# D fe . 47F FXOS HUAE L Jn FARSSBE T, ok F 2% )38 B A 20 5
1T DefensePro EAUSE- 6, K5 2L 22 ASA ik hi.

A

R cEUL N %44 b, XF¥ Radware DefensePro *F-4 T ASA:

Firepower 9300
Firepower 4120
Firepower 4140
Firepower 4150

* DefensePro W FH AT LI by PR B £ e 2 — AN 22 itk FizdT,
* Radware DefensePro 4001 & 7] LAFR A Radware vDP (U, DefensePro) , BN fai#R K vDP.
* Radware DefensePro BTG ] BEAN R FR 4 BE RS % .

* £ FXOS M8 I #28 Radware DefensePro Z 1, W20 FXOS HIAATC & 413 ete/UTC It
X [P NTP JI45 2% . KW E FXOS HLUAE H WS I rEdnfs 5, 1520 i H BRI,
79 1L,

fEIRTIB LR &% L B & Radware DefensePro AR % 5%

PLR 27 i 7R Wife] 22 3% Radware DefensePro A%, DL AEMST ASA 225 15 2% 117 THI 1 P — AR 25 B R
EIE

FHiE Z |

« IR A TR B A I 2 R O E A RS, I E BRI MR & (ESH
MIpRZH 5, 141 50

Cisco FXOS Firepower HliE &R AR B, 200) i
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B %45 M %8 LS Radware DefensePro ff 5 4

$IE5
$IE6
T

$IE8

FIE9
S0

TEN

* ]\ Cisco.com F#L vDP W% (35S [ M Cisco.com FEML , 5 34 T1) , KK IbmG &
3| FXOS WA (S K% FAL 2] Firepower %A% 5%, 2 34 T1) &

UK

B NS PR S E VBB (Enabled) GES [ M & FOIRA , 25 116 1) .
LB R % (Logical Devices) 11 “i@# 1 %" (Logical Devices) UM
“EHwS” (Logical Devices) UL E /R ENLAR _LACE ZH 48R, MR MR EZHKES, &R
G¥ R AR, BORERCEZRERA.
QIEMSL ) ASA BB & GES AR ASA HBE . 55 121 10 .
TR, (EEIENT ASA BB IR 45 oI SR TE (Save) i, W20 SEic f DL DB
vDP EHRE FUS N 2] ASA B .
{E4&1HES (Decorators) [X 11, %+ vDP. Radware: HEfll DefensePro - it & i L L. FLE EMIE
2 (General Information) £~ LU R 7B,
IR T 2> vDP JiA EAL 2] FXOS MU, 1E{ERRAS (Version) T H7813¢ H g BB I A o
EE RO (Management Interface) FHIFIER T, EREAE LA D IRIDER 1 b A g s 0.
ILEFEER M HE 2R (Address Type): X IPv4. X IPv6, B3 IPv4 Al IPv6.,
RIEAE_E— DA 2R (Address Type), Pt & DL F B
a) 7EEIE IP (Management IP) 7 Brb, [iC & ACHy IP Huhil.
b) Y IPv4: fii N\ £&H#EED (Network Mask).
L IPv6: Hi NBTERIKE (Prefix Length).

©) AL M X (Network Gateway) Hidil: .

s SRRSO 45 1A% (1) RN R o 1 5% 12 ) ST R HE

mdi OKe.

Ml Save.
Firepower A ¥ JEEA/E RGN 838 2 WEATFIRAS,  JE5 5] SR P B B A 88 1w I 21 45 e
[ 2 R B R &

ENFERNEEE L E Radware DefensePro AR 5§

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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BHERE

S0

TEN

TIE12

SIE13

N FE M & 8 Bt & Radware DefensePro AR 55 & [ |

* ]\ Cisco.com F#L vDP Mg (iS5 [ M Cisco.com FEML , 5 34 T1) , R IbmG &
3| FXOS WA (S K% FAL 2] Firepower %4 5%, 26 34 T1) &

UK

B A DR PR A E A 2 /2 A (Enabled) GF S5 51 50 A HURA , 85 116 1D
FL'E ASA HUAEWEERE GEZSPIRCE ASA 0f , 13270 .
TR, ERET A5 N fidds Save ARG EHUAE N AEIEZ 1T, o2l seda e an 2D B i e h s I vDP
(CHIEER
1E& 12 F (Decorators) X I, EF vDP. RL0K W7~ Radware: [E#l DefensePro - Bt & (Radware:
Virtual DefensePro - Configuration) %} ififE. 7E—f%{5 2 (General Information) £ Nt & LT~
TR
W Rk Z A vDP A EALF] FXOS HUAH, 1S ERAS (Version) Iy 41136 H ik £ 8 AT HI ) vDP JiR
Ao
{EETE$E O (Management Interface) 751K &, EHE .
SRRSO vDP AS RS (1 AN B v 11 55320 16 5216 HE
HidiEEOE R (Interface Information) £,
PR AT A b3 3EBY (Address Type): X IPv4. f IPv6. Pv4 I IPv6.
HEAZABIRECE DN B R, BRI BRI TR b iR i 255 (Address
Type).
a) {EEIE IP (Management IP) 7B rf, fic'E A IP ik,
b) Y IPv4: fii N\ £&H#EED (Network Mask).
Y IPv6: Fy ANBIZR1CE (Prefix Length).
©) Ky A4 M % (Network Gateway) Hilik.

il OK.
Mili Save.
Firepower 1§ JEEVE RGN 8038 2 AT, JE5 5] TR P i B AT B e 1w B IS 21 45
[ 2 RO B I R %
L FIB R % (Logical Devices) 177 “@ 4 k75" (Logical Devices) L[f .
B CBCE M B 5K S vDP 4k H . K AUEE IR IP (Management IP) %17 %1 H 1 JE 7 .
* W13 CLUSTER-ROLE JG Z %] %} DefensePro SE47 & 78 4 unknown, W75k N DefensePro W,
BCE 1P ik, 58/ vDP ARG .

* 41 CLUSTER-ROLE JG % 1%} DefensePro K49 . 7= A primary 8% secondary, Ut WM FH 4%,
It HOAEEREP B .

Cisco FXOS Firepower HliE &R AR B, 200) i
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I 5% UDP/TCP s O /3 A vDP Web AR 5%

Fr 15 UDP/TCP i# O #A /3 A vDP Web AR %%

Radware APSolute Vision 5 Bl #5422 [ a] {3 Ff] &-Ff UDP/TCP ¥ I 55 Radware vDP N T 5. Rff
vDP W [ 5 APSolute Vision & #2347 (5, S8 AZ00RH (R X Wi 1 0] U 18] S R ML By KBS A%
WP St s 2 1V R JF U R4 5 B, 1521 (APSolute Vision /85 T HILL N4

* APSolute Vision B 55 28i% 0 - WBM B{SFIRIER S
* T Radware i% & B APSolute Vision PR SEAE Sim O

S A# Radware APSolute Vision & F 5 7F FXOS HLAH L1 fEHL DefensePro W, #0A%504# H FXOS
CLI Ji i vDP Web flz%% .

UK

FHIB1 )\ FXOS CLI &3] vDP M 24
connect modules/otconsole

connect vdp

$IE2 )i vDP Web it .
manage secure-web status set enable

I3 B vDP N HEEHIE FFR M FXOS #itk CLI.
Ctrl |

EETERE| N e ihaR izl &
AP LR R 1 2 B BB WA (R 65

A

ER WCRIEAEYS M G NS BT R, BATE S ZAK AR SSH %, B KE SSH %) b
THRERVBOH I RRCAS o

UK

T BERENHSBMRE RS, ERIT LN ER1E:
a) M FXOS CLI, %% % 2 4iiby/54.

Firepower-chassis # connectmodules/ot numberconsole
IR EEREASR A BRI a5, W 14 slot_number
T UCER S e AR, 848N FXOS #8 CLI.

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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mriziEgs I

b) TR 3 N SRS M RR T, WG TS R 1 2

Firepower-module1>connect asa
Firepower-module1>connect ftd

Firepower-module1>connect vdp

M FXOS CLI [/ B 5 | 8 2 3] 2 LBy 5 | 3 (1) BRI LR ) 22 by 5 | B A R 5

(AI3E)  BEN Ctrl-A-D, 3 #2650 [ 2] FXOS fibk CLI,
BN Ctrl-]-, fFEIGFE P64 R P13 FXOS #ith CLI.

H e B ), 8T BEARG 4] FXOS #Ek CLI.

JR[A] FXOS CLI (A4 B | 32,

a) FHH e eGSR ~
BB 2 Telnet Y H o

b) FHEH Telnet N, iEIA:
telnet>quit

w15
PLUR -l 2 i 1 B ASA, SRJ5IR 03] FXOS CLI [ BG4 )2,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

MIFRIZ 48 1 &

EFHBER % % (Logical Devices) T JT “& 45 %" (Logical Devices) JUH
“WHEV %" (Logical Devices) JUH B n/ENUAA DL B A E R AVIR. WRWAR EZERS, &
SRR — IR, BRI T A DG E

Cisco FXOS Firepower HliE &R AR B, 200) i
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PIR2 BRI VA TN N RIANER (Delete).
T3 i (Yes) M E R ILZ B %
FEA Sl (Yes) HIAARZIER Y HIRCE .

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)
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#

B EER/5I EEIE

© KT FXOS iy 24 51% , 4 143 1
o AEFERR e, 144 T

o Hiih ARy G, 5 145 5T

o FEZARYYG I, H 145 51

o BRI ARSI, 5 146 1T

o FIFF/IRM 2 AR YR, 5 146 TT

KT FX0S Z21RP|/=Z 25| E

1t Firepower HLARE BLAS 1K) “ 2B/ 242547 (Security Modules/Security Engine) ULIfT [, 0] LA
PG TR G PR FFIAT LN Dhfg:

* 15 FH/E8 A H (Decommission/Recommission) (fYX P22 AR - 5 i G, 2ol
HENEY I b nT DASE AT e i, ARG H8T 8 e i, Mgy IE Rk .
WSS /A e e, 5 144 1L

* i\ (Acknowledge) - BT 222 22 R L2k . ST i/ 518, 25 145 T,

* # )4 (Power Cycle) - FHT N 2R 51 5, 1S 0 E S 2 2y 5 1%, 5 145 1L,

VI AL (Reinitialize) - A% A 22 Y51 B AERE, 2B/ 5 |25 1 R i 5022 1)
NHAIRCE, REEFENRG . EEFVIGATERG, RN 22y 5 AL E T
%, Firepower N 4" @3 ARG B e B N A, R E @M, HFAS[INH. 1F
S ORI 5 5, 5 146 T,

y'\

EBE RPN, ity g8 R T N SR R . AR BT AR 1L
LAREYY G B2 AT, VS A N K

Cisco FXOS Firepower HliE &R AR B, 200) i
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B cREFERzsEs

* YR/ IF (Power off/on) - Y4 22 A BEHY/ 51 B M IEIRAS . 1S 4T TF/OCH e B, 36
146 7T,
LAY 2455 | 8% (Security Modules/Security Engine) T2 46 L R 45 & :

« BEPIRAS (Hardware State) - 7 2 4R HR/ 5 SR KPR o
JA 3 (Up) - ARy 51 5 LRI R By, A s AT A (I i
IEAE )3l (Booting Up) - ‘¢ A= Miky/5 | 48 1 46 J Bh ik it
DM (Down) - 22 AR 5 1 588 1 FEL YR 4T I sOREE AP g e BEL 1 22 A LB/ 5 16 1 D I 3
AR ICHK (Unassociated) - % A MY 51 3 847 15 2 IR IR 1B 40 ¥ 4% o
ANCHEC (Mismatch) - 22 A EER T 458 Y il b 222 1 B e it A “ 90
7 (Recommission) Bt “Hfiik” (Acknowledge) ThE, 1 2 Ak & 1EH iS4 IRA .

* SSIRAS (Service State) - /R 22 A MEHY 5| EARAFIPIRA -

AT (Not-available) - 22 4R CMSTRE A2 (R . FORT 208 20 i, A2 [ 21 1E %84T
INOE

A4k (Offline) - Y518 O3B O . COCHHEIEESUNTE B s #i
11:4% (Online) - 22515 22 2 T AL T IR i TR .
A MY (Not Responding) - & 4 HH/ 5| BE A M [

B (Fault) - 22 B/ 513 TR . BB REGUMBRSIZR, T A SRR T e s
DI PE4A £

A AILEC (Token Mismatch) - 37~ B4 2% BIA LA 4 b8 A 1) 22 S BEEHAS & 2 TG B 1) 22 42
B, XA e AT LI T IR, AT “ FEHPILnik” (Reinitialize) D) AE il 2 4245
bk 2B W 1B1TIRES .

* Y5 (Power) - /R 22 /5 | 45 1 L ROIR S :
JF (On) - fFH “HLYEIR/TT” (Power off/on) ThHE D) 2e M Hy/5 4 (1) LIRS
5 (Off) - ffFH “ IS/ TT” (Power off/on) T RE )2 4l 5 |4 i HEPEIR A5

* NiJT] (Application) - w73 % Y 5| 85 E 2 1 I AR B 2R

= kv =

ERIEFERRERR
ST LRI, e RO GOk AL E P ER, BBl A AR . i Big
AT AT AR B 6 B AR 22 D ARG B IR A

WEREER I A A e i, fmT DU ] e et Bedh, WEREENA 3 % LR ICTE A IR R
WZ, BT Ll IR R R A M ik,  DLEE @ 15 R 4 IE R DORES I AN EER W1 an L %
B 2

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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| mewps g

THCPS AL |

UK

PR IR (Security Modules) 17 “ 224 ” (Security Modules) T -
BUEH e, iz g T NS A (Decommission).
BRI e i, St e AR TN NI EHT/E A (Recommission).

R (Yes) A L5 T BCHOHT R R E 1 2 i .

AR ERR/5|E

$IE2

FIE3

2PN LRI BN I, B R e, RIE A BT E .

W AR R “AIERL” (mismatch) B¢ “ A MUAICHL” (token mismatch) qRZS, X RN LHA IR
Rl (22 AR RO 5 2 TR R A BN IL AT . an R AR b O HdE O HAR
ARG AT e (Al te, IR R T R B DA D, TSI aa AL
B, ARJEA LA e B IR R R

UK

W F R £ HERR/ % £ 5|2 (Security Modules/Security Engine) ] I “ 4 fbib/ 22 45| %87 (Security
Modules/Security Engine) 1 [fij .

R S AEEEA A 1 2 BB/ [ 25 o) Y. A (Acknowledge)
Rl R (Yes) Bl I ZEHAINTE 2 1 2 ity 5 | 4

EERERYP/S|E

$IR2

SIE3

UK

WP % £FEHR/% £ 5] % (Security Modules/Security Engine) ] 7T “ 2 4/ 22 4254 ” (Security
Modules/Security Engine) U1 [ »

i AR B T ) 2 Y ST Y. (1 E B (Power Cycle)o
PATU P BRAEZ —

* i REEF (Safe Power Cycle) ik R E i 2 Bl DMETE RS HE B 45w 1% R3]
B2 TR P e /5 8 FIsAT N

« 5 IZENEE (Power Cycle Immediately) ik 52 48 37 BV H B 45 5 (1) 2 A /5| 4

Cisco FXOS Firepower HliE &R AR B, 200) i



B =rusnesEmse

wewpslgEer |
va LY L\ I_‘_I -
BRI EER/5]| 2
LE I UG 22 SRR 5 BRI, 2 ARy 5 | SRS G A% A, T AT 228 10 I FH S RN 28 4 ol
MHBR. EFFVIGATERE, Wk 2 ARy 530S T 2% %, Firepower N4 R RF0K &
PreBe N, ERRRE WA, AN .
A
gt EFEIVIGAINE, Zepiby g8 pTa N R N R . 7EF i T e by 5 B
B, V520 BT N FH i
PUK
SEA1

Modules/Security Engine) BT [,

YR £ 1ER/% £ 5% (Security Modules/Security Engine) 7 JT “ 4L/ 22 45|47 (Security

PR2 g AR ED IR 0 2 Y 5 T N EH IR K (Reinitialize) .
PRI i (Yes) HAEZTF VAR E 1 2 Ry 51 % .

LAY G BEFOR R B, AR LT BRI R e R R RE R A

T EA B
FIFIRA R SRR B IR

g3z

E

PE1

WPt % £ 15 /% £ 5] % (Security Modules/Security Engine) ] 77 “ 2 43/ 22 425|487 (Security
Modules/Security Engine) U1 [ »
WIR2 TGPy 5 i, T HAT L M ERAE:
a) iz Y/ B FIT AN IR R HL (Power Off).
b) PATLL FHfEZ —:

AN

* Hii &R £ XH (Safe Power Off) i R4 5545 2 T
2 TR P /5 8 FIsAT N
PR3

7]

B, DMELE RGO R K 2 A by 5|
A SLEDEHL (Power Off Immediately) 1k 5 40 37 B ¢ P46 72 16 22 Wi b/ 5] 4
AT iy 5 i, TEPAT DR R AR

a) R AR G T R (1 FF AL (Power on).

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)



| zempysigem
e ELIEE S A |

b) iR (Yes) BN EAT I (22 B H 5 | B 1) Ll o

Cisco FXO0S Firepower #lf8 BTS2 EL E 45/, 2.001)
' "



wewpslgEer |
B 7 xawsEnrsE
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12.

#

BRESNSH

« KTEESATH, 5149 1
o SHRCESCM, B 150 1T
« WRIAZECE S, 151 W
o WERCE SR, %151 )
« SARCEIM, 152 1

- 0= B2 =
XFEEENETL
fa] DU LB S B S BE 5 FXOS MU E ik &A1 S Nl B W & 1) XML 3045 H Bim FE Ak 4%
oA AL 2 )5, AR LU AN E SO, e A E % BN T FXOS M4, LLR[A[F)
CAIEMC S, s RE b bk .
JEI) F0 PR i)
E SN E SN A W R SR B G, A R AT RS SN RES ML,

o o 2 NI O E B B B AN S AE D B SN o S 2B P 4 (48 P e 4 RS PR 5 Y
PR BB AT

< RRECE P A2 FXOS ML, FXOS HUH LRI OATRCE (RAEMTEHBE) R ERIf
STCAEBHA I TR E.

o BATREBUE FUR LR SO N TR 3 G EL Y R )> FXOS HLAS .«

* AT SN FXOS HURTF 6 FARRAS N 5 AT S I FORSCAAR ] o 7700, 3 AR e
R TATEBEAETI sl 40 FXOS HUHIN T 4 i & .

* AT FXOS U AR 55 PAAT 3 IS I P PO [ v 2 e A ) £ 199 238 A

* WEAT BN FXOS MU I AUN 5 1EAE T NI 1 SO R 58 SO R A8 AR e % 202k T IE R M B AF
NIV

Cisco FXOS Firepower HliE &R AR B, 200) i



- RESNSH |
SHREYH

o QRSN TC B SO FL N T B B A R B (EULA) HE2 5% %, WIE S ARLE 2
AP, WZ0AE FXOS HUAA 452 % N Y EULA, 5 ERAE R R Mo

SO G B i DUAT IR A0 ST V8 550 S SRR A 5 A v PR SO 44 R BILAT ST A2 21 A Ay

= oo

St E 1
1 T B 5 L Th RS0 5 FXOS MU 3 N A A G e B W E 1 XML U5 Y B RE AR 45 o8 a4
HutE AL

WEERKTIESAN/ W, T E T B EEE .
g2

L1 RKIKEHF RS (System) > BLE (Configuration) > S H (Export).
PR2 TORECE S BTN, SRR S H (Export Locally).
BUE SO, RSN, ZC T Res A3 FEEIEON T EE, B RE SR
T ARAE AT
W3 B E ST B BT R R S e, U AR S A AR B S (Export) $24H
BoE RO AE, JFeg R R e g,
WX TOREE SO B A IR 45 s
a) 7f “¥TF 'S H” (On-Demand Export) i, fiiliiRNILEE & (Add On-Demand Configuration).
b) EPE I PR S5 A AT I EAE . e T LU U R P2 —: FTP. TFTP. SCP 8¢ SFTP.
©) HU N S NATAEAL B ENL A B IP sk e DUR RS B AA6ERES . A HLER ) 8% 5 FXOS
BUAR W A8 Ik 9 2867 i) () A A 15/ 5 A
W RAE ] EHLA T ASE ] 1P Huhil, W20 C & DNS 4528 .
d) Al HAEER AN 1, G AR O (Port) B N\ 145 .
©) HINRGAE S FENR S BB AL I 44 o iR BUE TFTP, ¥ ICiEN %7 B .
D) HERERS S P A S . WER PSS TFTP, ek A &% T B
8) EfLE (Location) B, FANCE SO T AT BN 5B, BSR4 . WRIEA NS T S0
%y FHERED R N Z S T — AR
h) S5 #RE.
“EFEMCE” (Remote Configuration) 443 I 214% 75 5 i (On-Demand Export) £ .
D) AR R E S (Export) 1441,
BUE SO, O R R e E .

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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| mEsSASH

wasRssty I

it BaikES W

$IR6
PR
SR8

$IE9

TEN

oIV 3 R DO RER B8 FXOS HUARZ AR v 1P 6 IO B BEE I XML SCIF H 3l 5 B R g%
IS T AT RIBE L REE BRE N B AT T . RS VR R R T, TR
TR S P RER B FI TRl i, W R AE 2 =R E 10:00 J5 AIRER — kRIS
ARGUSAE R I = I L 10:00 filt 58 (5 H

WEERTRESAN SN, THARMEHEES I RMEZEFE.

UK

K IRIE R RS (System) > B & (Configuration) > S (Export).

Mtk S H (Schedule Export).

K A P BB 1T X B9 5 H (Configure Scheduled Export) i 1A .

e L5 AL R 55 o A N EEAE A e T BUZ LU R M2 —: FTP. TFTP. SCP 5 SFTP.

SR M RIS, HiET B (Enable) SIEHE.

AR ), AT DM R e S AE S AR TR s (R, RS R R T e,
W e LR .

BN SO NAFE AL B EHLAA P k. ] DU RS 48 AEERES]. AR A 45 8L FXOS Al

AR T8 I 9 28 U ) PR AT AR 5 5 A

WHRAEH FEHLATTAEA 1P Hohik, W20 AL S DNS k%545

AR ARG 1, SRR O (Port) 7B PN 145

N R GG B R NR S5 A5 AT I 7 440 R 2 TFTP, Wik iz 7B .

NI A 2 . GBSO TFTP, B0V N H % 5B

TEALE (Location) By, I AACE SO A B e 8 12, G SCIEA . R IEA g T304,

T ERAE P BB i S I — AN R

PR BN S A3 R EECE R ST BUERL R URIZ —: “BER” (Daily).  “&F/5” (Weekly)

o “REPI 7 (BiWeekly)o

THRIM T O WA T RIS, RGOR SRR R VR A S S B e e

A

REIE FHiEEE

T HARRRIRE, ik RGHE R RENBA AT IO E 3 IR ik

Cisco FXOS Firepower HliE &R AR B, 200) i



B s\ asxx

P
IR 2
$IE3

PIR4

RESNSH |

UK

K IRGE R RS (System) > B E (Configuration) > S (Export).

B RS TP, 1k S Al A IREE (Reminder to trigger an export) [ &IEHE.
AP E 3 28], RGNS BT R AT N S A IR E (1 F1 365 Z R HEH0D
iR 772 ER (Save Reminder).

SANEE X

LI

TIR2

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)

RT DU RGBS AT RE Y 2 1 L FXOS HULAR -3 HH LB B A . IR g FevF R (0] AR R4
FLE MR G AATIR A . AR R THESA/ TN, THA R E S AR = 2E
Bo

UK

K IRIE R RS (System) > ELE (Configuration) > S X\ (Import).

BENA I B SN

a) i SCHF (Choose File) LLT i 4L 3 N (W IC & SCAF IR H Ik €

b) i+t Import.
RGUATFEHARTERE, TH RTS8k 8L, S T Re e L0 3 sh A

©) il (Yes) LARfTA 25 NHR & M0 & S
WABCEBMER, AR E RECENH S FXOSHUAR . B AR, W AT 0 3 v
B, FXOS HURHE e 2 HHT A 3

BN 2 R ()37 R AR 45 A N SO

a) {f “Remote Import” GZFEFN) FH, Al G FH FEFE AL E SN (Import) 444
RGKEF TFHIAGTEAE, 5 RIEHIA R T E4h e, I8 T BE 7R E B E shHLA

b) A= (Yes) LUIA S A48 & ML & S
AR EMMER, SO R R E N H B FXOS HUAT . £ S AR, WA 4 32k
B, FXOS MR HREERE).

BT IR R 45 7% L e & SR SN

a) 7F “ILFEFAN” (Remote Import) , iR NNIEFZECE (Add Remote Configuration).

b) P RS A A N EAE A . e BUR LR —: FTP. TFTP. SCP 5 SFTP.

©) W RAAT T ARER A NG 1, 7R O (Port) B A 145 .

d) S NEAR SCHAEAEA B I BN B TP Mk, E R LU IR 2% fEA6RES . A bR 2ok FXOS
HUR R8T 99 288 U il (AT Ao s/ 5 AR
WA EHLA AN TP Huhk, U201 S DNS 425

©) M N ARG RIEHR IS5 A5 N AL I ) 4o IR IMSUR TETP, 5B R 1% 7B



| mEsSASH

CONT-o B |

) OGRS S 2R iR BUE TFTP, Bk H &% B .
8) {EXMHEE1Z (File Path) 7B, HiANELE SCIFM ek is, A4,
h) piHRTE (Save).
TCRERLE RS N2 “IEfE A (Remote Import) % o
D) AR P A E BN (Import) $241 .
REHIT IR IEHE, T RIGMV T EGREL, &S E ] Re 7 ZH 5 a s .
) AR (Yes) LU EE 5 N3 & L & S

DA PCEPMER, AP RE M BCE N AT 2 FXOSHUM . fE S AN e, R 7 S S
B, FXOS WU 5 25T A 3l

Cisco FXOS Firepower HliE &R AR B, 200) i
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13.

#

i Bl 3R

o RTHEEAER . 155 1T

o O g A A IR 0, 5 156 1T

o o E AR ORI g, 2R 158 I

o A AR AR, 5 159 BT
I A LR SO 5 159 1T

s 3 N B TS
T THIE 3L
B LR RS, THTPRWEEANE R, TEs FXOS HUA R E. &
DU B a3k L B0 sl FXOS HUAE T m) 4 e 25 )7 1 388 i PR 3L &
b n LA E 2 AN B O ih, B IRE A LU k2 AN O B E . AT RS T B A
R TE TR A 1, RO R EE 3R (PCAP) SC.

iR O AR ST

FXOS AU X P 0 15 8503t 1A LR et
L HER i OBk & i BA
AR 1/ 455 Ethernet1/9 W BB 0/0
AL /42 45| K Ethernet1/10 PR 0/1
AL 2 Ethernetl/11 W EBE R 0/0
AL 2 Ethernet1/12 W RS 0/1
AR 3 Ethernet1/13 W BB 0/0

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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siEamE |
B oEsisEsiramFeE

R it O] AL g 15 BA
LA 3 Ethernetl/14 P EE 0/1
M EFARH

Hs iR T RARAE LU B -
* Ffi I8 i 2 14 %1 100 Mbps.

o RIMEAAT R (KA i 23 Rl RAsAT B i SR x i, HROOR W] AE i B ik e il . AETT 4R Edls
B R UG AT, IR A W A2 ]

* A2 AN S AR
* ToARHE IR H b5 TPv6 HuhkHEAT i 8 (13 15
o ALAE N FB AL 1 B BEEAT 3R

KT N IBACHBLCTE PR R 6 (Bln, bR M g kS5 kB ), g AR
e

 REFRS (B, A RS R .

A

AR VAR R T EARR, ET D S AR R B SR s 1 2 R
T P A R B 11, A0 B AR LA D A Bl 0 i 11 3 BB ) et
iR

YRR S TEAL TR SPIR AN, L EHIE S H PCAP U1,
o BB SRR I, 5 S A O 1 T AT B 10 1l 3R S K I s

S RIENIEEMRSIE

P11 RKIKEHFT R (Tools) > £3E B %k (Packet Capture).
3RS TE (Capture Session) KEI <44 25 B M HT CUAC B B AL SR 1 A0 . an R i A B 4k
PR B iR 1h, B B il s ST B .

PE2 PUTUUFEAEZ
« BRI EIR OIS S, 15 S 3R S1E (Capture Session) 1241 .
s BEHVHIA IR ORI SE, 3 AdZ A gREE (Edit) 145 .

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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£ Ea IR BN

10

nssExEanrsiE I

14 P B B #IE S %K S 18 (Configure Packet Capture Session) % 1. BLEHIEEHKSE

(Configure Packet Capture Session) i || ff) 220 SR VIS BEAE FXOS HLAH LG E EE C 2w &, R

o W ZE RS IR . IR R T B Ay SR s i 1 . EC EEUE B3X = 1& (Configure

Packet Capture Session) % F1 KA U605 FH e CEHE Al Sk 21 10 - B

THERTEZFR (Session Name) 7 B N Edls tl gk ok i 44 7K

Al CLIE i CA R PRy e 2 T e B s Al R S S I ZE i XK/ B I X K /) (Buffer Size) 4

TP XE2 —, Sk B ENX (MB) (Custom in MB), 4R 5 N JIT 5 IR0 X K/ . FR

JE I GE I X RN DA 20T 256 F1 2048 MB 1]

TR UPAT B Al A iE I, R A S 2 A Y PCAP S 2ok B it in 3] PCAP S04

B B IR 353K S 1E (Configure Packet Capture Session) 77 1 [{) 2200, i s oh B30 SR B0 10 11932

WA,

RSB B PTEN R R AN RN, SR E AR,

BRI BO LA A% T ) 20 7 A v 1 PR o, 37 e T R e VAT B 5

SR RS B i 1A H PR3 A % PR

a) RN IZIE B I
XN E (Capture On). [ i O (Application Port) F15 Fi#3X /5[5 (Application Capture
Direction) 7B T BL B EIE €185 215 (Configure Packet Capture Session) i I {47l .

b) EPEASAREA L RS R (0 T AR 1 B34 ER O (Capture On) 4741 & IR P BT B H R iR
[ (All Backplane Ports).

B R A FVRE 2 2 1 TR IR

a) pih RN LG A A
3RALE (Capture On). [ Fim O (Application Port) F1Lz 3k 75 5 (Application Capture
Direction) 7B T B B #IE E1HIXS1E (Configure Packet Capture Session) % I 471

b) #fiEAEHIRALE (Capture On) 4K PIERE T 2#HEHA (P, asa) .

¢) {ER %O (Application Port) 7413 H % P AR BLH S 9 th s N TR B 8 1 o

d) FARH IR MBI A FR B D VR, 1 A B2 AR 383K 75 1) (Application Capture Direction)
SR OEEEE (Egress Packets) £ .

©) ELRhHEU IR N B Wi, 1 A B ##R 77 5] (Application Capture Direction) 5514 [f)
Fr 5 #3EE (All Packets) i .

ESuRitHEIN N R

a) filiiEIRd € RS (Capture Filter) 7B {15 F 33 #E 88 (Apply Filter) £ .
R 2 A TH B JELR 7B

b) GRS eSS, 15 ST BT ISR (Create Filter).
1K 2 6132 80 B 33 JE SR (Create Packet Filter) X iGHE. 7 CTEANME B, 1SR & 500 Al
AR PESE » 28 158 UL,

©) MELF (Apply) T3 ik £ B 1 i) vk .

d) MEZF B#R (To) FHrge ik sy i gE a8 e

Cisco FXOS Firepower HliE &R AR B, 200) i



siEamE |

B  EssEapFoEs

e) N H AR yERs, % Al Bz A E At 3 i 28 (Apply Another Filter), #8554 DL A5 BN FH HiAD

RN PUTLURRIEZ

LA IS WSR2 AT 1220, 1 AU RFEFIZ AT (Save and Run) 424 . {UAE
HEARIZAT HAB B i R 2 A I, ek T4 wT

« ERAF LB R a1, DUMEAERTRIETT, 5 Ui RTF (Save) #4411
fEHFR 1A (Capture Session) KT, R G BISIH T 18 A0 210 S 2 i B AR AT oAb 25 1.

SLUEPERAFHFIE(T (Save and Run), MOl Al 2 T SRAU (L. B M2 F 4R PCAP SCfF, 1
IS LA

fic & 2R B iR AT I 25

A

T AR pE AR oK BRI E R i R T R S U . QI B A iR S I, T AR R
Se O WAL I E L UE 25 o

iR

Jll Cisco FXOS Firepower HliE &2 AR A Ei57, 2.001)

b RS TR TR T T E AEEAT IR (A U628 8 4 A BT L0 P
BRTIR, WA R

UK

ML R T B (Tools) > ##E €13#83% (Packet Capture).
3RS TE (Capture Session) X704 25 7R M HT CUHC B B AR SR S 1E 703 . a0 R 2 ar Al B 4k
PR IRSTE, S oR U IS O B .

PATUL T EAEZ —
« TN JERS, 1F MR ESE (Add Filter) #4410
c PmiR I A A UERS, 1E ATz IER SRR (Edit) 74410,

1K 2 61 12 s YR EE #0 3B B 12 B 88 (Create or Edit Packet Filter) X[ {5 HE.



| suram*
pamErgEamrsiE I

B3 EESTERAFR (Session Name) 7B i NS Gl SR JEAR I A FK
Ba4 PR SGEATIEUE, 1 AR (Protocol) 513K HHIEFR IZ MY, BEFF B EX (Custom), K5
NI A5 XUk TANA SE I, R FRERI% L (0 - 255).

FIBE  FNHREE LUK TR 0E, 15 M EAK M ZEEY (EtherType) 5138 ik FZ LUK SR, ik B
TEX (Custom), ARJGHIAFTT LRI, [ 52 LUK SR E TANA 52 I LUK 2R,
IR Haehkg s (4, IPv4 =2048, IPv6 = 34525, ARP =2054 1 SGT =35081) .

FIB6 FILTAE VLAN (BEASG K VLANID) 844 VLAN (FXOS HLAHZ I VLANID) i 383
&, HERE BN VLAN ID.

WIRT  EPERE R H PRI, EEFR A R IEER H bR B N TP H kbR 1 8546 A MAC Huhk.

LIE8 NiiRTFE (Save) (R IESS,

FE3TE BE 53R (Filter List) JEIRrf, #0KE 215 H T 18 10 D828 A0 OO0 2 AT ] Hofh il 98 2%

BaifF LB EE RS
g2

P11 RKIKEHFT R (Tools) > #13E B 1#%k (Packet Capture).
¥R 1R (Capture Session) LT K4 BR824/ O & R EHE OIS E 53R . W05 257 AR E £
PR, W2 o U B I ST R

YIR2 FEIEAR ORISR T%S 1B A S1E (Enable Session) #4, A5 sl (Yes) AT
o
AR GRS s AT E s s ks

1o

SR TR S O PCAP UG FF IR IR I . WHR S TR G BN 8 55 & TR A0, B 11 PCAP %
P bR . W RAKHFERCE, B B SO Gy .
TERAR IR B ATIN, B PCAP SCAFI SO RN BRI B i gk 3G e — ELIA 322 ph X R/
BRI, REKITIHEASIEA, BHaSES “EZ7H4” (Drop Count) B IE .

T3 BEILEWAHEIRSTE, AT SR BSE (Disable Session) #44], 485 miidi 2 (Yes) HEHATHA
o
A& E, BRI LUR 2 PCAP U GEZ I T8 st » 56 159 10 .

TEHHEERIKMH
TSR HE LA 3R (PCAP) ST AT R BIASBTT SEHL, LU AE T W9 28 204l (70 Bir s 7 ik 243
(i

Cisco FXOS Firepower # {8 & 122 AL E 45/, 2.0(1)
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siEamE |
B rsxEamrss

UK

P11 KIKEHFT R (Tools) > £13E B %% (Packet Capture).
3RS TE (Capture Session) ZEI <44 25 B M HT O B B AR SR 1G53 . a0 R 2 ar A B 4k
PR STE, BS BRI N S .
HIR2 NIRRT T AR E B A PCAP SCF, 3 At N I 11 A0 TS 2 (Download) 42441 .
AR AR STEEITR, JBIE T E PCAP XL
6
ARSI RS, FRE M PCAP U4 25 A BN FEEIEIA NN E, EA RGBT

Cisco FXOS Firepower | FE &2 82 E Ei5/, 2.0(1)
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%
L

F i
AAA 101,102, 104, 105, 106, 107, 108
LDAP $24LF2/% 101,102, 104
RADIUS ##7%/7 104,105, 106
TACACS+ it/ 106, 107,108
asa 36,121,129, 132, 140, 141
BN, asa B 121
AR 129,132
SOBTRZR RCA 36
HERER] 140
MHERZ R % 141
B 140
asa W% 33,34
M Cisco.com T 34
KT 33
A& Firepower %41 % 34
authNoPriv 84
authPriv 84
banner 58, 59, 60
pre-login 58, 59, 60
call home 14
i & HTTP AU 14
CLI, & 147 il
clustering 126, 128
B K 128
BAFEK 128
THREAT 128
LRI RE RS 126
redundancy 126
size 126
configuring 90, 91, 92, 94, 95
HTTPS 90, 91, 92, 94, 95
CSP, HZ M it
DNS 111
Firepower Threat Defense, 1555 B 5i1H
Firepower ZZ 4% 4 1
e 1
Firepower HL55 6

Firepower HL56 (4%)
5B % FXOS HUAf
ML E 6
T3 2 FXOS HLAf
Firepower HIFH & H#25 1,8
o aER] 8
7 AR EE 1
Firepower 14 JE#:AF R4 35
THEF GR35
Firepower “- &5 #4533, 34,35
upgrading 35
M Cisco.com T#; 34
KT 33
A& 3 Firepower %415 1% 34
RuEse e 34
fpga 36
upgrading 36
ftd, 20 B
FXOS HU4f 2,61
Wt 61
PR 2
HHPEZ) 61
HTTP {2 14
configuring 14
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