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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [yl: n

Enter the password for "admin": adminpassword$%958

Confirm the password for "admin": adminpassword%958

Enter the system name: foo

Physical Switch Mgmt0O IP address : 192.168.10.10

Physical Switch MgmtO IPv4 netmask: 255.255.255.0

IPv4 address of the default gateway: 192.168.10.1

Do you want to configure IP block for ssh access? (yes/no) [yl: y
SSH IPv4 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y

HTTPS IP block address: 0.0.0.0
HTTPS IPv4 block netmask: 0.0.0.0
Configure the DNS Server IP address (yes/no) [n]:y
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

o2 oo A= IPv6e T A4S AFESHe] Al S A

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": adminpassword$%$652

Confirm the password for "admin": adminpassword%652

Enter the system name: foo

Physical Switch Mgmt0O IP address : 2001::107

Physical Switch Mgmt0O IPv6 prefix: 64

IPv6 address of the default gateway: 2001::1

Do you want to configure IP block for ssh access? (yes/no) [y]: ¥
SSH IPv6 block netmask: 0.0.0.0

Do you want to configure IP block for https access? (yes/no) [yl: y
HTTPS IP block address: 0.0.0.0
HTTPS IPv6 block netmask: 0.0.0.0
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Configure the DNS Server IPv6 address? (yes/no) [n]l: y
DNS IP address: 2001::101
Configure the DNS Server IP address (yes/no) [n]:
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch MgmtO IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6 value=1
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ucs-auth-domain\ \username

ssh 192.0.20.11 -1 ucs-example\\jsmith
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ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
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* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-qa-10
login: uecs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address }ucs-auth-domain\ username
telnet 10.106.19.12 2052
ucs-ga-10-A login: uecs-ldap23\blradmin
Putty S ¢Fo] I E A th& 725 AHE- Y Tk
* Login as: ues-auth-domain\username

Login as: ucs-example\jsmith
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create trustpoint trustpoint_name

firepower-chassis# scope security
firepower-chassis /security # create trustpoint tPointlO0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:
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MIIDMDCCApmgAwIBAgIBADANBgkghkiGO9wOBAQQFADBOMQOswCQYDVQQGEWJVUZEL
BxMMU2FulIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
C1R1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBszS59b20xHzAdBgkghkiG
9wOBCQEWEHVZZXJAZXhhbXBsZS55b20wgZ8wDQYJKoZ IhveNAQEBBQADgYOAMIGT
AOGBAMZwA4nTepNIDhVzb03j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
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ENDOFBUF

firepower-chassis /security/trustpoint* # commit-buffer
firepower-chassis /security/trustpoint #
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CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X
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Firepower-chassis #scope security

SA2 7] AF o] Bet RES gy

Firepower-chassis /security # scope default-auth
71 3 HTTPS, SSH B €Ul Al ol o 3k 57 AIF Al gh-& A g
Firepower-chassis /security/default-auth # set session-timeout seconds
A4 (A8 AR ZE A dE fF AR AISS A F Y
Firepower-chassis /security/default-auth # set con-session-timeout seconds
SAS (HE AR Al B A Al AIRE 23 A S U

Firepower-chassis /security/default-auth # show detail

o A

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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Firepower-chassis /security # scope local-user user-name
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Firepower-chassis /security/local-user # clear password-history
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Firepower-chassis /security/local-user # commit-buffer

o]
U A= v S 7|58 A9 ERAA S ARG Yo

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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Available Updates(A}-& 75 gt 4 dl o] E) 7] o] 2] = Aj Al of] A A}-§- 7}5 3 Firepower eXtensible -3
A FRHEF HE o|n| A 9} off Z2] Al o] A o A] H5F-& HolFUT
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ZAE HE o x| &} ali} o] 9] off ZE] Aol A o|m| A& BF Prdlo|=ste v WA ZHE A
o fadel=sfoF Fyh
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Firepower 9300 M| Al o A H o] & P adlo] =5l thg A& AFE34 Al L.

ZEAA

A B 29-AHE AFE-3Fo] http://www.cisco.com/go/firepower9300-software 5= http://www.cisco.com/go/
firepower4100-software = ©]-& &1 T},
Firepower 9300 A Al ol] T & AL E 9 o] th- 2 &= F| o] x| 7} Hebg-A ol 4] & H T
Cisco.com©l| A] 2 A 3k 7 ¢)| o] 9] 7] 2] & 2E-2 5 Firepower 9300 A A o A] M| 28 4= Q1= AW & ¢}
FREF,
Firepower 9300 A} A] o] A H ¢jlo] ==& So] 7t}
Firepower-chassis #scope firmware
FXO0S & glo] o] 1] A = Firepower 9300 A} A] & v} 2 =gk},
Firepower-chassis /firmware # download image URL
b P8 5 ShhE A8l b & sl ol URLE A4 F v,
* ftp:// username@hostname / path
* scp:// username@hostname / path

* sftp:// username@hostname / path

* tftp:// hostname : port-num / path
e 9 AbE el e R TR A28 BUE P,
Firepower-chassis /firmware # show download-task image name detail
SeRsl fuEY ohe e gelste] Halol 97149 ) §S B 5 gl
Firepower-chassis /firmware # show package image name expand
O WEe d9gste] glol A7 M Ha s = 5 dFyHh
Firepower-chassis /firmware # show package
ol HA W= Foo] A7 A& AA & uf vh-5 dAl A AEFH U T

Helo] H7 A2 DXt oS o] Fujo),
a) Flo] Ax nE= Sojziyt),

Firepower-chassis /firmware # scope firmware-install

b) Bl 3714 S A gk,

Firepower-chassis /firmware/firmware-install # install firmware pack-version version number
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o o] E Zr A2 Fol] Al=go] 2l E T AS

d) yes-E—' 91 & 5} o] Hx]E AL AP Qo o) = TREA A Fo =
d& A7 AA v A

o= e A LS Y Yeted vh5 ol gt

Firepower-chassis /firmware/firmware-install # show detail
2 sto] @A) Welo] WAL B 4 ATk

Firepower-chassis /firmware/firmware-install # top

1N17

Firepower 9300 A A &] =

A7 EEE he B E S 9

Firepower-chassis #scope chassis 1

Firepower-chassis /firmware # show sup version

o]
U el A= Fello] W

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1.0.10.SPA detail

AL 1.0.100.% 1o =g},

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104
Time stamp: 2015-12-04T23:51:57.846
State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.l.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package
Version

fxos-k9-fpr9k-firmware.1.0.10.SPA
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Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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Tl 1P 54 W7, 43 #| o] 4]
o IR A7 A 45 H| o] X
« SSH 74, 47 ¥ ] #|

gyl 1A, 48 F o] %]

* SNMP -7, 49 5 o] A

« HTTPS -7, 57 | ©] A]

« AAA T4, 69 F 0] A]

* Syslog 143, 78 | o] ]

« DNS A ¥ 74, 81 #[ o] A]

wYIPF4 7

4

A #ket 7] Aol

Firepower 9300 Al A1 2] #2] IP 45 FXOS CLIoI A ¥ s 4= 2l HF Ut}

o
El

o

=

=

S, Al 745 AF8-3}9] Firepower Chassis Manager == FXOS CLI¢] tf gt &
of

FXOS CLI®| 9123 th() Al 2= - FXOS CLI 9 ¥ o] #] #an),
b3 o] IPv4 #e] IP T4 5 T3 Yt
a) B AHAYE a9 Y= A}

Firepower-chassis# scope fabric-interconnect a

b) T RS QI ste] A vl 1P FAE S
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Firepower-chassis /fabric-interconnect # show

¢) Ua RS dEste]l A=E A IP T4 F ACEdelE Y

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network_mask gw
gateway_ip_address

@ ]Aﬂ;ﬂ%ﬂE%ﬂﬁ fﬂmﬂqq

Firepower-chassis /fabric-interconnect* # commit-buffer

A3 thE} o] IPve #E] IP FAE A YT
a) IEE AEAYE a0] WeE AP
Firepower-chassis# scope fabric-interconnect a
b) ¥ IPve T HE AG
Firepower-chassis /fabric-interconnect # scope ipv6-config
o the WH e g ste] WAl B Ipve T HeF L,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) o ¥Ee dEste] 23 AP P 7o R A EM S AT

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipve-gw gateway address

e) ]Aﬂ?ﬂﬂEﬂpwq ﬂﬂﬂqq

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

o]
o dlo] A &= 1Pv4 2] QIEj o] 2= F Alo] E o] & F-d F T}

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

U ool A<= 1Pve #2] Q1B o] & Bl Al o] E o] & T4 gy th
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Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

SR ORIk

Al 2= Bl o]l 4] NTP(network time protocol) & T st AW, 5 o= &4 2 A1ZHS AA3EA, A A A
28 A 7hE Bl NTP # o] A & AF&-sH A Al 2

NTP 2 Firepower 9300 M| A] 2 Aj Aol X =24 t]ulo] 2 7ho)] A5 0.2 573 Yt}

EXRE

7 1 Platform Settings(Z 3% A2 4) > NTPE A &g th
o

A 2 Time Zone(FE T A7 H) =55t S50l 4]

9]
a

o

o

£

[¢]

=

2
>,
X
i)
o
=3
FN
>,
)
=
il
2
)
e
i
°

NTPS ARE-5to] &3 B /\1 HdA
NTP= I ES A A28 Lhel] 4 8] i)
ol A3 o % %iagiﬂzﬂzﬁgau@%ﬂ@ﬂMﬁﬂa@@&ﬁﬂ%ﬂﬁ@%g

ol Ba gk

S ZAIA

A1 Platform Settings(Z 2% 4 4) > NTPS A &g}
Set Time Source(*| 7+ 4~ 2~ /d A)ol] 4] Use NTP Server(NTP A ¥ A}-2)E &
Ay = A ALELNTP AW IP T4 B S 2E o] 53 8§
@A 3 Save(HhHE SHFU

Firepower A| Al 3= NTP A ¥ B B7} A8 ¥ e 2 -4 g Ut

(RUBNAU
)

5l T}2- NTP Server(NTP
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o ThAl 219l 8]oF 3]

-, A 2Bl ol A 2 710}-2-5] 1 Firepower Chassis Manager

NTP A B 274

B

Al'1 Platform Settings(Z 2% A 74) > NTPE A H ).
A2 NTP A H] /‘}B— S FAEHH T2 A IR L A HE AP ST E S A 2'S AR Y Y
2 A 7F 2] % A 46 H o] A 5\9’—}_)

2
713 Save(d ) Z 2 F o

(RUBNAU)

@A 1 Platform Settings(Z 2 35 A 4) > NTPE A &3t}
7] 2 Set Time Source(*] 7& 222 A Yo A Set Time Manually(5=%5 .2 A|7F A7) S 28 gt}
7| 3 Date(2H) =5 B5S SElste] @S A S @Y AL Vs A EES T8l B
A
G 4 ok EEthE 555 AFESko] AFE AL 2 AM/PM O E A G T
= Get System Time(*] 225 A7t 714 @ 7])S &8 5} Firepower Chassis Manager <12 ol A}
& T A =Elof] FAE O] e g R A A e s EA B AIHES AT T E
Y.
SAI5 Save(A 7 E S F U
Firepower A A= 24 B A 7ko] A A el = -4 g U o
231 A 2B A 7FS 1035 o) A =4 81 75, Al 2~ Bl ol A 2 Z10}-2- %] ¥ Firepower Chassis Manager

o Al =18l of FH .
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ssh 4

SSH -4

U} A}l A = Firepower Al Al o] gt S
W

o) 4 2= % 24 537 o 1 24 8t
o] 21 E 2 FXOS A4 & B4 88} : 2

SSH
% %qqsm~ﬂiﬂgi
LR A|A

Platform Settings(Z 2 3% 41 4) > SSH > SSH Server(SSH A B)= A &l gt o},

A2 Firepower A Al ol th3F SSH o) A =5 &4 313} H Enable SSH(SSH & "é sh IS AE Py
SSH A 4| ~Z 1] &4 3} 5l 2] 'H Enable SSH(SSH &4 3}) gHelghe] M el s H Ay}

o
X

@413 A ¥ 2] Encryption Algorithm(% & 3} ¢a1g] )l tisl &85 = 7} C\’:}ﬁﬂ daeFel AA s
Aty
Fa 3des-cbet= Common Criteria®l| 4 #| €1 % #] <51t} FXOS A 4] ol 4 Common Criteria 5.

7} A st o] 90 3des-cbes E st Galg]F o ® AMEE S gle U T

A4 A8 9] Key Exchange Algorithm(7] 2.3+ & 312] )0l o8l 3]-8-%+= 2z} DH(Diffie- Hellman) 7] 23k
o A vrAE ’ﬂE”EL‘/]E]' DH 7] agkol A= o = ol A T 0 2 9918 = Q1= 3
Xﬂg‘ﬂ‘%q o] 7] WL A P TAE F|of AAlet] S AEQISS AP o] 7] ngh
= HAI A MY RIS Yt DH 7] 1Lk ¥H AR-ol] o & A4 gk W &2 RFC 42535 3

HA L.

GA5 A H ] Mac Algorithm(Mac & 312 5ol th3l] &&= 7} 744 daglFo] A4 vt~E A8y

N oE }ol‘
Ol i

£

96 A 2] Host Key(E 2~ E 7))ol &l RSA 7] %ol tjet ZE58 2~ A7]5 d=8Fch
REd 2 ZHHE ©9])2 1024~2048 H 9] 9] 89] vl P Ut A A8t 7] BEel X~ AV EFF
RSA 7] <& AAde= o g 28Ut A= k2 20489 Ut

A7 A8 9] Volume Rekey Limit(Z-5 A A4 A ghyoll thal]l FXOS7F Al Ao A2 S sjA57] Aol 44
< T3l 3 &5 EY KB EH9)S AA Y

o 8 HHAﬁmmwwumw¢4ﬂm%@ﬂ%mh%Mwmﬂwﬁﬂﬁﬁé%ﬂmﬂﬂ@ﬂ$H
Aol 5 dE7E 2 4 s AIEE 99 Ay

G719 Save(HHE I

@410 FXOS AHA] SSH E 8| A EE 4 %ﬂ&ﬁﬁﬁﬁammﬁHiﬂﬂ E)¥1S F934h

ot

A 11 Strict Host Keycheck($1 A3t 5~ E 7 1)01] ) 3l enable(Z4d 3}, disable(H] 24 3} &= prompt(ZE
FILE)S AE3le] SSH B2 E 7] 214 Ao gt}
* enable(Z2 3}) - S 2~E 7] 7FFX0SS] ¢# X S 24E 3| §li= 49 A4 o] AF-guyoh Al 2~
e/ A 8] 2 2] o] A enter ssh-host 8 & & A}-8-3}o] FXOS CLloﬂ A BAES 508 7tk
Esi=g
s prompt(ZFZE) - SAE F|T7F AfA O] A o] QLA & BG S AE I E e A AR

sheb =Exes) gA R
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E 9] Key Exchange Algorithm(7] 1.3+ ¢312] )0l ) 3l 518 ]-‘E Z} DH(Diffie-Hellman)
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Jadyet o] 7] sk M L S AE 719 dAete] EAE J%%-’F‘E@WD}. o] 7] uL
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°] Time Rekey Limit(*] 7+ 7] 2| A4 A ghol] th sl FXOS7} Al Aol Al A4S &) Al 6} 7]
¥ *‘317} g 5 d= AZGE 2 S AA Y

2o 1% oy o ot 5o N iy
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oA 2~ 8 2 3t ALE ] g shahs S g

t}-2- A 2}ol] A = Firepower Al A of] t 31 &4
o] AFH T
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Firepower-chassis # scope system
AlzE AN 2 RES dE Y

Firepower-chassis /system # scope services
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Firepower-chassis /system/services # enable telnet-server
* Firepower A Al of] T gk &1l A M| ~ 5 3] &34 o v th HH S ¢

Firepower-chassis /system/services # disable telnet-server

i
LR
Id
o

A 4 A28 Ao EWAH LS Aul )

Firepower /system/services # commit-buffer

o
g o alol i AU FYSE EAAE S AU

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP -4

SNMP 4 .

o,
U
ol

SNMP #] o] A] & A}-8-3}9] Firepower A A] ol 2] SNMP(Simple Network Management Protocol) &
ok A A - T GBS AATAA L.

SNMP(Simple Network Management Protocol)i= SNMP 32| | 5 o] o] 4 E It F-Alof] jA] %] & 2] &
A&3k= ol Zel Ao A glolo] TR EZFYUTE SNMPE U E YT 9= tnfo] 2o RuUEE &
Elo AFEE = Bt A9 2 FE Ao = Al

SNMP Z 9 T+ oh 37H4] &5 o= A Yo
* SNMP #2] 2} — SNMPE AF-8-3= U E S A tujo] 9] &5& Aojstal ZYE Y5t d 22

o] &= Al 2~HlL

* SNMP ©l o] d E — Firepower A A| Hlo]EH & %] #2]slar H Q. A] dlo]E] & SNMP #&] 2}l
H.313}+= Firepower AHA o] 223HE AL E 9o} 414 8 A Y T}, Firepower Af Al = MIB 2 &4
2 ool AEE L33 Th SNMP ol o] d EE & 8al a1 #e] #}o} o o] H E ke A& A4
3} ¥ Firepower Chassis Manager &-1= FXOS CLI°| A SNMPE &4 3}3} a1 -4 $hu o}

el = = T A o] B

rH

* MIB(managed information base) - SNMP ¢ o] d Eof] 9]+

MPvl @ SNMPv2cE B Bt

Firepower Al A] = SNMPv1, SNMPv2c % SNMPv3E A& SN
2~
ek,

ARUE 70 A2 Mg th SNMPEE theol o5
* RFC 3410(http://tools.ietf.org/html/rfc3410)

L2

t}.
o)
A
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* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412(http://tools.ietf.org/html/rfc3412)
* RFC 3413(http://tools.ietf.org/html/rfc3413)
* RFC 3414(http://tools.ietf.org/html/rfc3414)
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FXOSE 71+ 7] |5 E3tato] Hd 8719 7] 9& A4t
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AN ek mES dH g
Firepower-chassis # scope security

9712 7] Fe] o] F& A F U
Firepower-chassis # create keyring keyring-name

A3 SSL 7] Aol(ME)E A HH
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}

4 EAAE ARG
Firepower-chassis # commit-buffer
o
U ool M= 7] 7] 10240 E 2] 7] H & A o)
Firepower-chassis# scope security
Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
chgol A% 29l
o] 71 Yol th A 23 A}

713 7] @ A A8

Y2 ol Fo] v AU S 7E wtRE A 71 7] G ASAE o2 A s oF
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Firepower-chassis # scope security

714 7] el digk 7] & Bk RER o3
Firepower-chassis /security # scope keyring default
712 7] % ARA:

Firepower-chassis /security/keyring # set regenerate yes
=AM ARG,

Firepower-chassis # commit-buffer

o

U ool A= 712 7] | & A8d Ut
Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

Bt R EE Y,
Firepower-chassis # scope security
7] =l T & P4 BER Sol g,

Firepower-chassis /security # scope keyring keyring-name

o|\

A A ¥ IPv4 H+= IPv6 =2 W+ fabric interconnect®] 0| 5 & AF-&351o] Q154 24 & w5} ¢l
A gl gt HE S E JEstets 2R 2 EV A Y th

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

EAAAe AU

Firepower-chassis /security/keyring/certreq # commit-buffer
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Firepower-chassis /security/keyring # show certreq

of
U o= 712 FHA 02 7] ol tigh IPv4 F49 3| Q154 84 & WHEa AT

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8qMZ04UGGILKFXQQc2c8b/vil2 rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGALIUJEQEB/wWQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQue LTNPnrndgqUwuZHUO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

cheol S & 2]

* BEGIN ¥ END &
IFHEAS

Sl

o A& A A S A A S} Trust anchor = F-E] BES Al ] Q1 F Ao t 3k Q1 5A] Q1S A T}

EE HApsto] vkl

= A4
T - —
ol 273 o] 3% wUS Trustanchor EE=S1F S o2 A

Aoz 7] Fol gt s 83 A

nel mEE QL

Firepower-chassis # scope security
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Firepower-chassis /security # scope keyring keyring-name
NEREE ER ELsla

Firepower-chassis /security/keyring # create certreq

3)A} 2 A @ ot #7h e ARG,

Firepower-chassis /security/keyring/certreq* # set country country name
277} 4 A ¥ DNS(Domain Name Server) 545 A 4 g1 T},
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
A%A 243 AAH ol mlel FAE AAFIT
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 9300 2| Al 9] IP =45 A A th

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request

ip6-address }

AEME 2 s Abe] B 91313 ASS A T

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

AFAE ek 28 A9

Firepower-chassis /security/keyring/certreq* # set org-name organization name

z7 B9l s A4 g,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
QAZA 270 g v AN 52 A QU8 AL,

Firepower-chassis /security/keyring/certreq* # set password certificate request password
ASHE A 38k= 3ALe] EAE AR A/E=E AZ U

Firepower-chassis /security/keyring/certreq* # set state state, province or county
Firepower 9300 Al A 2] FQDN(Fully Qualified Domain Name)< #| % 4 t}.
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
EAAHL ARG

Firepower-chassis /security/keyring/certreq # commit-buffer

Trust anchor == ¢ 5 5 0. 2 FAlSto] A45E 4= = A 54 23S FA U

Firepower-chassis /security/keyring # show certreq

Cisco Firepower 9300 FXOS Firepower Chassis Manager -7 7}°] =, 1.1(3) .



of
U2 o= alg AR 7] Yol et IPva =49k @ JISA 235

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreqg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04

Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

set country US

HH o H o H I

MITIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1 jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8mMARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgMBAAGY
LTArBgkghkiG9w0OBCQ4xHJACMBOGA1UJEQEB/wQQMA6CBNNhbWMWNICECSE1XAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXr1lHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

chol A 1)

set dns bgl-samc-15A
set email test@cisco.com

set locality new york city
set org-name "Cisco Systems"
set org-unit-name Testing
set state new york

3
pch
o

* BEGIN 3! END &5 %33 Q154 84 o] 9 AE S JALsto] spd el A4yt 7] Foll th gk
ASAE DS AT, A5A 8o £3¥ 39S Trustanchor == 15 THOE A5

o A 2] A A S A A8}l Trust anchor = 5-E] HES Al ] Q15 A of tf 3k
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Firepower-chassis # scope security

A B A AL AgAgety )

Firepower-chassis /security # create trustpoint name

o] AF A H el hek AT FHE A H I

Firepower-chassis /security/trustpoint # set certchain [certchain)]

W o AFA ARE A AA] F2 49, FE CA(Certificate Authority)ol] <15
Trust Point &5 = A SAE Y518 = T3 2 EV FAE UYL ST AR E ¢

o] ENDOFBUFZ ¢} & 5}o] ¢t gt}

T8 9] % A = Base64 21 59 X.509(CER) & 2] o] o] oF gh] ).

EdAAe ACEY

Firepower-chassis /security/trustpoint # commit-buffer

o

b2 ol M= A8 A& jbE L A1E] A Aol didh IS4 E Als gyt

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVYVYVYVYV

4YL5Jg==

\%

> ENDOFBUF

MIIDMDCCApmgAwIBAgIBADANBgkqhkiG9OwOBAQQFADBOMOSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1d3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BASTCOVuZ21luZWVyaW5nMQ8wDQYDVQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #
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B aczazq9e9

okl A @ 2]

Trust anchor 2= 15 ST oA 7] & ASAI & whol 7] ] 02 7hA U th
7] Bog ITA 714 7]

A2k817) Ao
c 7] Q1Z A0 Olg A5A A Eaahs A8 AWS TA T

* Trust anchor == Q15 S ol A 7] & ASA & 7HA ST

L ZAA

Firepower-chassis # scope security
G2 ASAE FA1E 7] ol i 74 RER Soj i th
Firepower-chassis /security # scope keyring keyring-name
9A 3 7] B AFSAE 5418 Trust anchor = Q15 T ol tigh 4l A H-& A4 F .
Firepower-chassis /security/keyring # set trustpoint name
A4 71 F AeME dE R 2= st s Ay
Firepower-chassis /security/keyring # set cert

S E 3L E of Trust anchor T2+ Q15 £ o 2 K] ub SA HAEE Zojd Ut Q15A 9

= o =
HFE T Zoll ENDOFBUFE ¢l 5to] Q154 o8& da gy

T8 9] Z 4] %= Base64 21 7% X.509(CER) & 2] o] o] o} g},

A5 EAAA S AR

Firepower-chassis /security/keyring # commit-buffer

o
s ol M= Al E A3 S A8t IS E 7] B o= A 5 H T

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

> MIIB/zCCAWgCAQAwgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
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BxMMU2FulIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AOoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVV VYV VYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

cheol ST 2l

HTTPS A B A& 7] g o= A3}

HTTPS 4

e HTTPSO|A] AL&3hs S5 9 7] & W4 LY3He] HITPS 4 & 28 F EA4HE 437
U A st Alul A} BE § A HTTP 2 HTTPS Al o] &gt}

L RAIA

Firepower-chassis# scope system

WA2 Mg AN RES dEE
Firepower-chassis /system #scope services

7 3 HTTPS A ¥ =5 &4 31 o)
Firepower-chassis /system/services # enable https

A 4 (A8 AR HTTPS A 40 AHE 3 X EE A Gt
Firepower-chassis /system/services # set https port port-num

A5 (A= AR HTTPSOl thall 498 7] o] o] 5& A A FH .
Firepower-chassis /system/services # set https keyring keyring-name

A 6 (A8 AR = Q1| A AF-8-3F+= Cipher Suite H.9F 288 %] gt}
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode

cipher-suite-mode™ Th& 7191 & % st 4= lFU T
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* high-strength
* medium-strength

* low-strength

ftlo

A

o
o
Sl

A Y

« custom- A}-8-2} A 2] Cipher Suite A} % = A+<2

AT (A9 A3} cipher-suite-mode”} custom = A 7 ¥ 7 9~ | Q1] ) g+ Cipher Suite H.9+2] # 2~H |

S A g gy
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string->- # t] 2564}0] ™ OpenSSL Cipher Suite AFSS =8l oF ). & =
S5 A AR F EY T & (=2 1), HEA 713, -(BF)5), (FE)S /\} a4 A5y
o} A gk U8 http:/httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite S 33314 A] <.
o] & 50 FXOSol A 7] 23t o= AF&sle T3 e AFY S A Y & - &5 Ut

ALL: 'ADH: 'EXPORT56: ' LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

Eig cipher-suite-mode”} custom ©] 2] 2] Lo &2 A A E o] gl o o] FA4-& FAFH YT},

g
(e}

S8 Al o] EdAA S ARG,

Firepower-chassis /system/services # commit-buffer

of

S ool A= HTTPS S &4 3}slal, T H W35 44302 A A3 a, 7] ¥ o] &5 kring7984
2 A A 3}ar, Cipher Suite B.9F 21 S high2 A4 3ta, EANAAS Al g}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS = E W 7

—

LYt HTTPSE v &4 31 at <=

rr

A

§ass

HTTPS A H| A= 7|2 0 2 ¥ E 4430 A 4] 3} 5] o]
HTTPS A2 A& FES HAS = 95

L ZAA

7] 1 Platform Settings(Z 3 5 A7) > HTTPSE A & g o).
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€7 2 HTTPS €1720) AL8-3 5 & Port(¥5) Lm0l 12 gtk 1-65535 Abol o] 52
MU s 7] A 0 7 FE 4430] 4 gmﬁ}%qq
13 Save( ) E I

Firepower A A] = HTTPS £ E7} X[ ¥ e 2 A4 g Ut

HTTPS T EE A3 T o= & A ¢] X E HTTPS Al o] 8P UTH AR E &3 o] X £ E

& A}-8-3}9] Firepower Chassis Managerol] ThA] 21215} of 3ttt}
https://<chassis mgmt ip address>:<chassis mgmt_port>

ol W] <chassis_mgmt_ip_address>= A-8A7F 7] T3S A A 8= 59 Y H 3 Firepower Al A 2] IP

T Ee TAE o|F oY <chassis_mgmt_port>% W 74 $ HTTPS LE YUYt}

Firepower-chassis # scope security
@A 2 HHE 7] Ja A AU
Firepower-chassis /security # delete keyring name

9713 EAANA S ARG

Firepower-chassis /security # commit-buffer

o]
U ool M= AR A A& A A

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

u
il
>

i
e

ol E /_\}xﬂ

-

A 2a7] Aol

02 A Hel 7] Yol A ALgsHA -2 sl gy,
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Firepower-chassis# scope security
@A 2 W e A E AR S AR T

Firepower-chassis /security # delete trustpoint name
473 EAAAS ARG

Firepower-chassis /security # commit-buffer

o
S o A= A1F] A HL 2hA &)

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS v &/ s}

L ZAA

WA Alsg BES Qe g,
Firepower-chassis# scope system

WAl 2 Al2g A REE g
Firepower-chassis /system # scope services

A 3 HTTPS A B 2~& v g4 8} gty o},
Firepower-chassis /system/services # disable https

A 4 A2 Ao EHAAH LS AMl S T]

Firepower-chassis /system/services # commit-buffer

ol

t}2 ool A= HTTPS= H| & A 3} 3t 1 Ed A A S A vl gt}
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AAA A

AAA “d

IYYEXN |

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

o] MMM E AF, A Hro] R ol 7ol o) AP FUITh AT 8-S ke FEL Fws
A]A]o
i=] .

AAAE ZFH eldzol oje Aal s Aol S 91 Anl s P ow, 40 FASL AHEFE Bk
st Au] ol Tt Y] B HuE AFFUC o] FY & ErhA Q) =S A vhe] @ were
S8l Fod B o T
%
AF & A 2T Pol5y] Aol WE ALGA o B3} M UNEE YHFES a7 PHOE |
1A ALg A} Bl S A F YL TE AAA A AL A 91 Fe] 922 ol e wo] o] A
A e AL Al Sel et vl g v el o] AR S AL A W ES) el AT
F dguith el dao] QX5 o, Q1Fe] Assha =SS oA 27 ARH o,
ohe AAS E3sHE A4l ol Tl et e A4S Q1 F3HE S Firepower 9300 A4 & T4 A5
o

* HTTPS

* SSH

Aleld 2&

L

oy o (i
AT r o
o 1 o

-z
2

PO
o |
ﬁQLm{o

o 9

e

Ashe L2 A 22 ALgAbe] 427 B 8 BE, B
AHEATY AFHE G A A T o 2

hSd

2
f

P
A
2

o 7he-9

O 7HeH & ALEAT A2 F avlahE Bl anE ST o] 7)0) A28 ALE A|7E ALE A
H A F B AT R delE o) & Bol X Fhege Ad B L AT Yu )5
2 8 ol FolAu] o= UG o] Alol, Y, AF B, el o HEE L £ A BE) AL

e,
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AFL B0 ALGIAAL A ol L oY) G AT 5 ATk AT Fofol A=
A RA AL A% o BB Felsof U oS BE o m ALGIAL A% L A Fol
o} gl Abga 4 eItk

AAA A1

AAA MBI SLA 2 Ao 2 919 AL M E N A B U A5 SR Au U 98
Rtz ARG AT AT Qi T assh Au] 2 F A S A AL FAGU T oYL 3

TR RN L 918 ALg I A ol B & F A,

27 gloJgHo] A~ A Y

Firepower A Al = AF&-A}7F AFE-2F T2 01U & A& 7 9
A, A

Al o2 22 do]ejulo) 28 AHg-She] b

= 27 dolej o] 2%
el Rolhe e e A

LDAP #| &=} 173

LDAP A|-&2}2] 73 -7

o Aol TATHE 442 o] Sl RE ABA Aol U 18 AL A Al Al
ol# gt &4 5 slvfol st A A o] 3% 79 Firepower eXtensible &4 A Aol A= sl d A&
LR P

o=

ol &= Active Directory A ¥ o] 4] A&} A& XA 35}

Active Directory S LDAP A H & A}-8-3}+= 74 %-
duch o] A& s H A = HUHEE 7HA oF P

o Firepower eXtensible =3 | A &} v}

.

S ZAIA

A 1 Platform Settings(Z 35 4 ) > AAAE A B}
72 LDAP 95 S8t
A1 3 Properties(557) G Gl A oS 2 =5 AT

o1& EE
Timeout(X] ¢+ 3} 2 = AZro] Z3h5]7] 2lo] Al 2~ 81o] LDAP Hlo] e o] 0] A7 S A

7]
Sdhe H F o3 AR (E) Aol T
= 948yt 71382 3024 YT ©]

b
rlo

=2

o
g
HU

2% 2A L) el @S 4 F3HE LDAP 4. o] %4
P ol B3k AT A2 8E AL A H 3§ A sl of

[e)
e
&4 olF 3 dA ek whe ey

Attribute(54) 2= A}
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Base DN(7| - DN) 2 = /\}%Z}ﬂ 2 IR13FAL A| 2Bl o A AF-8-A} o] F-oll 7] Z gk AL
Q“X]’DN O A =T wff Aol A 3 S Al &S] oF )=
LDAP A5 :rqu];q S48 a4 o] FY U 7] DN H ol =
tf] 2554} 4] CN=$userid é o] Z wl 2} =2 AAE 4 5y
o}, o] uf $user1d—‘ LDAP 9152 A}-8-3} 4 Firepower *H Alol] ol A
25 A Edhe 94 ARSAE A E Y oh

o] &A1 o FHAU ) o] Bl A 7] E DNS A A stA] ko A

9] &}= 7} LDAP Al ol 3ty x4 &l oF gt

Filter(Z ) 2= LDAP 7 A2 Aol H AE o} AR 5}i= ALE A} o] F o 2 A3k 1]

ay

o W5 R o Yol A Ve A5 ow
o] 8= 7k LDAP Al #bel b2 A4 alof it

o

A 4 Save(A = )

o5l g 2
LDAP A& A5 A sy o},

LDAP A2} 4373

Firepower eXtensible <=3 | 4| o] 4= Z tff 1671 2] LDAP Al & #}& A ot

A#s7) el

ol & Active Directory A ¥ o] X A}-&4} A7 & A A 5}

Active DirectoryS LDAP A ¥ & A}-&-3}+= 7%
dAUTE o] ABL R EA G HEH S S 7FA oF 9y

o] Firepower eXtensible &% | A 2} v}l
t}.

L 2AIA

@Al 1 Platform Settings(Z 2 & A2 ) > AAAE A8}

w7l 2 LDAP 18 293t}

A 3 F7F8 ZF LDAP A& 2kl tis) th &5 3 g
a) LDAP Providers(LDAP 7| &2} & 9ol 4 Add(F=7HE 8T D}.
b) Add LDAP Provider(LDAP A ¥ 2} F=71) t] 8} 2ol A o} D=

1‘
O_i.,
o
L
)

E
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cIPFL) =

ol & A
Hostname/FDQN (or IP LDAP Al & A7 S AE o] & = 1P 4 YY) SSLo|

Address)(Z. 2~ E °]| 5/FDQN(®:

23 st 49 o] == LDAP Hlo|EHo] 2 Bl QlFA] 9
CN(Common Name) ¥} 7 £+3] < %] & oF T},

Order(;cA) 2=

Firepower eXtensible % | A o] ] A}-8-2}5 Q1 538}7] 913 ©]
AFFAE AFE- s A Y T

Firepower eXtensible % | ]| o] 4] Firepower Chassis Manager
W= FXOS CLL| A o] 5] of Q1= th& A R}ol| 7] Rbeto] v
O 2 AE 7 oA E B eSS st W 1~16 AFo] o] H
= Y43 lowest-available =+ 0(55 A 0)S &3

Y

Bind DN(H}Q1 = DN) 2 =

7] DNol| &3l= 2E Aol tigh o] 7] 2 A A Asto] Q)+
LDAP t|o]EjH]o] 2 o] 7} E o] 314 o] E(DN)J Y t}.

A ¥ = FH ol 24 A o]= ASCI 2554k Y ot

Base DN(”7] 2 DN) Z =

DA AFEA7Y 2 R18 AL A 2Bl of| A AF-8-Z} o] F-of] 7] %3
AF&AFDNS @ o & a1 Al =8 ) Aol A 7 A5 A ZFel o sf
T LDAP A5 2ol A 573k i o] 54Ut} 7] DN 4 o]
= #H o)) 2554} 4] CN=S$userid 2 o] & Wl T2 =2 A= 4=
AFH . o] W Suserid= LDAP ¢1 55 AH&-3}o] Firepower
Chassis Manager %= FXOS CLIO| A =& A =35k 94 A}
25 Ay

o] k2 7] DN 7]-gko] LDAP $oll A=A e 4§
R R

Port(ZE)Z =

Firepower Chassis Manager %=+= FXOS CLI®| 4] LDAP H] o] & ]|
o] 29} FAlSh uf A}8-3h= XEQYTE ¢ X E W5+ 389

gy,

Enable SSL(SSL &4 3}) 4] 3
EIN

W B ]E 785, LDAP H o] Ef B o] 2~ o} o] F-A4l o] oF
k. o] Felgko] B A &L 25, AT K
G533 A] e grER AEPUT)

LDAP+= STARTTLS & AF&-3H T} o] &= ZE 3895 AF&-5

dostd F4S & F U
Filter(Z E}) 2= LDAP 7 A2 7 o] |l HEf o} YA &= ARg-AF o] 5 0.2 A 7

Yk,
o] € 71% LEl 7} LDAP ol HAEA k& 35 P2

o},
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Attribute(£4) 2= AREAE e 9 2 A Lol t &l ghs A F3teE LDAP 4. o] &
AL a ol B A YT Al 2Rl AFE A Y = E F g o)
of o] £4 o] A3t #he FEFUTH
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Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit
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Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.
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Close Network Connection to Exit
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