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Firepower# scope system
Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services
+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer
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« 7] A o] E ¢ o] IPv4 FE= IPv6 24

* DNS A H] IPv4 == [Pv6 54

718 =]l ol &

A QoS AESIL yesE Y8 oto] A& A5t 483t AY noE Y Hste] A vpHALE &
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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch Mgmt0O IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

s ool A= 1Pve de] 45 AHg-sho] Ay ol de Ayt

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [yl: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword$%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0 IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0O IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
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Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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SSH 2191-& )/ AFA= FHg ).

SSHE AL§8h= Linux 7] ol 4 thg 7% & A& ghnh
« sshucs- auth-domain\\username@,{ UCSM-ip-address|\UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs- auth-domain\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs- auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« sshucs- auth-domain\\username@,{ UCSM-ip-address|\UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1
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« telnetucs- UCSM-host-name ucs- auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|\UCSM-ipv6-address } ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty Feho] Q10| A Th& - AHE Tk,

o T} 20 & 27191 ucs- auth-domain\username

Login as: ucs-example\jsmith

)

Y
=

71 Qo] AR A 9o FE Q5] LDAPE A8 H 75,

ucs-local\adminS- A}-8-3}of Putty E 2}o] A Eo| A | HE] I AN E] 21

4= 1o ol adminS 27 o] 7 E ] o] F YT
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Firepower 9300 7|2 713 218 ©] 2 Smart Call Home >~ 2 3} 91 “SLProf” & X 5}, of 7] o] A
Licensing Authority®] URLS ] 3+ T},
scope monitoring

scope callhome

scope profile SLProf
scope destination SLDest

set address https://tools.cisco.com/its/service/oddce/services/DDCEService
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scope monitoring
scope call-home
set http-proxy-server-enable on

Z=A URLS A AT
set http-proxy-server-url ip_address

o A

set http-proxy-server-url 10.1.1.1

TES AAIY.
set http-proxy-server-port port

o A

set http-proxy-server-port 443

¥ E A3 T

commit-buffer
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scope license register idtoken id-token
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scope license

register idtoken ZGFmNWMSNjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZjIxXxNGQOLTEON] I2NDYx%0AMDIzZNT
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scope licdebug renew
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« show license all
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« show license status

« show license techsupport
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219 0] -2 Firepower 9300 ¥2] AH(Supervisor) 2} H.9F &
T2 ud Yo

714 ™8 = deregister, register idtoken, renew, scope
callhome, scope destination, scope licdebug, scope license,
scope monitoring, scope profile, set address, set
http-proxy-server-enable on, set http-proxy-server-url, set
http-proxy-server-port, show license all, show license status,
show license techsupport
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GA1 B REE Yy
Firepower-chassis # scope security

GA2 7] AS Fo] Hel mEg =T
Firepower-chassis /security # scopedefault-auth

HA3 7R TS AU
Firepower-chassis /security/default-auth # set realm auth-type

71 M auth-type TS 719 = T b Yok
* 1dap - LDAP 1% A4
elocal - 274 A5 XA
enone - =7 A&7 HEH S E X G 3HA] @Al RIS EF 58
« radius - RADIUS 215 #| 4
* tacacs - TACACS+ 915 A 4

WA (HE A APEE A%, AAE AT 1ES AP
Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

SAIS (B AR o] Twlell Qli= AREAbel TR A= AL 8.7 Abolell 585 = FH T AR A EY
.

Firepower-chassis /security/default-auth # set refresh-period seconds

60~172800%] A5 A A FY ) 7] 312 600x 4 Yt
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Firepower-chassis /security/default-auth # set session-timeout seconds

60~1728002] A5 A A YT 7] 312 72002 4 Y T}

9 9ika 2Hek7) A vk g Al 2 5

23l RADIUS 1= TACACS+ 3 G ol 3l 21k Al e152 A A4 3 45, session-refresh 2
session-timeout 7+2 S 5] 44 AF8-AL7F R SLHA] A J*&é}x] ol H =5 A= 3
< 2@ YT

(A8l ALEh) G0 tish 2 A 215 S A g

Firepower—chassis /security/default-auth # set use-2-factor yes

Fi 294 2152 RADIUS ¥ TACACS+ <4 9 ol 7h 2] 8-
.
Alzwl A o]l el ERAAE ARE Y

commit-buffer

E]'\:r Oﬂ °ﬂ A= 71+ {155 RADIUSl| A A &kaL 7] & A& AF ZL55-5 providerl ol A 7g8far 2tk
A QSs &dsteta A =aL

AZ A
A S 7200 (2411 & 2 g 5hH Aﬂ/ﬂ Al ZF 23} 7HZ S 288002 (8
1{})2 *é?é st 2wt 915 FA s Y 0w g EAAAS A gy

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 7200
Firepower-chassis /security/default-auth* # set session-timeout 28800
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

AEMDELE RS

7154 0 & LDAP, RADIUS 53 TACACS X 2 EZ-& AFE-3lo] 912 A1 ol A Firepower Chassis
Manager =+ FXOS CLIO| 21913} BE AFg-#lol A 9] 7] A& A2 Aslo] Fojg Ut} Kot

FO) o2, MY AR ABA AA S AGAR A 2E ARSE o] MAAT 5 A
.
A7 AHgte] 4% FAL B PHOR T & ALk

assign-default-role

AgATF 2918 ARSI UA QF AT AF AR TA A GBS AT oA 8
= A9 AR 7] A8 AHEA R E 29T 5 g

ol 71 F2&d Y

l Cisco FX0S CLI 373 24 7}o] =,1.1(2)

rlo
L
o
N
oo



| e ae

fu
xS
ro,
of\
~
>
oo
)
il
Ho
)
=
i)
)
fol
f
27
4
3
Lo
o,
i)
oX,
ot

no-login

AREA7F RIS A 8kl A /15 AT A Q1S A K9 EA AR A} J S Al 81HA]
= A9, AM =T AFH Y

52

23}

NI B EE g
Firepower-chassis # scopesecurity

Firepower Chassis Manager " FXOS CLI¢l| t] $F A}-8-2}F M| 227} AF-8-2} 35 7] F 0 2 A g5 o]
of st=A1 & ATt

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

]AW%AJQQM%E%%M ﬂmﬂqq

Firepower-chassis /security # commit-buffer

T2 ol A= A AbgARe] g AAS dAstal EAAAS AR d YT
Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

(

=) = o o == o
LA E 9k u W & Bk 5 89l 2
ok == gl o] &g gl 74 -9-ll = Firepower eXtensible - | Al ol Al AF-8-2}7} 73 gk
S EA G HEH S S AYst S 8 8ekA Sy R 2 o] ek #

Firepower-chassis # scopesecurity

S Wk =3 8013 &4 3H8HA e v A st A S A Ayt
Firepower-chassis /security # set enforce-strong-password {yes | no}

e o= v s Bl =F 2l 2A435E Bolsyth

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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Firepower-chassis # scopesecurity

SAl2 vEHE 22 B RES Q)
Firepower-chassis /security # scope password-profile

SA13 2 A AFE A AT A AL ool WA T = gl vl E WA 358 AU
Firepower-chassis /security/password-profile # set change-during-interval enable

WA 4 2AAN AZE ALRAI} WA 14 Sk EnEE WA 5 s A S4E A
Firepower-chassis /security/password-profile # set change-count pass-change-num

o W< 0~100.2 Aua 5 gl

A5 Change Count(*A7d 3157 o G v S WA 3147} 485 = o) A7 A G
Firepower-chassis /security/password-profile # set change-interval num-of-hours
o] Fe 17454170 2 A B & gl ),
d & 59, o] 2=7}48% A ¥ I Change Count(H 7
Z5l A AHE 484170 77 ol el Ao 2wl nj W B S

%ﬂs ]AwﬂAJQQMﬂE%ﬂM ﬂmaqq
Firepower-chassis /security/password-profile # commit-buffer
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Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

H"d W ol o3l ¥ 7 <F gk 3+4 -4
43}

WA Bel mEE e g,
Firepower-chassis # scopesecurity
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Firepower-chassis /security # scope password-profile

e 4 St A Ve vlEA sk o

Firepower-chassis /security/password-profile # set change-during-interval disable

2A0A AFH ARSI A2 A HEH S E WA 8] Aol vl s oF b= H A AHE A1
g,

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

o] Fh& 1~7454 7 0.2 A Els 4= gl th

°] 7+ & Change During Interval(3] 3 7+2 5oF ¥ 7)) $:4 o] Disable(?] 24 3 = A A 5] %] &
35 FAE YT

Al A o] doll ERAAS AR
Firepower-chassis /security/password-profile # commit-buffer

ohe ool A 1 ok WA S v B kel A o
AR ARG,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

et

AL Ao R AR E

ol

13}

Bt WES g
Firepower-chassis # scopesecurity

MR E T2 Bt REE deghc

Firepower-chassis /security # scope password-profile

2 JASH AFEAE o] Aol AbE-g v S5 AALE-3H7] ol A sl of Sk a5 v
Wz 5 A g

Firepower-chassis /security/password-profile # set history-count num-of-passwords

o] #k 0~159] 2= F7F e dy

7134 0.2, History Count(”] % %) W=7} 0.0.2 A4 5] 0] glo] 715 7 u] &4 515] 3 AL£-4}7}
AAEA) o Aol ALE T M WA EZ AL 5 A5

A2l A o] Aol ERAAS A
Firepower-chassis /security/password-profile # commit-buffer
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Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

=24 AR A A

3}

HekRES ¢ gk
Firepower-chassis# scope security

AREAF A S A T

Firepower-chassis /security # create local-user local-user-name

24 AR AR S 293548 A] s v 2 s A & A A F U T
Firepower-chassis /security/local-user # set account-status {active| inactive}

AF2; A A o] B 52 A A F T

Firepower-chassis /security/local-user # set password

< 83t password
U S5 AT password

(R ALy ALgAre] ol & 4 GGt
Firepower-chassis /security/local-user # set firstname first-name

(A8 A ALEAbe] S A B e,

Firepower-chassis /security/local-user # set lastname last-name

(A8 AL ARg} Aol W E DS AP T month Q155 U o1 F] Ag Al 2RI

.

Firepower-chassis /security/local-user # set expiration month day-of-month year

o R o] e AP A S AT Foll= o] AR S WMEHA RFES AT F glEY
ok ARS Ps E AN wad Y AR T 5 A

(/H 2] A].aL) AFgz1o] o)WY F42E XA}

Firepower-chassis /securlty/local—user # set email email-addr

(A A ARRAF M st S E A F T

Firepower-chassis /security/local-user # set phone phone-num

(A8 A} e BE A S gl Al 2o AR5 = SSH 7] S A A g o)
Firepower-chassis /security/local-user # set sshkey ssh-key

Ezéﬂxﬂ}q 7]U16LL4K}

Firepower-chassis security/local-user # commit-buffer
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foo12345= 443t EWAA S A8l

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

the-¢] o) lincey?h= o] B0) AHE A A WA o] ALgAL Al BBtk njuw s P
o 4] 2~ol] A8 = OpenSSH 712 A4 e EdAA S 7 ul gy,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAUOOVQ2CMWBIY/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQqap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51uq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDPD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

th5-9] o= jforlenzel+= o] &2 AH&AF Al A& A4 8)ar
= HA o) A== Ko SSH 7] & A4t ERAMAS AB

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAATIEAUOIVQ2CMWBIY/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1lxQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> —--- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

2 A2} o 7HEE 2HA)

3}

ok wEE Qg
Firepower-chassis# scope security

27 2187 o7& E 2 AR T

Firepower-chassis /security # delete local-user/ocal-user-name

A2l A v o] Aol ERAAS AR

Firepower-chassis /security #commit-buffer

Cisco FX0S CLI &7 27 711 =,11(2)
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Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

24 AgA} o) 7 E B4 3} iE = u| 24 3}

27 AHEA Ol ES g shahAA v} ] B4 shshel W Abg Aol ) 9l A B AAA BFe] Slojof
Fuieh,

tlo

Al g

A3}

SA1 Bt R=E ¢lEdhyc)
Firepower-chassis# scope security

©A2 Al el BT AL M BT 27 e RSk RES JHF

Firepower-chassis /security # scope local-user local-user-name

SA3 2HAEA IR EE Ed st e A e v & 5k S A P
Firepower-chassis /security/local-user # set account-status {active | inactive}
B Bl ALE A ol EE B4 84 A A4 £ B

o},

O doll M= ol 7he " olghal sk 27 AFEA o] Fh EE B4 3k gty o).

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

2ANA A5 H ALEAE N LA T 7] Z %97
2%

W1 we REE Y
Firepower-chassis # scopesecurity

WA2 AFE Aol ke tal) 24 g} Bek BEE 9T
Firepower-chassis /security # scope local-user user-name

SAI3 AGH AREAL oI B tiF v T 753 AU
Firepower-chassis /security/local-user # clear password-history

G4 AxE A o] dol EAAMAE Anlgy )
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Firepower-chassis /security/local-user # commit-buffer

o el A u A E 7% g S EAAA S AR,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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13}

GAI1 9 BEk9-AE A3} http://www.cisco.com/go/firepower9300-software | ©] A & o] 5 g1 T}
Firepower ©] & 2fo] A 2=o t gt AZ Egjo] th 2 & ¥ o] X 7} Hef9-A oA & HU T}
A2 AHEI AT EGo] oA & FH2 thg 2 HFH O R =g

Firepower eXtensible > A #l| &~ E ¢f|o] o|u| X &
Firepower o] Z¢}o| A 20 ThF 2 &

FTP, SCP, SFTP %=1= TFTPE AF&3}o] FXOS 4 E 9] o] "] 2| 2 Firepower o] Z&}0] &1 2o H-A}
& AFU
Al &FeE7] e
Aviaeold Hd & 7= d Dad g AR E =AY
oA & EHAFSEAL 9l dE Ao 1P FA Y AF A 9

* FXOS oW A] 3l o] At 3t o] =
A}

A1 Pelel mEE Qg

Firepower-chassis # scopefirmware

GA2 FXOS & E g0} ojn| A & th 2 =gt}
Firepower-chassis /firmware # download image URL

the B 3 ShbE Abgehe] 714 whel ol URLE A4 Fh
« ftp:// username@hostname / path
« scp:// username@hostname | path
« sftp:// username@hostname / path

« tftp:// hostname : port-num / path

Cisco FXOS CLI €17 34 710 =,1.1(2)
Skl W |


http://www.cisco.com/go/firepower9300-software

o|m)#] 2]

Firepower eXtensible &3 A A S F W5 Jadol= [ |

oS W # S ALgele] e RE TR A AE RUH PP

Firepower-chassis /firmware # show package image name detail

ThS o] A= SCP TR EZS AL4-51e] o n] 2] & EAg o)

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

Firepower eXtensible <~ A 7] Z W& HE Qg o=

(RUBNR)

A #al7] Aol

Cisco.como| A ZHEF HE LT E 9 o] o] n| A = t}& 2 =(Cisco.comO] 4] o] 1] #] T} 2= 38 3
o] A #x)% th- a9 o] 1] A & Firepower ¢ Z o] A 220l Th2- 2 =3 th(Firepower o] & 2}o] <1
2o =2l A Hufo] 2 AT E o] o|n] A thR =, 40 F o] A] FHx).

43}

Firepower-chassis# scopeorg

R EYE A RES PP

Firepower-chassis /org # scopefw-platform-packdefault

AR NAOT /)8 ERE NES A

Firepower-chassis /org/fw-platform-pack # setplatform-bundle-version version number
version_number "3 %] 52 FXOS =% W52 M HEd YTt

W7 A AN Qe o] = LA 25 AR e,

commit-buffer

Firepower eXtensible = A Al A= HEY G55 1L 74 845 1 ol=siu i 2=
Saeich
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a) scopefirmwares %] 2 31T},
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. Firepower ] Z g} o] 20l =g 4 t]ulo] A AL E ¢fof o]n] %] U} 2=

b) scopeauto-installS ¢} =] $H T}
=2 olyl
= h

.

¢) showfsmstatusexpandS ¢!

Firepower ©] = 2}o] A 2o +=2] 4 T]v}o] 2 AT E 9]0 o]
A o2 E

FTP, SCP, SFTP 4= TETPE A}-8-310] =] 4] tjulo] & 2 Z E g0} o]u] %] & Firepower O Z2}o]
220l JHARSE 5= lF YT
Al Ztst7] el
A adeld FAd S 7P = d Bos vy JRE U
s O|U| A S BAFE AL Qi YE AMu o P T4 0S5 AE 5

L £ER ] o] vl A o] it ae ol
43}

WA RekAuls BEE g
Firepower-chassis # scopessa

G2 o EEAld A ES Y RES J4E U

Firepower-chassis /ssa # scopeapp-software

W3 =24 ulol s e o] o] u] A B TeEEg T

Firepower-chassis /ssa/app-software # download image URL
g T F ShhE Abgshe] 744 & el o] URLE A4 g,
« ftp://username@hostnamelpath
« scp://username@hostnamelpath
« sftp://username@hostnamel/path
« tftp://hostname:port-num/path

SA4 e YRS At e RE Z2AAE RUHPFY
Flrepower chass1s /ssa/app-software # show download-task

SA5 the WHE AFg el e RE G o Fel Aol A g FAF o,

Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

GA6 v MRS AREskel 54 o &l Aol el o Al AL S Sl gt

Firepower-chassis /ssa # scope app application_type image version
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Firepower-chassis /ssa/app # show expand

ThS ofl o] M= SCP ZRE S AL83}e] oju A & BALg o)

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower—-chassis /ssa/app #
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Firepower Threat Defense ¥=¢] %] tjulo]~E 214 ¢ 1do| =3 =
Defense =2] 4 tjulo] =5 ¢f 12 O]EO]'E]] W 7]E Huto] 25 A g T

& A8 sto] Al Hlutel 25 A slok T,

Yt} Firepower Threat
= o] EH o]n X

_I_4

43}

BF A2 R EE Qe g,
Firepower-chassis # scopessa

gulo] = Fol mek mEe] WelE A4 gt
Firepower-chassis /ssa # scopeslot slot_number

Adulo]E Tl & Aleld e el s A g

Firepower-chassis /ssa/slot # scopeapp-instance app_template

AR A S o] Edtel e W o m AU

F1rep0wer-chass1s /ssa/slot/app-instance # setstartup-version version_number

Av ol S AU

commit-buffer

A2g) A Lol o] E AR S ARG o Z2 A oA o] W] A7} gl vlo] =5 51 o) F2] A o]
o] ThAl A 2HE e,

The ool A Wt WE 194 8 F¢1 ASAS] £ZE 0] o] & Qulo] EFIT show B3
2 AHgste] Qo= FElE $ % Aruth

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
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=g A tute] 22 glgt olux WA dulo]E

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version
asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
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NE 47

o I X7 AR 45 Fo] A
« SSH 7°4, 49 #o]A

o @Y A, 50 Ho] A

« SNMP -4, 51 #o]#A|

« HTTPS £E W7, 58 #o]X
© AAA T4, 59 #Ho]]

« Syslog 74, 69 o]

« DNS AH 4, 71 o)X

SR R RIRE:

of ohdlo] MW H CLIFH 02 Bt 8 A7HE 55 0.2 AL NTP A8 & T4 G e Al
of sl A H A7EH EE AR el trbol 28 Egeke] Al ] T 4 2.4t )

sk Ytk

A1 A2 EEE gH g,
Firepower-chassis# scopesystem

@A 2 A" Au s BEE Y E 3y
Firepower-chassis /system # scopeservices

SAI3 FE AR E A d YT
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Firepower-chassis /system/services # settimezone
o) AHgAte] S, F7h W EF A Ao Ao £AE Qeleteb TREE BAYY
th Zt TE T E Ad AR E ety
9% AR A4 FRIY SHE BF A ARE B4 FAA B sehs TELES} HAY
ek 1(e) S 1 skel SHlak AL a0k 2)F A shel A ARG

SA4 UE W AREste] A B AU E Sl gy Tk

Firepower—ch3551s /system/services # top
Firepower-chassis# show timezone

g el BE AGNE Y EEAGHE TR EAAAL AR THE BF A

T E FAY

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.
1) Anguilla 28) Haiti
2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico
12) Cayman Islands 39) St Barthelemy
13) Chile 40) St Kitts & Nevis
14) Colombia 41) St Lucia
15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent
19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area
4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County
11) Central Time

12) Central Time - Indiana - Perry County
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13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)

17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)

)
)
)
)
)
)
)
)
21) Pacific Time
)
)
)
)
)
)
)
)

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los Angeles (Pacific Time)
Firepower-chassis#

NTP A ¥ =7}
23

WA A" REg dE g,
Firepower-chassis# scopesystem

A2 A|2E Aus REE gy
Firepower-chassis /system # scopeservices

GA3 AAFE SAE o] &, IPv4 = IPve T A7} 95 NTP A H & AFE-3H e 5 Al ~8]1S 43 Pt
Firepower-chassis /system/services # createntp-server {hostname | ip-addr | zp6—addr,

A4 Azgl A e o Aol EAAA S AT
Firepower-chassis /system/services # commit-buffer

T2 of o] A= TP 4 192.168.200.1012 AF-&-3F= NTP AW & 1A 5o EA A A S ARl gyt

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Cisco FX0S CLI 17 417 7} =,11(2)
| 22l 18



SHEFAA
B nP A A
Th ol ol A= IPv6 T4 4001:62 AF-E-3H= NTP A & A8kl ERAA S Al gy}
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
A}
NTP A1 2HA]

A%

WA Asg BES Qe g,
Firepower-chassis# scopesystem

GA2 AzE Auja REE QgL
Firepower-chassis /system # scopeservices

GA3 AHEH STAE o &, IPv4 T IPv6 7427t & NTP A H & 2HA| o)
Firepower-chassis /system/services # deletentp-server {hostname | ip-addr | ip6-addr}

W4 AlE A o] el E AR AB T,
Firepower-chassis /system/services # commit-buffer
Th ol ol A= IP 742 192.168.200.101 AF&-3F= NTP AW & AFA 8t i EA A S Al gyt

Firepower-chassis# scope system
Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

o} o o A = IPv6 4 4001:6S AFE-3F= NTP AW & 2 A 8haL

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

5 A EA 4 gE e,

%

Firepower A Aol 7 2 A7k 535 0.2 A4 sHe W< AP Th A28 2

e
&
>
P
T
f
i)
tio

NTP A H] o} @A) §7] 8} 45, & R Ak Foom

l Cisco FX0S CLI 373 24 7}o] =,1.1(2)

rlo
L
o

2
ofo



e
Y
o
1
o

ssi 4 W

43}

A1 A2 EEE gH g,
Firepower-chassis# scopesystem

A2 A28 Aqu) s me 2 QleE s
Firepower-chassis /system # scopeservices

GA3 A" FEE A EY
Firepower-chassis /system/services # set clock month day year hour min sec

L) A LY A A AR FE AP U TH A 7HE 244 7F F A S AL251e] ¢ s oF 3F o]
BN =192 dE =)

A28 FE 5 A SA 24U HE ANE B et g

S oo A= A A8 F8 S LA T

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

SSH -4
£ & A0 A= Firepower A Alol 02 SSH 914 228 241 a4} W] @b sfal s bl & 41g )

o SSHiE 7] B A 0.2 B4 5o gt

A3}

A1 A2 EEE gH g,
Firepower-chassis #scope system

A2 Al A s REE g
Firepower-chassis /system #scope services

SA 3 Firepower Al Aol T gk SSH HA| ~E T4 3t v < 3}

* Firepower A Al o] o 3k SSH N A ~E &) &3} W tfa
Firepower-chassis /system/services # enable ssh-server

* Firepower A Aol T g+ SSH 4| =& & 8314 o8

Firepower-chassis /system/services # disable ssh-server

ra
)
o
ok
o
tlo
inss
B
oot
i
O

A4 Al2E A e o) dell ERAAS AR d YT
Firepower /system/services # commit-buffer
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99 74

%

U}-2- o ol A] = Firepower Aj Aol t)$F SSH N A =5 &4 515l ERAA S Al g ).

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

U A 2bell A 3= Firepower A Aol th 3t (ol M| 25 @A shshA L ] &4 3)sh= W &

o "2 72 o vl sk of gl Th

o
k1

Wy A3 g0 8 e WA CLIZ AHg3he 2ol w A8 5 A5

43}

Az BES QY g,
Firepower-chassis #scope system

}\]/\E'ﬂ}ﬂ]j]/\ rEE ole:]sh,]u]_
Firepower-chassis /system #scope services

Firepower A Al o] T &+ &Yl M|~ 5 -4 st Ut 5 of
* Firepower A A o] o gk &Yl A A5 ] -G} H ths
Firepower-chassis /system/services # enable telnet-server

+ Firepower A} A1 ol T3 €14 o) A 22 3 8314 ehoelm vhe 3 HS Qi g

Firepower-chassis /system/services # disable telnet-server

e S g,
ek Y

o ot
R

A 25 2] e ol o] E AR S AT g

Firepower /system/services # commit-buffer

U el M= duls A steta EdAA S A% d YT

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #
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SNMP -4

o] A4 o] A = Firepower Al A] ol SNMP(Simple Network Management Protocol) & 7+ 3} W& A

AU AR U RL OE FEE FEGAA

SNMP 47

SNMP(Simple Network Management Protocol)™ SNMP 2] 2} B o o] H E 31T FAlof] w] Al A] & A&
A= o) 22l Aol A #lolo] TR EZ YU TH SNMPE U E 9 F0) 9l tufo] o] R e 2
o] AREH = BEstd 2H A E s Ao S Aled Uk

SNMP X #¢] F+= t}8 3714 g2 o 7 A}

* SNMP #2] 2} - SNMPE AF8-8Fo] W E9] = tnfo] & g5 Ao s aL
= AR Y.

* SNMP of| ©] 2 E - Firepower A} A] B|o]EH & 4] #&]slal B Q8 A] "|o]E] & SNMP #&] #}ol] 1

313} Firepower AW Aol 288 AZ E Qo] -4 Q A )Yt} Firepower Al 7\] MIB Z &4 2

o] M EE E4U T SNMP o o] 1 EE &4 shalar v &} Bl of o] M E 3t A & A/ &}
™ Firepower Chassis Manager F=+= FXOS CLI®| 4] SNMPE €4 g}5) a1 -4 3 o).

fd

UE s b AHg

* MIB(Managed Information Base) - SNMP of| o] d Eof] 9l &= 2] A A 7} Bof Q)= AdHd gy

T

Firepower Al A] = SNMPv1, SNMPv2c 2 SNMPv3E A1 g1t} SNMPvl 2 SNMPv2ci &5 Kot
AFYE] 7109k k2 & AFE- U TE SNMPE the-oll A 25 o] 95Ut

* RFC 3410(http://tools.ietf.org/html/rfc3410)
* RFC 3411(http://tools.ietf.org/html/rfc3411)
* RFC 3412(http://tools.ietf.org/html/rfc3412)
* RFC 3413(http://tools.ietf.org/html/rfc3413)
* RFC 3414(http://tools.ietf.org/html/rfc3414)
* RFC 3415(http://tools.ietf.org/html/rfc3415)
* RFC 3416(http://tools.ietf.org/html/rfc3416)
* RFC 3417(http://tools.ietf.org/html/rfc3417)
* RFC 3418(http://tools.ietf.org/html/rfc3418)
* RFC 3584(http://tools.ietf.org/html/rfc3584)
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Y
Bl
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o

o

B swea

jikes
o

SNMP

SNMP®] 5 £ 7] SNMP of o] A E o 4 &3S A sl 715 A1t o] 2] & I3 ol = SNMP
Pt 238 Age) eohs AU G e AR A AT AN DD TR el B
Hojl gt A4 &4 7]E}TL6LO]H%]EEL}E}@ 9l Z= ).

AEskA] %71 wlol OLQED} ﬂ“ 01 %017@“4 Firepower "ﬂ/‘] = Ef J

[e) =
Eéﬂééﬁﬁﬂhk%%£ﬂ°*N&“ﬁwwﬁaﬂbmww°ﬂmm@memm

Unit)7} 3= WAL A & 5 Q1Y T Firepower Al Al 7} PDUE FA18HA] Jeabe A5 &9 84S THA]
A5 dHFHH

2~ % wml S

T 9 A3k
SNMPv1, SNMPv2c 2 SNMPv3+ 217 th2 Bob 2l S vepdyc) Bol wdle Melsl »ok =3
7} Agste] SNMP HIAI A & A2l e wf 483 Bet MAYSS 243
WO =72 SNMP Efo] A4 d WA XS H A= ol 2o AdS A4 A 52 1)
A A ZF ERE A s BS s of ah=A] e T E ol oF st=AE AA P ofH KHeF Ko
TAE=A o e A D E = Bt FaEo] Gebg Utk SNMP B 52 thE A g 5 sk o] A

A D
* noAuthNoPriv - 915 £+ 4 &3} gl&
* authNoPriv - 9153} #] Tk ¢+ 5 3} ¢l
« authPriv - Q15 2 ¢+ 3}

SNMPv3E E.oF 28l 2 W ot 558 B A T3 ek Bob el o Abg-a} 5l Abga} o8- 96
AU th BHoF S Hok mel o) A 35 Heke] FEUTh Bet Relly) 1

EEERE R 2
oF#F2 Aol SNMP A& A2 @ ] of W Bk WAL Zo] 4§54 A,

A == SNMP B oF 2 dl v =5 A%}
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snvpv 2ok

) 527 % or&5 5

v2c noAuthNoPriv AFYE E24 | oty & o]

v3 noAuthNoPriv Username olu 8 ol Z o] A}&=} o]
B AN E ST

g},

v3 authNoPriv HMAC-SHA oly & HMAC SHA(Secure
Hash Algorithm) 7]
kRl Ale g

Sl=

v3 authPriv HMAC-SHA DES HMAC-SHA <31
g5 7Nk lSS
Az,
CBC(Cipher Block
Chaining)
DES(DES-56) 3£
719k Q1 9]l
DES(dl°]E ¢4
3} £5)56M E oF
%35 AlFHY

.

SNMPv3 X2 7] %5

SNMPv3= W E 9] S04 915 % 155} o o) & 23 5te] Tinpo] o] o 1ok ol

Ytk SNMPv3<= /3 AR A7} F o= vhe] Al ol vk U 9hS ol 8Fal SNMP HI A A & ¢ s

o]
Yt} SNMPv3 USM(User-Based Security Model)<> SNMP W A] 2] 4= H.QFS- 2351 U5 A H]
25 AT gy

cHl AR A WA K] 7 Fehe 2 7 i ] ) ergkou] Blo]E] A7 27} ekl glo]
e WARD A4 WAE QS-S wATY L,
A A £ Q1% -8 o Bl o] EAE tA Gk AHeAe] 2 HH D7} ARIE QLS 1

e,
CHIAA) F) A R grE s - A

(o2}
HA
A0S TANA BREL BAY

AL, A E = ZRA SN HRE ARES 5 gl
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SNMP =] ¢

)

Firepower A A] = SNMPoI| th&-& A gt}

MIB #] <1
Firepower Al Al = MIBl| W3l ¢]7] A& AM =& = FF ),

SNMPw3 AF-8-2}2] Q15 2B
Firepower A} Al = SNMPv3 A}-8-2te] tf 3l HMAC-SHA-96(SHA) %15 L2 EZ

to

A

o
ot
T
o

SNMPv3 A}-&-%} 2] AES Z o] W A] T2 ES

Firepower A Al = SNMPv3 H| A| ] 9t & 815 9 gt sZefo| W A] 22 EF 5 sl = AES(Advanced
Encryption Standard)E AFH8-3}™ RFC 38262 3 Th.

ZglolHAl HI W T B+ priv A2 SNMP B9t 9k 5315 93l DES B+ 128H] E AES ¢35 315
A58t} AES-128 A 3] 18 o] A2 g4 3}8l A SNMPv3 AF&-2fel] tf & Zefo] v A v E ¥ 5 7}
A= 79, Firepower A A = 3 ZElo] W A] B U H T 5 AFE-319] 128H] E AES 715 A ).
AES ZetolHA] M T ol = & 87 o] S A F AF U a7 b g aE R A g
A5, Al 6425 A G T 5 AFYT

SNMP 4] 3} 2! SNMP &4 -4
A7)

A1 RUEHE EES A8y Yh
Firepower-chassis# scope monitoring

A2 SNMPE &4 55t )
Firepower-chassis /monitoring # enable snmp

SAI3 snmp AFHE RES JH Y
Firepower-chassis /monitoring # set snmp community

set snmp community 8 S Y H$F ¥ SNMP A7 UHHE Y 8stets 252 E7F 1A 9 YT
@14 SNMP A7 UE S AAFUY AFUE o] 55 HlEH 2 Ayt 75U E o] 52 Hd 32
Apo] G5 A o] 8 4 gl gk,
Firepower-chassis /monitoring # Enter a snmp community: community-name
SA5 SNMPE e A28 BPAE AP AT A2t o FL ol el Fa Ei o] F3t

spiz e, A 25574k At EADol E 5 S U
Firepower-chassis /monitoring # set snmp syscontact system-contact-name
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SNMP o o A E(M#)7F B 5] = 2= 0] 912 A G Frieh A28 915 o] & A 51241]
FRAEAL] 5 U5 H T
Firepower-chassis /monitoring # set snmp syslocation system-location-name

A28 A9 el o) o] E AR S A g v,
Firepower-chassis /monitoring # commit-buffer

5 ool A= SNMPE &7 8135131 SNMP A 14 Bl SnmpCommSystem2 & 7-/J 3} 2L A] 28 @2}
contactpersons- -4 331 91213 9] ] systemlocationS T-/d shal E @A A S A vl g},

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

ohgol & 2

SNMP E & 2 ALg21S A ko)

SNMP E 3 A3 A

23

PUEY REs Qe
Firepower-chassis# scope monitoring

SNMPE 274 39t o}
Firepower-chassis /monitoring # enable snmp

A S~E o] F, IPv4 T4 = IPve T47F 9= SNMP E S A4 ok
Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

SNMP E ol AH-8-3F SNMP 71+ H B o] & A A Tt
Firepower-chassis /monitoring/snmp-trap # set community community-name

SNMP E o]l Abg-3 X EE At}
Firepower-chassis /monitoring/snmp-trap # set port port-num

Egfjol] ALg-¥ = SNMP B d B RS A Qg
Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}

(A8 ) A% = FFS AP
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}

o_O = 2~ 2~
SEAgE 5 dFYT

e A O v2c = v3E A S 75 traps
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SNMP E 3] A4

e A O 7 v2cE A3 79 informs

(/\un /\}SL) uqﬂ_‘ v3Z /\ﬂEﬂ?s].

=

Ao 2 v2cE A ek 7d-§-of it

2= 5]
St L=

T A54

L-EWNT AAH FaE x A}

Firepower-chassis /monltorlng/snmp-trap # set v3privilege {auth | noauth | priv}

\'—'IE

R EN B

e auth - AS3A| T 253} 1S

* noauth - Q1= &

T d=sh gl

dlo

spriv- 15 ¥ 453}
Al 2~®l Az g o] Mo EdAAS AUl )

Firepower-chassis /monitoring/snmp-trap # commit-buffer

U ellell M=

SNMPZE 34 36} 11 IPv4 4
29 4] SnmpCommSystem2 #H U E| & /‘}—QLGL 74 AS A At HAS v3E Agsta &
Eflo R HAsa v3 AIE privE A A EAA B2

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

the

/monitoring # enable snmp
/monitoring* # create snmp-trap 192.168.100.112
/monitoring/snmp-trap* # set community SnmpCommSystem2

/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer

/monitoring/snmp-trap #

ool A = SNMPE &4 3}81 3L IPv6 T4 & AHE-51o] SNMP Ef & AL 3l Elo] X E
2014 SnmpCommSystem3 7|+ H Bl & AH8&& 219 & A g8k ¥ ﬂ—‘ vie AR Oy Fde
Eo g HAHs} v3 P3S prive A GstH ERAA S AUl gy

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/monitoring # enable snmp

/monitoring* # create snmp-trap 2001::1
/monitoring/snmp-trap* # set community SnmpCommSystem3
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer
/monitoring/snmp-trap #
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snvp =3 2Hd [

SNMP E = 214
43}

SA1 RUHY ReS Y
Firepower-chassis# scope monitoring

GA2 AHEH EAE o]F B IP T4 9 SNMP EFS 24 g o),
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

SA3 Al2g Av o] del ERAMA S AN Y
Firepower-chassis /monitoring # commit-buffer

ThS- of o] A= TP 54 192.168.100.1122] SNMP E & Ak 531 Ed A S A vl & o),

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 A8} A A]
Az}

A1 RUEHY REES A9y
Firepower-chassis# scope monitoring
9712 SNMPE 274 5oty o
Firepower-chassis /monitoring # enable snmp
A3 A5 SNMPv3 AHEAHE A gy o
Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user '8 {2 Y H3 FHAHT E ¢]Hslet= 2

W14 AES-128 433} AF-S 24 8} e v A shgh v
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
7|34 0.2 AES-128 ¢t 3k w2 3ke of QlH Ut
GA5 AREA ZepolH Al MR 5 A g o
Firepower-chassis /monitoring/snmp-user # set priv-password
set priv-password 8 % S ¢ = ¢t & Zefo| A | H 5 & Y H il gRlstehE ZFETL A

Huy
GA6 Al A 2ol e ERAMS AT

i
[
|m
~
ke
>
)
°
o
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Firepower-chassis /monitoring/snmp-user # commit-buffer

t}2 oo A= SNMPE &4 8}3} 31 snmp-userl42H= ©] &2 SNMPv3 AF-8-2}E A A 3Fal AES-128
9155+ B Bhekn] MW @ Tebolm A M UM E S AAS EAAAS A
Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4

Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes

Firepower-chassis /monitoring/snmp-user* # set priv-password

Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer

Firepower-chassis /monitoring/snmp-user #

SNMPv3 A}-&-2} 214
A3}

91 EUEY REE gy
F irepower—chass1s# scope monitoring

GA 2 A A E SNMPv3 AF-EA1-2 A gy o),
Firepower-chassis /monitoring # delete snmp-user user-name

A3 A ~E Avrgo] Ao Edl S Anl s}

Firepower-chassis /monitoring # commit-buffer

T} o o] A &= snmp-userl42HE 0] & 2] SNMPv3 AF&AES 214 81a EA A A S ARl gk},

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

HTTPS = E ¥ 7

HTTPS A H| A~ 7|24 0 2 3 E 4439 A
HTTPS 2ol Al X EE MG 4= 3]

o4
ot
ok
&
rir
%0
>
r\j

g sty o 5 YT HTTPS & v &4
F4Ytt.

3}

A1 A28 Ro2 dd g
Firepower-chassis #scope system

G2 AlzE Aus REE gy

l Cisco FX0S CLI 373 24 7}o] =,1.1(2)

rlo
L
o
N
oo



e
o
1

AAA A

AAA “d H.

amad

Firepower-chassis /system #scope services

HTTPS AZ el AH8-3 X ES A A Gt}

Firepower-chassis /system/services # sethttpsport port-number

port-numberl 1~65535%] & A A FHTh HTTPS+ 7| =4 02 Z E 4430 4 & 85 of 9l
.

Al 2~" A g o] dol EdAAL A ul gy}

Firepower /system/services # commit-buffer

HTTPS X E& WA o= @A) 2= HTTPS Al o] Tyt AR A= th5-3} ko] A X E
= A}-8-3}9] Firepower Chassis Managerol] ThA] 21213} oF gt}

https://<chassis_mgmt ip_address>:<chassis_mgmt_port>

olw| <chassis_mgmt_ip_address> A-&A7F 2 7] 3] 18 o] A& A A= 52k Y = 3t Firepower
AAIY] TP 4 B B2 E O] 50| <chassis_mgmt_port>%T W= T3 3 HTTPS £ E Ut}
UhS ool 4= HTTPS £ E M5 E 44302 AAsta EAAAS Al gt

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set https port 444

Warning: When committed, this closes all the web sessions.

Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

o] Aol A= Q1F, UE ol % olhe ol wal AT A B The FHE B2
AIA]O

| .

AAAE FFFE 2220l T3 a2 Ao} 2 918 AN 2 A F o, 3 e TR LSS B
shul Au) ol g G o] WaF JHE AFFU o] e EH ESD vhe) F woke
o Foa o FHy

o]l =
1 O
AFL AA2E Holshy] Aol HE G ol B MUHEE JASRES 27 o= |
491 AbgA Bl WS A FFUTH AAA M E AHER] 5 247 F1 %113%1*ﬂﬂ
8 ChE AHE A A F 5 vl d ok 44 Fo] A ALgAE YE o] AT
T UAFU A4 S o] dAskA] o, Q1o Aufsta Y EL A A7 AR-F Y
U2 Al & 98k A Al Bl g el AZ2S IS8 Firepower O] kol A28 7S = 3l
FUH

« HTTPS
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« SSH
SEEE

220]
o 1

Fo1e QAL FASE TEA2ZALGAY A2t HEE BEF, P B Au s 4HL B
ke AAUTE A8 A} AFHE AP A AL The oA 2 e 3F Y e 8 7HE 2
[e)

=

S
20
El>
g

57
ATHER & AR A T Ao B8 s 24
HARE B S MRS § B0

2 B3 o] oA v o] &= 521 Ao}, 3

Ytk o 7)ol = Al 228 ALS AIRE AHE
Fhede Ad EA LA e 4R 7S
2o e U 4 A2 B0 A8 YT,

=

Hu
AAA A H
AAA A 92 A0l B 93] AFE R M EN D AN AT 05 A8 A E AT %
S ALEAT AA AT 5 QL P hssh AN AE AYSE AAE FRGUD e P e P72

B4 L S ALgH = A7k} Hlol 8 & A g o,

=7 dlo] g o] 2 A<

Firepower AJ Al = AF-&2}7F AF8-2} 2 2 91U & 2|8 ‘F
=

A Tl =4 dl ol B | o] 25 AFE-e] ARE-A}

2 dolgu o] ~ 8
SEREEEE

-1EHU

LDAP #| &=} 173

LDAP A& 2+ &4 74
o] 2t e A 43
ojZl g £HA o] H4A
shaL 7] AA
Active DirectoryS LDAP A H &= AF-8-3}= 7 9-9ll &= Active Directory A1 H o] A A}-&-2} o] 7} & E & A}
3 &k Firepower eXtensible < | Al 2} W1 & T}, o] o] 7hp E= B H S 7} bR & #] 2= ©f
7hEE ol oF eyt

3}15 J‘*é% o] F@9 = Ale A Al ek 7] A Ak N Al ALl
o] Q)= 74 -9-°ll &= Firepower eXtensible -3 | Al | A] 3| & A A & A&

rlo
L
o
N
oo
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AP Axa 4 Il

NetRES ¢ gk

Firepower-chassis# scope security

B OFLDAP R =2 8t}
Firepower-chassis /security # scope ldap

X]XJQ EHE :,L_r]sjl

= Pl= g gloEHo] A AL A 3ha )

Firepower-chassis /security/ldap # set attribute attribute

A H A olE =

b U= dol o] A S Al T

Firepower-chassis /security/ldap # set basedn distinguished-name

A QH Be g LF3He P22 volguo] 2~ A M-S Al
Firepower-chassis /security/ldap # set filter filter

A B 7 ke vk aL

sanic

ftlo
i
oX,

AA & W 7kA] A 28] o] LDAP A H 9] 555 T 7] 8 oF sh= A7 744

Firepower-chassis /security/ldap # set timeout seconds

#1225 3 o] ol B AR E Al g e,

Firepower-chassis /security/ldap # commit-buffer

t}2 ool A= LDAP 54 S CiscoAvPair®, 7] I o] 525
"DC=cisco-firepower-aaa3,DC=qalab,DC=com" 2. & I E] = sAMAccountName=$userid =, A] 7+ =3} 7¢
o 5z 7b7 AAS T EWAN S A )

Firepower-chassis# scope security

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security # scope ldap

/security/ldap # set attribute CiscoAvPair

/security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
/security/ldap* # set filter sAMAccountName=S$userid

/security/ldap* # set timeout 5

/security/ldap* # commit-buffer

/security/ldap #

o
k]

AREAF 2 71912 LDAP AH&-219] userdn©] 25545 225k 49 A 9 o

ool & =)
LDAP A3 A= A A

LDAP A5 2} A /J
Firepower eXtensible -9 | Aol A &= o] 1671 9] LDAP |5 2+5 Al 4t}

93,
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LDAP A|-3-#} -4

RERYEL

Active DirectoryS LDAP A H 2 A}-&-3}+= 7 9-oll == Active Directory A H | A] A}-8-2} o] 7L E & A
/313 Firepower eXtensible 3 | Al 2} v}1 QG 3t T}, o] o] 7} E = A H &7} RhR 5] %] @8 o
7HE&Eofof gt}

R

Bok mEE e g,
Firepower-chassis# scope security

HOFLDAP R EE JH st}
Firepower-chassis /security # scope ldap

LDAP A1 Q1 ~E A~ 2§ A6} 3L B LDAP A8 REE &3t}

Firepower-chassis /securlty/ldap # create server server-name

SSL-O— g3l A9 dubd © 2 [P =4 = FQDNS! server-name-S LDAP AW 2] H Ot Q15 Ao
= ON(Common Name)3} 8 38171 2141 oF Gh] . p 27} 4 4 £ 4 £53ke} el DNS A1 & 7

“ﬂ%%WW

(A AL AbgA A D 2ol ol g gk A %5HE LDAP 54 A4 gt

Firepower-chassis /security/ldap/server # set attribute attr-name

o] &4 & B o Bk AYUTH A 2T e o] B4 ol F AN 3= groll e} A} =S 7

EEasie

o] gt 7] 52d o] LDAP A& #tel| tfal A=A &2 7 Dt

(¥ AV UA AL AT 25T A 2ol A AFgR o] ol 7128 AL 4 DNE PO

T3 uff Aol A M-S Al E of 3hi= LDAP A5 T304 54 1 o] 55 AL

Firepower-chassis /security/ldap/server # set basedn basedn-name

7] DN Aol # ﬂ% 2557 e A} CN=Suserid Z o] & W &2} =2 4742 5 5T ol *}&X}

o] 5 LDAP Q1 & A}-83} 4] Firepower Chassis Manager 5= FXOS CLIo| NA| =5 A =3l 94

AHEAFE AE g v,

o] k2 713 DN 7] gko] LDAP A& Aol el AA 4] eF2 44 syt

(A8 AFRl) 714 DNell £ah= B Aol tigk ¢} 7] 3 A4 Ao 9l LDAP H| o] B ] o] 2 o]
TS E Q] 31§ o E(DN)% A A}

Firepower-chassis /security/ldap/server # set binddn binddn-name

AQE = Ao E2E 4 o]= ASCH 2554 Y vt

(A8 ALel) Aolw HE) o} A X EH AR} o] B0 F LDAP AAMS A dkg o)
Firepower-chassis /security/ldap/server # set filter filter-value

o] & 714 W7 LDAP A F kol i) 44 H A e 49 At

e
Rl
>,

Bind DN(¥}$1 = DN) & =o] 2] 4 ¥l LDAP t|o]ElHo] % o] 7} E o] H|UH T E
Firepower-chassis /security/ldap/server # set password

T S ), 2(BeR) EE=(5E)E AT LE EF ASCH EAES 449

o
ot

Y.

AU

&

rlo
L
o
N
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oA 12

A 13

oA 14

AP Axa 4 Il

LTS A8 set password HE S U= S 5 EnterE 23 ZFZE 7] S 4 Y

o=

(18 A}&h) Firepower eXtensible - A Al ol A AF-&AHE 15317] & o] Al 3-AHE AF&-3F= oA
E A F

Firepower-chassis /security/ldap/server # set order order-num

(A1¥ A}e) LDAP A M 5o EAlo] AL EEE A4 g .

Firepower-chassis /security/ldap/server # set port port-num

LDAP A B 9} 41k wf o} & 3} A-8-3 24 31 = B A Ut
Firepower-chassis /security/ldap/server # set ssl {yes/no}

TS e 2EUT
cyes- Aot eyt daskE AT ol A5, A2 A dyh

*no - 537 B sHE O] lFUTh S ARV o stE A L AER AEH YT

EWsE

=5
5

rir
W
o0
NeJ
inss
T
)

==
fLN

LDAP* STARTTLSE A28t} o] 2 A 31A ZE 3892 Al&2-3F 4535 E2lo] 7} ).

Algro] 2345 7] Aol Al 2~E o] LDAP o] B uo] 2ol AZAS Al k=df= v a3 AIRK(Z)S A4
o,

Firepower-chassis /security/ldap/server # set timeout timeout-num

16081 58 YAt} 0(5: 7 02 2 3ko] LDAP A E kol A48 2% A2k 3} kg AHS
gyt 71 gk 304 Ut

LDAP Al &2 == AW FAAG B E Al g st MH & A F
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}

wAS v e Th
* ms-ad - LDAP #| & 2}7} Microsoft Active Directory ] Y U}

« openldap - LDAP A| 327} Microsoft Active Directory 7} ©}'d 1 T},

A 2~8) Az 1 o] Hol| EdNRHLS 7wl sk},

Firepower-chassis /security/ldap/server # commit-buffer

CFS ool A= 10.193.169.246°] 2= o] 2 2] LDAP A B Q1 2EH A5 A A3}l binddn, B HHS, &
AN

AL EE,SSLAA, WY S-S sk ERAA S AY

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server¥*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad

H= H 3 S H
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Firepower-chassis /security/ldap/server* # commit-buffer
Firepower-chassis /security/ldap/server #

Oh2 ol ol A= 12:31:71:1231:45b1:0011:011:900°] 2}+= ©] &2] LDAP AW Q1 =¥l =5 A A 3} 31 binddn,
HEH S, A, 2 E, SSL A, e SAS 78 L ERAA S Al gy o

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server¥*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server #

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

H S S 3

LDAP A| &=} 2}A]

23}

B wetmES e
Firepower-chassis# scope security

A2 HQFLDAP REE gy
Firepower-chassis /security # scope ldap

SAI3 A E AW E A A T
Firepower-chassis /security/ldap # delete server serv-name

SAa Az A Eo] Ao EdAA S AR gL,
Firepower-chassis /security/ldap # commit-buffer

Uh2 ool A= Idapl©] #F+= LDAP A H S Akl skar E- A A S 718l gy ot

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

Cisco FX0S CLI 173 414 7}o] =, 1.1(2)
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rapiws A4 4 I}

RADIUS A|-&-A} -4

RADIUS A|-& A} 4] -4

3
aaL 7] A4-e A

3}

uek w=g dH g
Firepower-chassis# scope security

1 9FRADIUS R EE 983t}
Firepower-chassis /security # scope radius

(18] Abah) A7} o H U ThaL 9178 w7k RADIUS A B 9he] 541& A4
Yy},

Firepower-chassis /security/radius # set retries retry-num

jl
]
N
r
Al
N
2
s

(A8 Aba) 497} o6 5 ek 914 8w 7] A] 2251 0] RADIUS A14] o] 85 vl 7] 8 of 8= A
d A e AP

Firepower-chassis /security/radius # set timeout seconds

A28 ) o] ol E AR S A B g .
Firepower-chassis /security/radius # commit-buffer

TF2 dlloll A= RADIUS A Al = 195 47 A7 shar A ZF 23 714
AR g ot

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30

Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

ool & 24
RADIUS A &A= A4 o)

tlo
(%)
S
B
fr
e
o,
_0|L
i)
(m
=
2
r
tio

RADIUS A & A} A8 A

Firepower eXtensible =% | Al ol A= 2 o] 1671 2] RADIUS #| &A= A4 g o}
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HetRES 93y

Firepower-chassis# scope security

1 QFRADIUS 225 &g

Firepower-chassis /security # scope radius

RADIUS A1H QI2®l 25 AJ/d 33l BQF RADIUS A H RE=E 1&gt
Firepower-chassis /security/radius # create server server-name

(%1€ A}3}) RADIUS A ] 8}e] Balo] ALg5 = ¥ ES A A Fr}
Firepower-chassis /security/radius/server # set authport authport-num

RADIUS A H 7] & A4 gt}
Firepower-chassis /security/radius/server # set key

7] 35 2512 set password ¥ S ¢ 2] ¢ T Enter

(B ALY o] Aol Al=d =AM S AT T

Firepower-chassis /security/radius/server # set order order-num

(A= ALY AW 7 b S UvkaL /14 & w 744] RADIUS A 9ke] Sl & AA =g S5 A
U,

Firepower-chassis /security/radius/server # set retries retry-num

A7} The 591 ekan 914 w7kA] Al 28] RADIUS A1 €] $72 th7] 8ok shs A7 14 %

AR

Firepower-chassis /security/radius/server # set timeout seconds

d  RADIUS A& 25 918l 27FA Al Q155 A 8 d 4 T -2 Timeout(X] It Al gh) gk-& 14
AL AT

A 22¥ 5] Ao Aol EAAHA S ARG L),

Firepower-chassis /security/radius/server # commit-buffer

s

TR ZEIE 7] ghe A8yt

t}2 o of] A= radiusserv70] BH= o] 2] 1] ol AEl A WA F I 01 E EE S 58587 A A3 7]
%mﬁwwﬂﬁiﬁﬁﬂﬂ€ﬂsaié@du.WM£9$%4;@@aW N 234 3002 4
Aata 2@ A 158 St ERAA S A,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

#
#
#
#
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Tacacs+ Az +4

RADIUS A|-& A} 21 A]

A3}

9A1 mebRES gHF
Firepower-chassis# scope security

@712 HSFRADIUS 22 8 ghc)
Firepower-chassis /security # scope RADIUS

SAI3 A A E AU
Firepower-chassis /security/radius # delete server serv-name

94 A=) A ool del ERAMAE AR
Firepower-chassis /security/radius # commit-buffer

th& o o]l A &= radius] ©] 2} RADIUS A H & 21A| 6o EA A A S A H gk o},

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

TACACS+ A - A} 74

TACACS+ A & A} &4 -4

o] Zk§oll A A= S o] FH Y BE Al Addel ek 7] A J Uk N Al e Aol
ol gk & o] Aol 3 o] Q1= 7d-¢-l = Firepower eXtensible - | | of] A 3 F A

SEEIEREE R

ox,
o
>
>,
oo

ol
o

43}

@A Bt RED gHG
Firepower-chassis# scope security

@72 HSFTACACS+ =2 18y
Firepower-chassis /security # scope tacacs

A3 (A E AR A B 7F ok E kAL 1A S i 7hA] A 228 o] TACACS+ A1 B 9]
AIZE A S ARG
Firepower-chassis /security/tacacs # set timeout seconds

A4 A A 2o ol EAAA G ARG T
Firepower-chassis /security/tacacs # commit-buffer

olo

w2 o7 eof sk
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Firepower-chassis# scope security

A2 2oFTACACS+ REZ g}
Firepower-chassis /security # scope tacacs

A3 TACACS+ A H Q1 A~EI A2 WA S BoF TACACS+ A B Z=S =g},
Firepower-chassis /security/tacacs # create server server-name

&7 4 TACACS+ AH 715 A A ot
Firepower-chassis /security/tacacs/server # set key
7] 35S A dste ¥ set password H &S 912§ % EnterE T21 T FZEof 7] kS €3

GAS (A8 AR o] MBjel Al=d & E A F Y
Firepower-chassis /security/tacacs/server # set order order-num

A6 AW 7E ok kAL IA S v 7kA] A2 F] o] TACACS+ A B 9] &5 th7]aoF oF= A 3F 14 &
A A,
Firepower-chassis /security/tacacs/server # set timeout seconds
§H TACACS+ Al & AHE ffal 2744 Al Q1 A 8d 49 o =2 AR AR ghs A4S s

a4y

GAT (A€ AL TACACS+ A B ofe] SAlel AFg 5= L EE A H Pt
Firepower-chassis /security/tacacs/server # set port port-num

S8 Al2d Ay g o] del ERAMA S AU
Firepower-chassis /security/tacacs/server # commit-buffer

Cisco FX0S CLI 373 A7 7ol =, 1.1(2)

S eaa a8

TACACS+ | A} -4

o
X
SE
s
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o

TS oo Al = TACACS+ Al 7F 23} 1A S 4522 A AT EAAAM

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

ool & 24
TACACS+ Al &A1& A Fch

TACACS+ A&} A A

Firepower eXtensible =3 | Al ol A= H o] 167 ¢] TACACS+ Al &A= A & .

3}
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TACACS+ A

Syslog 4 .

T}& do A = tacacsserv680°] 2= o] 5o AW A~' A~ F A SHIL 7] & tacacskey321 = A7 3FaL
B4R AR 0F TES 58592 A Qe EANAA S AR

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

o [

T3 A4
A7}

Heh =g ]l
Firepower-chassis# scope security

1S TACACS+ R =2 ¢ &gk}
Firepower-chassis /securlty # scope tacacs

EEER RS iy

Firepower-chassis /security/tacacs # delete server serv-name

A28 A el o o] E AR S A .

Firepower-chassis /security/tacacs # commit-buffer

t}2 ofjof] A += tacacs1 ©] 2= TACACS+ A ¥ & 2HA5t L EAH S AUl gy},

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

Syslog 1%

A 228 270 & tiuto] 22 o] M A A & syslog I A &) F1 A v = 8k 4 U ok F Y syslog
Aue] =7 et 218 A E Tk d =80 Ut syslog A H]i%
A2 A A (ke Av) g o] A s el whel @) o] 27 FA S el 21F ks

A 7] WA S gL E 2o Al Al A3t A Aol

-
Ho
ofo
o
i
Au)

43}

BUEY BES Q8.

Firepower-chassis# scope monitoring
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Syslog 7%

A1 10

ZEZ 9] syslogs WHS A3} == v A st}

Firepower-chassis /monitoring # {enable | disable} syslog console

(A8 AR AR ALY EA S = THE W mIA A FE S A B U T syslogZt 23 3HE A A
282 FEo dF FE ol MAA S FAFUS FE FAS AT E A soR Eg YT
713 432 Critical($1 )P Y ok

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

A

&G A A= syslog AR HUE S &3} == g shety

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(A8 AL AFgAE EASE b e A £E S e gt By et 2450 3
$, Aol AF $E ol el WAAE EARUG FE AL UFE ga 02 Ay
7] & 2 Critical($1 )P Utk

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

a1 Critical($1 ) P19 9-52] WAl A = terminal monitor ™ %S ¢ 2 3k 7 ol vk Huld =Y
Eoll FAE Yt

syslog A B.& syslog 3ol 2= 7] 58S A3t =& v sy o

Firepower-chassis /monitoring # {enable | disable} syslog file

WA A 7F 27 E 9t o] F& AU 9 o] Foll= A 1625 AHEE = s U

Firepower-chassis /monitoring # set syslog file name filename

(A8 AP AREAZE ghdoll Ashe = 7Y W2 WA S % &

AT, AL EE syslog ol ST = o] o] vIAAE AFFUT 5 S A E e

o2 YdEYr}h 7| 552 Critical($] ) H U T

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |

notifications | information | debugging}

(A8 A Al=Elo] 74 @ e |l w A Aol A WAl A& Hol 7] Al EFel] Hol v 9kl A7)
(FFo] E @2 E A vk B 9= 4096~41943048 0] EIY o}
Firepower-chassis /monitoring # set syslog file size fi/esize

2] 5 syslog A1 ¥ o] 3711l syslog MIA A& A Fet s 43T

a) o 3702 9] syslog A H =9 syslog PIAIA] A& &7 8} = v sk o}
Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (A€ ALY AREAF7E 9 2ol A st = T vhe WA A S A E YT 4 ool
B ohR Fg, A2 9 Aol Y 7 ool MAAE AFFUT 57

T e sor ddgyh 71 52 Critical($1 @) H T

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}

level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

¢) AAH Y7 syslog A 2] TAE o] B =P F42Z A QUL &AE o] S = o 2564+
ST S AsUY
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} hostname
hostname
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oA 12

ons Ao 74 [l

d) (8 Ak 2 G E DA syslog AR 254 syslog WA Ao 3 75 55 A4 T
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | locals | local6 | local7}

27 £aE PTG BASAL BBl = 7 21 220 Bg HE e 9,

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
Us T ot = sy
* audits(F A - BLE AL R o|HE 7S G4 st s v E A s o
sevents(©|HIE) - B = A ~Hl o] E 27]& €43} = v &4 s}ty .

s faults(2 3 - L= A A8 A9 245 &8 = v 2 syt

EyA AL 7_1 ] 6]—]/] \;’|L
F1rep0wer-chass1s /monitoring # commit-buffer

=) = =] =) o
of elol A= 27 A A syslog WA A o) ~E A BABehE B S wolFu] EANA
PAiasis
Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor
Firepower-chassis /monitoring* # enable syslog file
Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
#
#
#
#

tio
Y

Firepower-chassis /monitoring* disable syslog remote-destination server-1
Firepower-chassis /monitoring* disable syslog remote-destination server-2
Firepower-chassis /monitoring* disable syslog remote-destination server-3
Firepower-chassis /monitoring* commit-buffer

Firepower-chassis /monitoring #

DNS A H 4

A 200 4 522 0] P F 8 Bhold|of 3 73 DNS A1 S 443 of Ttk o) & o] DNS A

HE A 3HA] 2 2 Firepower A Al ol A A A& -4 3 wf] www.cisco.com 5 2] o] &S AF&3 4=

31%14 U} IPv4 4= IPv6 4 5 SR A H 9] 1P F22 AL&-afof gt 2t 471744 DNS A1 H]
%lxqtﬂ-)‘ OT)\LJE}.

A
43 ofel DNS AR E TAT 0 ASRE Aol AR P A g AR 21 vl § o
DNS A1 23|17} B 23k 4, 4o A= DNS A B 370wk 48 == glsutt
44
WA AsE R e g,

Firepower-chassis #scope system
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Firepower-chassis /system #scope services

©A3 DNS AH 2 AR AL A S v o o] 2

« 24 9 TPv4 3= TPv6 5227} 915 DNS AW 5 AF8el 25 A 2818 T4 st vl -8 3} 2]
cathc]
H .

Firepower-chassis /system/services # createdns {ip-addr | ip6-addr}

roh
of.
okt
o

o,
)

o
i
v

« A1 ¥ IPv4 3= IPv6 47k 1= DNS A & 2hAl st W b3} 2ol gt
Firepower-chassis /system/services # deletedns {ip-addr | ip6-addr}

W4 A Ao dol ERAH S A% gt
Firepower /system/services # commit-buffer

oh2 of ol A= IPv4 54~ 192.168.200.1055 AH8-31= DNS AW & T4 531 EH A S A5l 3t}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Th ol o] A= IPv6 542 2001:db8::22:F376:FF3B:AB3F & Al-8-3}+= DNS AW & T4 312 E A A
= AR

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

OF2 dloll A &= IP 2 192.168.200.1052 AF-&-3}+= DNS A B & AHA| 3t EA A A S ATl g}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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* Firepower 9300 S1E]Hlo] 2~ A H 73 o] %]

. QEHol 2~ &4 AY, 73 oA
« YE Y A, 74 F o)X

« Aol E A, 75 HolA

Firepower 9300 Q1 E{ Hjo] =~ H B

Firepower 9300+ © & Q1E] 7] o] 2281} o} 1] 2} EtherChannel(port-channel) <1 E] 7] o] 2~
EtherChannel Q18] #] o] = A gk F3 o] W Qe Hlo] ~ 5 H ] 1670744 £33

ZF I Ho] 2= v 78 F st & 54t
s dlo]E(7]33h) - tlo]E SlEFH o] ~E Bt BE Fho| /3 4 §lsy )
e Tl - Bt R E H A F8 JHH O AE FHT 5 A =84 U
o]z~ 179k ghgstk 4= Qi H Ut
S 2H - 2 2HE =84 guto] 2of AR H = 54 QIH A o] 2~ FA YU o] F-H 2
TR Z2H2H 1 SAS APt 282 Ao H A X
‘ﬂiﬂ Al o] ¥ =+ Port-channel 489 A A5 0 2 /‘EH%HD}, EENCY
NS ARRetE = A9, EH2HE F5517] doll 29 2H f3 & U &
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l Cisco FX0S CLI 373 24 7}o] =,1.1(2)

LE A A

scopeeth-uplink
scope fabric a

AE o] =E st

enterinterface interface_id

enable

(A9 A E o) 2 8-S AP,
setport-type {data | mgmt | cluster}

o A
9300 /eth-uplink/fabric/interface # set port-type mgmt
data 7] 9 == 71 2 F-F QYT cluster 7] 91 =& A9 a}A] vp4 Al 2.

(e AF) e o) 2 S A gk,
setspeed {10gbps | 1gbps}

o A
9300 /eth-uplink/fabric/interface* # set speed lgbps

Ay 2ol d & ABl

commit-buffer

A A
o
EtherChannel(port-channel)> & 4 ¢ -+ & & W A | o] =5 H o 1671744 23 = dFH T

R3] el
Firepower ©] & 2}o] A 220 4 = &4 LACP(Link Aggregation Control Protocol) 5= ]| 4| EtherChannel
WA QG 270 BB A9 Q2 917 EES Active(R4) REE AATHE Aol F4

o},

23

olE Ho] A~ B2 olaah )
scopeeth-uplink
scope fabric a

FE QIS AA s}
createport-channel id
enable
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) Qe o) 25 Frgh
createmember-port interface_id

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
9300 /eth-uplink/fabric/port-channel/member-port* # exit

(8 A1) Qe o] = £ & A g o,
setport-type {data | mgmt | cluster}

o A

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

data 7] 9] == 7|2 F gt o] X E IS 7 B3k Al 2] AE Ao AR A}
7F ol e cluster 7] 9 =5 A B 51A] nl A Al 2.

ofo
o
A%
rr
o,
o

(A8 A X E Ad o] = gl tiaf Qe Hol A Sr2s A gy
setspeed {10gbps | 1gbps}

o) A

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

A3 2ol ds Ay
commit-buffer

H s} ] '| =i :rL/\
1T = ﬂ o = C:|)
T} A2t A = Firepower AAl | A AF8-& &8 Alo] B-& A8k WH S
55 AH8-8ke] 40Gbps EE 17] thAl 10Gbps EE 471 & #1838 5 A5y
A}
WA O Y Aol Al B8 Ao e AT
W) AolE wEZ gYFU T
scopecabling
scope fabric a
b) & Aol ES AP UTH
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Qe 3| o] 2 2

Al E 44
createbreakout epm_slotport
o A
9300 /cabling/fabric/ # create breakout 2 1
©) 3ol g AR,
commit-buffer
AHE A o] FaHUTh 8 A o) 2 st o) A BHE 4S commit-buffer 8 % & 2 A
7] Aol & Aol &5 BF Ao U
HA2 v BESAREs] 8 X ES A steta AU
8) QB o] x RS g}
scopeeth-uplink
scopefabrica
scopeaggr-interface epm_slotport
b) set W H L Aol QlElso] 2 S W EE FY L AT
enable '=<= disable & S AF8-5Fo] Q1B # o] =9 ] HE AU
¢) Av 1ol Ag ARG
commit-buffer
Cisco FXOS CLI 3+7 A4 7}o] =,1.1(2)
“- e |



e

T

1= 2] %)t upo]

2 tutol 2~ g1, 77 o)A
G ASA =24 Hufe] = A, 78 Ho]A]
« 5HY 9 Wol = A vnkel = A4, 80 oA
1228 -5, 83 #Ho]A]
To] Z&el A4, 91 HelA
« =84 Oue] 2 2kAl, 92 Ho]X]

2] tupo] 2 4w
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A
B3 @A dulo) 2ol §7bK fRT EE TE AW WS 5 ASUTH =, 1wk RE 3707 44
B A9, e Shol Sed =0l vitol 28 AR By ol =24 Tl 2018
3
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OEES 54 Untel s 30 dE WAL AYT 5 QAW RE RES

« 28 22 -Firepower A Aol A X BE WO BEo] vl =24 tfnfo] 22 A 115385 = &
HAHE WS F AdFUth e aH e A E ol d o tnfo]~9 o] F e HRE Y
dehE BAlol v tnfol (e, YIES Zo T3 BE A S AlTFU

%99 ASA 2] & Tluto] 2 44

Y2 E T8 ¥ 7% Firepower Al Aol A ] 2t =9y =4 fulo]
22 AR F AFUY S EHE T8 A FHE tulel A8 A sk WA Se2EHE

AbA o oF FH o

[N
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k]

shibel A4 U] LE BE EEEd O §82
de A QuA Utk BES 54 Tl s fo] o
S BAH FP9 = A o) 23 %0 oF .
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il

jur]
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A 78k 7] Aol

c =24 tubo] 27} o] T H 0] Qi ek RES w=e) A ko] 2o AL = A%, 7] &
o w=e] 4 tubo] 2% WA AAls)oF T thiz el A tubo] 2 AbAl, 92 W o] X Fx),

Cisco.com®| A =2 %] tjuto] o) ALE-E o Z] Al o] A o] 1] A & T} & =(Cisco.comOl| A] ©]
A o2, 38 o] A Fan)gk vk el 7 o] M| A& Firepower o] & eho] 2o v = =gt
U th(Firepower ©] Z2}o] o1 20l =2] 4 tjujo] A~ AT E Qo] o|m]|x] th2 = 40 H o] A] 3
).

el d Trho] o] AFS T ¥ QI o] 2 E T4 LIt
A3}

SA1 B AMu A =S Qe
Firepower# scopessa

A2 = A kel 28 YA T T
Firepower /ssa # createlogical-device device nameasa slot idstandalone

SGA 3 =84 tinfo] 29 AH L =gk}
Firepower /ssa/logical-device* # setdescription "logical device description”

G714 =) A upe] 2ol e B dHlojE A o] A5 dF gt

l Cisco FX0S CLI 373 24 7}o] =,1.1(2)
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= 9% ASA 1= 4 T o] 2= 44

Firepower /ssa/logical-device* # createexternal-port-link nameinterface nameasa
Firepower-chassis /ssa/logical-device/external-port-link™* # exit

e FEAER AR S ST
) FEAEY ANE AFIT
Firepower /ssa/logical-device* # createmgmt-bootstrapasa
b) enable password(H| 2 H & Al-&)E A g,
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
¢ HEWE ks A
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret™ # setvalue
%k password
d) vdW s Aol d WelE FRFUh
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
e) I IP FAE FAFYL
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot iddefault
f) Al|Ee] F42E HAAF U
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address
g 1P F4 B nt=35 AAFYH
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setip ip_addressmask network_mask
hy #ej 1p v go]ld Mo E TR
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
) #e] FE2ES Ay adeld ¥l s FRFYH
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Ay g ol d-S ARl gyt
commit-buffer

A28 A3 e o] el =S ARG,

of

Firepower# scope ssa

Firepower /ssa # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # set description "logical device description”
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"

Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"

Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: <password>

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 1.1.1.254

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # show configuration pending

+enter logical-device MyDevicel asa 1 standalone

+ enter external-port-link inside Ethernetl/l asa

+ set decorator ""

+ set description "inside link"

+ exit

+ enter external-port-link management Ethernetl/7 asa
+ set decorator ""

+ set description "management link"

+ exit

+ enter external-port-link outside Ethernetl/2 asa
+ set decorator ""

+ set description "external link"

+ exit

+ enter mgmt-bootstrap asa

+ enter bootstrap-key-secret PASSWORD

+ set value

+ exit

+ enter ipv4 1 default

+ set gateway 1.1.1.254

+ set ip 1.1.1.1 mask 255.255.255.0

+ exit

+ exit

+ set description "logical device description"
+exit

Firepower /ssa/logical-device* # commit-buffer

%%65} SH'FSJ H 01 l-:;ﬂx% qu].o]/\ /Kg/ﬂ

I

FHULHE A 8HA] B2 75 Firepower A Aol A 24 2po] WQl Bgol 53 Y =2] 4 o]
25 AT AFUT S AEHE TAET A5 51Y Hrlol A st 1A SHAEHE

4
Fa e A e BE BE U AT EY ] {3 & A& oF FUTh ThE LT E Y &
B AUAA LT WEE 54 Clvel 2 490 e WAL A9 £ QAW 0E 0
& BUG Fel e 4 Cvpol 22 T Holo} guik
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At

49 A8 ol we A vutel~ 44 [l

43}

BeF AU 2 R EE Qe g,
Firepower# scopessa

2] tiujo] 28 AT,

Firepower /ssa # createlogical-device device nameftd slot_idstandalone

2] tubo] 2o 2] B Elo] QlE| o] 2% AL,
Firepower /ssa/logical-device* # createexternal-port-link nameinterface nameftd
Firepower-chassis /ssa/logical-device/external-port-link* # exit

B REAE U ARSI,

a)

b)

¢)

d)

nesEd AAE AL,

Firepower /ssa/logical-device* # createmgmt-bootstrapftd

Firepower Management Center 2] o] AF-&-3H [P 45 A A o}
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREPOWER_MANAGER _IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value /P _address

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
=] 4 tufo] 27} 2 sk = (Routed(EHF-8 ) B+ Transparent(F-8)) S A A gt}

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
t]H}o] 2 ¢} Firepower Management Center 7+l 378 7] 5 A A gt}

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION _KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k: registration_key
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
=] A Hupo] 2o ARE S R YW T 5 A A F U

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k password
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
el Aol ~E FAT YT
Ol AL BE oJHIE E I (d: § o]l E)S A3} Firepower o E E| T 2 o Al&-= =
Q1€ o] ¢ o,
th&7} o] Ipva #ha] Q1E| o] 2 AA & AT
I ae Aeflo] = AA & I
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot_idfirepower

2 Ao|Ege] FaE AL
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address
3IPF2 9 vhaaE A,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setip ip_addressmask network_mask

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

b3} go] IPve ] )IE Flo] = AAE A gt
I ae Aefo] = AA & I
Firepower /ssa/logical-device/mgmt-bootstrap* # createipvé slot_idfirepower
2 AolEglo] Fo% AR F
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # setgateway gateway address
3 1P FA R HTAE AT,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # set ip ip _addressprefix-length prefix
4 depdyadeld MeE FEIUL

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # exit

9 #e FEAEY RES TR

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

SAS FHE AREAF ehol Al A okl F o
a) Firepower /ssa/logical-device/* # exit
b) Firepower /ssa #scope app application_typeapplication_version
c) Firepower /ssa/app #accept-license-agreement

GA 6 A1 o] Ae Am s},
commit-buffer

Al2E) Av) g o] Aol ENAAS ARG

of

Firepower# scope ssa

Firepower /ssa #create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # exit

Firepower /ssa # scope app ftd 6.0.0.837

Firepower /ssa/app # accept-license-agreement

Firepower /ssa/app* # commit-buffer

FelaE 75

%

E1>

el 2E 9 g A A A o] Qi BE Bt BE S s} i
Utk 2el28E Aele F0) 9 o7 ulo] 29 o] F 5T B
@), W ES Z0] B3he) R E W4 S AT,

4 el 22 15813 4
et A G e

o
k1

Firepower 9300<> & & A A] Z Qb (A A] T S AHE A olH] For AE A A S AH
¥ (intra-chassis clustering) % 2] ¥ H Yt}

o R Agshs ofe] /] Hot BE 2 A YT Firepower 930001 4 S22~
o
=

s HotEE of Bl BE A8 S 2E Aol Y5 AT o] FA= S2AH Sl

¢ BE HQF EEOA o EY Ao e EY A FEX 9 2 oldS AR
FY~HE 75T v, Firepower 9300 T2 X}(Supervisor)*‘i‘ %aia ol &, FelH Ao HA
Ag o]~ F 7|ef Fej~H AA S Lot 7 Bk B -’"3*3}-4 "?—EiEE}E A9 19
oJAE FAIFUTH Sl ~HE S AFEA HolstEl = A, AFE AT LR REAES A
ool dE el e Wi 4% o sy

dlo] ¥ Q18 7| o] 2~ & Spanned EtherChannel 2 & 2] 2~ Eof] g3t}

Firepower 9300 ¥ 2] Z}(Supervisor)+ E.& H.QF X5 9] Spanned EtherChannelol| 4] Egj ¥ & ==
W o
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%

B AP Qe o] 2t 9] o] A2 A9 St A UH A sy

i

BEHS gl s Hise] de o) AE 43 T
U AHE 2 FY AP o] Bl g o)A Ahgshs WA ol th g ARA g W82 Bk R of
Ze]Aol el e e ~E Aol M =

g A A RS Al g g Tk

- SES a
B ] a0 uh 2 E §ulo] A Sal s of ahul, o] % 7] el o] o] Selo]n §ulo] B

Cluster Control Link

=2 Alo] H e 9 QIE #| o] 2 §lo] Port-channel 48 Q1E] 7| o] 2 & A}-&-3}o] 2t 0= A4

Yt} o] &8 2~ & EtherChannel2 91 E 2} A| A] & 2] 2~E] ¥ (intra-chassis clustering)> ] 3 =

2] 2~ ] 419l Firepower 9300 W& 1S &-&FHth 5ol AfA] 1F Z el ~H Ho] A=, o F
A& 98 o] EtherChannelol] ¥H 1€} ¥ o] 25 F7}ek 5= 9155 ). Port-channel 48 Q1 E] o] ~ &
ARE3HA] o d = A9, dlAl 93t 28 2~H /3 9] EtherChannel S V2] 74 & 4= 35Ut} 1
2 o] zlo] Fe] Y Alo] AR AMEH YT

S LE Ao F A B oll= Alo] B vlo]E Eo] B gyt

el J1E Ho] 2~
S gl B F3 A" H o] 25 EEE = A5 YT o] 1B #| o] 2~ Spanned EtherChannel 2}
& 55/ Ay ao] ~ygynh #e 2l

78 e 2E P F 4T A vAE Y
A& At EA rkAH E ¥ RS 2
71 S 2H P F Aol A= Fae gk A
BE- T8 YUY P FAE A Y fHl o 5
gyt 24 1P T4 gh-" ol AR EH A4 s A
o & 5o, @A vi=H fFHlo & A= o] = 7]
g AFUTH ZA 1P T4 d4ste] E WnE
TFTP H3= syslog &2 ob vk = #he] Egf 3 9] A wh2E 51 v 23 2 fyloll A= 24 1P
FAE AHE o] Aol A g

l Cisco FX0S CLI 373 24 7}o] =,1.1(2)

rlo
L
o
N
oo



| =24 ool =

ERENC R .
S 2HEH A A
0] %312 93} EtherChannel - VSS f== vPCol| 1243 7S @43t}
2 Ho RES A3c syt

c AF AN EQE EES Fe ek HHY EroM v
o aHO BE Wl RES E3HEoF d T

2] 2~F] 3 QlE|H o] 28 H 5l A] & AS ZFe] ~E Ao] B = Port-channel 482 A&

ASA =2 ~H Y A

Firepower 9300 32| ZF(Supervisor)o| A =44 S 2HE 5 = JdH5Uth ZE 27 Ay 19

o] & fulvit) 2w o= A Yo

a5

SA1 FY2HE 7£53H7] Aol "ol 738 A E H o] 2~ = EtherChannel(XE 2 89)S & 4 17) FA S
Uyt X E 3 A, 74 Ho| XS FZIAHA L
L3k dolH QIH o]~ 53 - aﬁ/\a of 37

@A 2 e §F AE H 0] 2 E= EtherChannel S 7t X E A9 AA, 74 #] o] #] = QlE 7| o]
4 1A, 13 oA E FxAA L

4A3 S 2HE AT

scope ssa
enter logical-device device name asa ''1,2,3" clustered

device_name- Firepower 9300 32 2} (Supervisor)’} S8 2HH AAH S FAI 5L Sl Ho] A8 &
St ol AR YL o] Bot EE A g oA AFEHE FH2H o]F0] ofd Yt} = 9o
& obd AR 5HA] 2 Aol E Bt BE 3ME BT A8l oF Pt

G4 S aE RS S
enter cluster-bootstrap

SAs met mE Aol ol S AE dF olFS AU
set service-type cluster name
o] -2 1~384F 2 H ASCII A} o] of oF gt}

W6 Felzd Qe de) s mEg Ay,
set mode spanned-etherchannel

Spanned EtherChannel 2. =+ s Al A| ¥ & R =Yt

Cisco FX0S CLI 17 417 7} =,11(2)
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l Cisco FX0S CLI 373 24 7}o] =,1.1(2)

ASA 221 ~HH 74

w12

oA 13

g,

o] AW = Wk E Ay el v QEH o] AE FA sk Hl AREE U

a) B2 IP T4 £& FAFYL o] T b I H o] 20 7 S| ~H Yol gyt
set ipv4 pool start_ip end_ip set ipv6 pool start ip end_ip
A2 2o 2E0) Qi 9 7ol A3 A FAE Tk G Fel 28 B Hga
P 49, F7hF 2T EHAA L. A ke 6] ok /g 1P A1 2e 2 1P
Fa)E ol Y3 Foll £ohA] FFU T i FA UIEG A A 7] FE2H P F4dl o
3 1P 8 o oF3 ol of Fi o,

b) %] QB o] o] )2 Fef 2 P FAE UL
set virtual ipv4 ip_address mask mask set virtual ipv6 ip_address prefix-length prefix

o IP T4 A2 UIEH A SY&H & F4AE Qlojok shARE F4] i obd Yt

¢) YES I AEY o] FA2= JHzL}
set ipv4 gateway ip_address set ipv6 gateway ip_address

(A& AR we IP A ARE TR

AA IDE A3 T}
set chassis-id id

Ze) 2 Alo] P29 Ao] Bl tia) 2% 75 T4
set key secret

i)

.

A A 1~6322 | ASCIL A U ok &1 MRS 7] 5 A oh vl ARSg Yt o] 54
QA e o] E R A ARl v e o]y B R B g nAH o, 3¢ o
rEiER dEHY

FejaH REAEY RES TP

exit

FelaEol B 2 HolH /IF Aol AE FEd gy
enter external-port-link 9300 interface id asa_interface_idasa
exit

o A

enter external-port-link Port-channell Port-channell asa
exit

enter external-port-link Port-channel2 Port-channel2 asa
exit

enter external-port-link Port-channel3 Port-channel3 asa
exit

A3 2ol ds Ay

commit-buffer

Firepower 9300 ¥2] ZH(Supervisor)© 7] & HQF HE AT EQo] S T2 Estal Sl AH FE
z 5

SER Ay 2ol B e A Ho] A A S 2 Bt gl dHete] SYAHE TF

e aH Y Ay 2ol s AFE A Ao st d B B AA gy
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scope eth-

ASA 2 2HH +A4

uplink

scope fabric a

create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3

set

enab

crea

ex

crea

ex

exit

create
set

enab

crea

ex

crea

ex

exit
exit

exit
commit buf

scope ssa
enter lo
enter
set
set
set
set
set
set
set
set
set
set
exit
enter
exit
enter
exit
enter
exit
enter
exit
commit

port-type data

le

te member-port Ethernetl/5
it

te member-port Ethernetl/6
it

port-channel 4

port-type mgmt

le

te member-port Ethernet2/1
it

te member-port Ethernet2/2
it

fer

gical-device ASAl asa "1,2,3" clustered
cluster-bootstrap

chassis-id 1

ipv4 gateway 10.1.1.254

ipv4 pool 10.1.1.11 10.1.1.15

ipvé gateway 2001:DB8::AA

ipv6é pool 2001:DB8::11 2001:DB8::19

key f@rscape

mode spanned-etherchannel

service-type clusterl

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipvé 2001:DB8::1 prefix-length 64

external-port-link Port-channell Port-channell asa
external-port-link Port-channell Port-channel2 asa
external-port-link Port-channell Port-channel3 asa
external-port-link Port-channell Port-channel4 asa

-buffer

Cisco FX0S CLI &7 27 711 =,11(2)
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A ol Fel ey T4

Firepower 9300 ¥ 2] ZK(Supervisor)o| Al &g Al SH2HE 5T F AHFYE ZE
o] 2 frulmttt 2pE o 2 A FH

B

7] A9 17

23}

o)

dA 2 A8 53 Q8 ¥ o] 2~ ® = EtherChannel S #7184
&4 A, 3 AN E FRAIA L.
W73 wek s mEg Qg

Firepower# scopessa

wA4 SH2EE ALY
Firepower /ssa #create logical-device device nameftd "'1,2,3" clustered
device_name- Firepower 9300 ¥+2] 2}(Supervisor)7} S8 2H ¥ A4S 74451 QlEFH o] A~ 5 &
ahi B ALE R YT o) Kok wE A weo] ol AFgE 1 el 2H o] Fo] ol duth shu o]
2 obx MABA e Ao Bt WE 3E BT A Gaok Fuh

=
k4
[
:N::
e
ox
oX,
~
N
o
©
B
k
rlr
ro,
a
-
o)
[>

¢

>

J

SAs Fe2E FEZER a/fEsE A F U

) REAEY AAE BT
Firepower /ssa/logical-device* # create cluster-bootstrap

b) 2§ Al IDE A7
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id id

¢ R2AHIP T4 & FAFYL o] T st Y o] 29 ZF F8 2~ fFYld @Yt
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool start_ip end ip Firepower
/ssa/logical-device/cluster-bootstrap* # set ipv6 pool start_ip end ip

43 FY2El = Y Foll Aeske A 45 e oF Yt S Y AH E 26t
P A9, F7 FaT EHHAA L. BA vhE FUO) Sokis g 1P R AR FE 2 P
Fat olu @ Foll 314 U th thebd AR UEG TN M 718 Fel 28 1P oo o
3 1P A g o ofaf ol of o,

d) g Qg H o] 29 7] SYAE P FAE FAATYTH
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 ip_address mask mask Firepower
/ssa/logical-device/cluster-bootstrap* # set virtual ipv6 ip_address prefix-length prefix

olIP FaE F2 UEN AL FHAH & FAE ook ARt o] A= opd Yt

e) UEYA Ao]EH o] FAE JHFTh
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway ip_address Firepower
/ssa/logical-device/cluster-bootstrap™ # set ipv6 gateway ip _address

) Het mE Auad ol e Szt 25 o5& AT

Cisco FX0S CLI -7 24 7)ol =,1.1(2)
88

rlo
L
o
N
oo



| =214 e~

2)

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type cluster name
o] &2 1~382F= ¥ ASCII - AFH o] o] oF gt}
SYLYH FEZER RES TR

Firepower /ssa/logical-device/cluster-bootstrap* # exit

GAle B FEAER vypEsE AU

a)

b)

d)

DEsEY AAE P FU
Firepower /ssa/logical-device* # createmgmt-bootstrapftd

Firepower Management Center 2] o] AF&-3H [P =45 XA gt}
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREPOWER_MANAGER_IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value IP_address

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
=24 ynlo] A7} AHs 8 = (Routed(EH7-8 ) 55+ Transparent(5F-14))E A 4 &1 o},

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap keyFIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
t] u}o] 2~ 9} Firepower Management Center {10l 3-8 7] & 2] A & o,

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION_KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k: registration_key
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
w24 tufo) o] AFE R WA EE A AU

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

%k password

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
S aE ] 7 Bt g el de] JIF Ao AE A g
O] B oHIE Eg¥(d: § o]l E)S 3= Firepower oI E E&| 3] A g A-8-= =
QE o] = o
Cherah 2ol 1Pv4 #h] Q1E ¥ o] 2 A& B g e
1 she] Qo] ARE A4
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4 slot idfirepower
2 Ale|Edo] a5 A dYHh
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setgateway gateway address
3 1pFA Y vhaaE AP
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # setip ip_addressmask network _mask
4 #ep Ay o]l WelE R

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Cisco FX0S CLI &7 27 711 =,11(2)
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o,
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o,

thg3} o] Ipv6 Te] QlE|H o] 2 A & A FU T,
I e Aefo] = AR & AT
Firepower /ssa/logical-device/mgmt-bootstrap* # createipv6 slot _idfirepower
2 AolEse] Fas A4
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # setgateway gateway address
3 IpFA D AFAE A3}
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # set ip ip_addressprefix-length prefix
4 dg ey aegeld MelE FEgY

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # exit

9 ) FEXEY RES FRiL,
Firepower /ssa/logical-device/mgmt-bootstrap* #exit

GAT FHE AREAL ol Al A ofoll F o P
a) Firepower /ssa/logical-device/* # exit
b) Firepower /ssa #scope app application_typeapplication_version
c) Firepower /ssa/app #accept-license-agreement

@GA8 A1y ol s AR YT

commit-buffer

Firepower 9300 ¥+2] Z}(Supervisor)= 7] & Bt HE AT EQo] S thr2 580 S| AH FE
2E Ay ol d B #he] QlE ol 2 A S ZF Het Eo st SYAEHE 75

W9 FelsEHY Av Aol 4 ALg A ol shel W Bk Wil A AT o,

of

Firepower# scope ssa

Firepower /ssa fcreate logical-device FTD ftd "1,2,3" clustered

Firepower /ssa/logical-device* # create cluster-bootstrap

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.0.0.3 10.0.0.5
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.0.0.6 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.0.0.1
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type ftd-cluster
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value:

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value:

l Cisco FX0S CLI 373 24 7}o] =,1.1(2)
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/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower
/ssa/logical-device/mgmt-bootstrap/ipvid* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.32 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4d 3 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvid* # exit
/ssa/logical-device/mgmt-bootstrap* # exit

/ssa/logical-device* # exit

/ssa # scope app ftd 6.0.0.837

/ssa/app # accept-license-agreement

/ssa/app* # commit-buffer

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

o) ~EY 7=

75 ol S N o
EIES
Cisco ASAE 9l gk AjA] | L.1(1) Firepower 9300 A A] L F-ol| A 2L E ASA Hot 58 FHAHH T 4= JdFH T
==
713 ™8 7 : enter cluster-bootstrap, enter logical-device clustered, set chassis-id, set
ipv4 gateway, set ipv4 pool, set ipv6 gateway, set ipv6 pool, set key, set mode
spanned-etherchannel, set port-type cluster, set service-type, set virtual ipv4, set virtual
ipv6
Cisco Firepower Threat | 1.1(2) Firepower 9300 A A] W] §-0| 4] ELE Threat Defense H.9F 52 S| 2HY S 4= Q)
Defense = 13+ Q1 E}t Utk
R B2

-

Hel

%

o
Kl

& M| A A BA 7 L@a@% =
Ao 7 dagol=d AL AT}

SSH E2fo|AEE A LE3FA L SSH 8o <

mlm
=
=z

13}

Bt Bgo| F&o Addsted thaat 2ol dyth
a) FXOS CLIS|A] Bt o] AA g}
Firepower-chassis # connectmodule s/ot_numberconsole

Cisco FX0S CLI &7 27 711 =,11(2)
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2] 4] tlute] 2 414

Bt gl Ag A2, FXOS &

b)
Firepower-module1>connect asa
Firepower-module1>connect ftd
FXOS CLI¢] #2] AH(Supervisor) 5~

A,

(A8 213}y FXOS X5 CLI°| o g
A 3 25 918 FXOS 55 CLIo| A ~3t
FXOS CLI¢| #2] Z}(Supervisor) T+ .2 F©
a) Hol BE Z&S& TR UH~E

dull of Aol S FRIY

BE 0soll A sted tupo] Lo 4d g

oA Bt B

BEOS &%

CLI] A ~3 ).

K

E o B OSell A HA 2~

t

L Ctrl-A-DZ ¢ &5t
T JdH5Uh

Fh e,

oot
T

01316114[}.

b) @Y o Al o] A& FRatE W S Y Ed
telnet>quit
o
o2 ool A= Bl BE 19 & ASAC A4 gt FXOS CLI®| 2] Z(Supervisor) - 2. = T}
Al FEIYL

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

SA1 BelMul A REZ )
Firepower# scopessa

SA2 Al gl =l A ko] 2ol ek ARAG S Bl
Firepower /ssa # showlogical-device

A3 Al =g A tupol X Azt sl v EE S AE gy

Cisco FX0S CLI -7 24 7)ol =,1.1(2)
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R DRSS

Firepower /ssa # deletelogical-device device name

A4 =2 F tupo] 2ol A A H o Q= off Zel Aol ol ek Al AL S F1g U T
Firepower /ssa # showapp-instance

WA5 A e E el Ao 22kl el The W E e 9 g v
a) Firepower /ssa # scopeslot slot_number
b) Firepower /ssa/slot # deleteapp-instance application_name
¢) Firepower /ssa/slot # exit

OA 6 Ax 1ol A}
commit-buffer

A 2=® 715 1o o] Aol Ed RS AW

of

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Cisco FX0S CLI 37 A7 7}o] =,1.1(2)
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