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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch Mgmt0O IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

s ool A= 1Pve de] 45 AHg-sho] Ay ol de Ayt

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [yl: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword$%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0 IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0O IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1

Cisco FXOS Firepower Chassis Manager 7137 Z12] o] A 7}o] =, 1.1(1) i}



A#ar |

. Firepower Chassis Manager = 131 F-1= 2 710}

Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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SSHE AH&-8F= Linux Bl P € ol A th& 73 AHE- U o

« ssh ucs-auth-domain\\username@,{ UCSM-ip-address|\UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« ssh ucs-auth-domain\\username@,{ UCSM-ip-address|\UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

99 AHE S Linux B 7 9ol 4 Thg 82 A8 o)

%

B wye s|RAow ugasso] dguh @Y B tE AL 9y T4, 36 7ol
A 2.

« telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-1ldap23\blradmin

« telnet ucs-{ UCSM-ip-address|UCSM-ipv6-address }ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty ZE}o] A Eo| A ThF &S AHE Y Th

o T} 2-0 & 27191 ues-auth-domain\username

Login as: ucs-example\jsmith

)

Fa TR Fo] AR Aol lal F& 150 LDAPE AAH 4,
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Account Expires(7] 4 W&

Expiry Date(Wr5.d) 2 =

TR US AEety] 98 EE s Helw o] o) mpx o] 9l=
99 ofo] Z& FHYFYH

45 AddGG7HE EY gy

271 184 A A A
b

A1 System(*] 2~8)) > User Management(A -8 %} #H2])E A &gt}

@A 2 Local Users(Z72 AH&-2h §-& S84t
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Firepower-chassis# scope fabric-interconnect a

b) FA) ] 1P F4E wev e WE e P,
Firepower-chassis /fabric-interconnect # show

©) A= e IPF4 B A ES el E st s HE S dEd Y
Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d)ﬂi%ﬁﬂlwﬂﬁﬂgﬂﬁﬁ%ﬂﬂﬁqq
Firepower-chassis /fabric-interconnect* # commit-buffer

SGA 3 1Pve B IP FAE FA YT

a) Fabric-interconnect a®] o] 3k H 9| = A A g}
Firepower-chassis# scope fabric-interconnect a

b) ] IPve 13| 1| o] el gk M 91 E AT
Firepower-chassis /fabric-interconnect # scope ipv6-config

0 @Al el IPv6 F28 BeE o BYS APk
Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) A=E Fe IPF4 H Al EA S AW tha H RS JE gy
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipv6e-gw gateway address

e) A|AEl Ad g o] EWMAH LS A}
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

Th2 dlloll A= 1pv4 w2 QIEf | o] = L Alo] E ol & -4 dut.

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

)

Th2 dloll M= Tpve Be] JIE Flo] & B Aol Efol & 4§t

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
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Firepower—-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipvée-gw 2001::1

Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

SR R RIRSE:

NTP 0] 4] & A1-§-5to] Wt 2 A2 535 0.2 A S ALNTP A vl & T4 3 5 e

4
FiL NTP A A& Al el A %] Firepower Aj A] &} ol Z 2] Al o] A 7hol| 5718+ A eFH Y th &np2 2}
&S 913l Firepower A A] 2 A Ao A A 8 5] = o) Z2] Alo] Aol 5L NTP A& FAd 3l oF 3
[Sh=3

NTP X H & AL-&3lo] Exp 2 A 7F AR
NTPE= U EY 3 A 2H 7ho] Ak} =
g Abg-sty o) ek Bl ] 2'IZ V) £3kE CRL A5 o] Al 7hel w1zhek 2k of = o] 2] 3k A &+
dol Bashyrt
A=}

711 Platform Settings(Z 235 A 4) > NTPE A & gt}
A2 Firepower A Aol 23S X5 A 7F)E Time Zone(E T A7) =502 554 A=ghy),
1= 7k A

A3 Set Time Source(*| 7F A2~ A A) o} #f o]l ] Use NTP Server(NTP A B] A}-8)2 &8 3l t}-3 NTP
Server(NTP A H) Z =0 A] AL NTP A H Q] IP T4 = EAE o5& 8 Y

GA 4 Save(HHHE ST
Firepower A Al = NTP AW 7} 2| A ¥ el = -4 P Yt}

Fa A 2E A 105 o)A} A BEE 9 Al 2Bl ol A 2 10F2-% ¥ Firepower Chassis Manager

o ThA] 2l s ok et}

A 8 ARE A A

o] Al o] A= Firepower A Al ol] ExF L A|7HS 502 DA HHS Ay
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Platform Settings(Z 2Rt
Firepower Al Aol A3k ¥ 3= A ZFH & Time Zone((E A 7H)) =
Set Time Source(A] 7F 2222 A7) o} 2} o] A Set Time Manually(5~5 1
Date(‘/w‘}) EETE 555 st 99 S BAS uS Gl A AFE Vs s HEES F3)
2 A3},
OH Fote =uthe &
Y Get System Tlme(/\] 2 E]
/\]_ o] )\] 2Ll oﬂ ?-}\-1 Q o]
Save(A7HE ST}
Firepower A A &= &5t 2 A 7bo] 2] e = -4 5 Yo
A E A S 103 )
o thA] &1l 8 oF YTk

& A7) >NTP= 4l
s

Lot AES AL E e/ E AT
A2 7YA .71)S &8 8197 Firepower Chassis Manager©l| <172 &+ d|
Y A s A B 2 8 5 g

Zk a1

U} A x}ol| A = Firepower Al A] ] EH 3 SSH N A~ & &
o} SSH+= 7]-2 0. 2 g sh= o] gl5 T

SRR R EE

23

Platform Settings(Z 2 & 4 %) > SSHE A &34},

Firepower Al A o] t]$+ SSH M| 2~ & &4 315} Enable SSH(SSH &4 3}) 8¢l gh& A el gy o},
SSH Al 25 1] 27d 35} 2] ¥ Enable SSH(SSH 273 3}) gl &ho] A8 & H gk

Save(A"HE S8 FY

T} A x}oll A = Firepower Al A 9]
o} gyl 7] 2 A o 7 n]| & 3}y

)
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Firepower-chassis #scope system

A2uE) An) 2 w e g Qe g o,

Firepower-chassis /system #scope services

Firepower A Aol th gk &Yl M|~ 5 -4 5t ¥ of 5 & of
* Firepower A A o] T gk Yl M| A~ 5 3-8} U

Firepower-chassis /system/services # enable telnet-server

* Firepower A Al ol] th gk &Yl QA 25 5] -85HA] Fouoid tha WS ey

Firepower-chassis /system/services # disable telnet-server

A28 Aw) el o] Aol EAAH S AR o
Firepower /system/services # commit-buffer

U o dlell A= 2ulle &4 shsta EdA A S AR ST

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower—-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP -4

SNMP 471

Firepower Al A] 9| A1 SNMP(Simple Network Management Protocol)E -4 3} 21 SNMP | o] | & A} &
A . AAD S T FEE BN S

=

SNMP(Simple Network Management Protocol):= SNMP #2] 2} Bl o] o] A E 7} F-Aal o] WA #] & 4] &
AlFstE N E Aol #leolo] ZR2EZFYUTh SNMPE HIES Ao 9= tlufo] o] RUE Y Y
Ao A} E = E5stE 2y AT 2 FE Aol = AFgy )

SNMP Z 29 ¢ v 37kA] R o= FAf Y,

* SNMP #&] 2} - SNMPE A}-8-31o] Y E Q] F t]nfo] X &5 Alo]shal
= Al ~R YT

* SNMP || o] [ E - Firepower A A& H o] B & +4] ¥&]stal B8 A] tlo] Bl & SNMP ¥#+&] A}
1. 313}= Firepower A Aol 22315 A E o] 3224 8 49U T} Firepower 2| A= o o] HE &
MIB {35 &3t SNMP dlo] HEE &g shatar | A} B olo] HE 7ho] #AAE A
3} ¥ Firepower Chassis Manager == FXOS CLI®| A SNMPE &/ 3}5}a1 T+ 314 Al 2.

yE

—

bz ol AR

td
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« MIB(#H&] A X d]o]Ef#] o] 2) - SNMP ofl o] M E | = #He] A o] JFPdeh
Firepower A A] = SNMPv1, SNMPv2¢ % SNMPv3E | 913 th SNMPvl ¥ SNMPv2c &7 H.QF #
FUE 714k k2] & A8 Th SNMPE thioll g2l w o gl

* RFC 3410(http://tools.ietf.org/html/rfc3410)

* RFC 3411(http://tools.ietf.org/html/rfc3411)

* RFC 3412(http://tools.ietf.org/html/rfc3412)

* RFC 3413(http://tools.ietf.org/html/rfc3413)

* RFC 3414(http://tools.ietf.org/html/rfc3414)

* RFC 3415(http://tools.ietf.org/html/rfc3415)

* RFC 3416(http://tools.ietf.org/html/rfc3416)

* RFC 3417(http://tools.ietf.org/html/rfc3417)

* RFC 3418(http://tools.ietf.org/html/rfc3418)

* RFC 3584(http://tools.ietf.org/html/rfc3584)

SNMP &
SNMP] 8 7]°52 SNMP ol o] d Ell A &4 & B8k 7] s Atk o] & & & olli= SNMP &
AR E A5E L90) WA YHUth AL ATE AEA AF, AN, A2 TR, 9
ehElo) Ul 9 £4 w8 Fa8 o MES ekl £ gy
Firepower MAIE= E = og = 2 SNMP 48 S AUt ES SNMP B A7 E#
T o FRAE AEeHA F7] wZol dH R A2 =7} st H Firepower A A= EF 741 o

E«% AAS 4 PHUth 49 23S 415H= SNMP 2] AFH= SNMP -§- & PDU(Protocol Data Unit)
7} A= WAIA & 51 Y Tt Firepower Al A 7} PDUE A161A4] 581 49 49 248 U] A5
@ % 9ok

SNMP Xt <= 51 A3l

SNMPv1, SNMPv2¢ 2 SNMPv3= 717} B2 wol R 28 Jepdu o) 1
o] A3t o] SNMP WA A& A2 & u 285 1ot uﬂﬂng ﬁxqgﬂ
B FF2 SNMP Efjo] AAE wA A& FA8h bl s A
A A 7F N = A2 HE B Eo]of ah=A] = QlFHolof sh=A] o R & K
&= Bl e o Bk Relo] @ E = o wpe} oh5 YT SNMP HQF 2 v S &
s} o] S A A

* noAuthNoPriv - 915 =& a3} ¢l

NELO

« authNoPriv - 218} X 7t ¢+ 5.3} §lS
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rﬂoH AAE NS A
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oh Hol =S wot E%‘ oI N 887 ek S E
EA S

A

&AL W A5 niAUZE AF YT

3% 1: SNMP 2.3F &9 2} =5

21 i A% s 43}

vl noAuthNoPriv AFUE £A44 | ol ol AU
EAE A E A
|yt

v2c noAuthNoPriv ARFYE Ex4 | ol & Q1o AFYE
T A A E A
|

v3 noAuthNoPriv Username oly & o) Zof AF-&-2} o]
5 dAE AR
e},

v3 authNoPriv HMAC-SHA ol & HMAC SHA(X.<}F
A ¢ael %) 7)
WSS AT
U,

v3 authPriv HMAC-SHA DES HMAC-SHA &1
g5 7Iv TS
A&yt
CBC(Cipher Block
Chaining)
DES(DES-56) £

7Rk Q1S ]l
DES(Hl°lH 4%
8} 3% S6H| E ¢
33tE AlFFY
=
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SNMP =] ¢

Firepower A A] = SNMPoI| T}-& A 98 A& g o}

MIB =] ¢
Firepower A} A] = MIBel| ti3l] ¢17] A& AN ~E A LG}

SNMPv3 A}-87}H9] Q15 T2 EX
Firepower A} A 3= SNMPv3 A& 2} 2] HMAC-SHA-96(SHA) 915 L 2 & 25 A A3},

SNMPv3 A}-8-2}2] AES Z 2} o| M A| X 2 & 3

Firepower A A] = SNMPv3 WA #] &} 5. 8}5 Q¢ > efo|HA| L2 EF & 3}t 2 AES(Advanced
Encryption Standard)E AF-8-3} RFC 38265 534 T}

Tglol Al UM 3 B3 priv 342 SNMP H.¢F 5 815 913 DES A BJAFE B-1= 128H] E AES
A5 8t AT AES-128 73] 18 o] A& 24 81511 SNMPv3 AF-8-Zol| tff gk S 2lo] B A] H]
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Firepower# connect module 1 console

Telnet escape character is '~'.

Trying 127.5.1.1...

Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#
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