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KZH B G ZEN G KRR, B0 @ %, SRJ5 A4 Bevh i) 51 SO i, fiff
HH create Fi1 enter iy 2 1] 4y 52 U5 in] AU Z X 5. scope v 2 A EXTS, JFH
Vi ] CAFAE S

XTSI

RIS AR M A I 8. BRI R 0K 2 By & #0 5 RIBRSZ B B %
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PRI B A A MU R A AR Ay 4 DL AR CLI 87575

R1. TEGSEXNFURTH

R &R BFiremmns BWAR R AT

EXEC EH AR BT top 74> #

TGRS iEH T EXEC #i5[1] scope /adapter #
adapter 7%

Ak &+ EXEC #3 H scope /cabling #
cabling 7%

MUAH 1% FT EXEC #2301 scope /chassis #
chassis 772>

DONCY & iEH T EXEC #i5[1) scope /eth-server #
eth-server 7%

DA WY AT it G+ EXEC #5201 scope /eth-uplink #
eth-uplink 7%

ENE ) C Rl RS 3& H T EXEC Bzt scope /fabric-interconnect #
fabric-interconnect %

[i] £ iEH T EXEC #i5[1 scope /firmware #
firmware 7%

BRI N AN 1EH T EXEC #ix{[1] scope /host-eth-if #
host-eth-if 1y %

VAR &M T EXEC #2501 scope /license #
license 772>

4% iEH T EXEC #i5[1 scope /monitoring #

monitoring iy %
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security 4

A5 4% i&E T EXEC #i2L[¥) scope /server #
server iy %
R 25 BC B A i&FH+ EXEC #3 # scope /service-profile #

service-profile iy %

ssa T EXEC 15X [1) scope ssa | /ssa #
e
RY & T EXEC £ 1) scope /system #

system fir %>

RE#L HBA 1& 1T EXEC #5231 scope vhba | /vhba #

AN
i &>

FEALL NIC iE T EXEC BEU[f) scope vnic | /vnic #
i

VU A3 FH iy 4l e G 2

« createobject

« deleteobject

« enterobject

« scopeobject
FTELS scope 4 I TALATZAG 1% (TR KAR S, MBS « Hibir 4 T-0l
SRRV B S B o X TREAS ereateobject fir %, AFAEXS V[ deleteobject F1 enterobject fit %«
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deleteobject HHIBR 5
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MYECLI M AECE AN, AN HZMS, H2EHA commit-buffer iy 2 411, HEHEAS)H,
fic B i 2 A4 AT ARG FUR A, JET BT a discard-buffer iy 2 AT

TU@%* AT R N AR AL BT 2, TR LS $AS commit-buffer iy . ) DU /AT
B AT show configuration pending 1y 2 KA G RF b By 4

N

AR OB RS IEEAREAE . AT A ARG, R At 2 N B Ay A . FERE
1R E EP/\?&H:%WWJHU?()

MPTA rAAE T A AR BRASR, Ear S mfF 2 il HIVE S (%) fiIA commit-buffer @&, A
EESEE N

LR 75 0 S 7s S 7 A i 4 iy A\ S e iy 50

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #

CLI B 7E 73 B))

fEnT LABIN B 2 A5 R B AETEA R M APIRAS T r] A IE I

R MRS R AT AL AT AT AR, BN 2 BT BT BRI T o Hl % R E A BN
R, WIBEN 2 251 iy & A T B AL P A v I oCH 7 RS 4.

CLI =i PRl

Firepower 14 EEAE RGUE — IR ] A TG PR CLT S 1B £ PR i 0y 3 32 il i fEA AL
Ho
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* DNS k%5 #% IPv4 B8 IPv6 Hidil:
« B4
LA R, M yes, (RAAIENHBEE, oE M no, TR )T 4205 ) o o SE 1

U R PP O D) 2 0 T AT AN R B AE R S SRR AN, 1514 Enter
B

PAT 74 1] TPv4 45 P B0 BT

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch Mgmt0O IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

PAT 7 4d 1] TPve 45 Pl B B T

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch Mgmt0O IP address : 2001::107
Physical Switch Mgmt0O IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch MgmtO IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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77 18] FXOS CLI
T LUASE P4 A F255H 65 3 11 A 28 35 3 31 FXOS CLL, 0 IF 4 B4 o) 45 3 11 RS L oy (sl
BMRSE EIEEEl G SHOE T R
* 9600 5%
* 8 ML
* AR
e EAIR A
fs i LA ] SSH 1 Telnet #4485 FXOS CLI. Firepower A 3™ E#4F RS £ ¥ 8 4~ SSH &
Wz, TAUH] SSH iEHE, fEFF B AE FXOS HUA I /144 51 1P ik,
R T AEE B2 —, i#id SSH. Telnet 5 Putty %53K:

AR SSH &R KNG,

A ] SSH A Linux 258 3¢ .

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

18 ] Telnet M\ Linux £ ¥ 5%

N

AR AT DLE, Telnet &b T2 AR . A ¢A ] Telnet IULHH, 1S NCE Telnet , 25 45 T,

« telnetucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-gqa-10
login: ucs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|UCSM-ipv6-address }ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ues-ldap23\blradmin
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M Putty 7 i 65 5% :

o &7 uces-auth-domain\username

Login as: ucs-example\jsmith

)

AR WRBOA SRR E A, IF HAEE S SR E Y LDAP, &8 n] AT H
ucs-local\admin A Putty 2/ 3 6 AT BE HIE,  Horh admin & AHK 7 245K
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https://software.cisco.com/#module_Connect_42_/software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

wairge |
B sesssrTnsiigs

BRI RTRIEOARE

FXOS HLAEER AL B 454 A “SLProf” ) Smart Call Home FiR & S0, %304 T8 400 it bl
K1) URL.

scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

oo 4 &6 A 3y
B & & a1 A
P RN MU AU (S, 0] DLERACE HTTP AREE . S m VF nlAEAUR WL ENE, 20
FXOS HUAH o N BT RERK AT VR rTUEmK P 3R A3 13 2R 1D

UK

HIE1 (k) BCE HTTP UM, 25 18 Wi,
L2 VAR MR M Firepower 41 4% , 55 19 T,

(AJi%) BcE HTTP (KIE

G0 RAE A W 28458 B HTTP AREESEAT BRI U7 ), DU A0k R BE A ml i B AR E kit . AR — %
B+ Smart Call Home.

UK

S 3 HTTP {CHL:
scope monitoring scope callhome set http-proxy-server-enable on

i

scope monitoring
scope call-home
set http-proxy-server-enable on

P2 BE AU URL:
set http-proxy-server-urlip _address

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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i AHESR & ALHE R Firepower 2238% [

T

set http-proxy-server-url 10.1.1.1

BB
set http-proxy-server-portport

T

set http-proxy-server-port 443

AT X :

commit-buffer

[ FTIE A7 & WA E AR Firepower R 218 &

| (IR HEAELERA

MIEE M FXOS MU I, VR A UEAUA WA RS 28 K — 5K 1D UE+S FH -1 FXOS HLUFS -5V rl UEAA WL 2 7]
FIAE . B F FXOS LA BCRIAH N B P o JEE RS OU T, BURRP 2 — IR PR SE . (HE,
G0 5 TD UES A ) A e R i ek 3T, DO S R AT R T EEN A FXOS WA .

UK

FERREAE PSR, O 1875 St FXOS HUAR S I 2116 B 0K 375 3K 9142 Ve 4 R
7E FXOS ML H i A vE M2 fdt:

scope license register idtoken id-token

Tl

scope license

register idtoken ZGFmNWMSNjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZJIxXxNGQOLTEON] I2NDYx%$0AMDIzNT
V8N3R0OdAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD$0AY29NQTO0$3DS0A

SR R O R, T -

T

X FXOS HUA TS 2 K PN BR B . RGe MR v LB A VEAT IESRABCHIIE S . B5n] REZEIE
B LAREIBVE AT UE T80T 16) FXOS AL . s, ] DL AR AR5 2 2 N B 10 26 o

SRS 1D RS RSB T A e R LA, 1A

scope licdebug renew

ERAELLN, IDUEHAE 6 AN H AZhEAT Ik, VFATUERACEE 30 REEVT IR Wt 405 fn) HIBE R 1)
IR PR, B 7E Smart Software Manager HEAT T AR V7 nf S0 OS54 A, A& T B2 4 X 60 H -
BELAT N .
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%ﬁ##ﬂ

SR w4, AFEVFIPRE:

« show license all

wairge |

BRERAFVF AT RS B RERERA . UDIfE R BREMILRA . 2RaEHRE . AR
@\ﬁTﬂﬂh/ﬁﬁﬂ”ﬁﬁﬂE%c

« show license status

« show license techsupport

HeENHIF A ERIgER

ThRERFR TR 1t AR
I [ FXOS LA i) R ARHE BE ATV RT LI(T) TR AR VAT, AT DA SRV BV R IE . R BEVE

T DU S8 54 45
ﬁkuﬁﬂiﬁ B I VF T 25 4H @ﬁ”%ﬁ#ﬁT,%

IR AT DA E A TV R S SR R . A RE AR AT
e & AE FXOS HUARE H 5 | B F 22 A 2 (a3 4)

BATSINT LU R4 deregister. register idtoken.
renew. scope callhome. scope destination. scope

FIUEAN S5 5E FP 815 K0k

licdebug. scopelicense. scope monitoring. scope profile.
set address. set http-proxy-server-enable on. set
http-proxy-server-url. set http-proxy-server-port. show
license all. show license status. show license techsupport
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HRE&EIE

< PR, 21 W
« BRI A, 5823 0t
o ISR BOE BRGSO, B 23 T
o EEEERIN SR IRIEMRS , 5 24 T
o JORAR AR A SR, B 26 T
o ARG Gy IR R B R A Y, 5 26 1T
o g B IV ol P e K R B B, BB 27 T
o B E G RIS, 5 28 T
o MEFADD Sl B 28 1T
QUEEAH] ik, 5529 1T
TR A ] bk o, 55 30 0T
o WOSEUE AR bk, B 31 T
o THBRACHL S G B P A P sk, 5 31 0L

Fi Pk F
Rk T U RS % v DUECE 48 NASHL A Fk f o BEANF Pk 2 A 250G e — [ P 44 Fn
i,

EIB G

EFF&FE%W}JHFFFKF AR EMER . SRk e R G P Oy BOB T kT, A S AL
BRI BT E BN T s B ATEYIIG R SR PR P Y .

BLOYIK IR LN TESIRES . AR ANBEREE BRGNS BN RS SIS

%W«‘ s

i
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AR

Arem |

it B 44 565 B P i A

ASHb B A3 WAIE T bk S B Al U AT SR I E, I AT DL B B B AAA B PR AT
K BEE . — FARRH Pk P g2, 2 PR 8 . CASHASHU A bk - PRGN L A
SRS B PEM R . 40 S48 5050 Ja ] AR A B P o, ek o FR A Fim sk s, HoR
AR E (E5H P2 M%)

I BRI IER Ak A

TOFE G 4y I E ] bk S il ik LDAP. RADIUS 8% TACACS+ #EAT B 453 B AIF [RAT 2 F S bk 2 o

TR P TR R A b R bl RZe R bk, DUIE A b o e SR A 00K 78 o5 AR I FE
Fk TR RE AR

F ik A A

FH P Fmy DURC & AR e SO IRt . 3 7 Rk 3wk a), P roks g 25 o
BROELLT, H Pk ARSI,

e Pk P E S I H S, TevEik s R E O N B, AR, T DL A bk E AT R A
Bk #A H

ARz EN

FH 7 4440 0] FAE Firepower HUAR & BLES A FXOS CLI )8 5 ID. 24484 ik 2 70 &% ID I, 3%
2 B8 DL v DU RN B A1)

< BT ID ATLLALA 1 B 32 MR, AL R
TR R4
TR
_ CFRIZD
- CHRIZ
- (RO

* ok ID DbAE—

% ID MIBAFBEFREIT ko EANRE LAECF SRR IR A TSk, Bl R RIZk

< ¥R ID XA KRANE.

s AR HFF K ID.

QIR K S, ANRETT OB S 1D, IR K, B R

RT3

SRS T ARE N AR I K #O A T Ko FIAT A EE 01 B A A A BLRR (1 T 7T DR AR S D 5t
F P B AT S SR A . WUR R IR A B O R T, AR e 04 P 3 A
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AREE
giArrae [

FATE VAN #AL T AR A S o W SRR A s S A B I R T A S SR 2, Firepower Iy g
TERGUGAR AL AT & LU ZOR 10565

s WAL E b 8 MTAF, % 80 M4
WAL A /D DU =0
NEFRE
NEEST
e
FER AT
s AMIQEELLTEL 3 IRUL L4, {5140 aaabbb.
1L = ANELHCT, 91U password123.
AFHH AR, B8R AR .
o WAZIUIE Ik B A RS Ay o T, BN T DL A v i ML ]
AFEELIRS: § GRIufF9) 2 (a5 M= (55 .
o ASHBHT ORI BR G10K P R R NS R

/a‘\
/a‘\

>

53

NP AR
REAE R AR o
SR

XN RGN C T U AR . BTG OU N, WERNE B Gk 2y Fo e A 5, ABERE

&
pa

XTARGEE I R EAUR, ERES RGOS .

A 3b 540 35 E A P R EE RS EC & SO

5 NE B S 5 T A A B A BRI P P85 0 g Sk A SRR e S g TR e g s P SN RE A B
AL} 63 56 UE T 48 RE AN ] (103 T e S

TR LI RITE

fEF DA g Sl vt 25, AT DARH b A I S O Bk (0 ] ) S A T ] — i o 4 E B I
Firepower U7 fiff AL 5 G B0 UE T P 5 28T I3 b, e 2 4708 15 NS B AR Uy 5
(UG IR G AR S Bl R BF R AE R, SRR T DR 0 21 g S i s BB (8 i AN FE A A P e T PR 3 o
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B &S HBiIRs

Arem |

FIP s 25BN A A AL B 5 g S ad sk v Boh L B s A0, SR e A RE BRI . i, R
TR g S SRV E 8, A S IR UEH] P VA BT AL AR — N, BRI LA

W1k

BOAHOL T, SR 7 ST s BN 00 A A D sAC v 4, Se v Y RIS JEB A DA (2 6
DR AL, ] DA B A Ml 5 0 56 UE T R 0 D sl s vt £, R I EB A P DART S

FHYE O (B

3 e S A RO, AT A PR AR AS b B 4 B P 7 45 8 /NI B S SRR RS R . RARBIH T
i S 5 ) OB ) A A P A 0

BlfRECE it AR T
ARV TES No | BIENUA AVFER W JERITE | B, ZAEAH S I0UE A P UL

password change allowed)

SE /NI B0 T A b B 3 56 UE
[R5 0

IV S e ] e P |
1745 N2 0] BRNIESLR, 6
BRI FE G2 ok 24 /NE

WG 48 /NN A B E S e, i
BEATLL R B

 [F o Py B O BE B N AR

* JC I RE B E N 48

B SIEIRE N Fe i i B
24 (Password changes
allowed within change
interval)

BEIE T e A b S5 43 560E B 7 AT B
T TV ST A B8 50 R 1 e KK
#,

sy LUK B e m) e e o A1 1R
745 /NI T, B B R IR A
T O 10 2. BRNIELN, fiF
AT 53 55 UF T 48 /NI T i P
2 AT 2 KB T

WG, HEAEAH G 30E P
B G 24 /NI N B 2 SRVF— IR
L BTN WA

* V1) I P o 55 A I

s SHOTHEORE N 1

o O TR Tl 24

12 EA S0 B IERR 55

g2

HEN 22 A

Firepower-chassis # scope security

BEABRINBERL & il

Firepower-chassis /security # scopedefault-auth

FRAE BRI G KL :

Firepower-chassis /security/default-auth # set realmauth-type

HA quth-type UL N REEF- 22—

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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mrailgnwiiks I

*1dap - 532 LDAP S 51IF

* local - fi5 & A 5 47 i

*none - FLVFARMIH] 65k, JofiiRE %Y
* radius - f75& RADIUS G145 Uk

* tacacs - 417 ;& TACACS+ S35 4F

TR IR FEARIKIR R P AL, WERAT

Firepower-chassis /security/default-auth # set auth-server-groupauth-serv-group-name

SIS CAIE) Dy ARK (K 3 52 DR K e I ) 1] g -

Firepower-chassis /security/default-auth # set refresh-periodseconds
FRE M T 60 Al 172800 Z [0 R4 E . BRINE N 600 7.
LSRG H I R BRI, Firepower W JEHRAT R ST WA Web &l 03, HEARZE L.

FE6 (L) FRE A L UURETIE K 2 Firepower Al JEEAE R S8 A Web 2 L 45 AL I K $ (IR 1]
[ o -
Firepower-chassis /security/default-auth # set session-timeoutseconds

FaE— T 60 F1 172800 2 [A] 3%, BRINE A 7200 72 .

ER WIRN RADIUS 5 TACACS+ 40Uk B K 2% G (I, 1155 FE S 11 session-refresh 11
session-timeout [, G0 HE HH 7 R A0S BB EAT B O B0 IE
TRRT O R S 3 JIE 7 A BCE XA R 5 Sk
Firepower-chassis /security/default-auth # set use-2-factor yes
R OUARSHEIEMUEH T RADIUS A TACACS+ 4
15

PR8N RS EAES:

commit-buffer

PAR 7 1R BRI B 0 B UE B¢ B RADIUS,  H5 BRIA S A3 B e 3R R P 4L B provider 1, it HIXUA
RSOIUE, RRIHRBEE 7200 #2 (2 /NI, g U INYIRRBEE O 28800 2 (8 /M)
I HB AR S RiE. )5, #iES.

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 7200
Firepower-chassis /security/default-auth* # set session-timeout 28800
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

Cisco FXOS CLIBLE 5/ 1.1(1) i}
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Arem |
B aeRrRsEstEnR

3 \— 2 o VarXan
AmZAREEAEKEE
BRINEWL T, 48 LDAP. RADIUS B¢ TACACS WS M IEFE IR 2% 2% & 55 Firepower HLAH & #2485l

FXOS CLI T I #3F JLseRl iR . T 2e 4 il N, A e BRI VL L Sy (0 7 A g R e i
(55 1) AR o

fem] DL BLR Jy 500 A5 e A € SRS
assign-default-role

M g SO L RS S SR U RE PP AN BE o I f s (I S JE i B, eVl AR

R s,
AT .
no-login

M 2R T HOg FE S e SR AR e AN P A (g O S AR I, R ).
UK

pz A BN W

Firepower-chassis # scopesecurity

PIR2 AR AR A G BRI Firepower HUF T FLAS Al FXOS CLI ¥/ Vi) :
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

T3 ARG EES:

Firepower-chassis /security # commit-buffer

PATR 7 B A S R P P B A (S, AT 55

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

AR RWIER PR EEEERE

WA TSR ALY, Firepower W4 JEHAE R4 A SRV PIEREARF G o B 0 wE N %460 i
S RAEN , 2522 1) .

UK

T ARG

Firepower-chassis # scopesecurity

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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FIR2

ED L At PN A DO S |

T B A A O R e 2 58

Firepower-chassis /security # set enforce-strong-password {yes | no}

LA 7391 J P 2 s i S A 2«

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

A BB PR EC B & K H RS E BUREN

FIE5

IR

| (IR HEAELERA

BEN 22 R
Firepower-chassis # scopesecurity

BEN SR C B S 2 A

Firepower-chassis /security # scope password-profile

B A AR 3 £ 473 BEAIE T AR5 5 /N I 50 S 5 B R K

Firepower-chassis /security/password-profile # set change-during-interval enable

FHRE AN B 0 560 I P ) 8 B ) B8 P DS S ) 1 e K B

Firepower-chassis /security/password-profile # set change-count pass-change-num
ZAE AT LA T 0 F1 10 2 18] (R AF B
FOE B NN RIS TAIBCY S SR BN B 14 (Change Count) ‘7B 45 i€ (18 -

Firepower-chassis /security/password-profile # set change-interval num-of-hours
AT LUEAT 1R 745 /N2 AT 3

Bihn, W% B E N 48, B itE (Change Count) PR E N 2, A AL 4 5030E ] )7 7F 48
NI S PRAT R 250 B O RE IR I 2 WK

ARSI EAL 55

Firepower-chassis /security/password-profile # commit-buffer

PLR 781 3 <[] B J99 1) 24 (change during interval)” ZEI, K S oo B0 & o0 5, 4% B o5 m) b e
N T2 /NI, JF HAAES

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

Cisco FXOS CLI B E#5751.1(1)



prgE |
B reurstExan

A& REEC & Jo BB ol 8] [

g S B NGl S
Firepower-chassis # scopesecurity

T2 HENERCE SO 2

Firepower-chassis /security # scope password-profile

SIR3 AR S T RE

Firepower-chassis /security/password-profile # set change-during-interval disable

SERA SRE A S ARG A S SO i A A A 1) dee DN I R

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
AT LT 1R 745 /N2 AT 3
4n 5K 18] B #A 18] 52 24 (Change During Interval) J& 14 1% & 5 ZEF (Disable), % 1) 7] BoKs 4k 2006

TS ARG EAES

Firepower-chassis /security/password-profile # commit-buffer

DL 7l A% AT [a)R& U118 55 2% (change during interval)” EX0, H4 I 5E chla] kg B &4 72 /NN, BT
55t

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

&80 RicRiTE

~'

g S W YN B

Firepower-chassis # scopesecurity

PER2 N RECE SO A

Firepower-chassis /security # scope password-profile

TIRI  FE A G IR UE ] A G R, AR R, AT LA A DA o

Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZAE AT UAEAT 0 AT 15 22 8] AT = AE

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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EOAEOL T, i BIER T (History Count) 7B BN 0, XA 1 Sic kvl 8, AR Bl
A RE % T A 2 /iy A 65

AR GERC EAT 55 -

Firepower-chassis /security/password-profile # commit-buffer

PR 7 B 5 128 % g Sl s vk B0 HLfA TS5

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

B AR A kP

| (IR HEAELERA

HEN AR

Firepower-chassis# scope security

QUEEH IR -

Firepower-chassis /security # create local-user /ocal-user-name

FREAHA] ik 28 HlE 2 B4R -

Firepower-chassis /security/local-user # set account-status {active| inactive}

acwi Al SRliUE R TR
Firepower-chassis /security/local-user # set password
NN password
AN password
) R 4T

Firepower-chassis /security/local-user # set firstname first-name

CRIgE) R gk K

Firepower-chassis /security/local-user # set lastname /ast-name

(Alig)  FRE ik I H I month Z8UE A B R IIHT —ASF-B

Firepower-chassis /security/local-user # set expiration month day-of-month year

AR Nk R E R H IS, JovRRek T OB B AN SR, SR DUk RE T
I oFT 30 H 3.

CAre) g - R k.

Firepower-chassis /security/local-user # set email email-addr

(Aag) 4R M Bl 5 i

Firepower-chassis /security/local-user # set phone phone-num

Cisco FXOS CLI B E#5751.1(1)




B xR sks

FIR10

TEN

Arem |

(Al ¥ TR V5 0§ SSH %41 .

Firepower-chassis /security/local-user # set sshkey ssh-key

FAMESS .

Firepower-chassis security/local-user # commit-buffer

LA N7l 6044 2 kikipopo (R MK ™, SR AT K™, K il s B fool2345, I HAMIAMTSS

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

PR 7RG 44 4 lincey I Pk, a3 P, 15 OpenSSH %58 LLEAT L% 05 vy ), I H.
PN

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ugq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10p9LDpD
m8HPh2L.OgyH7Ei1MI8="

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

DL /-G 44 A jforlenz (I ik, Ja Ak P, 152 Secure SSH %54 LAREAT L% 05 1 [l
I HHIAMESS

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
User's SSH key:

> --—-- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAuUo9VQ2CmWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEwWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> ---- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

A PR ZS 3t A P ik

LI

%
g
N

BEN AR

Firepower-chassis# scope security

TR A b -
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HIESERA AP KF

Firepower-chassis /security # delete local-userlocal-user-name

FIRI ARSI EES

Firepower-chassis /security #commit-buffer

LAz INBS: foo FH MK, I FLEIATES5 -

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

AESUE R AR P ik A

TRAB LI B A AAA BURITHT ™ A RESAH Blids AT Pk P
UK

T AR

Firepower-chassis# scope security

P2 NS R, BEAAHI ] 22
Firepower-chassis /security # scope local-userlocal-user-name
BRI SRE A kORI SIE R RS SRS
Firepower-chassis /security/local-user # set account-status {active | inactive}
ER O EHOIR IR BCE NS . AREE
G

DL 7- 8 5 I —A~44 4 accounting (KA H] ik /7 -

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

AR BRI UE R PRI ERS A RIER

UK

T AR

Firepower-chassis # scopesecurity

TER2 FEACHRE MR AR 2 4K

Firepower-chassis /security # scope local-user user-name

Cisco FXOS CLI B E#5751.1(1)
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$IE3

$IE4

TTER TR E F IR R s g S sk

Firepower-chassis /security/local-user # clear password-history

ARG EAE 55

Firepower-chassis /security/local-user # commit-buffer

PAF 75491 e 62 1 g s s o 8O F BT 55

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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AR5 3R

© RTWURER, 53370

* M Cisco.com FEMAE , % 34 1T

* ¥ Firepower N4 EHRAE R 48 HAFIE FHE] FXOS HLAH » 4 34 I
* Jt4k Firepower W4 JEHAE RG-SR, 55 35 1T

o BRI A A WUE N E FXOS HUAR , 58 36 1T

© ORISR A WS IRA , 37 T

X FHRIEEE
FXOS HUAE A H W% 43 PN FEAC S AY

A

ER TR A I 2 A H B A TR AR ARG . 1) MEAT T B SR, IR GRS R

UEE IR

« -5 45 (Platform Bundle) - Firepower *F> & #4572 — R ¥I& 17 {F Firepower & B 5 |2 A
Firepower ‘% AL/ 55 )2 AMAZ G . 1 SR 2 Firepower 1™ EHAE RE AL,

* % [ (Application) - N RIS ARLE 22 A/ 51 B FIFXOS HUAE L E8E BB mu g . N A g/
h R A SO (CSP) AT ASAT, TR0 8 B e a5 | 2 /iy, Abre g iy % b, &
5@ 0d, sBE AR E R SO M . MO 111 J2IEH T ASA [HE—n] HI WY
FHWUR o 18R] DL ] — Y G SR 1 2 N AN [ AR A7 (E Firepower B EE 5[4 |-,

A

AR WUOREIEETI O G RIS s AN WG, B0 ST G R

Cisco FXOS CLIBLE 5/ 1.1(1) i}
| (RS ELMEA
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. M Cisco.com T iRi&

M Cisco.com T AL 1%

Fra6 Z 8
#0754 Cisco.com I f7,

UK

S A L 528 30 B http://www.cisco.com/go/firepower9300-software B http://www.cisco.com/go/
firepower9300-software.

FXOS HUA AT T 3 00 7600 B s 4T T
T2 ERIEARRIEBE, SRR BRI L.

¥ Firepower AJ 4 R #{E R4t ER1HAR1G T 2 E FXOS #1175
&7 LUl FTP. SCP. SFTP ok TFTP ¥4 FXOS /-5 & %] FXOS HLAH
FriaZ Hl
BRSSO DA R A R
o S5 NILHE DUMILAG ) AR 5545 (4 TP bkl R 43 B0AIE AT E
* FXOS WU 3L 1) 56 42 PR E 44 FR

UK

FE HEAEFRA

Firepower-chassis # scopefirmware

B2 Tk FXOS #Afmfs

Firepower-chassis /firmware # download image URL
L R ETR L, WIEAE S NSO € URL:

« ftp:// username@hostname / path

%

« scp:// username@hostname | path
« sftp:// username@hostname / path
« tftp:// hostname : port-num / path

PRI IR FEO R, AT LN ERAE:

Firepower-chassis /firmware # show package image name detail

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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| migem
74 Firepower AT Bi2ERGTaESE [}

DA 7- B SCP il 52 et -

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

7t4% Firepower AJ | RIZIERF T MY E

FFaa Z 8
M Cisco.com FE &L HAEMS (S Cisco.com PG , 26 34 T1) , REH LG
TR FXOS WA GEZS IR Z % & AEmg N3] FXOS M4 » 55 36 11D &

UK

L1 EREF| FXOS CLI (& ik FXOS CLI, 26 12 71 .
B2 BN

Firepower-chassis# scopefirmware

pZ R YNERIEE I W

Firepower-chassis /firmware # scopeauto-install

SIA 2% FXOS V- H gL
Firepower-chassis /firmware/auto-install # installplatformplatform-versversion _number

version_number J& I IEAEZHE 1] FXOS V- S IRRA S, #il4n 1.1(2.51).

WIS A yes, WHIINEMEgR AR, BRI no, FTHUH @R
Firepower W4 JEH#EAE RS TR, TG0/ BB A1t
ER6 ZNWFRGEE, AT LT ERAE:
a) i\ scopefirmware.
b) #i X\ scopeauto-install.
¢) %A\ showfsmstatusexpand.

Cisco FXOS CLI B E#5751.1(1)
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B sEEi s g T H2) FXOS I

-

BRI X ARG T 32 FXOS #148
&R LMEH FTP. SCP. SFTP B{ TFTP, &5 % A WLE SE HI2] FXOS HLAf -
FriaZ Hil
W HERE T BE  NLE SCAEIR LA R A R
o S N ILHE DULAG I IR 45 78 1 TP St kA0 St O 90 E FEE
o A G STA 1 56 42 R 44 B

UK

T NGRS

Firepower-chassis # scopessa

BEAN R B A A

Firepower-chassis /ssa # scopeapp-software

T3 FHIZEB R A AE

Firepower-chassis /ssa/app-software # download image URL
LU ERZ —, NIEE S A RSCIFEE URL:

« ftp://username@hostnamel/path

%
g
N

« scp://username@hostname/path
« sftp://username@hostnamel/path

o tftp://hostname:port-num/path

TERA T EGIRE, AT DU R AT

Firepower-chassis /ssa/app-software # show download-task

PERS  EEE O FEN, AT LT Ak
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

PER6 EAERENNITEAEE, AT LR R4
Firepower-chassis /ssa # scope app application_type image version
Firepower-chassis /ssa/app # show expand

AT 7n B8 ] SCP B sl S et -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

[l Cisco FXO0S CLI BL &5/ 1.1(1)

[ 36 | IR TELARA |



| migem

E#Z

| (IR HEAELERA

BB IR & HIAR IR AR A

Downloads for Application Software:

File Name

Protocol Server Userid

cisco-asa.9.4.1.65.csp

192.168.1.1

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version
asa 9.4.1.41 N/A
asa 9.4.1.65 N/A

Firepower-chassis /ssa # scope

Deploy Type CSP Type

Native
Native

Application No
Application Yes

app asa 9.4.1.65

Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application

Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This
mgmt-ip This
mgmt-url This

Net Mgmt Bootstrap Key for
Bootstrap Key Key Data

PASSWORD

is the role of the blade in the cluster
is the IP for the management interface
is the management URL for this application

the Application:
Type Is the Key Secret Description

The admin user password.

Port Requirement for the Application:

Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for
Management Sub Type
Default
Port Type: Cluster
Max Ports: 1
Min Ports: 0
Firepower-chassis /ssa/app #

515 75 B AR % PR AR

FHiEZHl

M Cisco.com F#EH T2 & &N HBUE GEZ 5 M Cisco.com Tﬁ@%@ﬁ 234 1)
[58)  32 A 1A 4 R A LAS T 483 FXOS HLAH

WUE T~ 3] FXOS WA (152

the Application:

536 71D

WERIE IEAETIOT S ARG BT — AN o S N TS, 6200 SETH 0T & IR .

Cisco FXOS CLIBLE 5/ 1.1(1) i}
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pZ N YN 3 S

Firepower-chassis # scopessa

SIR2 R BCE N BOEAE R 2 e B

Firepower-chassis /ssa # scopeslotslot_number

BRI 5 LB 7 S

Firepower-chassis /ssa/slot # scopeapp-instanceapp template

TRRA KT IRRAS BB A AE S BT PR U«

Firepower-chassis /ssa/slot/app-instance # setstartup-versionversion_number

FI]S  HARLE:

commit-buffer

WA RS EATSS . NHWR O, N R A 8.

PATR 7 B SE0T IR AE 2 4 pbibie 1 B3z 47 () ASA WG . TR, T LLEH] show i@ 2 BEHPIR

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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o SRR TP Huhik , 2R 39 T
o WCE HIWIRIE , 541 5
« Fi'E SSH, %5451

« Wit ® Telnet, %545 71

* it ® SNMP , 546 71T

o S HTTPS i1, %5 53 11
« FLE AAA, 554 0

c BERGHE, #6310

* Ml DNS 5545, 25 65 011

B EIE IP it

FFI6 Z B
AL FXOS CLI 34 FXOS W8 FreEr 5 1P Huik.

)

ER HCERLIP Muhb )y, AR bl BT 3L B Firepower MU FILAR 5 FXOS CLIFAT i
%o

UK

P11 EH:F FXOS CLI GEZ Vi FXOS CLI, 512 51) .
HIE2  HILE [Pv4 S EE 1P Mok, iEHUTCL R ERAE:
a) W E AT B a [HVEH -

Cisco FXOS CLI B E#5751.1(1)
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Firepower-chassis# scopefabric-interconnecta

b) BEAE YETE L IP Hikk, AR 4

Firepower-chassis /fabric-interconnect # show

©) HANLUR A4, BCE B A B P HhhE A G
Firepower-chassis /fabric-interconnect #
setout-of-bandipip_addressnetmasknetwork maskgwgateway ip _address

d) N RGEREATS

Firepower-chassis /fabric-interconnect* # commit-buffer

PRI BE IPv6 5 HL IP Huhik, AT DL N ERAE:
) BEEASHFEREHIK a (K5 .

Firepower-chassis# scopefabric-interconnecta

b) & E A IPV6 Ml E VG

Firepower-chassis /fabric-interconnect # scopeipv6-config

c) TEENE YRS H IPve Hullk, EMIALL T A4

Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) FANLUR 4, BCER A HE P HhhE A G
Firepower-chassis /fabric-interconnect/ipv6-config #
setout-of-bandipv6ipv6 _addressipvo-prefixprefix_lengthipv6-gwgateway address

©) i\ RGBS

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

PLT 78] C . TPv4 A5 B4 LA G

Firepower-chassis# scope fabric-interconnect a
Firepower—-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DU 7R BIEC & IPv6 & 42 TR 55

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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Firepower—-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipvée-gw 2001::1

Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

1 & H B FNET 8]

A

I R SCHIR R CLI fir & T8 BB H IR ], sl BB NTP IR 4s .

pEd e

B X

PIF4

| (IR HEAELERA

NTP B E VAL Firepower HUARAENT 22 BAEN AT LRI Z WD . iR iEH 84T, b
f£ Firepower HUAH o AR AENUAR g AT O A BE EAH I NTP 5.

ﬂf)\%%éﬁi%lﬁ:

Firepower-chassis# scopesystem

BEARGR S

Firepower-chassis /system # scopeservices

WHENX:

Firepower-chassis /system/services # settimezone

VBN, RGUR RN S TR T 0/ DR DX DCIORs B 4 AEREAS RETPR T AL i
NIE M HAE R

MRS E AL RS BN, RN NS E T IEMPXAER. BA 1 G2 FEATHIA,
AN 2 () WA,

AR CRCE RN, TERAT LT A
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

PR 251K i DB A RSP X, BAESS, I B os CRCE R X

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

Cisco FXOS CLIBLE 5/ 1.1(1) i}
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3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname

20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States

23) Greenland 50) Uruguay

24) Grenada 51) Venezuela

25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana

#? 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

)
)
)
)
)
)
)
)
)
)
)
)
)
)
16) Central Time - North Dakota - Morton County (except Mandan area)
)
)
)
)
)
)
)
)
)
)
)
)
)

17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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5hn NTP fR%2

7 hn NTP R 5528

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

G

r_l‘:i
i

Firepower-chassis# scopesystem

BEARGRSSAEA

Firepower-chassis /system # scopeservices

TR E R B4 IPv4 B IPve MBMERL S R &, AFILAEH] NTP fRk55 s

Firepower-chassis /system/services # createntp-server{hostname | ip-addr | ip6-addr}

AR GEBL EAT 55 -

Firepower-chassis /system/services # commit-buffer

DU 7 fgi4d ] TP Hihik 192.168.200.101 FiR B NTP R 428 3F B A AT 5% -

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

DL 7514 ] IPv6 kit 4001::6 Bl & NTP IRk 45 2% 3 HAfiAT55:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

IS NTP BR 53522

| (IR HEAELERA

g2

BRI

Firepower-chassis# scopesystem

BEA R GRS

Firepower-chassis /system # scopeservices

MW 58 2 EAL4 . IPv4 B IPv6 Hulikff) NTP R4 2%

Firepower-chassis /system/services # deletentp-server{hostname | ip-addr | ip6-addr}

Cisco FXOS CLI B E#5751.1(1)
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Firepower-chassis /system/services # commit-buffer

DU -4 1P Hihilk 192.168.200.101 [) NTP JR4-5%, I HAIAMT%:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PR 7= A5 AT IPv6 Hidik 4001::6 [ NTP %48, I H#AMTES:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F g E HHFIET )

N

AN AU LE Firepower HUAR b T35 B H AT 0] o R GEI RIS 8T B AERE

rags |

pEd e

WER ARG PP 2 {T IEAE S NTP Bk 55 85 A2, GOR JCik T2 B E H IR 1) .

BEAN R G

Firepower-chassis# scopesystem

BEAR GRS

Firepower-chassis /system # scopeservices

T & AR GE N

Firepower-chassis /system/services # set clock month day year hour min sec

XA, A RS =AY AU 24 ARG, S 7 pm AT RURACY 19,

RGN AMESCL AR TR AT X .

PAUR7n B BC & T AR GE e

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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Bc & SSH

PR 2P A 248 Wdn] i3 F 5275 6 Firepower HLAE 1) SSH U5 il . ERIATE L, SSH 4T FPIRES .
pUK

1 HEARGH

Firepower-chassis #scope system

B2 ARG

Firepower-chassis /system #scope services
W3 ERCE XS Firepower HUAR I SSH Vi), iHHATLL FEAEZ —:
* BLARVPXS Firepower ALAHEAT SSH Vin), &4 LU T fir 4
Firepower-chassis /system/services # enable ssh-server
BI04 Firepower HURHERT SSH Vi, Wi ALL F 4
Firepower-chassis /system/services # disable ssh-server

TR ARSI EES:

Firepower /system/services # commit-buffer

PL R4 3 HIX Firepower ALAR 1 SSH Vi 1), I HAf TS

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

fic & Telnet
LU N FE A28 el J5 FH B 2R A% Firepower HLAR P Telnet Vil o BRIANIEHL R, Telnet &b T2 HPIRZS

)

% HAl, Telnet FCE RABAAEH CLI KA i A .

B ARG

Firepower-chassis #scope system

T2 HEANRGIRSF

Cisco FXOS CLI B E#5751.1(1)
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Firepower-chassis /system #scope services
HIE3  UNLE X Firepower HUAH 1) Telnet V5 i), i5#AT A FEAEZ —:
* BLALVFXS Firepower HUARHEAT Telnet U5ln], 5 ALLT fir 2>
Firepower-chassis /system/services # enable telnet-server
o BEE 1% Firepower HLAAHEAT Telnet Vi), &EHIALLT i 4
Firepower-chassis /system/services # disable telnet-server

TR ARG EALS:

Firepower /system/services # commit-buffer

PAF 74 e 1 Telnet - HLAfIIAT 55«

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

AHB I AU 7E Firepower MUAF L E fi] 500 265 BB (SNMP). AR FEAIE R, WS FLUR &

i

%xF SNMP

{7 P19 2% A B (SNMP) & — AN HTZ B30, T T2 SNMP A2 BRLGR RIAQEBE 2 T1a] FR 045 B2 (1 EA
3o SNMP 20t T ArAEAC RIHEZSRIIE AT 5, AT T M2 R B R0 46 o ) 18026

SNMP HEZE = AN 70 20 i«
* SNMP & H 2% - FI T8 SNMP 21 01 W 22 0 248 ¥ £ TR S I &R 48

* SNMP fX# - Firepower HLAH P IAKAF414:, FT-4E4 Firepower HIAR N, IFi% 7 ) SNMP
EHLA A B . Firepower HLAE IS ARHA— R 411 MIB. )5 H SNMP {8 HE -4 5 H 2% Fl
AR Z MR, WL Firepower N A% 5L FXOS CLI W/ FH AL E SNMP.

RS KE (MIB) - SNMP R (13248 0 %454
Firepower HL4f % £F SNMPv1. SNMPv2c Al SNMPv3. SNMPvI1 Fil SNMPv2c #3 4 Fl 3 41 X 2
zat. A% SNMP 152 3, TS I LA R ARiE:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)

*RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412 (http://tools.ietf.org/html/rfc3412)

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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SNMP j& %0

snvpigzt [l

* RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
* RFC 3584 (http://tools.ietf.org/html/rfc3584)

SNMP i 3= B S Ao W SNMP AL A il 40 . IXSSIB AN AN SR A SNMP & B 28 A 61 R . 4N
AT LAFRRANE M P IGAE . TR A 80 JERWI T BUARAR M i o i e 2 AR sl A A

Firepower HLFEZE % SNMP 3B A1, 1F R FEBFOGE Y . FEPEAS W@ & T 58, R4 SNMP 45 BR2S A I
B2 B P AN 25 RGBATAT AN U2, 110 HL Firepower HUAR TGk 2 M B2 75 e 2] . B2B0OE 15 1 K 11
SNMP & BE 2SIl 21 SNMP Wi 3 B %k % C (PDU) #iiATH B WIS Firepower HUAH ¥4 i3 PDU,
BT BAFR RO IG5 R .

SNMP %2 2 Z LR FFLPR

SNMPv1. SNMPv2c I SNMPv3 7p SRR AN ) 22 iR . 22 A ik i) 2 25 O g, 1
SEREFE SNMP ¥ SR T 1 22 2 HL o

LATFYE A5 SNMP BB OGN ST it (B« BUR AR 52 1 B e 7 s ZE OR3P LA ALt
P BT O AIE . SCRFIR 2 AR GOk T SR 2 B . SNMP 2 2R SHF R 81— A el
AABLBR -

* noAuthNoPriv - 76 & 3 56 4iF 5 n 2%
* authNoPriv - B3 501E, (HICHN%
* authPriv - &} {50 1EF N
SNMPv3 [A] i $ it T 2 R 22 A 55 2 . 2 AR I8 S0 F P R 7 B A AR ) € 16 1 S A 6

UESRE o AR EEY R LRI VR 220N o R 0P R g T AL B SNMP
Hea B8 0 22 AL o

3 #5H) SNMP & =R BV A H S

| (IR HEAELERA

TRV T 2 ARG AL 5  SC
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B svwrezema

=4

SNMP %= £ 8BV FNZR 71

FERE

=E 7

S5

I

REHEH

vl

noAuthNoPriv

AP R

iy

A AT R DL
P HEAT 54 I

v2c

noAuthNoPriv

AP R

iy

A AT R DL
P HEAT 4 I

V3

noAuthNoPriv

M4

iy

AL 42 DLt
T 5 IE

V3

authNoPriv

HMAC-SHA

iy

AT HMAC
LARWHNVEE
(SHA) 11 517 5%
UF

V3

authPriv

HMAC-SHA

DES

AT
HMAC-SHA 5.
FI S AR, BRT
T g gk
(CBC) DES
(DES-56) hrifEfr) &
PYIAIE, IEEAEEL
P @ b5tk (DES)
56 7%

SNMPv3 £ £ Ih &

SNMP 7%

SNMPv3 I 34 104 2% i £ 473 56 10E A1 %5

+
@i

fE, SR i i 2 4 Ui ). SNMPv3 XA E RS

BT HATE T EAE, JEN% SNMP V4 S . SNMPv3 2511 7 (1) 2415 A (USM) $511) /& SNMP
MR A, REETIIRS

* S TEHENE - B ORI B BOA DURZ AU 7 3 S A s, 8 R S0 A 14 S 5 R A

© T SRR Y B A BRI - DR RO PR T R T 5 4 AT BRI

AEE R 2.

o SR EATINE - ORI SR A B ER 4 RN LR BERE

Firepower HLFi % SNMP $241E 41 3 ¥
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| Fewa

rASNvPiEESNMP E |

MIB 3%
Firepower NI SZH07 MIB 1) 215 17

5] SNMPv3 [ B 44 38 IE T3
Firepower HLA SCHF Ml 1) SNMPv3 HI ] HMAC-SHA-96 (SHA) &7 B iE 103

T[] SNMPv3 i P #9 AES F2FA Y

Firepower AL 1 F = 24 0 % bR UE (AES) 15 4 H - SNMPv3 i1 BN (1) — AN BRA B, I A4 REC
3826.

B LB EY, priv XEIH 4 SNMP 224 a5 44t DES 58 128 fi7 AES &5k, i 48 1 AES-128 fid
%, JFHALE SNMPv3 H 7 I BaAA %05, Firepower HUAEHEAE FH LB FA AL A2 B 128 £ AES #4H .
AES BRI /04 8 NFAF. WHR DA MR, B LR EHRE 64 NT1F.

/2 A SNMP B2 & SNMP E %

| (IR HEAELERA

BEA AR
Firepower-chassis# scope monitoring

J& I SNMP:
Firepower-chassis /monitoring # enable snmp

HEN snmp #1 XA :

Firepower-chassis /monitoring # set snmp community

Hi\ set snmp community fr% )5, RGGHEREIEAN SNMP X,

7€ SNMP #E[X o HHIAE DA AE N B o AL DA AT LORME R R 74 R, % 32 MR

Firepower-chassis /monitoring # Enter a snmp community:community-name

FRE 15T SNMP [ RGIR RN . REIKR AL AT URAT R 7R AT R, 2 255 74T, 1
D S 3l Bk B A4 AT 56

Firepower-chassis /monitoring # set snmp syscontactsystem-contact-name

i€ SNMP AR (IR454%) 84T T ER BEHLALE . RGALE LR LOMER PR 7,
Z 512 MR

Firepower-chassis /monitoring # set snmp syslocationsystem-location-name

AR GENC EAT 55 -

Firepower-chassis /monitoring # commit-buffer

Cisco FXOS CLI B E#5751.1(1)
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PLUR 7R )5 ] SNMP, it '® 4% 9 SnmpCommSystem?2 ] SNMP 411X, it 44 4 contactperson [ R 4T
RN, MCE %N systemlocation (IR AN E, IF HAHUITS:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

ETRARIE
B33 SNMP FABFFI 7 o

£1)3Z SNMP [

SR8

UK
BEAN MR

Firepower-chassis# scope monitoring

J& ] SNMP:
Firepower-chassis /monitoring # enable snmp

T E B ENLL . IPv4 HulikEL IPve Huhl-6): SNMP FEHF.

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

7€ T SNMP BB SNMP 41X 44 :
Firepower-chassis /monitoring/snmp-trap # set community community-name

i & FIF SNMP BB 3ty 11 2
Firepower-chassis /monitoring/snmp-trap # set portport-num

fig € FI T B BF ) SNMP R A IR 5

Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}

CRIIED 4R E ZERE I R

Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
BT LU
* BB (traps), WA A IERE v2e B v3.
1B (informs), WA RAIEF: v2c.
IR AEROYRCARIESE v2e I, AT DURGRIE il
Ko

CArae) WSRO RRASTEFE v3, TR 5 BB QAR -

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}

ST BT DA -
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e snmp iart Il

 SAIRE (auth) - G S BWAE, (HAA N
* TS HIIE (noauth) - EAT S UMK IERI N
* BBR (priv) - A B BAE AT 2

TR ARSI EES:

Firepower-chassis /monitoring/snmp-trap # commit-buffer

PAR 715 HI SNMP, A H] TPv4 #ihil- G SNMP (B, 5 € FBIRRE 7630 1 2 _E A ) SnmpCommSystem?2

FEIX, KRR BCE N v3, KB SIE TR E N BalE, R v3 BBR B E D AR (priv)” . IF BT
%

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* set port 2

Firepower-chassis /monitoring/snmp-trap* set version v3
Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

#
#
#
#
#
#

PAR 713 HI SNMP, A8 H] 1Pve M- Gl SNMP [EBF, 7 7€ B BIRRE £63 11 2 L A3 SnmpCommSystem3

FEIX, KRR BEE N v3, KB SIZE T VCE N BalE, R v3 AR B E N AR (priv)” . IF HAAE:
%

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* set port 2

Firepower-chassis /monitoring/snmp-trap* set version v3
Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

fEx SNMP &R

FTE1 AR

Firepower-chassis# scope monitoring

T2 MR iR EHLA TP HuhE ) SNMP [

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

T3 ARG ALY

Firepower-chassis /monitoring # commit-buffer

Cisco FXOS CLI B E#5751.1(1)
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Tags |

DL -G MIER A7 T 1P Btk 192.168.100.112 [ SNMP falE, 3 BifiiAMT %

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

£1)32 SNMPv3 I

$IE5

IR

HEA AR

Firepower-chassis# scope monitoring

J& Hl SNMP:
Firepower-chassis /monitoring # enable snmp

BIEEFE E ) SNMPv3 /-

Firepower-chassis /monitoring # create snmp-useruser-name
I\ create snmp-user T2 )5, RIKIEREHINE,

JA FHEZE T AES-128 s (4% -

Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
BROAEOL R, 45H] AES-128 %

i T R AL

Firepower-chassis /monitoring/snmp-user # set priv-password
Hi\ set priv-password i 2 )5, RICKHE R AT NS FAR S

AR GERC BAL 55 -

Firepower-chassis /monitoring/snmp-user # commit-buffer

PLR 72590 3 ] SNMP, 81344 4 snmp-user14 [ SNMPv3 J /', J3H AES-128 I, #&E S ig Ak
R, It AL

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower—-chassis /monitoring/snmp-user* # commit-buffer
Firepower—-chassis /monitoring/snmp-user #
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mrzsnmp3 e

il SNMPv3 F F
oL

TE1 AR

Firepower-chassis# scope monitoring

T2 WERSRE K SNMPY3 )
Firepower-chassis /monitoring # delete snmp-useruser-name

T3 ARG ALY

Firepower-chassis /monitoring # commit-buffer

LLUR 7~ B IR 44 oA snmp-user14 [¥] SNMPv3 H 7, I HEIATES:
Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # delete snmp-user snmp-userl4

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

520 HTTPS i

TRIATE LR, 7R L 443 B HTTPS RS HVEZ5H HTTPS, HAT LU dumd, BT
HTTPS %4,

T ARG

Firepower-chassis #scope system

T2 ARG HA:

Firepower-chassis /system #scope services

PR3 IR T HTTPS 81
Firepower-chassis /system/services # sethttpsportport-number

M port-number F5 & — NN 1 F1 65535 2 [MI#EH. BRUIEDL T, 7R 1 443 ) H HTTPS.
TIRE WA RANETSS:

Firepower /system/services # commit-buffer

HSCHTTPS 4 S, Fr =67 HTTPS il #iifs il )™ fq ZEA AT i 11 58 £ 5% Firepower 4l
M, W Ps:

https://<chassis_mgmt ip_address>:<chassis_mgmt_port>

HHp <chassis_mgmt_ip_address> J& G NC E I § A 18] Firepower ALAF 1) 1P Hihksk =014,
<chassis_mgmt_port> = REWINIBCLE ¥ HTTPS i 1.

Cisco FXOS CLI B E#5751.1(1)
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BcE AAA

%F AAA

Taigs |

LUR7RBiKs HTTPS S 5 Bl 443 JF HAFIAES

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

RN DG BIAE, AR . AOGTHEAER, ESH LN E .

AAAZ ARG, TR LB DT ) PAT SRS DAt AL A D0 B Rt e 25 3047 11 3%
P A4 ko IR SERERENS T A AT W) 4 BRI 22 A VT 5 A S EL L

S48

SRS T MR IR BT, IR e T A RO T A A R, RS
KTV . AAA JRSS ERE B 3 3ok FE Uk 55 H e vh A (0 JLAB D P AR IEREAT E . 2R
SEUEVLEC, WIAVERI V7 2. W R AEUEATLE, W5 G 06 UE R, I ELE L8717 o

TR LK FXOS HUARBC BN AU A0S B R T B 0 B0 E, GG RL R 2l
« HTTPS
« SSH

&
RO i S A (IR B2 SCVRIT P U IRl WIRLE SRR (iR Bl L BRI SS . R AT B B
UEJE,  ATRESHBOZ I AT 2 RS I A U7 1) B 3

iChik

IR T AR ) ST TR A B s, I RT LA 2R 8 I TR S8 st P A 2 13 ) A B
P BE R ROl S SR S IR ST SN A A5 RT3 A5 SO T AT B
T3 EHI T BRI TR R Bl .

SAEIE. FIFICKZ B E

T ARSI Y B i S e Eh e, AR AT LR S BB IR D RE R S A o AR 28 ZER ST Y P it
TSy RAE . AT LA Ok DO g, thn] LUREIE S B (3 B e AN A S REE 5
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AAA iR 55 2%

AAA S5 N T HEAT U IR I I 2 i 55 4 o SR IRIE ] T AR o SRS, X LL5eng
iy 5 2ol SOy S R A FH P REE U 1) DR LE BEPSATIR 55 o SRS I () A AL B A TR R, IX L BHI]
T AT,

A EIE B S H

Firepower HUFAES AU 4, 80T LLAE LRI ] P B F . 48T DU T A 3 A0 AAA
M 55 25 RS A HAIE . FBILIK

A& LDAP 1R {2 =

B & LDAP 22 FFRYE 1%

| (IR HEAELERA

FE AT S5 FH G LV J X T SRR M BT SRR PP i & R BN BB . W R N R AR P B A5 A
XL PR BEE, Firepower I EARAT R GOR A HT 1% 15 B F RIS BOA R EL

WA Active Directory {F 4 LDAP R %5%%, 1 1E Active Directory AR5 -H 8 FH ik - LAY &
Firepower N ReHAE RS0, Bk /N HAT AN I B (1) 2685

UK

BEN 2 AR

Firepower-chassis# scope security

N 24 LDAP #3:

Firepower-chassis /security # scope ldap

AR A5 i 52 R P Rl SR AT B PR R

Firepower-chassis /security/ldap # set attribute attribute

PR A 5 45 5 DX A4 R S A T B A R

Firepower-chassis /security/ldap # set basedn distinguished-name

AR5 4 i i DE A 0 SR A T R PR R
Firepower-chassis /security/ldap # set filter filter

BCEAEVE W] LDAP IR 55 as OGP AT,  FRGEN A4 M 55 i At e 2 FR) R 1) 1) g% «
Firepower-chassis /security/ldap # set timeout seconds

ARG EAL S5

Firepower-chassis /security/ldap # commit-buffer

Cisco FXOS CLI B E#5751.1(1)
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Bt & LDAP 1211125

N

LR 7”44 LDAP JE % & A CiscoAvPair, JFIEREX M4 & A
“DC=cisco-firepower-aaa3,DC=qalab,DC=com” , Kl JE#% 15 & A sAMAccountName=Suserid, 4
IR E R S #P, I HAATESS

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

pEd e

5 LDAP H 7 [¥) userdn 81t 255 MFEFF, PSSO RN

ETRAERIE
@143 LDAP $2EFE .

£l3Z LDAP 1R {32+

Firepower W4 R ¥/ R G i % 3 FF 16 1~ LDAP 4R 7 .

FHIEZ Al

WAL H Active Directory /4 LDAP ili45s4%, 15 7E Active Directory i 257 HH G H bk 7 LA &
Firepower AJ " JEEEAVE RS UK ;N B AT /KA I J ) %0

UK

HEN 22 A

Firepower-chassis# scope security

HEN 224 LDAP R

Firepower-chassis /security # scope ldap

G172 LDAP W45 #8524, HEN 24 LDAP R4 2t

Firepower-chassis /security/ldap # create serverserver-name

R SSL 2 a H, server-name CIHH 4 TP Huhik 5 FQDN)D AZIURS A1 VC B LDAP IR 55 2% 22 4 UEH 11
WHZFK (CN)o FRAEFE T IP Huht, FNAZIALE DNS R4

CAIEE) B LDAP @bk, FIRAFAE ™ A (00 X it B A0 -

Firepower-chassis /security/ldap/server # set attributeattr-name
PEJE PEAR 28 e — DN AFRMER . RGUER T i A UL HC e 1 44 PR AR
A AT, BRAECCA LDAP 3R A4ERE) P BE T BAEIE.

(FIIE) (£ LDAP R LM P B e Dl 40, AEBURIRE R, g fE ] P 80 AR 20
AR LT P 44 3R IUT 1Y) DN B, RS 43Y M TF iR 48 2% «
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$IE10

TEN

TIE12

$IE13

| (IR HEAELERA

[EA LE o) |

Firepower-chassis /security/ldap/server # set basednbasedn-name

SLht DN (KR m] L B R KK 255 AN 4508 2: CN=username K J%, o, P B bRl 23840
H LDAP 5 3561k 7] Firepower HLAH #2351 FXOS CLI I fEHH /o
AN A I, BRAEC A LDAP $R B 3CE T BOAJERT DN,

(AlHE)  h LDAP 3 Ak BB X 544 (DN), %MK /o6t 56l DN R (195743 % G SR &
BB :

Firepower-chassis /security/ldap/server # set binddnbinddn-name
SCRFIR R R P AT HR B 255 A ASCIT 74 o

CHIIE)  #5 LDAP ZZRFIG VRS 2o SOLag s i1 ) 44

Firepower-chassis /security/ldap/server # set filterfilter-value
A T, BRAEC N LDAP $2AEFE 7 B E T BT pE 8s
S E b gE5E DN 48 7E 1) LDAP il ek 7 1 e 256

Firepower-chassis /security/ldap/server # set password
AT LU AR ARHE ASCIL 4%, HA%. § (95D L 2 () Bi= (BF5) BRAb.
TEWCE A, TELEBEN set password 12 )5, 1% Enter §, FAEPE RTINS N S P

(A[IED  4R%E Firepower nJ 4" 4R REE AL LS ALRE =08 I P 2EAT B 4 B8 IE (R Gy

Firepower-chassis /security/ldap/server # set orderorder-num

(AIE)  fi5E 15 LDAP JIR 55 48345 3 1 o AnvfEdi 15504 389,

Firepower-chassis /security/ldap/server # set portport-num

L5 LDAP fiR 55 a iy, o M s A -

Firepower-chassis /security/ldap/server # set ssl {yes/no}
I E
* yes - ZRNGH . WA TCVE RS, R R
*no - 2N . SRS B EAISCORIE .

LDAP {§i[H] STARTTLS. X foi/F{i % H 389 BEAT N 15 .

80 RGAERN 2T, 2XIE R LDAP il I R AR 2 (IS 1) CARR G A7)

Firepower-chassis /security/ldap/server # set timeouttimeout-num

EN—MT 1860 Fz (Al e, sigsmA 0 () , LUE ) LDAP $2 (LR B 48 52 14 e i)
fi. ERIMEN 30 7,

7€ SRt LDAP SR AURE 7 sl 55 4 VE AR 15 B A IR «

Firepower-chassis /security/ldap/server # set vendor{ms-ad | openldap}
EIGLIT «
* ms-ad - LDAP $2{{tf#)7 /& Microsoft Active Directory

* openldap - LDAP $#&tF2/ 74 & Microsoft Active Directory

Cisco FXOS CLIBLE 5/ 1.1(1) i}
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TR ARSI AL

Firepower-chassis /security/ldap/server # commit-buffer

LR/~ B 05 4400 10.193.169.246 [1] LDAP e 25 #5554, BCE P DN %0, W7, il 1. SSL X

B AR, JF BAAESS:

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server #

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

H= e S

PUR 7~ Bt 42 24 12:31:71:1231:45b1:0011:011:900 f) LDAP AR 5525561, W E YL € DN. 265, Ji

JP. Bl SSL. . ML, I HAfAMES:

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server #

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

H o 3 3

B LDAP 12 {32 Fr

T ARG

Firepower-chassis# scope security

T2 HEN LA LDAP Bk
Firepower-chassis /security # scope ldap

TERI MIERTRE RS54

Firepower-chassis /security/ldap # delete server serv-name

TR ARSI ALY

Firepower-chassis /security/ldap # commit-buffer

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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CL Rl liR 44 4 1dapl 1f) LDAP lg5#%, JF HAfAMTE S

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

fic 2 RADIUS 12&£i2F

B & RADIUS 2L FRIE S

FE AT 55 RO LK) J P T RIS (R e e T 5 R BB . SR MR R P AR AT
XL R VRN BEE, Firepower I JEIRAT R GOR A % U B I B BRI B

p A BN S W

Firepower-chassis# scope security

P2 P4 RADIUS Bix:
Firepower-chassis /security # scope radius

T3 (L) IREEEWIIRSS S TS ZHT, BBty RADIUS 55 @ AT I8 15 AL :

Firepower-chassis /security/radius # set retries retry-num

FEA (W) WEATIIRS S ORI, RENERF RADIUS 5% 35 A i [ R IR i) 1] B -

Firepower-chassis /security/radius # set timeout seconds

TI]RS ARSI ES:

Firepower-chassis /security/radius # commit-buffer

LA 74K RADIUS S8 & A 4, Ko IN TR 55 30 7, JF HAfiAE 55
Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # set retries 4

Firepower-chassis /security/radius* # set timeout 30

Firepower-chassis /security/radius* # commit-buffer

Firepower-chassis /security/radius #

ETRARIE
B4 RADIUS #2452 % .

£l RADIUS 12 {HtF2F
Firepower T4 JEH:/E R4 2 % 4F 16 1> RADIUS #24F %

Cisco FXOS CLI B E#5751.1(1)
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B &= rabius 2R

$IE9

BEN 2 AR

Firepower-chassis# scope security

%24 RADIUS K
Firepower-chassis /security # scope radius

@7z RADIUS RZ5-2% 5245, HEA %4> RADIUS IR 4523453 .

Firepower-chassis /security/radius # create serverserver-name

(ni%) 45 H T 5 RADIUS JIR 454538 47 (1% H o

Firepower-chassis /security/radius/server # set authportauthport-num

WE RADIUS il % #5 % 8-
Firepower-chassis /security/radius/server # set key

LWCEEYUE, BN set key @4 )5, % Enter 8, JFAEST TN FYHE.
CAIE)  fig e b iR 55 2 R WU o

Firepower-chassis /security/radius/server # set order order-num

(ATE)  BUEAETEWI RS 4 R M AT, FOr 2l RADIUS g% de b4 738 15 R

Firepower-chassis /security/radius/server # set retries retry-num

FREAEIE IR S5 48 CORMIZHT, RGN SRS RADIUS [ 5545 A i 1 PRI 8] T B o

Firepower-chassis /security/radius/server # set timeout seconds

iR WERECH RADIUS R AR Pt BN 38 S I e, S U IE B4 i 18 AT (Timeout)
fE.

ARG EAT 55

Firepower-chassis /security/radius/server # commit-buffer

PAUF Rl — 444 radiusserv7 IRIIRSS 2855450, K5 B 0350 TF iy 11 12 Bk 5858, KRB E A
radiuskey321, BT UE D 2, W ERIREBE N 4, KM E D 30, JHHHEESHEAE,
HAHIMTS

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv’7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2
set retries 4
set timeout 30

#
i
#
# commit-buffer

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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m & Tacacs+ 12tz I}

fB% RADIUS 2 {12 =

BEN 224

Firepower-chassis# scope security

Bk %4> RADIUS f5:

Firepower-chassis /security # scope RADIUS
TR 415 R R R 55 4% <

Firepower-chassis /security/radius # delete server serv-name

WA R G EAE S5

Firepower-chassis /security/radius # commit-buffer

LR 7”0 B8 44 4 radius] B RADIUS RS 28, If A5

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

BcE TACACS+ 12 {12 F

BC & TACACS+ tRfiti2 FRYE 1%

| (IR HEAELERA

10 AT 55 A C 5 1) P T T eSS IR (R e A SR (R e e T 5 BRA W i SR AN R e R AT
X LC R R (1) B, Firepower AJ 4 JE#AT R GURHT i B T 2B BRIA B

BEN 22 A

Firepower-chassis# scope security

HEN %4 TACACS+ 1
Firepower-chassis /security # scope tacacs

CAIE)  BEEAETE MRS s ORI, RGNS TACACS+ [R5 i A A ey I F) IR 1) [ o

Firepower-chassis /security/tacacs # set timeout seconds

AR GERL BAE 55 -

Firepower-chassis /security/tacacs # commit-buffer

Cisco FXOS CLI B E#5751.1(1)




B s TAcAcs+ RitERF

LAR 7K TACACS+ I (] BG Be E 0 45 #5, I HAfAESS

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

FETRAVIRE
B4 TACACS+ $2{LFE T

132 TACACS+ 1R {127

Firepower W] " JE#RAT RGU I 2 S0FF 16 > TACACS+ $2 LR

HEN 2R

Firepower-chassis# scope security

HEN 224 TACACSH i :
Firepower-chassis /security # scope tacacs

B8 TACACS+ RS #3521, HEN %4 TACACS+ A4S 2ot

Firepower-chassis /security/tacacs # create server server-name

52 TACACS+ IR 45 a3 5 :
Firepower-chassis /security/tacacs/server # set key

LREEYVIE, BN setkey )5, 14 Enter 8, JFESLRAF A A AL
(FIg) 48 2R S5 & R UY .

Firepower-chassis /security/tacacs/server # set orderorder-num

FROEAEE W RS A LG /T, RGN AEAF TACACSH J g5 4 A i Wiy S ) A 1) 17 58
Firepower-chassis /security/tacacs/server # set timeoutseconds
BiR WREON TACACS+ SR AR P PEOUA 38 S ganiiE, R TRC B R R g
fH.
(3% 15 TACACS I 55 4 3m 15 (¥ 11«

Firepower-chassis /security/tacacs/server # set portport-num

AR GERC BAT 55 -

Firepower-chassis /security/tacacs/server # commit-buffer

rags |

PLUR 7B 815 44 M tacacsserv680 (ARG 25 5L, K5 % EH W & M tacacskey321, FIFiE N 4, FH

B % E N 5859, I HAfIAT S

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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U |

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

i BR TACACS+ 1R 12+

K

BEN 2 AR
Firepower-chassis# scope security

HEN %4 TACACS+ 1
Firepower-chassis /security # scope tacacs

TR Fig 0 (10 R 55 2+

Firepower-chassis /security/tacacs # delete server serv-name

AR GERC EAE S5 -

Firepower-chassis /security/tacacs # commit-buffer

PLF 7= 44 4 tacacs] [f) TACACS+ HR&:4%, I HAfIMT %

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

BEERFEHE

N

| (IR HEAELERA

FRGH S s ok BB & K BBCEREEAT REH GG 6 T RF RS A 1007 % il E) ok
ARG H SRS A A B TR H G R . RGEH GRS B R AR RSO, ol AR A
FAC B SO LT EL . BT H &R0 500 H SR B2 R A it H RS ARG RE S HR R R
PRALER T TS AT HE

UK
BEA MR

Firepower-chassis# scope monitoring

JA B [ 6 Sk R G H

Firepower-chassis /monitoring # {enable | disable} syslog console

(ATIE) EFZ R RSN BN MRRGEHECHH, REKEESG EERgoN &Ll
TN e Ik I B8 R P M i B> 21 o BRINON R “ ™ (Critical)” &
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BEERFAE

$IE10

TEN

rags |

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

JRH AR A R g iE R G H S

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(Ali) PR R B B 20 . RRAASIRE CH M, RE0K Boritbgon & UL EWE . &

I B SR R A e BRI 4 o BN “™ 5 (Critical)” o

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings

| notifications | information | debugging}

AR AT terminal monitor v 25, AL R ALAS ERRIGT “ M (Critical)”
) B L

Jet T BAE ] ) R 48 H B SIS N RS H & B

Firepower-chassis /monitoring # {enable | disable} syslog file

FRE WK B ST A fR . SCF A T iR ZAE 16 N FAT.

Firepower-chassis /monitoring # set syslog file namefilename

(ATIE) IR FEEATA SISO s I B0 . R SPIRE TR, RGAE R S8 H &S A7
it 200 S LA B R ZOn 1 I04% B SR s BRI S o BRING0 A “ T (Critical)” .
Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

(ATIE) TR RS HBoBH B8 S i I R 0T, TR RS RN (LA B o YT
“h 4096 %] 4194304 775,
Firepower-chassis /monitoring # set syslog file sizefilesize

BLE [ 22 = AMEAR G H SRS A KX RS H B R -
a) i HEEE iR 2 =AM RS H SRS IOE RGN BHE

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b)  CA[iE)  EREEAFAE RSN LS M BARE R0 . wRER HFRCE R, RG0S RS54
FIR MG B A i e RO T B SR B A BRI 21 o BRI ™ T
(Critical)”

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

©) fifE CHRE M R G H SRS S LA TP k. LR Th B2 256 M5 .
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
hostname/ostname

d) (AR e CAR e RS H B M RE M R H BB S RS g0
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | localS | local6 | local7}

PCE AR . D B2 Y B (RS A R P A LT iy 4

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
XA B PR AT
* B 4% (audits) - o HSEE PrA e A AR 00 H S IE %
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* B (events) - Jii FHBZE RPN RGEFAFI0 H LK.
* WIBE (faults) - Ji H B4R HI P R Sl i H Sl >k

T2 LS

Firepower-chassis /monitoring # commit-buffer

LUR 7Bl din e e FAE A SCA T b A ik R 48 H 33 BT HAAE S5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

BcE DNS AR5 =5

WUER R GEEROK AL M 1P Mk, 575 %545 € DNS JIRS5 4% . Bilan, i RAECE DNS flk554%,
MAEAE Firepower HIAH FRCE AR, AREAEH www.cisco.com 4R, B H] BETT L248 FH e 25 4 1)
IP Hhl, LT LU IPv4 5 IPve Mkl #5052 n] LARCE 4 4> DNS g4

A

R AL DNS g asit, REXCMERBEHUB PRIk 4% o WERACHLAE P iy 4 25K DNS iRk 55
i, E R RELABENLIN 142 3 4 DNS k5545

UK

B ARG

Firepower-chassis #scope system

T2 EARGRSHA:

Firepower-chassis /system #scope services
PR3 ZOIEEUNER DNS IR452%, EHMAAMNI a2, W R:
© SILE ARG LU A R 2 1Pv4 Bk IPv6 Hulik () DNS IR454%, il AT LA R4k
Firepower-chassis /system/services # createdns{ip-addr | ip6-addr}

* LMK BATHR € IPv4 5L IPv6 Hikik (1) DNS JIRS54%, AT L R A
Firepower-chassis /system/services # deletedns{ip-addr | ip6-addr}

Cisco FXOS CLI B E#5751.1(1)
| (IR HEAELERA




B aEonsEss

TR ARSI ALY

Tags |

Firepower /system/services # commit-buffer

DL - E B B 1Pv4 Hidik 192.168.200.105 [ DNS IR 45283 B IAMT %

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 192.168.200.105
/system/services* # commit-buffer
/system/services #

PUF 7R BE E H 4% 1Pv6 Hidik 2001:db8::22:F376:FF3B:AB3F (1] DNS k45 2% 3 H A M55

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/system # scope services

/system/services # create dns 2001:db8::22:F376:FF3B:AB3F
/system/services* # commit-buffer

/system/services #

DU 7R e LA TP Hudik 192.168.200.105 ) DNS 45289 HAf AT %

Firepower-chassis# scope system

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

[l Cisco FXO0S CLI BL &5/ 1.1(1)

/system # scope services

/system/services # delete dns 192.168.200.105
/system/services* # commit-buffer
/system/services #
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EOEE

* KT Firepower LW &, 267 UL
s iR EME . 67 T
o G FAmaE , 5 68 1t
« BCE P SCEST, B 69 1T

5% F Firepower £ 218 &30

FXOS WA TR/ NME LA EtherChannel (i 1138 ) #2171, EtherChannel 32 £ W5 16
AR R A,

O LUE L FRAL Y —.
« B¥5 (Data) (BRINBEE) - RREAEIB W& 2 L= Hdm 1
« #FE (Management) - 1] DL{EZ R B 4 2 AL 245 BB 1. 18 LR W AN e & 0 e — N 2R
B0,
« SE1E (Cluster) - T TAEREE MW & R R B2 1280 . 028 [ 3o e h S b bl e i, 1) 51
PLBEA AR REE S . IRAEDL N, RAE ST I 48 I [ sh )@ LR 5% .

mIEEORM

| (RMAELIRA

UK

HENFE B
scopeeth-uplink
scope fabric a

JA
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enterinterfaceinterface_id
enable

i

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

bt = A%ﬁﬁﬂﬂkﬂﬁﬁfjﬂﬂﬁ 3T J 03 1R 1 o G SR AE A Sy ity 11 3830 o 0 104 1 B enter
interface iy %, KW R — A5 RHE, VAN R AAELE . N1 enter interface 7y 2 2w 45

PR, SRS AERE R S I 38 S 11 JE 1
T3 () wEEOR.
setport-type {data | mgmt | cluster}

A5
Firepower /eth-uplink/fabric/interface # set port-type mgmt
data JCHE T N BRINEAY . 15 21IEFE cluster JCHET .
PIR4 (R WO
setspeed {10gbps | 1gbps}

TP

Firepower /eth-uplink/fabric/interface* # set speed lgbps

2 RPN R

commit-buffer

clEES MBS

EtherChannel (FK Jyum MIHE) 2 n] LLEE 16 NMA—2RM W 8 0,

FF& Z 8

FXOS MR AR 5055 %1 R 7 6l 11 (LACP) #55X N SCHF EtherChannel.  FRATTEE BURFIEHAT e Lo
L E N “T580 (Active)” #Ea(, LS A3 A5

UK

B #EAEOBA:
scopeeth-uplink
scope fabric a

T2 Qg s

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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mesxzs I

createport-channelid
enable

I C I B4 1

createmember-portinterface id

i

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(ATa) BB MR,
setport-type {data | mgmt | cluster}

i

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data SCHE T BN . 1521164 cluster XAy, BRARZLRE b SRR AR A R B, T AN
NN

CRTIE ) Jhy i 138X ) P A 3 VA0 9 T T -
setspeed {10gbps | 1gbps}

i

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

VNI ¥

commit-buffer

fo & 57 3 24

| (IR HEAELERA

DL FE A 28 el I 0 S 28 45 LA FXOS MUAR T o 48 mT DA 70 S 2 B d 4 4 /> 10 Gbps ¥ [
AR #1440 Gbps i 11

LRI WAL A
a) FEAATLAR

scopecabling

Cisco FXOS CLIBLE 5/ 1.1(1) i}
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N

B

scope fabric a

b) BN
createbreakoutnetwork module_slotport
-

Firepower /cabling/fabric/ # create breakout 2 1

) HIARCE::

commit-buffer

RIER ARG . BCEZ AN, NAEKH commit-buffer iy 4 2 [T QI AT 703

LR HMCE > 30 1, A BA R i

a) BEAFR IR
scopeeth-uplink

scopefabrica

scopeaggr-interfacenetwork _module_slotport
b) AT set 4P 4 g R s 2

{iH] enable Y disable 77415 B 4% & HLIRES
©) MINALE:

commit-buffer

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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O
fi

BRI

s RTEWmwHE, H71 R

o QUERBHALIY) ASA B4, 371 0L

o BRESERE, 974 0T

o BB N SRR R G, 5 80 T

A Y 1 [ - | \rL
KXFIZiE®
MBS, FXOS MR E S| BB, Tk PR EERA, K9l S
e AV B OB R R FR e B e ey g 8, adE, WRENIFE R, WIHERE 3 5
Firepower HLF6 P T 22 AR
AT LA DL I PRI AR RS 2 —
N
IR NSNS FXOSHUAE B, Reebipy o e Al — 284k & . Betgimi, W
RIGEdE= N e, MIREEAE— 22 il s B %, #FHE &R R

wBIREEAE

* Bl 37 (Standalone) - # 1] DL A %234 7E Firepower HUAH H IR 22 AR B/ 5 | SR QI v 12 45 5 4% .

« 8EHf (Cluster) - AR HE, B80T LUK 2 AN 2 A & i — M8 & . R A N8 RE&N
AERENE CEREL ARRE AN RIS AR S A S E S A LR T
Firepower 9300 %5 2 #5525 SCREHLAE A A7

—— \Y | | \}'L
Gl 32 Ih ST By ASA 1BEEIR &%
10T LLA FXOS WA 22 AR e Wi/ 51 85 G 3 I % o 7 Firepower 9300 %5 2 #ik 15
% b, RS CECE TR, WICVEQIEMN B % . T EMBRAERE, AR5 A RERLE M R %
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BEgE |

BIEIRILHY ASA IBEEIR &

FF6 Z 8
o G RS T AR W A ) e ARy [ OGS T IR A, I SN R EIAT B
GEZ MR B A) -
* M Cisco.com F#EZEH FEH AN MG GESFM Cisco.com FEMLE , 234171 , K
Ja g N3 FXOS MU G5 PR AR A5 A% 33 FXOS MG » 28 36 1) &
o it B R A A A B

BEN 22 A IR S5 A5

Firepower# scopessa

QI IZ AR

Firepower /ssa # createlogical-devicedevice_nameasaslot_idstandalone

i NI A U

Firepower /ssa/logical-device* # setdescription”logical device description”

IF) 2 Y 2 7 PO RN B 4 1

Firepower /ssa/logical-device* # createexternal-port-linknameinterface_nameasa
Firepower-chassis /ssa/logical-device/external-port-link* # exit

BB S SR B
a) AT FRFR S

Firepower /ssa/logical-device* # createmgmt-bootstrapasa

b) G jH B
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD

©) WHEHIMHE:
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret™ # setvalue
{l: password

d) JE A G

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

€) FBlEETE P Hubik.

Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4siot iddefault

) B R O

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™ # setgatewaygateway address

g) WE 1P Hulib A .

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setipip_addressmasknetwork mask

h) SR R TP S G -
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

1) RV LG SRR S

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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tEmze AsAiZiEes I

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

6 HARLE:

commit-buffer

TN RGN BAL S5

Gt

Firepower# scope ssa

Firepower /ssa # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # set description "logical device description"
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: <password>

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 1.1.1.254

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # show configuration pending

+enter logical-device MyDevicel asa 1 standalone

+

i T e Tk T e T T I S S S

+

+exit

enter external-port-link inside Ethernetl/1l asa
set decorator ""
set description "inside link"
exit
enter external-port-link management Ethernetl/7 asa
set decorator ""
set description "management link"
exit
enter external-port-link outside Ethernetl/2 asa
set decorator ""
set description "external link"
exit
enter mgmt-bootstrap asa
enter bootstrap-key-secret PASSWORD
set value
exit
enter ipv4 1 default
set gateway 1.1.1.254
set ip 1.1.1.1 mask 255.255.255.0
exit
exit
set description "logical device description"

Firepower /ssa/logical-device* # commit-buffer

| (IR HEAELERA
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I AERE, R LUK 2 A R Gl MR A RIS BRI i NE R
TR AW F) , RN AESE RIS 2 G R ICARYE. Firepower 9300 55 2 BB e #
SCREPLAE A BT

)

AR Firepower 9300 ANSCHRFEEZ MU (LRI MIEERE: DGR N AR

KT FXO0S #1#8 L rI & 8F

LR 2 R, KRR MEAIZIT. UEAEFXOS MU EIE RN, EHATRL T

Ak
o RS BV G AR I P R R o BTG 48) o WP T-HUAR AN AERE,  REH A H Firepower
930075 AT AL I 17 o
 FEN N BRSSP R E
PEE AR, FXOS HUAS 45 25 |5 1m0 25 sUARRE A B L SRR TS e R IL Ay SR T 1 B 1)
BRI RS | FRRPACE . WA TR B ow SURRFIAEE,  nT AR R pon) 5| 2 e I 1)
FELCH] AT O S AT IO E
o BB R by 5 M 2 1 O L 25 2R
BT HUAR N EERE, 5258 AU R T EtherChannel, 5 HUAA [/ ZE8E2 4L, Firepower 93007
JI#ELE N ES A EtherChannel £, it i SABUAHT 2L =8 1 B2 B, AlATAr Hcie 4
PR AL A] T 5 P 45 B

Y

AR ONSCRRRANRD, (HE RS

~ TV HEBE T O BT 5 4 23 R B
LA 053 5 A S AR 5 S
EFREMNREAE

I — R Bt . BEhiE Bk FT AR A B
L IAE B EHATIA IR BE)S, BCE R h B B % .
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szoen [

SR BT RS

EERM|

RN

A5 iy 11 38 36 48 42 11 F B QAR FE P R BE B . AP THLRI AR, B IR I o LA Y
EtherChannel ] Firepower 9300 5 HGH AT RS, SEIUNLAR P EERE

SRR T B U R AR P R R AT S U

ST DI R L AN R . SRS CARLE, B AV IRI R S 1 SR 30
PO, AR A B

T ASA, FAERFIPHUhE & AR [ e bk, AR JE TR B . IR E — AN Ea R,
LI 2 T B AE N I RE G B AT UG T2 B (A st ik S H TP st ki fHon] sk R ¢
BRI Y R TN, AR 1P MR R 4RI %, AR B n] UG AR
o AHL TP HUBEI] T8t iy, AESBRHEERI AR A . B, T DOB R E R B AR A TP Hhhkok
ERARRE, ZIBNEAR SR T AT . B BN Y, AT DUERE R IP bk XF T TFTP
BUARGE H S S i B, G B AR N I BE 5 I A I A TP Ml 4R R R 55 2%

« AT VUK EtherChannel £33 VSS 8¢ vPC, PASEILITUAY .

SAEHU A, EANREXRS S R IEAT AR, AREAE BN i AT ot e il A Z0AE
FERENOE AT i

SERIANKE

SR e i A P g 1 A T 48

B E ASA &5

| (IR HEAELERA

& LA FXOS WA BE S A il B Ae it . AR G B & LT il &

UK

BT, B/ORE A Bl (Data)” EMFE 115 EtherChannel (HHFR AU I IHE) o 1520
gt W TE , 55 68 TlakgniiE @M . 5 67 Ui,
BOMNEOR, A OMaSnicaEft. WME G, SWn] Lo EdEE: 1y in 21 21 .
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PIR2 N “4HH (Management)” ZEH; 15 EtherChannelo 1752 [ 1 v 1M 1E , 28 68 U1l gm 4z [
JEYE, 5B 67 Il

PR3 Ui WIE 48 TR SR R

T NGRS

scopessa

T

Firepower # scope ssa
Firepower /ssa #

TS QIR

enter logical-devicedevice nameasa "1,2,3" clustered

i

Firepower /ssa # enter logical-device ASAl asa "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name 1 FXOS HUAH B HL5 [ TRCE LR B UL ICH s EARTE LB E Al
FHRIEERE AR . IR A =AY A, RIS i R e il 2 n it

FI®6 MEENSH:

enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

TR AEREBIE DR E R4 AR,

set service-typecluster name

e

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

LIRS K SEANT 1 81 38 DT 1)) ASCIL F 45 & .
$IEe  WEEMNE O,

set mode spanned-etherchannel

TP

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

125 % 2% EtherChannel #5 5 & ME— SRR A
HIR9 P EA I P Hih S
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TEN

TIE12

| (IR HEAELERA

mEAsALE

LA P T 2 AR R T L R B

a) FCEAH TP dhbibity, L rp— A bdiboRE e o0 I B I R AR R
set ipv4 poolstart ip end ip
set ipv6 poolstart ip end ip
/A AR R HCR A R k. i Ry AR, WM S 2 k. BT A
BeAHIREAL IP $idik CRRAE “ EARRE IP Huhik” ) ANAEstHublibd s 5550 AE R — R4 o 324k
BEIP HUBEOR B A 1P Mudike 0n] LI IPv4 F1/8L IPv6 Hudik .

b) SRR IR AR 1P bk

set virtual ipv4ip addressmaskmask

set virtual ipv6ip addressprefix-lengthprefix
U TP kb b 2 5 e BB b JE T R AR s, AR .

DR INCEC DS
set ipv4 gatewayip address

set ipv6 gatewayip address

TP

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask

255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length
64

BCE LA ID:

set chassis-idid

i

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

ST TR i P48 VA R B B
set key

il
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: diamonddogs
Firepower /ssa/logical-device/cluster-bootstrap* #

RGCR IR B A I E Y

JCEBPRACEAN T 1 63 NP7 Z K ASCIL 745t o LB P TR e 9. LI IAN 52 i £
PRt AeE, WIRERPES A S B 0, eI LIS

IR ARG | PR P RLUNIE R B R B

exit
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exit

SIRN3 EHE A IRIERRA, SR )5 BB B AR
a) R n FHRRUA

show app
il
/ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) B NG AR RSCAS B A5

scope app asaversion_number

©) B UL A BEE K BRIARAS :
set-default

d) B IR

exit

T

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

TR IAALE
commit-buffer

FXOS HUARE PG | B0 1 F 28RN 2 AR AT RRAS LA [ B AN 2 AR AE IR SR A 5| 3 R e S A
BB B EOR R A

PERNS ERE) BB R L AL A R E .

w15
XFFHLFE 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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exit
exit

enter port-channel 2

set port-type data

enable

enter member-port Ethernetl/3
exit

enter member-port Ethernetl/4
exit

exit

enter port-channel 3

set port-type data

enable

enter member-port Ethernetl/5
exit

enter member-port Ethernetl/6
exit

exit

enter port-channel 4

set port-type mgmt

enable

enter member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

exit

exit
commit buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered

enter

cluster-bootstrap
chassis-id 1
ipv4 gateway 10.1.1.254

set
set
set
set
set
set
Key:
set
set
set
set
exit

key

f@arscape
mode spanned-etherchannel
service-type clusterl

SRR EIER

ipv4 pool 10.1.1.11 10.1.1.27
ipv6 gateway 2001:DB8::AA
ipvé pool 2001:DB8::11 2001:DB8::27

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipve 2001:DB8::1 prefix-length 64

exit

scope app asa 9.5.2.1

set-de
exit

fault

commit-buffer

SR RIEX

INREZFR TERA  IheEEE
%} Cisco ASA BHATHLAH | 1.1.1 T LUK Firepower 9300 #HLAH P M T ASA % AL Gt 22 TF

SE i

FATFINT LU R i 2

enter cluster-bootstrap. enter logical-device clustered. set

chassis-id. set ipv4 gateway. set ipv4 pool. set ipv6 gateway. setipvé pool. set
key. set mode spanned-etherchannel. set port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6

| (IR HEAELERA
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EEEE N A SIS InIE R RYiE Sl &

N

A8 DUP R PP 1 22 N B R e A ) 6

BEgE |

a2

WERAEAE T [ 5 B BT )8, BATE RS2 FK) SSH 207 i, 8 R SSH %5 )™ bty

T4 2VBER I RRAS -

UK

B N BB R G, T RAT DU R
a) M FXOS CLI, Ef%E 27 4Wiby/s|4.

Firepower-chassis # connectmodules/ot numberconsole

IR EEREASR A e BE 1 a1 5E, W 114 slot_number

B UGERE R 22 Ry, 4k N FXOS #Ek CLI.
b) BERLR N o B R, IS

Firepower-modulel1>connect asa

M FXOS CLI [ 815 [ 58 2 21 2 A/ o | B () Ja S 12 E VT ) 20 Bk 5 | B3 A R 4

(ATiE) B Ctrl-A-D, N & 1R [F1 3] FXOS ik CLI,
T EERR H ), T REARYT ) FXOS At CLI,
i%&[A] FXOS CLI [R5 3 2,
a) BRI G, TEREN ~.
B A Telnet N .

b) LR Telnet N, iHfIA:
telnet>quit

Gt

DLUR 7l & e i 1 FIK) ASA, AR5 IR [A1 3] FXOS CLI [ F 5 |42,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~
telnet> quit

[l Cisco FXO0S CLI BL &5/ 1.1(1)
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Connection closed.
Firepower#
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%
L

Fi
AAA 55,56, 58,59, 61, 62, 63
LDAP 2{}t##)7 55,56, 58
RADIUS #2127 59, 61
TACACS+ #1261, 62,63
asa 317,7,75, 80
BRI, asa WHEH G T
ISR 15
SRR A 37
HERE 80
IR HIERE 80
asa W5 33,36
KT 33
2 # Firepower %41 %% 36
ASA W% 34
M Cisco.com %% 34
authNoPriv 47
authPriv 47
call home 18
i http /R 18
CLL, HZ a2 ATl
CLI 2 ifi Rl 7
CSP, EZ M ARz Hdit
DNS 65
Firepower Z 4= 7% 1
NEE 1
Firepower HLFf 10
WILARLE 10
Firepower H[ 4 e #:/E R4 35
TG Hgh L 35
Firepower - &5 fll 45 £, 33, 34,35
M Cisco.com %% 34
KT 33
T4 35
2% % Firepower 241545 34
http fCH 18
fii& 18

| (IR HEAELERA

HTTPS 53
B o 1 53
LDAP 55,56, 58
LDAP $24iLf2/7 56,58
B3 56
kR 58
noAuthNoPriv 47
NTP 41,43
MeE M
Mz 43
a3
RADIUS 59, 61
RADIUS $2 {4/ 59,61
f5d 59
Mk 61
smart call home 18
il http FCEE 18
SNMP 46, 47, 48, 49, 50, 51, 52, 53
LAY 4
WA 3 224 ThRE 48
KT 46
JAH 49
PR 47
X 49
5 47
FEBJF 50, 51
fgd 50
Mk 51
F )/ 52,53
fgdt 52
kR 53
Y HF 46,48
SNMPv3 48
ZATRE 48
SSH 45

MC'E 45
TACACS+ 61, 62, 63
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TACACS+ $#R4LF2 /7 62,63
B 62

Bz 63
Telnet 45

Ml'E 45

AHL G 4 B0 UE ] P 23,27, 28, 31
KRB 27
A Sl ® A 28
EIALE SCHF 23
THEREM D s 3
JCHE Rl 28

c

K 26
TR P At 26
VIUEHCE 10

D

FRAbPE A2 7
Uiy 110 68

fiE 68
X4 5

F

Vi in) a2 AT AL 12
4330 1 69
Iy XY 69

JieE 69

G

AT 5% 9
YT IP Mol 39
ek 39
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HLAE 10
WILHHCE 10
HEHE 74,75
Gt 75
B I BRIA R 75
KT 14
B 61
fiLE 67
JEYE 67

L

Pise, Bk 23

R EHEKA 80

W % 31,1,75,80
BT M
GRS 75
OB RA 37
HEHR 80
TN
BHIEH: 80

0 23,24, 26
AR 24
P e sk 23
SRPERL AT 26
R E S 23, 27,28, 31
WAk 27
KT 23
BAD T Sd kEL 28
THBRE R Py S dsk 31
JCEE RIS 28

Jisidxk 6
AT 3
ArAT S 12

Vil 12
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¢
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P

Bo &S 23
i 23
FE ARG 33,34,35
M Cisco.com F# 34
KT 33
T4 35
443 Firepower %4> % % 34

Q

JAH 49
SNMP 49

{45 9

Hi a4
FEWE 4

H A R) 41
fiLE M

S

#1X, SNMP 49
SOMIAIE 24
il 24
TR a4
THHRE 4
X 41,48
WHE 4,4
ZENNS 3
MRb 254 33,34, 36
M Cisco.com %X 34
KT 33
2% # Firepower %415 %% 36

i 47
KT a1
A S5 49
SNMP 49
IR A B R 80

| (IR HEAELERA

X

A5 10

WILHTCE 10
Z4HE 63

Jic B AR5 63

Jic B A H bR 63

BoE i fE Hbr 63
Bk 47,50, 51

fI%E 50

KT a7

MR 51
VFEriE 19

M 19
VFAIEMUA LA 19

Y

W% 33,34, 35,36
M Cisco.com F# 34
B 33
F+4% Firepower A4 JEHAE RGO S IS4 35
% 3 Firepower % 4>1% 7% 34,36
WL RRAS 37
HHr 31
Rl P 1,21,23, 24, 26, 27, 28, 29, 30, 31, 52, 53
CLI &1 PR 7
SNMP 52,53
A HL B3 U6 AIE 23, 27, 28, 31
fgd 29
(EEE
WoE 31
A 3
A RERT T 26
ikt 23
BRIN Sy I UF 24
kR 30
R, MEIRN 26
FH ik P 23, 27,28, 31
DAL E ST 23,27, 28,31
TR P R A SR 26

A

b 71 23,27, 28, 31
A B IGE 23, 27, 28, 31
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