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Aol & EXEC .= 9] scope cabling ™ & | /cabling #
chassis EXEC R E9] scope chassis ™ & | /chassis #
ot l My EXEC =9 scope eth-server | /cth-server #
&
olriyl ¥ 3 EXEC XX 9] scope eth-uplink | /eth-uplink #
s
HuY A ADE EXEC E.X 9] scope /fabric-interconnect #
fabric-interconnect ™3 =3
3 9f| o] EXEC 5. E=9] scope firmware ™ | /firmware #
E
F2E oy Yl RIE o] 2~ EXEC 5. =9 scope host-eth-if | /host-eth-if #
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LAy EXEC R =9 scope security 8 | /security #
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server EXEC 5. 9] scope server " & | /server #

AH] 2 2ot EXEC E.=9] scope /service-profile #

ssa EXEC 2.=9] scope ssa ™ & /ssa #
system EXEC X.E.2] scope system ' & | /system #
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Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #
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A1 28}7]

EVEEEE RN |

« A 2=El o] &

c Ve XE P4 T4 B B Y npA T Py T4 B A A
« 7] A o] E ¢ o] IPv4 FE= IPv6 24

* DNS A H] IPv4 == [Pv6 54

718 =]l ol &

A QokS HESIAL yes(d)E Y Hst] AAHE A3staL 483 AY no(elH 8)E Y #Hsho] thA
A AALE ol 5 A S WA

A vHALES O A] AFR S E MBS - o] Aol 8l dk gho] t& ol YelgY ) o] doel ¢
23l 7k8 5218 W EnterS 754U

Uh ool M= 1Pva ] 28 ARE-sho] Ay ol e A9yt

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Configure the DNS Server IP address? (yes/no) [n]: yes
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch Mgmt0O IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

s ool A= 1Pve de] 45 AHg-sho] Ay ol de Ayt

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [yl: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword$%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0 IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Configure the DNS Server IPv6 address? (yes/no) [n]: yes
DNS IP address: 2001::101
Configure the default domain name? (yes/no) [n]: yes
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0O IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
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Ipv6 value=1
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

FXO0S CLI < A =~
& TE dYo] AdH gl g & ALE-3Fe] FXOS CLIY 148 =l HUth 24 L E 44
AFH B E(EE 25 )Y & L E v/ s7F o33 224 Eelsk A
« 9600 ¥.(baud)
+ 8 o] E| HIE
« A2l e
1l AFHE
TS SSH 2 & Yl-S AF8-3Fo] FXOS CLIC| 2 & 4= 35Ut} Firepower eXtensible % | 4l = |

o] 87112] & A] SSH 125 A 3t} SSHE AF-&-3Fe] A AW FXOS AHA 9] IP 4 e 2
E o] F& dolof Yk

SSH, &Yl H=<= Putty 5 ARS-8Fo] 229lete ™ thg 72 oAl Tol A shtbE AHE S o

[N

e
]

SSH 2191-& )/ AFA= FHg ).

SSHE AH-3H= Linux B v 9ol 4] thg 22 A1 ot

« ssh ucs-auth-domain\\username@,{ UCSM-ip-address|\UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« ssh ucs-auth-domain\\username@{ UCSM-ip-address|\UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

9 AHE S Linux B 7 9ol 4 Th T2 A8 o)

%

o
l

|22 o & nj A st o] AU th Al &g sholl gk A 2 "yl 4, 51 H o] A&
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« telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

« telnet ucs-{ UCSM-ip-address|UCSM-ipv6-address } ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty Z&}o] A Eo) A t}& TS A&t}

o TF2-0 & 27191 ues-auth-domain\username

Login as: ucs-example\jsmith

Y

B
=

7| oZol AR /\qxqg]o] 91l FZ 01=o0] LDAPE A A H o—or
ucs-local\admin< AH-8-3}3= Putty 2 2}o] 9 E ol 4] Fabric Interconnecte]] = 1313}
4= 9lor o]uf admine =7 A A <] o] FYYth
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scope profile SLProf
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scope monitoring
scope call-home
set http-proxy-server-enable on
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set http-proxy-server-urlip _address
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set http-proxy-server-url 10.1.1.1
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set http-proxy-server-port 443
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« show license status
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« show license techsupport
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http-proxy-server-port, show license all, show license status,
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GA1 HotREES I Th
Firepower-chassis # scope security

GAl2 72 AR Wk REE 9l E ).
Firepower-chassis /security # scopedefault-auth

SA3 7R Ts A
Firepower-chassis /security/default-auth # set realmauth-type

A7V A auth-type> Th 719 = 5 b U T
* Idap - LDAP 21 A4
*local - 27 Q15 A A
*none - 24 AR A7 HE M T E A A 8HA] L 226 E 58
* radius - RADIUS ¢1% A4
* tacacs - TACACS+ 15 A4

A4 (A8 A 9t A9, A48 ATA 15S A4
Firepower-chassis /security/default-auth # set auth-server-groupauth-serv-group-name

WA5 (e Akah o] mulelel] Sl AHEAbo] ek Al = 312)7] 2.7 Apolo] B 4= A o) A17-e AHF
Y.

Firepower-chassis /security/default-auth # set refresh-periodseconds
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Firepower-chassis /security/default-auth # set session-timeoutseconds

60~172800°] A5 A Ut 7] 232 72002 A Y v

3L RADIUS 53 TACACS+ 4 9ol t)a] 2714 ﬁl T A5E AAT B, 94 AR U
A= A Q158 H 9 7} §l =5 session-refresh 2 session-timeout {24 S 52|+ 2 & 1183}
AL

(A A1) Gelol e 27k A5 A 99 95 S Aok

Firepower-chassis /security/default-auth # set use-2-factor yes

Fa 2784 AleE /152 RADIUS % TACACS+ 4 9ol vt 2] &5 Y

o,
228} A5 ol Aol Ed A ARGk
commit-buffer

e

ThE-9] el A= 7]+ /15 RADIUS® A7 skaL 7]+ /15 A& Ak 2L provider] ol 27 3}aL 2
7HA Al 15 G g8t Al 2 aLX] 7] 3 S 720021 THE A s A AIE 29 1 &
28800(8A1XH= A staL 2714 Al e Sk 29 v ESAS AR

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 7200
Firepower-chassis /security/default-auth* # set session-timeout 28800
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

A o 3 A A T

7134 6 2 LDAP, RADIUS =& TACACS L2 EZ S A}ﬁﬁ}ﬂ A Aol A4 Firepower Chassis
Manager H+= FXOS CLIO| 2118k BE AFSAFl Al ¢17] H & AA| 2 Agho] Fol g}, Bt
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2N AZFA ALEAE I G wet x g 243 )

no-login

AREA7F RIS A 8kl A /15 AT A Q1S A K9 EA AR A} J S Al 81HA]
= A9, AM =T AFH Y

52

23}

NI B EE g
Firepower-chassis # scopesecurity

Firepower Chassis Manager " FXOS CLI¢l| t] $F A}-8-2}F M| 227} AF-8-2} 35 7] F 0 2 A g5 o]
oF 8] o] A4 .

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

]AW%AJQQM%E%%M ﬂmﬂqq
Firepower-chassis /security # commit-buffer

ol o= A7 AbgAte) g G A S Agsn EANA S ARG
Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

oi

L ENA ) 4

HEH S Bk 7 gelo] &g shel 450l = Flrepower eXtensible 3 A Al | A AF-E-2}7} 7= 5k
HEH S A S F5A e 2SS AY et e 8 &ohA G5tk 2 s A3, 25 7 0]
Al ZkaL)

S| 7‘4}.

HelRES ¢ gk

Firepower-chassis # scopesecurity

IS W =3 801 &4 5HeHA e v A st A S A Ayt
Firepower-chassis /security # set enforce-strong-password {yes | no}

U ool A= v Ei s 5ok 89lS sy

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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Firepower-chassis # scopesecurity

SAl2 vEHE 22 B RES Q)
Firepower-chassis /security # scope password-profile

GA3 2AA AFH AT A A E A 7F ol o] MAE = e v UHS WA 2 A
Firepower-chassis /security/password-profile # set change-during-interval enable

SA4 ZHANA JSH ARE A WA 1HA FRMHIEM S S WA 5 e Aol SleE A
Firepower-chassis /security/password-profile # set change-count pass-change-num

o] gk 0~108] KE /b b5 g,

@75 Change Count(H 7] 3157 D =of A A @ Bl WA S W7 S157) 2 85 &= 5oke] Hof A17HS A4 g
o},
Firepower-chassis /security/password-profile # set change-interval num-of-hours
o FH& 1-745(A1Th ] BE 57} APsF o),

o & E0], o] =7} 482 A4 ¥ 31 Change Count(¥ 7 3]
il *}%X}‘: 48A1 2 7HA oo o 2 v H S E ¥

<
=

1;_}7:”5 ]/\Eﬂ;q_l]laﬂo]/\ﬂoﬂ E%xﬂ/\q ﬂulﬂqq
Firepower-chassis /security/password-profile # commit-buffer

theo] o= 7HE S Botel MY B sksta WA 5158 52 ARSI WA 1AL AR

A8
= agsk Edaae ARG

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

Hl W Bl o) W ek 3 7hA
13}

A1 B RES YR
Firepower-chassis # scopesecurity
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MEME T2 8ol REE dE g
Firepower-chassis /security # scope password-profile

217 Bk M7 715 s,

Firepower-chassis /security/password-profile # set change-during-interval disable

2A0A AFH ARSI A2 A HEH S E WA 8] Aol vl s oF b= H A AHE A1
gy,

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

o] T2 1~745(A13h 2] BE 7t e FU

o] 2+4-2 Change During Interval({+2 & <F ¥ 7)) 4/ ©] Disable(W] 2 3h = A A =X &= H 5

A,

Al 2~" Ax| g o] dol EdAAL 7wl gy}
Firepower-chassis /security/password-profile # commit-buffer

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

13}

Bt WES g
Firepower-chassis # scopesecurity

NN E TR Bek B e g e gk

Firepower-chassis /security # scope password-profile

2N AFH AHEAT o Holl AHEF MDA 5 A Aol AR ok = 15 1]
WE 55 A4 e,

Firepower-chassis /security/password-profile # set history-count num-of-passwords

o] & 0~159] BE 7} 7hs T

714,052 History Count(7]% ) L=} 0052 4 10] 510] 713% 427k v 25kl 3 A 4471
AR EZ] o] Ao AFE-3FH| AT E AYALL-3F S 95

A2l A o] Aol ERAAS A
Firepower-chassis /security/password-profile # commit-buffer
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Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

=24 AR A A

3}

HeF R EE Qg
Firepower-chassis# scope security

ARG A AR S A U T

Firepower-chassis /security # create local-user local-user-name
2AAEA AR S DA sHEA e v st E A YT
Firepower-chassis /security/local-user # set account-status {active| inactive}
A& A O] R Y T E A A P

Firepower-chassis /security/local-user # set password

AHEE JHF Y password
U S5 AT password
(WE AR AFEAYe] ol B8 4TI

Firepower-chassis /security/local-user # set firstname first-name

(A8 A ALEAbe] S A B e,

Firepower-chassis /security/local-user # set lastname last-name

(A8 A AREA A o] WhEE = ERE A FUT month 157 A o] 5] A5 Al =AY

o}

Firepower-chassis /security/local-user # set expiration month day-of-month year

Fa RtRdo]l A= AR AR S AT FolE o]l AR S MR EHA FEE AT S /sy
oh B AR s A e AR S PAE F dguh

(A8 ALy AL o] WY Fas AU

Firepower-chassis /security/local-user # set email email-addr

(A9 AL AL A N EE AP,

Firepower-chassis /security/local-user # set phone phone-num

(A8 Ak MRS §lis A 220 AFE-E] = SSH 715 A A U T

Firepower-chassis /security/local-user # set sshkey ssh-key

Ezéﬂxﬂ}q 7]U16LL4K}

Firepower-chassis security/local-user # commit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Thg-¢] o) lincey?h = o) B9) AHE R A AL AT o] g A4S B k] v U S ¢
o 4] 2~ol] A8 = OpenSSH 712 A4 e EdAA S 7 ul gy,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAUOOVQ2CMWBIY/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQqap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51uq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDPD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

th5-9] o= jforlenzel+= o] &2 AH&AF Al A& A4 8)ar
= HA o) A== Ko SSH 7] & A4t ERAMAS AB

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAATIEAUOIVQ2CMWBIY/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1lxQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> —--- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

i

27 ALg A A1 AL

3}

ok wEE Qg
Firepower-chassis# scope security

270 AL A AR S AU,

Firepower-chassis /security # delete local-user/ocal-user-name

A2l A v o] Aol ERAAS AR

Firepower-chassis /security #commit-buffer
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Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

=4 AR A DA s 5= v A g}

=
270 A4 AL BA A I B shekel W AL Al A 3l A T AAA ko) Slojok @
Yk,
A}

SA1 Bt REE I Th
Firepower-chassis# scope security

92 ARE Al tia] &g stet AL vl 2 st = AR A Hot REE T
Firepower-chassis /security # scope local-userlocal-user-name

GA3 2AAEAAG S DA A e v st A] o F-E AT
Firepower-chassis /security/local-user # set account-status {active | inactive}

Fn BSOS EE $3 Y deE AAEIG 24+ sy

o},

U elol A= Al reletal shs 24 AFAF AR S 24 sy oh
Firepower-chassis# scope security

Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

2ANA A5 H ALEAE N LA T 7] Z %97
2%

W1 we REE Y
Firepower-chassis # scopesecurity

SA2 AAE AR AR del =4 AR AF B ReE Qe
Firepower-chassis /security # scope local-user user-name

A3 A E AR Aol e B EH E 7S AUt
Firepower-chassis /security/local-user # clear password-history

G4 AxE A o] dol EAAMAE Anlgy )
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Firepower-chassis /security/local-user # commit-buffer

o el A u A E 7% g S EAAA S AR,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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AECPEL
Cisco.com Al A o] JofoF gt}

4}

GA1 §) BEke-A & AF8-3Fo] http://www.cisco.com/go/firepower9300-software B+ http://www.cisco.com/go/
firepower9300-software & 2 ©] & 3 T},
FXOS Al Alol 0@ 43 E9jo] thg 2= so] X7} nal$- Ao A AUtk

SA2 A AT EYO] oA 22 vE 24 HFH O 2=y

Firepower eXtensible > A| A A3 E ¢] o] o] w] <] &= FX0S
AL Th R =

FTP, SCP, SFTP %=+ TFTPE A}-8-31o] FXOS A E ¢lo] o] u] 2| & FXOS Aj Al o] BALEE 4= 9l45
=

SELMEL
A aeol A BA L T o o Waw g AR E S,
colm A& BapahaL gl Aol UF P Fa 2 A% A4E S

* FXOS o1 %] 2}l o] A5k o] &

-

23}

A1 Belel mES Qg
Firepower-chassis # scopefirmware

@712 FXOS 2ZE o] o] A& thE 2 EJ .
Firepower-chassis /firmware # download image URL

the TR F ShbE Abgste] 744 & 51918 URLS A4 .
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o]

e

A3

Firepower eXtensible & A 4] Z A F HE Jaol= [ |

« ftp:// username@hostname / path
« scp:// username@hostname | path
« sftp:// username@hostname / path

« tftp:// hostname : port-num / path

D RE R sE RUE Y E oS Sy F o
Firepower-chassis /firmware # show package image name detail

ThS ool A= SCP Z R EZS ALY o] H] X & EALg o).

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

Firepower eXtensible &< A #] = F HE Jad o=

(RUBNAU
)

REEMEL

Cisco.com9| Al ZHE HE XX E 9| o] o] x| & th§ & = (Cisco.comol| A o]1]#] the-= = 38 7|
oA Fa)3 th& e F o] M| A 2 hE 2= Tt 9 2] FXOS Al A1, FXOS A A ¢l] 3=2] 2] T u}
o]z AT ESe] elu| ] th 2=, 40 ¥ o] A] Fan),

3}

FXOS CLI®| 143U THFXO0S CLI A 2=, 12 3| o] #] ZFa1).
Helo] L& JE ot

Firepower-chassis# scopefirmware

A A4 LES g,

Firepower-chassis /firmware # scopeauto-install

FX0S ZF&F &S Ay

Firepower-chassis /firmware/auto-install # installplatformplatform-versversion_number

version_number="d 3| Z <] FXOS & & HE2 v Ha duvh(el: 1.1(2.51)).

yesS 4 8to] AAE ASE AAA s A neE ko] AA S AT
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Firepower eXtensible =% A A= HES] 455 F3 74 845 dadol= H A 2 =3

o},

=
a) scopefirmwares ¢ = 3T},
1

b) scopeauto-install-S- ¢} =] $H T},
¢) showfsmstatusexpand= ¢ 2 gt}

FXOS A} 4] o =] 4 o] o] 22 2 E gof o] u] 4] thg 2 =

FTP, SCP, SFTP &= TFTPE A}-8-3}o] =24 t]u}o] 2 A X E 9o o]u]X] & FXOS A Aol HA}sH
4 ol

A 2at7] Aol

Ay aeld Rd & 7t = 2.

« oM A& FAFSEAL Ql= Aol tiRHIP A4 B S A 9

+ £ER ] o]vl A ele] A itae ol
43}

HOE MH] 22 BE 2 o,
Firepower-chassis # scopessa

S Eel Aol A 2E S REES A gch
Firepower-chassis /ssa # scopeapp-software

2] tlufo] & 2T E o] oA E e REFY
Firepower-chassis /ssa/app-software # download image URL

Us 7 3 oS AFEshe] 7hA & 9l o] URLE A St
« ftp://username@hostnamelpath
« scp://username@hostnamelpath
« sftp://username@hostnamel/path
« tftp://hostname:port-num/path

SRS 2R S RUE YW Bes STk
Firepower-chassis /ssa/app-software # show download-task

ez g o] ZE Ao S HelH theS a3
Firepower-chassis /ssa/app-software # up
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Firepower-chassis /ssa # show app

57 o Ee Al ol gk A S B tas AT
Firepower-chassis /ssa # scope app application_type image_version
Firepower-chassis /ssa/app # show expand

ThS o] A= SCP TR EZS AL4-51e] o n] %] 2 EALg o)

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.
Port Requirement for the Application:

Port Type: Data

Max Ports: 120

Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster
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Max Ports: 1
Min Ports: 0
Firepower-chassis /ssa/app #

w=2] % trho] 2§ o] m x| M A g Ho] E

A #e 7] o
Cisco.com®]| A (Cisco.com®l| A o] 1] %] T} 2 = 38 ¥ o] %] Za1) =] & t]ufo] ol A& o &2
Aol A o v X & th 2 =38 U5 3| o] 1| X & thE 2 =Y th(t]d 91 X]: FXO0S Al Al, FXOS Al
Al =] A tlufe] 2 A E o] o]u]X] the-R = 40 H| o] X] Fil),

RE HE o] v R 9} st o] 49 off ZE] Al o] o|n A& B Jado| =t A& 3
55 WA dadol=sfoF gt}

e}
)

:__E‘L_
=
il
43}

A1 HoAMu| A REE 9lE )
Firepower-chassis # scopessa

GA2 JHOE F2l Bl HEe] M E gy
Firepower-chassis /ssa # scopeslotslot number

SAI3 Aol E Tl el Z e Aol de] RS A I
Firepower-chassis /ssa/slot # scopeapp-instanceapp template

A4 AW AS Jdo)Edte = o2 A
Firepower-chassis /ssa/slot/app-instance # setstartup-versionversion _number

95 Ad 1ol e A Eh )
commit-buffer

A28 A5 el o] Mol B AN T, ) Z A oA o] v 1|7} Qo] E 8 1 o] F2] Ao]
Mol Tha] Al ZHE L e,

& ool M= 1ok BB 10] 4] A8 F9] ASAS 2 E 9]0] o] 1] 4| 2 3l vo] £ gtk 232, show
9o ALgetel o] E FEE Bald 5 5

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

t}
3

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
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Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
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Firepower-chassis# scope fabric-interconnect a

b) FA) ] 1P F4E wev e WE e P,
Firepower-chassis /fabric-interconnect # show

©) A= e IPF4 B A ES el E st s HE S dEd Y
Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d)ﬂi%ﬁﬂlwﬂﬁﬂgﬂﬁﬁ%ﬂﬂﬁqq
Firepower-chassis /fabric-interconnect* # commit-buffer

SGA 3 1Pve B IP FAE FA YT

a) Fabric-interconnect a®] o] 3k H 9| = A A g}
Firepower-chassis# scope fabric-interconnect a

b) ] IPve 13| 1| o] el gk M 91 E AT
Firepower-chassis /fabric-interconnect # scope ipv6-config

0 @Al el IPv6 F28 BeE o BYS APk
Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) A=E Fe IPF4 H Al EA S AW tha H RS JE gy
Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipv6e-gw gateway address

e) A|AEl Ad g o] EWMAH LS A}
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

Th2 dlloll A= 1pv4 w2 QIEf | o] = L Alo] E ol & -4 dut.

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

)

Th2 dloll M= Tpve Be] JIE Flo] & B Aol Efol & 4§t

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
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Firepower—-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipvée-gw 2001::1

Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

= 2N vV =270
ofefjol ¥ CLI "8 &= Agato] @4 5 A3Hg 5 o2 A3 AU NTP B E A4S <+ 3
<
&y,
4
#Far NTP A2 A Aol A A # Firepower A A] o} off Z 2] 7| o] A 3hol] & 7] 31 #] &FF Ut 2nke %
&< #1380 Firepower | A] 2 A Aol A A 3 5] = of Ze] A o] Aol & LA INTP A& g3l oF &
.
Ry A
R P =
] i]—
A1 A2 EEE g,
Firepower-chassis# scopesystem
A2 AzE AN BEE g g
Firepower-chassis /system # scopeservices
HA3 EE ARME AA Y
Firepower-chassis /system/services # settimezone
ofu) AL§ A9 W, 7t R E A G ol P SAE QI sters vl AX 7 EAH U,
R PR L FETIEE IR
AN A0 A S FR G FS SulE BFE AN A0S 4 FU4) Felsket WAA 7} EAH
ek gistel e 1o AHAAL GRS A askE W 2o 9)E A FU
A4 FHE EE ATRE sk E BheS FAE T
Firepower-chassis /system/services # top
Firepower-chassis# show timezone
hgo alel A EF AR S B BE AR 990w P EAGAS AU 74
| xE AHE FAEY .
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.
1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
Cisco FXO0S CLI 71 3] 1.8 o] A 7}o] =, 1.1(1)
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3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela

25) Guadeloupe 52) Virgin Islands (UK)

26) Guatemala 53) Virgin Islands (US)

27) Guyana

#2 49

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time Michigan - most locations

3) Eastern Time Kentucky - Louisville area

4) Eastern Time Kentucky - Wayne County

5) Eastern Time Indiana - most locations

6) Eastern Time Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time Indiana - Pulaski County

8) Eastern Time Indiana - Crawford County

9) Eastern Time Indiana - Pike County

10) Eastern Time Indiana - Switzerland County

11) Central Time

12) Central Time Indiana - Perry County

13) Central Time Indiana - Starke County

14) Central Time Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time North Dakota - Oliver County

16) Central Time North Dakota - Morton County (except Mandan area)
17) Central Time North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)

21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska

23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#2 21

The following information has been given:

United States

Pacific Time
Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1)

Yes
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2) No

#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los Angeles (Pacific Time)
Firepower-chassis# B

NTP A H| 7}

23

A2 BES G,

Firepower-chassis# scopesystem

A28 AE) 2 B Qg
Firepower-chassis /system # scopeservices

AR E T2E O] F, IPv4 B IPv6 F427F QL= NTP A B & ARR-SF e 5 Al 28] 74 o
Firepower-chassis /system/services # createntp-server{hostname | ip-addr | ip6-addr}

Al A e o] doll ERA S AR YT
Firepower-chassis /system/services # commit-buffer

oh2 of o A &= 1P 242 192.168.200.101-5 AF-8-3F= NTP A H & 48t ERAE S ARl gt}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

T oo A &= IPv6 42 4001:62 AF8-3l= NTP A H & A5t ERA A

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

o

AB gt

NTP A B 274

23

Az WEE Qe g
Firepower-chassis# scopesystem

A28 AE) 2 mES Qg
Firepower-chassis /system # scopeservices
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A3 A FH SAE o] F, IPv4 = IPv6 7427} = NTP A H & 2HA| gyt
Firepower-chassis /system/services # deletentp-server{hostname | ip-addr | ip6-addr}

S 4 A2d Ay g o] del ERAA S AN YL
Firepower-chassis /system/services # commit-buffer

Thg dloll A= IP 724 192.168.200.1013 AF&3}= NTP A ¥ S AHA| 8t EAAA-S ARl g},

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Ther ool A= IPv6 4 4001:6-5 AHE-31H= NTP AW & AHA|8HaL E A & ARl g o)

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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28] 252 NTP A vl sk @A) Bo1gheh A9, 9 L AS FEoE AT F gl

43}

A1 AsE R e d .
Firepower-chassis# scopesystem

GA 2 Az AR s RS Qg
Firepower-chassis /system # scopeservices

A3 Asg 25e T
Firepower-chassis /system/services # set clock month day year hour min sec
Ho] A5, o) A G AR E AR U T A2 2443 P A& ARESte] glE sl of b olw &
F A E 192 g€y
A2 25 A A 445U Th W AN B est fgn,

e ol A AT 222 P,

Firepower-chassis# scope system
Firepower-chassis /system # scope services

Cisco FX0S CLI 2 9] ~1#] o] 4 7}o] =, 1.(1)
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Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

SSH -4
£ & Ao A= Firepower A Alol 02 SSH @14 228 241 s1a 741} ] @b sfal = bl & 41g k)

ok SSHiE 7] B A 0.2 2450 gt

A3}

WA AsE s g
Firepower-chassis #scope system

GA 2 Al2E Au s BEE Y E 3y
Firepower-chassis /system #scope services

@A 3 Firepower Al Aol T gk SSH HA| A~ E G443 W v < 3}

* Firepower A A o] o ¢k SSH N A ~E 5] &3} A v}
Firepower-chassis /system/services # enable ssh-server

* Firepower A Al ol T gk SSH 4| =& & 8314 o8

Firepower-chassis /system/services # disable ssh-server

rd
)
o
ok
o
o
inss
JE
e
i
O

SA 4 A2g Ay o] el ERAA S AU
Firepower /system/services # commit-buffer

Uh-2] o] ol A<= Firepower A A ol 3k SSH KA =5 &/ 8ot ERA S 7B U

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

S s
U A2kl M <= Firepower A Al ol Tl gk (Wl A 2~ 5 2 3k A U v 27d 3o W= A Y
ok '@l 7] A o = v g sl s o] JlE T

[\

A9 e e WA CLIE FalA e AL 8 5 Ay,

B
K
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43}

WA A2E EEE Qeg

Firepower-chassis #scope system
A2 el A s wES Qe g,

Firepower-chassis /system #scope services
A3 Firepower Al Alof] T g+ AUl A M|~ 5 A5 A v 5 3
* Firepower A A o] T gk Yl M| A~ 5 3-8} U

Firepower-chassis /system/services # enable telnet-server

« Firepower A ATo] @ @18l o4 25 3 8514 oew e B3 dH g

Firepower-chassis /system/services # disable telnet-server

SA 4 A2d Av o] del ERAA S AU
Firepower /system/services # commit-buffer

o dlell A= dule &4 shsta EdA A S AR g

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP -4

o] A9 of] A = Firepower A A ol SNMP(Simple Network Management Protocol)E 7-/d 3} HH of] tff
EE T SERY TR EES BV

SNMP 471

SNMP(Simple Network Management Protocol):= SNMP #2] 2} Bl o o] A E 7} F-Aal o] WA #] & 4] &
AF e N E Aol #leolo] ZR2EZFYUTH SNMPE HIES Ao = tlufo] o] RUE Y Y
Ao A} E = E5stE 2y AT 2 FE Aol = ATyt

SNMP Z | 9 == th& 37HA] F-2 o2 A}

* SNMP #&] 2} - SNMPE A}-8-31o] Y E Q] F t]nfo] X 85 Alo]slal
= AR YT

* SNMP || o] [ E - Firepower A A& H o] B & 4] ¥&]stal B8 A] tlo] Bl & SNMP ¥+&] A}
1 313}= Firepower A Aol 22315 A E o] 224 8 A9 YT} Firepower A Al = o o] HE &
MIB {3 &3t SNMP dlo] HEE &g shatar | A} B ol o] HE 7ho] #AAE A
3} ¥ Firepower Chassis Manager ®=+= FXOS CLI®| A SNMPE &/ 3}5}a1 T+ 314 Al 2.

yE

—

bz o AR

td
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SNMP
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SNMP

'ﬂi
|

« MIB(#H&] A X d]o]E]#] o] 2~) - SNMP ofl o] M E | = #He] A o] JFPdeh
Firepower A A] = SNMPv1, SNMPv2¢ % SNMPv3E #9131t} SNMPvl ¥ SNMPv2¢ &7 H.QF #
FUE 714k k2] & A8 th SNMPE tholl g2l w o glF T

* RFC 3410(http://tools.ietf.org/html/rfc3410)

* RFC 3411(http://tools.ietf.org/html/rfc3411)

* RFC 3412(http://tools.ietf.org/html/rfc3412)

* RFC 3413 (http://tools.ietf.org/html/rfc3413)

* RFC 3414(http://tools.ietf.org/html/rfc3414)

* RFC 3415(http://tools.ietf.org/html/rfc3415)

* RFC 3416(http://tools.ietf.org/html/rfc3416)

* RFC 3417(http://tools.ietf.org/html/rfc3417)

* RFC 3418(http://tools.ietf.org/html/rfc3418)

* RFC 3584(http://tools.ietf.org/html/rfc3584)

SNMP2] 8 7|5 SNMP ol o] d E o A e -& A b= 7] 5 YUt o] 2 g &9 ol = SNMP &
AR AEE o] dastA FFunh &R 2R ARRA IS, AR, A2 F 5, A
2ol 3 A4 £ = 7|e 23 o EES ek 5= A5t
Firepower Al Al & E 3] = 4d] 5 3ty 2 SNMP 9 S AUt E3S SNMP #2217 E#Y
= T Y SAS AFskA] 7] wiLol GH BT A2 =7t v o Firepower Al A = E 3 =41 o
E«% AR 5= gyt 29 23S 52213F= SNMP #H2] AF= SNMP -3- 7 PDU(Protocol Data Unit)
7} = WA A & 5 A Y T Firepower Al A 7F PDUE $-A181A] 55l 4941 R4S YA A4
g UdsHH

pE A

SNMPv1, SNMPv2¢ ¥ SNMPv3& Z2H2} th 2 B el S Yepbyu ) 1B
o A= o] SNMP WA A & 2] o] «-§% 1ot Uﬂﬂuégﬁﬂ%
BoF S SNMP ERo] A4 H AN S BA S B Be s AFS
A AL S = Ao B R B S Ho]of ah=A] = Q1 H o] of A o -5 A
& B e oW Hok Rdlo] FE = o el thE YT SNMP B9 - U A
S} o] S A g

* noAuthNoPriv - 915 == a3} 8l

NELO

* authNoPriv - 218} X 7t ¢+ 5.3} §lS
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v2c noAuthNoPriv AFYE 149 oty &
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o Ml 12
o 2L ol

v3 noAuthNoPriv Username oly &

C 2
i >
z%
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v3 authNoPriv HMAC-SHA ol & HMAC SHA(X.¢}F
A darel) 7]
HE 1S5S Als gt

.

v3 authPriv HMAC-SHA DES HMAC-SHA &1
g5 7SS
Al g o
CBC(Cipher Block
Chaining)
DES(DES-56) %<+

71RE 915 2ol
DES(tlol 8 ¢35
3} £)56M E o
z38tE ATy
}.

rlo
L
o
N
oo

l Cisco FX0S CLI %131 Z12] o] A 7}o] =, 1.(1)



e
Y
o
1
o

snvpv 2ok

SNMPv3 10 7] %5

SNMPv3+= U E Y T A 15 2 A5 s} Ly & 238k o
YT} SNMPv3E= A H AFE A7 a8k #e] ARt &
SNMPv3 USM(AF8-Z} 7] HE 1.0 2dl) & SNMP W A| A] =3 HQES a8l th2- A | 25 A 33

H

jus}
)
o,
[>
2,
e
rot
a?
22
12
EY

W

it
2
ol
it

vk,
WA A A A e 2 W7 i S A gkon dole A2} o] glol
99 5 QAW Anvkd A AR HR e RFFUT

=
ro
9,
o,
Au
tr
rlr
(K
ut
)
>
=2
o
o2l
fz
i
>
o
ok
>
0
)
T

SNMP =] ¢

Firepower A Al = SNMPoI| T}-& A 98 A& g o}

MIB =]
Firepower A} A] = MIBel| ti3l] ¢17] A& AN 2~E A G}

SNMPv3 A}-87H9] Q15 T2 EX
Firepower A} A 3= SNMPv3 A& 2} 2] HMAC-SHA-96(SHA) 915 L2 & 25 A A},

SNMPv3 A}-8 <} 2] AES Zlo]H] A| =2 &=

Firepower A A] = SNMPv3 WA #] &} % 815 9 ¢ > efo|HA| L2 EF F 3}L}2 AES(Advanced
Encryption Standard)E AF8-3}™ RFC 38265 534 T}

Sepo] Al MM T HE priv 34 SNMP W9t 9t 5 31E 913 DES A $jAF B 128H] E AES
s skE AT Tk AES-128 73] 1 o] & &4 5313 SNMPv3 AF&-tel] th g Zefo] W A] H]
U S5 X 8Hsl= 7 -9, Firepower Al A = X efo| Al H| A 5 5 AL-8-31o] 128H] E AES 7|5 A4
AU th AES ZEto] HA] Bl 5 = 8%} o] 4ol ofof Ut} k57t Ant Bl A E o A X4 -5,
Hoj 6475 AT T AdFH

SNMP £/3 5} & SNMP <4 473
A7)

A1 RUHYE REE Y3y oh
Firepower-chassis# scope monitoring
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SNMPE 27 3} 9t}
Firepower-chassis /monitoring # enable snmp

snmp 71U E] RES Ut

Firepower-chassis /monitoring # set snmp community

set snmp community § %S ] 2 5}H SNMP A FUE S A 2shR] &= WA X] 7} A Y T

SNMP A7 HEE AG U 717U o] 52 HEi e 2 AR Y 717U E o] &= H )
3249 G5 BADL AT 5 AU
Firepower-chassis /monitoring # Enter a snmp community:community-name

SNMPE A A A= A| A8 G212 2 A T) Al A8 gk o] 2L o] F4 = o237 A

spe e, M 2554k A Aol 2 5 dFH
Firepower-chassis /monitoring # set snmp syscontactsystem-contact-name

SNMP ol o] A E(M )7} A5 = T2 E 0 9125 A FH T A28l 91 2] o] Foll = & o 51249
QoA BAAL AT S U
Firepower-chassis /monitoring # set snmp syslocationsystem-location-name

Al2Bl A glo] Aol ERAAE ARl
Firepower-chassis /monitoring # commit-buffer

th5-9] ool A= SNMPE €4 3135132 SNMP A Y Bl ©] 521 SnampCommSystem2E -/ 3} 2L A] 2~
gl G2} o] 521 contactpersons T3 3L A A 9] X] o] 52 systemlocations 74 313l E A A
= 715y

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl

Firepower-chassis /monitoring* # set snmp syslocation systemlocation

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

ool & 24
SNMP E & 2 A g2 A sk o)

BUEY Reg 4,
Firepower-chassis# scope monitoring

SNMPE &4 5tk o}
Firepower-chassis /monitoring # enable snmp
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SNMP E 31 A4

A3 AHE E1E o5, IPv4 T4 = IPv6 T 27t JE SNMP EJS A o),
Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}
A4 SNMP E ol AL-8-3 SNMP A F U E| o] &8 A AT
Firepower-chassis /monitoring/snmp-trap # set community community-name
SA 6 SNMP Esjel AL8-3 X EE A G3t
Firepower-chassis /monitoring/snmp-trap # set portport-num
SA 6 Eo] AFE-E = SNMP W B BdS g3yt
Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}
GAT (A A AES ER H3S AAFUL
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
23}
sv2c = v3E Ao R MBSt 9 traps
e v2cE W7 o2 A Elgt 79 informs
Fn 4 FAEveE HACR A8 e H ol A5 S 5 U]
=
SA8 (AE AR v3E W H R JEg A EI A Agks A g
Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
A2}
* auth - 15 SHA T 3 5} gl
s noauth - 915 =+ 4353} 8l
epriv- 15 2 453}
GA9 Azl Aol el ERAME S ARl

Firepower-chassis /monitoring/snmp-trap # commit-buffer

th2 o ol A= SNMPE &4 815} aL IPv4 45 A8
20 4] SnampCommSystem2 7 77U E & A& 719 &
Egor AAsIv3 PSS privE DA EAANMHAS AW}

Firepower-chassis# scope monitoring

N

sFo] SNMP E91-¢ 4293k o E3lo]
1gstn WAL 3R Agsn 4 £ S

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/monitoring # enable snmp
/monitoring* # create snmp-trap 192.168.100.112

/monitoring/snmp-trap* # set community SnmpCommSystem2
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer

/monitoring/snmp-trap #
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SNMP E 3

th5 Aol A &= SNMPE 2/ 31813 IPv6 T4 5 AFE-3Fo] SNMP Efi& AlAdslal a3 Effo] X E
20 4 SnmpCommSystem3 77+ H Bl & A8 A& A g skaL
Exlo g AAsl3v3 @IS priva ARSI EWAAL ARt

Firepower-chassis# scope monitoring
Firepower-chassis /monitoring # enable snmp
Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* # set port 2
Firepower-chassis /monitoring/snmp-trap* # set version v3

#

#

#

4

Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

b7

43}

BUEY BEE 8 g,
Firepower-chassis# scope monitoring

ARE TAE o] F = IP F47F 9l SNMP EF S AR A g o
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

A28 Ay o] Aol EAAAS Aulg,
Firepower-chassis /monitoring # commit-buffer

o

TS of| o Al = TP 54 192.168.100.1120] 4] SNMP E A& AkA| 511 E A A A

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

A g

SNMPv3 A}-8-2} A A]

43}

EUHE =S 9Edyh

Firepower-chassis# scope monitoring

SNMPE &/d shetytt.
Firepower-chassis /monitoring # enable snmp

A7 ¥l SNMPv3 AH&- A5 A4 v
Firepower-chassis /monitoring # create snmp-useruser-name

create snmp-user 3 %S ¢} 2 ¢t & v|AH S & ¢l 5t H A A 7F A EH YT
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SNMPv3 A}-&-2} 217)

AES-128 ¢t 5.3} Ab8-S &4 3 = w2 A s o
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}

71 EA 02 AES-128 2 sk v EA sk o] SlF Ut

A kol A W] Wl 52 X4 g o).
Firepower-chassis /monitoring/snmp-user # set priv-password

set priv-password " &S 9=t & Zelo|HA| HEH S & ¢ 5tal Slstets T F X EV] A

e,

Alz=gl Ad] ol el ERAAS AR T
Firepower-chassis /monitoring/snmp-user # commit-buffer

t}2-9] of o] A= SNMPE &4 8} 3L snmp-user142H= ©] & 2] SNMPv3 AF-8-215 A 4] 6131 AES-128
dzstE A stel HE RS B Zeol B HE S 5 A e ERAML S AU

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:
Firepower-chassis
Firepower-chassis
Enter a password:
Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

/monitoring/snmp-user* # set aes-128 yes
/monitoring/snmp-user* # set priv-password

SNMPv3 A}-8-X} 2} A

A3}

PUEY RS e g
Firepower-chassis# scope monitoring

A4 ¥l SNMPv3 A& AFE AHA| jFU T

Firepower-chassis /monitoring # delete snmp-useruser-name

A 25 2] el e] EdAR S AT
Firepower-chassis /monitoring # commit-buffer

U} o ol A = snmp-user142}i= ©] 5 2] SNMPv3 AF8-A15 2FA| 6121 E @24 -8 A Bl gyt

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #
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HTTPS = E ¥ 7

i}

HTTPS A H| A~ 7| 224 0 & X E 4430 A &4 3} 5] o] Q) HF Yt HTTPSE Y| &4 813t == §IA| v,
HTTPS 14 el AH8 8 X ES WA 4 AdHF T

23

SA A2aE RES E Py
Firepower-chassis #scope system

A2 A48 Aqu s R elddh )
Firepower-chassis /system #scope services

A3 HTTPS A2 AHEE X ES A gt
Firepower-chassis /system/services # sethttpsportport-number
port-number®l| 1~655352] A& X AUt HTTPS = 7]£-% 0 2 ¥ E 4439 A &4 5} o] 9154
t}.

A4 Aw An el Aol EUAA L ARG,
Firepower /system/services # commit-buffer
HTTPS 52 W43 Fol &= @A)o] LE HTTPS AlAo] AT A8 A= B8 o] 4| EES
A}-8-3}o] Firepower Chassis Manager®ll thA] 2121 &] oF T},

https://<chassis_mgmt_ip_address>:<chassis_mgmt_port>

ol <chassis_mgmt_ip_address>= A-&-A7F 27] 73] 18 o] ol

2] 21 $F Firepower A A] 2] IP 5=
2 EE E2E o5 o|W <chassis_ mgmt port>i w773 ¢ HTTPS X E

F
gu}.

Ch o] ool A= HTTPS X E M55 44307 MA 3ol ERAAE AH

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

et

e,

AAA |4

of Mo A= 1F, A o] B A plol thal ATk AN S WL e FES Fas
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AAA “J H.

VYRR |

AAAE TFE ko] B Al Aol B A% ANl o, 4NE FASRT AHEFE B
shuf A 2ol Tl g 3ol Baw Y1 ATk o] B L EAA WE T T L wekS
Sle) F o5 PR o P,
A%
AFE M 2T Polsy] Aol WE ALGA o B3} M UNEES AHFES e s PHOE |
A1 AFg A} 391 WS A FTUTH AAA A B ALE A A1F A4 F9 L Yol o] 2ol A
A e AL AL A4 FHo v g 47 FFo] QA AL A S el AT
F AU A Fgol AA3A o, Q5o Ashsha U =YL 427} AP,
b AAE Zakahs Aot ] AL AFTHES FX0S AN E FAT 5 gt

« HTTPS

« SSH

=<

TS A S T ZRALZALSA QA 275G B, P B AEA RS
Wohs AU AR AT IS W o) ARS A B AAIS B 2 {3l i s kE T
o

o) 7He e & ALEAT} A 2 % A = S 7)ol A28 ALg A17E ALEA
AR F AL e delE Y 9 Bo] LA oY e A BA 2 ASF A0 /%
2 B8 o] Fo A ol 52 Aol AT, A B, T2 BEE L §5 A BB AHgHY L,

Q1F, A ol W AY w1 E g

A3 W50 T AGEHAG AW o] W ojheF 7 I AET = AU T AFS T ALEA
& 04 Selslob Ytk ol 2L UROR AGIAL Q15 2 A ol P ST 5 9
P

Futh

AAA A H
AAA A A 2= Ao F 913 AL E E UED S AU 3 ASAE AE T 93
S ALEAT AA AT 5 9l P hnsh AN AE AYSHE AAE FRAGUD e P e P72
2419 919 AL§ 5= Al7E3} ol & 4o,
27 dole]io] 2 4 91

FATI T AAA A

Firepower A Al = AF&- A 7F AFE 2} 220 S A& 4= 9l 22 o] g o] ~ 8 A
H Al 24 "ol EjH] o] =5 AR&slo] ARSI, AT o B o7 " S AT T AdFHTL

Cisco FX0S CLI 713 212 o] d 7kol =,1.1(1) i



=}
Y
Bl
1
o

B war g3 4

LDAP A| &2} -4

LDAP A 3} £4 -4

o] ZLCE‘OHH :rL Aot £ o] T BE AT A tig 7] A AUt A8 Al ALl
ol 25l &4 o] o] AEgE o] 9= 7 -9-9ll = Firepower eXtensible % | Aol A sl F A7 & A&
shal 7] AA S FA Y T

Active Directory S LDAP A H 2 A}-8-3}= 7 -§-ol| i= Active Directory A1 ¥ ol A A}-8-2} A4 & A A 3}
o] Firepower eXtensible w3 | Al ¢} v}QIE FH T}, o] o 7} Eof &= Wh = A ¢+ v A H 5.7} A&
wofof gt}

13}

H REE Yyt

Firepower-cha551s# scope security

HQFLDAP EE=E 953

Firepower-chassis /security # scope ldap

ARE EQE ¥t g FZ=2 dlojejMo] =~ A M-S A gk o).
Firepower-chassis /security/ldap # set attribute attribute

AGE SF ol 5S R dlR =R ol ol S Al gt
Firepower-chassis /security/ldap # set basedn distinguished-name

AQd Y S Lgget dlZE=Z dolE o]~ A S Al g}
Firepower-chassis /security/ldap # set filter filter

A7} RS flka €14 & 97k A 2 Elo] LDAP A1 €] S5 7] ok hiz A7t 114
saeich

Firepower-chassis /security/ldap # set timeout seconds

Alz=gl Ay ol el ERA S AU

Firepower-chassis /security/ldap # commit-buffer

i
(A
o

2 of o A &= LDAP 54 < CiscoAvPair=, 7] 114 o] &
"DC=cisco-firepower-aaa3,DC=qalab,DC=com" 2.2 I 1*5 sAMAccountName=$useridi, Al ZF A 3k 7
AL sxw 247t et ERYA S A8t

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #
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AP Axa 4 Il

[N

Fa ARgAF 271918 LDAP AF&AFS] userdn©] 255AHS 2 3bEkE 79 A9 gy

okl & 2]

LDAP A &A= A4 gy},

LDAP A &2} A3 4

Firepower eXtensible - | #l| ol = 2t 167] 2] LDAP A &A= #] 1§t}
APEREL

Active DirectoryS LDAP A ¥ & A}-&-3}+= 74
] Firepower eXtensible &% | A ¢} v} &
& ofoF g,

-9l = Active Directory 4] ¥ ol 4] A8} A4 S A A 5}
Ut o] o7t Eof = tta ¥ %] &= v|EH S 7} Al F

43}

A1 mel wEE gL,
Firepower-chassis# scope security

A2 HOFLDAP REE gy
Firepower-chassis /security # scope ldap

73 LDAP A B QIARIAE A/ 8kal Bt LDAP A1 RES
Firepower-chassis /security/ldap # create serverserver-name
SSLE &4 3}3h 749~ Luk2] 0 & [P =4 B-i= FQDN?! server-names LDAP A1 2] K CF Q154 of
= CN(&5 ol & )JJr g2t LA sl oF U Th IP =42 7F A A B 4] o2 3, DNS A H S -4 3fj oF
gy,

A4 (dE AR AREAF S B 2AD )t BhE A sk LDAP 54 S AUt
Firepower-chassis /security/ldap/server # set attributeattr-name

o] 48 B4 ol B G AYUTh A28 o] B4 ol &3 A FH= gholl el A =S
g
o] ghe: 713 gl LDAP A Aol e 44 A & 4 AaFInh,

SAS (AE AR A ARG AL Qe AL Al A F o A AREAE o] Foll 7] 27 AFEAF DNS @ o3 AL A
T3 uf Aol A A S Al E of 3hi= LDAP A5 T304 S-S 1 o] 5 AL
Firepower-chassis /security/ldap/server # set basednbasedn-name
7] DN«] dol= & 1’41 2552kl A CN=username 4 ©] & ¥ &4} 72 A S 5 5 U o] W AR

A} o] 52 LDAP ¢15-S A}F-8-3}9] Firepower Chassis Manager B FXOS CLIo| A =& Al =38}
A7 AH§AE A E g,

o] #= 7] DN 7] Zgto] LDAP A& =kl sl A7 = #] &2 49 gyt
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LDAP A|-3-#} -4

A 12

oA 13

oA 14

(A8 ALl 7] DNl &8h= e A Ao digk ¢17] 2 A4 AgHS X LDAP dlo] B #| o] 2 7
o DN(LF ] 8)& 24 gk,

Firepower-chassis /security/ldap/server # set binddnbinddn-name

A= A #A2E Aol = 25570 9] ASCIL A Y T

(R A1) golE AE sk AA S AHg A} o] B0 LDAP A4S A kg o
Firepower-chassis /security/ldap/server # set filterfilter-value

o] %€ 7% LEY 7} LDAP A 3 Aol sl 497 b2 7 9ol L gt
HFQIE= DNel %] % ¥l LDAP dl o] Ej#o] 2= A7 of vl &5 A4 v
Firepower-chassis /security/ldap/server # set password
L §(AA 71 2), 2 (5 F) BE = 2)E A3
]
B 218 Firepower eXtensible & A Ao 4 A8 5 Q1587] 93] o] Al BAE AL &8}

2 AR gy,

Firepower-chassis /security/ldap/server # set orderorder-num

L
55 43t EnterE T2 1 (set password & ¢ 2 $) ] A] =] 7]

jur)
e
(T

~

i

(A8 A1) LDAP Al she] E2l0] A} = ¥ ES AT rh BF
Firepower-chassis /security/ldap/server # set portport-num

LDAP A H ¢} A1 o o5 5} AFE-S DA 3 o= v A sy o
Firepower-chassis /security/ldap/server # set ssl {yes/no}

AL gE sy
cyes- 42t A adUt dastE P4 /e A, A Aoy

eno- Yo7 u|FA O] QlFUTE Q5 ARIF GBI A G MAER AP

E W35 =389 Ut

ke

4
LDAPE STARTTLSE AF-&-3HU T} o] = L E 3802 A3l o535 418 3]-&3h )

Aol 3= 7] Zoll Al~gl o] LDAP H o] EjHo] 2o A4 3 Al =3k H] ARS8l oF 3F= A 7K (X)
= AR FYI,
Firepower-chassis /security/ldap/server # set timeouttimeout-num

1~60(%)2] AFE A AY 0(9)S & sle] LDAP Al-&A#bol] XA ¥ 22 A 7F A8 3hS AFE
Sy 7] 248 302 g Ytk

LDAP A&7} Hi= A 8] o] Al 5 15 Algshs W& A4 gy
Firepower-chassis /security/ldap/server # set vendor{ms-ad | openldap}

e v ZE U Th
* ms-ad - LDAP A| 3" 2}7} Microsoft Active Directory %]
« openldap - LDAP A| ¥ 2} 7} Microsoft Active Directory”} ©}'2

Alz=gl Ad] g ol el ERAAS ARt
Firepower-chassis /security/ldap/server # commit-buffer
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t}S-9] ool = 10.193.169.246°] F+= ©] Z 2] LDAP A H]

}ﬂ Y E SSI,}37G

LDAP | &4} 773

PSR

T ENAHEL AT}

J 3} 31 binddn, P 3, &

ik 1 E/H rrL}Ho}

Firepower-chassis# scope security

Firepower-chassis
Firepower-chassis
Firepower-chassis

/security # scope ldap
/security/ldap* # create server 10.193.169.246
/security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"

Firepower-chassis

/security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

E}SL

binddn, F| 2 H 3, =4, X E, SSL A%

9] 0ﬂ0ﬂ1ﬂ%f-12~31~71-1231-45b1~0011-011~90001E}l: o] & 9] LDAP A H

/security/ldap/server* # set order 2
/security/ldap/server* # set port 389
/security/ldap/server* # set ssl yes
/security/ldap/server* # set timeout 30
/security/ldap/server* # set vendor ms-ad
/security/ldap/server* # commit-buffer

/security/ldap/server #

SIES=
g Wle EAL %ﬂa%ﬂﬂ

FAtL EAAA

Firepower-chassis# scope security

Firepower-chassis
Firepower-chassis
Firepower-chassis

/security # scope ldap
/security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
/security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"

Firepower-chassis

/security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

LDAP A &=} 21|

SE

— =

Webw

/security/ldap/server* # set order 1
/security/ldap/server* # set port 389
/security/ldap/server* # set ssl yes
/security/ldap/server* # set timeout 45
/security/ldap/server* # set vendor ms-ad
/security/ldap/server* # commit-buffer

/security/ldap/server #

Qe g,

Firepower-chassis# scope security

HOLDAP REZS

9 g o,

Firepower-chassis /security # scope ldap

AGE A=

A A g o,

Firepower-chassis /security/ldap # delete server serv-name

A28

v e el

o ERAAS AR

Firepower-chassis /security/ldap # commit-buffer
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B rADUS AFA A

t}& of o] 3= I1dapl ©] 2} LDAP A H & 2FA| &}aL EA A S Al g o),

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS A|3- A} 4

RADIUS #|-& A} £40 A4

o Aol A P Bk &4 & o] fHe] BE A
JEEEERE BES TR ER R
sha 713 A& FAIF o,

A AA o] tigh 7] AA Yk A Al g A
irepower eXtensible % A Al o] A 3l A4S AR

)
m—

43}

nok =g g
Firepower-chassis# scope security

1 oFRADIUS REE =gt}

Firepower-chassis /security # scope radius

(A8 AVgly AW 7} ok E 9l Thar 914 3 w7} %] RADIUS A H] 9}9] B41-8 A A &
uw

Firepower-chassis /security/radius # set retries retry-num

(A8 AR A 7E ok E kAL Q1A S w7k ] A 228 o] RADIUS A1 H €] 8- 55 v} 7] 8l of &}+= A
7214 AAF

Firepower-chassis /security/radius # set timeout seconds

Azl ¥ aeo] el EAAA S AT

Firepower-chassis /security/radius # commit-buffer

et
>4 (|
&
il
RS
ol
ot

‘3}%«] ol ol = RADIUS A A= 1425 42 A skal A7 Al 7F 1h4 & 302 2 A st EXAA

= Ay
Firepower-chassis# scope security
Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30

Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

ohel & &)
RADIUS A 325 A4 g o

Kl
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rapiws A4 4 I}

RADIUS A| 3=} A A

Firepower eXtensible &% A Ao A= # ] 167] 2] RADIUS A| T A& *] L4 & 1t}

43}

WOt REE QE gy
Firepower-chassis# scope security

B RADIUS RE2 &g},
Firepower-chassis /security # scope radius

RADIUS A ¥ Q1B 25 A4 321 H.oF RADIUS A ¥ B =5 92§ty
Firepower-chassis /security/radius # create serverserver-name

(A8l A}3}) RADIUS Al 9}9] Balo] AHg5 = ¥ ES 2 A}
Firepower-chassis /security/radius/server # set authportauthport-num

RADIUS AH 7] & A A gt
Firepower-chassis /security/radius/server # set key

7] 3 4452 EnterS T2 (setkey 9 YFH F) T FET

[
=2
>
N
P
o
A
J
ot
i
iul

(A8 A o) A S A= A =D A7 & A gyt
Firepower-chassis /security/radius/server # set order order-num

(A8 AVl A B 7} g H STk €14 8 w7k RADIUS A vishe] B41S AN =S 352 4%
Y.

Firepower-chassis /security/radius/server # set retries retry-num

A B 7F ohe- S A ThaL /1A & wj 7kA] A] 2~ E] o] RADIUS A ¥ 9] 355 th7] 8l oF 8= A7 1HA &

A A g

Firepower-chassis /security/radius/server # set timeout seconds

Y RADIUS Al & AE 918l 2744 Al Q15 A e 739 Bl 32 Timeout(X 7+ A &) 442 773
RS AU

Alz=gl Ay e ol el ERA S AU

Firepower-chassis /security/radius/server # commit-buffer

31915 X EE 5858 % A AT 7]
£ radiuskey321 2 AL oA 522 AL AA = Sl E 48 A s A 2953005
Astal 27FA Al 1ES &4 kel EANAA S AUl ok

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321

Firepower-chassis /security/radius/server* # set order 2
Firepower-chassis /security/radius/server* # set retries 4
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B Tacacs: AFA A

Firepower-chassis /security/radius/server* # set timeout 30
Firepower-chassis /security/radius/server* # commit-buffer
Firepower-chassis /security/radius/server #

RADIUS A|-& A} 21 4]

13}

WA wok mEE ¢
Firepower-chassis# scope security

A2 HQFRADIUS EE=E 918},
Firepower-chassis /security # scope RADIUS

SAI3 A A E A AU
Firepower-chassis /security/radius # delete server serv-name

SA 4 Al2d Av] o] del ERAMA S AN Y T
Firepower-chassis /security/radius # commit-buffer

U of ol A<= radius1 ©] 2= RADIUS A H & At Algkar ER A S A U

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

TACACS+ ~| &=} 173

TACACS+ A &=} &4 -4

o] Al M TG HAL o] FH Y BE AT A diF 712 A Y Th NE AT A
o2 3k o] A o] 3 o 3= 74 -9-9lli= Firepower eXtensible % A Al A a3 A& AH&
star 7] A S FA Y o

3}

GA1 Bt REE =y
Firepower-chassis# scope security

DA 2 HSFTACACS+ EE=& =3yt
Firepower-chassis /security # scope tacacs

WA3 (e ARGy Aot o leka 142 B2k A 28 o] TACACS+ A1 <]
A7 S AT

olo

e 7] sl of sk
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TACACS+ A

Tacacs+ Az +4

Firepower-chassis /security/tacacs # set timeout seconds

Al A e o] doll ERA S AR YT
Firepower-chassis /security/tacacs # commit-buffer

o
N
pa)
%
T
K

Uh5-9] of of| A = TACACS+ Al 7 Al gk 1h A & 4552 2 A4 etal EHAA

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

Charell & 24
TACACS+ Al &AHE A4 gt

A A

Firepower eXtensible % | Al ol A = 2 tf] 16711 2] TACACS+ Al &-A+& AL 3t}

43}

ERRRES
Firepower-chassis# scope security

1o TACACS+ RE2 18},
Firepower-chassis /security # scope tacacs

TACACS+ M B Q1B 25 A8 Be TACACSH AW REES g}
Firepower-chassis /security/tacacs # create server server-name

TACACS+ A ¥ 715 A At}
Firepower-chassis /security/tacacs/server # set key

7] #kS A3 H Enters 2 (setkey W Y8 ) ZEIZEA 7] @S JE Y

(A8 AL o] N 2A YR AR A7 S AP

Firepower-chassis /security/tacacs/server # set orderorder-num

A 7F ok E A ehar 143 wj7kA] Al 228l o] TACACS+ A H o] & &S ) 7] 8| oF 3= AIRF 14 &

A4,

Firepower-chassis /security/tacacs/server # set timeoutseconds

H TACACS+ Al &A= flal 27HA4] Al 52 A8 49 o 2 A Ag gk 748 A
A4 G,

(¥ AL) TACACS+ AW She] Bale] AHgs] = ZEE A4 g

Firepower-chassis /security/tacacs/server # set portport-num

=

X228 A Teol o] E A S AT g,
Firepower-chassis /security/tacacs/server # commit-buffer
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. Syslog 7%

TACACS+ A

U2 ool A= tacacsserv680°] gt o] 5o AW 2B A5 A 3L 7] & tacacskey321 2 A 1Al
SN 4z AR Q% LES 5859% AR EAAME AR,
Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

T3 A4

N BEE YU
Firepower-chassis# scope security

R TACACS+ BEE =3}
Firepower-chassis /security # scope tacacs

A A og A F .

Firepower-chassis /security/tacacs # delete server serv-name

A28 Ay g o] ol EAAAS Aulg,
Firepower-chassis /security/tacacs # commit-buffer

T}S- of o] A &= tacacs1©] 2= TACACS+ A H 2 2148131 EA;AMH S AR o)

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

Syslog 74

A 225 57)-2 T uho] 9] W] 4|4 & syslog F1 & 41 8 391 A1) 2 4 5H 34 VI ek, 5 syslog
Aule] 273 215k ARE FFHE o] mgol BT syslog ¥l 2 WA AE FA5a 3
A= AFEAL (e AT 1ol A ol ket QAT Lh, o] 27 NS Bl =18 A
A A7) BAE S gt 2o AHC) BAl A b A o] B 48U o,

43}

BUEY BES QY

ot

g},
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Syslog 4 .

Firepower-chassis# scope monitoring

syslogs®] Z& A5-5 &4 stst 7L Bl 24 sty v
Firepower-chassis /monitoring # {enable | disable} syslog console

(8 A ALEATE EA S 7P e WA A S AE P T syslogZh A BHE 49 A
sge 2ol 7 5F ol del AAE FAFIL £F FHL AF T g #AE 1Y

Ay} 7] 4252 Critical($1 )Y Y o}

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

£ AAE syslog A R0 BB &< 24 shel A} w24 S g o

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(B AL AFg AL EAIShe]E g e WAA E S A g ok muUE et 245k 7

S, A28 G ol el BAFUL £F $H S NFE gashs 242ty 7]

B 2L Critical($1 @) QP Yt}

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings

| notifications | information | debugging}

a3l Critical($] g) V] Tt 4252 2] WA | = terminal monitor Y8 & & ¢ 3 F vt Huld By
Efoll FAE Yo

syslog I ol T3k syslog A 1. 2Hd S DA shah A v &g sty o

Firepower-chassis /monitoring # {enable | disable} syslog file

)

MAAE 7 S8 59 o] 5 AR T 3 o Bl o) 1642 AFEE F A5
Firepower-chassis /monitoring # set syslog file namefilename

(A8 AL AL AL o] A e = b e A 2 E S Au g 9 e 7 245
F A%, A 2R syslog ol ' FF o] 4] MAAE AFFYE £F FH LS T A

s M2 UEHYY 7 e Cr1tical(-‘?4 FHgyrh
Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

GERSIREERERE PEER S EE REESEESEE E R ECER DA
o] E)E A Th W 9= 4096~4194304 0] EYJ L T},
Firepower-chassis /monitoring # set syslog file sizefilesize

Hdl 3701 9] 215 syslog A H el syslog WA A & d%é}Ei TAEYT

a) FH ] 371 9] &5 syslog A1 H = 9] syslog WAl A] &S & stal A v &g b3 o),
Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (318 AFah) ALEALTE 93 = o] A Ashe] = b e il A4 SR e gt 247 dabe]
B 5he A5, A2 93 Aol g 55 o do) AN E AF T 2
w7hAaEe eA R dEg Ytk 718 2 Critical(91 #) G T
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

A 97 syslog N 9] BAE o] § i P F2E AP FLIth £2E o] Bol = ) 2567
FEE 4 A5

) %

3
A

mlm X
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Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
hostname/ostname

d) (8 21eh) A gE DA syslog AW 2 A5 syslog WA Aol 234 75 55 A QYT
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

SAN 27 228 FAFUG AT BA A v B sekel s 23 2 247 Bhg BE S Y
=g,
Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
e F s 4 Ay
caudits(7HAD) - B E A 21 olHE 2718 &4 3] e v g4 31k o
s events(C| M1 E) - &= A 28] oWl E 2715 &4 3} = v &8sty
« faults(2 3 - L& A 2H A3 245 A3 B v 24 s U
oA 12 ERAAE Aulg o
Firepower-chassis /monitoring # commit-buffer
o] dlell M= = gpd ol A syslog MM A o] 2EZ XS 2 s}et= e BolFH EAdAAS 7

B,
Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

DNS A ¥ -4

Al 22§l A P F= 4o th 3k S 2 E o] 55 Is)of 5hi= -9 DNS A & #| g 8fl of gt} C’ﬂ%—ta:‘
o] DNS A& T4 3}#| & S Firepower Al Ao A A& 44 & uf] www.cisco.com 52| °] &
AHEE = IF U IPv4 == IPV6 T4 5 SFLEE A H O] IP =45 ARl oF St Z o 471 W}X]
DNS A ¥ & F4 & = dHF YT

[\

e
]

o] DNS AW & 14
A 23S o= 3

P A 225 e gl o] e suk A 2 A A g o,
7%, 919 =4 5 371 ) DNS A Bk 748 5

r1r ru‘*

o
-+,
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DNS A H 774
A%
G A2E REE g hu)
Firepower-chassis #scope system
A2 Al s REE g
Firepower-chassis /system #scope services
93 DNS AN E AASAL AAste W g3t ol AA% He e dH g
« A A€ IPv4 = IPv6 F47F 913 DNS A H & AHE8He 5 Al 29 A8kl v & 9
e
Firepower-chassis /system/services # createdns{ip-addr | ip6-addr}
« A4 H [Pv4 B3 [Pv6 T427F 3L DNS AW & 2 Al st i o3& 3 o).
Firepower-chassis /system/services # deletedns{ip-addr | ip6-addr}
S 4 Al2d Ay g o] el ERAA S AR Y T

Firepower /system/services # commit-buffer

U2 ool A &= IPv4 574~ 192.168.200.1055 AF-8-3F= DNS AW & A3t ER A H S

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

A g,

T}S- of o] A] = [Pv6 24 2001:db8::22:F376:FF3B:AB3F& A}-8-3}+= DNS AW & A&l Ed A A
S AW}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

T}S o o]l A= TP 4 192.168.200.1052 A}-§-51 1= DNS A H 2 2145131 Ed A H S Anl

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Sy
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SR DR

* Firepower Security Appliance S1E] #|o]2~ A H | 75 #|o]A]
« AHHoo]~ A HY, 75 #Ho]A]
« TE A AA, 76 #Ho]A]

s T AOlE A, 77 HolA

Firepower Security Appliance Q1 B 5| o] 2~ A 1.
FXOS M A= &< 1 # o] 2~ 1} o} 1] 2} EtherChannel(port-channel) $1E] #] o] 3 .
EtherChannel 1B] #| o] == &4 3 3@ o] 18] Q1B sl o] =5 Hd 1671744 5’:@@ T AsH
ZE Qg lol 2 e 78 F shud 5 sy
o o] B (7] %) -- tlol B IE Flo] 2= =] 4] tiufo] & Thell &3 = gl5 U

o 4] - T Sl H o] 2= =84 Yufo] & 7o FH-E = U H5 Ut =8 4 tulo] AT 17] 9]
2] Qe ol 2n B a4 et

Zel2E] - 2ol e E e 4 vhe] o] ALE S B Qe sol 2 § 3 AU o e
R SHAH 7 EAS 913 S 2H Ao H Aol AAs oz sdgE Yy 7|2

| Ao ¥ 3= Port-channel 489] A5 &2 A A E Ut}

SA1 Aol ReE ety
scopeeth-uplink
scope fabric a

rfo
k)
o
R
o
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B H o] 25 &g st
enterinterfaceinterface_id
enable

o) A

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

FaL ]1mnmmwﬂﬂﬂﬂﬂﬂﬂ]*bﬂmﬁﬁi¢@§¢ Ut 2E A E o] Wi
ol Q1] ¥ o] 2ol A enter interface ™ &S AF-83= A9 A 7} EA 614 F=vhE 057 |
A1 A 7} 32 A1 Y T} port-channel 9] ?lE1 ¥ o] 2~ E Z7}3} 7] A 9 enter interface ™ &S A}-8-3}

of Qg H o] =5 HA sl of Frt.
(8 A1) QLB o] = £ & A g o,
setport-type {data | mgmt | cluster}

o) A

Firepower /eth-uplink/fabric/interface # set port-type mgmt
data 7] 9] == 7] 3 U T cluster 7] 9] == A B sHA] whAI Al Q.

(8 A1) Qe o] = & A A g o,
setspeed {10gbps | 1gbps}

o) A

Firepower /eth-uplink/fabric/interface* # set speed lgbps

A el o) 4 & A FI T

commit-buffer

A A
o
EtherChannel(port-channel#} 1L = 3 & 5 A &k -3 o] #H Qg o] 25 H ) 1670 7b4] 233 4
Ay
M H .

AEEEEL

FXOS A A] 24 LACP(H 2 o] 18] Alo] A Alo] 2 E =) R =0 A EtherChannel %+ #] 9 3 o},
Cisco= H 19 T34 S 93] 9% XEE & FE2 AAst= AAH S AL

43}

QAE o] 2 BES g
scopeeth-uplink

rfo
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| <Es

o] 2= 7]

scope fabric a

port-channel= A/ 3t o},
createport-channelid
enable

W A A o] A5 TG

createmember-portinterface id

o A

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
CERSTEE BRSNS B L ARl

setport-type {data | mgmt | cluster}

o A

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data 7] 9 == 71 F-3 Yt} o] port-channel S 7] gk Al S8 2FH Ao AR ALL3A] &=
7% cluster 7] Y == A &5} %] npAd Al

(181 AF&}) port-channel®] B& ®Hof t3)] JIE Hl o]~ £ & HAA Y]
setspeed {10gbps | 1gbps}

o A

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

Az 2e o] 82 AR,

commlt-buffer

=05 =R
‘ﬂ?§§'9ﬂ<jlzz‘%1)§

b3 A Aol A &= FXOS A A of| A A& 28 Alo] 55 T3t WS RoFUTh £3 Alol &S

AFg-31o] 171 9] 40Gbps EE 2l 470 ¢] 10Gbps ZEE A 3-8 = 95U T

b

A1 A B A ES A HE o WHE S AFEE Y
Cisco FXO0S CLI 73] 2&| o] A 7}o] =, 1.1(1)
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a) Aola Reg gy
scopecabling
scope fabric a

b) =] aL ;ﬂ ]_‘._ Ag/\hsqu.

createbreakoutnetwork module_slotport

o A
Firepower /cabling/fabric/ # create breakout 2 1

¢) 7131 o] Ads Avl Y
commit-buffer

AF ARG o] ULk st ol o] B Aol
317] Aol #& Aol B2 wF Yok Gk,

rr

0::‘

A3 3= 7 -9 commit-buffer 8 ¥ S A Y

scopeeth-uplink
scopefabrica
scopeaggr-interfacenetwork _module slotport
b) set '} HL AL&Sto] QeI o] 2 S W EE FH & AT
enable T=1= disable 8 & & A}-&-31o] QIE T o] 2~ 9] ] e E AAF UL
¢) Aw o] A ARG

commit-buffer
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=24 fulo] 25 A o) FXOS A Al FHvlo] A= X Gl AXZEQJo] S thgR =8kl
EXEH 74«413] oA gl ] Sl o]~ A S XA H Hot BE/ARol &85 A A A Al
Z ] 22 9] 7§, Firepower Al Al o] A X B & HQF B Eol A 83lo] =24 tjulo] 25 53y

.
g 27k §8 ) =9 A rbel 2 F B A4S F AgUTh

B
K

ofe] Wk BE S A Y5HE FXOS AN A & 714 #39) =e) 4 tupo] (% U Y w2 o]
e AT AU Th 2, 3709 not wEo] AR A5, shbel wel mEe M Y
4 ojubo] 25 A @ Theol Lo X 274¢) =l 4 tutel B Abg S Fe2HE AT 5

gl

* = Y9 - Firepower Al Aol A X 7}7+e] HQE HE/AMX &0 2 578 w4 tlulo] & A
& AFH

Y 2H - EH2HYE S S8 oy Bt RES 3 shuhe] el A tiuto] 22 1 F 5
(e}

AU Sel2H = AgF S 2 of g tule] 29 o] F stk B3R E A5k Tl &
A Hupol e, MIES] =Lell B3 o] B ol S Al eyt Firepower 9300 52] o2 &
T vubol 2= U Al S ~E Y S A F Tk

rfo
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B =23asAaxs

4 cupo] = 44

%519 ASA t=2] 3] t]uo] 2 A4

Z¥zre] Wot Bg/lxl
Firepower 93007} 72

(FXOS A Aol A3 8) 02 %98 =24 o] 28 448 5 5T,
¢ s
uhol 5 44 5 8l

&
olg] g fulo] oA = S 2H7 A e A 5HY =
FUT 595 tuto] 2 & A ste A WA S8 AHE A A sl oF 9
Al 2FeE7] Zd el

« =8| 4 tjujo] o) ARE-E Wl RE/IFlof v=2] 4] tfnfo] 27} o|u] A E o] 9l A5, 7] E
o] =8l 4 futo]l 25 WA A Al oF ] th(w=g] 4] tubo] 2 AbA) AL,
Cisco.com®| 4] (Cisco.com®l| A o] 1] Z] t}--2 = 38 ¥ o] %] Za1) =] &4 t]ufo] 2ol AF-8-3F o
Sl A oW A& R =3 Uy al G o] WA & thE ==Y T A 91 A]: FXOS Al AL,
FXOS A Aol =2] 4] tnfo] 2 AL E o] ojm|A] th 2=, 40 #H o] #] ZFaL).

=] 4 Hupo] 2ol AR whe] IE H o] s A T

3}

Bt M|~ REZ 193yt

Firepower# scopessa

w24 Huol A~ A g T,

Firepower /ssa # createlogical-devicedevice nameasaslot _idstandalone

=] A Hupo] 2o thg AR S ety

Firepower /ssa/logical-device* # setdescriptionlogical device description”
=2l %] tupol 2ol whe] B vlolE e H o] Ag et

Firepower /ssa/logical-device* # createexternal-port-linknameinterface_nameasa
Firepower-chassis /ssa/logical-device/external-port-link* # exit

pel RE2EY YR PP
) FEAEY AANE AT
Firepower /ssa/logical-device* # createmgmt-bootstrapasa
b) W F A A T
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
¢ HHEWE ks AT
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # setvalue
L password

d) HWAE A 1o o) A WE FE G
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

e) ¥ IP A5 TAFY
Firepower /ssa/logical-device/mgmt-bootstrap* # createipvdsiot iddefault
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= 9% ASA 1= 4 T o] 2= 44

f) Al|Ee] F42E5 AT
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™ # setgatewaygateway address

g IPFA4 9 uAa s AR}

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setipip _addressmasknetwork mask

h)y de] P Ad ol d el s T2y
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

) e FEAES Aol MeE TR
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

¥ agelds Al
commit-buffer

A28 A3 g o] o] EAAAL A g

of

Firepower# scope ssa
Firepower /ssa # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # set description "logical device description”
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"

Firepower /ssa/logical-device/external-port-link* # exit

Firepower
Firepower

Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa

Firepower

Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower
Firepower

Value: <password>

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 1.1.1.254

Firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* # show configuration pending
+enter logical-device MyDevicel asa 1 standalone

B T T T S R e T T

enter external-port-link inside Ethernetl/1l asa
set decorator ""
set description "inside link"
exit
enter external-port-link management Ethernetl/7 asa
set decorator ""
set description "management link"
exit
enter external-port-link outside Ethernetl/2 asa
set decorator ""
set description "external link"
exit
enter mgmt-bootstrap asa
enter bootstrap-key-secret PASSWORD
set value
exit
enter ipv4 1 default
set gateway 1.1.1.254
set ip 1.1.1.1 mask 255.255.255.0
exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 asa
/ssa/logical-device/external-port-link* # set description "management link"

/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 1.1.1.1 mask 255.255.255.0
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+ exit
+ set description "logical device description"
texit

Firepower /ssa/logical-device* # commit-buffer

Sl 2E TE

AP S Sl oY Bt e o el =el A Yutol Az I8 = sy S8 A
He A S R o8 gnte] 29 o] T 8les 15 G sk A Bl tupol A, v E
=Ll Sh el 2= W oS Ale T T Firepower 9300 9] o] 2] X& Hulol 2= WA A A S

g EEe A gsu.

1%

e
k]

FX0S ~H A 2]

Firepower 93002 o] &] A AJ(A]A] 7H) A Ao A S2] 2B S X UA3HA] Fov] | A A] S8 ~H
Fk A 4o

S 2HY A
S AEE e G o7 ZAEs= o] Ao tulo] A g TAE UL FXOS A Aol A 2] ~F
g 755t A5 o AY S FAdY o
«FH 2 FALS 98 S8 2~ H Alo] ¥ A (port-channel 48)F A F Yok W AHA] S ~H E
o] A%, o] HAE= FH2H T Al Firepower 9300 ¥ &2 <18 &85t}
S 2aH FEZES Ay g ol dS ol EE Aol vl At}
S 2~HE 753 o, FX0S AA] 3 uto] A= S8 2F o] &, 8] 2H Ao A Q1E 9]
24 71e Fe A AAHE 35 2 FHlo H A4S FEAEDY Ax g o)HdE A&st

o BEISE BAE A RGO A Em g ool fe] A ohE

g 7l o] W F-oll A AR A7 A = s U T

o dlo]E JAEH o] 22 & Spanned N E #| o] =2 F&] A~ o] &3t
W Al 2 <8 & 2] 9, Spanned <1 E | ©] 2~ 7} EtherChannels(* A] 7+ 2 2] ~E & 2] 4 $-
o} vl 7FA] )0l =5 8k%] %] kG U T Flrepower 9300 5=3 H}-©] A = EtherChannel 7] &S U] §-0]]
A AREste] Eg TS F QI o] 2ol 9l ofe] REe 2= Ml stn g BE HolH <l
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FXOS Al 4] i utol Aol 4] &4 e 288 5% 5 dgUth E 27) A9 aglelde 4
ool Hhel Ao g Y

23}

SHAHE F5317] Aol H A 17)] o9 dlolH £3 21 # o] 2~ T EtherChannel(port- channel
o]g};f_l: S AU 2 E Q9 AA, 76 Hlo]A B ‘_C‘O]EiJﬂo]/\_L/H AF, 75 Ho| A= 2
2344 2.

REQE ol 2E Se Y 724 02 S E o] QlF Utk gk ol E I o] A5 55
Sol Fel=Hol F7HE 5 dFy T
%ﬂ%—Mﬁﬂﬂ*mbﬂmme&HTﬂﬂqq’“fﬂ“@“'%ﬂﬂﬂﬁ%ﬂﬂﬂﬂi
&7 14, 75 HolAE FxPA L

mmmMM%%EaéHﬂﬂ%ﬂiﬂ%%HW

ok AN BES Qe

scopessa

o A

Firepower # scope ssa
Firepower /ssa #

S22 AT

enter logical-devicedevice_nameasa "1,2,3" clustered

o A

Firepower /ssa # enter logical-device ASAl asa "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name- FXOS A A =¥ uto] A7} S 2] 2B & A8 S A 5kl QI Hlo] 2 & sl vl A
ST o= 1ot W 713 180 el ALEH = 2ol ~E o] Bol obylLlth = a0l & o 4
A SHA] 22 7ol = 379 Bt RES B A of )

Fe 2 i sE FAE Y

enter cluster-bootstrap

o A

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

Bk wE Ayl agol el A S8 AH i o5& A d U
set service-typecluster name
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ASA 2 2HH +A4

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

o] &£ 1~387} 2 ¥ ASCH F-A- A o] o] of ]},

Ze] g ool A REE A3 T)
set mode spanned- etherchannel

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

Spanned EtherChannel .=+ A Y4 == L sk =9t}

A4 IP T2 AHE A

o] Ari Wek BE Aw 1w o] o] ) B H o] 2 A S B ALSH UL,

a) AP F40] £S5 FAFU o] T s dEH o] =0 ZF S AE 5 Sy
set ipv4 poolstart ip end ip
set ipv6 poolstart ip end_ip
A S 2E = 7Y gl
ﬁhmmfﬂ¥i§iﬂ}§%3%ﬂﬂ%%ﬁﬂé
)i ool 9t % ﬂ*&ﬂ”*wﬂﬂﬂ- 2

IP 3 4% o ofa) ol of FITh. IPv4 B/ IPv6 745 AHE T 4 A% Th

b) e QI Ho] 29 7| S 2H IP F4AE A S

set virtual ipvdip addressmaskmask

2 F]F
N

set virtual ipv6ip addressprefix-lengthprefix
ol IP Fa= A2 UEY A S 2F & FAR Jlojof shAIrt o] 4= obd Yyt

c) UEYA AolEY o] F+4E &g}
set ipv4 gatewayip address

set ipv6 gatewayip address

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* #

Firepower /ssa/logical-device/cluster-bootstrap* #

255.255.255.0

set virtual ipv4 10.1.1.1 mask

o= M 45 x| Y th S8 2HE &5
PP 4012 Y 2HIP T
oA 7] & S 2~H IP T4 g

set ipv6 pool 2001:DB8::11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length

64

AN IDE ARG
set chassis-idid
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o A

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

WA 1 22l e Alo] P Ao] Edel s 1% 71§ T4 gk
set key

o) A

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs
Firepower /ssa/logical-device/cluster-bootstrap* #

T s gEstete WAAZE EAE U

T IS 1~632 2 | ASCIL £ YU th F vl & 715 A ebe vl AFE Y th o] 5
QA e o] E R A AAlS w9 ol B B G nAH don, 3¢ o
e ER

GA12 28 2E FEXE

A3 AFE The R AT E o] WS Q1% v AR WS A d YT

show app
o A:
/ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) A% WA P mES A g,
scope app asaversion_number

¢) o] A& 7| Egho = AAF Y]
set-default

d) 9 mES FR,

exit

o A

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
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Al 14

Al 15

asazezEg 4

/ssa/app* # exit
/ssa* #

A3 2ol S AUl
commit-buffer

FXOS AJA] ] uto] A 7] 2 ek B E AL Ego] WA S e R sha Fel s
s el 4 B e QB Hol s HRS 7k mek o] Y ste] FesE E THEL,

FH2HE A el dE wEseta i 7 F Bt Rl dZ29 Y.

of

A 18] 75

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit

exit
exit
commit buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
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set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

FHEHE 7S

715 ol & ZHEH |7 BE
2]
Cisco ASAE ¢ = | 1.1.1 Firepower 9300 A A] U] 5ol A BLE ASA HoF RES S8~ E T 4= 54T

SR R= = B

Z7}% 4 & enter cluster-bootstrap, enter logical-device clustered, set chassis-id, set
ipv4 gateway, set ipv4 pool, set ipv6 gateway, set ipv6 pool, set key, set mode
spanned-etherchannel, set port-type cluster, set service-type, set virtual ipv4, set virtual
ipv6

o =2 7o

A

e EE DR CE

| I

T2 AakE Falste] of iAol 24 = vl o] Blol] A4 T T

o
k]

2 oA A FAH A S S, CHE SSH o] Q122 A 51} SSH 2ol AEE A) 1]
Aoz drdol =g AL AT

43}

N EeA I 2w v melolelo] AR oS ST,
a) FXOS CLICIA] H.oF Ba/qlxl el A3},
Firepower-chassis # connect module slot_number console
i ofe] Bl BES A YA & vute] 2~9o] Bt el AAS e 1S slot_number=
Mg o
Hel BEo] AL 1A% u], FXOS & CLId| A~}
b) of Z Aol = d g ol Heol AdsH Y & g
Firepower—module1>c0nnect asa
FXOS CLI®] =3 npo] 4] =< ofl A 1ok K/l ol theh -4 A2 Bl Bg/lxl oSell 44
oA 2~}
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A A S 918l FXOS B& CLIC A~ 5= syt

713 FXOS CLIS| =3 u}o]

a) Holt nE/d 2458 FR3EW ~= YE gy}

2
n
M
o
it
i
o
=Y
o L
O

DEPEESEERES EE)
telnet>quit

of

Tk ool A= Bl B35 10 9li= ASAC A2 3 U3 FXOS CLIS] =3{ufo] Al =02 thA] T8
ok,

Firepower# connect module 1 console

Telnet escape character is '~'.

Trying 127.5.1.1...

Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#
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