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object service protocolObjl
service snp
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ol & Type(++ %) =rel HEZES) gloj 27
protocolObj1 A Sy SNP(109) A
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ASA 7139 19| o] Ad:
object service servObjl
service tcp destination eqg ssh
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¥ 21: L E A
ol& Type(++ ) =l HEZREZ/ELE) Hol27]
servObj1 A Syl TCP(6)/22 AA
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object service servObjl
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object-group service http-8081 tcp
port-object eqg 80
port-object eqg 81

object-group service http-proxy tcp
port-object eg 8080

object-group service all-http tcp
group-object http-8081
group-object http-proxy

access-list FMC inside extended permit tcp host 33.33.33.33 object-group all-http host
33.33.33.33 object-group all-http

e dlol A Au] 2 WA http 8081 L http-proxy= all-http A ¥ 2~ 15 Weoll FHF Y}
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object-group
port-object
port-object
object-group
port-object
port-object
object-group

service legServGroupl tcp

eq 78

eq 79

service legServGroup2 tcp

eq 80

eq 81

service legacyServiceNestedGrp tcp

group-object legServGroupl
group-object legServGroup?2

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0
object-group legacyServiceNestedGrp
access—-group acpl global
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X 25 XE WA 1F
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legServGroupl_1 | 70 3 Syl TCP(6)/78 AA
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legServGroup2_1 | 7z e TCP(6)/80 AA
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object-group protocol TCPUDP
protocol-object udp
protocol-object tcp
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object service servObjl
service tcp destination eqg ssh
object service servObj2
service udp destination eq 22
object service servObj3
service tcp destination eqg telnet
object-group service servGrpl
service-object object servObjl
service-object object servObj2
service-object object servObj3
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access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0
access-group acpl global
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access-list acpl extended permit ip object-group hostl object-group host2
access—-group acpl global
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access-group acpl global
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object service servObjl

service tcp destination eq 78
access-list acpl extended permit object servObjl any any
access-group acpl in interface outside
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object-group service legServGroup tcp

port-object eqg 78

access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0
object-group legServGroup

access—group acpl global
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object-group service legServGroupl tcp
port-object eqg 78
port-object eq 79
object-group service legServGroup2 tcp
port-object eqg 80
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port-object eq 81

object-group service legacyServiceNestedGrp tcp

group-object legServGroupl

group-object legServGroup?2
access-list acpl extended permit tcp 3.4.5.0 255.255.255.0 5.6.7.0 255.255.255.0
object-group legacyServiceNestedGrp
access-group acpl global
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legServGroupl_1 | 7z (o5 =N TCP(6)/78 AA
legServGroupl_2 | 70 )| Syl TCP(6)/79 A
legServGroup2 1 | 70 )| Sy TCP(6)/80 AA
legServGroup2 2 | Z4 | e TCP(6)/81 AA
legServGroupl s e legServGroupl_1 | A=A
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object service http

service tcp source range 9000 12000 destination eq www
object service http-proxy

service tcp source range 9000 12000 destination eqg 8080
object-group service all-http

service-object object http

service-object object http-proxy
object-group service all-httpz

group-object all-http
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object service testOperator
service tcp source gt 100 destination neqg 200
access-list acpl extended permit object testOperator any any
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object service svcObjl
service tcp source eqg telnet destination eg ssh
access—-list acpl extended permit object testOperator any any
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object-group service icmpObj
service-object icmp echo-reply 8
access-list acpl extended permit object icmpObj any any
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object-group protocol testProtocol
protocol-object tcp
access-list acpl extended permit object testProtocol any any
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object service serviceOb]
service tcp source eq 300
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access-list acpl extended permit object serviceObj any any
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serviceObj_src 2
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object service serviceObj
service tcp source eq 300 destination eqg 400
access-list acpl extended permit tcp object serviceObj any any
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