afren]n
CISCO.

i&FF Firepower 1% &% & 12 28 89/ 2 %l Firepower BB EC & 15
F, hRZ 6.1

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



AT WP 287 S R RS R ST G AR ATIE AT AT A W] 5 R BSOS AER T3, (BBATA ISR BT W R sl R i O TP B AURAEAET]
AR A AT .

WA A 7 ot K A T AT BRARLERAE B RSO R b3t HAASCI 820 . QRS TR BN A FVF T sliAT BRAFER, 135 5 BAMRIB AR SRR A o

SBRLFTRIT G TCP 1k F 48 A2 MR AA SR 7382 (UCB) JFAIK— MEIFIISR, & UCB ) UNIX $##4F RGN IERRAK) — 32 - CREFTABR . RAUIT A © 1981,
MREE S,

TERAT PO A AT A GRAE,  IX LR R I BT A SCRSCAF AN E 3844 “ IR $efit, JFmTRE e S ief. BRI Lo B i N R SR 20 pr A7 B R sl ORAE, L4
CERBRT) @& e FHGE F PR TEAR A ARAIE sl TR % 352 sl ok Y LR R N ABR 5] T 3 5 PR A

TEAERIRE LT, X TARM I Rrik. 3t R B BB R M BUR, Wi (AT AT BRIGAE T AS T 5 SO0 AT (T R B R B S R IR, SRR FLAR 0 i
AGst, R R B SL AR R O SR AN AR R ] e ANl A

ASSCRS AL B TLIBER B (1P Mk A AT 5 I AR SE b M LA PG S5 A o ASORS P T8 AR By A& T o A2 0 4P IR LAD B RAL S W 2 T e
A T B 20852 1P Mkl B i S A2l 75, IF R AT

JERPRSERMEbR A SERL R/ LAY 2 ) 4 52 B R LA B M DX PO PR R b A A SRR AR, I UT WL RIE: http://www.cisco.com/go/trademarks.
SRR R RS =T R bR A AN BT A MW A AR R AR RS BARPRE M AR A 7 2 A A AR R R . (1110R)

©2015-2017 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/go/trademarks

B =

EAAIT 1
AARRE S 1
FRRGE 2
& % Firepower B E HLAY 2
A AAT A (CLD) 3
ISR 3
BOE PR E SO I 4
4 Firepower J& i M A1 A7 CLI H 7k~ 4
WHARL 6
B 6
TERHIAATCE 9
e B TSN A (ASA 5506W-X) 10
WIUR VB B I ER AL 13
BHATHIIR Y E 2 S L E 14
FCEREALG R 16
fe & e 16
E T 17
HJA RN G | B G E B Y 18
A FPRE R PR 19
BERGESRE 20
Firepower B BGHIEIE RS 21
WHTRN T RS M 25 21
TrAAy B o iy 28
AT PR A 32
AR S P 42 A T Skg (URL 1Ly§) 35
e P AR A 20 40
YT I # - 43

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



[BRGIRIUTF] 49
Firepower REE IR HEVIA] 49
MR e B g 49
5 VFRUENUR WU IR 5 585 50
BREVFRTIFAY 50
AR VE R UE R S e AR I 52 R 51
BRI REVFATE 51
VM3 % 52
Jet HY Bl AE T AT 1 Vil ik 53
5 ARV R AT B AR [0 83
TR B 54
BT 55
JAH H sk RO = 45 B, 55
AR R R G AR 56
fiE i AT IR 2 giHE S 58
A fF 58
FHfRA 59
e H o ALK 60
REHAT 61
FF B 62
MR N
MHRM N
EHX S 12
BCE P28 XS R N2 73
T i 0 R AN 74
[ 7 o P L]
PCE N IR IR AR A . 76
fit'E URL Xf %141 18
P M AT B 5 79
BCE &g HE R4 80
ERIRIE 83
0O 85

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



Bx

T Firepower Ja B #2171 85
LIRS R R 85
R 86
IPv6 #ilil: 86
ERLAS W R 25 86

P IS 86

Wi 86

H I 87
AN 89
Auto-MDI/MDIX Ljjfi¢ 89
KT MTU 89

1% MTU KL 89

MTU Fi5r B 89

MTU FIE 89

FCEH2H 90
B E YR 90
it & VLAN T-#: 1051 802.1Q 14k 92
T e R A IR T 94

4 95

BEE 97

IR 97
NAT X g e FE )50 97
% FH AR FH e £ 98

AR ) e e e 98

BCE A 1 98

A 100

LR 101
S135EES 103

0y S g 103
L B G G I UE AR E H P S 103
TP B i) L) 108
SCRFI H s g5 4% 104

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B ==

e H S AEMEPR R4 108
AEFRARFIHI P 106
T 5 4y SFE % 106
e H sk ss & 107
P B0 5 47 B UE SR I R 445 1] 108
B SR 109
JAHBEYIT T S5 E 12
W] G BRI 2K 112
fi ¥ Internet Explorer LAHEAT I ] S A3 50AF 113
FiC ' Firefox LLREATIZEW] S 4y K0k 114
5 G 14
iiEEEl 17
Vi IE 117
Y s RN R B AR AE 117
IR gE 118
URL L€ 118
LTS URL i 3€ 118
F-5) URL 1€ 119
11 ¥E HTTPS Jis 120
BEL L s I FH P 7 2 25 120
MNZ s SCPEREE R AR 121
NAT F1j [ B 121
i EE 5 ) 42 11 S 122
B BRAERAE 122
i Vg I P RN 123
U5/ H AT 124
N FHARAE 126
URL #rifE 127
M AT 128
NAZRIEBE 129
SCAF SRS R 130
H& s E 130

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



Bx

M Uy I e T S g 132
Vi el P R 133
TRV 4R TR PR 133
Xf I B2 ) R 134
XF URL i yE IR 134
W & b tib 3% 3% (NAT) 137
A NAT? 137
NAT FEAifi k1 138
NAT Aif: 138
NAT 5 138
5 H AR ) NAT 139
H ) NAT T3/ NAT 139
F3 NAT 140
T-5)) NAT 140
LA 3l NAT #1F-5)) NAT 140
NAT HLUHER 141
NAT £ 1 142
A NAT i & #5143
Mok 55 WA B CVZEAR R K P 265 143
W P 2% P () sl 143
PRt AR F sl (B4 NAT) 143
NAT f5# 143
IPv6 NAT fi5/ 143
IPv6 NAT 4% 144
SRS 2 (R B ALIK NAT 3265 144
oAt NAT 4575 146
il & NAT 147
B4 NAT 147
KT 87 NAT 148
Za NAT A2 HLH 149
Jic & 54 H 5 NAT 149
fil & 5)AF-5) NAT 151

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B ==

44 PAT 153
KT 87 PAT 153
B PAT A HILFA 154
iC & sha A 5 PAT 154
it & 2h A F-5)) PAT 155
A NAT 157
KT HAS NAT 157
SRR B (R S NAT 158
— X Z A NAT 159
ToAbWes 5 CRHER) 160
e E# A& H 3 NAT 161
T i A T3 NAT 163
51> NAT 166
MO B 503 F13)) NAT 166
Jic & 5 43 F-5h NAT 168
Firepower /855 181 ) NAT KL Jg 1 170
H 3 NAT [FEdE i H g vE 1m
T3l NAT 5 AL %% ¥ J& 7 (Packet Translation Properties for Manual
NAT) 172

g NAT JE T 173
A TPve 4% 174
NAT64/46: ¥ TPv6 Hulik 44y TPv4 Mkl 174
NAT64/46 7l : A3 IPv6 4% 1541835 TPv4 HEEM 175
NAT66: Hf 1Pv6 Ml A A i) IPve Hidik 179
NAT66 7l s 2% i) (17 A5 4 e 179
NAT66 74l : 51 IPv6 2 11 PAT 182
4% NAT 185
NAT 74 185
FEHEXS S Web 45 #8105 BB GFF4S B3 NAT) 186
FTP. HTTP F1 SMTP [ ¥/ bk (Single Address for FTP, HTTP, and SMTP) ( J
A g 1 4 (1) A F1 3l NAT) - 189
AR HARn 5 (3)&F-3) PAT) 195

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



Bx

A R H bty Fnss i 5 (A T8 PAT) - 201
i H] NAT 35 DNS & fjFlmiL: 206
DNS 64 [n[5Z &8 207
DNS W&, M@0 E1) DNS kRS54 213
DNS W&, FHLME L) DNS 554 216
RFEE 2
RFRE 223
PC B T ) 4K 223
Be & iz H Rl 224
TR 225
fic & DHCP fil%5 %5 225
fic ‘& DNS 227
Jic A HE P Hhhl 227
Be BB % 14, 228
Tic . W9 255 1] [E] Bl (NTP) 228
hy RREEA 2e A TR (CST) L& Cloud 1L 229
RFEE 231
LRI H 231
HEHRGEHE 231
RYHHE LR 231
TR RS 232
T+2% Firepower JgUihBii fH1 %/ 233
HRTIE % 235
HAAIKE RSE 236
SN R GE 236
FETUE N [ 45 A RGE 281
BCE IV TR 237
WE w514 238
R AT 239
HHA S RSE 239
RO 240
FHT-D0E$2E 1) Ping 74> 240

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



PRI AL 242
HEBR NTP ks 244
gt CPU FAAEEHITG O 245
A & 246
QU H R AR SO 247
AN DL BRAT-55 247
FEA MRS PR B 2 (] U] 247
BB KR 250

HENE 252

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



%1

fi

EANI]

DU ZE 84 R an4e] 4R TC B Firepower &l BB 18
o RIEFEEHNS, B 1 W
s BxRARG, F2 0

BRI, F6 0L

ERAGR, %16 0

X

<

* fic

RiEEERNER

AIGENF a1 H Firepower BUWMG M ¥4 BT AT FET Web H Firepower ¥ 4 & FLAS L & S
HEATHC & Firepower J& B 1 o

i3 Firepower B 45 #ILA%, 7T LUBC B /N R 28 a5 W PP F AR T RE . b7 i G G — B 8ULG
BN Bevt, AERSRINZE o] Bh 2 1) 22 B 7 BELAR ORI €475 VF 22 Firepower J&0H)
BT A e % (K R T R 2%

T SR K 1 2% BB ] Firepower BB SCHEI S A2 4 () DI REFIIC S, 1711 Firepower
FEAL (ARSI Firepower B4 S FILAS ) RACE B A B4 .

T LAAE LR W& AT Firepower 4% 45 B4R -

% 1. Firepowerig & EIBF/IIFNES

Firepower & A/ B VR 4 S AR AR
WERS Vi
ASA 5506-X. 5506H-X. 5506W-X. 5508-X. 5516-X 6.1
ASA 5512-X. 5515-X. 5525-X. 5545-X. 5555-X 6.1

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61



FEAANT |
B ==z

% Firepower UMM 1% 1OHE LA AN
Firepower 2 & EI23% Web |
Firepower B 1 BLAR{E WL 00 BEA g AT . A FZ S I TS . B B IR R 4.
WEITRE (CLIL. #H8&)
;uﬁ%cuﬁﬁﬁ%ﬁﬁc%%,@wu@%%%ﬁﬁmwmm&%%ﬂﬁﬁﬁW%&

PATR 8 4R 0 ] 65 s B 46 SR BRSO T P bk

% 3% Firepower 1X &5 & 123

i Firepower B 24 FHEAS I EL . ARG RS0 BOE DhAe vl ) WE s S, (Hoeykimnt a4
ATHHE (CLL) 047, Bll: 2525048 ] Web 57 it 22 4= S0
i Firefox. Chrome. Safari 5¥ Internet Explorer [¥] 24 HI A

Fria Z A

1L BEAEH admin FH J7 44 8 5% Firepower B4 B B4 . 18 G145 N Firepower W & & #2517 1) 1) gt oAt
M.

puk:S

PR AT I R L0 #lU0 hitps:/ftd.example.com.
WIRCEE T Ipv4 5k IPv6 Hudibok DNS 4%, wf LI . Al Bk

1B W SR RN E A NIRRT, RS BoR— 5 AE DA ST R . e
H— R ARz, B R PR R 2 A5 AT PARAIE PAF A&
PIR2 K admin H 7 A RIERD, ARG AHER
BRANE B A 4 Adminl23.
WHR SRS 20 0 Bl Ad TAETE SR, B, R HREE R, MWITHA LmrH K
b R g R

W

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



| EAAD
sEedrrmen |

FRMSITHRE (CLI)
A8 247 S (CLI) A 18 RS0 LU RGEEATHA B HE R . JCVE I CLI £33 i SR
S F) CLL W AT LAR — T A
o A FCA B PR (¥4 1) & I 8806 10511 PC RERE BIAE A 28 o 7 LRSI &, Z8m (7 HLAR 1Sl

9600 45 S AL . AR IAME LA, . oISl A RyEHlE g rEgnE R,
155 [ B AR 7 o

o fdi ] SSH &% /it B 245 21 1P Mokt . {4 admin FH )7 4% (CBRIAZRRE 4 Adminl23) Bt CLI
FH P P8 5%

G a, W T CLItT a2, 1EHA help 82, A ARG R, 1EZ 0 http://www.cisco.com/
c/en/us/td/docs/security/firepower/command ref/b Command Reference for Firepower Threat Defense.html

_H) Firepower B il dir 25 2%

A

ER AT LUMEH configure user add i EE 0] Bk CLI A K o (HIX SR 2 e ¥ sk T CLIL,
ToiE B 5% %) Firepower 5 & FL2% Web FH .

N R L)
BN E W . DURREP A 4H T 5% 3 Firepower % %57 BIL &% IS G 4] 58 (5024

A

AR RS GBI CLL, v ff ] configure password iy 2 5 U i . #81] LU H configure user password
username % 5 AR CLI FH P ) %0

UK

TR N BT B TR R e R E X

W

TR2 BRI,

I VNG T

TR WAPEN, RIGEATHIA.
SRS SR

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61


http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

FEAANT |
B eErrRsHEsEn

2B P EE X HEIEDR
T B T SRR T

g2

TR N LA BRI b e R E X

W

PIR2 (EEREXHIEICR PECE IS AR5 SR

* ZHHES BB X - L FR L HE O A AR 55 ST I I X o W RIEAR BEE T ANFIKIIN X,
X4 S TSR P A P 30 25 P X

* B R - SRS S A R R

TIRI  AEBRGIEIR A, W DA B I T E

77 Firepower E(BhFH1EI €% CLI FB P ik A
$& 0T LAZE Firepower J&UWr B 1815 2% o4 CLI Vil Gl o X S8k A fRifr vy i & BN, A AR i
Jjla] CLI. CLI Xh-TdbeiHER fn s 4= k1 H -
BEARE— IR 2D LOIEK S . BN ESEE B O —4ME— CLIK ).

UK

TR AN E Rk - %4 CLL
BERRGR bk P BAT Pl R, E R IC AN R R AT AT P R AT LA T #RAE . ERT LM SSH 2
it A5 T 65 S ]
TR S, G TS 3E N FXOS CLI. f{iH connect ftd 772 1] 2t Firepower J& i}
Biifl CLI.

T2 QAR

configure user add username {basic | config}
AT LA B BCR 2501 5 SCHT P -
* config- St 1/ BC BV RIUBURR o BEZRPRHIR T T o 4 B DARLRR, LG mT DU A i A T .

2

* basic- $ 1 FEAYS IR . b2 A SEVEH] ™ i A TG i 2

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



| EAAD

1E
w

71 Firepower B FH €13 CLI Al Pk A [ ]

Pl
LUR 7R BPRZs In—> 444 joecool HEAHLE VS MR IOk 7 o RSB N E DI, B A
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> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5
ER AP TTLAEH configure password iy 4 B U

i,

3 (Wfike ) M2 A SRR RAZIR 7 R o
BT LI LA & S OBA IR S AT 4
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BCE MR RIH o S8 W M A RORK,  LASCE BYTR 170 )™ At i BURE 21 47 2
HHIRE PIAMEII T 1519999 Z 1], fEIRE S RELAVN T i KRE. eIk I,
R .

« configure user forcereset username
SR RO S B U
« configure user maxfailedlogins username number

BEE AL T MK P 2 A VI e ISR RIS S B BT 1 29999 2 1] f{iH configure
user unlock i 2 MHEIMK o Bk IERINMEN 5 UGE SRS 5% .

« configure user minpasswdlen username number
BCEB/NERREE, AN T 12 127 200,
« configure user strengthcheck username {enable | disable}

Jot P A FH 35 A s A A, LG 7 SR P P A B U B I Sl R R (R B A . R P 3
2 T configure user forcereset 7%, WKL H 2 H OGRS A3 .

B4 MR EE Bk
FP AT RERBUE FEMR ) 250 1, R B R SN BRI ™ sl A e R AP LR iy S BLR G
(KT o

« configure user access username {basic | config}
SECH R R BLRR o

« configure user delete username
TR A2 R

« configure user disable username

SERRAE IR, AR SN ER . HI JeikE sk, BRIk A k.
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===}
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http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html

fERAAI

N

B

mExgEAS (AsAssew-x) [

FHIEZ Al

R TR LB LR 1L, 10 Firepower JSUM 9 A1 1504848 102 22 PR C 2 HOR R BILAE (] oAt
W2 e, AT RE T KA RN I BROAICE . i, B2 N Firepower OB CLI (G
el G, BCEEE SSH Vi) o 7 Firepower BB CLI . I ANLL R4,

> system support diagnostic-cli

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable

Password: <press enter, by default, the password is blank>
firepower# hw-module module wlan recover configuration

R TR — D% o N S AT R RS, 1518 session wlan console i 23 E BRI TG LR N
CLI.

UK

Jic & 8 F o464 1 GigabitEthernet1/9.
a) RUHRATERR I ARR, R stHEO 4 W LT T L 511k .
b 511 GigabitEthernet1/9 £ 11t b (@),
©) JlHE DL FEL.
* O FR (Interface Name) - i N8 A4 FK, B0 wifio
< JR7S (Status) - AdHE AT E HZED.
* IPv4 il - IEFEERASVE Dbk 2R A, SRS AN bR RS . 5140 192.168.10.1/24.

d) piHRTE (Save).

¥ Wi-Fi £ O3 25 P94z D AR R 24 X .

BEA BEE 0] T8 A ERE: I E 44 0 inside_zome [1)%2 42X . Wi-Fi £ 7 247 F b 2e 22X, DAME# T
i TE N 15 Web G

a) MR RR, REMNERPERREX.

b) £iili inside_zone [1) 4 & b (O)o

o) miihEEO NI+, SRJEIESE wifi #2101,

Jic B 7 1) 2 BRI LA AU inside_zome ‘224 X H )42 11 2 TR) I B o

WA BEE ) PR B — IO, A9 A inside_zone 7 4 outside_zone, AT SR B 7 )
HIRM . WK wifi 22119802 inside_zone, 22K Wi-Fi F P8 0 21 fe1F7 in) ELIE R TR7 A0 A
{HERAEAEE AL AT i, I DU 200t — TR U] LA SE IR AE inside_zome 224X (1452 [ 2 W) A& 4y
a) pihi R R .

b) i EEEl R L+ A .

©) LEMUIHH A ZRE B DL N I

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I
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FEAANT |

BLE ki = (ASA 5506W-X)

* FRER (Title) - A HINEIA LK. B140 Inside_Inside.
* 21 (Action) - “ LVF” (Allow) B¢ “f5f£” (Trust).
* /B H > JR[X - EF inside_zone.
«R/BRY > BRYX - LF inside _zone.

d) fiidi OK.

FEJCEeH: 1 L E DHCP 4525

DHCP IR %5 28 K i3 2 L LR PN AU A3t 1P bk, Y3 4h, "Bl M TN A S 3R
a) AR I AR

b) M RSIEE > DHCP AREE.

¢) riili DHCP JIR%5-#53 FJ7m +.

d) Mid'E L~ DHCP R4S 2% @M.

* J3F DHCP AR5 2% (Enable DHCP Server) - /iy Een] j2 il DHCP AR %5 4% .
<HEMO - P wifi 0.
* Hb3ik it (Address Pool) - fii N DHCP % /s ()i hb it . 54, 4n 5k J6 2z 14 1K) 2 7~ 451
Mok, W2 192.168.10.2-192.168.10.254. Zb A28 D) IP HubbAr TR —F M, Jf
SR R N R g o 2 T A 52

e) i

R B fedl, ARG ST SLENERE AL, DA B B T

TR, ELEIERE S G PR .

BB RN R
JCEeHN MR 82 115 L) DHCP bRk . 0 ROt rp 1 5 — AN bk an SR T
NIk, W hER 192.168.10.2.  CUEREE—/NHibbASEIEN, W2l i)~ — k. )
a) A FH T 0 90 W 8 T 117 ) o2 N 0 TP Hbhik, 140 http://192.168.10.2.
BCIPREFT T TCE e N ST 1) Web St .

SRS T~ PN T R 4 B i 5 = AZ Mk K I 4%, A REHT JTiZ bl .

b) i FH 1 4 cisco FlI% 4L Cisco HH4T 8 5%,

©) MUK K SR RIRE > MERE.

d) (FREBEEEXE, 45Tk E 2.4Ghz FITLE B SGhz #7> 20 WE NS5, RIGk x4
oy SR

* SSID - SRR IRTT o IRREFE TR KA TR T AE A L Wi-Fi R FETC MZ1T, &
A AR

* Beacon 189/ #%& SSID (Broadcast SSID in Beacon) - %&£ %I .



EE9::PNp!
mpgszanziaEE [

EREERN: ZA.
* B (Security) - P EAIH] 1 22 AL

WD AECLEN ST Web S, 3.
a) i 22 S E (Summary), R)57EM4&3E O (Network Interfaces) 1)1 70 fiili 2.4 Ghz B4k
LB .
b) Hid; Settings (B'E) K.
©) %I Enable Radio ¥ &, iiili Enable Sk 4%4l, 4R s i TR Apply.
d) £FXF 5 Ghz L HES Zid .

HIIRREZ R RN R
TEAF AT HEEE (Firepower AT HE4S ) WIURILE Firepower BT & 2 0, RA&AWHECLR
BOABLE.
R B BT O B 1 R ORI NSRS T R AZ L, AR R 1 E e ) DHCP
R 55 a5 A STALERAE TP bk, A X BB B S BN NS RI AN O, TS TR

HINBLERE

28 2k B A AR E BB
Admin {7 Admin123 BT SRR
FEL TP Hudik. 192.168.45.45 Gy

(eSS 192.168.45.1 4

Pz 1 TP Mtk 192.168.45.1/24 G

WHBE P ufift) DHCP lR4548. | EWNERE D _BigdT, Huabieh (w5
192.168.45.46-192.168.45.254.,

W% it ) DHCP Hshfic'E . | AEAMS 0 FIE . M, HE TS
CHIIRE AR i et WINS ANHEE O CE S B AS TPv4 3
1 DNS k452 ribdk. ) Hk, TUZEJ DHCP IR4:-58% A Zhi

Ho
HNERBE TP Mtk . JH i DHCP M ELHC R S5 3R AL R | 2o

(ISP) B_F-yife i ph 45 3R HL
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ERA |
B srvERErEnERE

BFEMREBSHFOANEN

E%}J%Eﬂ%ﬁﬂrmTuiﬁ%THE’J%%%D, (EANBEVEBEAN R N 42 1 o 2570 I B i 2 o Oy s
, E Y% 8 0 F DHCP % & .

Firepower BB 1E11% &
ASA 5506-X

ASA 5506H-X

ASA 5506W-X

MEREO
GigabitEthernet1/2

shERiED
GigabitEthernet1/1

ASA 5508-X
ASA 5516-X

GigabitEthernet1/1 GigabitEthernet1/2

ASA 5512-X
ASA 5515-X
ASA 5525-X
ASA 5545-X
ASA 5555-X

GigabitEthernet0/0 GigabitEthernet0/1

ARBEZREE

FESEM N T ), WA IC B G LU R BCE . AR s TRy 5 B e 15 A W £ T H
B EATTR AT TR A B T 52 o VIR “EBR” BE, WURENIAT SRR, X

EATH]

FCEAT A -

wE [ AT BREECARLE
Admin FI P 0B RD. | EENOAERT A R 7R o

TR TP Hbh 192.168.45.45 ARME

BN K, 192.168.45.1 NN [ER

ERLH LI DNS sy | B A RIAEfT 65 S 7 o

o

BTN, firepower SR A FIAEFTA5 E 7 e

RG], WS TIEIA I DR NTP JIR 5525 W7 e
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fERAAI

ez EnRE I

RE BE AR ARSECARE
BREVFATAIE VEMH R REASVF AT IE BSOS PP, DU IR+ | W

At
AJARRTTAVFAE. Wna E I Eq], IR R
VFR] UL

PR TP ik

192.168.45.1

NN IERS

W% i ) DHCP i
251 o

FEP IR D EisAT, ik
192.168.45.46-192.168.45.254.

CNNIERS

P B2 5 1) DHCP H
HME. (HZEREN
e WINS Al

DNS k45 #s itk O

WAL H DHCP SKIREUAMTHE 1 1Pv4 Huhk, T
EANE RO ER

AR AT, WZER DHCP H3Ifid & .

W7, {H & T a4
o

SN FLEL IR TP Hh
il

{65 BB AT AT P B 1

it DHCP 3REX IP bk, sk 4 A r &
Hk(IPv4. TPv6 BLH#).

A

WA AR G 2 S IPv4 B IPv6 itk
M2k IPvA/IPv6 BC B AH N S BN 1, 48
) R A i 2R R 5 SR O . G R e
DHCP, WM DHCP Jli 25 %5 3K HUCBR A 2% 1 .
FAN, WA NMICF “ATE” Mk G k25t
%, HI IPv4 G4 0.0.0.0/0, Jy Ipv6 Gl ::/0.

R

K7 ol

inside_zone, L7 PEHEE.
outside_zone, {5 AMTHEEI,

T DAGi SR L8 X I AAS I Al 12 11, i mT BL
H XD .

Rk

ARG

{541 M inside_zone % outside_zone 2 [H] T it 1
(VR o S D) SV 1R ATt e DA 19X 45 A
AN, JEARVPRIEBOR BT AR, o
HATRI AT .

XF AR H AR, BRABRAE B L. XA ]S
1A R S AT AT i B N R 8%

R
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B esz5i=

fERAAI]

wE BE AR, ARSECARE
NAT P OB PAT JUNTDRE A AL AMREE AR U | 3R

PR IE R D SRR 1 TP Mtk b E—

Ho

ER ZNPE L S AN 1Pve Mtk ¥Rz .
BLLEAE ] TPve I 2éit PAT M), i X3
HEAT S48 T4 9 75 TPv4 19 4% 328 43¢ I 2% 0t
GAE A UL o

EXER

=R A=Y

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1

PAR JE R 2 e 2 SR AT

T G 3K Firepower WA B AR I, RO 228 ) PRIV B E AR E . SElizin 25, 1H
A5 B J7 vk P At T e A A BE B A IR

AR LOMARRSE L DCOp I H T AR T B SO PR AN I IC €7 5 T A7 _E A BT [l b
SRR FELE .

W

UK

R B AR AESE TR T (R A4 FR LA )38 B 4 ) AR
W, X}F4 ok 5516-x-1 FIBEAF o LR BERE .

5516-x-1

PRI TAR M o TR PR, SR ITR TR D LSO B . (S0 CRC B EIE /7 4k 4t
FE. ARHHGER, HS @éﬁ%m%*ﬂ%@% , 519 Tl

PWSEBI B s S WA, VDB (RGN B 2 ) RRAS B2 AN AR R 55 i S8 I 1)
INEE-

FG Ny 2 mT LURC B A SRR D RE 70 21 BRI IC B4 28 LUK BEAR G ] AT A3 AE

st ek R 2 PR T R T A T R A
IS AL A 2

30 (Interface) - (& T & L4, 2/OMNEENANESFE D . S0, 585 1L,



fERAAI

mzEx I}

* M (Routing) - % 1AL & . W20E XERIA M . WRAEEECE, thrrfef s ik d. 530
B, 597 T,

o SEET - MOFRALE . AR OV I B . WA IR ST, T WCE e W R, DL
ORI B B FE N B . 0 4h, WA AT € v RIS B2 A N 88, o m] LAyl it
G . TS R R . 5 231 1.

* R E (System Settings) - MHOFE LI IEE . AL E R EW UG R E WA AL E A
B, IRDHEK. WESHRGEWE , 223 i,

* 2 BEIF ATIE (Smart License) - ‘278 RV UEF Y HPIRA o I E0E YV vk, A Reft A
LR . FALIhRE T EAAMOVEAIIE . S 045 RGNV, 2 49 T,

* FIH AR E (Backup and Restore) - # () REUHCLE 0K SCHT N &0y THS &0 AR R4
. 55236 T,

* B & HEBR (Troubleshoot) - 75175 U ARHS AR SRR L I AL RS HERR SO o 152 B G S s R
A, 5 247 UL

T3 AUl P ARE L LB

AREE L

AARKESRE 2R %, Tl 243 WSHMEES, 517 I,

T RAVIRIE
A S R, RACRC A . hh, LT LAl XY R (Objeets) AL IS8 e of 7
IS

FESPT A BB BN, A SR N AT BI B o S e B I IR > AP

AT s

2 WEEK

R, TP AR S L AN EREAT “HRCE” TG OL N T B . b,
FT T T s SR I 5 SRR B, FORT A s IRl e ZAE R, AT EE ARV AR I I 5
U= NI RHIE o U

SERCEEAT I U, LR LU R R AT B s
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MEEY

FEAANT |

QT SRS DN 5 2 p T AR A e T AT AT RS, B T N I SR A L S )
Ja s L, 3 Firepower 1% 4% 8 P23 ) Firepower BN I &4 E T . H R &
FOH RS SR TEANE R, 1S B A S R o, 25 18 UL,

UK

i Y BUA B A AR B B R AR
A SR, bR AR 5 e s

RS ATIT “HE 57 (Deployment Summary) VT o £E352E 8 shH 5 lin, %6 08 B 5GaT s
BHIREME CCeBgodgR” ), DURRRIRE PR

IR ZE bR R TR, YR LS T e R A S B A g R .

i3 ENERE (Deploy Now).

RN ZrBEEN

A

FEFR B SO, DU A 5 e A 02 ST IR s A 5 2

=
b5 =

FERREI, BT R e S B B EIR AR LR M E T T34k, HE LN A A 5 |
B|EP A, X WA RN RS

#BE
AR B8 A 2 R A 5 3

RO E

LRANTFT A B AR GERA G R S AR SR A 1, i A S R R Bl R on]
e ELFEOS R 5 15, TIALRESS . i B4 i (VDB) B30t SO S . S9ifvE e, Aeds ik
T )N T AT 5 22 Snort TLHTA2) .



| EAAD

sezonshgers W

%Eéﬂktlﬂbufn EEULU

T A& T AR 4 1 2% (1) R TR AL B RN BRI P 0B W o BEF T IR e A bl e, 3 s
e T

VR P R B AR % Z R PR AR g B s e ZR I By, AN BRE2E .
BB AT P LR IH

A
AR BRI O (B TPRASE D B Bon THEO iU AR > RgE it .
EORES

B B br s R 1 By vl A A I TP bk, B ARSI EOIRAS . TP b n] E S e, T DA
DHCP #Hi,

e 13 AP AR B AR
cSREO - D CECENUR L BER OIS ITIRES.
« K- IR

B/ - D CRCENR ], ERERR . W Rz BB, RS A HHR
B R R DR AL, MRS A IR S .

PIER. SNERFI4EIEE
Pl T AE DA T 4ol R BB (R B P R4 2 1

* N4 - AR 440 “inside” [B9FE 27 B I 28 ¥ 11 o i SEAh S 4%, DIAS 2o
1o WRELB A “inside” HIHEIT, WA SFATAR Sy 1 A5 2 PO 3o 11

* SRERFZE - DOR A0 “outside” AR R AR 2% (1 1o [] AR 28— A, IR RS A 5
(10, A5 WA AT A i B3 A A s 11

EIGEIRS

Kb BoR e oS HE b IEAC E T W e. DNS ARZS %% . NTP RS2SR RE1Fn], DARIXE B2 IE
WiBLT

GO FORZINRE O E HIZATIEH, KOF RN BB ICEERIET. i, R eEERRS e,
I DNS HE SRR Ko # bR BAEAE AR LAl B & R4 A

BRI R, R LD AR AN
o B B LR OG- IRIGE R GRE > REEE IP.
* DNS Ji55 &% - IUGEFE R SGIRE > DNS B 5587
*NTP JIR%5 %% - UL RGERE > NTP. HiHS R NTP #5244 7.
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EEAA |
B  zsz5a5%%

 BREVFANE - fiil “RBEVPIE” AT EREEL.

EFRFESKE
ROCNE S5 04T L5 AT 2 A (10K 2 RO B A 07, 5T DL ik
(E45 I R IUIRAS AT R T 5 2 AR shc .

UK

TR bR ES I,

VRIS AT IS5 53R, Horp o ARG 55 IR AN TR 5 B

FTR2 TSRS,
TR R IR ) B, AT AT S R R A IO B . B, AR ISR T, AT R
VA RS B TP Mk TGV 1) TR B o 0 AT 45 U0 BH rh i tH A 8 e i, 485 mT R i B R SR,
ARIZFFHL (TAC).

FIRHT4 91128 1T DABRAT BA 48 1+
- T B R ML, TR R A A2
"SR (O), ISR R
TR B SE B BOAE 5 T A CL 45 SR NI (T4 11 2.
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%ZE

Firepower & i B 150 1Y {52 FH == 451

DA 38 A 448 0] e A B Firepower B0#% 8 B 3538 1T Firepower J W97 11 56 Fi 1) — L5755 WAT:
550 XU SROVEROE B CoE B LB 1, JFORE T ULWIAARCE . BB THIIAIC S, B
LRENE A IX LR A8 T A 7= i A 52 o

o WITERN T RIS I 2 i e, 3 21 T

o RO, 5 28 1T

o R BRI, BB 32 1T

o Wfel S AT HEZ AE I e (URL ), #5350

o DT A AR IS O . 5 40 TT

o WMAESINT B 43 0T

o= T2 400 =]
tlﬂ 1ﬂ-/7l<)\ e ﬁ#)‘ﬁ’,\ Ell‘] P gﬁ'ulbi
ESE AR & E G, BEPE TV b SRS, 1Z RS RVEITA W 8 U i) B R al A
FUEREs, DA —Ias BRI A At v B B BRI R . ARG At U i) R 2 W, AT RE S R
PR T i A 2% h SR R AR B B AR 3o
& 0] LU H Firepower £ & FE 25 IR FE DI RER M I 45 Uit B Firepower W45 5 PR A 25 v 15 Bh A&
B2 DL In)

MR G2 AT A2

* WIRLE Y P A (1 9 288 Y R e 2 2

o JRIKIHT P 2V I R 3 152

AL A B %2

o WIRLE Y5 [ PN CERm D RS B % 2
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Firepower BB FA B0 E M |

AR T MR IR iR E

N

FIEE VTR A A PRt — SRR S, ARG, HARMI X (HERB R, & B
BRI BAE A S () S s, SRS B N (5 R, s B AT — L3t
ik

LUNREFA 4 T T A Firepower BUVHBTE s DA B, LR 1 P A0 4 SR mes 1 5 215

Wik

e

T

TE I AR T T AR T U ek R IR st R RIS B, R AE Web B4 I TR oA A BT
MG R RASEiE I T28 9] 1) URL i 98313 F URL YAl e, A fe3RECAIAIE 2505 . Wik
JURRIBUZLEAE 2, ] ARSI — A8y i3 B, CLAVEYS R nT B2 2850 (B an&mioiRgs)
TN T R U i 42 i) S 1R 55— /NN 3 OGSl URL ik JE VR4 {5 8., 1 2 B Wi o] S m] 422
SAEH Smg (URL 238> , 55 35 0.

UK

SETMRIIAT s S5 G 0 SR LA DR T LAY E R SR IR (K

I B SR, T DA AT R T LU AR AT A P B A5 R o AP A 2 i A ]
RPOZLEE R . 5h, W DURCRAE &R & b Pos RBE S E R .

AT PRI SCRE HTTP 328 1K) Web SUNLAHIN, A2 AT TEA T 5 3 B1E

IR AR BRI E, AT T Web JER . IXAMDUERE, BASIRBOERRIIT . 5015
Ko WERTE, RTLAGIEE— TG B, DA 35 B 0 B SR P F i

) e R REE, RS SRR
S0 G AL TAE RS . S0y SR AL HI 48 19 Active Directory [l 45 #f HI P BEAT S O3 90k, JF
R AlAT T FAE T B0 AR O TP M hESCI . B, ARG IP MUk (R AR RO M R
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| Firepower s B &0 13 A 22450
mmaAaTREnRERE

. T BRI 1 l==) (65 ?) -"_'-"
€I15CO IR, : ciaii mE 5516-x-1 y &Y @/~

@ identity & NAT @ Access Control

HOW IDENTITY POLICIES WORK

B

SERVER

GET STARTED

b) A FFEEHL, DUR S E T R C B S .
©) FRINIEN Active Directory A4S %5
HELTMER.

* BFR (Name) - H UK 447K

* 7 (Type) - H RS2 8L. Active Directory AME—SCRFISEAY, P LGV BE Ut
Bl

* B3 F & (Directory Username). B3R %5 (Directory Password) - F /7 bR 14 BRI 2%
i, ZH P HL AU ) AR R B S RIS AR . %1 W1 admin@ad.example.com.

* 20 DN (Base DN) - f TR el & H - g3 S8 B 384, BRIP4 R A AT, 41
4 de=example,dc=com. 17 XA HIENEDN (5 R, ES P H IR IRA , 55105 UL,

* AD E35 - W&V I Active Directory 5 4[R2tk 4 . 441 example.com.

* £ 4#12/1P ik (Hostname/IP Address) - H 3% IR 2310 EALA 5 1P Huhb . a0 5 DUin sy =0
PRS2, Wik N e 4R etk 44, ik 1P Mk,

* i 0 (Port) - T 5 R4 2505 1 115 o BRIME N 389. 4l &+ LDAPS 1E 4 5 i,
1A i 1 636,

o IN%E - AT R s E R N A A R, TEIEB TR 7775 STARTTLS 5 LDAPS. #
ZERIN A T (None), B2 Ui LA SO0 300 P A4l K.

STARTTLS ¥ Wi i ik, HHAEH H M55 #8 SCRF 0 e vk AHH i 389,
LDAPS 75 %3 SSL ) LDAP. i 3 11 636

(

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



Firepower BB BF8B0fE A=A |

B sarATRENRSTE

* SSL iE¥f (SSL Certificate) - W ALEFEINE J7k, 15 bAE CA UEP LMELE RS H k%54
Z A A Z GRS . B AU BT S50 UE,  WHRIESS (19 IR 2528 44 FR 6 20 5 IR 55
PEEHLA/IP HEDCES . T, 0 FAE T 10.10.10.250 /5% TP Huhl, {HIESS et K
ad.example.com, MJE#E KL,

fil:
B, RIS T WA ad.example.com A4 A AR A %R, 13808 example.com, H 3%
FH )74 9 Administrator@ad.example.com. FTH H RIS BIAT T FRIN4% (DN)

ou=user,dc=example,dc=com [¥J F J5 .

Directory Server: Configuration

Mame Type
AD
Directory Username Directory Password

Administrator@ad_example com

e.g. user@example.com

Base DN AD Primary Domain
ou=userdc=example,dc=com example.com

e.g. ou=user, dc=example, dc=com e.g. example.com

Hostname / IP Address Port
ad.example.com 389

e.g. ad exampile.com

Encryption S5L Certificate
NONE b No certificates uploaded yet

d) i Next.

O R B E= R oA o i | TS W
I ] B V2 AR SR PR IR B DT B ARJE G R TF (Save)o SmT LARC & ] T 123 5 4 36 Uk (1 Bk
Wi L, PR R A AR AR, AATTHR U T RIS AT, DM SR AT 7 44 F0 85 0
T A P R T o R AR R, O HARATT N R A UE S

(2, el bA— AN AA TR A AL UE . A R X RUE S, TS LU R P Bl
e+

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1



Firepower 55 B 0 B 15 FA 22451

mmEATREnmERE I

* BRE 23 H (Server Certificate) - 71 2 5 (R AIF I M $ AL M ) CAIETo . AR5 2440
o PEM 5 DER %30/ X509 UE45. REMGAE TS, skl EER P e tk. £ 5
AN HICIE NN/ S EaTa

< IEFZA (Certificate Key) - I 45 8 iE 04 . a8, sttt EEEHA IR
k.

* i 0 (Port) - BRI B2 1]/ o o BRI 142 885 (TCP). W ARm s T Hofthim 1, Wi
WAZI 1025-65535 [ITE P9

f) fidiRTE (Save).
R SRR e AR, NS Oy R AR BEAT 32 3 B O S0 iE
8) R CIB BRI FeEH uk + 424
h) S B B0
5 SR LSRR BN NIEAT S 30 0E, T LU DL 3
* ZFR (Name) - EPTIE R EMI{E R, #1401 RequireAuthentication.
AR SMIHE - NV Ok ER; REFAE.

* £E (Type) - 545 HTTP 1% (HTTP Negotiate). JXAEI 7o VF U 31 H IR 55 2427
Vs fo e A S Y R IE UM, S NTLM, 8552 HTTP JEARIE.

8 X T HTTP Basic. HTTP Response Page I NTLM S 356 UE 3%, 1 7 A0 1% 8%
IR TP bt 52 1) A8 SR P 4% 117 o AR HTTP s, ¥ fdiH 58 42 Fi 2 DNS
Y HR firewall-hostname.AD-domain-name 347 H 7€ [n] . U1 FARLAS ] HTTP Negotiate,
SR ST BT DNS B 55 8 LICKE I 44 FR B 31046 75 ZEEA T 8 B0 S0 AE (W BT ke 1l
1 IP bdik. A0, FOCEMHTEE N, S RIGEAT SRR, iR IR ER
AU HT DNS R4 8%, E B HAD SR B 0350 0E ik

* J&/B#% (Source/Destination) - il T3 BRI BUAME “1TE” (Any).
ST LUAR e 75 200 12 SR B oA S B R i s A . (2, 3SRk fOEH T HTTP i i,

AR HTTP i 596/ H A FILECI AR, H RGOk BIERrEaeE R, 5SS S 00
My, 55109 7L,

Add Identity Rule

Order Title User Authentication  Type Fall Back as Guest
T 2 "
1 o~ Require_Authentication [ Aciive v HTTP Negotiate v @ )
!l non
SOURCE DESTINATION
Zones 4+  Networks + Ports 4+ Zones 4  Networks + Ports/Protocols +

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i



[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1

Firepower BB FA B0 E M |

AR T MR IR iR E

$IE2

$IE3

) R RE A IRl .
WERAR B LA LA, o DUR 2IERE BRI A B, RaAr AR B I B
FHHIIEAT O A DIERIAE Bt ERCE O, B AU . DI, AT Bk AT — 4%
L R HEEEA], XA S ML B ERCE T Rt 0. AELERE A, R
EHRE L

¥ Inside_Outside_Rule V5 o] ¥ HIHL N _F R4 S0 550h 5215 (Allow).

Inside_Outside_Rule U5 o) FEN G S AR o AR BT AN 2251, P DAAEVLEC 2 R

NI N X TP M hk A 2 AR A AT, RGENTCTE T2 AT A (IS 1

FELORRFAE o 0 FORZ N B O SEVFARSZARAE I, REE A I

a) Rl SR B UL L i iE sl

b) K bR &MFTE Inside_Outside Rule 1747 [IHR4E S 70A% A WoRgiB RIMIER bR, SRJ5 st
el (@) LT IFZA.

©) EFXHRVEE L RIF

Order Title Action

1 v Inside_Outside_Rule

d) St B RE AR AT B L

107 el 42 o SR BRURAE SR H Sl

P AR L 2 5 8 R H ARl sk Uy i) 42 R DL RC IR I B2 ()45 ) o Inside_Outside_Rule #EII 5
M HE IS, HEAREASEHHEIEs. Fik, #SHIRHR TR Inside Outside Rule {5 &, 1
AN B 55 AT AR AR T B AN D T R 3 42

a) U I 48 ) SRS DL TR R S BR R B AT R A

Default Action ACCESS CONTROL: @) BLOCK v

b) EPEEIE B EIRME > E R IATILE R

) riifi OK.

BCE I IR EE A (VDB) Y EET R

R e kA VDB HUBT, b A i T U E R B AR R AR 2 8 5 T BB VDB
T AT3 R8T ARCE e vt Rl LURRR A T T s &R BRI N, VDB
OB AL T AEAPIRAS, T A R ORI ok 2K L VDB 58T .

a) A S R AL R

b) gidh “HH” AP MEERE.
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mmEATREnmERE I

Updates

View Configuration >

c) M VDB 4 ELE.

s 26

Configure
Set recurring VDB updates

UPDATE NOW

d) e .
TEFEA ST R 2 (IR R . 5340, TR RGHE R ECEH A 2 A AT . s Bk
M T LEPATILERAE . DI, Wi B SR T AR, (H R B2 AT RE B S

W, DL RIS EREREH A 12:00 (A 24 /NHEIER R BH-— X VDB,

Set recurring VDB Update

Freguency

Weekly

Days of Week Time

vl o - oo

e) iR TFE (Save).
WIS AN
a) S TUA A ERE R bR

b) i SLRNERB LA, IF AR IE SE
BRI RO R, ORI E L T HARML AR SSARE N “ C##” (Deployed).

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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Deployment Summary

Modifled Objects

WOW W W W

Initiated Complated Status
11 May 2016 11 May 2016 & Deployed
01:24:35 PM 01:27:06 PM

ETRAEE

XU, AP ASOR A N TR s P AN A OG5 R o 0T AP IR 245 R A AE AN
SR, IR B K5 AR BRAAN T e 32 1) 3k

WRETFURBIR NGB AT B R B — AN A5 1) R S AR AN SCA: SRS
TiAh, R E X ATy e R VAT E.

WERETTha s Web JERI AT OGS S, A2l URL €.

an{a] BE L B A

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1

TH b NAR SRS I 25 i) 4 N e, ] DS R — RN R BI I R G (IPS) ik 38 AR SR vl 43t
ML, AR TR LR R N A . A RN S S IS IR IS S UL,  RE LA ixiE
e, MBI HE

ACERFTA ARG, A SR R R T TATAENAR o T I A AR SR 577 [ 42 SR DU A DG,
ORI RGE: A AL FT U7 M HRI) 2 A T B i, 85 S AR A PR SR Ao 7
T ILREXRT Fe 1 It 1= T U E B AR SRl o X Tk BB B BE AL SRR ], RAEASPATHEI
AN, G RBAERE S S, 0T DK AR SRS T R BN ERAE I — 50

BB Firepower RAHEMEZ PP ANAR TEME o IXLETENE B JERL Talos 22 & REFIWI I/ N Bk, ARAT]
BERE T NAZ A FIUAL B 25 R0 (R 285 R0 vy P 1A o

gz

W A S BT E, 3 S AV TR

A 8 B AR, A RN SEms o a0 S M mr A B A VPN VE TR, KR VR E R
FRRAS o W EyE I &, WUDA 2000 I T i WO VF TR, K L8 I B8 4E Cisco.com IR BEAK 145
LB IR




Firepower 55 B 0 B 15 FA 22451

a)

b)

<)

mmmrsp

AR A SR 0 247K
SRR R, SRR IR NG, B, R RBASTIFA Y 55161 B
10 PRI

EmmE 5516-x-1

i “EBEVFANE” AT EBREE.

Smart License

View Conflguration >

B A P B R .
ARG 2R VPP A BRI, oS AR PP VPR IE . 2N s VFrEC A, H
SO “2E” (Disable) %41

Threat
@ Enabled

DISABLE

T2 AR A A UL PR S
i 5 IR LE I CL 45 N A2 H BT R i AEAR B, AT AR AL AN £ Inside_Outside Rule

oiP

a)

b)

c)

d)
e)

TSR e R
15 25 95 S R 1 S s

% BUbT A2 7E Inside Outside Rule 1745 MUIHRVE M kS [0 Som S AU R B, SR 2 o
ki (@) LT TFZ .

U R R AR SO, AT I R

Order Title Action
1~ Inside_Outside_Rule
R MR SR BGIET S

R NRREEEHL LUR e, ARG B B RS 1400 .
SRISHAZ Z IR B . T RZHIN L, FIER SR TR £ HEFERRI . Shift
RPN B, A BB, Al fes B AR BRI R € RN
LU, W LLUER RIS T R 2 LR v A

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61
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Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1

SA{AT BEL L R

WARE T ERWIGE 2t XTSI TS . & KA AN S0 AL 9 45 St
TR 224k, A7 AT B SRR I BE KIS .

Edit Access Rule

Qrder Title Action
1 w Inside_Outside_Rule Bl Alow

Source/Destination Applications URLs Users Intrusion Policy F

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY

o

BALANCED SECURITY AND CONNECTIVITY

This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.

) R #E LURAE B

BEE N AN EH e ) T ol

B2 TR AR A AR IR P28 B0, ANAR SRS A PN AR R el P SR e 2 5 B B R . Y
SE OB LN B . ST LT3 MR, ] DABEE S R R U R T A iR
vl BROARELL T, Bl A SO AL T AR P DU T BRI A SRS (1 I

a) A S R AL R

b) gids “HH” AhMERRE.

Updates

View Configuration >

) sl R AP ELE .
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wmtsy

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

d) e iR
TEFEASTE M R 2% (IR VAR . 5380, TR RGHE FECER A2 AsiAT & . s B
i ERAT IR A L, B ST AN RAE,  (H R B PR A T C S

B, LR VRIS e R AR — B4 12:00 (TER] 24 ANIRHRIERZRVE ) BB — R o8t 2

Set recurring Rule Update

Frequency

Weekly

Days of Week Time

Hﬁﬁﬁﬂ 2l B - (Bnge

e) riiifRTE (Save).
PIR4 AR
a) pirh M UTA F A ERE R Kb

@&

b) SliSLBNERE L, AL e
BRI, ORI G AR AR SSIRS R “ CH#” (Deployed).

ETRARE
R C VU AR, XN WP B AN AN TR Bom B H AR A G B . ]
PAVPARR L5 EORAAE , B M2 15 75 200 2 L A TP i, B0 78 i AR AL R AR SR 42

5l

1&FF Firepower i% & &2 2% #4927} Firepower A FAHIECEIEE, A 6.1
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Firepower BB FA B0 E M |

anqAT PELLE TR B R

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1

FH P AN BT THI I 55 B30 ) sy LAl A5 7 v (BB AR ) SRAG SRR I RS o B 245 AT 1 1Y
vh, WAIREIEZEEE, LA 0 H P A2 B R A R G . R RE R R A LR
X %o IXBEXT Gl GE & % . AT AT SCE . JavaScript. | R 245, A2 YL K R4 b A RN Ah
T FEE RN SR . WL ERE, BNAEERSR, AN EYIGRIE K,

{F SO, A5 B)iE M T Firepower (W s Z0% B AR RS GE M T Firepower [ AMP) A I & 4K
oAb, SR TT DUAE I SCAF SRS AT SO, DA VRS RS e SRR AT SCfE s AN 1E S0
R AR R A

& T Firepower [¥] AMP i il AMP 2 g /¥ 2% it i AR U 21 R R AR R AR T . 7 B L b 20 mT
ERHIM, DMET R AMP 2 3 Z0E R 4 20 2555 2 R SCAERT, eRe Al s
(1) SHA-256 H{HIMEK A ] AMP = T S AFAEIZ U AL E . TREMAL B AT LR IER . WERH
RE GEAWMAIE) o« WRTIEERE AMP =, WAE RN,

T LW SO SRS 5 U R R A SCIE, RORAE TS R RS (8 HAL R RT & U in) 42 i) 4 2R () ot 1
A, T SRR M AT A S

i)
T HRENS 2 VR U 1A RO PR B SO SRS o 0 T BN R AR B BRLE St (KR, RGN AT R
UK

WA S HBRERHEVF AU, 158 A E.

HA B RPEZEAEVTIE, A Rel SO Semg A T S A o W R A a8 FH B2 VP VT E,
58 FZVF AT UE S PPAS RROAS o a0 SR CE e a%, WU 2000 S i (R VP RTE K 20 n 27 4E
Cisco.com [F1 5] BERR LR BRARIK ) o

a) A S R AL R
PRGBS, EARCA IR A . Pl DUNBERRITIT A0 “5516-x-17 B
(B A2 TR o

Il 5516-x-1

b) il “RREVFRNE” AT EERE.

Smart License

View Conflguration b

© miliEERMATHER.



Firepower 55 B 0 B 15 FA 22451

mmErEsng ]

RGN e %V rIE I B bk =, BOSGRAHNY PEAEVFRE . N R RV uEC A, B
AR “25H 7 (Disable) #%4H

Malware e AL

B —AN B Z AU T R DU 32E 8 SO S

iff o MR LE R U) CL 458 B A S B A . AEA R, FRATT SR SO A 21

Inside_Outside Rule ',

a) TEFSE R Rl SRR
TR FR G0 Wl 7~ 177 1814 1) SRS

b) Bt b B A5 TE Inside_Outside_Rule 1747 M F3RAE S ICH, 4 o gt MIMIBR Kl bR, AR5 middidn
b (@) LT IF A

©) IR MARERIRIEE R SV, AT IR

Order Title Action

1 v Inside_Outside_Rule

d) Al sCEEsRBgIE T

) pi ki B 1) SCA SR
P45 1) - Bk 0 BRLE B TR = 5014 (Block Malware All) 5 2 E#R#11T = &% (Cloud Lookup All),
B 3 R B R A AT A SCA, 58 A AMP = DA e SCPFAL S, (EASAT R LE .
WIS EH SO I, T Bk W SO vrAs 7 U B R, RS T LAY
P FBH 11 S o
A5 FH At St mT AR R . IR UM P L S5, AT BH AL 4% Microsoft Office (5%,
Office) 1 PDF (Y%, 2, BR T BB SE AT, G Le S madt ny BE L FH P ) JAth 10 24 K3 1X
SERTSA . WSS IERIT R, AT DLUE R IX L 5ng

XTAIR, iR LE R B R E I (Block Malware All).
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B oamEcEsng

Edit Access Rule

Order Title Action
1 Inside_Outside_Rule Bl atlow ~
Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT THE FILE POLICY Co contRe
Use file pol
Malware Pr
lock Malware All 5
DEE S E policies to |
regardless

Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.

) AdEFIEFREIE, AR ek SRR N B AR
BOAMEOL T, TCR I RSO, SO HS I C B M. RIS HGd s, A feik
FFSAE AN TR P R SRS B S

FILE EVENTS

B LogFies

8) s E AR
2 E RPN AIOE U
) i A LA AR E A A

b) gt SLENERB LA, IF S HE SE k.
MBSO R, ORI G T HARRESSIRAERNCY “ EE#E” (Deployed).

ETRAEE

R CAL AL AT SO BOS R AR, X W R T AR R W T 4R s SCPF IR SO RIS R A
A RAE o RETT ADPAG I SEAE R, DURA A2 f5 1) W 2 A SCA A 7 T e 17 75 2 S 2 22 4 T 457

Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1
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WSS AR R AR (URL 338 [ |

an{r SEheE Al FR 2 € A SR B (URL i)

TEI 2% P] REBCAT W] B2 AT P BOHE . PIHS2 A0 U A X 23 1 45 8 T A E L2 ) I 805 B R A AN
WS o XLETRIR I T L T HICMAE IGO0, BRI TAERCR, @Rk oi s (i, 4ed
RO TAEAS R LA AR I 45 37

AT DU URL 3 9k 5 S0y [a) S (0 o] 832 A1 TR . S8 m] DURE - &R0 (pltig #) ik,
TR NG 75 VRO N BEL B R A B R R i o 6T 2R OIIULHRE, S8 ] LAE 7 B Fovr sl BH 1k iRt kR A
SRS R P 22 U AT B S G A 1 URL, Sk Bk

A FHZE A 2 E i 2 T A SR G AN B . b k] RAIE RGO Fe U HI M 4 i . o,
P T SR B B 25 AN T BB A7 8 URL BAACIIAT URL (8 20 R U 1455 5L, DR ] LA
TR AR GAT H B (5 EoRIL E TR K I URL. HoAT 224y (Uit B3 iAo AR 0 46 Y
ZRR A RSt R BRIV K PR JEE PTG 6 I RS 28 S Pk JE R

LURRERF A4 T a4 H) URL i 8 St nl 32 A BOR . 7EAI b, JRAT TR BE 1 R Le 2 AT AT A5
B s RS 9 45 3t sURT R 43 23 £ badsite.example.com.

UK

U AR PAT B RAE, 3503 H URL VFATHEE.

AR URL VFAliiE, A REAEH] Web JIANE 245 S, BUE A Pl FF P E R . R
2R AR PGV PTAIE, CRE S AV PR PPAS ARCAS o SR e W ase 6, U6 200 0y SI2 e i PO ¥ T
HE, FER IR EAE Cisco.com [FI4 REFAFE LA K

@) NI LS A
SESRALIE A IR, BRI NI B TR B, DU BEBRAT A <5516 B
110 e A BT

5516-x-1

b) il “RREVFRE” A EERE.

Smart License

View Conflguration b

¢) pithi URL WRLEAIH B
RGNS %V rIUEE M Bk, BB AE N PR VP RTIE . 4N R RVl uEC 3, B
AU “45H 7 (Disable) $44H »

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I
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B ISk TESERER (URLEHE)

QRL License DISABLE

$HIE2 A URL o g7 20 .
s ] BEARE LA T U ) (R0l 5 02, PRSI REL LRI o TR G, AT DL I,
PRI EEZ R (BlaneRiiRss) $AT “ AV (Allow) #:4E. BT 200K I I ) 43 Bkl e
URL 275 )@ T 4628000, Fr DARIAE A& A S IR 45t i, a8t S B AH S I 25045 8
{HIE, AREAEAE I OB A R 28 28 50 o BHI L SEIG B S s BB A TR I, BT LA 25 3R A5 AR BH 12 1)
FEREI G S, AN R A2 B L 20
a) fEFSEsrh RS .

R 2R 40 Gk 7~ i 18145 1) SR

) gk + VR BT AL .
©) FECEMUT bR,

* IiLF (Order) - ERYCKE BRI 0 2007 [l 42 I S (PR e o U2, B2k A e
AR RIS/ H AR S FeA S A AT AR 2 B CEJ7D) B IHZHNPKE TV 3R IC AL (—/ Mg
VRS —N I, BRI A R P L I 38— AN o Tz, FRATH A 5
WU % IC 1R G 4 () Inside_Outside Rule #H R FAY5/ H Ar . AT HEW G2 T HoAd
Mo 24T e KPR EE B Uy ) P e, dpclf 2 B B R e R, DA R PR kg o irid
REFRAER: . X oRBl, R 1A RO

* ¥R (Title) - iz MR E — A E XA PR, 140 Block_Web_Sites.
* 321E (Action) - ZE#¢FHIE (Block).

Order Title Action

1 v Block_Web_Sites @ Block

d) 7EiR/BagEnik b, Al + DHTIFR > X8, 85064 inside_zone, FE D0 G HE 1 i ili
Eo
IIAEAT R AER J7 S A ) o A0 + 4T TF—AS/NRHEHE, A s A It H o v AT
ZABH, sl SIS H BRI GEP ARG ITIESTH D o WEEIH S, sidiiE
LA BER AT IR SEE rh, FURIE I H JFANBERE I H 0 2 SEms

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1
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WSS AR R AR (URL 338 [ |

Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks H

¥ Filter

e a inside_zone o v

E outside_zone

-

Create New Security Zone CANCEL “

) IZMAIF M7k, B > X%k outside_zone.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Networks + | Poris +  Zones +
B inside_zone . B outside_zone

f) S URL &R

8) AR +, AR IEREE e A A BHLAL 2
TEARRIF, kP “H AR 7 (Adultand Pornography).  “fE /7 %%~ (BotNets).  “Hfiik ¥ 5z
54495 7 (Confirmed SPAM Sources)Fl “4EAZ W24 (Social Network). %5 w] fEiE 75 22 B 11 HAR S

Iillo
URLs Users Intrusion Policy File policy Logging
CATEGORIES +
Adult and Pomograp... Reputation: Risk Any w
Bot Mets Reputation: Risk Any ~
Confirmed SPAM So... Reputation: Risk Any ~
Social Network Reputation: Risk Any ~

1&FF Firepower i% & &2 2% #4927} Firepower A FAHIECEIEE, A 6.1
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B ISk TESERER (URLEHE)

h) IR AT ILE” FE AT B BURE S L, 1 R R EE . AR, BN IERE
], RJERE B BIFE T 2 KRR RIESE R i B B A B G .

Social Network Reputation: Benign sites with sec... W
ANY o]
We zites Benign sites  Suspicious High
with secunty sites risk

risks

(E 2 P e MR R 2 SR VPRl f, A MR ZERE IRl f e FERXAME SR, S BIEEZ A “w]
ek n0” MU T g WU Y BRI AR AT It o BRI, A P A RS U il RURS AL 6 T AR AE
P

PR, ] ARG PR BH 1B Fo v 0 582800 A PR 23 0

D) RGN FI R /5 M URL 513855311 +.

D AR TEHER RS, Al B URL 4.

k) XtF 28 M URL, &% badsite.example.com, 2R 51K S d5ian LA % .
TR LU IZA B4R € URL MIEARR, Wl O EAFK4AFR. X T URL, #2065
URL I EMSLES 7y, HES IR SS 45 2 5o

New URL Object

Name

badsite.example.com

Description

URL

badsite.example.com

D ez %, KA Rt E (0K).
RS 5 SR NS IZ o %, BIUR] 7 (20 S 7R b it S B3k .

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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Order Title

1 v

Block_Web_5Sites

WSS AR R AR (URL 338

Action

Source/Destination Applications URLs Users Intrusion Policy File policy Logging
URLS + CATEGORIES +
& badsite example com ﬂ Adult and Pornograp.. Reputation: Risk Any w
B EBot Nets Reputation: Risk Any v
B Confirmed SPAM So... Reputation: Risk Any ~
B Social Network Reputation: Benign sites with sec...

m) fii BRERIRRIEIR, ARSI KIEFHERE B RIRME > ST AT RAT.
HA R HESR, A B2 FE 215 Bad A\ Web S8 5142 il HiARORT & #2554
n) A RE LARAE )
(A3, ) B'E URL I yEM w i,
76 JA ) URL YFRTUER, R4 H3hJA FI Web ZEIEHREREHT . REHRE 30 28 & — 3T,
AT B0 R R — IR WA TR AR, nT LGP IX S
Fiab, ] CLE PR R 4r S URL Ak 45 JRHEEAT 40 AT DRI, G SR P o4 2 A 8 0 R 25 1)
Fr o, AR AT . 2. IR, RBIUIMA I E R R, SR SETT ik
J e P RS Y S S WA eI A E TR EA LT
a) pih AR AR
b) KT RGRE > RERE > THIET.
©) EFE XA % URL Eif) B % CSI (Query Cisco CSI for Unknown URLS).
d) i RTE (Save).
TN e
a) gk BT A I ERE B b

b) R ILRVERE FH, PSR IE S
B R, ORI G T HAR RS IR “ CE#E " (Deployed).

ETRAYBRE

XN, PR RN ST N T4 27 Web SRANE 2 A T IE R O ORAE e ST LAPPAG e A5
S E S 1) URL 198 2 F T IX B ANRE G 25 PR3 s I il BB R S SR P AR 2 I

T ESEI AN Y, R TR T W il ) 23 A 25 B LE Xl A s P U7 ]

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61
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B washRRERER

anfrId= I R R ERTR R

LI

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1

Web LB AP AT A I T d A P AR 65, B R TS N -6, I8 8] Web A%
T AR 0 25 1) o AR N

Firepower 2 /J /7 10 38 1o K5 2032 B s A P IR ST o SRR R ) 5 N I 1R 7 e 2 FRRE 00, A
FEETXTRFAE ) TCP/UDP i o DAL, BIAEASE AR R (03 1, ] DA FEPE B E o Se VR T Web
I o

HARTT DL R o vF sl B R T, AHAR AT DU 2RI 200 Frids MU B S AHSCE S A
R i, s nr a2 D Il IR, P TSR0 I BH LB A b 55 SR IR AT P vt AU Y
USRI P 2 A A LN T R AT — A, RGE Bkl

RRb2 T AR GUANIRG IF Kcti 4 (VDB) BB %% S O i i FEAG B AN & o DALk, BEL 1 e RS
(ORI AT 8 B0 25387 R A, i G e 48 T 3l SR U

FESEAE I S0 rh, AR BHLLE e T E R R Fr AR AT A

FHIEZ Al

LA P SRR 5 fs 5 A T SR B RN T AR IS I M 2, 385 21 00 A R=IA 4 T ey
WA AL A5 2, T LAAE “ N (Applications) F IR /0 BTk 25 R e 1 RSBl FO
FH T BT N BT R . 538k, Al SRBIE A T W] 225 VDB 58T, BATTHELEA
FFESE. HSLEE TR VDB, LME R AN H o

UK

Sl R AR U T 4 A R
a) fEFERA TR

TR ARG B i B 3l SR
) gk + VR BRI .
) BCEMUTR bRREFIERAE .

* I (Order) - ERYCKEHRLNIZS 0 2007 42 S50 1R FE o (R, 20k AR S e 5
AR RIS/ H AR S FeA S A AT AR 2 /7 C B, A IHZENPKEE TV 3R UC AL (—/ Mg
AU —N R, BRI e R P L 38— AN o Tz, FRA A 5
VIUE B4 TC H 1 0] 65 1 Inside Outside Rule #HRIAIE/ H b A Reth © 265 7 FoAb R
Mo 24T e KPR FE B U ) P e, el R B E R e R, DA R PR e o irid
REARAE . N TR, RS 1A .

* #RRR (Title) - A iZHNFEE M7 LA FR, #140 Block_Anonymizers.
* 321E (Action) - ZE#FHLE (Block).
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s AERER I

Order Title Action

il v Block_Anonymizers @ Block

d) {EiR/BRET R L, s + DUTIFR > X8, SRJ5i%+¢ inside_zone, P DX I U HE T i ifl

Eo
Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +

¥ Filter

ﬂ outside_zone

Create New Secunty Zone CANCEL “

) HZMUAHIRI %, b B# > XIBEFE outside_zone.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Networks +  Pors + Zones +
8 inside_zone B outside_zone

f) rfitdi Applications (RZF) LI+ .

8) EFXFRLF AT+, RS S R S 1 A IS 1) R R A i SR A R
BARTT LARSE AN N T IR 0 %, FRAEbAR A “ N I 9E4R ” (Application Filters) 4138 i %
EAY, AR AT DU AT MR AR e An e, PR R AR A AT N I JE R S . BRAEN
AR E AR, S IAER “ =2l yERs” (Advanced Filter) X 15 HE Ay $4 5 FH R A4 238 24 1) e e
7
PEEFRRRAES, SHEHEHER) “ N (Application) #13&E R WoRFF O AREII N . g5
(AR UK B FH 213 28 ]
FFREERLTIFR. B, ErTRessAy BHIE RS ST AN (H, RS AN, Facebook
1 TFPT WJE T RS = 2 o 10K 22 B0 SAANREBH I IX 68 ] o 85 AR LG () 08 25 ok 98 4%
f, DA B WREERN FAF S RIE R . TR, XEEIR AT RERAE REIK VDB RN AR AL .
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wfr=dI R RE R R

EAREF, M “25]” (Categories) FFK T ikFF “EHAFEFMLHL” (anonymizers/proxies).

Filter Applications ©  RESET FILTER

Risks Categories 1 selected = Tags Any selected

Any 2 T Search Categories T Search Tags
Business Relevance ° anomymizer/proxy =l displays ads =
Any 4 mobile application mot work related
ValP high bandwidth
Types ¥ - i
web services provider file shanng/ransfer
Any e &-COMmarce share madia
- b
Filter the list of applications 33 Applications
T
J".|'ii-|-;_;;|':(:|'- I‘.|-~%-:r!|:[::|"
ASProsy ASProxy open-source web proxy
After School Anonymous messaging app.
Avocent Registered with LANA on port 1078 tepfudp.
LY Avoidr Web based proxy compatible with many popular social networking sites.

h) fF “Emgd gy SHEHES SR
“M.H” (Applications) KEIR-R HOKEAR NI Wos iz UE 4 -

Source/Destination Applications URLs Users Intrusion Policy

APPLICATIONS SAVEASFILTER +

¥ Categories: anonymizer/proxy

D il BRERERGEIR, RGP B EERME > SRR RA
T 23R FY H ST s SR < e R U BEL LB P B A R P A

D iR E LRAFZ R .
TIR2 FHIAERE .
Q) iU A ERE AR

&
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| Firepower s B &0 13 A 22450
smEmTR [l

b) i SLENERB LA, P S SE .
BRI, ORI G T HARRESSIRAENCY “ 2 (Deployed).

PRI IR 4 R
B, el REAE MR B A 2] “ N Mt R iEs. WHA/EEg/ERIF F
PRI AT DORTE R Z I o

IS R A T R AR K X e R BUE R T T 5 00 SRS T R SR IR, 4 NSl A X 281
JTs TRZ I Y AT PA S 1 P P AR G o

SRMRAT AN N

MR &AL, W] DOR e 2 A Wbl (LA i 2% ) A oAt 7 AR R 55
NI EBAE R IRAR 2 o XTI =61, FRATREALEE DT S 737 5%
s TIZEM LS, R & M 192.168.2.0/24,

AL I A HuhE 192.168.2.1. ZEARRIH, WEA S L. 5 — Pk g fl
HEZELmO, HAmMstld—A 1,

o WA KT ] DHCP g W48 b () TAE sk ik, 43 At ikt ol 192.168.2.2 - 192.168.2.254.
o SUVFPI28% 1 ) FL A P 3508 D90 % RN AR X 8% o A 23 A0S X 8% (A 98 by 136 FH NAAT SR B Sttt

FHIEZ Al
e 0 22 FL B ) BEAE B R PR VRIS H AL o

UK

T} REELL.
) RGBT A TR
HPAUFE AR ERR, EPRCN BRI B B, DUNBEERTIT A 0 “5516-x-17 B
B AT

5516-x-1

b) fHEO4IP e C 0 P D EE R .
X BB B O R I BCE A L B D 8o (A SR . EAEIY, JH T 94N
Her i 3 AN
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Firepower BB BF8B0fE A=A |

B oaimFR

Interface .

&l 3|9
Connected .
3 Enabled >

©) ot BUbR AR A L I 2 O AT A I R B TT % b7, SRS Ak ks (@),
d) FlERAR O EE.

* AT (Name) - A FR. FEARGIH N inside_2.
* K7 (Status) - fUHEPIRAIEHL W] A iz 11
* IPv4 HBHEZETIR - 0T RBUERERDS, RJGHIA 192.168.2.1/24.

Edit Physical Interface

Interface Name Status
inside_2 O
Description

IPvd Address IPv6 Address Advanced Options

Type IP Address and Subnet Mask

Static v 192.168.2.1 {24

e) riiifRTE (Save).
FE VNN S0 7 BB ()42 LIRS FIHC & 1Y) 1P Hbdik

GigabitEthernet1/3 inside_2 .‘3 192.168.2.1

$IB2 A HZE O E DHCP %4,
a) RS R AR

Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1
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N
>

ammEmFR

b) fiRSIEE > DHCP BRES 5.
©) [0 Fi&R#h% DHCP R4, miik L +.
d) it E AR SS R R .

* |2 F DHCP FR %528 (Enable DHCP Server) - s5 il s 7] 5 %055 2%
*#%0 (Interface) - EFETAE DHCP A4 Pt T8 0. ZEABIH, 1EFF inside 2.

* HB41E 5t (Address Pool) - /Il 555 1T LAH W 26 b e g e I ik . TN 192.168.2.2-192.168.2.254

TOR AL I 2 bk (0). $e Mk (1) 8 #dik (255). Sk, AR M Es AR B
TEE I F AL, X e . e RIS, BT LATE ML TS
FF Sk alioK R IR A HhE

Add Server

Enabled DHCP Server ()

Interface

inside_2

Address Pool

192.168.2.2-192.168.2.254

.
e) i Add.
] INTERFACE ENABLED DHCP SERVER ADDRESS POOL
1 inside Enabled 192.168.1.5-192.168.1.254
2 inside_2 Enabled 192.168.2.2-192.168.2.254

HEZIL A2 A 2 42

SRR L5 G, 23 IR T A X BT 2 X S SR . L, SAEIX PR
IR R VS 2 30 S SON 42 1 R 5

a) EA LR,

b) MxGHR P EEREX.

©) 44 BUbRA 11 inside_zone tH AT A7 MUIARAE TS Ly, SAJF ettt kel (@),

d) fEEO R+, EFF inside 2 #2H, SR Rk AR T IR E

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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B oaimFR

Interfaces
-

inside
inside_2

) IR TFE (Save).

Security Zones

2 objects
# MAME INTERFACES
1 Inglde_zone inside, inside_2
2 outside_zone outside

SRRA QUG5 FRVFAE NI 2% 2 T A At e P U T 42 TR DR o
A2 HENSCVHE AT D 2 [ (i . G U5 [ 4 N, A BE SR VF P il (i i . MBIl A1
s, SUVFUS BN B AR h i . ARG, FATMECE R OR B 1 B0 2 ke 3 e B A B
BROAERAE . R, S 20— A0, DLSR VR B D2 IR A . S0 2R L B AR IR AR R,
b L B
a) AE TSR TR
TR R G o i B ) SR

b) gk + VR TR .
) BCEIT brEFIERAE .

* R (Order) - BRUCKEET HLS I 207 fn) 42 50 SR0G (AR Ré o A, SR AURs e R TR/ E 4 5
AHIRIE/ H bR S HAB A AT 2 i (D7), A RZ R eV AR L AC (AN
ACVCHES— AR, BRI A R TP UCRC A 58— AN o T2, FAi T £l HH e
— “YE/H¥5” (Source/Destination) brifk, It AT LLKFZ A In 251 L AR 2 .

* R (Title) - AZMMFE € — A EAFK, #ln Allow_Inside_Inside.
* 1 (Action) - EF: L1 (Allow).

Order Title Action

4 v Allow_inside_inside

d) fEiR/BaiETi b, i + DR > X1, 28)5 154 inside_zone, THAE XU TEHE 8
Eo

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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e)

f)

2

h)

ammEmFR

Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +

ﬂ outside_zone

Create New Security Zone CANCEL “

WA 7, O BB > X% inside_zone.
LA AR DAE AN, DUE IR H AR PR — X 35

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Networks +  Ports +  Zones +
B inside_zone 8 inside_zone

(3o ) PoENRACGEHATR .
HUAR PR LT S2 AR AR, (HH] 38 o 210 A BN IE R B 4k . DAk, L vl REANJIE
FETAFAENZ AR BT
THHEAT LR R
R ANRRBGIETR, RSN, JEA T BE S P e arERERR” S
© Rl SCHRBGIETI, ARG IERE L DT RR AT S
ridt BB RIETR, KA IESEE BSEHRME > SRR MERE .

SARMHELSR, A BRI AETER AR AR B H &S i - s
NP SPI S TE ECS e aR il MR e

B E AORAFIZ A o

NI oA 81~ W SORT o R S
IR Z 8 1 N 2] inside_zone % 431X, inside zone FIATAR WA Sw& K B 8 N HEH 7M. {HiZ,
TR A LU TR RS A 5 IR SR, DR AR 5t A AT FCAth S

IR O SEBAIARCE, R A) R BLR SEn .
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AT AN

Firepower BB FA B0 E M |

* i ia)4= ) (Access Control) - Inside Outside Rule . f8 V151~ R AR W0 4% 2 8] (K T A7 i o 2
RAGFERET T A AT T HRAE, 1SR DA S A N AR R A o 20200 — 25 R
FOVFHT I 48 FIAMT I 265 2 TR SR S8 i, A5 IR PR e ik U ) ELIBE 9 G HL A 18 194 6%

* NAT - InsideOutsideNATrule & F 7% R AMHBH: O FETE 1, FEa N T4 0 PAT. WAk
BT ORI, DT Y 45 A 2R A N 48 R B TP Mk 6 kg AR 11 TP kb L g i
o U AEAL 23 ANEE IR AT B T4 4% 10 58 inside_zone 432 (KRN, DU) ] it 75 22 37 R 631
e SN

* 54 (Identity) - B BIA S WS o (S, W RS da B i 4 FH =260 90T T 845, T fg
T BN B IR 28 AT B 4 B0 UE TR S0 SRS o G0 S TS 1 S 00 SR, (LA B R T Y 44 11
JE R, LRI A A .

FIR6 AR .

a) gl U LA ERE SE B b

b) i SLBNERE FLHL, PR S TR

MR, ORI G AR RESSIRARCA “ CEE " (Deployed).

ETRAVIRMIE
FVCHT 9 1) C ARG 75 8 DHCP 3REL TP Mubik, DL 75 T o A P 8 9 265 1 1
2% o AR MR P TSR A B 2 VP Al R 2% A 1 2 o
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%:;

fi

LB ARG I A]

PUR = @ B 0 3 AL VT 45 Firepower BB 181 e 4%
* Firepower RGN REVFA] , 55 49 7T

o FHEEVFAUE , 2B 51 7T

- LY D Ab ‘

Firepower R4t B9 & BE1F 7]
T R REVE T, ] DA R SRV BV R . 5 AR AU B (PAK) VFRTUEANR], R REVF
ALUEARGEE BIREE P 5 B n RS SR ReVE AT, ST DL D DAL VT R U S DU TSR

UEAh, B REVF R AN S B A8 T AR SR 7 i Dl g . B B RERE REF I BEES AR JA W
S ANVFRNIE, LRI R VR IE . IR B AT B AL T e, R S R T o i
JRISEIR .

BRE G EER

1t Firepower BN A5 26 W S — N ERZ ANV AT UERS,  n] DR BREY BR8P B vhoos JL kAT
FH: https://software.cisco.com/#SmartLicensing-Inventory. il B e A FEES, AT LUA L6
A FERS

BRUMELLS, VPAT R Bogs kT I BRUKEFAK o ARk 48 B 03, 5] LG oAl Aol 7
filan, XA, HTEE A R a2 A K S, ] B B VIR

VF R UEFIBE AL R 2 EAT B B, AR 2 (504 ] LA 20 BC 4512k P (VR ol iE . R
TS BBV RE, AT UM 53— AN MR AR5 A FH B VP nl e . 83 ] DAZE g JUUMK 7 2 ) 4% 5y
W

L5 ) VR B T B AR AN B I, SR BRAS TP A AN WS R, AR R
i\ Firepower B¢ BEAS o VR B W A5 100 FH 102 L) REAN RE UMK P AH G TR

AR AR RS FLER I TEANE B, 1SS Iz P e ) .
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B SrmEmsmmsnEsnEs

SFALEM A N ERREE
P72 8 S A 0V Firepower MR o, 846 251 SRV AT TEAUR WL . Vi
DR LI & 5 3 VAR DUS-2 L0 1D G 5. B {54080 1 46, (17224 6
AR, MR DE BEI GRAERA BRI , BRSNS, VF

AT (R EhBERE B A o
B W S VRN IO U BEA TS - WOR AR R REPH A BRES h AT SE G AT LA Hr

ARG IUTA]

ARG DA SGIRI AR G4, BT DA A H T R A o RV TR A R 30 R AT

W ARSI BT SERN, MAREIEAT 00 K, MR RIEAT B SIAR, B 90 KL ii
VERTE A BT -

B REVF ATIEREY

MR T Firepower OBl BT I VFRTE.
WK Firepower J& B8 e ex A SN HEAVF AT IE . AR P VR AT HIER 2 AT 1B

x2: BRETFANEXR

VFATE

4R (8]

R T HIThEE

ALt CHZhEE)

TR

B PR VR AT R R B K BT A D RE

RIS R L ST M A= m E 5
VR OEHIThRE . ORI B S PG Lt %
HIRREINT, A T A BRI I, IH Iz IR 4o
e RN R e N B K D RE K

JE

HeT IR

NRALMFOREED - A A SR T 120 BT 104 4 07 it
TAFAENZ AR, 2 Zar Bah A
.

SCARAEI - SCPE SRS F TR R B b
FrbAR O BUR 3 (B0 e BB S
4. 1@ LT W) Firepower () AMP (75 2% 2 44
VEATE) 8] DA 2 ATBH LA 2% = R i S
o

s
5l
%}.
—+F

FEFIYIRR

OB R AT () SO g, R SRR GO A
3" (AMP) 5 i& FH + Firepower [ AMP (&1
LIS GO AR YT AT AMP Threat Grid 45
HAEH

SCA SR T LIRS IR 1383 o) 28 42 i 1) SC A
R AT
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Sebe O &b .
=IEE eI AL
] “H BRI UE” (Smart License) T, A &FH ARG Y ETAIHF T URRA . RFE VARG,

TR A AT RS 90 RPFAGVFATIE, 382 VRN B ERHE e BEAs . VS, A LLESE
5 R RE AT B IERRIRES, DL SRV TR RS -

A8 IR bR IR BEVE P UEAC DR :
C LA TR . CRBEIIVFRNIE” ) - Bk CRIIIB R VE R UEMUR LG IF 10 HE Y, %

=]

HRGFIRBUTA

miriEagsimzRnen |

VFATIE Freiy [a) R T HIThAE
URL i HeT IR HF I AEE K URL i€,

R LG A URL #0047 URL 2838, Mo AME it
VFRTIE

AJEVF AT IR B B 4 2R A RO 20
U AR RTIEVEPTUEIL I, T AZRERA ] T EH VPR D RE . (R, VPR IRR bl A AN G,
T B SV T IE TR LA I BN K ™, A BEAZ VP TIE R S DR
WARAEH T R WIEVFRTUE, RGURH N SO
CEEREFALE - RASFIEER AMP =, B IEFIAN AMP Z AR FEE vt iR

DA U7 T 37 T SRS EL 435 P ST SREMS 2 I SR G PR DN, Ik B e B B ) T 7 S
TR AERHPS ARV AT IL S AR 10 A, 2R GEnT DA IRAT G2 A7 SCAF A B AR DL AEI
A G, ARGORE X LSO 7 U AN T KA B O

* BB - GRS AN TN AR SO SR o 8 T0 T T B T A VR T UE A AT SRS
* URL 3E - 4l 47 URL S50 5110 U7 1) 42 L) 22 57 B 1R 98 URL,  HUARZEANEF & R 30

URL Hodls A9 5007 A R BLAT U i 2 1 S A 58 R RO oy A 3-SR 2 ) URL 254, TIAS
fE FEB A DA AR U7 ] 2 1 SRS

PR E 1) B 52 T VF TR B BUAE AL T BUIRES -

s AN - B BOA T IOVFRTIERZBL . SRVF AT (R ZhBE T4k TAF, (H R A 20 S BORE TRCH A 32

B A B A HURES .

© BRI - e CIESE 90 KA (8] R S VF A MU HURE S o FRVF AT D RE AT 4R 4L T A%,

FEHCIRA T, B REVE rEACRRIS BRI . W R, PRI “ASH” 5l
“ERBORE, T BINRBONIR . X TP B .
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A

SRGERFT |

iR

EAR &

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1

s REVF PTUEIRZAR S50 10 i $240L, wT BA RRAK  VERIThaE,  JF rIREERORST T R
RERAFR AR . tH DRI DD REFE IR 52 B K 22 4 AMAZBURAN St 1 SGAFEANE LT AL

PURFEFP IR T el 7 B SRR VF R
UK

AT A A RR, )G s “RREVFIIE” MEh I EREE.
EAHZBE
SATEM 2SR RES A RS, A REZ B PTIEVF AT IR AE VAN I G R AT REA T -
WS BeE 552 1.
FEIE MV B AT B D REVE RTIE o
SAEM AR VFRE S, A REA A VF PR RIIZhRE . 1525 o MBS R Vi rTiiE . 55 53 1L,
Y RGVr] .
T AAAT B AT 55
o AR REB AT PR D, 5 53 T

VRS, 54 T

3K Firepower JEUHBI 1 ¥ 252 B BT HEAVE ATAIE o FEASVF RJ UETA o W] 3B VF ATIE AR 2 25 A9 P A7 2
e ERE MUK AVFAIE,

TEVIIR RG], ARG PErm RO BN B SR RERCIH A PR o W SR FRAE T 90 R PF
AVFRIUE, A ZAE VPN SIS R B MR 4 o

MBI, S R PR P 2 1) B £ 3 VR W UE o MHAE & v W 28 FH (R AR AT R 3B VF R

UK

T BERAES T AR, ARJA Rl R REVFTE” T EREE.

s ERTETEM, IR AT AR

) i R AT IF IRV RSP B, ARJA B s A ARk 7 BB A — MBIk P CIn R ) .

) A B 4 R
FERIEA BRI, 7€ %2 A BAE AT . g 0RO 30 Ko BUIIIRGE LA A B
RTINSl A2 E M A . R A T AT 3], R A & R
P


https://software.cisco.com/#SmartLicensing-Inventory

|  Amgugwisa
rAszATETE

LG E EE%%A%E%MFWLﬁWMDEﬂM o AN FAS Y ] 0/ M X A S 11 928
HARAERS, A 0] DL REE I el T o0 m gn 5 %E%%M%%E%%ﬁ%o

©) HHNZAM, R IORNGEE] “RREVF AT UM (Smart License Registration) X 7% HE /) 2 4EAE
d) 5 EIEEM (Request Register).

R RS A A A

TRTLURHD GEND s8R GBRD I vrnlul. R R VFRNIESS, A BEAT A VE Al e iR 2

fit.

U R A AN AE A P I PRVF PR 25 (O S RE,  mT DAV AT E . ZE VRl E 2> 2 SO R fE
PR BRI R FUREIRG DU RH IEN  B A B4

AN, AEVE BN ISATIN, ) JE IR eV rE PG RRAS . AEVPAS BT, HUAVEM B, UF
FIUEA SV M 2R RERA T B 4%

FHIEZ Al

FEEEHVFRIEZ T, AR E A S s R E% VP R R AT SR

UK

1 SRR AR, A iy “RREVFITE” MEH N EREE.
B2 R, gGhEEAEVFANIER B R/ZAR T

* B - R VF AR RS AR RE A LR IR T, R R TR ThRg . BILAE, BRI RCE
FIFEAZVF PTE 2 T P SRS

B/ - WﬁﬁTﬂﬁmﬂ REPCPTAE AR IR, JFAE PRI DI RE . B HEn Hh e ik ie
IXLEThfE, ANRE AR A i DD RE R S o

5B

RGeS R e A B PV rES B W RVE RIIESE A A5 30 RIEAT— I, HU R R
A9, M B 2817 90 K, AT H3his

o WCRESHE SRV REFCIHAE LS TP EAT 0K T LURHT LA EIARAS, DU S o B A2
[0 AT SRV TR 2 PR, IF SRR BN ID A5
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LB
IR 2
: LSy A4 ML
ESHIK
$IE1
FIR2
$IE3

ARG IUTA]

UK

R B AR A RR, A Rl R REVFRTE” ETH N EREE.
Mk BT Ry R R E R P .

DR AR A e, AT UM R BRI s o SRR . TS, SRR AOIIK KR ik
B RIKIREAS T RTUE AT A T REVE TR . TR VRl iy BA Sy e 2 HoAth B o

TR BT, LA I Y T RN SR K A S S ARIB AT, AR GVE AT B B AT AT B
UK
RS A RR, KA sl “RREVFRIE” Eh N EREE.

Mikife PR IR R E IR
DR S B A, T P S O A R
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fi

peyts

ARG RIS AR A, e A ) e A A U i

* JAHH&E R UERBUR B THE R, 5 55 1t
o MEVEM ARG , 55 56 ut

s THmAATIREEZGEE , 58 I

- BFEGF, %58 00

B BFIERURERESRITHER

R T R A S AR &, AT DU ER AR S THE R HE, 2208 I H Sl A Re s
ARG EWRMPLE G5 R

FERASYT U B LR R oSl s, PR rT Ge vk EOF AR it

AR oK - AEIERR AR RS S kAT e A SRIER IR 2 HUE B 34, e mT bl
SKIEETTRE B, (XSRS BA SR 3 H LR BOAE FEEAPIRES, DRI 255
P ERER (R (RS UL CRERIARAE) I3 % H e %

 SCPEH AR - R Ja ISCHE HAR SR, A e Sl 2 i) SCAF A B . 72T AL ik
%x#ﬁ%ﬁhﬁﬂ?%x#ﬁ Mok, HERTLAE

B T IERCE R H &L, R Aahilsiaill BIZE ESCE, BRI R 2N R 2 H0E % GF
BATNID o BRNRAELL LI AR FAEGI 5 ﬁﬁ%%%ﬁ?ﬂﬁ%ﬁ SR, AREAERIRXLEA
(EE

R
P25 18 H SR BCE APPSO TR RN, WL R .

o A RIERE VT ) PN SR VIR, AT DI SGIBR A AR BRSPS ColfR] A A R e
FEF A RIE R A A ARAT, DR EIFHIEAR . 25 ESCEAEE R AT AT,
XTI, SRR RN CERAZE T o A RANAR RO SR 5 R L ISR, R G0k SR
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B sErEnzgsms

IR A AR, A B H SR E . oV H A C R E AR S R M SR 1K 2 5
gt R

o S AR AR A AU )42 AR D) B i 2 o SR (K BRI SR A P AR BRIK B . (HUE, ANk
MSZAGALTERL PR AL RIS . AR 25 SO R . P, RAG SR ISR S
SIS BT R

o R BHL b 30 A e PR MR D7 1] 428 TR SR BRIA A, RGURIC ST A F . LU
E &G Wi Bt 2 a1 B

* EAR LI 55 (DoS) Bk 1 1) i sk BEL1E ¥) TCP X He 2 58 Mi R Ge P RE IR 22 A A AL A K /2

ANHEFE A, 75T Block MU A H A IC S 0T, 18 % RE 1% )2 75 W 47 1 ) BB IR 11404 1 ol e
ih 7 %2 DoS Wi i 11 _E i .

HE I S0 R G E AR

AGIEZ AT, E TR SR 34T 8 2 A% R U A 22 A SRS TR 5 AL o A IR 28 R n]
PG MG B R ARRIR, UURIRIiZE P 9 45 )

)
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22 S IERC A A T H AR sk RN R 15 0 DR TSC BRI A o B8 1 ﬁ% A7
FoE T SNSRI S 6y, A RESAS G R e, RAAEAR. S0, %ﬁ#ﬁ
Web J&J| LI REMIVF AT LE, %METﬁ%ﬁ%%%%ﬂM,ﬁ%%%ﬁ%%ﬁmﬁ%m,
UK

pZ- 3 B CEE S PR et AN d P M 1T TR (T

8 n] LLIEPEFE SCIRIN )Y L Oy — NNl B D 0 ml DA F R S FF AR R 45 I ) [ 5 SCIS
AIYEL R, DS 47 ol o B Vel TR AN v P 7 1) Bl o

PR IR AP AR B35 LA 2 7s Je2

< HI 5 NGB - IXLE I s £ P &R P B AR s DR e 4 A T AR R (R 33T H I £ )
AU H i A b . BT A RS B EEERE ORI 710 Z RIPIHE R .
Ji8h, AU SR B L R R T 55 AR SRS BB 455, M BB RS A
e A PSS P

o N - NS R E R H (B, TR Web 2R Sz H IR 55 B8 VIS
AN CNIRIDE N ﬁ%ﬁ%mﬂ%km T BT DRI ENE 4 b2 R, JF
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EATF 13255 28], BRIMEN 1,

FREXERIAER EH - /& 75 A\ DHCP JIR 55 a3 SR HUBRIA S o S S B R IEIE T, 123k U2 BRIA
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AR I o 22 FURE AR 20 R ) SR SR AT S A I o R (ERCE ) 0 AR A
HihiEA ) (DAD) L

M OK.

AIFELUR DR AT R i — 28R R

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61



B &0

HSIE> R BEHEEHINR S SARRA RGE R ERE . B UIEFEIAEORER,
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* show interface [Z /"% G HE BB E S . S ALY, v T3RIT & i1E &
{EH 2 1E K S v] A5G v &,

* show ipv6 interface i/~ 7 JCH: 1[1) IPv6 L E A E .
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* show conn {75 >4 i ok 42 17 (PR AH G 15 B o
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* show route % R EHE 4 )% 38, (48 % P45 1 2% Hi o
* show ipv6 route T/~ EHE 7 (1) TPv6 M fhak, Fdh ELE M 44 1

* show network 7 RS B LI ECE, AR BEOC, e REAU itk e A b Bl 122 1 it el
RACH, BRARETRC Bn i DA B G
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A M. W ASAETESE M, FOATERZEIGO T, MO DASCREE H i .
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7] LU Windows Server 2008 12012 _|[1] Microsoft Active Directory (AD) 5 & 473 S 45 A58 H o
TR BL AT R RS S e B I

* WACEO L LB WP AT R ), a2t H iR gs s ERCE R 4. WA IR 55 43 4%
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LDAP user name samaccountname
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Userprincipalname (415 mail %7 {H)
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RV R R lﬂﬁﬁiﬂﬁ?%h\ﬁ’] WG

SAFIERARIFEAE, 5T H XRS5 s A0 L0

X} T Active Directory, %A LUR 0 BE 03 (1) 5 47 %5 5% Active Directory R854, FF4% IR Prosr iy
APIRFF RN dsquery i A A 8 TR LU
RAPRRZEE
ENHA O % GRS 1 dsquery user iv2, DU E FEHEAR NG . @ln, DL Ry
AL R 73 448K “John*” JR[HILL “John.” JFk M) FrAT HI T HI45E E

C:\Users\Administrator>dsquery user -name “John*”
“CN=John Doe,CN=Users,DC=csc-lab,DC=example, DC=com”

FHAE DN 2 “DC=csc-lab,DC=example, DC=com”

PINREME

BN AT CENL PRI dsquery group fir%, LU e SEMERR IR AL . B, DUR dr 4l 4144 %
Employees ¥ [FIFR R4 4455 -

C:\>dsquery group -name “Employees”
“CN=Employees, CN=Users, DC=csc-lab, DC=example, DC=com”

HILHEAR IR AN “DC=csc-lab,DC=example,DC=com”
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WRMAE LGRS, RESPoRE R ST E . SiFEEsS. S ST
PLUR DB
a) ME HaxMResa%, 2107 1t
b) WeE LB G EAESREI LT, 5 108 1T

LB LRGN

FERCE SR VR, e UTTDREFU 51 AR o R DU s F 42 SR L 380 PRy 2B AT VL
H 2 — AN VLBC I 52 SN T R o AR T R m] AT LR #5845

o BRI ERAE T S S, 155 T S R TT G,
g RS EE, i B RRE R (B

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



i B |

6 A B ISR R, E e e (YR |
CHERUERUN, AT UL
SO, e + .

SR, R Gre b ().t LA REAE e s B ke S
Za k.

TR T BN, 3% A i e el 4 (O

ARG 5 5 0 SR B SE 2 A5 R, WS RRCE S N, 25 109 1T,

B E HXRS

N

F SR 25 4 00 B AT BT Il B R 2 1R T P AN P LA R A5 . RGERERIB AL R I I Ja — A/ i
(UTC) R A A L AL B A DGAE B

LS I o B G — RS SR IORC SR IR 55 & s L i i O

a2

$IE3

A e, BIATE S sy B RARSS SR 4L, AR5 A« HSR MRS 4% RHEAE b K% HLOK
WUk BEE IS WK, TE AT 7 BOR RS B TP ik 55 H SR e 55-4% 2 R4
FE 2% R A o

UK

KIKIEFE SRRE > B
PATEL FHAEZ

o DR R BCE H Sl U, 5 i TR R0 3 B HE 1) . R G e P RC R H ik
G o

b ERRE RN (Y |

BUEA R H MRS F LU ME R
* BFR (Name) - H SRR K 4475 -
* K3 (Type) - HRIRSHMIZEAL. Active Directory J&ME—SCHFIZRAY, BT DAJGTETE Ut B .

* B3R P4 (Directory Username). HR%85 (Directory Password) - ] ' [ FR 42 FRAN 20T,
ZH P B2 U5 ) S & 1 H P 5 B IE AR . 971 admin@ad.example.com.

* £ DN (Base DN) - H T A g I - AALA5 B H i, R AIZE i A L4200 5
de=example,dc=com. 13X A HIEAE DN FIE L, WS PUE HaxEEMERIRA . 25 105 5L,

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I
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* AD E35 - W&V IR Active Directory 54 Rtk 4 . 41 example.com.

* EH1&/1P ik (Hostname/IP Address) - H 35 a5 1 LA B 1P Ml Q2 DUhn sy =% 42
BIMRS AR, Wi N e e ikss, makE 1P sk,

* im0 (Port) - T 5 R4 25045 10 115 o BRIAE N 389, WiIRIEPE LDAPS 1E N J5ik, ik
13m0 636

N - BRI IERE TR P RAE R, EEFA TR 7L STARTTLS 58 LDAPS. A3k
ANKTE (None), 3 Ut DL SCOE N 3H P F4LfE &

STARTTLS K& p i s Jrvds, AT H S IR45 28 S Rt Bt k. A8 1 389,
LDAPS 75 %34T SSL ff) LDAP. i 3 11 636

* SSL iE$ (SSL Certificate) - W LRI Tk, T LA& CA UF1 LMEAE RGN H R 55 2% 2 1]
o A AT G E . W Bl B UE AT B I0 A,  TUIE 50 (0 IR 45 % 44 PR 2 5 IR 45 2% £ ML
24P HihEUCHE . i, R AR 10.10.10.250 524 IP ik, (HAEFS (1) Hhk 2 ad.example.com,
BT PNI

FE®A g% (EnSh) SiREF.

B E E N H I IERF &P

SRS A RN SRR P REAT 2B SR IS, W R B E ) B2 P I ) ST o
IR, ARG RGE ST PTG I IE. WA EARER, REam PRt A8 4uET.
WER A EAR SN S 28 AR AR MIESS, WA IR ZIES .

)

8 X}F HTTP Basic. HTTP Response Page f1 NTLM &3 4641E 79k, OB A %82 O TP bt
SE 1) BRI M E% 1T o EOW T HTTP B, FI P ReAd 56 42 B2 DNS 447K
firewall-hostname.AD-domain-name AT 2 7] . W R AR ELALTH] HTTP Negotiate, 4420 5§ DNS
JIK 55 DA b 42 ok bl S 281048 55 2004 T = 230 B 0 B0 UE IR T A7 A S04 T i TP ik A5, R okt
ATHESEW, B IGIEAT B 0 5E

Fra& Z 8l

iR H o MR 25 %5« Firepower S 15 £ RN P ity 2 1] AT IS TR 150 B 38500 Ik A0 8% % ) 1100 i 1) s 22 1T
BESEH P SO EARERERI . 20 ST DE AR RS X, (I () AR % T IX LR [X R
SARE; i, 10 AMPST =1PM EST,

g2

T RKIKIEFERRE > B0
T2 PUTLUFRIEZ

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1
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ol R S, ZERCE H RS i T —5
i ESHwER (Ve |

PR3 ACELLNIET:

* IR 55 88EH (Server Certificate) - 75 2 S {7 K UF ML LS F P 10 CA IEFS . AR 1542000
PEM 5% DER %3 [1) X509 iE15. KiWETS, Sl B e e S fctt. M G050
UF AV ER BRI B 2E 15 .

« IEF Z4A (Certificate Key) - IR S5 23E P02, A5G4, ottt EEBRSA IR0k,
« i O (Port) - SRAFIMILE [T /i 1 o BRINGG 12 885 (TCP). R E T Hofthding 11, D325 11 05250
1025-65535 VLRI .

PB4 LHRTE (Save).

BoE S AN
S0 NP Aff a2 A5 AR P S B LA i . A SR SRR ION - 4015 B ADL RC i
M DARCE “ S 5E” (No Authentication).

THICAE, JCIR RS E D, #ROOS HTTP F 3T L B ik, B, Jom Gl MNKAE HTTP
RN TSNS UL R . W RS BRI HTTP s i P S E B, Al s 5
KAL) NP - P A 5 Ao

A

ER O HAEICE, SRR RO 2T B . S SR SUBCER L B R . W AREERL
IRIEAT B R IR U7 1) R, U 25U 5 T RO o

UK

TR KIKEFERRE >
T2 PATLU A

 EQUHOH RN, 3 s + 2L
"SR I, A g A (@)

SRS T RN, 3 A iU I Pl £ (O

T3 FENAFF (Order) 7, LEFEZOREZRUIAAT R Z1 R AL E
SGUCHC IR SE ML S LA o 250 o A 12 DG ICAR YRS L AR R R S5 7 0 YA DG T I 1) A
FRRAE ¥ SR _E 75
ERAKE R NIAS I 2P R AR R e A R BLs B SO A7 3, 335 R e 10

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I
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$IBA4 R P SHIIE (User Authentication) 257,

1E

e

N

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1

R

s E7 - B SRR E P S0, B S RAIEAGET T HTTP Jitht. a0 RATAT HAh2E
R b SR B AR VE 3 5 Oy Bk 1) B 3 SRS UL AC, WA 22 S0l E AT =3 B 30k

* RBRIAE - AR S0y ZET S0 07 T U AN 2 B T i i . X BB ] P oRebRic A Jo
E 518 (No Authentication Required).

(EZN SR RAIE. D PR H MRS5S FF 0 S IR IE T % (28U (Type)) -

* HTTP EAR SR IIE - TR IS 1) HTTP FEA S Gy 50 1E (BA) EHN ] AT B et T
I 3 s PR B A AR L B 1 e . IR BRI

*NTLM - f§i ] NT LAN Manager (NTLM) JEH0 H 34T S 30 0E . C9IERE T —A AD 4tk

I, R IRCA T o P A L S (R BR OA B 3 B0 UE 5 R s I 2, AT s m] UK TE A
Firefox P % O & A A5 FH IL Windows 563845 B LAIZE I 75 sCHEAT B 02 50 UF (15 2 14 i3 3% W
FUE AR, 5 112 ).

* HTTP #7 - SeVFBas b F - A AR O RO SR LI A AT AT Active Directory /il
S e LIk AT B TR 52 SCRF I B s ik, U I SENTLM, AR5 7 Basic J7ik.
JH P 38 3o 30 W 2 (R B A 43 B0 U 59 L i 11 o P 5

* HTTP M7 5T - $&7 A R N it A7 S 50E . 1X & —Fh HTTP Basic S {3 5 1iE
ViRr

B 4T HTTP Basic. HTTP Response Page FIl NTLM S 56:31F 77y, PRl i 1243 11 (%) TP
Bl 1) 2R BRI 2% T . ED T HTTP Wi, FH P #5842 B & DNS 4 F5%
firewall-hostname. AD-domain-name 347 F € In] o Q1 SR AR LA ] HTTP Negotiate, i 25250 5
DNS Ji 525 LA I 44 B Wi 380 485 5 BEREAT 80 B O 30 TR IR I A7 P9 3542 1 1 TP Ml 500,
W JVEMHATE T N, F B ICEEAT B IR IE .

U EF G BHAE. D KIKIERELLA R SHEIR > FF/XK, e & T AR 3230 5 02 50 UF 14 FH P bR

WHAVIRH .

P =0 AT S 30k . W RA A Sy, ERRIEIE T ] DU e S R Asic FH P o ST AR

P X A8 2 5 U o) B0

LUAESMHER > F - KRG e hinE.
cLUAESMHEIR > X - R bnd oy R8BS FHEEHIE.

FEIR/ B R IR FoE SO VLR A1

A, AAERE HTTP SR N A 2 28T Eah Sy iiE. Mk, B/ A AF HTTP Ji iRl E JC 5
YIS UERLN, AR TEFT HAFATE HTTP it i G 2 S 50 5 4 46 uE R o

S0 R 05/ H Apr i SC T I 24X (21D L TP Hihib iz 1P ik pir £ 10 [ 5K /4 X Bl
K CHUERAZ B SRR T PO 1 o BRAOABEE AT I, Huhk, bR B iUR
Ui 11

LB, R + 128, PR IO R BT ER, ARG AR HITHE T E -
R AT LN B, MPTA IARAEAE, BT S A &R il R e E R N x, W)
R LIS R AR .



i B |

AT DABC L LA R Ui VL BC A
R, BirXE

LXK G, € SO HAL BRI o A] OE S AN, ] DUAE AT 4%
Ple RAGRE AT S FHCRE B BT 42 0 _E R

o TEPTPEC M DRI (42 D B Pl A B R, TR X AN N %2 B ¥R (X 13 (Destination Zones).
o SEVLHC DI ()2 VE N Va8 IR A, TPREIZ X S5 42 % X 331 (Source Zones).
o D R[] IR i) — 2 RIS Tt DX A A H AR DI A A, DLRC I e 2005 B e — AN g P IX
SO A F AR R H
U SRR TR B N R T VA B R N IR, A e e B, an SRR R YR B
P 9 2 R IT A R P Sy, S IE SR I IR X8, R I A DB
B, BRI
S8 SCUL R 1) D) 6% Mt - 5037 25 P 19 286 6 5 B AV
LA B 1P Hudik s BEAT B (iR A, TG IR 4% (Source Networks).
 BEPCFCH ) 1P Hbhik B ERAT B (A, 50 E B #RM 4% (Destination Networks).
o P SR IR IR ) — 2% L IAS I8 190 20 25 AF 0 E B I 6 2, DGR B b 0005 H 3L b — MR E
IP Mtk I3t 1 S b A F AR TP bk
)18 S N D YN D A v g b ¥l A WP e
o 4% - D TR BRI ) U B 6 SCURER H IR TP Ml 1 0 4 ) 5 54

 WIBALE - FEEIL TR AR R E R S/ DX RO 2 T R R A B R RS
B AL FZ KGN IO PTAT B KX o R T ERAE RN e Pt B B AN, o m] DAL R4
U Rl PR B0 R SO A PR B, T LS b R D0 5 [ 5/ DX
Ii), T AN RN TE LA T i P P e B9 £ TP it

AR N TR R A B R I D, R R Y LA S ) S T b A 2
P4 E (GeoDB).
im0, Brim QY
S SCUE TP BT FH PSR 1% 5 . % TCP/UDP, 3% A g 0 3% 1 .
* TEVLECK [ Pp sl s, 1RGSR O (Source Ports). Y 1 L #& 4 TCP/UDP.
o BLPUHCHL ) Pris B8 1 (i, TSI B #Ris O/1333L (Destination Ports/Protocols).

o 3 [H] I PUEC K H R 52 TCP/UDP i [ B AR 7 45 .8 TCP/UDP i H A &, 5N E U5
S VAT H b 1o G003 R I RSRT iy LS IR 4, DU BEAR I L 52 B — e i bl il
(TCP 5§, UDP) Hiufy = o 54, &0 LUCHES Mt [ TCP/80 ¥i 32 4ty 1 TCP/8080 it & o

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B ErEwRAsHBiE

$IE8 i OK.

ERERMA R SR
TSRS £ 03 SO TNC B A SO VFIEAT E B S O J0AE, W DM AR 53 B0 Uk T3 V3R 7 £ 43 -
HTTP Basic
/] HTTP Basic SR UIERT, RIS MRLSE7s H A H S P A4 R i AT 5y B8k
RS LAY OB A . RIE, Basic BB EA A —Fh e 4 (1 S 4y S ik
Basic 51 56 UE T VA2 BRIA IR 5 B UEH L -

HTTP Response Page
X JE—Fl HTTP Basic SRS UESEAY, (G, JH 2 BPG sk b v .
NTLM. HTTP Negotiate (iEF T Active Directory A5 X Windows 51438 1F)

fEFHER R IY) Windows SR, I AT LGSR BIHOR AR FE CARR, . D7l iRS5as (A4t 1)
503 B Ak 315 (¥) Firepower B A0 s R 11D I, 0 S ks Sl e s e o . il AN
BEAT AR . RS IR UE RS, W L& T 5O L BEAT SRS TP AN T A7 A B AR
EART 5 3 B0 UEP I o

G SR YA P S SR AR R JETR I A I S AR, ARG 3 os T S I ) 4 A
fi5h, 3X 55 Basic S4B UE (0 H AR S AR TR 1o DRIE,  fnn SE0E 4 1) Windows B 9,
G AL T [7]— 3 P 1) ) 4% e 55 2 P e AR E

IHVE R, HTTP Negotiate 2%+ Active Directory AR 252 A H FAREE SR B it vk 2 11l
FIIE$RE HTTP Basic /E 8 S50 UE 7%, WA SIRIGE IH S B0 0E . 538 FEIUF KIS NTLM,
Basico A2 H NTLM, A G475 W] 5 43 3 A0E .

TR A UK 25 i 0 WL 25 I A SCHF AR I Windowss B B0 TE A BEUEATIZ I B 0 E . BL R #8044
T SRR EUT Windows B 43 56 1IE (1 — 2875 90 58 5% (198 A Windows B 473 B0 31F 5 LSRN AT o
AREVEAMFEE, NS EILH S (R ARBD 1, & T5E T R AR
ASTAN o

RBR JFAERTA YA A SRR ) Windows B EGAIE, 5141 Chrome FI1 Safari (FEF-4 5 A SCRY I AT
FARA) « RESTERA PP 42 T8 . 15 2 P i U e 1 SRS o 848 IR AS 2 75
¥,

&R S 3 IERY Z K

F P i 250K JE0] S sl - AR BEC F0 S W) B SR e P R LSRR AT IR A, At m] LAAX
TCHATRCE, I AE R AT 70 A TR G B I 2% ) i LA wh e ARG FEE AL A AT I #R
P, VEW DRSS IEIE F] T 0 M 45 )5 A2 B B S 4

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



Je

rREmRrgsnE

JC S D LA P P AR, S0 20 ST LA ARG

o B PR Y 245 R FH ) Firepower BB ARI $2 VS N2 “ 3245413k 5507 %13, v LUEEH] 1P Hb
bk, Wrr D sE A R e g4 Cnsnr L, 5040, inside.example.com) o 8 w] DA FH A EC A R
B3 Mk A — Nl H 2 A5 AT . Blan, Al * .example.com 2% H /& example.com i 1] LA
7 5 A A i, WA i A kg4 (TR B CRsEE) o WSz )
Yy, o] B8 T EOR 2 AN HUEEAS N B 52 A5 AT S, AR a5 F 6 IR R BT AT e N

« LR Windows Sy S UEAN IS ARBE AR S5 2% TAE. Rk, B AERHARE, Za Wik
Firepower J&¢BHS AR 422 L8 0 209 HE B ad ek iz AQHE R bk b o dn R woe A AR, R4
SYERH AT SR, RMEAE A NTLM Z8 2 di it .

R

PC BB W] SR AR AR LA, HIR D v P 3R A . RN ELE M SR AL, REER A
M SR BT 5 0 i TR I 8 sk Pk

B & Internet Explorer LA 1TiERA &0 9830

P E Internet Explorer AHEAT NTLM i WH S0 560A1E, 15T LA R 14E
g3z

W Ri%E$ T B (Tools) > Internet i£1T (Internet Options).
RIE PR ST FIZAKHE Intranet X158, R )5 HATEL R E1E:
a) pidhiuk gl T2 AT AR .
b) #fR e DR LT S — AN LT
* BE1#& N A EX M (Automatically detect intranet network). 1R LR IIEIT, B2k H] HoAth T
ALK .
s BRI LR IBAYFT B i & (Include all sites that bypass the proxy).

©) mERATIF “AHh Intranet 5 217 XFUGHE, AR JE R GBS AT sl s A5 I 23RNk SAEH, AR5
JRi ey I
WA 2 A URL, WHEEIZFE . (M ECAF 48 2 84> URL, {9140 http://*.example.com B}
#& *.example.com.

KA IEHEIR [F] 2] “Internet T~ (Internet Options) X THHE .

d) 7EZRM Intraneti 4t TR ACIRSHE N R, AEBEEXRANFTIT “24WE” MHGHE. IR
BMIIE > B FiRE, RFIEFERTE Intranet XIGEHE R, S OK.

fE “Internet LI ” XFAEH, sHdEZEDIR, AR50 EH LANKE.
TR LAN (E R TEARSS 88, 87 Bt (1 Firepower B M2 1128 iZA0H . 3 4 ATLL R
AT

* EFE A AR Hh b dE % 53 R IR AR 5525 (Bypass proxy server for local addresses).

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61



| REET Y

Wi R RIPR AT F LT 5 55 7 K Bt it R AR AR S5 87 HE . JmT LUAE A AT

140 * example.com.

i & Firefox LUH{TIE R 542560
HMCE Firefox LAHEAT NTLM % W S5 560 0F, 54T DL N #4E:

UK

F17T about:config. {1 it I8 A4 4 2048 75 L8 U B ik I
Y NTLM, 5B E % (7F network.automatic il y€) -
* network.automatic-ntim-auth.trusted-uris - X & &I, A URL, RJ5mdBE. #nrLlil
i URL LUE 5 7 sk A 24> URL; AR Z I BOE L. .
http://host.example.com, http://hostname, myhost.example.com

B thaT LLAEHI 7 URL. Firefox PLRCIZ P AF R IR B3, A RENL 77478 . DI,
T AR S WA SR AR HEAS N B2 . il

NN
E
N -

)

example.com

* network.automatic-ntlm-auth.allow-proxies - ffi {& {f 4 true, X/ZERINE. WIERAE 4774 false,
Ak LS SO

PR3 KA HTTP B E . W LUEM R TR > &5, AR5 50" 0 e 1 P 2 IR R A 4k
REYE. il R AP RRE L
s WURIEF TR, WL AT fTACE .

I RIEPHER RGRIEIRE, WFEE1E M about:config H ) network.proxy.no_proxies_on &1},
DL IS LE network.automatic-ntlm-auth.trusted-uris " 135 [ 7] (5§ URI.

R FHRIBEE, W B TRIEX R IR DA FEIZ L] {5 #6i URL.
o DR FESLAR AN BT, U5 DR T LU0 B ) e AN B AR I S8 T 5 8 URIL

W E B0 SR B

S S 5 0 U 0 2 ) 00 1 06 T4, 60 R 1 s > R P TSR S A P £
iR -

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1
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UEAh,  HEEE > B RIS R AT R

WEREATE MRS B TR H SRR S8R A AEIE R 1217 A H SRR 55 S e BTG HE R
Mt 42 1 I %

W H SRR AS SAEIE T AT I BT, VIR 2R SR Bk (K B G U R S s DL RE A AR A 2 L
TR P VSRR 7 g 5 10 o B, 35 DRUS DI Y P R g AN B 42 1

S A HTTP it ILAC, PRI P e AU o A I iR A

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I
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%9

fi

177 (8] $22 )

PAR 8 41 5 ) 42 U o X e 2 o) S VR o e & AR IR AL, IR o i N I AR AR D25
B SS o

o VimEsisE . 58 117 1T
o WO E VTR HISN 28 122 5T
o WRAR VG Rl IR R , 5 132 0T
o ViR A, 28 133 T

177 [B]4% il 15k

L A0

iy i) AR FREG AR

A FH U7 1) S w] P P28 BRI T 1) o %SRS RS — R BT P U, 4\ 2T AP REA T 0P
filto XYL N (KD BRI A & BT AT i S s v AR 26— S R

T LUK LAR A2 )«
ARG ERFAE, BIANEATE AR IP Hukk. P, I P AR (DL X IERD .

 IEAEAE AN T o S mT DUIE T4 e I A s 1)t m] AR e o B R0 A il g R AL
I NSRS R, IRSs4E. Web) BN FH U B 5 AR DG PE VR IF BRI o

* Web iR [¥) F b5 URL, 345 URL [F58 FIZ 0. 80T DAL H bl a5 A LA 200040 SN T
o R TR SR BT B i 41

AT ACVFI AR, 7L TPS KRR AERIFBLIE T UGl . 59h, sl
8 S SRB R B2 A7 A8 S R A

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B sassnme

5507 I RE AN UEC i i b oy ) 45 R B RRAE AL B . BRUE ST, iR AV R, W A) DU i &
JVFH TIPS A o (ELEESAN BT BRIASAE AE B R AR AT SO B SRR

ST LU D e P2 TR U - e b A T A Y R DB i . RS PUIASMh SRR N T, IR AN
B A T AEARBELIE BT Web I RS L BELIEREAS Web I .

X F—2ew RN, 0] DARYE N AR5 AT vE . B, #&n] LE)sE—ANBH 1L Facebook
Wi dRABABH IE BT Facebook ThAERIFEIN,

ROE AT LLIE T — BN Ry B REI, 38 o e KU 0l 5 SRR ML . 2R L SR b i R Bk B e
VPRI, (B, ENAZERPRFELANN, FEFLEMEZATIR, BHERITEIEMBEZA.
ARA R A TR B, WS BN bRAE , 55 126 UL,

P IEIEA — LA AR RO PR, BTS2 W 6E Y A PR, 58 133 e i S 2 A BRI
WERN G AT IS (BIWIHTTPS 4%, R Gen] RE VA VUL o 15 1 T T g s e 1 E it
TEFE LU MR IC A B S 7 il 2, AR R R A I B

* SSL #1980 - ANl EE A bRIC O “SSLEMI” (Ui, ARETAT LU Uit e I 5 A 1 ) 42 1)
BB o M1 BT a N (R i 2 R R 5 TIPS B2 DL

BRERE - NHhMERE, REAGENNLRE. BT B Firepower ¥ 445 FL A C &
SSL fif# %,  PRIXEe N 115 I AN AE - o i, {EBES A, Dropbox J&f Ihkx
. AU, Dropbox W 15 i HL 4 5 Dropbox i HANLHEL

URL iFJE
URL Z AP P AR RS B R 2 b mT 5 il (R R i o BEZDRERK URL 1€
T LU BAR D5 325t URL i 9 -

* FFIOAE B URL i€ - {8 URL M9 VFRTIE, %5mr DURYE URL (19— fr 28 GBI Al
DS (572> P R st Y 5 ) o

* T3 URL i3 - A AMEATVF AT IR AT T8 45 5E %1 URL ATURL 2, LASEX 99 25 3 e SRS 40
IINEVERNE P

PAR @i 747 9% URL bR T4 B
E T8 URL i3iE

] URL RLYEVFATE, %507 BLEE T Prii sk URL AOSRGIMIMGE 42 0] I 2 1R 15 1] «

« 5] - URL f— 535, B, ebay.com J&T “4AL” (Auctions) 255!, 1fii monster.com & T
“HIURTIEZR” (Job Search) 2%, —A> URL w1 LUjE T2 425,

[l &R T Firepower i & E 123589 B F} Firepower BUANBIHIECE 15/, MR 6.1



mazsige

* {572 - URL T nl g e 1 s 2 ofims 2 H IRl e JEIE nr AN “ i XU~ (HighRisk) (38
120 2| “4n44” (Well known) (3 5 20 .

~

AR WAE SN VRS B URL RABIREEE R, i b aId— 4 A URL SAF I
Wo 534k, B nZa FA5 R R 2 4l (CS) BT, AR 5508 (K UM 41 o

HEFEZ8 URL T BRI

URL 28515 2 v 35 B s Dk 0 8 URL b ni€. iltun, sl LU 5 ) EOUIBELLE “ 3% FH 2547 (Abused
Drugs) 2851 7 () 5 U URL o

A SN 25 i mT R AL SRS G RV B . 8 W] PRAIE R S PO ) R e ol T SRR
A2 AN S A S8 URL BLKHLA URL ARSBr R AET S 15 6L, vl LA Or 28 8 08 ) e
H RKIL PEITIG K URL. i, AR 22 A2 bl (Rt i s (AN B8 P 28 R0 A Y BRI SR
T e L A5 TR S8 T SRS (1 P R
— ARG A
o QRSN V7 1) BB Ay i gt s, WIAEBTGE N IF 2020 “iliE Rk (Gaming) I, R4t
FILL B BB X 5 A
* DR SR IS e 22 TR U BEL LB P S8 Rl i, T i 2 B R I, RG] L
FioR A% 1) URL J0 73 RO kA, IR LR s

o T L7 el 2 R D00 BEL o vl BRS8N HE TR 0 1 A A R v B 5 i e ot s A 2
MIEERE, DU ZR G0 T LLREZ DT T A 28 AN« Rk 557 (Benign Sites) 554 “ iR (High
Risk), FFFHIFZME.

F 5 URL 1T jE
FEVT MR b, AT U S T3 JE AN URL 88 URL 20, b 78 e85 Pt 78 o6 ik T2 Al
Z0 URL €. 0] DUE AT R RV v UE 7 0 S #0447 128 URL i €.
o, 43T AAE I )2 ISR BH L ANE A T AL S FEA B B st o E, SRR A iE
(R, T S e B U ) AP, AT DU it s B T8h “ RRr” (Allow) BRI, IEK5i% 0
W ASCAE S F 228 “BHIE” (Block) B A BT .

FET- B yg4r € URL N, 5474075 L& AT REAZ e K FA it i 0 1 e M AU LA 75 55 URL 451
FHUCHC, AREGER AT TR S 7~ 7 A7 # DL WRE KA URL 5745 B (4T S8 22 IR, 1% URL Kt
AW A VLRC -
flan, AR RVES] example.com FIFTA M, HlJal BAXIYEH) URL #4645

« http://example.com/

« http://example.com/newexample

« http://www.example.com/
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PRGN, 1% B AR L ign.com (UFEREG 85D 5. HE, TR ILECEWE L ign.com
W4 BH I verisign.com, XA BEIFAEE )RR

i3iE HTTPS i =
SO BN AR, RGO SSL 4R T AL 3% (145 B E T K IG URL: H T i & 10 A gHUE
o) A H A4 FR
5 HTTP & JEAH, HTTPS LA IE A AARN I 738, hF3)ily& HTTPS URL I, A4
s . B, {EH example.com 1A & www.example.com.

BINZ USSR E
RYAE T HAT URL i 3ERN, AHLEINZ P (HTTP 5 HTTPS) o X158 URL &40 (5%
f] URL $cE3 4 B ot . Bergifin, URL g UFH [R5 20 A0 30 2 326 31 DL R sl F) v 4«

« http://example.com/

« https://example.com/

PN E A S HTTP 5 HTTPS it VS AT R0, 35 g a2 0 rh s s 454 il ] DLSE 3 4y 3
AT ) PSRN CREAS BRI ELA 3 AT URL 4544) SR Su vt AN ol A 34T HTTP Vi), [R] I 2% 11
HTTP V5.
S AN SRV HTTPS i i 2135 P il -

Action: Allow

Application: HTTPS
URL: example.com

S5 AN EEL X [ P 2 54T HTTP P51 «

Action: Block
Application: HTTP
URL: example.com

FELE R 3BT R B EIR A A
81 URL sy BEBEL L RSt I, P BT 2114 A 2R 3 A 2 5 00 5 10 5
* HTTP 34 - I S SR GUBRABEL LW . UTHT, 1 AN e DAy 8 I ol o B 343 1 L Sl s ) 30
Fe UL MU IR 7S, AT RRLE TR,
*HTTPS () E# - P ARE BIRGERN LN 5. M, 7 2 2000 WA 2R
AR IR BN U . HFOR RAS TRzl sl T A k. M, AR RE R
N BATIE I k. IiHR, JoEMI G R A B R TR

UEAh, Al A BE LA T AR B 7R URL e S0 U F A el P2, 3 2 R BRI A T BH k. 451

s U SRR A 0 25 Bt P 07, AR e BHL b 122 0 2% s M PR B AR AT R o 32 X SR D BHL 1 )
I ATRE (W REANRE) 1931 LA BRG] BT i i 5. 51 o
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W SZE URL 98, 18 2% 58 ) B 2 FH ) U AT T4E ok A bl B AL nT BE S B/ BRI N 2%, DA
RELLE Rl s8R A5 U, AT ] e 2 A B R e Ik (R R A e 52 BEL L PR 3% 42 i e

HTTP Mg 52 53 T B4 PR 1

MAGHIE M SRR, FFAN RS TR HTTP WY BT o

* o R R % R T BT KU ) A P i ) £ B35 1 #1948 2 AR R BELLE U Bl
1k ARGENAS 7 i Y T o

* U SR ZS R TE R GE PN K I URL Z R RH Lk, TR EGEAN 27 i B LT
o KT I U B 9 SN 3, R GUAN S Bon Wi N T .

NE SRR B
DN SR SRR SR S AR T, A o SO VAL LB B b 2 T M i — X 2o
NCE e YNGR bl
 SCPRSRNE A RGNS A IR I T Firepower ) AMP D).
HRSRTAT HABIE LR, A SR MR e R A (ARG AR SCPRRIBRE o Sk A 2

BRSO SR U R OGI,  RORAE S VR ARSE: AL RT 5 U5 ) U AR AT 2 i
T S ARG Y N AR SRS A/ ST SRS A 7

T K AEXT S VRV AR E B AR S RSO Sms . 0 T3 BN R BB VR AR, R
PATELI . Sehh, AR ) S (O ERA SR A R SRV, AR AT DAC B AR SR, HASRERC B SCAT
SRS o

X FR DT TR 2 TR U A BE KA ] NI, SCPFR N8 R AR AE AR AN 2 i Bt i, R GEAR N
SO SRS BT BEAE SO T AFAEAAR o AESCIFR I TR, 5T 2R B ) S L A0 e T R AR R A
BHLIE o SOPFAE 2 U A USRI L 2 7, oK 122 U0 (0 200 A0 35 mT e 52 AR ARG o

A

AR BOANEOLT, RGANX O M NRFISCI R YD NEE RS TR ENR AR A
A0 el R AH UL RIS, 3 BY T R AN B s P g o A DN AGE H] T AR 88 i i i

NAT #0137 (2] 52 0

FERfE U i) U DRI, D7 ) R4 220K A B S TP Mk, R4S CURC & NAT. i, @ilf coh iy
RS A% (10.1.1.5) BL'E NAT, DM 55 A 70 S50 2~ SLnr i g ) 1P #hlik 209.165.201.5, A
T ACVFAMES G U7 1] P 38 IR 55 2 (°0 7 [ R 00 75 2 5 | A2 IR 55 4 1 B 52 TP M hik (10.1.1.5), g AR A 1
Hk (209.165.201.5).
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fic & 177 84 Hl| SR B

A8 FH D7 10 37 T SRS T L 50T W0 28 B AR U ) o 2 SRR B0 25— AR A e ORI, 2 DAL 8107 F Iy
AP VPAtT o SRt N RO R U R I AT A AR 26— N e G SRBAT VL C A XA ) 2
T THI R P Sk s (R BR A B A

FEC BT PRSI GE PSR B > 7 e .
Vi R IS AZ N7 51 AT R o o) T3 2 A0«

o mh it A HI G 5 55 A (1 > $5HL,  ATITOT R R . [ SRl 34 B fa A L) 42 7 B )y
o PRz AT G H] B R

« KZHORTOM SOVFAT A G B, R80T DLl i B R IE AN ) 3R, B e o U5 R 220

% VRIS OB A
* B S U R Ve 0 AT B e AE % B Te b L T A B ekt BT L g (@) s
(©) mml.

LA SR 2 o P S

Ao EENIARME
I SRR AT VS ARURE A U U, O b 5 S O R AL B B

UK

S MU PSR >
SE2 BRI TR
SIS PR T T UCREUR MR A
B - VR, T AT AT R
CSRIF - VISR ARSI
CPRLE - T4 T AR . R,
SEA WA N R, N RRRE TR R ISR > T, MRS MR A A (R
BTG, WA A2 N R, 25 129 71,

LIS (k. ) EPXTBRIABRAERC E H &l sk,
BAE PRI AR S s A A 2 P RS UC AL B B E v =, AU TR R A a &
doke WER HGICRBE , 2 130 U,

$E6 i OK.
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$IE3

S IEEATE S I |

i) AL ]
A FH U7 T 422 SR DU T 0T 0 22 B A 7 ) o 7 T 42 T SREgS B R 42 AN B 38R BRI 1A T PP A
X RO AF 45 B A B v R 5 — S

UK

AR RS > 375 (a3,
ST LR 3AE
SOV, i ik + Bk
* BEGEILA RN, 3 U e E E (©).

B A T KRN, 375 A i I Pl 4 (O

FENRFF (Order) "', & FEZEREZHAEAA PR Z R AL E
SEVLHC IR SE N T, B LS i 20 P it e DL IS s P 5 R A PR R U S s 2k 2 P oA D T it ) s B
JHRRAE K SR _E 75

BRUKS A IN 20 F R R R o A SR LS B s O A L, 335 G B e 10

FEFRRR (Title) i AN 445K o
MREARER G M TLME TR PR A DL MR IR AT + -

JEFF N VL BC At (45
ASE - RVFR, OGRS A D A
© SOVF - SCVRULE, ANBE SRS PR AR A LA BB AR
*MEIE - A EFF A AN,

EH PRIk FMTE A A, 2 A VC e bR vE
< B/BHR - W AR R e A X (0D | TP HihkER i 1P kb 1 [ S X B (R
8D s S ORI EG . BROA G E AT XA, kb, MR E . PR SCRI .
WS H AR, 25 124 1L,
o REFR - N FERFET . 2K RRID . RO A S SN S R BRI B AT N
Ho B RNHE, 5126 U,
* URL - Web 1% 2K ] URL 5% URL 2551, BRIAEE AL URL. 1EZHURL brifE . 55 127 T,

AP - s A RS O SRS PE HL T AL SO r ) A VL. A 5
S, AR AR WS A, B 128 1.

TS, W RSN + 1L RPN R EOCER, RS AR I IEHE T R E -

WERGAFTR EX S, BTl M EAAAE, ST R xR, Rt Rec s x, Wk
M RS o
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I 5 [ 42 FA O PR A I A PRI S 3525 18 DA R P
o SERT LU RS U BCE 2 A Ao SN N T T, it 20D G FE A m FR T AT 251
i, s mT AR S IR 52 EHLAT URL 1L &

* i 2 AT IO R A BB S50 50 bRt DLECHAS S5 AT BT A AR e AR B AL 12 4. 41
n, AER] U B RN D B 2 50 AT sl P I DS AT T L DAL, B PR
TiUH Z 02 OR K2R, (HAFESARE 2 (8] (i, P58/ HARFIN R Z ) 24 AND K.

* A7 L8 Th e T B R TG 4 (VR AT

LT ATk, D X “ RV (Allow) BAERI SRS, w] LA AR NS | R0 E 2. SR
.
o NZSERE - IKVUGEENIRSERE > FF, SRS IEHE IPS ANARAG IS ms, Al kS I B e A AE AN
T TESRNZ RSS2 129 T,
o STAE SR - 848 SO SR v RS U I 1 P R AT A R R A SO A N B S . 1S
5 SO AR S, A 130 T,

SIS (k. ) FEIACE H Rl
BRI OL R, X T UCACREI PR AN 2 A O e, (E R 3 7 SCPR SR, BRI A S A F
o BETELESOAT o SEAE P TR A B B 7 i P B AR UL FE SO TR U i, I Z500) DL S
v R H &k WS HEILRE 5 130 1.

LIE9 N OK.

R/B By &4

VIR U5/ HBR” (Source/Destination) Frif i SGH IS HAL IS K 2 X (BRED | TP Hihikng
TP Stk ) [ /A X R bR sl b h A8 ] B P SOR S o BRIA BB AR X, ik
HEEALE L B SOR R .

LB, RN + 428, BTN R B0t E, RIERRRE. WER AR 20
%, MR RATEAE, BT UL I R Rl R ETTE A B x, AR SR
B o

TT LU DA B bR ORI 22 DT E FR95RT H AR o
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S IEEATE S I |

R, BARXE

ZAXK G, € GE N HAR R o W DUE S ANEPIAN S, ] DAAE SR 4%
e R E AR 2 PEHORS I T BT 12 1 L PR

o BEPUFEC A IR 82 B TP B9, 1R X 38N I 42 B #R[X 130 (Destination Zones) .

o FEPUFEC D Iak A e L BE N & IOU i, TR XS I 2 IR [X 331 (Source Zones).

o G0 S TAT I 1) — 2% KOS I DX 3R H bR DX 4, VSR 2005 1 L ip— N i g i X
WL o —A H AR DS H

G S I T i N BB R A IO R N RN, A e i, an RER R BIA
HB AL A R Y BEAT IPS AN, DUV e 48 A 5 X 38 Y B Bt X33, [] e st X sk AR B Oy
o BAERUN R S TIPS I 98, LU E LU0 L1 (Allow), - H AL Z R ik
12 SR
BEMLG . BErMLg

S SR ) 190 28 His 31 mSOAT B 1) IR 28 o S st FRAT E

« FLPUHLK [ 1P Mok Bh BEAY B (9 &, 1S EC B IR M 4% (Source Networks).

o BLULECYR 0] TP Muhik ol F AT B R &, 1ETCE BHRM 4R (Destination Networks)s

o G SR [T 1) — 2% RO DS I D9 288 2 AR R H AR IR 2 45, DRV L 2005 F L — AN e

IP Mk I3 1) He b —A> B b IP Hbdik.

IS NIRRT, AT NBL R B IR s g T i %

« B - g S B R IR R e SCURER H 1) TP kb 1 /9 256 6 % 554

 MIBALE - P T U AR RN R S/ DX OB 5 T R R A . RS
B AP N IO PTAT [ KX o R T ELRAE U e Bt BT AN, o m] DAL R4
U R BEAL B GOAGE L . AT B, W] DU M R A 1 1R 5/ X R U
Ii), T AN RN TE A7 T i P ) 4 B9 £ TP bt

Y

AR N T HRORATH E R e A Aok pE v e, RS A UUIE e R M B
ENE R (GeoDB).
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im0, B R O/
SE SCALE T BT PSR 6 5o 61 TCP/UDP, X A gt d&ufi 1. %) T ICMP, A a$E/XhD

FIESFIUN
* BIPLECK B P Em i, 15 E IR O (Source Ports) . 5% [1 - 54 TCP/UDP.

o FEPCPECYR 1) Pr i E 1 i i, I G & B #Rim O /143 (Destination Ports/Protocols). 415
¥ H AR A 45, e LA InAE FHAS R A& st s 1 .- ICMP A1 A A TCP/UDP
FURSA AT T H s 1, AN e T

TR A UL IR H YRR TCP/UDP ity I H i s A1 17 F s TCP/UDP iy RV &, T I B 5
Sttt VR A o S R ISR R H bR AR I A 454, ) L B s L i — A R
(TCP &Y, UDP) Hyufi o f5ldn, A LUCHS Mt 1 TCP/80 ¥i 324ty 1 TCP/8080 it & .

[z Rt

Vil R« (Application) br#fEsE TP EERFAEHIAUN AT, sfZ28AE, 200, brics KU sk
M5 ARSI RE SO TR I DE A% o BRIN BB AT T o

ARG AAERIN P e AN S, (E S TS g vl fe A SEms G AN P i, ] DAGIEE — 4%
ViR, T U0 BELLE AT Ml 55 SRIR PR AR AR e DR FH o G SR P il A SR 28 1 ] o
HAEAT—A, RGEBHIESR.

Jihh, BRI RGN IR 12 (VDB) SRS OB A DAl S A I 8% o AL, BHLLE R X
W52 2 (1 U R 9 30 S 803 2 P s v G i 485 T 3 S L

BT LLEL AR DR E N AL g &, ) DL 8 SO SERFAL K T JE 0 & o UASAH Y, (H
R R 2N, DN BT 8 RS AR 50 DN ITH 1R ST

FUEHON AL e 2U2R, UE RGZ A N + 424, REFEAE S T rh 400 S A R I 0w
REYERRRT R, SRR R AE P R E . AR IETR T, BT LU S R IR AR P vk AR
FAT B AL R e T o RGN RS BB x, PR LRI T R ER . il B EA
IR R, DR MRS B AL A S A7 R N I DR X B

T DU BN SR iR 28 45 PR bR U 2T g (¥ 2 P st g 2 . IX S8 0 E N T e 5
HAE K e AR A

A

AR RAIDIESERET 2 AN ETURAT OR K& fldn, XK OR JFH . b JEEZ IS¢ &2
AND, DB OR AFH R, AND MESSAHICIE(R OR ARHAIR. FEXEFEL PRSI, s BT
RN AR A G- AF S AR AT o 5 nT DA T3 20 o 08 2 R A B A 4R S I it B -
FAA S AT B P BT it (R I DE A LS I SR A

Rk
IS FH i P 0% P g mT eI S 2R 2 A Sk 1R vl e, AR R BIARH

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



URL #74E

S IEEATE S I |

NESEEQT:
AN S5 RN B PR TR, SR, ARG 3 .
s
RAIES

o BTN - N PR (l4n HTTP A1 SSHD , ARR =N 18] (1S .
o B PumthiI - 20 (1 Web W RS AT S 0D, AR EAL FAsAT IR AR A

* Web FzFH - Web W [ ({541 MPEG #4541 Facebook) , 4t HTTP ¥t & 11 P 25 5175 3K 1
URL.

] FH 14 e AR D RE (1 1 P8 P 2K

KT IAAE R, 5240,

XTI, RG] AUE ARG SSL 8L B TR A pE i . HBEfER & s 2
A U R PRI BB BERR IS N T o AN, RGICK B RRE RYIR 510 0 g O] /E CAR
LR QAR DN 3 s nas iR Pl 2 N .

%%k (RRRKED
FE IR ET7 I R P JEAS I, BEARCREBEAT HOBT, B AT 2 AT A L D8 4R K

o AETH RIS L SRR AR R I BRI I, AP R A0 2 R A DA A PRI 2 5 B0 i o8
o dn R RIAS IR 2 N, 55 AR IR EA T

Y7 IR ) URL bRt S Web i3k s HI ) URL sl K 1) URL @ 200 . % T2 UL,
T4 mT LA A 2SO VRBRBILLE (3 s (A AE 2 BROACEDA SEVFPTAT URL.

URL &5 R 25 m] i S R ) U7 ) 42 B ) URL 2% F o 94, A m] ABH LB A dlfe i sl
A KU AR A W vt o A SR P 2 S AT 6 5 R RS A 4L 5 1) URL, iR g P

A58 R AN 25 B0 3 25 TR A S G AN B . T VR T R IE R G Fe IR I 2 o )
H T SR b R e 25 AN S HT 4 OGB URL LUAZEILA URL PRI 2 R AR 45 S, DLk vl LA if
TRAR G BB 5 BRI IE T KK URL. AUR Al CUsB R Bt rr . (8 25 A
2Rt (1Rt BT K PR T P T L S S R PS8 SR ()l P P

ZUEMUURL 5138, 5 nitniZ e PN + 424, A8 UM IR S P a2 s URL.  siihiZk
Sl O B X, TR A SRS IR o
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URL &I+
il +, %P URL MR aliE4d], R 5 HAE (OK). W IT TN SAEAE, v LA el
#f URL.

A

ER O ERCERRE HAR S URL SR 200, w741 55 ¢ F-8)) URL 13
M5 B URL VLHEC A7 XS IR 7 U], B DU IR AR 2 C s I &5
P Ll e i, Do SRS A IH A BE B 3 RR 0 A ign.com, X2 FH
11 verisign.com FIILABATAT L “ign.” 45 & )3k 5

“ZE5” (Categories) LI £
i+, EFERER RSN, R )E R E (0K).

BRI Ky B R0 W T RN E N T URL, A% AR 2. AR 2 BRI, 3 sl
FEAIONI R Rk, BOUHIETEMIENE, R EERPUESE R0, FERI A
DU ACVFR 0 i, A O B RE b Pl s G e A P32 TR e T R 8 A -

o QAL BELE BRI PR R 2 g i), R REAME B SOl skt m TGN T A EE
B, an SR UL E A BH 1 E 5 45 Suspicioussites (552 28%) , WA S H sh L E s
# High risk (25 1 90 3.

WAL ARVF I ZE T ], WEBEEAME B RO S B TR B A (52 it
WA R BT &l AoV Benign sites (28 4 20 , R4uib4s A3 iF Well known (5 5
2 uh,

R PR &%

ViR “ I (User) bRifese SCIP ER AT BT 4. HATICE S 40 SRR DRIBR IR H SRR
S, A REAEVI R A AT s P AR .

TS 1K) B 073 SRS P 2 A WCR SN B ERR IO B o WRSEENE T B4, UL TP st kL5 e 31
I ARG . BRI, 95 TP Uik SR S P A e e e MR A ok Bz o TP Bl A B A i
S R, LAt 1P ik 1 e 2 fe Bl RS AU

T8 2 ] L ) s n SO - BBE A, BT AR B 2 LU e P /N P adi i AT R o ol
AT LA — 4 U A o “ T2 ” (Engineering) 25 0] JF & 4%, 1013 — 4 J5 2000 4R 48 6 1%
ML P A Ho AU Al o SR e, DRI N T8 TR, A TS ks TR o 21 H s iRk 45 4
] “TFE” (Engineering) Z1E[ ],

LSNP AN, W RdnZ AN + 24, JFER LR JnRiEse i i B A S
FIP R ) x, - mks e SRS A B o
* A RFIARIETI| - S FE P A A R P Ao A AE H SR S5 45 P BCE T4, A RENEHTHFAL
DR AEEHE TIEAREZL, DUVERE B ] AR A I P A i bt B T2 WR BB A 5
A, ETTEEZ A A AR U N, R LT U I 2 R SR i 1 SR 2 N
1l o
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A

AR BUAMEOUT, Active Directory 45 2> BRIE AT MG BV BELLIR 5 A - B . 188
DAZR A 58 BEPR ], IXFEA GER S S BV EEAL BT P, IF HoarR A AT T TR
FH 2 A (0937 TE0 450 . Firepower ¥ 45 45 B 28 i) S A BRI 4 2000 4 7
R W RS 1 H %A 2000 24N H 7, WIASE B A RERTH ) 4.

* FFIRSRARIE TR - ABLR I H k%
SR IER K - RGP )BT SRR, AEH T ORAE SRV R R Sl A Fa A AT 2%
HIH P 243 o SRS UE RSO S AN B R P D el (2%, (H AT LU N7 T R
PR T3 L P 5 il A 2%
WE- R S CBBRARRIC L RO B A0 B e S
WA “UIE” o KGR “Vi%e” (Guest) HI #EAT B IGAE,  (FARAIAE SR 2B A &

RN G R
REGWWIE - REASA AT S IAE, B % e B 515 2 AT 5 5%
HEHG 5 DL

REN - B TP Muhkmesy, B B B b R i % .

ANREREEE
MEHE L Firepower R AE 2 P AR HME . IXLESREE (IR} Talos 22 8 Be A/ N e v, AT
BB T N FITIAL B 23R R A A R s o SN AR 1E UK L SIS
XF T SR VF R I UG P R0, ST DL DL AT — A AR S SR AS I i 2 5 A A AR R T A%
J¥ o N1R SRR AR RS A ORI B A b e A /e By, JF HooJ DABHLIE BRSSO S i
AN, HEBNRREE > T, FHEHME PR R R AN . SRR M KR = 81
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CEEMATREM - WRRGEH T (HIR IR BRSO P25 Dot T W 2% Sl e it 22 4>
PERIZHZ . BE AR SN IRz e 2 T “ 22 PRl 5E T34 (Security over Connectivity)
S A FH R o A2 g P B b3 ) S S o G LY FH R AR OR AP, EDG) R 2% 1)
GRS AME, RN
s TR S MEFNELE - 0 HERE H T 1A 0 4 0 29 e R D9 286 LAt Bt 2 A ko ISR S K 2 8K
W o KT N FNAR B AR R Z B O, TR SR o
* REMMIETERE - RIS H T W2 B Bt 2 A PEAL S T R PR 2R It N1R SRS
5 FHVE 2 0] RE o S sl 25 37 G VA U 1) P 28 S i NAR R o SR 2P 4 b e e s XU
B, NGRS .
« BRI - I SRS IS T W 2 L al v it e A VE LU e T TIER:” RSP L,
AIRE AR SIS E R I 2. i, AR SRR 5 F K B 2] ), o i s ik
fE BEh R TR DL S AN A7 . i ALE BRI skng, iEF A TP 21
VRS ZMERE.
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* K- AMP 2 M ARTR % SCHFIANE . an R AT SO T AR AIRAS, A U gtbe i
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« AATH] - R GG A AMP 2K SCPFIOAL B . RSP RER BIIR D &0 S b e AL B
ROEWUAT . MAREEEERVEZ AR F0E, TR EbIE K TR OE R R 2
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] R Y ST SRR

TEnT AR FE 1 2SR 2
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PRI SCAE o
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o
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BEAN, A AMP Z DU i 7 X 25 10 SO 2 A Bl & m i, AR e BELLE A7 A8 S (1) ST A

* [HIE Office 34 E1E. FHIEEMEE M - B 7 FAL Microsoft Office X%, 4k, #rifi
AMP 2 DU 5 38 g 0 48 R SCPE 2 358 2B e, AR5 BELL A8 JBW i SO A

HEILRRE
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FEAT A RMER A R I B BT o IX LS T B SSL Protocol Aiidle HAEEA INZ 5k
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) 192.168.1.4 K4 Wit 51 2010::0.192.168.1.4 GERIE AR R EER) o WERATSE N (Bt
/64> , W 1Pv4 Mk BR{ERTEE ST, JE4E 0 FEAE 1Pv4 Hubik 51

*NAT64 (IPv6 3| IPv4) - A eV 08 1K) IPv4 Huhl Sk 2840 KB 1K TPv6 Hidk . FRATTEE U FH )
A PAT iR KR 11 IPv4 4k,

X E B9 E AT NAT 3255
For AT TN B 5 0 MR B P B TP B Fy S D, DAL RS+

© BUREANAL - — L2 N T SRR v 1) BB R PR3 AT OT4H ) TCP 2 UDP 4%, Al 23 3%
SR B T IT /ML, A0 /5 UV R PRI K e AT

*NAT F5 - 1541 FTP 508278 50 G 50 vh i N FH T4 Bhade B 1 1P stk R 11, /E A Phill
F—384 o W NAT Fi) K BT — &y, TSI 5 |45 25 555 B0 A 80 DL s et A\ bk
Flu T NAT 4. 7E7% A NAT EE RSO R, EhERARIER .
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FERAIH TN NAT 55 J H NAT BRI R Fiis. 245 NERXLeH ) NAT S, 5
O XS R, AR A B PR SOR Y ] NAT S, Xl F5 GTP. HTTP. IMAP. POP.
SMAP. SSH fil SSL.

N

iR

BB 350 1 SCRF NAT 55 o WiERAE s O _EAE XS, W2 E AL NAT,

R 4. NAT SHFRY R AR

57 MME 9. 50O | NAT BRI BBy NFL
DCERPC TCP/135 TC NAT64, &
DNS over UDP UDP/53 Jor Tl WINS BT A FRENTIG NAT 32 | 15
FFo
ESMTP TCP/25 JC NAT64. w5
FTP TCPA2I BAT IR =
H.323 H.225 (Ipnify | TCP/1720 76 NAT64. =
) UDP/1718
H.323 RAS T RAS,
UDP/1718-1719
ICMP ICMP AT BRI i
ICMP 4% NGNS 3 1) B e 7%
P2 19 ICMP i B 4T
il D)
IP #E T RSVP & NAT64 . %
NetBIOS Name Server | UDP/137. 138 (JE#E | & NAT64. 5
over IP 1)
RSH TCP/514 IC PAT. =
JC NAT64.,
RTSP TCP/554 TC NAT64, =
O T-HTTP il s
A AEFE,
SIP TCP/5060 Y i PAT. 7=
UDP/5060 JC NAT64 5%, NAT46.
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57 F BB AL, 3O | NAT BRI IRy INFL
Skinny (SCCP) TCP/2000 J& NAT64. NAT46 5% NAT66. =
SQL*Net TCP/1521 T NAT64. i=)
(WA 1. 2)
Sun RPC TCP/111 & NAT64. 2
UDP/111
TFTP UDP/69 & NAT64. 2
AN 438 TP ik
XDMCP UDP/177 & NAT64. 2
H{th NAT #5785

* (HBINAT, ) BAAT R4 580 508 SCHRAS NAT BN, dn SR A0 S0 S 2 A NAT #i
W, D G A AN [R] A4 BR AR E A 1P Uk 2 5.

* IR T NAT RO, iy FLAEAE BT NAT B 2 AT AR SERr DA Hefio g, m] DAAEBE % CLI
A clear xlate T VG BRI . SR, T BR BN Wi T3 Y e 80 10 24 i P 1 3 4%

Y

ER WCRINERS) A NAT 2 PAT R, SR 5 455 MM RSN 3t ik 5 8 (1 WSy St
AR, AR SR A RDE N, HLZ2 S TR IR 4 B Ay R I
o U AE 1 clear xlate fiy & KX LEERGFR . BUORY 15 A CRAH IR O 3L IR A2 T
EE 20N

o ANl [R5 IPv4 F IPve MhEfOXS Bedl, tF % 20 L RE LG —Fh SR i ik

« (IUBRF3h NAT. ) 76 NAT B any /8 J5HbERS,  “any” Jid (IPv4 5 IPv6) )
& TR . R HEEE K IPve 3| IPv6 8L IPv4 31| IPv4 i), Firepower B HIW £ 74 6
KB AT NAT; 5 Bhit s v 44, Firepower U9 A1 138 4% v 6 5€ NAT LU A ) any f)
fi. B, WHRACEM “any” 2| IPv6 IRS5A N, HixMRk554 O\ IPv4 Bk, ) any
8 “UTLEIPV6ViE” o WIREEMN “any” T “any” KL, It HAGURBLS 25 0 IPv4 ik,
W any $§ “fER0 IPv4 Jii ", DR U iR d8e ) k6 B H AR 2 TPv4.

W LAYE S & NAT SO ) W sl
WU TP MR A 0

WSt R TP kil . Wi AZ N FE & “any” $E10, WIZAEIEArE He 0 1P Hhk . T30
PAT (fi% AEE0) , $Re 8 AR A S5 L bk

P L) 4 bz 11 TP Ml o
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o BETAE A FIS) A NAT S ip Al Sithhk . filhn, 6 ESHbk, 0% PPTP (K% Bhid By
A ARSI A xlate, 4 ICVEEE S, PPTP iEH: .

< BURAER PR E HAREE D, WZEE OO D 0, AR R Bk P A ki . HJE, X
TS0y NAT, Sm] DL R0 A i eh A gk

Bic & NAT

WA 2% Mtk A4 T REAR R R % o BRAT BT RN mT REOR KR 137 52, LUGRE S HH B 490 i UM A LARE AT
W HERR I O AESEHE NAT Z B AR 02, DUR DB T HAT .

UK

P IRKIKEPESRREE > NAT.

LIE2 P By e,
AT LA NS NAT. B34S PAT. i NAT F1EH ) NAT B, A3 CHER, 1ESHINAT 288, 5
138 i,

PR3 e RSN A4 T3 NAT 58 A 3)) NAT 5L .
A X FP LI LeEE, 15 S H 8 NAT FIF5) NAT , 55 139 T,

LA TEHELL T A A A R .
A NAT , 5147 71
* Z)& PAT , #5153 L
o A NAT, #5157 11
« G4y NAT , % 166 71
HIBE G NAT SEIEFIEL)
fas ] APRAT DL 5 R 2 S mes S SLR)
SRARAE I, 3 A g R @)
* SRR, 3 A R s ().

75 NAT
PUR F 84504 NAT LS ] i B 34 NAT.
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XF#h7S NAT
FIANAT ¥ — A2 brib ik 4B ey — ANl e H AR 2% 1 2% r 0 i S s bkt o S b 308 4 5 20 T
Bk 2H il o SR ) ALV ) H AR IZR T, NAT £ LS il op ok 1% =020 e TP bk . X
FESEBR BN RN G @ ds e . B AE eI & 2k, T HLAE I e, 45 8 T P AR fR]—
IPHihE. Ak, HbrRI%s bR AN E A48 3h 2 NAT (0 SN LA nl SEig,  BIAE S i) B0 00 foi/ri%
SUEE;

A

AR AR, Ry R R VRE RS EAL, R AL DOR R IZ A . PR kAN T T
W, Prel s ENURERA T REA . AR, AEIXFPIE DU, AT LUK EE S i) U 2 4k

B HR BN NAT 5. AP BHLAT LA NAT 22, SEVFIR 9] WY it

& 3: 7S NAT

e

10.1.11 2091652011
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§
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i
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PR G B U I bk 3 . b ST AR T Dk, SRR
Al

4. AR E M SR B AR ST MR I A S

Web i £58

www. example.com

20916320110

——

— E
10.1.2.27
Zh7ZS NAT R FIfLE

Bl NAT A7 LA R Gl s
o R LS b A b A>T SERR AL, O HT R ORI, bk T RE S R
RS R AKX R OL, 8 PAT 51 PAT [RE J7i%, [Rh PAT AT LA A Sf b ik 0 o 11 42
Pk 64,000 Ve
o AN FH e bt f6) KR m i e il LT A KR A AT ph il e A
BIA NAT BIO0SAE T, LA R H] PAT. PAT ANIEH] T LA I
o AT B ¥ TP B3, 1401 GRE 0 JiiAR

L WAL, EAIFE AN L B AR, AR AT, O HASE IR
.

o & 5175 B 31 NAT
1 FH 375 1 3 NAT WK bk 56 40 m] 8 H bx 9925 A 4% el i SEA TP Ml
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FriEZ A
HEPEXT ST QIR b Tl (I o0 Gl . i, Rm] DAZE 2 SUNAT BRI G o X R 20
WAL LL 20K

* [Ragtphl - 2 AUE M R G4 i HEw B EHLEC M.

* FEAR R BHE - A AT DO SO SR, (HREARRE S T AAREFIN LS IPv4 F
IPv6 Hiht, &R AEEE R AL .

UK

P RKIKERSREE > NAT.
PE2 PATUL N2 —:

 SLEPEEFTIIN, 3 R + 424
" ELGARIATI, 33 AR R R G A ()

CEEMBRAN T T BE U], 7 st b 0 (1 3R A B Ao
PRI P E A 5
* FRRE (Title) - J BLUH N £ R o
*BZMMAT - LFEE B NAT.
« KB EEET.

TERA FE LA L

* Source Interface. Destination Interface - IV J{ It NAT MUUK#: 0. & (Source) & SEPrz M,
MR ZE DI K% . BEr (Destination) /MU 11, I EIHZEE LB &. BIAH
SUR, MRS TR AN (EE [Any)) .

* [RiA L (Original Address) - £ 75 78 B4 (1) b hk (R 0 28 56 42
o 3535 5 BOHRIE - G IS bl ) D 4% 0 S A

TS (k. ) SEERIED (Advanced Options) HE4: 1% £ T 75 AL T .

* Translate DNS replies that match this rule - & 77454 DNS N2 b (1) 1P Mk % L £
FER | SEFREE 7 DNS 15, Hulilk (IPv4 A 55 IPv6 AAAA) 10536 MBLSHE 5 by SR {E
FHZ X1 S B AR 2R 2 111 DNS RIS, iXd sk & WSERR I S I WRHE . ik
U TREE R 0L, AN NAT64/46 4l (HLh ESHTE A FI AAAA WSR2 A 75 ZEAL
PLIET . B XREAGELR, ESAMAH NAT S DNS &AL , 2 206 11,
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* Fallthrough to Interface PAT (Destination Interface) - >4 L/ L AR WL otk J5, 2754 H bRk
P TP Motk AR 200 7 ik (32100 PAT BB o CHBIERR B (M T, IR0 v .

F$IE6 i OK.

o & 5175 F 31 NAT

A5 NAT ANREW L MTRIN, I 3028 T30 NAT . flan, dn R 2R H ARt AT A
(KrFe . Bhas NAT St ke o T H bR 946 i (1 3 TP Mk

FHiaZ |l

MEFERT GRIF QRN T e i (R 20 R sl . A ANBER]IN E0 55 TPv4 A1 IPv6 Ml e THBEE & —
PR . B0, ST LAE 2 SCNAT A G 5o R IE 200 AL LR 25K

* [R3AEHBE (Original Source Address) - i bk 1] L& 48 Gk dl, i Hg vl VR & P T
Mo TR B AT SR AR A, T DA I D BRI e s AT .

3R S RYIR HbLE - PEIE AT DU M Gk dl, EARER S AE T
n G B RN R R34 B #Rtbik (Original Destination Address) fl1453# 5 B9 B #ritb ik (Translated
Destination Address) & A4, 00 LUy IX LEHHE I M 28 6 % .
XA NAT, 38 v] LIS HARAT o 44 . fEXT A BEs b, oA T T IR 36 B fRim O 1
¥ R R B FRam O 00 DN 5. RG0S 2188 2 i .

UK

P RKIKIEFE KRG > NAT.

T2 PUTUUFEAEZ —

« FANASHT O, 35 A + L.

C AR N, U P G AR (&)

CELNBRAS P T ZE R, 37 s ki R ) B SR A el b
LRI CE S A 0
* kAR (Title) - B4 AN 44K o
* BIZZ MM AT (Create Rule For) - #£#:F &1 NAT (Manual NAT).

c MMALE - ER AL B . o] LUK HARA SR (FE 3 NAT N Z T ez D), BE B
ey WU sy N
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ECE NAT

o KB - GEFERNAS . ZWCEANY ] TUHNE . W ROy H bRl g S, WHZEHR IR 2 s .

PB4 ELNEE:
EIEO. BRIHIEO—N UL NAT U8 . B (Source) A& SZhr I, sl it iz ik
Nt 4. B#r (Destination) /& Wit 8z 11, EE % B T g BOATEOL T, R BT
THH#ED (EE [AnyD

PSR EEE bl (DPv4 5 IPve Mulik) o B, SRR R A EE . i B bk
IRV S PR Y 6 R ORSE LS R A C /TN AN B

Hilf HiF
E— l_,—r""_ -—
"R - e
27 10122 T 8. 19216811
BRE}: 10216822 BRt: 10.1.1.1

10.1.2.2 > 10.1.1.1 92.168.2.
e Eigal iR BIRE

« JRiRiRHE (Original Source Address) - 05K Z 4L 1 Mk i) 99 25 5 % 54 .

* [R 34 B #RibiE (Original Destination Address) - (FJ3%. ) & HArHhb P M5 . kit
B, TG H br by ] #0848 o SR Fi e H AR HBE, w7 DAA i Bk e A e 4
BRI H B 4y NAT.

A DMK L FE#E O (Interface) DU R 4G HARHE TR CARERN “4FE” [Any]D o W ERR I
I, WUIIE A Z0 Ik B — AN 4 e 1) H AR AT 5o R H A bk St s 11 3% 46 R 25452 11 NAT,
T EREMEIE I, FF 2k H bwdm B 4 1w 16 5.

SIR6  HiE OB b (IPv4 BUIPve Hhb) 5 B, oneE Hobsde & b i stk . o i
TEL, TAE IPv4 55 IPv6 Z AT HE 4k

* SEAR R BIR M IE - (7 S b B ) ) 2 0) S B

« 3E35 f5 B B #R it (Translated Destination Address) - (P36, ) 40L& B8 i Eds £ A 4 H 1)
H bR bk 85 G a4l . ik 4y JR 44 B Rtk (Original Destination Address) i£#¢ T —4N%t
G, RT3 BEAH R (9% G 2 NAT (RRG#EH)

BT (k. D #iE T IS e i) H AR kS 1. JR %A B #Ris 0 (Original Destination Port), #%#/5
B9 B #Rim O (Translated Destination Port).
A NAT A Hrm I #e e, BRI, 55 R 18IR 5 O (Original Source Port) Al 2 4£3% iR i% O (Translated
Source Port) BRI N AR, T HAREEHRAGZ TS, D] 2 B Axm H AT i e 46 o

NAT (S FF TCP 5 UDP. 4 4uii L1R, 1A R 52 5m RS R 4556 % b i B TRD (TR TCP sk
JyUDP) o T 54 NAT, APEEAH[F]F6IR45 %6 52 ) ik - 52 B Rl S s 11 o

SIS  (A[k. ) AERIEIN (Advanced Options) #2135 £ T 75 A3 10 -
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N7 PAT

XF 7S PAT

A |

* Translate DNS replies that match this rule - & 75 ¥4 DNS W2 1) IP Hihik. X B4z 1
FA B S FrFz 111 DNS 1153, Hiuhl (IPv4 A 80 IPv6 AAAA) 15543 IBIGHIE 55 O SEBRAl
A, T M SERREE AR RIS 22 111 DNS [R5, Zid s W SEPREE S A M. thik
W THREE N OL, AN NAT64/46 $e CHLrp G thor e A FI AAAA GCRZ AR 5 24 H
BRI, A CTELNE B, WS AT A NAT H'S DNS A di AN , 25 206 0.

* Fallthrough to Interface PAT (Destination Interface) - > O/ e Ho AR WL btk J5, 2754 H bR
FH TP Motk VR 20 7k (3210 PAT B o ACHBIEREN H HbE OOy, IR W .

i OK.

DL A 4H 5 A PAT.

T 3 S o R 9058 g 1 2 e kg e st M R — i 1, B0 PAT 1T LIS 22 AN 52 b kil 4 4 g P— ik
SEtht . WA, SEBRYE N SR e g . AR, an R SERR AN, R BRI SRR
S 115 [ A 10 0 PR IE B o 0. 0 &8 511, 512 & 1023 LU J% 1024 & 65535, Kk, KT 1024
(it EANARAT AR /N ] PAT it

RN E A T BRI e e s 1, RO RN B2 s L #ANH] Bd0n, 10.1.1.1:1025 T2k H
10.1.1.1:1026 [F) B R 5 0

T BRI EN A PAT 3755500 ASERR EHLAT LLEIE NAT £1F, R VFR Bl N . s b
X TR AR AR R ), (H s O FE E A A0 .

5. Th7S PAT

wEiGE
10.1.1.1:1025 + 209.165.201.1:2020 o

10.1.1.1:1026 209165201 1:2021

5’ >
10.1.1.2:1025 Z 200 165.201 12022 >

130034

FIsB / S8R

X TR N ], AR YT R FevE, AR g% BRI iR L AL AT LUAGES B4 o ENLIRIERE
i Mgk CSEBRANBR ) AN, P BRZ AL IERE A W BE R . AR, AEXAMELLR, Al
DA D ) LI 14 22 417

EREEESUR USRI N ES QR ESUR P
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Zh7s PAT R EFLE

ML BN PAT, W LG Wi i, AT ORAr vl it etk 222 0] LM Firepower Jai 3 B il
BRI IP Shb A0 PAT Mk (HAE, AAERHE D PAT T4 1 L1 IPve Hilit.

A PAT ANIEF TR HR R R T2 AR ) 2 SR N . HIPEIE ., 15 S B AR 21 i) 3
BUK NAT 85, 50 144 T,

BN PAT Al RE 2 B ADoK A f— IP Huhb (34E4%, M HLIR 545 T e 2R IX S8 Ui & i DosS
Bkt

B E #1758 3 PAT

18 T Eh A A5 PAT 00 AT i kil 38 Sy v — 1) TP i/ V404, AN 2G4 g 24 TP Huhik, 7T
DUFE Sk s bk, B H BRdgz D ik ol oAb bl

FHIEZ Al
HEFERF GIF QIR P 20 R el o, 8] AR E SCNAT BN GUEER 5o Xt GLab i
i A2 DA 23K

s RIEHEHE - MR M ZE S GifdEAD 5 it He ] DO EHLET M .

SRR RIMELE - v LB DU ISR 2 PAT Mk
BeyiED - ZAH H 30 1Pv4 Huhit, AFREMZEXN SR BARERHE 1 PAT 1T IPv6.
A PAT #e31E - 6@ 75 A BN ZE 0 5

UK

TR KL PSR > NAT.
T2 PATLURNRIEZ

o TEAUHOFORN, i R + 42
IR, R R R R AR ).
CEEMM RS T T ZE RN, 338 a5 120 0] 9 7 SR AT Pl Ao )
LRI L E S A 15
* FRRR (Title) - A KL UHI AN A FK
 BIZMM AT - LFEE 30 NAT.

T4 FCE LT A R L
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* Source Interface. Destination Interface - I F It NAT MUUAGHE D . IR (Source) /& SEfa45 1,
T N & . BFR (Destination) J& MR 1, RN R O BT . BRI
OUF, SERUNH T AN (EE [Any]D)

* JRIA b4 (Original Address) - £ & B4 I HbRE ) R4 5 42
<G ERIHE - LRI —:

(%10 PAT. ) HAFF HFRZE I 1Pv4 Hudik, 151EF3E O (Interface). ik 4k £ H
PRI H 1. ARERH: 10 PAT T IPv6.

T H AR Il LA A ik, TR0 e AT B R LR 25 5 5 o

FI]S ik, D st SR EER I UL P 5 1L I

c BREEEVEED PAT (HRY DD - SO0 RCHAb Sk Js, 2758 H AR #E T TP kil A A 2%
U5k (B0 PAT [RER) o BCHBIERR H M O, Rt nT Y. iR ©oRE 4% PAT
P B et i i, AN BEE PRI, S5 th AN BERS LB TR T IPv6 M %5,

$IE6  idi OK.

it & 5175 F 5 PAT
1 H 3l PAT ARG AL BRI TR, TE AT 3 PAT MU . B, o S48 EARYE H bRt T AN
(R . A PAT bl 3 g — (1) TP Hbdik/oih 140G, AN AN Ly 2 AN TP k. nf DL
Pk AN HLhE, B H FRdE D ks LAl b b
FFia Z 7
e FERF IR P T T R R 6 B mlid] . URRE A5 TPv4 A IPv6 Mbdil; e T AR S —
PR, whd, R LR S NAT JUUI QAT S 6 G b 25056 A LA 22K

* [R3/ R HbE (Original Source Address) - il n] DLUE P26 G akdl, i Hg v DL & e 1
Mo TR AT R aa R e, ) DA P BRI A R 4 s AT

SRS RYIRERbIE - 4850 DL RIS i PAT Mkt
BHe9ED - EAH H 80 1Pva Huhl, AFFEEMETS . EAGER £ 10 PAT HT IPv6.
BN PAT #bib - G A5 A N X 5

L A B SN b g JR 44 B #RiiE (Original Destination Address) fl14535 /5 B9 B #Rit 3t (Translated
Destination Address) it & # A 4, 160 LUAIX EE b hE G #4500 5 .

XF AR PAT, B30T OO H AR AT I 11 Fedi . AEXT S PR, 1A Ay T T JR 46 B R QAT
FeitfE B BRI O 100 LW 5. R GORE RN T8 E (1Y 11

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B Esnar

UK

g

S5 3
N -

WUEFER MG > NAT.
PATEL R A2
LRV, 3 R + AL

I, T R R R AR AR ().

S S

CEEMBRAN T T BE RN, 7wt b 0 (1 B 3R A B Ao
PRI O E AR T
* FRRE (Title) - J BLUH N £ R o
* BIZZ MM AT (Create Rule For) - #£#£F &1 NAT (Manual NAT).

c MMALE - ER AL B AT DUREHARA SR B (FE B3 NAT MU Z ez ), BE B
MR 105 8R J5

« KB RPN IZBCE Y T WOy H bbbk SR, WA 2 A .

P4 LN L
<EFEO. BROMIEO—N L NAT SUUEE . I8 (Source) /&5 Pri I, i R iM %8 Ot
A% . B#R (Destination) &ML 21, Jisilil iz 0 B F s . BTSSR, B H
TfaH#0 (EE [Any)D)

TS e nEdE bl (IPv4 50 IPve Ml o B,  WoRAE A HEE 4 b i B ik
WHZI L TR 5 e s s s .

&R B&
W en O |
—_— e ; A ———

=TiFE: 10122 NAT 2hR: 19216811
P&t 19218822 MR&T: 10111

10.1.2.2 > 10.1.1.1 > _________
R giga iR BIRE

* [JR3ATEHbYE (Original Source Address) - (LK B4 3y M bk i W0 28 5 G sl 41

* JR %4 BfRit it (Original Destination Address) - (3%, ) & HbrbEI WX 5. Wk itk
RS, WITEIE H AR A ] #0854 4. R di 52 H ARHBSE, AT DUA iZ bk e o 5 A 4 e
B A HAT H 5 4 NAT.
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DMK ICGESEHE D (Interface) LLE J5dh HAREE T CARRED “AEE” [Any]) o WCRZEFESL
I, WA AERE— AR (1 H AR B o BN H RISt S 1) e 0 )i 2545 1 NAT,
THEPRILIET,  IFh H b 1 P38 2 (R o 4 B

SO Hi5E CHI USRI (IPvASIPVeHIbE) ¢ i, S7R7E H A O 4% 0B (k.
T2, WIAE IPv4 5 1Pv6 2 MU THE e

553 [E BYIR M3 (Translated Source Address) - LA FIZ —:
(B0 PAT. ) B H AR LU 1Pv4 ik, if0E 8432 0 (Interface). #8346 k46 H.
PRI H I 0. ABER T PAT HI T IPv6.
BEAE ] H Ande D HhE ARG AN bl 15 EREN L IR B ) T 250 5

* 453 f5 B B #RibiE (Translated Destination Address) - (P ¥E. ) {08 CUELHe ) Eds 0 Fh 48 1)
H AR bk () 0 2 6 G a4l . 40 3 4 R 38 B % (Original Destination) i£#¢ 7 — AN 6%, Mn] LU
I E AR R R S NAT (IR o

BT (k. D #E RS ) H AR IS . JRYE B #Ris 0 (Original Destination Port), #%#/5
Ay B#%i% A (Translated Destination Port).
B NAT A3 Heum 4, R, 55 JR 3485w O (Original Source Port) fIl 24%#2i5 % O (Translated
Source Port) BRI N RN, T HAREGHRAG LA, D] 2 B AR F AT i 4 46 o

NAT U SCHF TCP 5L UDP. $edffein 1N, T DR S B MBS I 5506 S Fp I DR BCHTR]. CTR) 24 TCP 2]
UDP) o XFT-54 47 NAT, RDREAHR] Rk 55060 S [ g T T S5 B AT o 11

TIR8 (Wi, ) sl SRR FLE P 5 1L I

* BREERIRO PAT (BHRYIZEDD - MO R IAbBS bl G, AR FARER H i 1P ik I AF %
5 (0 PAT [RIR) o DCHBEGEEER H % I, e i vl . 4R £ 4% 1 PAT
TC B A e e B M, AN BRI IR I . S ANBERA LB TUH] T IPve M 45

T N OK.

375 NAT
LR 3 04 285 2% NAT DL i) S i e 4 NAT.
KT E7S NAT

A NAT Q1 gl SR ik 2 St bk (1 [ 5 e e o DX A WSS st ik T AN LI R AR R A, BT A
A NAT SR VFXU R R, RIE ENUAGE A NG CUn SR SevFX R U D o 55—
Jit, B A NAT APAT, B & BRI e Sl AN R st ik sl 11, PRI, ASSCHRERUR)
K o
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ECE NAT

P EER IR RS NAT S5t Hn 2 A TImaREs, DrEl, sehr ENUREERE LR USRI
.

6: E&7s NAT

2091652011

) ;
< 10.1.12 Z 2091652012 »
/

b o
-
E=1
130035

SCHF I VR i 2 NAT

N

LA i Ve e PR 2 NAT AT LUSR S S B AT SRS B30 3 1
o WIS NAT (R A, rT LA Ks ity FUR/ak TP Motk S 3 [R)— {4 5O [l

TP A 1 0 SR 5 NAT 5%, SCop s S 5 103 11 RS B0 L 055 1
EPIFILT, TP HBEWSH BUR I . RS Tk, L, B3 S HURRE AL T
L

7: ScFFim O IRAY EAIERZS NAT 5%

10.11.1:23 209165201 1:23

< ; i
< 21-12:8080 Z 209.165.2012:80
/

130044

iR

X B S AT R A N (B FTP A VoIP) , NAT 2 H a4l B 11

AR AT i R 4 )i A NAT I HARTS -
BB 54 O HRAERS NAT

AJ DL P B IR AN U i) o B, i RS A EAS A O R AR 45 (1 FTP. HTTP
FISMTP) (¥ = ANl RS54, 1T LA AN P 44 A TP ik DAy ) IX 2l 45 . SR
AT DATC B AT B 00 i R R RS NAT,  MAR R 23X 07 ) (6 sty R BN S50 TP kb e 1)
SRR AR S5 B IE A TP Mk A TE TR Sk 11, TR A IR 25 A R AR 1 (AR 21, 80
1 25).



A |

xHEfROfER O HE TR D S50 AYESTS NAT

T DA S i L B 40 KRS NAT B —AS 2 A D 3 3o — AN Ebs i 1, k2 IR, #il
ur, AR Web JIik 25 245 H i 11 8080, 1] LA SRV A i 2o 11 80, AR i B A # 2)
JR G 1 8080, [AIFE, ZERE—D4emaeatt, w LIS & Web HI P &2 2 4Ebr v 11 6785, 48
Je E e 4 20 11 80,

BAimO¥RAERSED NAT

A ARC B ER A NAT, LU — AN Mok e i 21— ANz O ik D4 A . Bilan,  an S E0R 6 i3
AR BE ) Telnet U i) 55 ) 22 AR EAL, AT DUOKS P38 = AL TP Huhib/ii 1 23 Wi 21 4038
B2 1l /o 11 23,

— X Z A NAT
W, BOE A R B I ERAS NAT. SR, (EREEefb il T, AT BEZ0R S — S fp b i o 31 22 S e
SPHhhlE (—XZ) o FCE X ZEE NAT B, HSERs EHURRR AR, B A28 28—/ b
hko BRI, AT RER FENRE, 7 LB bk, I BN A TR e S
Gyt
FER ORI )X Z A NAT Myt BT S8 B LT 10 ke 1R e s 20 FH 2 — AN W ol
DRI A i, S BRI TP/ER— AN TP ) 48 it M — (1) X ) B 4k

8: —XHETS NAT

L20E
101227 7 209 165201.3
< »>
{10.1 227 Z 2091652014
*11).1.2.2? 1, 2091652015 =
Z b
A/ S
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B a=Ena

B, 71 10.1.2.27 EAT A s . RAREKE) URL, & 2R & 505 E 0] 2 IEA ) Web ik
G i
9. —X B ERTS NAT =45
+i
Cp-rgﬂ i iR
e

209.165201.5 == 101227

st
209.165201.3 == 101227

#iF%E
2091652014 101227

\

Fothmesp st (AMERE)
NAT BATIR S I RGP, RVHEMSRIERABAT 5 MU X 02, aimdx)
2 XX W TRATHEAE DL T X — B X 2w JAd R R IR fE 2 S BURAN G
R

fEDIfE b, XX 2, HE, PUNKECE IR, M HSERRBU T REA S —H TR,
It CABRAT T O B3 7 0 22 0 B A S Bt i QU i B i, )T 25, ADansihs
Mok S 2N RS 21 22 AN WS i (A )1, B 220 C 3 3) o MG PrA SEhrtiiibing, &M
Stk S AT 2SN SEPs bk, SRS, ERIBE T Ty (AS14, BEIS, CHI6) .
R GBS Br A 2 AU AR B ECE R, DR AN XA Y RS
AL IR AR RS2 B L, B SIE B 1 WUAGES (R 900 e DCRE 26— S i s ik U5

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1



A |

RIS BB R D0 2 S NAT 5.

10: V3% ER7S NAT

B2 %

{10_1 227 _z’ 209165 201.3

*10_1 228 ,7 29165 201.4

*10_1 227 ? 209165201.5

*10_1 228 L’? 2091652016 E

{10_1 227 gz 209165 201.7 ﬁ
Mz / shE

D I M4 732 1| R A /S B L W1 E 0 P =1V 0/ R VA W U2 12 R d EE M L7 | WA Sl 1 i E SO 16 54
ARSI s TP L1k R S5t 2 1) I 5 T LS SO0 it o R0 A% PR S v 1 S Bt i ] DUAGE S, (EAS
RERE SO B Le . (il T Tl [ IP. HARIP. P . Fbpdm . D] fomE—E, 3R
FT AR [ R 2 5 1) B A K S B k)

AR XD EE X NAT A2 PAT. R & SEBs MU Al — st 1 5, SRR — AP iR o5 4%
HE]—TCP HARdm 1, JFH A& AR — 1Pkl B4 b Tk CliocdiAmE—)
R E AR

s AN IR 2 0D RS NAT 35t

B 11. Z X DERs NAT

TERE
101227 / 209.165.201.3
.

101228 _? 209 165.201.4 >

101229 7 209.165.201.3 >

101230 _7 309_155.201_4}

101231 Z 209.165.2013 o L'ﬁ

FEs /S ShaB
FRATTEE AN BT i A 0], 177 A kg 75 B0 ) A Rt s — % — R0, g I kb Gt 5
AR,
B E 8% 7S B30 NAT

A 11 5 NAT F0 000t k5 36k ] 70 H bR 25 o 8% b 0 oAt TP Mk 808 0T DL A NAT
RO PRAT i 1 48t

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B Esnar

FHIEZ Al

HEFEXT R (Objects) Ji-GIEE RN H Tt (R 260 S ol B, R8T LAFEE SUNAT AU G0 52

X GALZIHAL L T 2K

* [RigHbht (Original Address) - ZHbbE A0 P20 5 GiiAE4D 1 H g n] BL& EHLEC .
* B IR BB (Translated Address) - % 1] DU Ik DU 8 004 5 i 46 () b

B#x# O (Destination Interface) - Z{{ ] H #5452 11 IPv4 Hibk, AFTEEKIT S . LT
LA O VR B R A ) NAT s it/ 1 % 48k 42 11 (R b i FOAR [0 Frp i 1150 A

HE¥44 11 PAT H T IPv6.

ik (Address) - 330 & EHLEC T MK R R . 4 ANRER I 45 IPv4 Al IPv6 b
bk HHBEE SRR, @R, S FECRE W bR sepr b, DU T — X —

WS o SRT,  HuhkHCE AT AN DLRC.

UK

P RKIKERREE > NAT.
PE2 PATUL M2 —:

SRV, 3 R + 424
"GN, 3 AR R B e B A ()

CEEMBRAN T T BE U], 7 st T R (o 3R A B Ao
PRI O E A 5 .
* FRRE (Title) - JBLUH N £ R o
* BIEZ MM AT (Create Rule For) - % H &1 NAT (Auto NAT).
« K3 (Type) - IEFERZS (Static).

TERA FE LA L

* Source Interface. Destination Interface - % F it NAT ¥ 4% 1. & (Source) & SEFrdk [,
MR iz A B % . AR (Destination) /& WU 11, WS 242 1 BT ies . BRI

OUT, RN H T E ((EE [AnyD) .
* [RiEHbHE (Original Address) - £ 735 78 B4 (1) b hk (R 0 28 56 42 .
« 33 R B (Translated Address) - UL FIi2 —:

SGH] 2 kb, RO R M ) P 20 el A o A, PO A ()R AR I M

FISKBEHObE, DLEUERT X Wef. SR, b H o] LUR LA,
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A |

CHA U D E S H: ONAT. ) B H AR bk, 15 54% 0 (Interface). &
IR AR B FHb 3R O . AREER 10 PAT T IPv6. 1ZETNC & ELA v 1 3
(PVERASHE 1 NAT: Y5k 1 480 S 422 101 1 b ARORE 70 1) i 115

« (W[ik. ) JE%AiwO (Original Port). ¥53#%/58Yi% O (Translated Port) - Wi EH:4 TCP 5L
UDP i I, {488 SCIR G vy 1R 480 f 1) i 11 ()3 10 5o R R 2 TAR [ B s e an S
S GALEAE, 155 B EIXT &R (Create New Object) 554%. #lln, wnfg 6%, W L% TCP/80
¥4 TCP/8080.

$BE (A, ) HiERKEIR (Advanced Options) HE45 1335 FT i 1) 26 551 -

o 35345 5 H 300 DT ED A NDS B 8 - 21544 DNS N2 (1) 1P Hidil o %51 MU S5 1A% 30 S b
2O/ DNS [115, Hilik (IPv4 A B{ IPv6 AAAA) 02 NIEHE S oy szbrfii. M, *FT
IS Bz A4 B i 582 11 DNS 18, %0 sk s WSE b B 5 g s . bk i 145 e
500, A7 NAT64/46 Fth (HhH 5 2(E A Fl AAAA 2 [ E) T B k. 4
FKVEAE R, iES 008 T NAT 'S DNS 2 fmi Ry , 55 206 7. WS ST om 864, )k
TETANTTH

* ATEEHBED LERKIE ARP - WU TP Mk M4 N (AR AR ARP. i A% H 5 i
Pz FUR AV g 2 e gl D0 R e 25 A FAREE ARP Sk 2 i ik (T4 ARP 383K, M4
AW kil FARFIF . AR R TT SEMIAE T e e, DR OA B8 AN b S AT AT B o o 2% £ 19 5K
WERTTEE, PTUAZEHIACEL ARP, AU 00 A SR DR L3l i e o b R IEA IR i e o JEHT
KT 5 NAT, JEATZACEE ARP (1, M0 HAERSEGOUR, it gk ) il

$1B6 Al OK.

AL EEH7SF 50 NAT

A 3)) NAT AGeis & T K, 15 &30 NAT B @t an RACERYE HPrdaT A F
(R . i NAT 23R hk e 45 4 nTAE H s 09 28 o gl () HoAd TP ko 808 ] DUl I i s NAT K
DUJPRAT S 11 2 4 o
FIaZHI
EFEFTER (Objects) H-GI I o P (1) Y 2 0 G 8R4 . ZHANBE[F]IN AL 25 TPv4 A IPve Hiuhik; EATTH
Rt — PRI, o, BT LAAE 2 U NAT B G XS G o S G a2 A2 LA 25K

* [REARHEE (Original Source Address) - 1 bl i) DL 48 0) S84l , 1y Hogs o] AL EALE

Mo an B A UG, R A P SR AE L) Hh Fi 2 AR 1AT (Amy)s
« 453 [R AR b I (Translated Source Address) - 1] LR I DL N R0 45 0 #4460 5 1 ik«

B#x# O (Destination Interface) - ZL{{ ] H #5452 11 IPv4 Mk, AFTEEIT S, LT
B AT i VR ) B A T NAT . Y5 bbb/ DV B g 2 G M AR [R) 1 o 1 5o O
fE¥ 410 PAT T IPv6.
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ECE NAT

Hoik (Address) - SIS EHLECT PGP0 R B0 . AIANRER] I L5 IPv4 1 IPv6 3
ks HERAER S A, G, B EAM RSO M A SR i, USEEAT — X —
WS o X1, HuhEHCE AT AN LR .

U R EAE U O R 46 B #Ritbik (Original Destination Address) F1%%# /5 9 B #rite ik (Translated
Destination Address) Al & A, 180T DO EE b G 285 G i Ay SR C B L AT i 1 4%
He(r) B AR L NAT, AT LBk 4 B bR e b as et i i %, IEAe b dg e #2101

T8 380 LKA /ol H AR AT o e . AEXT A ELAS T, AR T DU T SR s 1 RD  4 J 11 dis
)3 652

UK

TR IKIRIEFESRREE > NAT.
T2 PATLUNRIEZ

AT, 3 R + 42 L
" EEIAT N, R R R AR R ).

CEEMBRAN - 5 ZE RN, 3 s i ) e B A Ao
PRI P I T
* FRRR (Title) - A KGN A4 FK
* B Z MM B TF (Create Rule For) - 3% F 3 NAT (Manual NAT).
s ML E - R I AL & . o] LUK AR b (FE F 3 NAT N2 Jeke 5D, BE I

ER ) EJTECR 5 .
* 58 (Type) - EFEERTS (Static). %W E N H TUHSE. 1 R0 Hbrtbdil e SO, 25
IR N .

P4 FLE LN L
<RIEO. BayibiEO—N L NAT U420 . SR (Source) J&SZprie I, Vil i iz 1k
A%, B#R (Destination) &ML #2111, Jimlih %8 BT s . BRAEGL R, B i
THfH#0 (EE [Any)D) .

FIS  HoEnEdE bl (IPv4 50 IPve il o B,  SoRAE s EcE 4 b i 2o o ik
WHZH T TGRS e s B B s .



A |

1] - B
= \'\ rﬂ}
- e |
Zf%: 10122 ZLfE: 19218811
phEt: 192168822 MR&T: 10111
10.1.2.2 —= 10.1.1.1 > _________
[kt gl i ER g

« JRiRIRHE (Original Source Address) - 1,5 K B4 3 1 Mk i) 9 25 5 4 4 .

* [R %4 B ¥R (Original Destination Address) - (A&, ) & HERMBEI TS, Wk it
R, WG H AR AT EHE N IR i 4 . an SFi e B Antthik,  nl UA i bk S 5 S 4
B HAT H £ NAT.

AR L% O (Interface) LUT R 46 HAREE TR CRRED “AER7 [Any]D) o QREFR
BRI, ML FE— NS B H AR 5o S04 B bk St i 11 3 e (1 i B2 1] NAT,
TEIEREMLIR IR, Ik H R i 18 638 24 1K) o 6 5

L6 T OB APv4a B IPve il ; #iltn, WoRAEHAMED MG SRk,
THHL, A[{E IPv4 5 IPv6 Z [ iEAT i

o BB R BRI (Translated Source Address) - UL NI —:

BGH]— 2k, R R M ) P 2o el o AW, TG A (R ECR R R M
ARl  DUEREAT —X— W SR7, HuhbAos T AL

CEAT i V3 A CONAT. ) S0 H] B brd TR IPv4 Hiuhik, 3714 483% 0 (Interface).
TSI IR LRI B I8 1 o e TG LA oty R B (1) A5 B2 11 NAT: Y5 b ik v 11
T g 1 (R M R (R e 115 o SR RERE2 11 PAT T TPv6.

o 3E35 f5 B B ARt (Translated Destination Address) - (7] 36, ) 408 S i Eds £ A4 H 1)
H bR bk i 285 G sl itk 4 R 48 B #R (Original Destination) £ #¢ 7 — N4, WA LUE
IEEPEAR R S0 NAT (RIEH4) o

WD (k. D ARG e e YR B H AR RS
WA B AT g A RS NAT,  n] DO R/EL H brf e 1. 404n, wIBAYE TCP/80 il
TCP/8080 Z [HJ kAT 4t .
NAT 1S KF TCP 8 UDP. e 4siig FTN, 35 6 DR 52 B RIS R 2568 % rp (R B lCAH ) (TR Dh TCP 5JA]
3 UDP) o XTS5 NAT, ] K AH 7] i e 55 0T S R Ik FH TSI B AT g 11
* [R%AEiw O (Original Source Port). #%#f589iRi% O (Translated Source Port) - & 5L
ML= E
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B a=Enar

* JR %4 B#Rim O (Original Destination Port). ¥%#% /5 &) B#xi% O (Translated Destination Port) - i&
SCH A Atk ) g 1 48

S8 (WL, ) N SRIE (Advanced Options) 1% 26 HE i 7 I LE I

o S5 5 I A ITED &Y NDS [E1 5 - & 75440 DNS N2 16 TP kil o 0F T M52 DA% 5 1) 52 b
P2 DNS [0, Hidik (IPv4 A 5% IPv6 AAAA) 0584 LB 55 0 SEbrfl . M, X T
N SE B A4 2 e S-2 1 DNS R, %00 5o WS BR (55 g i . sk 30 T4 o
B, 71 NAT64/46 #5 (HAPESMAE A T AAAA L2 [MEEH) 5 8 F e T . A7
KPEANE B, IS H] NAT F'5 DNS B IR , 55206 U1. a0 B34 O 4,
TETANAT F o

* AEEHBED LERKIE ARP - WU 1P Mk )M N A AR ARP. i ST H 5 iy
P CUH A g 2 rh i, D0 R a2 A FARHE ARP Sk W 2 st ik (9T ARP i3k, AT
AR ARG IR H AR o IR SR T e, DA B g AN s AT B T I 245 ) 4 5K
WERTT R, FTUAZEHIACEL ARP, AU 00 T 8 SR DR il i e as h HoA A i el JE
X5 NAT, AT 2R ARP [, 1 HAERLE GO0 T, 2508 e fe in) il

$E9 i OK.

514 NAT
THEE —/NNAT AL E, EHAP I IP Mk h HAR G, flin, R e)E—40% NAT N T4
AN R AR BRI, {E AR —N 28 T NAT, W a] DLA g — 45504 NAT F),  DOE bl 46 3
FHA L,
T BRI &4 NAT 5.
12: 515 NAT
Eiﬁﬁ;
*‘209.165201 A 2091652014 "‘
< 209165201 2 g 209165201 2 >
g
g £ shan 3
PUF A ATl & 5 47 NAT
fi. & 519 B 31 NAT

A 500 B 2 NAT BUOURTI; (bl 4ge . B0, 7 b ik i 46 5 5 .
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FIES

A |

FHIEZ Al

HEPEXT ST QIR b Tl (I o0 Gl . i, Rm] DAE 2 SUNAT BRI G o SR 20
AL LU 20K

* [Ragtphl - 2k AUE M R GdE4D i HEw] B EHLEC M.
« SRR B HE - JEPN A S AU R SE AR R M 200 S el 2 S5 mT LLAE AR RV 0 52

UK

(K $E 35BS > NAT.

YT LT BRI —
CBEQIEFHUN, i T + AL
"SGR, I SR @),

CEEMERAS P 7 SR, 38 R 1R b SR AR B o D
i A R U T«
* KRR (Title) - 4 AL UIHI AN £ F5K o
* S| Z MM BT (Create Rule For) - £#% H 3 NAT (Auto NAT).

* 7 (Type) - i£$5E527S (Static).

P & LT St S 1ot

* Source Interface. Destination Interface - IV It NAT MU D . B (Source) & SZfrik 1,
MR ZE DA K% . BEr (Destination) /WL 11, IR EIHZEE BT &&. BIAHE
SUR, BN RE [Any]) .

* [RiAHIE (Original Address) - 0735 78 B4 (1) M hk (R 0 28 56 42 .
< SEMRERORBIE - 5 R GRTEAH R PR S B, ST DL R EAT SE A AR A ) 2 ) JLA R 5

ANELh 544y NAT BB R i i O F 453 5 Bh i Ok T .
(k. ) s BRI 2 1 £ T 75 e T«
< 353 5N PTECAY DNS B £ - 157048 S NAT e & ik .

s AEBRYEEO LERAKER ARP - WL IP bk AR A HACEE ARP. W AT HT 5 it
Fe FUR A R g 2 b fp ik, DR a2 A R AR I ARP Sk 25 S kil (R A4 ARP 383K, T4
AR LA i BE D FAR R o IR R TT SRR T B E s DRI Bt AN o AT B o I 45 ) I G
R, WTAZEHICEE ARP, 7R O0 T RS SERf DR L3l i o v HOoA IEmR R B o T8
KT 5 NAT, JEANT ZACEE ARP (1, 10 FAERESEIG 0L, I e 4 )l
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3t BAREOMITER B E X (Perform Route Lookup for Destination Interface) - U175 4 J5L 4f 5
11k L A it Bk B[] — h S b R R VR H AR 1T, W] DR i, AT RGN
P s el R A 27 NAT B R e 5 1 H AR R e H AR #E .

$EE6 i OK.

A& 514 F 5 NAT
(15 NAT A AL I F R, TG0 24 60 T30 NAT HUU. ln, S0 SRR R A7
AR e, 8PS 546 NAT BUUAT T AL F e, B, 97 1K 4 11 34
F 62 7l

EPERTF I AN ML) BT A 2 R ek gH . ZHANRE [ ALY IPv4 AT IPvG Mtk BT HAe S —
R, mid, S0 DALEE SCNAT FUUIN GRS 5. Wb i 2 LR Bk

* [R3AE#BLE (Original Source Address) - i%Hudil ] L& 485 Gk al, i Hg vl LA & AL T
W o G R B A AU R, BT AR P B TR R A

GEIRIE BORMRAL - SN R . B, T DU A S A A A LA
A (MU b A B ROHB LRI B0 B ROBBAEI B AL, ST LI S A B A A%
X5 A SO LA S8 B I b A 1 NAT, U] Aok o b SR T 2
REREL JFEMU R g
S T LRI/ BT 3 I 7E R B R, W T DU T A C RV i
SIS, T LU 6y NAT SR 4

UK

T RKIKERREE > NAT,
P2 PUTUUFEAEZ —
« TOIHSHN, i Sl + 2l
MR AT RN, A 0 P g AR (&)

CELHBRAS P 5 ZE (KR, 37 s ki R B SR A B b
TIR3CE A 15
* KRR (Title) - 4 HLIUHT AN A FK .
* BIZZ MM AT (Create Rule For) - £ F &1 NAT (Manual NAT).

c MMALE - BRI B o] LUK HAR AR (FE B3 NAT N2 iT sz JeD) » BE B
R 05 BN T

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



A |

* 58 (Type) - EFEERTS (Static). X E N H TUHAE. 0 Hbribdil e SR, %5
RN ERES

T4 EDL N
*Source Interface. Destination Interface - ]It NAT B 4% 1. JE (Source) s SZFrfi I,
MR ZE O A K% . BFr (Destination) WL 2 1, JEEZE DB & . BIAF
SR, SEHNH T IrAE 0 (EE [Any)D)

PSR EEE mihhE (OPv4 5 IPve Mulik) B, R AE A EE L i B bk
WS TE, TS S e R SR e rn ], b e B RN L BT S ) NAT, (A

HEHL.
®iE 3 B
) T |
———ri — - —
10.1.2.2 ZLRR: 19216811
By Megt: 10111
10.1.2.2 —= 10.1.1.1 > 10.1.2.2 = 192.168.1.1
[ EER i E M EER

© FREGURMBIE - B 5 R SRR bk P 0 200 B el

RIAERYMHE - (ATiE. D) S AR L S AR R A, TGI8 H s A (AR
PR e U 2RARE A m i, wTRLA i e i A e el U D ST 5 43 NAT
T AR P O DU G H S T01 ORREN “AER” D o W RIERILIETT, R 205k

P AN B H AR G e B H bR ik S i i 1 0 PR i A5 4% 1V NAT, T BRIk, Jf
2 H o it 11 3638 24 1R 3 16 o

HIB6 i€ CEREHR il (IPv4 B IPve il B, Sonde HAnie O Mg i 8aE bl . g
L, A[{E IPv4 5 1Pv6 2[Rk T
SRR R RYIR ML - R ARVEAR R S . B, ] LB AT s AR IR N 2 i HAd o 2

cERMRRRY B BIELE - (i, D AL TR HGE B AT IR E bR R R 2 0 Gl . an s
3[R 45 BFRibiE (Original Destination Address) JE#¢ T —/ N5, W a] DLIE b 328 A0 7] A5 4
e NAT (RIEHEH

BB (k. ) MRS A e IR e H bR AR S5 .
G0 G E LA g R A NAT, v RLOYER/B H A i . B, =] LAZE TCP/80 Al
TCP/8080 2 )4 T 4% 4

NAT Y3 HF TCP 5% UDP. F& 4y I, 1A O S B R AR 25 6 S Fh (R B iSCAR TRD CTR) oA TCP B[]
J3UDP) o X154 NAT, wRAH R0 AR 55 %) S 18] i FH - S5 B AT S o 11
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* JR%4iE % O (Original Source Port). #£3 /5 RYiRi%m O (Translated Source Port) - 5& X bk )
Uity 15 46t

* JR %4 B#Rim O (Original Destination Port). ¥%#% /5 &) B4R O (Translated Destination Port) - i&
SCH bbb iy o 113646

P8 (Mik. ) AT EFARTUEEE L BT IR T
« 5235 5 13N ITECAY DNS [ 8 - 3520 0 5 47 NAT B & ik,

s AEBRYEO LERAKIR ARP - WL 1P Huhik A N A HIACEE ARP. i AT H] 5 dg
Fe LU AR 1o 28 rhr fp ik, 0P R G2 A FH AR ARP ke 2 S Hb kil (R A4 ARP 383K, T4
AR CAR G i BE D HAR R o AR5 SRR T B E . DRI B g AN s AT B Jom I 45 1K) I 5K
R R, FTLASEHIACEE ARP, 75U O0 T RS SR DR L3l i o T HoA IR i e D8R
KT 50 NAT, JEAN T ZACEEL ARP (1, 10 FLAERESENG 00N, 2 I g4 )l

« 3t B B OITEE K - W0 5k SRR PR bt R L 45 50 B 6 ) — S G e R 1 RN
HbR 0, AT LGSR BIETI,  LAAE AR SRR Ak i b 2 i AN 2 8 HIAE NAT R0 rh e L 9 H AR$z
FURBA E H AR

$E9 i OK.

Firepower R BAfE1 B9 NAT £0U JE 14

A P2 LIRS e (NAT) RRDUDRE TP btk 3% 45 D FLAt TP kit o 3 4] NAT REUDRE AAAT btk e ey
TR IRk e 2T Lo ANtk 21 55— ANtk 3 T DU g 1 ik 4 e (PAT)
R vr 2 LR o — Nk, I HAE A o 05 Dbt

NAT MU G L FIEAEYE . H 2 NAT FITF-5) NAT HUU @ vEAI R, BRAES TR .
BRSL
AR AN TR A FRASREAL B 254
B2 MM AT (Create Rule For)
FRORIN L B 3h NAT &£ F 51 NAT. 3 NAT LLF5) NAT 5, HEF5) NAT R
FL e 1k g 958 itk 1) 4 25 ) e 48t o
7N
A BRI AT 0L A
fIE ({XF3h NAT. )

SN B AT LURE AR AR (FE B3 NAT MU Z sz 5D, s ik L i
EIrER Uy

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



A |

Type
N2 sh7SIE B2 . AESKNl PAT IN,  Bh2HE s FI 3l DL IEI o B P S i) 3t il el
Ak V2 o B RERE A 5 SCIRART (R I/ 11, 5 150 P i A e e

PUR F @48 7 AR K NAT R4k

B 3 NAT I EiiE B35 E 11
{8 1 $54iE BL AR Hk T SO M IE AW ) 4 Je ko DU @ PEAGE T T B 3) NAT.
FEO. BHavteseO
I FH L NAT B2 o (Souree) & SEPRie I, I miliil iz gk N % . B %R (Destination)
SEWUN O, Gl I O BT R . BRAEOL T, RIS T D (R [AnyD .
[Riattt (FELAPETD
I B YRR 28 R o AR g R i AEZED i e AT BUZ AL
T,
iR GREALIEDD .
TR B 3 (R SR bl o S I AL IR 6 (R TR R T SR e R I 2 2
« FN7S NAT - A5 WL bk i R 28 5 S sl 2 o iz kil ] DU R4 6 i, (HJ2 B ARE
T AANRERII L2 TPv4 R IPv6 Mk, & BB & —Fh I bl
* F7S PAT - UL R Iz —:

o (00 PAT. ) HAFH HAREE IR IPv4 Hulil, 55430 (Interface). 834245k
PEERI H 0. ANEER 2 10 PAT H T IPv6.

o T H bre ik DAAR R Sk, PR IR R B IR WL 450 4

<875 NAT - LA R —:
o T2l bbb, TEIERE S R A 2 G a2l . A A SELE T I R B Bk
. W, HCE A ECE W R s pR b, DUERE T3 — . SR, M
HEH R T LAARILHL .
o CHEATSR VB A0 NAT, D S HARRE g Hedl, ik aaEn
(Interface). HXIENZIIE AR H R HEE 1 12T B AT S AL 3 10 i A 1
NAT: U5 il 66 3ok O B He bk R B3 5 . R AR 1 PAT H T
IPv6.

* S NAT - 55 JsUURISEAH I R G e s, ) DA EA 56 4t [A) N 2 i x5

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61



B a=Enar

[RigimO . FHREHmWHMO (XERS NAT) .

WA T B TCP 5, UDP %y 1, 136 8 2 SCIR IR R 360 ) 0 1 R T %o WF B b0
AP B, e, nf ¥ TCP/80 ¥4 TCP/8080.

F 3 NAT 8953 B 450 /8 1% (Packet Translation Properties for Manual NAT)

U U B EE# E T SCUR L AT WS PR 46 f ik . DU BYEOLE ] T80 NAT. A7 i,
AiE, BRARAATIR Y

BiEO. BryeiEA
NI NAT B 4% 10 . iR (Source) & 32Prfz 0, Mm% OUE A% 4. B#E (Destination)
JEMUREE O, R T . BOAEOUT, N TR ((EE [Any]) .
[RigiEHbtE (348 A WETD .
B B R BRI 20 G Bk o b mT LS I AL, iy Hoe ] DR B AL T
Mo Gn B BT SRR, T AR RO 4R s (1A
i E R RN GRE AMET. )
TS B B (P S bl o AT AR IR PR R T e T e S e 4 S Y

« 7S NAT - 405 W bl () X 28 6f i o bbb m] LUE 286t i, (IR S ANRE
G M. AARERI AL IPv4 T IPv6 Huhl, ‘& M Refu S —FhR M Hu L.

* 7S PAT - LL R I —:

o (FEI1 PAT. ) Bl HArE O 09thbil, TEERIZED (Interface). fIAAZNIERE
W H I . ANRER 3% 1 PAT HIT- IPv6.

o T H bre ik DA R B sk, PR I HT& B IR WL 255 4

« 2475 NAT - LRIz —:

S bk, SRR WU R R 20O G et o R, A R A
S AN S Btk DUSEREAT — %W SR, kb AR AT BUASUL

CHA b D p0 A3 O NAT. ) B H HARZ DRk, HiEEFEQ
(Interface). &IBVAIGESR HAKIF) B R 1 20k TS & HA i B 4 10 A4 1
NAT: Y5kt i/ 2 EE 3 8 0 g A B E 5o IBANEER: 10 PAT AT
IPv6.

* S NAT - 55 JsUURIsAH I R e s, T DA A 58 4t ) I 2 i L xd 52

[l &R T Firepower i & E 123589 B F} Firepower BUANBIHIECE 15/, MR 6.1



A |

544 B Rt (Original Destination Address)
5 B PRHHE R 200 o I FORA LR, DGR H bR A T #0KE B T Yk e 6 . tn SR sE B
brstudik, W RLA 2 b G i A e s L S AT 5 6 NAT.

TEPT DU P O DMl B a0 H IR TR OB “ARR7 ) o InAUEFR LI, Wik 2A 20k
P ARSI H AN B o B4 H BRIk St v 1 A ()i A2 1 NAT, TR IE I,
Ik H s i 1 38 638 24 1) i 10 R
%1% 5 19 B #RieiE (Translated Destination Address)
A5 A I Es G P AT ) H BR i hE R 28 6 SR sl . SRk JR 44 B ¥ (Original Destination)
WEFE T ARG, AT DU I 36 A [F] R0 S € NAT (RIJCH#) .
[RigilRim 0. FieErRRO. RisBirimO. a1 Birm DO
R VL AE AN A I R B 08 SCUEAN H AR IR S5 R R 5 B8R DU 11, B e m)— X %
AU 7 50 A7 e 45 11 PRI 100 T AR U B 80 B2 5% o A0 I R 45 I i 1 A DA R R
« (2145 NAT 8 PAT. ) ANREXTIRSATRIR O M5 S B9iRam QU T #e . 18nT LUK B b
Uiy [ AT e 4 o
* NAT X3 KF TCP 5% UDP. 4 #fedii I, 15 A0 DR S8 B AR ik 25 060 G vb i B sCHR ] ()
4 TCP B([F2 UDP) o X§ T 543 NAT, #0] LRI —%F G -9 AR o 1 .

=% NAT B 1%
TERCE NAT I, W LAY B4R (Advanced) 210 H G & R UL ENVAU IR S5 IR B AR o T 73X 28 Jg MR 4T A2 1)
W) A TG ENRSS I A AT &
4646 5 Ik M| CCEL A9 DNS [2 & (Translate DNS replies that match this rule)

FETT A DNS PR TP ik o O0F T MRS 1 A 21 SE e 1 B DNS [m52, ik (TPv4
A HUIPV6 AAAA) 0k NIUHE E 5 O SRR o AR, 0T AN e 1A% A 2 S 422 11
DNS [HI&, Zid o NSEPREE S A B Mk TRE oL, A I NAT64/46 4 (3L
TEGEAE A AAAA LK FFAR i BAHME . A CTEAE S, SR NAT
5 DNS AR A, 25206 0. QR AERHAS NAT R rh kAT i VREH#e,  J0HaE AN T o

RHERIZEO PAT (BHriEO) (3175 NAT. )

o ECH AR LS, T H AR K 1P stk AR 0 Uik (B2 PAT [BB) o 404
TELL LR H RO E I, T4 W . SR CRCE T 4% 1 PAT Bo EAE AR g tht, TIA
REIEFRILIETT. EANGERSBLIE U+ TPv6 M%K%

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B PR

R7EB#rEO L{ERKIE ARP (Do not proxy ARP on Destination Interface) ({X3%7s NAT. )

WSS TP ik ) A% AN EcHs G AE FACEE ARP. A SRASH Ly WSy 32 UM [RJ P 19 20 e sk, ) 3%
Groe Al FHACHE ARP SR W 25 BRGT HIE (R AT ARP 153K, ANIFT2 8 AU ko H AR it . 1%
fif s AR T e, DO AR RAN X R OG . IR AT 2L, mT LASETACEE ARP,
FEMRFOL T ZE A OR E % h 8% h BAT IER I o G, X 54 NAT, AT EAAH
ARP ), 1] HAERLER LT, o3l O i

H BHREOITH B EH (Perform Route Lookup for Destination Interface) ({XF%75514 NAT. {X
HHER. )

USRAE A U Pt AT LU St b B 9 ) 0 SR NI AN H be 11, AT DA bk
T, DA R GRS A2 FH AE NAT B0 5 1 H e ok o B sz .

41 IPv6 [ 2%

AT AL IPVE PZEFIL IPv4 M 2% 2 AL B R I, 52240 H] NAT ek A 2 (A AT e e AT
FEPIANFL IPv6 RS, S5t ] B 5 0T SIS 194 2% e A Es s

X 1Pv6 &%, AT LI LT R 8A .
*NAT64. NAT46 - ¥ 1Pv6 B Lk IPv4 B tl, SRR, BFsie XA sng, —A4
T 1Pv6 1] IPv4 [R5, 5 —ANFH T IPv4 1] IPv6 (W56, BRI LU 8 —TF- 50 NAT

WSE R AEST, (H IR DNS 55 s T 4%, WA RER 2 HE DNS Wih . H1T-45E T H
FRINJCIEAE T2 NAT U5 A DNS 5, B U2 G A4~ B 30 NAT B

Y

ER NAT46 (SRR AL .

* NAT66 - ¥ IPv6 Bt 540 AR 1) TPve kb . TRATT AL S FH i A NAT. S5 0] LU ] NAT
o, PAT, {HiH T IPv6 Huhib KEAtR, BRIEAS T 37 NAT,

N

IR NAT64 Fl NAT 46 L n] AZERRUHERS didz O LAEH o NAT66 W 7E 1% i DRI 20 il b e 11 B Aif
.

NAT64/46: % IPv6 Hthiit 5535 4 IPv4 Hhtit

Mt A IPv6 45 HE NAN TPv4 INZE I, 13875 20K IPve Hihb 6 4 1Pv4 Hotik, JRRdiiE M Ipva IR
] IPv6. 2w AN Hhibt, —> TPv4 Hutikyth FH T 462 1Pv4 4% 1) IPv6 Hitik, 55— IPv6
Huhikits FH T-41 € 1Pv6 &5 [F) TPv4 Hihl,

* NAT64 FUU ) IPv4 Huhbyh— e, J0E 0T REBRE A9 Kbk IPve 2 7 v bk — % — ik
Hto HEAEHA NAT #HLL, 34 PAT o] DLFE 2R 53 2 il BE R K3 IPv6 2 P il 75 22,

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



wmipe Mg [

* NATA46 JENK) 1Pv6 ity n] LLAE T BOK T2 1) TPv4 M hES . X SR VFREAS TPv4 it 21
AN IPve Ml . NAT46 S FFf &M, LA RE i 204 PAT.

BT EL o LA NS, — AT IPve M4, — AT H P IPv4 &%, BARER L s —F
Bl NAT WU 52 b AT-4%, (HAn A DNS RS 247 T4 M 4%, Ml gEFFEES DNS WY . HTFEE
T HFRIEVEAE T30 NAT #0005 ] DNS 815, B LU 2 G123 AN [ 30 NAT $0.

NAT64/46 ;~15]: PER IPv6 4% 5 4MER IPvd B EER
IR NSRRI P PG LSRR TPy (ELUR LIPS

1Pv4.,
Web R %5
209.165.200.225/27
) =8 DNS RS H
A . 209.165.202.129/27
" e : :
IPv4 209165201 1/27
) 9 DNS: www example.com
TR A 209.165.200.225 — AAAA 2001:db8:D1A5:CBE1
33311-3232353323 iugi;nasift?;t]mna-caa g 209.165.202.129 — 2001:DB8:D1A5:CA81
| SR e el - 209.165.201.1 — 2001:db8:-100
PIsh
@ IPv6 2001:dbs:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:0B8:D1A5:CAB1 — 209165202 129

PIEBE i
\ 2001:dba::100

FEAG F, fEBhANERBEE G TP Mk, 4l 3h &4 0 PAT ¥ N 5 IPv6e LK EEH A TPv4. K4 4MEE IPv4
MR R 2001:db8::/96 ML (fHidil, VLB INL L. % NAT46 ¥ 5 A DNS =
5, fHANE DNS RS#s R T LA A (IPv4) ik AAAA (IPv6) idsk, HubiEthAE M IPv4
HEEd Hy 1Pve itk .

N TPV WL kA 2001:DBS::100 1% F i 2238 F] JF www.example.com I, 1t Web 153K 1)
SLIRIMGPTE o

1 2 it SL R #ull k) 2001:DBS8::D1A5:CAS8] 1] DNS IR 45 %% &% DNS i3k . NAT #1 %}
DNS i >R HF A ERT H HEAT LR e e .

*2001:DB8::100 44 209.165.201.1 _FfME—3i 11 (NAT64 42 11 PAT 0. D

*2001:DB8::D1A5:CA81 #:44 209.165.202.129 (NAT46 #ilj. ) DIA5:CA81 &
209.165.202.129 [£] IPv6 N4, D

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61



B PR

2 DNS R4 %0 A DTN, 5 www.example.com £7 - 209.165.200.225. NAT46 #E] (2
J3H DNS 5D ¥ A 055634 IPv6 b N AAAA 0%, FF7E AAAA C 3% 209.165.200.225
4y 2001:db8:D1AS5:C8E1. AL, DNS Hi 3 o (i b bk 0 H g Hb bk A 5 4«

*209.165.202.129 #4445 2001:DB8::D1AS5:CAS81
*209.165.201.1 #4245 2001:db8::100
3 IPv6 % i BRAEST Web R4S 2% 10 1P Huhl, T2 47T 2001:db8:D1AS:C8E1 [¥) www.example.com

S HTTP iEK. (D1A5:C8E1 4& 209.165.200.225 [ IPv6 X N4, ) HTTP ik T ysEF H (1
o e

*2001:DB8::100 %54k 209.156.101.54 - fME—m 11 (NAT64 211 PAT ). D
*2001:db8:D1A5:C8E1 ##ih 209.165.200.225 (NAT46 . )

PLREERA T an i e & s
pUK
FHE AEE LS IPv6 L8 FNAN S TPv4 2% (K 28 5 5
a) IEPEITR (Objects).
b) M H PP, R +.

©) & LHNER IPV6 4%,
KM G4 (B, inside v6) , JEFEMILE, ARJEHEIA ML HIEE 2001:db8::/96.

Add Network Object

Mame

inside_vb

Description

Type

@ Network (_) Host

MNetwork

2001:DB8::/96

d) kiR,
e) i + JFE XAME IPv4 45 .

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



wmipe Mg [

H MBS w4 (B, outside v4 any) , MEFRRILR, SRS HTARIZ L 0.0.0.0/0.

Add Network Object

Name

outside_v4_any

Description

Type
®) Network () Host

MNetwork

0.0.0.0/0

P2 N IPv6 LRI E NAT64 54 PAT LI,
a) fKKiLEF: SRBE > NAT.
b) ik + il
©) FlELLRE .

* #RRl = PAT64Rule (EREREFEMHARAFR) o

* BIEMM B X R = H3) NAT,

< KB =,

< RIEO = .

- BR9FEOD = Sh.

* RfHbhE = inside v6 PIZEATS

< BRI fE ML = O . SLIESUE T H R 1K) IPv4 HhEAE Dk PAT Sk,

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B #srems

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT e O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Dynamic w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Criginal Address Original Port Translated Address Translated Port
inside_v6 bd Any v Interface b Any
d) fiifi OK.

A FH I, AP 38422 11 _E ) 2001:db8::/96 1~ WA 37t [1] A58 482 1 FRIAT-Ar] vk 05 4542 5240 1 s
[ 1Pv4 Huhil:3E4T 1) NAT64 PAT 54,

i
g
w

AN TPv4A P ZEBC B 5 A NAT46 JL0 .
a) i + 4%,
b) W E LN ke

* #RRl = NAT46Rule (EEIEREHABLTRD

* SUEMNBIT & = A5} NAT,

< KA = FE

<EIEO = 4.

- BRYEO = W,

* Rtk = outside v4 any MIZEX 4,

« MR IR AL = inside v6 X5,

AERBIRTUL IR, EPrigin 5 MM TECH) DNS B & .

Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1



wwimipe M [l

Add NAT Rule

Title Create Rule for Status

NAT46Rule Auto NAT ~ e

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
aced in Auto NAT rul Static w
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside o inside
Original Address Original Port Translated Address Translated Port
outside_vd_any A Any b inside_vb b
©) riii OK.

A E AR ISE, A 90 28 (RATAR] TPv4 Mk B8 Y34z 1, R E F i N 28 TPva Mk 5 v 4 4
32001:db8::/96 B L& [ —/Niuhik . eAR, DNS Wi A (IPv4) 185655 80 AAAA (IPv6) 38 3%,
ot bkt ) 1Pv4 Hidik %3 4 1Pve6 Hidik .

NATG66: 1% IPv6 Hthiit 4545 7 A~ [5] 8 IPv6 Hthiit

PN TIPV6 IS HEN T3> TPv6 SIS, 8 ] LUK Mk 3 48 ok A58 19 4% _E [FAN[R] TPv6 bk, 3%
1SS I #A NAT . S48 0 LIS ] NAT 85 PAT, {HHT IPve Huhl K Es, LA a4
NAT.

DN AN TEAEAN R (K ik SR T e i, BT AR 22— AN B ) NAT66 S Hpi . 1EH] H 3 NAT
AREFA B XSS . AN, AR B A VER MR, A DU T T3 NAT H5 54 NAT #
WU A L) o

NAT66 75 4% 6] B9 B8 7544

1A L] B 8 NAT 76 1Pv6 Huhbith 2 [A) e B 5 A Ee 4. LU /- 156 ifelks 2001:db8:122:2091::/96
% 8% T () P S R B 3 K 2001:db8:122:2999::/96 ¥ 2% vh [#y AR Hiu bl

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i



B #srems

» IPv6 \Web fiiS5a5

—
7 .

~

s
IPv6 2001:db8:122:201b::1/96

—

2001:db8:122:2091::121 — 2001:db8:122:2999::1 i ;_'

IPv6 J':':"“E'ﬁ

2001:db8:122:2091::11/96

¢ y
LS ~

PIEBE i
2001:db8:122:2091::121

UK

S A E LN TPv6 FIZE RIS TPve NAT 4% [ 2% X6 52
a) EPFITR (Objects).
b) M H SRk FEM L, R +.

©) & LNEB IPV6 P4,
HMEXT G4 (BN, inside v6) , HEFEMILE, SRJGHT AL L 2001:db8:122:2091::/96.

Add Network Object

Name

inside_v6

Description

Type
@ Network () Host

Network

2001:dbB:122:2091::/96

Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1



wwimipe M [l

d) Ry RN,
©) il + e AN IPve NAT 4% .,
RN G4 (I, outside nat v6) , IEFERILE, AR A M 45k 2001:db8:122:2999::/96

Add Network Object

Name

outside_nat_v6

Description

Type

® Network () Host

MNetwork

2001:db8:122:2999::/96

IR IPV6 9 4% i B A NAT FU .
a) KUEFE SRBE > NAT.

b) fiili + %4

©) FLE LN E M

* #RRll = NAT66Rule (EEIEREMHABLTR)
* BEZMM B X R = H3) NAT.

< KA = F

< RIEO = .

- BRYEO = SN,

* FEiEHHE = inside v6 PIZEXT 5.

« 453 fE RO ML = outside nat v6 LGN

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I
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Add NAT Rule

Title Create Rule for Status

NAT66Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside wo outside

Original Address Original Port Translated Address Translated Port
inside_v6 W Any v outside_nat_v6 v Any

d) xiili OK.

A R, AN BB 11 11 2001:db8:122:2091::/96 - W 2| 4R35 LI (AR i H s A i s
NAT66 #5345 2001:db8:122:2999::/96 M 2% I [t .

NAT66 7 f5): & 52 IPv6 3 1 PAT
St NAT66 [N ] B VA LR N At ik sh 25 0 Mo g MR 1% 1 IPve stk g AS [l 1

A, TR Firepower B4 BLAHE B 1114 TPv6 Hulik e & 49 11 PAT. A, B[] — M 4%
o) — N2 PR R A D B PAT it

Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1



wwimipe M [l

E 4
s IPvE Web fE %8

[ 5
IPvG 2(]31::158:122:2[]1 b 1/%6

AR

[ 2001-dbs:122:2091-121 — 2001:db8:122:201b:2 |

ME
IPv8 | 2001:db8:122:2081::11/98

HIEIEE P
7 . 2001:db8:122:2091:121

B LN IPv6 2% 1 IPv6 PAT Mtk (1 2% % %
a) EPEITR (Objects).
b) MHFP kML, KRG aidl +.

©) & LB IPv6 M4
TG4 (B, inside v6) , EFEMILE, SRJHIA ML HEE 2001:db8:122:2091::/96

Add Network Object

Name

inside_v6

Description

Type
@ Network () Host

Network

2001:db8:122:2091::/96

d) AR AR
e) fith + I XA IPv6 PAT Huhil.

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i



B #smrems

AW G (Flan, ipve pat) , EFEH, REHATEHHEE 2001:db8:122:201b::2.

Add Network Object

Mame

ipv6_pat

Description

Type
/:,' Network @ Host

Host

2001:db8:122:201b::2

P2 N IPv6 LRI E 52 PAT .
a) RIERE SREg > NAT.
b) ik + il
©) P LN E M.

* #RRl = PAT66Rule (ERERZEFEIHARAFR) o
* BIEMM BRI R = H3) NAT,

< KB =,

< RIEO = .

- BR9FEOD = Sh.

* RfHbhE = inside v6 PIZEATH

« S35 5 A = ipv6 pat FIZE X4

Il &R T Firepower i & E 23R HY /B! Firepower BB HIECE IR, REA 6.1
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Add NAT Rule :

Title Create Rule for Status

PATE6Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
1 Auto NAT rules Dynamic "
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside M. outside
Original Address Original Port Translated Address Translated Port
inside_v6 b Any b ipv6_pat e Any
d) i OK.

AR BRI, AN B9 1T 1 2001:db8:122:2091::/96 - R 4R34 L1 (AT i B H S 2 5h A
PAT66 ¥ 2001:db8:122:201b::2 L1 1,

1547 NAT
BN NAT ZE g2 5 o T i s HE by, 1 B i #: CLI IFH L F 4.
* show nat 27~ NAT SRR F) s 8. i85 HoAth e85 v] T B 7~ NAT (AL T TS

B

* show xlate i/~ AT AL TG SIPIR A 52 BR NAT #46e.

* clear xlate FCVFMIER AL TE BRI NAT Fedfe. Qs cle NAT RUU, ] e il 2 R 3h (14
B, DR DUAT PR AR SEAE ] IH A A i, RS Ao T BRI STV R ST S B L
W, AR g R YOG b B v A B K e e

NAT 75
I S0 T2 MR b RO NAT 97500,

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i



B varEs

At AR Web AR S5 28 Y7 B AR (F275H 3h NAT

L/LT/M%UJ W Web il 5545 AT I A NAT . SERRHEER: T L HIR 2% F, I A IR & 1. &

LA NAT, DUE EHLRENS 78 [ € s hib A 21 Web [k 55 ds A i

13 TE =) NER Web BR 5 28380527 NAT

! 209.165.201.12

At
10,1227 —» 20916520110

UK

TR QIEE SURSS A AL A AT SL T LHBIE ) R 25 0] 5
a) EPFITR (Objects).
b) MHEEEMLE, RE sl +
) & X Web 5545 1 AAA Hudik o

MM G4 (B, WebServerPrivate), £ EH (Host), 2R 5% SZER EHL IP Hhk
10.1.2.27.

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



NESTI |

New Network Object

MNarme

WebServerPrivate

Description

Type

() Nework @ Host

Host

10.1.2.27

d) MRS EER.

e) pith + Jfw Xk,
T % A4 (51, WebServerPublic), YEFEE#] (Host), RJ5 AR AL
209.165.201.10.

New Network Object

Name

WebServerPublic

Description

Type
() Network (@) Host

Host

209.165.201.10

) KR TR

F$IB2 ENRIES NAT.
a) {KUGEFE SREE > NAT.
b) il + 4l

1&FF Firepower i% & &2 2% #4927} Firepower A FAHIECEIEE, A 6.1



[ TR

©) Ml LA RE .
* FRR8 = WebServer (SEIEFEHABLTR) .
* BUEMNBI3T & = H3) NAT,
<RIEO = .
- BE9EO = 4N
* [R3E I LE = WebServerPrivate 254 % .
« B3R R Ry HbHE = WebServerPublic M 444} 4

Add NAT Rule

Title Create Rule for

WebServer Auto NAT v ()

Auto NAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address ol
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

ally placed in Auto NAT rules Static e

Automat

Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside g o outside
Original Address Original Port Translated Addrass Translated Port
WebServerPrivat v Any ! WebServerPublic v Any

d) siifi OK.

1& F3 T Firepower i& & & 1222 19 2%} Firepower BiBH BB B1ER, AR 6.1
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FTP. HTTP %0 SMTP #J &/ Htuiit (Single Address for FTP, HTTP, and SMTP) (BB i[04

Y527 B 31 NAT)

PR S FFu D AL i & NAT 2~ iz #2 F ) Ui i) FTP. HTTP A1 SMTP 24t f—Huhk. szfr L,
IXLEHR 45 A8 A SEBR M 4% EIA R34, (B T REG ARG 4%, AT LAFE S R ity 11 5 B U] (T 57 45 NAT,
TR0 fof P () — WS TP bk FOAS ] g 11

14: X ¥rim QR AYERZS NAT

// [-]I!
e
] ( o8
209165201321 > 101227 \_‘“— —”"Hr

/ M

209165201 3:25 —= 10.1.2.29

T i = )
209165201380 —» 101228 —I""

UK

130031

IR 4 FTP R4 0 48 0 4
a) EPFITR (Objects).

b) MH kPR, Rn i +.
©) MMLEXI G4 (i, FTPserver) , EFEEN (Host), SRJGHi N FTP JIR4s 4% 1Lk 1P Huhk

10.1.2.27,

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61
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New Network Object

Name

FTPServer

Description

Type

() Newwork (®) Host

Host

10.1.2.27

d) iR,

W2 Oy HTTP R4 #5018 M4 4.
a) s+
b) MK S a4 (filf, HTTPserver), & EH (Host), RJGHA LR LML 10.1.2.28.

New Network Object

Name

HTTPServer

Description

Type

Fa N T X
() Network @ Host

Host

10.1.2.28

o) fidiidiin.

9 SMTP Jliz 55 % G X 268 %5 52
a) i+,
b) MG a4 (Flll, SMTPserver), EFEEHL (Host), R 54N SLRs EHAE 10.1.2.29,

i
g
w

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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New Network Object

Mame

SMTPServer

Description

Type

() Network (@) Host

Haost

10.1.2.29

) mdiARm,

J T =BRSS5 118 35 TP bk 78 i 48 X6 %2
a) i+,
b) KM H a4 (I, ServerPublicIP), %E#FEH (Host), SR 5N br FHLHNE209.165.201.3.

New Network Object

Name

ServerPubliclP

Description

Type

() Newwork (@) Host

Host

209.165.201.3

) midiARmm.

3 FTP IR 45 2310 & HAT ot L R 5545 NAT, J54 FTP ui i 2 10 5 & .
a) KUGLEFFEREE > NAT.
b) il + 4l

1&FF Firepower i% & &2 2% #4927} Firepower A FAHIECEIEE, A 6.1



B narRs

) WCE LA IR

* bRER = FTPServer (E{ESIEFAHAMLTK) .

* BN A X R = HZ) NAT,

< KB =

< RIEO = L.

« BeY3EO = 4N,
o [Ei& 1 = FTPserver M 28 %1%t .
o 5E3 S ROt EE = ServerPublicIP M 4% %42 .

o [BE4u% 0 = FTP 3 L1065 o

o 33 R YR O = FTP S A4 .

Add NAT Rule

Title

FTPServer

Create Rule for

Auto NAT

. @

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement
Automatically placed in Auto NAT rules
Packet Translation Advanced Options

Original Packet

Source Interface

inside

Original Address

FTPServer b

d) fiidi OK.

Ongmnal Port

FTP

Type

Static ~

Translated Packet

Destination Interface

outside

Translated Address

ServerPubliclP v

Translated Port

FTP

W6 y HTTP R4 2 HC & HA b L A NAT, J58 HTTP ui B 815 [ &

a) pith + i

* fRER = HTTPServer (EUMSERIIHALLFR)

BN AT R = H 5 NAT.

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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8

NESTI |

<RIEO = L.

« BH9$EO = Shil.

« [RiEHbHE = HTTPserver M54 %

« B3 Ryt = ServerPublicIP 484 % .
« RiAim O = HTTP i LIX 5.

« B RYIR O = HTTP i W 5.

Add NAT Rule :

Title Create Rule for

HTTPServer Auto NAT 5 ‘:)

Auto MAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside - outside

Original Address Original Port Translated Address Translared Port
HTTPServer o HTTP o ServerPubliclP v HTTP

¢) riili OK.

o SMTP Jij 55 e B B A7 iy 1 B 245 NAT,  JFKE SMTP S B 2L H 5
a) i + el
b) WLE LU bk

* #RRll = SMTPServer (EUEKEFEMHAMAFR) .
* SUEAMN BT & = H35) NAT,

< KA = F

<RIEO = .

- BRYEO = SN,

1&FF Firepower i% & &2 2% #4927} Firepower A FAHIECEIEE, A 6.1
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 [EiGHHE = SMTPserver W45 %4 .
o 5E3 fE ROt EE = ServerPublicIP M8 %4 .

B4 0 = SMTP ¥ L4 4 .

« 3545 FR Y% O = SMTP i X %

Add NAT Rule

Title

SMTPServer

Create Rule for

Auto NAT

- @

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement

Automatically placed in Auto NAT rules

Packet Translation

Advanced Options

Original Packet

Source Interface
inside
Onginal Address

SMTPServer

Onginal Port
e SMTP
¢) niili OK.

Type

Static

Translated Packet

Destination Interface

outside

Translated Address

ServerPubliclP

Translated Port

> SMTP

Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1
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i E Birm s (S75F 1 PAT)

TEEIR10.1.2.024 M4 L—& EHLEFE VIR G A FRPIRS 25 4 EHLV5 AT 209.165.201.11
HIRSS 28I, SERRHBHERF 4l 209.165.202.129:5 . 24 EHLUT A7 T 209.165.200.225 RSS2
I, SeBrihbR 0 209.165.202.130:5 H .

& 15: BB AR Birittlt 9S50 NAT

Ab 25 88 1 B 255 2
209.165.201.11  209.165.200.225

5 =

209.165.201.0/27 | =g 209.165.200.224/27

i | )
101227 209165202 129 101227 209 165.202 130

Bfritadit :
209.165.201.11

209165200225

130033

272 A IS R T el TS O
a) HEPFITR (Objects).
b) MNHFHhEFEMLE, RE ST+

©) MM G4 (B, mylnsideNetwork), IEFEMI4E (Network), 4K )i N SERx M 45 it
10.1.2.0/24.,

&R T Firepower i & &2 85 #9 T H} Firepower BN E R, RA61
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New Network Object

Mame

mylnsideNetwork

Description

Type

@ Metwork C: Host

MNetwork

10.1.2.0/24

d) ki diRm.

FIE2 O DMZ K% 1 GBI ML % .
a) i+,

b) ML R4 (Flil, DMZnetworkl), JEFEM4E (Network), #&J5 %A M4k 209.165.201.0/27
CTMAERY A 255.255.255.224) .

New Network Object

Mame

DMZnetwork1

Description

Type

@ Network C_} Host

MNetwork

209.165.201.0/27

©) KR iR

WLIE3 ) DMZ M4 1 (1) PAT sl Gt 45Xt 4 .
a) fiili +.

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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b) KK S a4 (I, PATaddressl), EFEEN] (Host), SR HI NSk EHLHAE209.165.202.129.

New Network Object

Mame

PATaddress1

Description

Type

{:'I Netwoark @ Host

Host

209.165.202.129

©) KU TR

A DMZ M 2% 2 1) 43 o 2 51 5
a) i+,

b) KM G4 (B, DMZnetwork2), EFFMLE (Network), #X )ik A W 4 1tk
209.165.200.224/27 (- MHEM N 255.255.255.224) &

New Network Object

MName

DMZnetwork2

Descrption

Type
@ MNetwork O Host

MNetwork

209.165.200.224/27

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i



B varEs

©) ks,
HIES  Jy DMZ % 2 (1) PAT ik 61 g 48 60 %2 .
a) piih+.
b) ML G4 (B, PATaddress2), EFEEM (Host), X5 4N SZpr EAHUHbAE209.165.202.130,

New Network Object

Name

PATaddress2

Description

Type

( ) Network @ Host

Host

209.165.202.130

©) KR R

$IE6 4y DMZ W% | BiL'E 34 T3l PAT.
a) IKIKIEPEHRBE > NAT.
b) ik + 4l
©) JlE LR EE:

* #rml = DMZNetwork1 (BUEIEREMI LM AT
* BIEEMM B X R = T-5)) NAT,

« KB = F)E

RO = N,

« B8O = dmz.

 [RIAIERbE = myInsideNetwork /455§ % .

o BE3 R BB i IE = PATaddress1 PSS % o

« [R44 B ByHbiE = DMZnetwork 1 FZ8X 4

« £ R B9 B B9 HbIE = DMZnetwork 1 4854

IR TR S F bR AL, DR S Jsh AR AR S 1) H bR bk e
SEAR Rt AT BT S 4 NAT . K A7 o 5 B B 2

[l &R T Firepower i & E 123589 B F} Firepower BUANBIHIECE 15/, MR 6.1



NAT 451

Add NAT Rule

Title

DMZNetwork1

Create Rule for

Manual NAT

- @

Manual NAT rules allow the wranslation of the source as well as the destination address of a nenwork packet. Destination and pon
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement
Before Auto NAT Rules
Packet Translaton Advanced Options

Original Packet

Source Imerface

inside
Source Address Source Port
mylnsideNetwork v Any
Destination Address Destination Port
DMZnetwork1 v Any
d) riili OK.

4 DMZ M %% 2 Bl & 5 & F-5) PAT.
a) il + 4.
b) —EEEM—FE‘E

£

Type

Dynamic

Translated Packet

Destination Interface

dmz
Source Address

PATaddress1

Destination Address

DMZnetwork1

* #xRl = DMZNetwork2 (BRfEESER LM AT .

« BIEHM N AT &R = T4 NAT.
< KA = A,

<BIEO = N

* HA93EO = dmz.

« JRIATERbE = myInsideNetwork /455 % .
o 3 R AYIR M HE = PATaddress2 P45 %1 4% .
- [R44 B B9ttt = DMZnetwork2 MZ& X4 .

« 22465 5 B9 B Ayl = DMZnetwork2 48514 .

Source Port

Any

Destination Pornt

Ar 1y

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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Add NAT Rule

Title

DMZNetwork2

Create Rule for

Manual NAT

- @

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lot

Placement

Before Auto NAT Rules

Packet Translation

Original Packet

Source Interface
inside
Source Address

mylnsideNetwork

Destination Address

DMZnetwork2

©) riii OK.

Advanced Options

W

i

Source Port

Any

Destination Port

Any

Typa

Dynamic

Translated Packet

Destination Interface

dmz
Source Address

PATaddress2

Destination Address

DMZnetwork2

W

Source Port

Any

Destination Port

Any

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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eI E B iRttt Fnim O m s (3h75F 30 PAD

T P Sk S R s A RS . 10.1.2.0/24 (4% L (1K) SEHLRIRF P 194 4% Bl 45 1 Telnet %45
Vi B ML M FEHLE A Telnet A% 15 1) RS54, SEBR HLhEREF645 0 209.165.202.129:port. ™4
FHLYT ] [F]— I 55 45 LASE I Web JIR S5, ECSZHBMERA 458 209.165.202.130:port

& 16: BB AR BirimORF3h NAT

Wb 1 Telnet lE4%& 2.
208.185.201.11

i

10.1.2.27:80— 209.165.202.129 10.1.2.27:23 —» 209.165.202.130

i ‘

Web $iEE
Bttt -
209.165.201.11:80

Telnet it
B #xitaht -
209.165.201.11:23

130040

T N A 5.
a) JEPFIFR (Objects).
b) MHEEEMYE, KRG+

©) MM G4 (B, mylnsideNetwork), IEFEMI4E (Network), 4R )i N S WM 48 Hihik
10.1.2.0/24.

&R T Firepower i & &2 85 #9 T H} Firepower BN E R, RA61
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New Network Object

Mame

mylnsideNetwork

Description

Type

@ Metwork Cj Host

MNetwork

10.1.2.0/24

d) iR,

HIEE2 4 Telnet/Web ARSs 2561 M & %1% .
a) i+,

b) KM G4 (B, TelnetWebServer),
209.165.201.11,

New Network Object

Name

TelnetWebServer

Description

Type

~ -
() MNetwork @ Haost

Host

209.165.201.11

o) A,

$IB3 i [] Telnet I 4 PAT Hudil- 61 2RI 2% %) % .
a) i+,

HEFEEH (Host), HRJ i A L br AL

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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b) KK S a4 (I, PATaddressl), EFEEN] (Host), SR HI NSk EHLHAE209.165.202.129.

New Network Object

Mame

PATaddress1

Description

Type

(O Network @ Host

Host

209.165.202.129

©) fidiidn.

$HI 4l HTTP 54 PAT Huhik 612 R 28 % % .
a) i+,
b) ML G4 (B, PATaddress2), EFEEM (Host), XG4 SR EALHbAE209.165.202.130,

New Network Object

Name

PATaddress2

Description

Type

(:/l MNetwork @ Host

Host

209.165.202.130

©) dAidiidin.
WIES N Telnet Vi M) B 81 & F ) PAT.

1&FF Firepower i% & &2 2% #4927} Firepower A FAHIECEIEE, A 6.1



B varEs

a) ML FESREE > NAT,
b) gk + 4%l
) PCE LA R s

* #R8R = TelnetServer (UREEFEIHABLAFR) ©
* BIEMM BRI R = T-5)) NAT,

« KB = FE

RO = .

- BW9#EOD = dmz.

* [RiAEMIE = myInsideNetwork F2% %)% o

* 35 5 RYIEHbLE (Translated Source Address) = PATaddress] P45 % % .
« [R %4 B Bkt = TelnetWebServer 4%} %

« 5545 5 49 B A9 HeLE = TelnetWebServer £ % 42 .
« [R% B #95% O = TELNET ¥ F6 4%

« 45 S R B 895K O = TELNET i X %

ER T AT R F bRk s 11, DR R R N SR Ak H bR R A e S ) H bR
Mok $ e AH R R HhE, LK Ay JsUdd g 10 R 80 J (1) g 11 8 o AR TR0 s 11, AT A B2
fITBCE S NAT.

[l &R T Firepower i & E 123589 B F} Firepower BUANBIHIECE 15/, MR 6.1



NESTI |

Add NAT Rule :

Title Create Rule for

TelnetServer Manual NAT v O

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
wanslation are optional. You can place manual NAT rules either before or after Auto NAT rules and insem the rules at a specific loc

Placement

Before Auto NAT Rules

Packet Translation Advanced Options

Original Packet

Source Interface

Type

Dynamic v

Translated Packet

Destination Interface

inside dmz
Source Address Source Port Source Address Source Port
mylinsideNetwork v Any o PATaddress1 b Any
Destination Address Destination Pont Destination Address Destination Pont
TelnetWebServe TELNET v TelnetWebServe TELNET
d) riili OK.

PIE6 h Web Vi i G 5) A5 F ) PAT.
a) sl + .
b) —EEEM—FE‘E

* #RRE = WebServer (H{fRIZEFEIHABAFO .

* BEEZMM B X R = T3/ NAT,

KB =G

<REED = N

- BE9#EO = dmz.

« JRIATERbE = myInsideNetwork /455 % .

* 353 R Ry IR HbtE = PATaddress2 5% 4.

- [R 44 B a9tk = TelnetWebServer P48 % 4 .

« 453 5 19 B B9 HblE = TelnetWebServer M 45X} 4
* R $4 B 893K 0 = HTTP i 3 %

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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« #E0 R B B BYiR O = HTTP 6% .

Add NAT Rule

Title Create Rule for

WebServer Manual NAT

- @

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lot

Placement
Before Auto NAT Rules v
Packet Translation Advanced Options

Original Packet

Source Interface

inside >
Source Address Source Port
mylnsideNetwork ~ Any W
Destination Address Destinauon Port
TelnetWebServe v HTTP B
¢) riili OK.

{£F NAT =5 DNS Z5 i) FAlE iy

AT AL & Firepower JEUINYI 1 7% LU DNS W%,

Type

Dynamic

Translated Packet

Destination Interface

dmz
Source Address

PATaddress2

Destination Address

TelnetWebServe

L. BC B AN, W ARCE DNS B

BTN RE AT DA S JULAC NAT AU DNS 2rfg fN 2 R il shht (lan, &1 1IPva 19 Al &EHT
IPv6 [ AAAA ;80 , IEH T3 DNS &) PTR Id%) o A1 MBS 32 1128 6k 21T r] HoAh
PO DNS W2, sk MISHE Y TS A SEBR (. A, 5T MATART 32 10 25 6 21 e B 42 11 Y DNS

s, AR INSE B fEL A T

PLR 2 T EAE NAT #E0) L& DNS 55 1 Uk 3= 245

« Bk NAT64 58 NAT46, FH DNS HR55 2547 TAMBIN LS . 72T DNS 55 DAL
DNS A it GER T IPv4) Fl AAAA 5 GER T IPv6) 2 [A][1 4

Source Port

A
ANV
Any

Destination Port

HTTP

7S UG NAT B8 i b b B4 v 25

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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* DNS R55aAEAN, 20 S e N B, I HLe 7 i A 10— 285¢ 4 FROE S8 44 it A 2 K0 A o 38 3=
Hlo

* DNS 55 #s 75 W I FLLG H TP Sl BEAT WA, - AN, JF FL ™ i b i 435 ) P9 A 4T
R 55 45 ) 58 4 BRE 444

DNS E5 R
DL A& DNS 5 (1) 3 Ee R
*DNS EEAEM T PAT, A% 4 PAT BUNE TR A B0 AAAA 5%, 1M 243 1 () PAT
FU AN 7 o

CWUREECE T T8 NAT BN, 59558 7 H Aol iy, ANRERCE DNS B0 i A
5 B, XN AT RES AT A MIE A R FE . A, Firepower JBHETT AL % Ko f VL BT
DNS W2 P 1 1P Uik IEAR KT P NAT BEUAHULAC; DNS WA A S A SCHRAN st/ H Ax
Hk- 4 A A7 T4 7 DNS 5 3K 15 b 145 B

* SfR b, DNS 5 4E xlate 45 H M NAT B E5e e BRIk, SR i i sh A xlate,
WIANBEIERSE RS o A NAT e A R i)

*DNS FHAXTEE DNS S E BRIESA 5) .

PUF R4 T NAT JU A DNS 5 7R

DNS 64 B £ 1824

P BIRANIE TPv4 4% LK) FTP 4528 F1 DNS R4S 2% . RGAT 1 [ AMBARSS s B S e e . 7EIX
FEDLE, 43 IPve H /7 M DNS R4S #3iER fip.cisco.com sk}, DNS AR 4% 4 LS b il
209.165.200.225 1E N MR

T4 75 B T 7 48] fip.cisco.com fMURHB3E (2001:DB8::D1AS5:C8E1, ' D1A5:C8EI /&
209.165.200.225 [ IPv6 X 4) , PRI ZHCE DNS W88 s AT AR e . ASn )8 0045 1
] DNS k45 % 1A NAT BA450R1TH ) 935 IPv6e “ENLH PAT KU .

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61
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1. CASG0 GO
200 F65.200 235
DNS i %3 fEMEHEO LR A .

20916520115 : - _
FEMEMED LR . SRR —

2001 :DEE DT AR CIOF

(@) -’K

DMS B %
2 200.165.200.225
3] H

DMS sk
200.165.200,225-» 2001 :DBE::D1AS:COET \

B 2001:088:01A5:COE -2 zﬁmas.zm.izs|

e

(A \,
DMS b8 %

001 DEa:A
F AT BO BN PAT 50 §
209165200230

UK

S Ol FTP Rgs#%. DNS IRS52%. PRI 45F1 PAT 1) 2 9 25 61 %2 o
a) EPEXTR (Objects).
b) MWH Rk, Ra i +.

©) & XSEBR FTP R4S wsttht
JMLER Rar 4 (I, ftp_server), WEEEFEML, RJEHIASERR EAL IP Hikk 209.165.200.225,

Il &M T Firepower 1§ & E 1B 2549 /BF} Firepower BB HIECEIRF, MRA 6.1
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e)

2)

NESTI |

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host

Host

209.165.200.225

s,
i+ IR X DNS R4S 4% 1 52 5 bk
MBI G (Flan, dns server), EFEHL, AREHA TN 209.165.201.15.

Add Network Object

MName

dns_server

Description

Type
L:; Network @ Hast

Host

209.165.201.15

s,
R + JF o LN TPv6 4%,
KM G a4 (B, inside v6), LML, RJFHIA ML HEE 2001:DB8::/96.

1&FF Firepower i% & &2 2% #4927} Firepower A FAHIECEIEE, A 6.1
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Add Network Object

Name

inside_v6

Description

Type
® Network () Host

MNetwork

2001:DB8::/96

h) g,
) il + IS IPve 4% & X IPv4 PAT Hidik .
FM XTG4 (B, ipv4 pat) , EFEEMN, R LHLHEE 209.165.200.230.

Add Network Object

Name

ipvd_pat

Description

Type

-

'k__:' Network @ Host

Host

209.165.200.230

D iR
HIE2  Jy FTP fR4s 83 & 77 DNS 1M1 A NAT AE0) .
a) KL RBE > NAT.
b) s + sl
©) BlE L)@k

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1



$IE3

* ¥Rl = FTPServer (ERESUEFERHARAFR) o
* BIRMN BT R = A3 NAT,

<BRIEO = 4.

- BRYIED = W,

« FREEHELE = ftp_server FIZE R 52

NESTI |

* B E RO HBIE = inside_v6 MZSXT R . BT IPv4 B iy IPv6 Hihik I AT H] IPv4 ik A bk
Tk, I R G0 209.165.200.225 4 IPv6 X125 (K D1AS:C8EL,  FHVs NI 48 1ir 4% LAFREL

SedE bl 2001:DB8::D1A5:C8EI.

AEBRIRBUETR b, EFEEiR S AN TE R DNS B £,

Add NAT Rule :

Title Create Rule for

FTPServer

Auto NAT W

Status

@

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement

Packet Translation Advanced Options

ORIGINAL PACKET

Source Interface

outside A

Original Address Original Port

ftp_server b Any

d) i OK.

) DNS k4545 Be B 5 S NAT AU,
a) KUKIEFESRBE > NAT.

b) ik + 4

©) JLE LR E

* #RER = DNSServer (iSRRI HALLZFR) .

Type

Static v

TRANSLATED PACKET

Destination Interface
inside

Translated Address

Translated Port

inside_ve e Any

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i



[ TR

* BEZMM B X &R = H3) NAT,

« FB =i,

RO = HME

- BRYEEO = Wi,

« [JREAHIE = dns_server PHZE X4 .

* 3% fE B9 L = inside v6 LA S B THENRF IPv4 400 1Pv6 Hithk iy A ] IPv4 fik Akl
T, LRSS 209.165.201.15 #:34 IPv6 325 1K D1AS:COOF, FEus I 4% 1 4% LASREL
e HE 2001:DB8::D1A5:C90F .

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT ) Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside o inside
Original Address Original Port Translated Address Translated Port
dns_server e Any 5 inside_v6 e Any
d) s OK.

WA N IPv6 L E 82 PAT .
a) fKKiEF: RBE > NAT.
b) ik + 4l
©) RLE LN E

* #RER = PAT64Rule (iM% HIHABZFR)
B MM AT R = H 5 NAT.

< HB =

Il iR T Firepower & & & 1225 #9E%} Firepower BB HIECEIER, MEA 6.1



NESTI |

<IEEEO = M.

- BR9IED = 4,

« [RiAHE = inside v6 PIZEATH

« FEiR R R IE = ipv4 pat IZEXT 5.

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatic: y plac ed in Auto NAT rules DYHEITIEC W

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside b outside

Original Address Original Port Translated Address Translated Port
inside_v6 b Any A ipvd_pat b Any

d) miidi OK.

DNS [z Z &0, 5MER#EO LAY DNS AR 5525
T R AT AR HEE 115 1] (1) DNS leds % . 4548 fip.cisco.com 7E L T Lo K5 NAT B & 4K
fip.cisco.com SBrHLAE (10.1.3.14) FhA S A AE SN B INZE _F 0] WL W Hadik (209.165.201.10).,
FEIXFPE O, SR IR E S ] DNS WA, UEAE I 52 bR bk U 19] fip.cisco.com [N
F P AT LK B DNS kS5 #5 10 Sebrdtuhil, A2 mph bk

A EALRIEXT fip.cisco.com [KHBHIEK] DNS 153K, DNS k454K UL ik (209.165.201.10)
VERNZ o FRGET | H AR AR 25 A RS N, JKF DNS [ 52 il bl 5 46 10.1.3.140 WA 5
DNS W2AE M, WA FB BNl i A 3% 5] 209.165.201.10, 11 A& HA%ED7 ) ftp.cisco.coms

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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DNS fE %

DNS Ei {21
209.165.201.10 —» 10.1.3.14

Hp  ftpeisco.com
101314

fESMEpIE O L

FRAsSE R ;
209.165.201.10

®

FTP i
101314

130zl

UK

FIR1 Ok FTP RS AU L0 5 .
a) EPFITR (Objects).
b) MHFEEREMLE, AR5 s +.
) 5 X SEFR FTP R4S 25tk
Mg S g (B, ftp_server) , WEFEFEML, ARJEHASERR EALIP Mk 10.1.3.14,

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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Add Network Object

Name

ftp_server

Description

Type
(_} Network @ Host

Host

10.1.3.14

d) iR,

e) i+, SRJAE X FTP R4S 24 M4 a (k.
J ML S 4 (B, ftp server outside) , MEFEEWNL, RJEHA THLHEE 209.165.201.10.

Add Network Object

Name

ftp_server_outside

Description

Type
L':) Network @ Host

Host

209.165.201.10

P2l FTP 423 BL & 7 DNS 2501 # 4 NAT B,
a) KUKIEFESRBE > NAT.
b) ik + il
©) FE LR EtE:

* bRER = FTPServer (E{IEIEFMLAMLZHE) .

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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 BIZMM BT & = H3) NAT,

<IEFEEO = M.

- BR9IED = 4,

« RiGHbHE = ftp server MIZEXT A,

« SER B MBAE = ftp server outside 45X % .
EBPIETUAT L I, GRS MM TR A DNS B 8.

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement

Type
Automatically placed in Auto NAT rules Static i¥]
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

inside s outside
Original Address Original Port Translated Address Translated Port
ftp_server hd Any b ftp_server_outside v Any

d) fiidi OK.

DNS & &2, EH M4 _EAI DNS fRS525

N EIRANE LS L FTP IR 45 451 DNS 4585 RGUAT 1 M AN B SS 25 (i S e e . AEIXPPIG
BUT, N Y A DNS fR %5 25185 3K fip.cisco.com [FIHtER, DNS R %5 #545 DLSE frithtik 209.165.20.10
VE A WS o DR R S8 ARLE 5 FH P 48 fip.cisco.com AR bk (10.1.2.56), 75 EHC & DNS WA B4
CLIEAT a4

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1
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ftp.ciscocom
20516520110

RSO LR
10.12.56

DNS &8

B kb i 4% 4
10.12.56 —» 209.165.201.10

DNS EiE##2%
209.165.201.10 —» 10.1.2 56

@

FTP if®
101256

DNS &
101256
=°“
e )
101,227 L

UK

W1 4 FTP RS2G4 X5
a) EPIFR (Objects).
b) MHFEP B, 55+

©) E X SEZPR FTP AR 4 assthhk
TG g (B, fip_server), EFEEML, RJFHINILFRIHL P Hukik 209.165.201.10.

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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Add Network Object

Name

ftp_server

Description

Type
IC__:I Network @ Host

Haost

209.165.201.10

d) fiddam.
©) piihi +, RJE o X FTP M558 1540 i (ko
FM XTG4 (I, ftp server translated) , EFEEML, RJEH A LHLHLEE 10.1.2.56.

Add Network Object

MName

ftp_server_translated

Description

Type

(:) Network @ Host

Host

10.1.2.56

P2l FTP 423 BL & 7 DNS 25014 NAT #l.
a) KUKIEFESRBE > NAT.
b) ik + 4l
©) FE LR tE:

* bRER = FTPServer (E{IEIEFM LML) .

Il ERT Firepower i% & &R/ 2 | Firepower BRI HIECEIR R, KA 6.1



- BIBMM AR = [ 3 NAT,
KB = s

RO =AM

BeyEO = W,

[REiEHbIE = ftp server IS X5 .

NAT 451

« 53R R R IE = fip server translated %% %% .
AERBIRTUE IR b, kSRS AN AR DNS B & .

Add NAT Rule

Title

FTPServer

Placement

- . RIS AT
Automatically placed in Auto NAT rules

Packet Translation Advanced Options

ORIGINAL PACKET

Source Interface

outside
Original Address Original Port
ftp_server hd Any
d) riifi OK.

Create Rule for Status

Auto NAT . c

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

W

Type

Static w

TRANSLATED PACKET

Destination Interface

inside
Translated Address Translated Port
ftp_server_transla v Any

i&F T Firepower 1§ & EI2 3 #) /B F} Firepower BB HIEL Bi5m, MA61 i
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11.

#

RFXE

PUR =AU Bl BAE “ RGWE " (System Settings) Ui EF RGN E . XERE
ARG TR

o WCEEBYIINAIE , 5223 0T

« EEZKHELS, F224 70

* BCE DHCP k%5 s » 2 225 it

* fd'E DNS, 2227 01T

o BCCEEHOIP HuhE, 5 227 WU

s BUEBA TN, B 228 1T

o BOE LI (NTP) , 56 228 1L

© KRS AN (CSD) FLE Cloud B, 25 229 1T

BLEEIRIGETIR

BAANTEOLT s 0] LANATA] TP bkl () k7 7] % 4% 1) Firepower T £ B4 Web 8% CLI S i
ARGV A2 P A B RYT  (FJE, ST LARC U5 1) 2113 DUV AR vE ok B e TP Hitik 5l 99 (1)
£, CLE— D msmoRdr.

EE O WORH eV R E bl B AT RERA SR CBUEAE R GEZ Ah e WA 24 i B TP
Hhk g vsIe), JFHBCA AER RS H, NIRRT R G VT . AR RE R E
VI B, AR D

UK

TR KA AR, RE R REIRE > BRI E IR

iEFF Firepower 1% &£ B 1285 #9127} Firepower BB BFHIELEIRE. FEA 61



B =Escwezics

ARG T “REEWE” W, Rl BT ERiE IR

FU A 2 52 SCT Feiempeett il vy 1) 5 52 B3 . 5T Firepower W44 & BE2S (HTTPS Web i) 11
=, 1% 443; X SSHCLI S, %11k 22.

MAZ MR IR A TP i hik 5 3R s L AR R R UTES, DU m] DA 8 SR Bt
o

AR BMBRAUN, 3 AR b A P A
©),
WIR2  ZONE MG RN, SEAT DU Ak
a) ik + RS DU B
- EFEHUE T HTTPS it 11 443) 38 /2& SSH (3 [122)
TP ik - e W AZRENS VT ) REEI TPv4 o IPv6 &4 ok BN ML 3T % . Bfgw “AT
fal” ik, EEFE any-ipv4 (0.0.0.0/0) A1 any-ipvé (::/0).

b) 5 Add.

Be &2k HRIER
VAR EL G080 4y S5 BRI 0 PR R TR, T LI/ ) R o e
Ak DT A AT B ST LY ] A %

UK

TR RSB, RE AL RRIRE > BERIERIRETL.
wRELf T “REWE” i, A HRPHERIERRE

T2 g ARRE > I
BAERCE T A TR A 7 B HERTT R L E, AR Sa2H H S .

TI]RI N EEAR SR H SRR, R R E, RIFIERE DR E S
A RLRE HS T Bk B LU AL

=W & - UreEdE G LRSSk CLI I 4 7RI 284 B . {TH] show console-output iy 4> 1] LA
EHAb S I CEAREEEHLEE) 1) SSH & if A Rix e H k.

cRGHE - XU B R IEBIEIREINB RS H SRS 8. i+, EHEARLGH GRS s xt
%, SRIGAEF X RHE R A RE . I RAR S 2R R AR, 16T R IR S B EBRS R
X .

PR SHRTE (Save)s

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



mEoHcP Bz [

EE MR
B RGE H A B EE S
*5 RAGHEHBTEER

K= E MR 1L BR

0 emergencies RGATTH .

1 alert it T R T
2 critical FEE

3 error HRtE DL

4 warning R

5 notification IE AR RIS O
6 informational VEPSENEES =

7 debugging TH R K

)

AR Firepower BB IS ERG" B IO E (R MAZKHEHE.

Bic E DHCP AR 35 =5

DHCP %575 7] 3 DHCP % /7 bigPe (I P 25 il B 244, 1 1P kb, Firepower 05 1 15 4% 7] Ky i
PER A1) DHCP % /7 i fit DHCP JIR45 %% . DHCP JIRS5 28 H 4% 4 DHCP %% /i B Ak o0 2% 1 &

IPv4 DHCP & i Ad T #& 1 AEH 3G bk BIA R 4525 . DHCP % /7 i {si T UDP ¥ [ 68 L 119 B
DHCP AR 45 #8fsiWr UDP it 1 67 LR34 E . DHCP A4S 5 A2 BOOTP i3k .

DHCP % )™ S 2505 et FH T R 5% s B VR T[] — 2 N o BRIV 55 A 8 i 2 18] AN BE A T Tl et
a HA AL,

g2

TR AR ISR, RE AT RGIRE > DHCP AR5 856E% .
mReaf T “RgncE” Wi, KAl B i) DHCP ARSS 35

BT Firepower % & EI2 25 H B} Firepower BB HIECES R, A 61



Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1

BC & DHCP PR 555

I3

PIF4

FIE5

WMFEBRT OAEH FECE DHCP IR 2:F: 0. RS 252 8 DL R AR 25 28 ) bkl
IR EWBRRSS RS, 1 ARG % B AR b
©).
I E Bl E AR .
DHCP H )i & f#f DHCP 45 2%t ) DHCP % /7 i d2 ff Mg 17 145 2 # 11 L iY) DHCP & /7 i 3R 15 1)
DNS R 5528+ 4844 F1 WINS &5 a5 S W5, WEREJEEMH DHCP skichht, W4 B shid
B, HGEA DLk R T DHCP SRECH b hE AT 82 1 . R iR BaieE, T ATFa)E LT
FRIE T
a) WREMH AR E, A EBRBEMEE ST GEIRNATAMD , RIGEEREQPIERPEEE
W DHCP SRECILHuhE 4z .
b) WA ASIECE, B W R AT AN B E R, TR DL N AR X
HOR R IEFIFCE DHCP JIRS-#8 10 BT #2 0 LY DHCP & ) ity o

* 3 WINS IP #ihit . #5E) WINS IP $thiitk - Ni%H T NetBIOS £ Frf#HT ] Windows Internet 44
FRHR S5 (WINS) Hi 45 %% % 7 o 1 H k-

5 DNS 1P S, $Bh DNS P st - 137271 T-504 T I95044 5588 (DNS) o 2% 3
Fhl. G0 R ERC E OpenDNS A3t DNS e 454%, 15 fithi{EF OpenDNS. fithiZicl &%
IERAE TP Mk n gk 2 7 B o
¢) JHHHRTE (Save).
HATUL Ptz —:
o P W R A B4 T il DHCP IRSS2%, 3 sl +.
* EER I ) DHCP [R5 88, i ek iz B 4 se e i b (@),

e F e 55 s o 1«
* EF DHCP BR55 8% - 15 R RS 4. LA B AR SS 4%, (HESR AR, 20T AT
1k

o O - R 2 S it DHCP bk 2 11 . 42 V0 AT i A4S 1P Mok an R uigr 0 Lis
17 DHCP H45+#5, WIAREAE H DHCP $REH: 1.

o Hhdibith - FOVEARSS 28 i SR bk i 2 P R AR TP bk K YE (AR R i) o TP Huhik e
AT 5 vive 2/ B 1Y A e 1 05 R o 7 0 € 0 27 7 NS 1 | 121 = A 20| o =
EZIM IR A g b, I FFRE . 49140 10.100.10.12-10.100.10.250

BEXSHT R ST % s A n, BT A RS54 R T



msons i

Bic & DNS
B4 G5 (DNS) JR 45 B8 KIS - DU AT TP Sl eI 4 B it 20 0 AT . DNS 4528
AT TG B R, (LS DA B R ot Sl 7 .

IAME A RT LLAE CLI Hdi i configure network dns servers 1 configure network dns searchdomains
i S5 DNS FLE .

K

TR RSB D AR, RGN RFIRE > DNS BREFHH.
MRCAEN T “RERE” JUkP, WSS Hsh i DNS AR5 s:

W$IE2 frE. 481, 5= DNSIP it (Primary, Secondary, Tertiary DNS IP address) ', % & & 000+
i NI % = A~ DNS RS #3110 1P Mkl
BT, ST EDNSIRS A, BAFRRA L'e, EXMER T, Sl REs &S, &
A B RS
WL E OpenDNS A3tk DNS e 4545, 15 fithi{EF OpenDNS. s i i3l 20K 1E A1 1P Huhikfin
BRI

FIR3  {HiHI¥ R AFR (Domain Search Name) 11, Hi A\ 4% 1184, 441 example.com.
BB A I AR 58 B I =LA, B0 serverA AN/ serverA.example.com.

IR 4 L RTE (Save).

& I8 IP bk
W RAE A CLI 228 T, WIFEWIAG 22 S8 00 B ) Ok 10 46 0 B4 BRI R OC . IX 2 S8 U7 ) Firepower
WA LA Web FHIRI CLI A A fr il
W HAE H Firepower Device Manager B8 7] 5, & # i b1k R0 R4 SR B BRIAE

WA TGEE, W LA Firepower 84 87 HHL 88 01 SOX Lo bk . 88348 v] LAYE CLI ¥ A configure network
ipv4 manual Fll configure network ipv6 manual iy 5 255 BRI G . Bk, Sl CLI fid &
BRI, W DK A R R E A A H] DHCP 24 Ipve HBILE

>

ERE WCREECANTER AL, WO U, I S ST RN, RLARRE 250K Firepower
BERA BEAS IO VT ] S EEPNER R . OB A R AR B 25 e ]

UK

TR AR R AR, RENTRFIRE > REEE IP #i.

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



B esgsxnz

mRELM T “REEBE” Wi, A& HxPRREER 1P

$IE2 EESEHL. T MEELE IPv6 BTS UL IPv4 FI/BE IPv6 [ 5%,
DR E ZE D —HE . KW E ST 7.

FE3  AEHRTF (Save), IVEL, K5 AEHAE (0K).

EEREENA
AR ML
A LLZE CLI H 1] configure network hostname i 4 5 e EAL4

EE O WRTACER PRGN LA, R e LRI AL, AR 2 RN Firepower B4
BRIV IR o R R R B

UK
TR R R TPAR, REATHRRIRE > ENATEEL.
WRELL T “RHEWE” I, Rl PR ENZ

BR2 WA FENAL.
PR3 SHRTE (Save), [, K5 sl 4R4E (Proceed).

fic & M 2% B (8] 1+ (NTP)
R R 24 T DS ONTP) I 45 98 A R 3R 6 b XML, NP 5 B0 7 e B L,
LT UG DL TR SEMAT S, RSB NTP, YD WR NTP b, 25244 51,
o
SN A PSR, AT RGOS E > NTP Hilk.
MRCLRT “RGRE” SR, WA i NTP

I 2 {E NTP BR55250F /8 (NTP Time Server) H', EFMHE A ORI CFal) IR ARS #5314 & AR I H]
AR 5545 o
« BRI NTP B8] BRSS88 - WR G ReIbIE I, WIARSS 837K 2 Bon T NTP IR %545 4 FK

Il R T Firepower & &£ &1 250 2%} Firepower BB HIEL BIERT. WA 6.1



HBREaReERE Cs)REcodgix® [l

s FEHN - WAL RRILLE I, W NS BEATH () NTP JIR 4545 1 56 42 B 3 4% 5 1P k. 441
1 ntp1.example.com 5 10.100.10.10. U1 REEAT 24 NTP Ilk454%, 1H AldiiRmin s —4 NTP i ]
BR 55 88 T i A Mk

B3 L RTE (Save).

A BERLEERLIFH (CSI) ECE Cloud &1L 1IN
FYCEI RN £ A (CSD) FBU 2 ISR L.

WA A IE T Firepower (1) URL L8R AMP i 5 IVFAE OH TSSO RS) , RAS
B3 Ja X e hae gt a i s, DR CSIRRITFR NG . (Had, B0 DA B 5 L0 08 ik 4 )
k=

UK

TR KA R, RE AL RRIRE > TEIRBEEL.
MR CEAT “RgrncE” Wi, KKK sE AP a2 &R

P2 FCE LN IE:

- BRBENEH - LVF RS H AN T AU URL $odl, X S840 A S A 245 S
RYURE 30 At — SR, AN R R AR HOR K. BOAS A SR @RI &+
IR, JF HAEE IS AE 2 08, 05 W M h RE LASRAT BT i) URL £ -

* @33 2R CSIEIBRE URL - X AEAH URL 1 JEEHE 4 A5 S A5 2 8 1) URL, 775
AR CST A R B o WIR AW AL 5 BRI TRI BRG] R [P B, WAEARYE URL
FAFIEFEVT I ] . 50, URL 3L ECAR S RIS .

PE3 LR (Save).

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I
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12.

R
2]

ARG ER

LUN E A RN AT R BT 55, 90 G ST R B e & i R B R 4
o ARERAFRERT, B 231 L
© BMFWKE RS, 236 1L
s BT HBIARS, %5239 0
© RGUMPEAR . 5 240 1T

o AN ILRVE TS, 5 247 0T

= -
BRI EM
RET L2 RGO EA R GE AT I SR . LT 32 4 o] 22 X S T

B ARG R E
ROCU AR RIE SR S o RDRTIX MR PR SR AL T, DMSE1E 19 52 2 e o 1 B
fi B

RGTAUR BB A
Firepower BRI A T L F 5 e R 8k 2 R 45

BT Firepower % & EI2 25 H B} Firepower BB HIECES R, A 61



ER R

H
oy
b

PN ESIL
ERIUHTIRR, R} Talos 2245 REFIFST /N (Talos) e AT AR B BBy, DUET15F
Ao IXEETH 2 RN NAZ R F0 Ak B 45 0 DU A FH 36 0 ) g S s
AR D) E TR A4 R BT A N AR D) R AL B2 R OU) - LA D) g s DR A RS 5 R
MNZRMEEE . y4h, MU SE R v REMIBR LI, L BH R AER N AR &, THE RIS
1.
AR NAZ RSB T S e, T A T E .
NAZ TG B T AR K, T DL 76 W 48 A ARG AR 30858 N B s S

IR E L EHE EE (GeoDB)

SR R 2 A B0 E (GeoDB) A5 5 1] 1% i TP Mkl SCIC () s BE A () 4n [ 5% /b I L 3l
ARFRD FEBA CHE (Pl R IR S SR . dka . &R .
GeoDB HUBM BN &\ RIS JT G S, RAESFFIXLLAE B TR I 2 ¥ o) 2% e
1P HbbEAH DG . A8 ) AASE FH b 3 5 7 50 1 A U e 42 SR PR 45 2

HHr GeoDB Jrit IR TR T8I 0 s Il 1 75 2 30-40 73 8e AR GeoDB B A rh
WA HoAth R Thfe CRAS IEAEREAT I B A B B S RAT IR i 2 o5 R e ot
Wo TR, HH BRI — .

RIAEIEE (VDB)
MRHRIREAE ZE (VDB) (8 EHLAT Be 2 2 A i) ORI, DLAGRAE R GE . &P i AN FH 2
JPHREL. Firepower R40 RS0 S iiA G, BV E FAR € F LS4 BN 4% 52 21
XS . JERL Talos 22425 BRI 55/ N (Talos) 7€ 3 & 4 VDB T8,
SECH IR VI WS B 75 PR ESS T) e T X g g o ) LR . 18R] A R AR AR e A B I i A ) 22
HEE B, DU REHBFRAR AT AT RGATF LI 2 . — ik, K W2 b i = 1LE R LA 1000,
BRIV ET A S5 H BT BB B 7 (R R BURT ) (o)
TEHT VDB Jo DA B RO S, A BT S B 1) N A U 4% AR A R G FR AU 3K

B ARGEIEE
T AT 2 I, T R ARAT RGBT MR SRl ST R s . Ik, RE
B B 25 HE R IR
T34, RE AT LA E THRIORE SR 2NN M e 5B . ol TR e SRl REAR K, B LU e A%
HEAE P 235 30 20 (1 I ) 1EAT 5087

A

ER DR AR, RERTRE S AU S i N R A ) R 2%

FHiaZal
N T G R AT ) SE SO AT AT AE SR, T SR O A B e, T B R I S

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



oy
b

weuuzEr I

UK

T AP AR, WG sl B MEPNERRE.
VEIREATIT “B08T 7 (Updates) BUIHT o 12 UUIHT b A JE Sk A/ B30l P 10 2 i RAS - LA R A Hodie
(¥ 8¢ i ST H SULRTI ]

T2 BT, A dnZ S R S BN
FE R BANN SR e, R GEes B H00 B s BBk, DUMERSTR A BB £

PRI iR BERCEE MBI OB R, AT U R A
a) i AR AR R E B R R ORI, W R R (Edit).
HHE e R STV R ST o SR 2 e SR

b) BE BRI )
< HOFHR (REH . REAESERD S
o 0 TR A R SR, A AR LelsE AL H ST SR
o Ay BIThA BB KN 1R)

©) AiifR7FE (Save).

ER WA ERE R, U R SRR AT TV RN HE SRR s R %
Hl.

F4% Firepower BB B EN 2R 4
& LAFE Firepower J&UWMSI AR AE T T I 2236 T 2. DA R AP BE 18 1 R 48 CL/EIS AT Firepower
BB A, BB EATIER .
A AR P T EE T UG T & BN ASA TR AT 2] Firepower JEH M7 481 5K F o
Fria Z 8

WHRHEE AT T, IS B ER G ZIES PIRTIIE) o I FL, AR R e,
RGN SV HITH28

SR JA, T4 Firepower W& B 288 o EFFGARIERT, ANETF KU E
TETHEATR], T SO s o

pUK i
LB SR RS I E I T %%
a) %5k Cisco.com, P#EIFZML%.,
AR IBIRASE A TR SO (CSCPESERY sh) o B2 FEAR S BRMAEE S S miG.

i&F3F Firepower i% & E32 3 #9 /2 £l Firepower BN FAHIEL B8/, MRA6.1 I



o

| R

* NG R T IEAEIB AT T G ISR HE AR

b) RGeS E EE TP Mkl n Bk HTTP RSG5 45

o, BT LU TETP B SCP M &% fF . W REIERE EIRIEINL —, TR SCIFIRAE SRR L

SRSk 55 4% L

$E2 Al admm FH P A RN, Sk SSH 2% P i 5 3 48 B TP Hiudil:,
W, eI LLEE R “¥HE 7 (Console) i I o

HIR3 HiN expert it V) i) L F A

> expert
admin@firepower:~$

LA Ki21T Hk (ed) N /var/sflupdates/.

admin@firepower:~$ ed /var/sf/updates/
admin@firepower:/var/sf/updatess

SIS NN HTTP AR o5 R 3T ot

sudo wget ur/

fian, LAE 4 Al M files.example.com HTTP k5521 ftd SCAJE T 2 HEAU
Cisco FTD_Upgrade-6.2.0-181.sh FF 23 A tH T sudo #r & {EARH P MigiT,
s MELZRE TN admin Z505, A REPITZAT %o S0 FHETEL.

admin@firepower:/var/sf/updates$ sudo wget
http://files.example.com/ftd/Cisco_FTD_ Upgrade-6.2.0-181.sh

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

Password: (enter admin password)

Connecting to files.example.com
|*************************************************

RR R Rk kb b b b b b b b b b b b b b b b b b b b b b b b b b kb b b b b b b b b b 3k kb b b 3
R R R R R R R R R R R R R R R R b E I E h b k3
RR R Rk kb b b b b Sk b b b b b b b b b b b b b b b b b b b b kb b b kb b b b b b b gk b b b 3

R R R R R R R R R R R Ik R I I

. (remaining output omitted)

W ARAE AL HTTP g5 as, WSO EH] titp 5 sep v

TIE  LRTIRIT
sudo install_update.pl/var/sf/updates/filename

[l &R T Firepower i & E 123589 B F} Firepower BUANBIHIECE 15/, MR 6.1
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H

weuuzEr I

pais
¥

TRALIRAE A 2 PP AL SR [ TH RSO e BE B AR 00

admin@firepower:/var/sf/updates$ sudo
install update.pl /var/sf/updates/Cisco_FTD Upgrade-6.2.0-181.sh
(output omitted)

TR UM, ERIRE M. LRSERE, RGUR AATERRD).
AR RETTEL 30 43 B K H].

WIE8 AL RET L 5E K.
] admin B Pk P FUERY, Gl SSH & dii Sk ok B HLIP skl . BEIE(S BEFE—1T GRseidn)
Hrp W BB iAo Bldn, DL H R 7s 24 FT 1) Firepower BB fHI A 4y 6.2.0-181, L7451 14
SCAFAHTT . show version i 2t ] B R KA IRCAS B

Password:
Last login: Fri May 6 14:42:18 2016 from 10.152.242.234

Copyright 2004-2016, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Fire Linux OS v6.1.0 (build 22)
Cisco ASA5512-X Threat Defense v6.2.0 (build 181)

>

EHTIRGIRE
TR e 26 6 SR A6 L BRI SRR . TG T th BRI B S 5 4 52

b oy
£

FELLR SO, SmT DLE R R e 4%

« BURE RGN ASA AL Firepower BUMI AT . ToHH21T ASA WHE I B TH iz
AT Firepower JZiHMS7 fHI R A () e 4 o

c WAIEATIE 6.1.0 AN Z BTG, T EETT 243 6.1 BUE A KBRS, JFEH] Firepower
B BT I B Wt o JCVETEH] Firepower 5 B AL TFE 6.1 A Z T8 %, SRS FHUIHLEIA
AR

s WA TCIEIER TAE, BRI E P 22 R
A R QA FFT MR B A TS S, TE SR IR TS I S 1K CEDBTG SR 4S4 58 Firepower
BB SR ) 8L (Firepower BT EPUENTTHR ) o WA Fi&Ser, 15V http://

WWW.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html.
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B snfmEzs

FINFRE R

N

T DA AR GERC L, IO TG DR 50 A 5 0y P s 2 45 I B P M S 4%

A6 B RS M R FIS AT AR IR RS (KRR, A B & 0 R B B % b o TE 20 T 44 A
WL RRAE Bt 2 MBI E . & SO S — PRl e M B, DTSR U T S

R

F AR B IP M RCE . B, R RSO, A AR O EIA P g Bl . X AT
AR DR OR A0S kb T A A S5, O ELIE mT LR G 9 B FoAt e 4 B S IE 75

O NEFERE, AL REYA . WRFGEE RGO EFR R, RIaA e
AR AL

FEAAR SIS BOE e BB 5 o AR O IR AN BE SO, (HUn] AR S FIaR s . fER
| P2 e o NI

“H A" (Backup and Restore) BUIHI F#AE K 51 R e b o] AP AT s A0 BIA, WG &40
MISCrE44 s B H AN [a) R SCPER AN e & 2R (T3l PoE s ITE) BUE s R el diz &
R EAS (77 O A

WO RIAERG T OIE . BRITE) PRI, JRR NI R 2k 4 b, DR
PRAT IAE VAL P i ) 45 L AS o

DA R 2 U ] B A R S R A

SRR R G

T DU 7 ZER N TR 4654
g2

MR R IARR, RE ST R AIKE” HET I ERRE.

VR FTHF “ &R (Backup and Restore) UU[fT . 4% 0K 51 H R G5 bl F K1 BT AT 4470 il
Ao

Wk i Feh &4 > SLA&ER -

BN BRI 58 AR .

WRYEE LU AT &0 AL BIAT) 0T LSO st Rl (Schedule).

ML BN &4 (Back Up Now).

RIS IR B 5EUn, &0 EoRERS . AR5, ERIDE &0 EIA TR E R
GEIEALE R LA Cndd)

WOy e, BRI “ & APk E” (Backup and Restore) Gl .
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snnngzs I}

A FER B &40 RS

BTLLRCETUE 5 43,  DMEAERE RIS € HIAIN R 26y R GE.  FUE st — R PEgifF. Wik
LR ORI LUE I QI &0, THECE LRy, AR TIUE 4 40

ER WREMN R TR, T AR %R R IER (Remove).

UK

TR S RSERP T ARR, REAE R AkE” METEEERE.
PIR2 Kk AETREESR > itRIEH .
R ORI, E R TE &R > iR
FIEI AN BRI (58 e %) .
IR EFEAA I A )
WIS it Schedule (ZHE) .
LR H IR R BARS, RGEPAT RO BRGSO L kg A .

WE BRI E DT
S5 T L BRI A RS I A0 R B, ST AR R TR RT3 I A
I B T R IR AN — LB %0

N

ER WOREMER IR, g R R ER (Remove).

UK

TR BRI, RE sl R ARE” MERNEERE.
TR2 Kk ER > BE.
IR CRCE AT &, KR B R R R > 4RiE .

T3 MARH ARG 5 A TEID .
TERA EPESRR AR

G B - PRI RGURAERERAITIUE N TR T %477
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B snfmEzs

8 &5

N

G - EEAILRY H AR . RGOS BTk AR B T0E I T AT & 0. Bilan, #nk
B EHAE AR —. BTN 23:00 CF4 11 &) 34T

8 H - LA H IR H A . RGUR S BT AR ) PUE I AT &0y Biltn, &
S L HAERE H — (1) B 4 (15) AR =)0 (28) HIF 23:00 (R4 11 £ HHT.

M RTE (Save).
YRR H AR [ 2AR, REFPIT R TG, FHIERM RS HIH.

JRSIPET R R S AT 203 LB S s B v R 1

BT LRI 77 B A o R AT B I S RIAS, UG EARZac iy, A REHTIRE .
FEWREIINE, Rt sea AT .

a2

w Oy AN B TP bR E . DL, RO SO, A S A O RIA o g Bk . X R]
AR DR S0 it B B A (KA S0 i AOR B, b S mT RE MK AL T AN [R] W BOH AN ) e 6 1)
[

UK

MR R AR, ARGt &R HEPNERRE.

BERPEFTIF “ 240 FIYk &2 7 (Backup and Restore) GUIH o &A% H0Rs 41 H ZR 40 ] H 09 T A3 BT 4540
NS

WS H 1540 51 R HP B B R A& O AR, TE RIS R > RIBE, IF Bz EIA

RSB  ER (5)
BRI . BOATEOLT, RS REUR MR &0 mIA,  (HRE0T Lok e e & Iz A RR & 47
LAOR B SR RIAS, SR PRAREEBEAT IR

WESE)E, ARG TR,
FERSIEWIEAT )R, rGhERE M, P& N E.

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



EXI-EV A |

EEED XY

ERVEB S I, 20 U FIAE “ & RIPKE " (Backup and Restore) TUIHI. 443 Bl AS AN 2 TE BE 4
REE . M LR ) R IR B O RME R, ZRGUR N BR S 5 B4 40 B AS DU A 48 8T 1 444y
2 ] DRI, RN e A B A A0 SC A, B R R AT S A B R B (PR 5 1 o

BT BLIRAT BAR SR B A R AR -
SRS TR AR - BRSO N BB AR, 3 A SO R EUERR (). AR
Ji s AEBIRTRE SRS B2 A SCEAT A
< BRSSO AL B RS - WER B B P ANEE AT s 0 BIAS, Uiy 4 > 35 32 44
T ARl FAL S AR5 BT HRAT IR AL
A

R WG A ARSI RSO LG, BeAh, IR AR G I 4
AT 10 4>, RGURMIER 5 I SR RIAS,  DUE AR IR SOPRRE t2s1e] .
2 ARG AV (KR AE AR B 1R S0

TR - ERE S EIAS, RS E RS (). RGHERRIIRATTH, KR 5E
R EORT RS AERGIEF BTG, Bl E .

* MR A5 0 SO - 0 AR TR RN S Ry, 1 Ak S R L (©). IS -
MR, WGV MR & 4 S

EXI=FIEY50

WRIENA RGBT AT, 1A in] ) AR 4 R M, 8] DA A 3l ik e% . R Ziidit CLI
A8 ANEEIEIT Firepower 4% & FL 48 5501 0 5 % £

UK

S A SSH % i ] JF48 1) 5 B 1P Muhb i3 #E, (8 HAEC & CLI Uy i) BUFR (1 7 44 %6 % e % CLIL.
5140 admin FJ P 45 .

L2 i reboot 1S,

i

> reboot
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|

R GAUEHERR

LAUR BRI R ARG R HE R AR S A RE . A SR € DIRE (s il EAT wieba HE R (15
B S AN I BRI FEY

FF it ZE Ry Ping fn %

A

ping A& —Fl ] iy &, AT TR E R E LR 15 AL TS S IRAS DAL AT 2 i Wi N o IR R
HEREH AR AR, AEBR AT I oAb SR mT fiE 2 LRy s SRR AR it i e i o e 6o 45T A
R CLIRAEH] ping fi %o

a2

HTRGEAZ AL, Bkl T ping bk 0. DU EH IEF a2, DUEIREK
W, B, RGN RERS I AL L 1 2R RN nTUE RSS2, DRI b 24
ping system iy A& HE . WAl ping, DU 2 BE A5 10 Ik B0 Ps 2 1 U5 ) Mok, X AT REAS
SFRIFHF S5 R

1EH ping T ICMP £8s il aliE e . i RIE I 4545 11 ICMP, 1] LA TCP ping (I T8
#1 ping) .

LU A& ping P48 bk 1) S5 Bk T,
B B EEiE O ping HE

i F] ping system 7% .
ping system host

FHLAT LLSE TP Mtk 5558 4% fR e 344 (FQDN),  #141 www.example.com. A [r] J- i £ 42 11 1F
T ping #-4E, R4 ping WA BIATIEL. ping #RAFSRREEHAT, BRI Culve Btz ik,
i

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=4 ttl=242 time=8.40 ms
~C

--— origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

>
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T T |

{EARHER, BEEHEZO ping Hilit
i H] ping i %o XA RGE—BAe A H il AE EHURIES e PR3 2R 40 15 1 % == Y
J7aC, P DU 6 5 S0 e AT I
ping host

FEE NI IP Motk an RS F1E FQDN, {4 ] nslookup fgdn-name iy 2 >KHffi i 1P Hudik .
.

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

A

AR GTLHREEN . ERVL BN R KL BT B R
£ CLI AT B4R /R T 2 2Rl RIE T

1B E 2R O ping Ml
p R 1 e i LR, AT pinginterface if name i o 5IE T LUE T I
LW D, HABETRE R HHE .
pinginterface if name host

FROE FHLI IP Hohik . an A J3E FQDN, w1 ] nslookup fgdn-name fix 2 >KHfi & 1P Hudik:.
il 4n .

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

BT Firepower % & EI2 25 H B} Firepower BB HIECES R, A 61



|

£ TCP ping, @i3#(#E#% 0 ping it

{f ] ping tep 74, TCP ping Ki% SYN ¥l tu, W HFrAE T SYN-ACK #ifa o, WHAA
ping HUAF T B,

ping tcp [interface if name] host port

s de € LA TCP i o 4 AN 403E FQDN, Al {i 1] nslookup fgdn-name fiv % FHi &
IP ik,

T LB e, Bl ping MY O, MAEH T &% ping 1980 . 163 ping 18 0 Al FH %
2.

TCP ping &% SYN #flitu, S HbrAIX T SYN-ACK Elitd, WHAK ping BUE T k. 4
an:

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

A

AR LT LMEE TCP ping M BRHEONUE AL, 78 CLI TPfd il 3
BhE7RAT 2 2 W] LT

BR R EHLE% R

TR AE 1) HEAS TP bk A I FE B 2 )@, n] DABREE ML 1 DA 2 X 45 B AR 2 75 A7 )il traceroute
) AR 7 20 A TG R 1 ) H R 0% UDP £0ds €5 ) B i &% ICMPv6 [HI .. Gl AT B iy
B 75 L ICMP Time Exceeded VRN, FF 1] traceroute R %45 . FEAT SR =AM

P, DU TR AL B =LA 5 B R . T LU ki & CLIEH] traceroute.

N

AR mE o (traceroute) ol o R L B D (traceroute system) ERER I A ARG 4 . 1
- MEHERIRI 2

L] T i R R R B R e R

WmHLHFS iR

* A I 30 B PAY AR A 3 00 P W 1 o

nn msec B AR R KA IR IS 1) UL RD A B
IN. Teidivi ) ICMP W45

'H TeiF Vi ) ICMP F L.
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R HERR

WMHFS 15 BA

IP ICMP P Ik o
1A BHPEZE I ICMP.
? A1 ICMP 45i% .

B RS O R RS
1§ F| traceroute system iy %> .

traceroute system | (1]

FHLAT LU IPv4/IPv6 Hihik B 5¢ 4 e 144 (FQDN), il 41 www.example.com. i 40:

> traceroute system www.example.com

traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets

1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms
10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms
lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms

04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms

wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187
rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms
rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms
sbb-gwl.example.com (172.16.16.210) 7.390 ms 7.548 ms 7.653 ms
10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms
11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms
12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559

2
3
4
5 wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms
6
7
8
9

ms

ms

13 dcz05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms

14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms
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BT EEE O IRER S K
1§ ] traceroute 7% o
traceroute [ [7]

FRE EHLIG 1P Huhik, a0 AL %0E FQDN, w1 4] nslookup fgdn-name iy %A 2 1P Huhk.
i

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225
1 10.83.194.1 0 msec 10 msec 0 msec
2 10.83.193.65 0 msec 0 msec 0 msec
3 10.88.193.101 0 msec 10 msec 0 msec
4 10.88.193.97 0 msec 0 msec 10 msec
5 10.88.239.9 0 msec 10 msec 0 msec
6 10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec

IR e LU eI AR RN AR e, iR B E
traceroute Y ) TP Hhlk sz O . 4 CLI FE A FEBFERET ? & F v 1K
TR

HEBR NTP #(f&

ARGEEN HER —SORIER 217, IR RSB ESE S PIMER AL B b DA
U =) ER IR TR HMS (NTP) IR 55 a5 KA DR AR ST 4R 28 BESRAT AT (1 I R4 U5

WA ELER K (AL 3 i Device) W4 NTP fRSS#s RIEEERRA . a0 FUIRES A 3 1 sl b
o, UL ST E MR S5 s AE AR ) o RO ) U SR A A O — AN ) D, 5%
LN R4
* B4, {R{E Device > System Settings > NTP '[it & %2/ = /> NTP i %5 a5 . ALK E
20 =/ NTP g5+, ARIXAEA ] LR = n] FE 2k

IR BRI IP Hulik (7F Device > System Settings > Management Interface "5 X)) 5 NTP
JIR 25 2% (B AFAE I 248 R A

ok s CLI, JHi H ping system iy 2 1K-5 54N NTP 4578 < (A& 5 A7 45 4%
« Gk CLL JHEH LA fir K0 A NTP JIr 45 2 KPR A

show ntp- iy & W7~ NTP g 254 24 B A LT HIPE . {H2, Firepower 45 Hldy
PREBRIRZS A ILARAS B nHoRES, B DA & 1 /R A ACERRIRES B 1) 5 7s vl e AP AE
A= H T .

system support ntp- Ity 245 show ntp 1% UL br#E NTP i34 ntpq (i 210 % 1E
NTP Whisrf) fdarih . W T EA NTP [0, il a4

Ak “ ‘ntpq-pn’ ML Hoy. B, RERTRESTE RIS A

Results of 'ntpg -pn'
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T T |

remote : +216.229.0.50
refid : 129.7.1.66

st HE

t cu

when : 704

poll : 1024

reach 377

delay : 90.455

offset : 2.954

jitter : 2,473

TEABF, NTP REERATH + Fon B —ANEEREANE . LIRS * FoR1ErH i
M/ PO RN

NTP ~F 4 25 (NTPD) A AR A5 A b (8 )\ A Gl g sh i 1, JFiE s —Ansl, K5
Hi IR R e A 2 R AR IS e FNEE R KT 2E 4% . ARJS, NTPD 2xfiE AR ER R (fith
B R AR AR IER ) o WRERSER . ARG a4 ) 8T 5 — i
AN E AR, WD P UK SEIR o T, I HEAR A — B 15 A2 58 ke

I i 2 MG 35 4 B R O AU I B N R AR R P, 3R] BE 2 i B/ IS I PRI 1)

A

F® Wifrefid /& .LOCL., WJZRBIXEEARE — AN RGN A I 2, Bl e JUEH
A PR B I ] . R BT g RO 45448 J& .LOCL., W Firepower ¥ £ & 21 2%
UEZOK NTP S ihr i CRIAIZ) o IREH FIFUET, NTP llH ALk

¥ LOCL.AE1, w2 M E &/ =Rk 55 4 1 s R BT e «

5347 CPU FnRAEERE)
BRFEA K CPURM N HE I ARG S, WKIRIEFEE> RS, K5 CPUR “ A7
FIEE . XU R B RIE T CLI /£ show cpu system F1 show memory system 7y 2 WAL 115 B .

IR K CLL, 3 nT DU X 28 iy & (R A ARAS B 5 ARAS o 38, AT A DUAF A KN )
FREER IR BN, B 22 ARHEOR SR Ly (TAC) Z i, A ERIER . W FZ s B HRE

A\

e, B TAC N LUERE

PUR R R LIRS A I — 282 i . ST LUAE Firepower BIMIAEIN A7 2 2% (L4 hitp:/www.cisco.com/

c/en/us/td/docs/security/firepower/command ref/b Command Reference for Firepower Threat

Defense.html) H 4k BT X L4411 B 2 PEAN{E B .
* show cpu /s Edls 11 CPU i FH .
* show cpu core 73| \B 7R 5> CPU #% /0o I HI - 00 o
* show cpu detailed 77 ABREA L0 SR BT (1) CPU A I L
* show memory 7= 245110 A AEA3 FH 1 Ot

Pt

B ORHET (CESCRIR D TRESEAEH] cpu B memory iy A B BT B ILALTh BE . X 2L Th A

Z= TAC Z i ftiH o
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R HERR

R0 F S P REE . B0 LI system support view-files iy 23] JF R4t H k. AR & &
RHEARSZFE L (TAC) Mg ) N A FH iy 2, DA ARATI 35 B S8 AR it 9 BRI B A A
H&.
A AR R — AR IR B H A . AT DU AR ) T R 3
s T O H ok, BN Z B SR A BRI Enter 8.
s EUEPHRE RS, IETERORT RN s KRG RGBT BN A4 . BN SEHE AR,
HHEEBER IS KNING . IR BRHERRAD, SR E— IR KHE.

« E5 3| --More-- I}, &SR N —UHESH: % Enter U AH F—PMHELKH. 2B
HEKREE, AR TRY., -More-- 174 Won HGE KN OB 0 1K/, anRA48
FAEEBANARE, EEA Cul+C X AEHEESS.

BN b IR [FISERLR I 2

T AR ELOR KR H AR ST I LU A SIS INEEi &, & 16 tail-logs 4 1M1 JF system support view-files

PANA
T2

PL R 7] W s i 5 cisco/audit.log XA, %SO TERER R GG k20X SUIFBIERH G THEL )
=, RIS T H SRS
> system support view-files

===View Logs===

Directory: /ngfw/var/log

—————————— sub-dirs—----------

cisco

mojo

removed packages

setup

seshat

connector

st

scripts

packages

removed scripts

httpd

——————————— files———=———-—---

2016-10-14 18:12:04.514783 5371 SMART STATUS sda.log
2016-10-14 18:12:04.524783 353 SMART STATUS sdb.log

| |
| |
2016-10-11 21:32:23.848733 | 326517 | action queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log
2017-02-13 23:40:30.858198 | 903615 | ev_stats.log.0
2017-02-09 18:14:26.870361 | 0 | ev _stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev _stats.log.l



2017-02-12 08:41:00.478103 | 1024338 | ev_stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev_stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)

> audit.log

2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,
2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

<remaining log truncated>

B 3Z BB HERR ST

FEARAT AR I, SRR SCRE Pl (TAC) A B T REZDREHRA R G H G R . R85 B nS # )
ATE Wi . TR WA, BRAREOR XL

DL R RTS8 T T R T RS I 0

pZ 3 I T e L IR

P2 (EHREHIRR T, AURER IR HRERIEKROEE G RE AT CeE R .
RGUKTHRE RS W SCrE . BmT LUFe A, PR RS BRSS9z ER e Ja . K
RS R TR SO H YA TR) A2 %A

T3 MSCHER e, U R R R
ARGURAE I ST A IARUE N, RSO R AR

AERNEEES

PN EEN A RMERAT, BASEE AT . X L A ] el B e o & . (et
AR LR |, VR DR BE & AT 1 27 P A 4R I 2 iR 55

FEARMFNITIE B IR 2 (8] 1]

T LS A HE Firepower W55 B4 (HEATE R RA D MEMEIH A DM &S, Wl IEH
Firepower & FL FHCy 20 %% #6528 UEA I PR T AV H . o SR B0 ' AN A2 Firepower W45 15 BIL 4% <7 FF
Dife, BT 2 Firepower & BE UL HE R RLBEFI A0 AT D BE, 8 AT BEEf FH s RE 8 BRA
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B  enwmegeas

FiA, FEAEEWRT KRR N s Tk %, A ] Firepower 5 BEHH L o

TSR AAEAS MO R R B A4, TG i BB 2 e A o A0 IR FRD) 4 2 AN MO B2 Y, 33
ffiiA Firepower 150 £ A% A2 J5 1) P 0 B 25K

R VNS ESSRR IR E, SR ARGWMEBOAICE . (H2, EELIP bR LAY OR B AL

FriEZ |l

WERCYEM T80, Rl WRJa 1 TR S REVERTAIE, WA 208 1 Firepower ¥4 F7 HHLAS U 1 At
Beeh, A REVIR BN B HOHE M B SRS AVF IR BT A D BEVF ATHE . A RN
VEMF e, IXSEVF R IR CRAF 2 B4 IR REFCPHE B TP K BE a6 . THSINER LA, o 54 1L,

L1 {HH SSH %/ um] JT 5 IE 1P #hhb i%ss, i B NCE CLI Ui AL R 1 42 8 5 % 4% CLI
5141 admin 44 .

BENA O BRI R B, IS IAT DU A

a) ICUESR Y RTAL T A A FEAR R 2 R o

N
g
N

> show managers
Managed locally.

b) L IR B A
configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} regkey [nat_id)

o

* {hostname | IPv4_address | IPv6_address | DONTRESOLVE} 57 & B It ¥ £ 1) Firepower &
LM DNS EHL4Z B TP #ihik (IPv4 57 IPv6) o W1 Firepower &5 3 0 AN S B # w] ik
[, E{H DONTRESOLVE. 1%{fffl DONTRESOLVE, WL nat id.

* regkey &[] Firepower 45 B P /Oy B4 I il PO ME — 5~ BESC AR I B

*nat_id FE{E Firepower B #0055 15 2% 2 0] (1) AMHAURE Hh A F 160 ) JE 2 B A/l o i)
THL4 % E A DONTRESOLVE, I A LI IH .

Blhn, A 192.168.0.123 AME R ZE FEIRS, JEM A seeret, 1EHMALL MR

> configure manager add 192.168.0.123 secret

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before switching to remote management.
Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue [yes/no] yes

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

[l &R T Firepower i & E 123589 B F} Firepower BUANBIHIECE 15/, MR 6.1



> show managers

Host :192.168.0.123
Registration Key HEE
Registration : pending

RPC Status

R AEPATIENHNIE, &R LME ] configure manager delete MR iZ7E M, AR5 {6 configure
manager local % [0 A< 7 3 .
) %3k Firepower 5 H O IN 1A% o
ARVEAE L, 1S W, Firepower & B O AEL ) o

FENEFE BUI O A KA P, 5 AT LUR $4E-
a) B ETAL TR B L

> show managers

Host :192.168.0.123
Registration Key HER
Registration : pending

RPC Status

b) BRI R A, TR B
Tk H e NI FE A B R A B . {FH configure manager delete fiv2 7] B FESS o

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

) AN HY B AR .

configure manager local

Bl .

> configure manager local
Deleting task list

> show managers
Managed locally.

PIAE, %80T LME ] Web 3 S8 4E https://management-IP-address 7. & ¥] JFAS LB B 8%
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BB KIEE R
Firepower JUY 7 117 < i 1T 76 MG B MG TIBAT . B et sl kB

S AR BkER, AIAf

NERLEE— ﬁm&z?ﬂﬁﬁ}_/ﬂﬁﬂm}\ﬂﬁ% I35, EWIRT KRS 2 JRB K, A S T

“CIERIIR AT B CRITERT KBS, AN it EBRER AT B .

AHh Firepower T &5 BRAR ORI I . A, WRETFEAE BT BT %, i
By kB, FFUGAH Firepower & B0 B BEB S AH S, ST LA IZE WA 160 46 e 480 DAy B85 p A

3o ARG IEFAE A BE 2R IL AT HC S (v DU Firepower 5 B0
TEICPAT A S AR HE, 20 FH e 2% CLI B edsi =t
PUNFEPA 28 T A0 A H A B8 B A P A b A 380 85 el L iy 8 5k X

>

LK RIS .

ol

iE
A

BT KB A TE BRI A O E, PSRRIV E . (H2, &R IP Ml A LA (R

FHiGZ Al
W R ERAGhE IR, 13 58 %5 Firepower & B0y, PR B B KRR

WS HH TR ShEEVFATAE, #0200 8 SG1E Firepower B4 & BEAS HHAEHeAl], ARG A6
PRAR AV A R B A0, XLV RTUERHAT I 2 B2 SRR Be S BRI £ o

FHEZE R IR aE , 26 53 1L,

UK

S ] SSH &%/ ] T 518 1P #hhb 3%, A B NCE CLI Ui R AL PR 1 42 8 5 % 4% CLI

B4 admin H /4 .
%*U)\E%Ehffﬁfﬁﬁﬁﬁ(?'ﬂ@%ﬁﬁ, I HAT H e F 5 B
EERARHAE B, AT BRI

%
g
N

FEIGE IR, WICTETE B kB, ] configure manager delete iy % 7] JHFRE

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>

> show managers
No managers configured.

b) KBy AR A TE OB .

configure firewalltransparent

[l &R T Firepower g & &R 8 #9/B %} Firepower BB HELE IR, AR 6.1



d)

T
> configure firewall transparent
This will destroy the current interface configurations,

are you sure that you want to proceed? [y/N] y
The firewall mode was changed successfully.

(W eawEg=giiE
configure manager add {/ostname | IPv4_address | IPv6_address | DONTRESOLVE} regkey [nat_id]
o

* {hostname | IPv4_address | IPv6_address | DONTRESOLVE} 55 & P ¥ %5 1) Firepower &
HFEHUCME DNS ML TP Ml (TPv4 5 TPv6) o W1 Firepower & B H O L 0] -4k
1), &1l DONTRESOLVE. 4If{{i/fl DONTRESOLVE, N|#&%EA4{H nat id.

* regkey &[] Firepower & B rPCoyE M5 25 B 5 O ME— A RERC A I 4

*nat_id J& At Firepower &5 B A Cr 5 158 & 2 18] (R MHAURE oA (0 ml 2 RBP4 e .t i
EHL4 ¥ E N DONTRESOLVE, LI A SETH

Bltn, BAFE 192.168.0.123 AME I ZAE FELS, JEMEZEH A seeret, 1EHALLFER:

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host : 192.168.0.123
Registration Key HE
Registration : pending

RPC Status :

% 5% Firepower & HHUO IR NS

HRVEANME B, 153 0. Firepower & FLH.OAELL T B .

TN WIS SO0 B A O e O AT B, AT LT 34

a)
b)

VI PG SR O

Vil Firepower J& W5 158 86 CLI, 1 343 #2160 1 o

BT B S TEPRIC R, 2 1P sk 2N BAE, FrDAE s, g R 5
1 IP Huhkf SSH 7EH:.

97 K AR R A %

configure firewallrouted

TP

> configure firewall routed

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.
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d) JH A E g

configure manager local

Bl

> configure manager local
Deleting task list

> show managers
Managed locally.

WAE, BT LAl H Web 3| Ui 25 7F https://management-IP-address 1\ ‘& ] FF A PR 4%

EERE
AURELEFOITA, O RGRCE R ) BARE . ROA LB EAE, (AR
EELE TR

DR RO R, R KA, TR T ERERE SR REIA. EERGA, BHEL
AR mIA, RIGABEHITIKE .

FHEZ Al

WUR A T AR ShREVE AT UE, @020 1 SE7E Firepower B2/ PR 8 th 28 I EAT], SR 5 A BEMN 4 A 1 25 3
o AN, IXECVFRIIEEAIH 2 o4y DR RE A B R R & o TS FH BAE F m) RV r] e
, 53T,

LB Al SSH &/ i d T FF 45 v B EE 1P bk 19 3% 82, Al H AL E CLI Uy AR I F 44 B sk e % CLI.
{40 admin JT] /744 .
182  fiif{] configure manager delete 7% 1 I [5RE FE2S o

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>

> show managers
No managers configured.

PSRRI FCE AU I
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configure manager local

#iln

> configure manager local
Deleting task list

> show managers
Managed locally.

WAE, 4807 LM Web X Y023 7F https://management-IP-address N B ] A ME T . ERICE S,
E Yt N ST D A - e [
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