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B Rl ASDM 7.7(x) ki 25 BR

Y&k BE: 201701 H23 H
ExiEs BHEA: 2017 4203 H 09 H

Rl ASDM 7.7(x) ki 215 FA

ARSI AL T RN ASA RIIMIEEN ASDM WA 7.7(x) FIMRAAE S

bl
« (B S/ EFREE N, AnyConnect SEF2 15 7] VPN IPv6 DTLS B i nf G2 S 2 ASA [F1#] (.

A R R IE ol TE AW R ASA kil 2 WiiT). #RRFE: {H] IPv6 AnyConnect IKEv2
#¢ IPv4 AnyConnect DTLS VPN 215 ] 231528 . (CSCve77123)

* ASA 9.x "I JT () RSA T HEMFA L ASA 8.4 M T IRAA, FEMARA Z 18] 1) PKI 47
AR o
B, B47T 9.x AN ASA ARV SN 73 AR “AHZ2L A FE (OU)” (Organizational
Name Value (OU) “FEF AR . 1817 8.4 AT ASA ARV 60 N7 71 OU FER AT
WP KUOMFAAEZESE, BT ASA 9.x Eﬂu#)\mﬁ%& ASA 8.4 FINITEILEFAN . WREE
¥ ASA 9 XUFET S NIBITIRA 8.4 1 ASA, TRESIC RN “HiiR: F A PKCSI12 #AERIKL”

AHIH T84T AR R EK

ASDM % P im iR {E R oAl ST 25 2 oK
B BUT T ASDM [%¢ P15 AE RS0 Java.
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F 1. BIERGEMAZHRER

B R} ASDM 7.7(x) AR A5t BR

BRIERS Py Java SE #fH 14+
Intemet | Firefox | Safari | Chrome
Bxplorer
Microsoft Windows (< 3CREATH SCRRD - = = AN | 7.0 BY T E R A
10 by
8
7
Server 2012 R2
Server 2012
Server 2008
Apple OS X 10.4 J ¥ i A AL 2 2 e (| 7.0 BE S RAS
¥ R 64 17
A
Red Hat Enterprise Linux 5 (GNOME &, ANl | A | 2 7.0 B A
KDE) : H H
SRR
LA Sl 4 014 S THT R

Java 5| ESBRIFRE

TRIIH T Java. ASDM FI W g8 afe M R S A 1
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Java 55T R FRA .

Java kA

EGs

B

ix

7 Update 51

ASDM Launcher F5 2 0] {5 iE

TRk AT ] Launcher, 1E$0AT BA T Ho A —Ii#e A .

* ¥4 Java FF 23 Java 8 B[54 £ Java 7 update 45
BRI RAS

«{F ASA 23k H B 40 CA {EIEP.

o 22 [ BEE B IHAE ] Java BEA TV M. S %
T ASDM [ S 40k 15

« AN AT PLAF ] Java Web Start.

EF  Java7update 51 ANSZFF ASDM 7.1(5) K EA
FRAS . WA T4 Java, I H IS
ASDM LLH H T4 31 7.2 WA B i hRCAR
My LL#EH CLIF+2 ASDM, 1] LZE Java
P AR b oA RN EAE ] ASDM 45 FRIH)
ASARINZAMESw . TESW Mok
~%7 Miﬂ:

http://java.com/en/download/help/java_
blocked.xml

et )s, RhIHA ASDM, 4R
JATHERE] 7.2 B R RO

TERRDE DT, A Java Web
Start B JCiE IR H B

TEMDBAFOUT, REEL BN, WS E <
mE, ANETLER R WS DL R

“Unable to connect”
FE R 1
* ffiF{ ASDM Launcher
Bl

* I FR Java 1247 N ZH0H 1)
-Djava.net.preferIPv6Addresses=true Z4{:

1 %) Java FHTHIMR .
Ry Java TR .
miili View.

THEERIE S

-Djava.net.preferIPv6Addresses=true

5 i OK, X5 ik Apply, PR A OK.

A W N
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http://java.com/en/download/help/java_blocked.xml
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Java 7K

EGs

#&iE

7 Update 45

AT S IE P, ASDM ¥ &
TN AT R CRUR e T
T (L

H T Java HAEAEIRTA, WIER ASA FR 2R {F IR
1, BB FEOEL, KoK JAR UEWI Pk
R JETE. AI2BSIE S ASDM 7.2 B Sk
AT BT JEME. b TR R, TR
AEIET CRACH CA) 5 BUE ASA FiEHEE
(Configuration) > ¥ & &2 (Device Management) >
IEF (Certificates) > FMEF (Identity Certificates)
ER—ANAZUET . B3 ASDM, B oRiE 555
I, e RS EMubERE (Always trust connections
to websites) &2 IEAE .

ASA F G Z g AR e vy
ilf (3DES/AES)

ASDM 5% SSL %44 ASA. % 1] LA SR —
A~ 3DES ¥F ] i :

1 #3| www.cisco.com/go/license.

2 5 Continue to Product License Registration..

3 FEVERITI R, R SCR B A IR EE A i
AJE (Get Other Licenses).

4 N\ FHHE T ESE IPS. Crypto. Other....
S ¥ ASA B A% Search by Keyword 7B .

6 {f Product %3 1% Cisco ASA 3DES/AES
License, 2XJ5 il Next.

T HIN ASA [FAS, FFHeBELR N ASA HiiE
3DES/AES ¥FiilF.
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Java 55T R FRA .

Java kA

EGs

#if

Eoviil

* FEUE A AT F
- IPv6

* Firefox fIl Safari

Wi ASA A B UE BEA T EIES, 7R
HTTPS i#it IPv6 JI I, Firefox FiI Safari W Joik
IS INZ AR . 121 https://bugzilla.mozilla.org/
show_bug.cgi?id=633001. #5250 )\ Firefox
ok Safari ] ASA [T SSL & (L35 ASDM %
B o AT BRI, TN ASATRE —ANHAE
TE T ATUR MLAR 28 2 1A AR 1D

* ASA L) SSLns& /i gl df
RC4-MD5 #1 RC4-SHA1,
B 7E Chrome 24 SSL
REAR A B0

« Chrome

WSS ASA B SSL N LLHERR RC4-MDS Fi
RC4-SHAL 53k CERIAMEOLT O n FIR 885350
Chrome ¥ H T Chrome “SSL B H2)” Dhfigim G
1558 ASDM. AT U 08T i HIx Le sk 2 —

(i Z B & (Configuration) > & EIE (Device
Management) > 5 4% (Advanced) > SSL % & (SSL
Settings) [fIfi) ; 2 W LA{E Chrome i H]
--disable-ssl-false-start A7 i MR 51 H b ic 12 4T
Chromium 25 SSL R B 5.

He4s 4% % H 1E9

KT AR 45 2% HH 1Y) Internet Explorer 9.0, ERIAIEIL T

“ AN B TTE R 7215 5 (Do not save encrypted
pages to disk)” LI T APIRES GESRHIA
(Tools) > Internet i1 (Internet Options) > 52K
(Advanced)) . JEINS FEHILH ASDM T #k
Mo 155 AR IR T LL FLVF ASDM T 8,

O0S X

£ 0SX b, H—ikizfT ASDM I}, R&G I HESTR
NI AE Javay MR TR EL IPER AT ek ek
SERUE, ASDM ¥ E3).
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https://bugzilla.mozilla.org/show_bug.cgi?id=633001
https://bugzilla.mozilla.org/show_bug.cgi?id=633001
http://www.chromium.org/developers/how-tos/run-chromium-with-flags
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Java ki | &tk #iE
o 0S8 X 10.8 S H A
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B2l ASDM 7.7(x) KR A5t BA

Java 5HIEENRE M .

Java kA

FH

#if

EHTE AV ASDM I2AT, PIA'BARAEH Apple &
N ID BT . IR AR 2 kI, K4t
MR DR o

N “Cisco ASDM-IDM" can't be open
0‘“‘*';_ because it is from an unidentifie

_h\.

developer.

—

Your security preferences allow installatic
apps from the Mac App 5tore and identifi
developers.

LISco ASDM-IDM 15 on he disk image ™
ari downloaded this

172.23.195.57

auncher-3.dmg

::JI
today at 347 PM fron

1 3ffi ASDM 817, Wit (d&fE Cul ) &
%} ASDM-IDM JHZNFEFEIbR, SR IEFFTHF
(Open).

4. Chess.app Mar 21, 2013 2:14 PM

[ ¥ Cisco ASDM-1DM.app

) Cisco Jabber.app
| Contacts.app

Show Package Contents

1 Move to Trash

1 of 62 selectes
Get Info
Compress “Cisco ASDM-IDM.app”
Burn “Cisco ASDM-IDM.app” to Disc...

Duplicate

Make Alias

Quick Look “Cisco ASDM-IDM.app”
Share >

Copy "Cisco ASDM-1DM.app”
Show View Options
Label:

X § e

5 : ™

2 BfEPRES I — AN R R s (R4 T LUE
LIZ B HFT I ASDM. fith Open. RGUETT I
ASDM-IDM Launcher.

B} ASDM 7.7(x) AR A5t BR [ ]



=R ASDM 7.7(x) BRI |
B 5AsOM ESHiES

Java fiA | &5 #&iE

N “Cisco ASDM-1DM.app” is from an
o *,  unidentified developer. Are you sure you
ﬁ | want to open [t?

DOpening "Cisco ASDM-IDM.app™ will always allow it
o run on this Mac.

7 Open Cancel

371053

71 ASDM &3 S IEH
f§J1] Java 7 update 51 K& B fRUA I, ASDM Ji A7 5 B AN UE oo Uk T ER I — M) f 5 7%
Wt 2R A S EF . WA Java Web Start Ji 2] ASDM, Fi 2 Z350E 15,
TS %M T ASDM 1 S0k 7E ASA L2223 ] T ASDM [ H 284 S Oh k45, IFAE Java HiE
WHZUEF

1 ASDM BL B N 75

ASDM I 2 3 HF 512 KB ML E . WAGH k8o, W@ BIPERE R @l g anndkic dns, IRZ&s
XHUHE s TS I B K 7 0 b, EERA R, e s LRI I s B 54, BRI ASDM
DynTREAEAC RO & . WRAZEBENG L, AT IS L& 1IN ASDM R G HE A7

110 Windows §18 ASDM L & A 75
TN ASDM HEN A7 KN, I BT DL R R 4% run.bat S

PR 3] ASDM 22%% H 3%, %1l C:\Program Files (x86)\Cisco Systems\ASDM
PIR2 A AR B SO G 6 25 2 85 runubat SCAF

$IR3 FELL “start javaw.exe” FFRMATH, BRI N “-Xmx” KSEULIRE P HER/N. Hln, WnF 768 MB A
1, THBSECESON -Xmx768M; U1 1 GB WAY, TS ECEHSCN -Xmx1G.

SIE4 {547 run.bat 34,

%L ASDM 7.7(x) K A5t B
8 | |


http://www.cisco.com/go/asdm-certificate

| R ASDM 7.7(x) HiA i8R
asa 5 asom ozt

&0 Mac 0S # &7 ASDM EC & A 75
AN ASDM HE A7 RN, Bl BL R FE >4 4 Info.plist SCFF.

PE1 Fi 7 Cisco ASDM-IDM 45, #RJ53E+% Show Package Contents.

P$E2 it A (Contents) SCAJ&H[¥] Info.plist SC1. WHR B 2EHF Ak N i T H, %3044 1E Property List Editor
AT AR, BT TextEdit H4T I .

$IE3 7t Java> VMOptions ~, TS “-Xmx” 17458 LLRE TR 0HER . B, W7 768 MB A7, 154

SEHE MUY -Xmx768M; WIFE 1 GB WAE, IHESHHEMCY -Xmx1G.

<key>CFBundleIconFile«</keys
<stringrasdm3Z2.icng</string>

<kev=VMOptions</key>
<stringr-Ems6dm -Xmz5 12m|</string>

<key>CFBundleDocumentTypes</key:>
<array>

g MAZSAFEBUE, WERE B N R

The file “Info.plist” is locked because you
haven't made any changes to it recently.

/;; If you want to make changes to this document, click
* Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

Unlock | Cancel | Duplicate |

54

LIE5 Riili Unlock FFORAT A
WIRAF 3] Unlock XHEHE, 15 HgmiHas, £ it Cisco ASDM-IDM ElF5, %#E Copy Cisco ASDM-IDM,
TR FORE G B 5 ABBRIAE, Ao AR5 AR TE SO Kb

ASA 5 ASDM B9 & 14
1% ASA/ASDM BRAF/F R e e PERI G S CEAEREe AN |, SRR ASA F7EME.

B%L ASDM 7.7(x) K A5t B
I -“


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

B R} ASDM 7.7(x) AR A5t BR

B vensEsn
VPN 3R =14

9% VPN S E, iESIER ASA 5500 RFISCFF VPN 14
I EE

ANHIH T RIS (ROBT Eh e -

)

AR AAOOFE. EXRNFIM ARG HENR, WESHASHEHE R,

ASDM 7.7(1.150) ¥fiZ1hEE
KATIE: 201743 H9 H

i 1t AR

EIE R IIRE

ASDM T+ T B G 6% | ASDM E it ASA/ASDM JIk% 4447 T B (Tools) > &2 ASA/ASDM #4K (Check
for ASA/ASDM Upgrades). Ak, HEREAFATH ASDM S A B IR IR SS

ASA 9.7(1)/ASDM 7.7(1) Fri&Th&E
KATWEE: 2017 %1 H 23 H

% LER

FATEE

Il E# ASDM 7.7(x) hR A5 A


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

B} ASDM 7.7(x) AR A5t BA

asaaz7yasom7.701) #izzhae [

5% 5% PR
ASA 5506-X ZANIPLHIEATRCE, | ASA 5506-X RAVKAE AL HIBOARCE » MR B D REFR 4t T — P A4 I Ab
Rt FH 2 s ey FNOb 2 A 2 EACHMLIG TV . W P BT ASA 5505 CRUFERELEASHAL) , 8%

ek ASA 5505 754y ASA 5506-X B HiAth ASA U, AL EANE s £
E MR NN W RO
* GigabitEthernet 1/1 AN 1, M DHCP 3R IP ik

s WEBHH%4] BVI 1, 157 GigabitEthernet ' (insidel) %= 1/8 (inside7), IP il
192.168.1.1

o P8 > A

o PS> e I PN S O

* (ASA 5506W-X) GigabitEthernet 1/9 _I-f#] wifi #21, IP Huht 192.168.10.1

* (ASA 5506W-X) WiFi <--> 5, WiFi --> M &

 JH T AEBA wifi %7 35 1) DHCP. JokBe N A 5 K LA % 1 3 22 R ASA
£ 4 DHCP iR %545 .

* Management 1/1 #2113 H, HARIATIHABRCE . SR)5, ASA FirePOWER i n]
A FH G 107 ) ASA P38 I 265 A58 FHY PA) 358 A DAy ECTER 99 o 6

* ASDM VjIn] - FVF AT wifi L

* NAT - #10 PAT, JHTMAEB. wifi AV ELEE RIS 0 i i

PTG, 0] LIf ] configure factory-default iy 435 BRAC & 1N FH BRIAE, AT LL
FHIBCE BVIMMEA R L 75K TR, MR N e R ik TEE, &
T35 ] same-security-traffic permit inter-interface 7% (4T ASA 5506W-X BRiA
B, A O .

BELASDM 7.7(x) FEAIEER I



B AsAo7(1/ASDM 7.7(1) s Th &k

B R} ASDM 7.7(x) AR A5t BR

i

L RA

ISA 3000 |57 FF247 5ir 11

ISA 3000 S5 P AN A A\ 42 VR — AN AR B 2 11 ] LIRS [T AR B 8 S A i A% Jk
PR RN o A LUK G 2 A5 AN B o P B A e . A R R
W/NLED. RAGEHE. SNMP [EBIF L SGE R 6 2% AL B B i dim b B2 1. T DARC &
ANEEAR B o S Ah, AT CUSR e AR A R ) A A s o Rl LUER RS A
R E gk I RH FE .

SINT EUR B

fii & (Configuration) > 1% & &2 (Device Management) > 3R i [0 (Alarm Port) > £
k=% (Alarm Contact)

fii & (Configuration) > 1% & &2 (Device Management) > 3R i 0 (Alarm Port) > JU
A HJR (Redundant Power Supply)

fii & (Configuration) > 1% & &2 (Device Management) > 3R i 0 (Alarm Port) > j&
[ (Temperature)

U547 (Monitoring) > [& 1% (Properties) > 23R (Alarm) > £3Ri& & (Alarm Settings)
U¥£4% (Monitoring) > [E 14 (Properties) > £3R (Alarm) > R &l = (Alarm Contact)

U472 (Monitoring) > J& 1% (Properties) > 3R (Alarm) > & HEEHRIRZS (Facility Alarm
Status)

ASAv10 |37 F Microsoft Azure
AL

Microsoft Azure #&—/M# % H Microsoft Hyper V ERIN UG IZEFE 7 A K =5,
Microsoft Azure %4> H10a & 3T Azure [f] Microsoft Ph A& # )2, nlfaifb @ 240
NIRRTV . IR ASAV SRR Azure AL, RGN LAEN BT K EE
IEIE M ASAV K- Y Azure 5%

FHT ISA 3000 FRIHE A s A B
(PTP)

ISA 3000 325 PTP - FF P25 43 A1 04T fL I ] [R5 Hpisl o AH EE NTP 25 LAt biof 8] [ 25
PG, AP F AT I 1) 38K ) e ] S S RS Ak« ISA 30004 PTP %
5 2o B I I . FRATMERARE A T LR a4, LU PTP i EA
SR I%F] ASA FirePOWER AR TAGI . 4n I 0 565, 5 EFshis X s

i

object-group service bypass_sfr inspect

service-object udp destination range 319 320
access-list sfrAccessList extended deny object-group bypass sfr inspect any
any

FINT LR B
fii & (Configuration) > 1% & &2 (Device Management) > PTP
H53% (Monitoring) > J& % (Properties) > PTP

ISA 3000 f H 8l Fik =

i AR i 2 FR B S HL, RnT LUR L A s A1/8 S I DI fE. X480
RE A ] ZE B 048 DA BAAT IR R & . B e, MR BT AERAS .
SINT LA R4 : backup-package location. backup-package auto. show
backup-package status. show backup-package summary

TG ASDM 7 H§
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asaaz7yasom7.701) #izzhae [

i

L RA

B XSS RE

SCFF SCTP L EfHE . HAl
B, ¥ SCTP 245+, H
H SCTP Zuiidfifa 2 A 1P il

HIZE, RYE4ASH SCTP Ly E PR, |AMSBL, kst T SCTP M E M E
A M3UA KRR . IbAh, REIESCHFE SCTP 245+, Hp A& £ 4 1P
Mtk XF 24, RGAXT BT FFEL, RIIE TR S NV )RR AoV ix L
Mkl SCTP %&by W20 B il AN 2 3 A TP Mk

AAG ATAT A o

M3UA faill £ By edeidt

MAE, MIUA RN ZFRRASMEE D, 2P =UERER 215 . ok, BIE T IR E
SR T RSS2 R (ASPY IRASIGAE, FEUOAE SRR R . R FIR A Wb U] e A 45 1
T AL 5RO ASP IR ZSKAIE

BT LT bi%E: L& (Configuration) > [ A 3E (Firewall) > %18 (Objects) > 1 E AR
57 (Inspection Maps) > M3UA ¥ 11/ 2 65 1 AE

TLS fRELAEE} Unified
Communications Manager 10.5.2 iX
F1 3 FF TLS1.2,

LAE, RTINS SIP () TLS ARFEAE T TLSv1.2, Bt ERS —ilf5 & A% 10.5.2
AT SCCP K. TLS AAHL Y FFME N client cipher-suite iy F— 52395 0 6 B
TLSv1.2 In#EAf,

ARG SUET B

S R b AN

B B IR HEAR A T TEMRH A R B Eh e 1 2 ) B E R g Mrdledil i ASA MV (I
FERg D K4, ASA JFAFEIERIME, DY ASA {4ke: e B K. #2112 18]
(K35 W R 345, i AP SR AT AT B K dmider o DART, R REAEE W] B KBt
AUNBC BN, MGIR MR Mgt b ThRE, 7T RAERS d1 B K s
BCEMHEA, TFAEMF LA 10 LSRR 5 e R 1 2 )i ey o M 4L A F T R
B BVDIEANHEARI M GS ikl WA ASA EIEATESME L] 7 Bogs M4l
G s BRI AT S ARG HI A B 2R 2 JRASHRALI ARy % AEEE AR, BVI
LU A A, JF AT IS v o2 B RE S Th g, 91 D ) KRN DHCP fik 55
o

B BN SCRFIE IR SCRF A N IhfE: 250, ASASERE. BVI LA
FrUU TR IhRE: shasi A%
e T LA B

fic & (Configuration) > ¥ &% & (Device Setup) > 3% 1% & (Interface Settings) > &
(Interfaces)

Bt & (Configuration) > i& &% & (Device Setup) > ¥ (Routing) > 5% 75 E& H (Static
Routes)

fi. & (Configuration) > ¥ & & 1% (Device Management) > DHCP > DHCP Ak 5588 (DHCP
Server)

Bt & (Configuration) > f A3 (Firewall) > /7 8] #1M] (Access Rules)
BL & (Configuration) > [ A 1% (Firewall) > EtherType # 1 (EtherType Rules)

BELASDM 7.7(x) FEAIEER I
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B AsAo7(1/ASDM 7.7(1) s Th &k
e 15 BA
VM & 1E VMware vCenter & P If) VMware ESXi 335 F, 40 DURHE S — a2 AN L

(VM) HIKIT B PER i SRS Rt 0 WO 0% 46T LA S R8I % (ACL) )
AU T35 B MR VM AL RE ) S0

ST BUE B
fit & (Configuration) > f5 A 3& (Firewall) > VM B £/XI2 (VM Atttribute Agent)

FH T P38 9 S B iSL Fe aat Ief #% ehrke
i

UAE, SnT LABC & I RN B OSPF A5 P 18 4 5 B S AR o I 5 1l

B T LA 5. BE (Configuration) > B AE (Firewall) > 54 (Advanced) > 25
&BAT (Global Timeouts).

31 A7 PR

T O, AR 31 A7 L TP Mk R AT s R 31 A
2N EH, % RRES SRR S AN M TR T SRR, TRAAS
BEAE I 2 N7 e AL, IR mO0 jOE . AR RIS e ik,
FLAER] 31427 BOKROR B TPv4 Mtk 21, 2 A ASA 2 [] R b D)4 i it I 5 22 2
ANHLIE SR A AR AT B BB ) — iR, BTLLEHRHAT) k. O

b, BT ABESLIZAT SNMP BUR S H S I BLIEE BEG . MR 2] sl 3k i (1 BVI

ASZLFF LT RE

BT LU i

Bt & (Configuration) > ¥ &% & (Device Setup) > 3% 1% & (Interface Settings) > &[]
(Interfaces) > i~ /N#E M (Add Interface) > i (General)

= Al A AN R ETh e

FXOS WUAH ) ASA Rk a4

MAE, AT ATERRE ASA SEHERT KB4 FXOS HUARNC B i 1D LART, S 207E
ASA N PR E R AU IDs OB REfIAL T RIS . BT R, EANRE AR ASA TiC
ErwE R A ID. BeAh, O T SIS s AR I AR A A, BRAT TR U T2 2
ASA 9.7(1) FI FXOS 2.1.1, FHh A &0 bee PERIME R i) 2 I et

BT LA R bi4E: BLE (Configuration) > X ZEIE (Device Management) > = 7] 14

F0 1% (High Availability and Scalability) > ASA 2% (ASA Cluster) > £ 8 &
(Cluster Configuration)

T gAML, S EE L
ol s 1) SE A

h T PR R OR A 3l s A VR B AT s PO PR R TRVEE R, mT DU 3 i) 28
M. SRR A, PR E i S A AR UA T . HJE, ASA 3 [AEAT
i p R L A B T 1) A AR B B R B A AL SR A R i 28 (0 ST A TR ul A
(R AS L 3 (1) 28 FAL TATAT G R A R T ) B o TR n) 2 A ] — 3 m A R T4
mtERe. 3ok, WREAGITE R, ASH G AR e R Al S ) AR TR
o UERTE R AR NOUR T I ST R AR L, AR S .

BT LUR bi4E: BLE (Configuration) > 1% % &2 (Device Management) > = A Fi 14
FN R (High Availability and Scalability) > ASA £ 8% (ASA Cluster) > &£ 8 &
(Cluster Configuration)

Il E# ASDM 7.7(x) hR A5 A
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ASA 9.7(1)/ASDM 7.7(1) $T1& I &E

i

L RA

PUAE,  nJTHC B W D) 4 -4 11
SRR A A7 A v L BRAS D03k

BROATFOLT, i) ons o R BEAS ASA BERE 500 bR — ICHE IO BEOIRAS
UAE, SERTLIAE 300 2270 A1 799 22 A0 [n)le E A W TRIRR s 9 4n, T RURE S 0 I 1) 15
300 P, ASA AT DL EE PR-thoAS: 4 1R I e B D 48 o

BT LR bi4E: BLE (Configuration) > i % &2 (Device Management) > &= A Fi 14
F04 R4 (High Availability and Scalability) > ¥{[£1]]# (Failover) > #x/ (Criteria)

Firepower 9300 F1 4100 |32 F54lf
FHXL ) e BAS (BFD) #EAT45 50/
e S D) i A AR B e 2

& n] LB X Firepower 9300 F1 4100 F3G 3/ 4% X & e #s Z [A] R ) 4z 4 AR L
FSr A% 3 FHOU ) 5 R RS0 (BFD) o A BFD AT IE AT RS 7 L ER N IS AT IR DU 25 51k
SR[EE, 1 H CPU IR D,

B T LUR bi4s: ELE (Configuration) > i %52 (Device Management) > = 7] Fi 14
03 B4 (High Availability and Scalability) > #{[£1/]# (Failover) > % & (Setup)

VPN Ij &g

HF IKEv2 HA s m b i 2h 2
RRI

R I BB RRET IS E w7, 7ERINE ST IPsec 224 Ik (SA) Ja B R A= 3h A4 I 1) % dh e
No FET R RS BRI . MIBR IPsecSA J5, M iUk e MIBR . R KT
IKEv2 FERA IS i) i 57 B 8) 4% RR1.

B T LA bi%e: BLE (Configuration) > T#2i/71a] VPN (Remote Access VPN) > 4%
(& Fif)ifila] (Network (Client) Access) > 52k (Advanced) > IPsec > N Z &} (Crypto
Maps) > 5 N/4R58 (Add/Edit) > BZI& 5K BE(I0 ZBRST) (Tunnel Policy (Crypto Maps)) -
5%k (Advanced)

ASA VPN F k7 B I B% i 1
(VTI)

{FFE R AR O (FRh B IIBEERE 10 (VT ) A 2544 B VPN BRiE, nf 158
ASA VPN bR, IXFhI)RE S FF IPsec Bt B 301434422 3] b i i 1 55 T 8% i 19 VPN,
R VTI ] AN DL S A I WU o5 ) 812, PR eI 248200,

FINT LAR B

BLE (Configuration) > i 5 2| ifi &5 VPN (Site-to-Site VPN) > 52k (Advanced) > IPsec
(5 E) (IPsec Proposals (Transform Sets)) > IPsec ft & 31 (IPsec Profile)

BL & (Configuration) > i4 5 2 ifi &5 VPN (Site-to-Site VPN) > 52K (Advanced) > IPsec
(55 E) (IPsec Proposals (Transform Sets)) > IPsec fit & 3§ (IPsec Profile) > 7
hn (Add) > 770 Ipsec o & X4 (Add IPsec Profile)

Bt & (Configuration) > 1% &K & (Device Setup) > 3 11 & (Interface Settings) > 3% [
(Interfaces) > i/ (Add) > VTI ##0 (VTI Interface)

fi. & (Configuration) > % &% & (Device Setup) > 1% 1% & (Interface Settings) > &
(Interfaces) > &0 (Add) > VTI #£ 0 (VTI Interface) > i@ (General)

fi. & (Configuration) > % &% & (Device Setup) > 3% 1% & (Interface Settings) > &
(Interfaces) > 510 (Add) > VTI #£ 0 (VTI Interface) > 5 4% (Advanced)
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ASA 9.7(1)/ASDM 7.7(1) F1& T &E

B R} ASDM 7.7(x) AR A5t BR

i

L RA

1% H T AnyConnect [#]3£F SAML
2.0 ) SSO

L W45 SCRFHE T SAML 2.0 115 7 IdP. ] ASA 1ENH P S5 IRS- 2 TR 1M
XK, FIHZEE % webvpn 215 KACEE IdP LI S 03500E, FH4 1dP S5 H 7 2 [A]
T L

BT LU bi4E: BLE (Configuration) > #2177 (2] VPN (Remote Access VPN) > Tt &
Fif SSL VPN 73] (Clientless SSL VPN Access) > 5% (Advanced) > B 5 & F RS
#% (Single Sign On Servers) > i~/ SSO AR 5528 (Add SSO Server).

CMPv2

N THEJCE LET M4 4R 2 2 A O %, ASA IAEA AT IE - 154 BRI (CMPv2) 32
R P T R
BT LLUF bi%e: BLE (Configuration) > L2177 [8] VPN (Remote Access VPN) > iEH

&I2 (Certificate Management) > S{MiEH (Identity Certificates) > RN HHEH (Add
an Identity Certificate)

ZAUE SR RAIE

AR, AT LU AnyConnect SSL FI IKEv2 %% 7 i S UEREAS 4515 19 22 MIE 5 .
N T8 LA S IR A PSS B IR I DI REFH T PR 5, AT DR S
BRI BUHAT T R

B 7 LUE B

B & (Configuration) > 21/ 5] VPN (Remote Access VPN) > 4 (% Fif)if7 9]
(Network (Client) Access) > 1757 (8] 5k B (Dynamic Access Policies) > 4748 AnyConnect
E1ERC & 315 (Edit AnyConnect Connection Profile)

it & (Configuration) > L3237 5] VPN (Remote Access VPN) > 4% & Fifify 8] (Network
Client Access) > AnyConnect E 1% & 3 fF (AnyConnect Connection Profiles) > 4745
AnyConnect E1ZH. & X4 (Edit AnyConnect Connection Profile)

A INREIE 43 25 (split-tunneling) %
FH B il

AC-SSL Fll AC-IKEv2 [f1&1 75 25 4% mH BRI A 200 3942 1200, IKEv1 IR HI R RE A
200,

Chrome I 37 FF4 Re b iE

7t Mac Fl Windows %% 12, Chrome 385 A T — PP SCRFR REFRIE )87 771 .
Chrome F/REFEIEY EHA T Chrome 1A P 3 RF 1) Netscape Ji {143 FH 2w f 42 11
(NPAPI). WIHRTE A 2% Y e 1) Chrome 7 i i AT RERRIE M 25, RESBE
T 5E 7] 1] Chrome Web Store LASRIUZY . B i 2% Chrome 2$551 H /7 2| Chrome
Web Store NEGXT . %Y RN ASA TR s TR REREE Pl (1) —E IS B
LR RIBERE 2 Ab, AR REBRE I, O A RN H AL B A S R

JC% P SSL VPN: i 45 Web #
£ B

U, FrAT Web FHii o s ST ih M iean s 2, A T8 s i i A A
SPBCII P BCRR o REAT B P T 2400 1 7 18 A e 2 4

JC% P SSL VPN: I 1iF Web W
ST Cookie

BUE, FrAT Web N AT AERAIE S 2 AR R PTAT Cookie i, AT U ALK .
FERANER T, RGAERAED & 5 50 UE 4 W a2 3 ID (54 Cookie Ji, 4 2]
PR VTR R . AR A £ 24 i Cookie K 3 BUEFZWITT . Bk R I
f¥] Cookie KA N oAk, FGeas i wikx H G s n At
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B} ASDM 7.7(x) AR A5t BA

ASA 9.7(1)/ASDM 7.7(1) $T1& I &E

i

L RA

AnyConnect: AnyConnect VPN %
J S A ) 2 SRS LA SRR e K
TR IN 5] A 8] B o

SR ) B T T 281 e ORI 2 I T) i P N (D TR) B 712 R B e 2R 000 ) P 27 — 4500
B, BT W . AU TR RGN 1-30 208l BROMEA 30 408k, T3 fl
st 5 B i VPN &4z LT SRR D) RE

BT LU R bi4E: BLE (Configuration) > ITFE 17 18] VPN (Remote Access VPN) > [ 4%
(& Fifm)ifia] (Network (Client) Access) > 2H 5k % (Group Policies) > i75/11/4m 455 (Add/Edit)
> B (General)> & % j£ I (More Options), 301 T & KiE1ZAT (8] €4k 8]} (Maximum
Connect Time Alert Interval) 7B

AAA IfgE

HAT AAA (1] LDAP 1 TACACS+

IAE, 0TV T AAA [ LDAP Fi1 TACACS+ IR 2248 [] 1Pv4 5% IPv6 Hitil.

A BR == - i . 7 -
P25 4% SCHF TPv6 Hukit BT LA R bi4E: BLE (Configuration) > 1% & & I8 (Device Management) > F FI/AAA
(Users/AAA) > AAA AR %5 224H (AAA Server Groups) > i/l AAA BR%5254H (Add AAA
Server Group)
B

%174 A< Hb username 11 enable
4548 1] PBKDF2 #5051 /772

fiiJJ PBKDF2 (T # R BPIRAEDIRE2) #AITE, WA B A username
A enable F M AAEERCE o 2, #0004 32 N F4F, (EHIE T MDS M85k
S PR IR AR Gk S Al BT MDS I T2, BRAR S B .

W FEARM, WS CRAERERCESR M) i “HAPRICE” — 5
BT T LA R

f & (Configuration) > & & 1% & (Device Setup) > 1% & & FR/ZH5 (Device
Name/Password) > /5l %#5 (Enable Password)

fi. & (Configuration) > X & &IE (Device Management) > fJ F/AAA (Users/AAA) >
A1k A (User Accounts) > iN/N/4w48 F Pk P (Add/Edit User Account) > 514 (Identity)

VFRITORE

BT FXOS MU L b 4 5f
[V ]

HATHE A EVF AR 12, PRRBCR AT S VF IR SCREHT T
FXOS 2.1.1,

SIS FNSE HEFR T RE

R ER B B SCFr TPve Huhlk

T HeZ 1Pv6 Hitlk, FATMEL T traceroute 74 .
AN AT B

XA R T, SR

Packet Tracer

WAE, ST Mgl i 0i 3 0 my DAf# A Packet Tracer 1L H. .

£ packet-tracer JE%:H 31 7 VLAN ID 1 B#x MAC it (Destination MAC Address)
FEB: TR (Tools) > Packet Tracer
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HEEL ASDM 7.7(x) AR 1B
B saus

% 13t AR

RGH G RSG5 3CHF IPve it | BLALE, WﬂU&ﬁH IPv6 UL B AR 48 H Sk 554, Aid i id TCP A1 UDP 1) %
g H s S e TR R G H &

BT AN s BLE (Conﬁguratlon) > G RETE (Dev1ce Management) > BEiCRE
(Logging) > &4t H 5 AR 55 88 (Syslog Servers) > il & 4t H 5 R 5525 (Add Syslog Server)

SNMP OID #1 MIB AE, ASA SRS v 1 5ids I i (@1 ISA 3000 KE#f I [ B8 (PTP) 11—
53D FHI) SNMP MIB %%, SCHFLLT SNMP MIB %%

« ciscoPtpMIBSystemInfo

« cPtpClockDefaultDSTable

« cPtpClockTransDefaultDSTable
« cPtpClockPortTransDSTable

TreR R

ARSI G T AR R B AT

FRsK1

S N RIS A T AR BEEEROAS T B AT IR IN TH ), AR5 A BET TR B 5B FBUAS o
57 ASA A BEARE: AIEFRE:
8.2(x) B¢ B LR A 8.4(5) 9.1(3) M M hlA
8.3(x) 8.4(5) 9.1(3) MW R R A
8.4(1) & 8.4(4) 8.4(5) 1k 9.0(2+) 9.1(3) MM mihlA
8.4(5+) — 9.1(3) M H A
8.5(1) 9.0(2+) 9.1(3) KM A
8.6(1) 9.0(2+) 9.1(3) M B A
9.0(1) 9.0(2+) 9.1(3) M B A
9.0(2+) — 9.1(3) KM A
9.1(1) 9.1(2) 9.1(3) M B i hlA
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| R ASDM 7.7(x) HiA i8R

gz

L AT ASA hRA BHAARE: AREFRE:

9.12+) — 9.1(3) M H A
9.2(x) - 9.2(2) B S A
9.3(x) - 9.3(2) K H A
9.4(x) - 9.4(2) M H A
9.5(x) — 9.5(2) M mihlA
9.6(x) — 9.6(2) M fihiA
9.7(x) — 9.8(1) M kA

FreRiETE

SR T, ST E) ASA 9.7 1 ASDM 7.7,

EERMERERIRE

A I R IR TR AR X RS R R OR AR AT PR B . Tl BT Web TR, 45
FTUADT ) BRI BB BR AR A, FL Pl sk 17 OR T AR AT At RS RS K B 7 i (0 e g A s £
o

~
R B Cisco.com MK 7 A BEE I U5 ) BB B R T H . s, &l LA Mk
Je WREEE BRI AR, BREGEN ID SkiwE, IR .

AR AR R TRTEAE R, 1820 iR R TH A R W .

152 B i il
ARS8 T A SUAR 93 B0 O

FRZK 7.7(1.150) Y9 1% BB iR
WAS 7.7(1.150) HsA B IR BRI . SRR 7.7(1) st B, 28 20 DL,

B%L ASDM 7.7(x) K A5t B
I -“


http://www.cisco.com/c/en/us/td/docs/security/asa/asa97/upgrade/upgrade97.html
https://tools.cisco.com/IDREG/guestRegistration.do
https://tools.cisco.com/IDREG/guestRegistration.do
http://www.cisco.com/web/applicat/cbsshelp/help.html

=R ASDM 7.7(x) BRI |
B ceswRns

FRZS 7.701) 1 893% BB R

WER A AR A ], BT LN Sh AR R A4 7.7(0) oA h P B EAE 3 B A LT
il

*7.701) BRI R .
FERFNH T HE R AT AR AU B IS A7 E 1 5t B UV

E4 1D RS 15 AR
CSCve73791 asdm BB ) SNMPv3 FH 7 H 30l o

2z E /IR
ARATHIHH T EARARY LA SRR

FRZR 7.7(1.150) R E 2 8RR
TRATT T A i e P AS T AT AT Vi 30

FRA 7.701) R RI B R ETRIE

WA ERISCRE A R, Wi RO AR P - H R 3 9 S s 1) CAE ST -
*7.7(1) CEERIHER.

RFH T ARAS U R AT CAE R IR -

LD RS 151 AR

CSCva50676 ASDM 1 ] 5 ) 113 o3 T L0 S 45 ki 45 1P

CSCva89785 ASDM: JI45 5K 1 ) TCP B ] ASA HEREAS R (E
CSCva91507 ASDM ANCFF 0 £ 65535 Ju [ )i 11

CSCva99049 ASDM: FUBTHEF BIR JE AN (1 R 550 B A ik

CSCvb16663 ASDM 7.6.2 TG or VPN 254 - RAE 97% Inafr &
CSCvb24760 ASDM: M JHBIFEFFAI cisco.com HVEIH i 7~ D) fg
CSCvb37828 ASDM 7.6.x N7~ “pre-fill-username” 177
CSCvb48973 ASDM: VPN [n] 3 c B 2 & A IE A

%L ASDM 7.7(x) K A5t B
w0 | |


https://bst.cloudapps.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.7(1&sb=afr&sts=open&svr=3nH&bt=custV
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc73791
https://bst.cloudapps.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.7(1&sb=fr&sts=fd&svr=3nH&bt=custV
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva50676
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva89785
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva91507
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva99049
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb16663
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb24760
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb37828
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb48973

| R ASDM 7.7(x) HiA i8R

sxpprTni |

D 2

15 AR

CSCvb49232

ASDM: VPN Mg In s 1) 5128

CSCvb53989

ASDM ZE 11§ [F AR 8 % 1 N HE D

CSCvb63008

ASDM 7.6.2 A 7R3 BRI Anyconnect %/ 3ifi

CSCvb68442

ASDM A HEA 7R Diskl

CSCvb99770

ASDM ANIER ACL PANFIAT 5 IAH TR R

CSCvb99824

M ACE RSS2, ASDM SR E A

CSCvc10201

ASDM 7.6.2 Jov 7R IPsec RA VPN 21 - R1E 97% MZifr &

542 P ITY

BRI P YFATEMI{E B, 15 V5 M http:/www.cisco.com/go/warranty .

PSR

Rk ASA FEEZAE R, WS SHULRL ASA RFI5CH.
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb49232
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb53989
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb63008
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb68442
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb99770
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb99824
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc10201
http://www.cisco.com/go/warranty
http://www.cisco.com/go/asadocs
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