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oM A A\/ 18] |
BREENRSENILE (ASA) AR FIRHEE M A ST, NFRRIES LR ENS A TRNRS .,

BRI LUER ASDM g CLI EIBF1I5IE ASAv. Hith BBkt AT gerT A .

ASAv B REM, E3 W
ASAv N, %3]

ASAv RERFIZE, F4 R
ASAv HJIFF], 5]

ASAv EOFELINIC, £ 57

ASAv BYFe R

BRENNEREFFNER, H2REM ASA HE1H.

ASAv N

TERIEIUER
MEFBFERERRX. TXHSHERER.

AR N
T HETIREE, FHFREMREAFHERNESIFAIE; i, RMER&EHNHA ASAV30.

X HH9 ASA ThEE

ASAv A FLLT ASA Ihgk:
B

ZIFRERN

F A/ EAET#®
EtherChannel

#Z AnyConnect 4% FIIE

ASAVS5 BN ThEEFIBRE!
B EMAFEE.
B ZEAEEE 1 GB AER VMware, KVM F1 Hyper-V E.

EHEANER 1GB WIERATIEIT, ®MERA 9.5.1.200 A ESRAEIHIFE ASAVS ERIH. RHIZIT 9.5.1.200 HES
FRZAE) ASAv RIAFERIEA 1 GB BYIER TETT. MRZHERBIATAREA, WLFUFREFEME 2 GB.
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

BR ASAV &Y

ASAv R Z R 25

m  AnitEJ 100 Mbps.

7143 100 Mbps HIEEZERA, ASAVS BFIREFHKIEE (FE—LTRTE, UEEFLERSTERN 100 Mbps) .
ASAVS ERTERAEFSABRL BEEMERNHIAR, ERAFTEBEXRE ASAS, MEFERFTLENAF.

B TS 8000 MEE. &% 25 4 VLAN. 50,000 MHITEIEF 50 4~ VPN £1iF.

ASAvV 1R ZERFIZE

FEE: ASAv ZBE[RHIZRIHE ASAVS BT E1HEE, HERMT —LFVIMIERTE, UESHENMAZHLEEMARK
ASAv & HEILEL.

* 1, B 4ERTS ASAvs HIFAHERBRE R SRS R

£ 1 VFATIERAR

RS vCPU/RAM &itE SE e IR 2R PRI E
LW EMAER (IFANE) FRBTE 100Kbps s
ASAV5 (100M) 1vCPU/1GB 100Mbps 2
ASAv10 (1G) 1vCPU/2GB ZIRF vCPU/RAM &
ASAv30 (2G) 4vCPU/8 GB % PRF vCPU/RAM S

* 2, F4NETRTS ASAv HIEIRFIFIERHE ASAv KREFHR

* 2 ASAv IRASFES
B/EER B SRR bR RIERE S
am BB = AR BENAERELTRERS
(vCPU, GB. RAM) ASAV5 (1 4 vCPU, 1G) . ASAv10 (1 4 vCPU. 2G) .
ASAv30 (4 4> vCPU. 8G)
Tl ThE
BB < SRR FHATEMIRE, BERGLBFET ASAV AU ATEM &S
Ny TS EE
e BB > AR ASAV5 BEIRHIES SRS RIEH A FESEE.,
YRR ASAV10 F1 ASAV30 ZEIR R4 FHSEIRN S S B A E.




/%ﬁl- ASAv Eﬁ{l\

ASAv RIIFRA]

ASAV (£ BRERIFHST. BLIEEIER, FSMERT ASA OBEREITT.

ASAv BIFA]

BS

WAEZEK

ASAv5

FREVFANE

A

AT HE :

100 Mbps &t £

14 vCPU

1GB RAM

50,000 MFHATRE K IRERE
NEHF AWS

ferrofE D3 £ B HF Azure

ASAv10

FRAEVFANE

HS

A THE :

1 Gbps &Rt E

1 4 vCPU

2 GB RAM

100,000 NHATRA A ISR
£ c3.large £fjl L #F AWS
TEARE D3 LA £ %F Azure

ASAv30

FRAEVFANE

B

FEATHE :

2 Gbps &t £

4 4~ vCPU

8 GB RAM

500,000 NHATR A SRR
7£ c3.xlarge =Lfj EZ# AWS
ferrofE D3 SEf_ B3 #F Azure

AR BOBE ASAV ERERBEEFAIE. ARZIFANEZH], BFRERFIA 100 kbps, DUEERILBITHILZ ERMR. F
ERZERITANEA REIERIEIT.

ASAv #ZOFE NIC
TEREMMLFEE LRIAE, ASAv FRERYIEEEHMZIZED. S0 ASAv IZOBRETE|—AEHL NIC (VNIC).
B ASAv O, 260
B THEHBVNIC, L6



http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/intro-license-smart.html

BR ASAV &Y

ASAv FEOFEIL NIC

ASAv [
ASAv BT FIRLAKMED:
B Management 0/0
3FF Azure, Management 0/0 RFILAREHIREM “SMEB” (outside) O,

B GigabitEthernet 0/0 2| 0/8. &R, NRIF ASAv IRE AHFEYIHITAIKL G, N GigabitEthernet 0/8 1% F TP

HERR
B Hyper-V &% %#/\/1#0. Management 0/0 #1 GigabitEthernet 0/0 & 0/6. &A% GigabitEthernet F{E#BEL]
AR
X FrHY VNIC
ASAv Z#LLT vNIC:
vNIC 27 EVWLIEIEIEFZHF |ASAV FRA &F
VMware |KVM
e1000 B 2 9.2(1) RESMA VMware ZRiAE.
Virtio = 2 9.3(2.200) REERA |KVM EIA{E.




imir
CISCO.

3

] VMware ZBZE ASAv

AT UE VMware 232 ASAv.

ASAv #J VMware IhEEX#F, £ 7 1

ASAv #1 VMware BI50RZ M, 3 8 I

ASAv F1 VMware 4N, £ 8 71

fRIEZE ASAv BfEH A VMware 813 Day 0 BRE X0, 8 9 ;T

f#/ VMware vSphere Web Z FinElE ASAv, £ 11 1T

£ VMware vSphere Ji37% Fif#0 Day 0 BECEREPE ASAv, £ 157
£/ OVF TH#1 Day 0 B ERABE ASAv, £ 16 ;T

ila]l ASAv =51&, B 17 )

F2% vCPU S EMEIFANE, 3 18 ;T

ASAv B9 VMware ThEE S

= 1, 87 HHT ASAv B9 VMware ThEEX ¥,

£1 ASAv B VMware ThEEZHF
i WiEA Y (BB | &%
RTEbE VM ZER P KA. = -
DRS ATasERRAEMSAXBREEE. = ES1R VMware N,
AR VM 7ERME - HIEIT. = -
Mg VM #ZE G IEHIEIT. = -
AER VM ZEMBRIE R HFIET, S -
TRER VM RS TL#b 8. = Jiﬁii'lﬁﬁﬁﬁ . BARERKRERE. FIREHIIAIE
)4k
HiEMmRE VM &%, REIRE. = -
vCloud Director KIFEHEE VM. &= -
VM iE#% VM 7E TRt f2 6. = -
vMotion BT AT VM. = EREZEEM. F20% vMotion &N, £ 9 71,
VMware FT AT VM £ HA. = % ASAv VM #iB&fEF ASAv #FE1]#k .
VMware HA FATF ESX FnRR 5525 4FE . = X ASAv VM #FE{E A ASAv #If&E 1k
W VM LEKESH | BT VM #E. = X ASAv VM #FE{E A ASAv EIR&E ik
VMware HA

BNARZQH

WWW.Cisco.com

7



https://www.vmware.com/products/vsphere/drs-dpm.html

£ VMware & ASAv

ASAv 1 VMware Bt

&1 ASAv ) VMware IhgEST#F (45)
Lok AR #H (BB | &F
VMware vSphere ¥ | BT EZ VM. = -
37 Windows & i
VMware vSphere HFEE VM, = -
Web & Fif

ASAv 1 VMware BY5 iR

gﬂféﬁﬁﬁ VMware vSphere Web Z i, vSphere 237 % Fimsl OVF TREERE ASAv. BXARKENK, HSHER ASA
Bt

vSphere fRAfE AR £ KBS

xtF vSphere 3Z#i#l, EAILURIESE 2 BRERE, Fxt ASAv EOFERAMNHOEANARERIBHIIN. ESRUTRINLE:
B RAEN: B4

m  MAC it & #%

B fhfEi: B¥

BRI REFEANEER ASAY L BERKIXLRE. BXIFEMER, 155 vSphere 314,

* 2 IR AR S RMEHEISH
Z2f5h B ER B KRR ERART KRR
TSI Bk TS % Bk
RERK <{Efa]> <{Efa]> B ®Z
MAC ik 8 2 <{Efa> %% <{Efay> =2
hkim <{Efa]> %% %% 2

ASAv #1 VMware N

OVF 3Zf4:EM|

1£3¥F asav-vi.ovf i£ 2 asav-esxi.ovf XHEURFERE BF5:
B Asav-vi - EFTFEBEE vCenter k£

B Asav-esxi - i@HT#Z7E ESXi £ (J vCenter)

B ASAv OVF SEARHEFAMY (FIERBEATRELAH) . EMIRE ASCI RFEBFR TELENFEFRRE VMware
vCenter 1 LDAP BR%%28.

B R ASAv ZHT, @IUEREREMKETE, FHEER VM iZHE.

RS YIS
B WTHEYIREE, ERERERREEFHEARNESFIE; fli, MEREHMEHA ASAV30,

BARMEMFTHAERN vCPU ST

B 5t ASAV FIREXRNE N ERERAIME. RIEEATENELERARFFAE, S EERERENEES
BERAFRESREM vCPU R E. B EFRESTIMNEE, TEIAESSH ASAV BERHERERMBNES; &
F15H (3T 100-125% SEERCA 24 B 3T 125% RESIEEEA 1 /06D /&5, ASAv EEHME.



http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

{FH VMware ZBE ASAvV

RIESE ASAV Bt A VMware 8 Day 0 B & >ttt

AR MRFEFKAEDR vCPU BHIEE, 1HUER ASAv IIFFAT, 55 5 TTHICRINE. FEFER VMware BilHIA
HFRERME. BANEFRREKXE.

EREFRT, ASAVWS AIRESBREIAGERR. ARBREENFLENAFRESHIXFMIER, Hlan/ERA AnyConnect 3%
TEHEHX . NEERNEREFEHIAXELAERNIEH S EHEREXANEERENTELRMNRZRE. AXEIFER
T, BaTL% ASAVS SREZIE& 1.5 GB RNEH VM B, EM 1GB Bk 1.5GB, XA VM iR, 1&%AE, REE
T FFiZ VM.

CPU 7B

B FABAT, ASAv s CPU X/ 1000 MHz, ERILUERHZ. MBEMRTIZE (RBIRE > K > CPU) X
74 ASAv B9 CPU ZEIFE. R ASAv AILIRIRHIIREAZKIREAT THATRAFNES, WALIM 1000 Mhz
FEfX CPU FiERIRE . ASAv £MH) CPU K/NEURTIEAGBITHREH T 8 AR EEHITH TIERRBFKE.

TR AR, SR CPU ERAR (Mhz) Bl (T EMNIM4EEEI-FHERME ) hEFEHNE CPU ERARE
2. E3 ASAv LIRS ENRERTH CPU EMREMER, BRLUKIEZERRFE CPU MERE.

BXIEMER, 1ESH VMware 2 7H) CPU 1HaEER I .

B EAILUEA ASAv show vm F1 show cpu @i $8#E ASDM £ > R &EIFFIER > REES > EMFFRET R E E >
B > R FIRE > CPU BigkEEZR BRI EEE SRS 2R 5ER.

IPv6 AT

B ER{ER VMware vSphere Web ZPiEERE ASAv OVF TR, T e R EIBIEOEE IPv6 tillh; ERIZELEER
ASDM = CLI /0 IPv6 Hutlt.

vMotion &N

B MREITRER vMotion, FATZIUEERHLZFME. £ ASAv BEZIEd, MRBEINER, WALERM FEE
M) SAHZFH LAREME. B2, MREZNER vMotion 1§ ASAV BEHMEH, FRAAMEHSIEMREIR.

Ho o W FnBRBY
B IRHEIEIT ESXi 5.0, ASAv OVF ZZ R~ X #+ vSphere Web & Fif; 52 H vSphere Z Fifi,

RRIEHE ASAV B fEFH A VMware 6llE& Day 0 B &3¢

EREN ASAv Z i, BAILUES Day 0 BLEXCfF. WXHRE SIS ASAY BEIATRI AR ASAv BLBRISCA . LWHIREER
MNEIEZFNTEERFRA “day0-config” BISCAI M, HENEBERBFIRTREFIEEAY day0.iso L. Day 0 BB L
MELESEHEESBEZEOUREERTAHSMNIEIERN SSH lRESEBHHS, BETAES TN ASABE. ZRAEMH—1
B& 2% day0-config BIERIA day0.iso. day0.iso X (BEX day0.iso HEIA day0.iso) HAEERBEITFEFRRIA.

AR BEEVBRIHESIETBINER ASAY, HENEBEREEREGEES THNERIFTSYM (D) ShHEMAS Day 0 BLE XX
SFEI—EFRAERZHA “idtoken” BISTASTHE.

AR MREEBPRATEHE ASAv, WAREERAER THEMAEIT ASA REXHAE Day 0 REXH. XTEMRT
B ARG A ERY Day O BCE ST

FE: BRNEARADFERANE Linux, B3xF Windows th XIS AIER.
EF
1. M Cisco.com T&EEFE M, HBHFRERAREE:

http://www.cisco.com/go/asa-software

EE: FE Cisco.com BREEMERNRESER.


https://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.monitoring.doc%2FGUID-FBA3A58A-EEC9-4B4D-8515-ECCF51188913.html
https://software.cisco.com/download/navigator.html?mdfid=279513386

£ VMware & ASAv

#RESE ASAv B3 A VMware 81 Day 0 Bt &30

2. BiZXHEEGEDI TIEER. B2MRZERFOEM . EPaEUTH:

- asav-vi.ovf - I&EFF vCenter FE.
- asav-esxi.ovf - &M FIE vCenter EBE .
- bootvmdk - BENFEEMRIE.
- disk0.vmdk - ASAv FHERR G .
- dayO0.iso - B8 & day0-config 3Cf4#0 idtoken 32 (FTiE) AY ISO.
- asav-vi.mf - EMAF vCenter BEHIF AT
- asav-esxi.mf - iEFAFIE vCenter HBERFR -
3. & A “day0-config” HITAICHFHIAN ASAV # CLIBLE . HM=MEONMWEOREMAENTMTEMES.

E—1TRIL ASA KRAFFk. dayO-config RIIZ2 G ASAELE .. 4 i day0-config IS ES R EMINAR ASA 5 ASAv
EHI—NEITEENRESS. day0-config HRVTIRFREE, K5I AR show run S5 EhERNIRFHET.

GNUE

ASA Version 9.5.1

|

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

4. (i) BEME KRG EERLHOEREITANES NS X THEIER PC.

5. (Wik) WTEHXHES ID SHAFEBANRESE ID ShErIRA “idioken” BIXAI M.
SHShHEBEE ASAY EME EEREITRIARS 2R .

6. 1B STASTHEEIRA 1SO SCHE R EHL CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso day0O-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

10



{FH VMware ZBE ASAvV

$/ VMware vSphere Web & FisERE ASAv

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

7. £ Linux £it+% day0.iso BVt SHA1T {&:

openssl dgst -shal day0.iso
SHAL (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecb66 day0.iso

8. EIEB R asav-vi.mf LHFFEIEFHAIKILEF, FHI¥ day0.iso SHAT BRI AFERAE.
.mf TR

SHAL (asav-vi.ovf)= de0£f1878b8f1260e379ef853db4e790c8e92f2b2
SHAL (disk0.vmdk)= 898b26891cc68falc94ebd91532fc450dad18b02
SHAL (boot.vmdk) = 6b0000ddebfc38ccc99ac2d4d5dbfb8abtfb3docs
SHAL (day0.iso)= ebbeel36elebla2bl09311c59e2flec9f731ecbbb

9. 1§ day0.iso XHEFIB|EHERELHRERDNNE. BHBERINNZ day0.iso X,
ENZBERESUEFELAE, RS BHERE day0.iso NHELE.

£ VMware vSphere Web & FiHEiE ASAv

A NBInfEER VMware vSphere Web Z PiEBZE ASAv. Web ZFifEEE vCenter. IRETEH vCenter, HE5EH
VMware vSphere J137 % FiiFl Day 0 AL Bk EBE ASAv, £ 15 Tisi{#Ef OVF T A% Day 0 fid B REBE ASAv, £ 16 7.

B 355 vSphere Web BRI H 2 ERZ FinERIESE, £ 117
B {#f VMware vSphere Web Z FisEEE ASAv, &£ 12 71

i7718] vSphere Web & Fifi L& PimsE R ifitt
AIBENBAESE] vSphere Web B Fif. AENBINALRER PinERIGLE, G258 ASAv 25| 8L E,
Macintosh T #F Lk Web B FRigIhaE (BIEFEHE) . 1H5H VMware Mif KB E#2ME Pin I E R

=R
1. MX5E 28 B Eh VMware vSphere Web & Fif :
https://vCenter_server:port/vsphere-client/
BINBERT, imOKA 9443,
2. (RF-R) REFFIRERIEN, LRI ASA 2515
a. HERFERT, fETHEPIREMRIEH T HIEMT

11



£ VMware & ASAv

£ VMware vSphere Web Z FisERE ASAv

User name: VMware vSphere Web Client

Password:

aT1290

b. XFMEEE, REEARKEFRERENT.
c. REMME, EFERET vSphere Web & Fifi.
3. MANAPRMEE, RESEER, ik ER Windows £15FHIIESAIE (YR Windows) .

£ VMware vSphere Web & FiHEEZE ASAv

E#ME ASAv, i5#EH VMware vSphere Web Z i (8¢ vSphere B /i) FIFMEIMLIER (OVF) BUtER . 7
vSphere Web Z (A “Z82 OVF 1R MSRIE ASAV HERGES. ZESISHEIT ASAvOVF XX, SIEBET
ASAv RIEHINL, HRERHEE.

REHESLER VMware BIFRELSTR. AXEE OVF RIRMEZER, S8 VMware vSphere Web & P Bk HLAEBf -

HEETE
TEERE ASAv Z BT, BUAMTE vSphere FEIEE L —P WL (BTFEE) .
&R

1. M Cisco.com & ASAv 453, HIFHREE PC:
http://www.cisco.com/go/asa-software
EE: FBE Cisco.com EREBFMBERBEZER.
2. 7£ vSphere Web EFixHSMBEEIRF, = vCenter.
3. mEEHMER.

12


http://www.cisco.com/go/asa-software

{FH VMware ZBE ASAvV

4. HESHERE ASAV IEESL . SRS EN, AEEEIBE OVF HiR.

ARG R ~EE OVF HiR[ES
5. BRESHFEHETHRE.

6. AREMEREZD, WMERGFHZEMANED ASAv 0.
BRFEIFHF. MRRERBEHMNE, TUHRE “RERE" MEETEXWE. EHER, AFR

PI4E AT HEIR

$/ VMware vSphere Web & FisERE ASAv

i ASAv i, REEFHBEEE LT OHEBEREIEE. B2, ZEETRE/R ASAv #0 ID (XERMEIER R

ID) . BBRTEMNMEEEES ID #1 ASAv 0 ID BZES5]:

M &EBLES ID ASAv #0 ID

P 4GS AL RS 1 Management0/0
P 4BIERC 28 2 GigabitEthernet0/0
MLEIERC RS 3 GigabitEthernet0/1
MLEIEACER 4 GigabitEthernet0/2
MLZIERCRS 5 GigabitEthernet0/3
PHLBIERL RS 6 GigabitEthernet0/4
PLBIERCEE 7 GigabitEthernet0/5
L% IERCRT 8 GigabitEthernet0/6
MLEIEACER 9 GigabitEthernet0/7
MLEIEHECEE 10 GigabitEthernet0/8

EANEZEFERRE ASAv #0; B, vSphere Web ZERIRERAFAEAMN/EMLE . W FENITEFEANEQD, R
ETE ASAV BLE R HiZIEO. EIRE ASAv 7, BATLUREIR] vSphere Web ZFimlA N “RHEIZE" IHEE MRS

ShEYIED. AXEMIER, 15218 vSphere Web & FimBAHL A5 BN .
EE: T HPEYI#R/HA 82, GigabitEthernet 0/8 B Fifit B A& iaiE .

7. INRMEER HTTP RIERIF O EEEM, NwA%iZE Smart Call Home &2 XI5 il B & 55 1F AT ST At . A TR—AR
#AF Smart Call Home.

8. XM THEYIHR/HA FE, BEBENRIRFR T

- IEERREE P Mhilt.

S EZON, SOERREMNSE LEE—1ER IP titf—N &R P ihit. HERFHAITHEETIRE, HINRE
REATREZRY IP HUEF] MAC ik, HFREERE. AT ERRESHRELHERZR IP #tiikFn MAC i,
HTMEZRENS LI MAC 5 IP it Fext i92E 1, W ERMERMNEH L% ARP FEZ U,

- £ HA EEREXE PR EMEIRERTE.

BTN AR R &S T W@ T S e YRR TIRE, LUER
EECE HHIE IR . MR —ML%E EROSEMANESIFAI &M 1P M.

13
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{E VMware ZE ASAv

£ VMware vSphere Web B FifZE ASAv

9. SEMIXEF/E, vSphere Web ZFimFLE VM; BRI UAESBESXEHNRIEESZSEHRPEER “Miai OVF HE”
%:{‘go

|

- Recent Tasks O

|T| Running Failed

Initialize OWF deployment
B DE-Testing

)

aran

SERE, B2ED “IE OVF &= TRIRE.

= Recent Tasks E‘

|' All | Running Failed
v Deploy OVF template
& -asavi

+ |nitialize OVF deployment
B DE-Testing

My Tasks - More Tasks, 2
“'h-lh.—-h =
(]

REENZE “B8” hHEEHETLTRER ASAv VM S,

14



£ VMware ZE ASAV

f# A VMware vSphere 372 Fi%Hn Day 0 BLE SR ZE ASAv

#f @

vmware* vSphere Web Client

< Home [+ K | O Sesssssasavd | Adtions =

i:}' Search:
system installed on a virtual machine is
computing emironment, you can use vireal
machines as desktop or warkstation

Getting Started | Summary  Monilor  Manage
(5 virtual Machines
= z WWhat is a Virtual Machine?
Virtual Machines i Tk
= Avirtual machine is a software computer that,
] asavd like a physical computer, runs an operating
4 system and applications. An operating
cH asavl
Because everyvirtwal maching is an isolated

andronments, as tasting environments, or ta
consolidate senver applications.

In wCenter Sarver, viflual machines run on
haosts ar clusters. The same host can run
many wirtual machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
% Edit virtual machine settings

P Y W W Y-
10. IR ASAv VM ERIEIT, BaTBIEML.

%15 ASAV B, REZEIRS ASDM SiFHlaEE. 4 ASAv BEXREHIRT, I§EEUET OVF XHREMNSH, HIFEM
AWINE] ASAv RGBT . ARKEHNERSITIE, EIEREIT. (RHEXRIE ASAV i, A2HAVNEZHTE.
BEEERER, BRI SEIFRIIE ASAv FFlE.

1. M THEETR/HA 88, ESRIELURMERRSE. FHSRUTE:

- RESFREMERNEMHERA.

- MANSERETEMEETL IP #uRE. FRTRTHRAREREIRELEEMRENSHIN, WMEEPH bootstrap
BCEME .

AR ZEBRHTAMANMARIEM ASAv, ASAv FEIFEIERKMN. BEZE, WHEENTHMESR, UKHEEM
iE) AR E A AT IE

3728

£H VMware vSphere 37 & Fiwfl Day O L EREFE ASAv

EIE ASAv, 1EER VMware vSphere & FinFFFEMLER (OVF) #EiRc# (asav-vi.ovf i& T vCenter EBE,
asav-esxi.ovf iEATIE vCenter E8E) . 7£ vSphere ZRipd#EH “Z8E OVF #iR” mSkIE ASAv HIERRHER. 1%
ESAE R ASAv OVF 2, BIIEI5IEIT ASAv IEIINL, HREXHE.

REHEFLER VMware RESER. BX “EBE OVF BRI mMIHESER, EE@ VMware vSphere & FPimBktL A58

HEEIE
B 7EERE ASAv ZHI, BaABTE vSphere FEEEEL—AMLE (BFEE) .
B IRBBARESS ASAv EiiEH A VMware 613 Day 0 BLE i, % 9 PSS EAE Day 0 AL E.
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5/ OVF TE#0 Day 0 BLERERE ASAv

. |BE1 VMware vSphere Z i, SREMRREEICH > 328 OVF 15,

HERTIFHER “ERE OVF #HiR” mS.

. MSTERF asav-vi.ovf XHMERBINTEER, AREEFZXM.

. HKEMEER “OVF RIRIFEMER” . $EHITUTENFRE. MREEFER Day 0 ELEXH, NALEREMEE.
- BE—TRBSERHERENHE. SETMRBEELL.

. Bz ASAv, TF VMware 1£6I6, REFHEZIRE.

. 18id SSH #E#£%| ASAv HTHFIRMECE. MR Day 0 EEX P AEAEFENAAEE, HITH VMware =563

TROEREE .

ASAv AR EIEFIEBIT.

£ OVF A% Day 0 B &>k ZBE ASAv

EETIE

£/ OVF TE&BE ASAv REEE day0.iso . ERILAEABVARZ day0.iso X (EFECHiZd) , HAIERE
BB ENX Day 0 Bt E . E6)3 Day 0 BeE X, BFSRMELE ASAv B EH 3 VMware €13 Day 0 Bt &30,
%9,

ik OVF TEE % %% Linux 5 Windows PC L+, 3 HE2ZE#2|EHE R ESXi 5 vCenter AR5

- BEREZE %% OVF TA:

linuxprompt# which ovftool

- ERRENBEZETLZ— .omd 3

GNUE

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=ASAv30 \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup_Mgmt" \
--net:GigabitEthernet0-1="Portgroup_Inside" \
--net:GigabitEthernet0-0="Portgroup_Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@l0.1.2.3/

. }iTiZ cmd XX

linuxprompt# ./launch.cmd

ASAv B5; EFETRED.

. BT SSH E#%E ASAv ST FTEECE . MRFEESZEE, FITH VMware iTH &, #A ASAv, HRRALENEE.

ASAv AR EIEFIEBIT.

16
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iiE) ASAv 1=H &

if7la) ASAv iZ5I &

XtF ASDM, ARLIFATAREFERER CLI #HITHIEHR. BIABAT, EALUIEAE VMware vSphere 2515, thA]
UECEMZKBITIESIE, TRAARFRIEE, BIEEFIFFE.

B {#f VMware vSphere 154148, £ 17 &1
B EENERITEEHSKO, F£18 7

£ VMware vSphere £§1|&

T #IYAEC B S asPEHERR, MIBIE VMware vSphere Web & PR 8 EHIZHI &17518) CLI. ERTLAFEE A Telnet 8¢ SSH AL
& CLI m#2ifi8).

EZIE
IF vSphere Web & i, RERFPImEMTGN, ZiEHF=A1E ASAv IE5I & A Em.
b 3c 2
1. 7£ VMware vSphere Web Z i, Aa® “F8” ) ASAv L, REEFITHEHE. 3E, SETUSEHE
TR ERREHESIE .
2. mEEHE, /IR Enter . JEE: % Ctrl + Alt T EHLAR.

R ASAv ERES, BLBEIRHE.

Y ASAv B RETNEY, HIEEUEED OVF XHEMEISH, FHRENRME ASAv RGERES. REHEHNERIST
12, HEIEREBIT. NHEXIE ASAV B, FHMNERFTIE.

AR ERZEWFIEZR], FHERSIZA 100 kbps, MUEERIUBITHILERENR . FERZFTIEFRERET. &
REVAIEZH], BERBIUTHBEREN S LESHN:

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

EREBUTRR:

ciscoasa>

ZIRRTRAKGELT AP EXEC 2K, A EXEC R {NEEFMELADS.
3. HIEHFI EXEC #83:

ciscoasa> enable

R ERATRR:

Password:

4. ¥% Enter $8424%. BUABARAT, HBAT. MRLENEEEEAZERL, EMNZEEMA L Enter #.
RRAENA:
ciscoasa#

FEFF EXEC R, FABIFEEGSHAM. BRI MY EXEC RXHN BEEERN .
EREHFUEN, FH disable. exit 3 quit <.
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F£% vCPU Sk &M E1FAE

5. a2/ ERRN
ciscoasa# configure terminal
RAEERAUTER:
ciscoasa(config) #

ANEFEERNFIRECE ASAv. ZRELBEERN, BN exit. quit 2 end %

Fic & W4E R TIEH B im O
RIS EAFRITHI GRS, T SL AR E 4 175 OIS AR BB R B TR O 38 (VSPO) BHTITHI A, BXEHITA
HOEAER, WS VMware vSphere IS, 7£ ASAV £, B TSISHIAEL % RB RITHOM A SEATHE. KB
RN AT R

&R
1. £ VMware vSphere FELEMLE E1TiHO. 1HE# VMware vSphere 3i4.
2. 7£ ASAv tHY disk0 FUIR B R T8IE— 1 RK “use_ttyS0” M. WXHAEEEEMAR; EREEUTUERE:
disk0:/use_ttyS0O

- 7E£ ASDM 1, AILUER IR > XHEEIEE LEZRIRNE A .
- 7£ vSphere FHI&H, ERAILEXHRGHRMEH (ERXH) SHAHER. Hn:

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg diskO:/use_ttyS0

3. EffiNE ASAv.

- £ ASDM iRk TR > REEFHME .
- 1 vSphere =HI& 5, A reload.
ASAv =1k %% %| vSphere £H|8, MEXRXREHRITIEHAE.

4. Telnet B|B7ER N B 1TiH ORTHE E /R vSphere 41 IP #hikFni% 5, 3% Telnet | vSPC IP #ibFnsH .

RS E. A Y A
H% vCPU s FHIL = 1F AT IE
ASAv £ BT EIFANE, TLEMEAIER vCPU $E.
WMRERE (SF) ASAv # VCPU B, EATMEEHIFANE, RAFFTE, 7 VMware FRE VM B4 ILHECETE.

AR 2B vCPU E W JILES ASAv FEHL CPU IFRIES AL E1FAIIE. RAM usZist st vCPU BB #HITIEMIFE . AR
S PERET, ESW RIS RRIEH BN EEIFFTIERM vCPU. INRFERFEAE, ASAv TEEETIE,

2

1. BRIEHFAIE.

2. NRFVFRE. T EBETIRY, HENFTIENARIA MR E.
3. BUTUT#REZ2—, BFEURTREEAHIETIR:

- GHEBEYH% - 7 vSphere Web Z i, XH &/ ASAv. BN, S ASAv, RESEAAELH, EARSE
ASAv, REEZFXHHERIERSE.

- TEEYIR - 7F vSphere Web ZAihmh, %] ASAv. filin, = ASAv, RESEXHEMN, ExaEas
ASAv, REEEXHHERIERS.
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4. mE ASAY, RERTHRBEMIGE (SEHESTE ASAY, REEFHRBRE) .
R B mEREXEIE.

5. iF& %) ASAv BIFH], 2 5 TTFH CPU/AFEEKRLUHEH vCPU FRIERIIERAE.

6. EEMBEHIETFLE, ATHIIFRHHA CPU EZFHME,

& asavd - Edit Settings L

Virtual Hardware | VM Options | SDRS Rules | wApp Oplions

@ o

[ Enable CPU Hot Add

Cores per Socket

CPU Hot Plug

Z| MHz -
Limit | 15000 :l (we [+)
Shares To.'mal - -

Resenation 1000

4

g
CPUID Mask LFIpose the NXXD flag to guest vJ Advanced g
7. WFAFE, WA RAM HIF{E.
8. mEHME.

9. ¥TFF ASAv HIEBIR. flan, ~TEBIELHL.
10. xtFpEHesd :
a. TFESRERIEH QBB TNERNRE LK ASDM.
b. #RARETHEIE, HETIREERARE:
- ASDM: fRIERIEHE > BRI > BIRYIHR > RS, REL/ERAER.
- CLI: ciscoasa# failover active
c. WENREEELE 3 2 9,

HEER
B ASAv BIFH, £ 57

19
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FH4% vCPU e &R E1FAIE

20



imir
CISCO.

3

] KVM ZBE ASAv

AT A R T RREYEAL (KVM) #8& ASAv.

ETER KVM i ASAv #E, £ 21 7.
ASAv F1 KVM BIFEREM, B 22 7T
HEZ Day 0 FLEXH, 22 |
EFELMGF XML X, %24 |
BEI ASAv, 5 251

PIERIEOER, 825 W

ETF{EH KVM g ASAv ZRE

1, %21 TTRRfEM ASAv #1 KVM B IRINR S, ARFIARRZFHETIHRHAINRG. BRFHNEFEFIRTENE
K. ASAv RMERERFISNIBIILE Z [ERIFG KiK. 5, WRGIPERE T — N RIRAETERLE .

1 ¥ KVM #9 ASAv Z275x4)
10.1.1.2 198.51.100.2
go/0 go/1
192.168.1.2
mO0/0 f
Linux Linux
hEERE SNERI R

198.51.100.3
eth0

192.168.1.3

SR

eth0
Linux E#1 10.15.2.30

373011

BRESAT WWW.cisco.com
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/A KVM ZRE ASAV

ASAv F1 KVM IR &

ASAv F1 KVM Y5 R &4

® )\ Cisco.com T&; ASAv qcow?2 XHFHIGEH M Linux E#H L
http://www.cisco.com/go/asa-software

EE: HE Cisco.com BREEMEMNREERE.
B ASEATHETHBERAME, BRIMBEEER Ubuntu 14.04 LTS, FATHIBEE R Ubuntu 14.04 LTS E#Hlz k-
- qgemu-kvm
- libvirt-bin
- bridge-utils
- virt-manager
- virtinst
- virsh tools
- genisoimage

B MESFNRARENZE. BRI, BETURAK KYM £ ASA FitE. AXERTIEARNES, H5H
(&% Linux 1 Intel 1GR9 EHLILF B HIMBINEE BT BIR B ALIBMHRE) -

B Ubuntu 14.04 NERMEHEBIEUTARE:

- macvtap - &%8E Linux M#; EALUER macvtap, MARZ Linux Wif. 5, SO NEEHFEREAEER
macvtap, MA=Z Linux R,

- BERAXTE - BTFEMNAEREA ), 7 Ubuntu 14.04 REVAFE.

- BRB%E - BTEAD vCPU BRI — 1 2.

- txqueuelength - FATFI%2kA txqueuelength E1nZ] 4000 MEBHELEBR,

- EE - BT gemu 1 vhost #IZEEZIHFE CPU Mt%; EREFERT, BEEERSMEE.

BXEMUET RHEL I ABI15 2, 15218 (Red Hat Enterprise Linux6 FEIMLIBEEMMAILIERE) -
B FX KM BRFEK, ESNER ASA REMER .

& Day 0 L& XXt

BTN ASAY 2 Hi, EALUER Day 0 BLEXH. WX HRE A ASAv BN AR ASAv BB A . HAIREE
BERANCEENTEBRPEA “day0-config” MIXANH, HENERBHATREFIEIA day0.iso Xf. Day 0 BLEX
Bz LSS EEEIEIEOMMEE BT AR MR SSH BRSSEHS, BEEErE 85T/ ASABE. day0.iso
X (BENX day0.iso BB\ day0.iso) AMEEREEIZIZFRA.

AR BEEVGEIEIIET BRI ASAY, BERNER SRR EER THHNEEITTRA (D) SHEMAS Day 0 EREXH
AFE—BRE®A “idtoken” HIXAI M.

AR MREABFRATEHE ASA, WAAEERER TRHEMAIZIT ASA EREXHA{E Day 0 REX . XTEMRT
B ARG AR Day O BCE ST

AR BNEATOIHEMBRZ Linux, {B3F Windows thBRLIEISIRAIERF .
BF
1. %A “day0-config” HISTAHHIAN ASAV B CLI BeE . RM=/MEOREOREMAENEREGES.

E—1TRL ASA BRAFFsk. dayO-config RIiZ2H3HI ASABLE . 4R day0-config BIRAES TR EMIIER ASA 5 ASAv
EH—NEITEERERS . day0-config FRTIRFREE, NS5IER show run &84t P ERIBIRFHERT.
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A KVM 3RE ASAV

#E% Day 0 BLE i

Pl

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

2. (Wik) HERERRHEERLHNE T IIES RSB H THEI B EL.
3. (FIi&) NTHXXHES ID SHEHFEBANXES ID SHEEIEA “idtoken” BIXAI .
4. (FE) FHZETEXIA ASAv MRE IR HITEINFA, BEHIR day0-config XHFHEELUTER:
- EIEEO P it
- (Fik) ERTEEITAIR HTTP K12
- BTRASHTTP K1 (WRIEE) = tools.cisco.com HIZEIER) route 4
- % tools.cisco.com #4773 IP it DNS BR 5525
- EEHIEFERN ASAv FRNEN SR B
- (Fi%) EMETF ASAv 7£ CSSM F i {TERNIM—EHZ
5. BITIFSCA TSR ISO X4 R EL CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso day0O-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmaAsa$

SN BHEERITA RS ERIEM ASAv.
6. EELR 135, EMAENE P i AERENE ASA B2 BMMECAEEXH.
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HEZ R XML 32

HEF UM XML 3
BEZIRERF ASAV IHEEEE KVM 41, DURRFHEHRILEREREMMLE.
AR KEFFSENS KVM =N ZIMISMNBIREMIER.
£ KVM E# EEZEMME XML XX, 3 FifE% Day 0 BLEXCH, 5 22 TIATAREIUM &R RG]

friE
, &%

ZUAT=AEM

PR SCE: virbr1.xml, virbr2.xml # virbr3.xml (EAFUERIX=N30ER; Blan, FRIEER virbro, FAEEXRFE) -
BN GHEGLEENMIFRENEE. BOFUAEMMIFRHZIRAME—L MAC tbit. 324 IP it 2 A%,

Fidc
1. SIEZ=NEPARLEMF XML 3T
virbr1.xml:

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00" />

<ip address='192.168.1.10' netmask='255.255.255.0" />
</network>

virbr2.xml:

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01" />

<ip address='10.1.1.10"' netmask='255.255.255.0"' />
</network>

virbr3.xml:

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10' netmask='255.255.255.0"' />
</network>

2. QEREBSUTHENME GEXGIP, HITEMAESZA vit_network_setup.sh) :

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

3. BITHMALUR BRI . WA E REMML. RE KM EHET, MERSRERET.

stack@user-ubuntu:-/KvmAsa$ virt_network setup.sh

FE: MEREFHMEL Linux T4, MWAREENIEIT virt_network_setup.sh Bz, HEIAZE X = ZEAEENSEEETT.

4. WIFENMEREE8IE:

stack@user-ubuntu:-/KvmAsa$ brectl show

bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 ves

virbrl 8000.5254000056eed ves virbl-nic
virbr2 8000.5254000056eee ves virb2-nic
virbr3 8000.5254000056eec ves virb3-nic

stack@user-ubuntu:-/KvmAsa$
5. BRAELL virbrl RAFEY IP Hbdlk, X2 XML 2o ELEY IP Holit.

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl
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BEh ASAv

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl
valid_1lft forever preferred 1lft forever

Bz ASAv
fERAET virt-install BIEREBIAZE) ASAv.
=F
1. SR A “virt_install_asav.sh” B virt-install Bz,

ASAv ERIHLEIZFRIELL KVM EH_ERETAEMBELHL (VM) hbi2M—i. ASAv LAY 10 M. Rl
FRAZAMNE. MEMFEANIRFIEEEE. F—FIHNKRARZE ASAv HEIEZED (Management 0/0), S5
HI2 ASAv B GigabitEthernet 0/0, SE=1FIH AR ASAv B GigabitEthernet 0/1, LALLEHE, BEZE
GigabitEthernet0/8. &L NIC w42 Virtio.

AR watchdog BEZE KVM iFZHEMEGHMMIEE. IR ASAv REIREME B, MTIEET ML=
B KVM if%.

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio \
--network network=default,model=virtio \
--network network=default,model=virtio \
--name=asav \
--cpu host \
--arch=x86_64 \
--machine=pc-1.0 \
--vcpus=1 \
--ram=2048 \
--os-type=1linux \
--os-variant=generic26 \
--virt-type=kvm \
——import \
--watchdog 16300esb,action=reset
--disk path=/home/kvmperf/Images/desmo.gcow2, format=gcow2, device=disk, bus=ide, cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty, target_type=virtio \
--serial tcp,host=127.0.0.1:4554,mode=bind, protocol=telnet

2. i&{T virt_install B
stack@user-ubuntu:-/KvmAsa$ ./virt_install asav.sh

Starting install...
Creating domain...

WP HH—1E 0, EhEREMINESS. SAURRENMIEERR. BIEMNEZE/LS MEE. EELIIEF
IEBEE, ERUMERIERF&H CLI <.

Pilkix QAR
ERBEHARMAMRIED, MEBEL I EI S ASAv. EBHH0EDRME ASAV ERNLE, ASAV IZESBHRNENR

EO, FEREBERAENED. B, SE@dARRIBENSRBMRIAMEDN, ASAv MHlRZEOHBRRSEBEX
XAV R 55
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AIEHREOEE

PamiR sz OEBCRY e S IR N

ROMSFSHES
B YERM—MMEREOR, BEORSFTHNRE—MEONSESMLE 1.
B YERBR—NREREON, SFE-MEORSH®RO, RIEGHROZORKRE—MED.
B HEE-MEOSSROMN, T—MUERBEREDBEIAMNZRO.
[
B RIS ORISR VIR EERRET, WATEIEE AT ASAY STHIA B 1R & LRI R .
- EHEF-DABREZEDRMEELW SRR RNER ASAv, REF—HERECAMBIEW EIEREF P&

A ASAv.
- EEH ASAv FEEFRMAEREYIREZED; ZEEBRLEIERES.
- EEEELEERABEEDR.

B EMEREPETIRER, IHMITUUTHRE:
- BEEMERER ASAV FRIEEETIRELE -
- MERWSEERFAER ASAv RflifREfE Tz O, REIEMNEMNEERZFREER ASAv F#lFRHE R

#0.
PRI
B HdEEIEOVERCRT Virtio E#L NIC.
B YHNSAEOHER 10, WRESXRMET 10 MED, MSBEEIRER.
B EIEFTFEOFR (media_ethernet/port/id/10).
B AERIEDRREESR ACPl. IEREE virt-install BIZ 7N --noacpi #xit.

BRI UER virsh S TR AR KVM ERASIEREFFAIEO.
=K
1. $TH virsh S1TEIE:

[root@asav-kvmterm ~]# virsh
Welcome to virsh, the virtualization interactive terminal.

Type: ‘help’ for help with commands
‘quit’ to quit

2. {¥H attach-interface %< M—MNEQ:
virsh # attach-interface domain type source model mac live
~fl:

virsh # attach-interface --domain asav-network --type bridge --source br_hpi --model virtio --mac
52:55:04:4b:59:2f --1live

Domain RILATEE AFEEEH, ZIRTLTEEER UUID. type BHATLLZ “network” CGRRYIIEMLZLE) 3 “bridge”
(RTEEZNEZHMT) . source EHFTIEERR., model BHFRTEN NIC 28!, mac SHIEEMKZIEON
MAC it live BHiFRRiZ G SFMIEESITHIE .

AR FER ASAv EREOERERAREHBRZZED, UEERMZEERE; BXFAES, HSHATHR ASA &7
A FAR
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http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
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A KVM 3RE ASAV

PR EE OB
3. {£/ detach-interface &< Milg—MED:
virsh # detach-interface domain type mac live
il
virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live
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AAEIRIR O AR
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imir
CISCO.

£ AWS = EERE ASAV

AT LLE Amazon Web BR%S (AWS) = EEFE ASAv.

*F AWS = LH) ASAv 288, £ 29 7T
ASAv F1 AWS BI5EREM, B 29 7T
ASAv 1 AWS #1g S REMFIPRE], 2 30 I
f&E T SSH HHIIE, % 30 ;T

AWS E/) ASAv RIZEHRFMRAI, 28 31 7T
£ AWS EEE ASAv, E 327

XF AWS = EHJ ASAv #R3Z&E
ER: AWS AR HEE ASAVS,

AWS E—/MERFAE Xen ERNUISITIEFHNALZIFE., ASAv 7£ Xen ERWLISIEIERFH) AWS FRESRLLFE S % ET.
AWS EH ASAv AT SEf A .

c3.large # c4.large - 2 4 vCPU, 3.75GB, 3 MEO, 1 MEEEQ

JEE: c3.large SEfI_E#F ASAV10 F1 ASAV30, BRI EINFE c3.large LEBE ASAvV30, FEMATAEER ZIRIPE
.

c3.xlarge 0 c4.xlarge - 4 ©~ vCPU, 7.5 GB, 3 MEO, 1 MEHEED
SEE: c3.xlarge E{X#F ASAV30.

EE: ASAv 7E AWS IMEZ SN HF Xen EHIWLESIEIERF o

ATEE AWS oIk, /8 AWS E518E ASAv, Hi%#E Amazon Hl2EM& (AMI). AMI 2—iElR, Edh a8
EHISCLBIER BB E

EE: AMIBUYSE AWS IMEZ SN AT AL

ASAv F1 AWS BSR4

7E aws.amazon.com 8IEM A,

V¥R ASAv. FEREITRI ASAv 2T, ASAv BERRIEXTZIT, HARNNHF 100 M EHEF 100 Kbps BIEILE. FS
&R T ASAv B BEARIFIF AT .

BOZEXK:

- EEAE

- AERASMRIEO

- (Wik) HfbFM (Additional subnet) (DMZ)

BRESAT WWW.cisco.com
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£ AWS &= EERE ASAv

ASAv F1 AWS gY$5 5[5 M) FnpR

B ORERE:

- EIEEO - AT ASAv E3%E] ASDM; Tt TEBR=Z.

- AEEO (WF) - BT ASAv EREEIRERE.

- SMEMEO (3D - BT ASAv EREI A ML .

- DMz #0 (Hi%) - #EFEA c3.xlarge AR, BATI8 ASAv EER DMZ M4,
B FX ASAV IRGER, 1ELREBR ASA REMIER.

ASAv 1 AWS B935S & | 70 BR 1)

XTI RE

EMFAE S (VPC) hHIERE
HIRAELM (SR-IOV) - AFTARIERT
M Amazon Marketplace ZBE

B LhIHRZ A vCPU

% 3 EMENAFPRE

BEER (L)

FXEFHIThEE

I &iial (15 SSH 5 ASDM iBiT 4EHE O HTEIRIRIE)
IPv6

VLAN

&L= 100Mbps #J ASAV5

RARR (P HRIRIRSOE R A
ZEREKER

i

ASAv A=A A
REBEFEYIEEO L3 EtherChannel
VM FAN/FHH

Amazon Cloudwatch

M F RSN R

VMware ESXi

AL E X0 SSH ST

/A SSH NS MINIERTBIAREN - BATFEF SSH SHIEIE, FtkHIHITHINIE B A GEB A SSH QNS MIEIE; Fr
A, ERNASRIIEAINA SSH BB AEAREETRTEAN. AASMIIEE Amazon Web BRS (AWS) £ ASAv RIZRIA
RE, Eitt AWS APSBRILEE., A TR SSH EZEEL, BUUEARZAEHFEE. &, BUUEARZEFER
ASDM (InREFHT ASDM ijia)) 88 E.

AF#& “admin” [RIAECE R

username admin nopassword privilege 15
username admin attributes
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£ AWS &= EERE ASAV

AWS 89 ASAv 4R =PI

ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1f:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

EAEALZ H{ER ssh authentication 4, BFMAUTHS:

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

RIMNBWAZAFABIEE—NZE, MAZRE nopassword E#F (INREE) . nopassword 5 F R AT LU IET]
B, MARKTRAEAANTEMZE, £ 9.6(2) /I, SSH QHSMNIKIEAFE aaa ©%, ELFKAML nopassword x i
F. WE, ATEE aaa %%, FLIMRELZH password (5 nopassword XEF) , ELBEERIFX usernameif{THE
HZRE S HIIE,

EALKZIE, username S AHFE password 3 nopassword XiEF; ERILIEKRAPTEERMAZE. Eik, ZGEF)
NAFHIIE, EEFMA username 4 :

username admin privilege 15

AWS _EFEJ ASAvV ML&HRFN =451

1, 8 31 RER T EBARAIERNTELAT ASAv IR, 7£ AWS 5 ASAv B E TN FR (B8, HEE.
SMNERFR DMZ)

1 AWS {9 ASAv ZBE R4l

AWS VPC

BT
CERBIFERE - RET)

GBEFELF
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£ AWS E#RE ASAv

£ AWS LEEBZE ASAv

UTHRIERFMESIL T ASAv LR E AWS B R. WFETRIFENRELR, HSRFHER AWS.
BF

1.

3% aws.amazon.com, EFREENXI.

AWS XIS ARILRENZ I XE. XEETERSNELA. —MREBPHZFEFIERES—IMXEH. HEHRE
AR IR A TR XI5 A -

. REERAIMKS > AWS BIRIEHIG, BEE ‘KM’ TSE VPC > BRI VPC A8, AREEENMAHFMHAREUATE

Gk EmM VPC (FRRIEFHRA, BRAIEARANRE) :

- AEBFISNERFM - HIA VPC FIFRIENEFR.

- EERMMX - @I ERMEREEEE ATLRMMXETR) .

- SMERER - RMFBUERAEE ERMEIHIERE (1% 0.0.0.0/0 RMBIEEKMMK) -

. RERAIS > AWS EIBIEHIS > Ec2, KRR EtlEsEsl.

- EIFEEEY AMI (45130 Ubuntu Server 14.04 LTS) .
15 S RIS X B AN P FRERY AMI,

- IEFEE ASAv TIFRISLGIZERY (fign c3.large) .
- EESf (CPUMAEEEZER) .

- K SHREEER" T, RIBEERM Day 0 BLE. AXFEAESEE (FIEEEIFT) B E Day 0 B E AYIRIEIE
7, 152 Day 0 BLE T, £ 22 71,

Day 0 Fc & 7R

! ASA 9.5.1.200

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 30

username admin nopassword privilege 15
username admin attributes

service-type admin

! required config end

! example dns configuration

dns domain-lookup management

DNS server-group DefaultDNS

! where this address is the .2 on your public subnet
name-server 172.19.0.2

! example ntp configuration

name 129.6.15.28 time-a.nist.gov

name 129.6.15.29 time-b.nist.gov

name 129.6.15.30 time-c.nist.gov

ntp server time-c.nist.gov

ntp server time-b.nist.gov

ntp server time-a.nist.gov
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£ AWS EERE ASAv

- B GEBRAMD .

- A - USRS, WEMREHTIR, EIRER—METEEROEH.

- RAE - NIRRSEANESE. ROEEHTHIEHIN R R R R R D A,
AR, RSEXFARITN. BHELMN, BUERIF SSH NER TR ASAV LN .

- RECHEE, RESHEI.

. BRI

HABANM—NMEATLURANZIR, REHEATHIZENNE; BRATEKEETH. WREEXRBAX, WL
SRS, REEMBE.

. BHEEIELHILEE ASAv.
. mEEMHA > AWS EIBIFFIS > EC2 > BRI > FHEY AMI.
. FfR A9 ASAv ZREN AR/ BirRE.

AWS BAR B (RS IFSEHIENE IP it HRE, FEXAFEGINEBCH IP il A X RE. EiE ASAv REBIEAKA
B, HAFEEA ASAv REED (AER. SMERFN DMZ) LERIR/BFEE.
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£ AWS LE#8Z ASAv
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CISCO.

£ Microsoft Azure =_EEBE ASAv

A LFE Microsoft Azure = L E8Z ASAv.

%TF Microsoft Azure = £ ASAv $3&, £ 3571
ASAv il Azure HIFRFHFIRGEER, E 36 1T
ASAv F1 Azure Hi3E S ENFIBRS], 5 36 7
Azure EHJ ASAv LgHR$MRGI, 5 38 Tt
EMEREVENER, ¥ 381

Azure B, £ 391
ERREPELDNANEBEE, £39 71

IP ik, 5539 7T

DNS, £ 40 |

7£ Microsoft Azure LEB2E ASAv, 25 40 T

XF Microsoft Azure =_EHJ ASAv ZRE

Microsoft Azure —MERE A Microsoft Hyper V EHIHISIEIEFHI AL ZIFEE. ASAv 7£ Hyper V ERIH MKITIEF Y
Microsoft Azure FMEHFE LiFZE . Microsoft Azure FAY ASAv 35— SLffI2EE!, BFRHE D3. #rfE D3 AT #F 4 4~ vCPU,
14 GB H7EH 4 NEO.

SR LU L RS 3 2 —7E Microsoft Azure FEBE ASAv: {#H Azure FEEIBRIE RPhIf5 A IE, HIEM Azure B
2L EE HERNAIERERRFR. FSHE Microsoft Azure LERE ASAv, £ 40 71,

BRESAT WWW.cisco.com
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7£ Microsoft Azure =_EERE ASAV

ASAv # Azure BIFTRFEHF ARG ER

ASAV A1 Azure BYFTIRZ B ARGEK

7£ Azure.com _BIEMHA.
7£ Microsoft Azure L8IEMKFE, ERILIERHTE Microsoft Azure Marketplace Fi£# ASAv, REERE ASAvV.

1FA] ASAv.

TEIFA] ASAV 2 BT, ASAv EBERBRRIRNATIEIT, ERXNZHEF 100 MNEEF 100 Kbps BB =E. FSRERT
ASAv BB BEEEFIF T .

FEE: 7 Azure FERE ASAv BF, ASAv ERIAER ASAV30 %, B ATLUER ASAVS 1 ASAV10 #%#%. {BEEXMIE
AT, B EtERHFHECE AFER ASAVS 5 ASAV10 %1,

EOZEK:
BN EERMMEORE ASAv.
- EBEFE
AR TR AREE, EBEOBBE N #EO.

EE: fEAzure P, RAENHIEOBARERED. ZEOEME——PMNEG XM Azure A2 IP #hHEAYEO. AT
XANERE, Azure F8) ASAV RIFEEREN LEAHEBRER=E. Eit, EBEONVBEESGE
management-only % E .

- PESNBED
- HEFR (DMZ a0 EIRL)
B

- BN - BT SSH imiE AR IF ASAv E#:E] ASDM.

- AEMEO (LF) - BT ASAv EERIRIBE.

- SMEMEO (5D - BT ASAv EREI A ML,

- DMZ#QO (Wi%) - #£f#E M Standard_D3 $#0O8, BT ASAv iE$£5] DMZ 4.
AX ASAV MRFKEKR, FBRER ASA REMIER.

ASAv #1 Azure BY$8 SR M FNPRFI

M FFRITHRE

M Microsoft Azure =#{TERE

BN EfIHEZ A vCPU

£ 3 EMEHRAFEE

EE: Azure TREAIELERIE 2 B vSwitch IhEE
BB AIEER (BOA)

AR EREBAERRT, ASAv EMEHFMESE 3 RidF. KEXERSMEORE A IP ik, BT Azure &
3 FF VLAN fRiceyiEn, Bt ZEIEfric. EhanyiEn ERcE IP ik,

P XFFHIThRE

¥l aimiE] (ER SSH s ASDM ifid M4 O TEIRR(E)
IPv6

A PsEFIEEO EARY VLAN #5i2
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7£ Microsoft Azure &= _EEBE ASAvV

ASAv F1 Azure B935S R NI FNBR &l

B it

BENIRE/ IP HiEAIRIE ARP (M Azure WEBEE)

E{TEO BRI AL IP it

HA “Management 0/0” #ZORLEBGXEAIAE IP Hiik,

RAER (FXHFHRIRTGBERAER R AE)

SEE: Azure REFHIE ASAv FEIERABT K EER TEIT, BAEFAAFEOEREAERATEIT.

i

ASAv A ith =]

RIS N/SH

BOABRT, Azure ZHIEITHI ASAv ERBA FIPS 3.

aly: SNBREFBE FIPS &R, Nw45n{E A ssh key-exchange group dh-group14-shal #44% Diffie-Helman 254832
MAE R AERMER. RGN EK Diffie-Helman 28, 1§FiABid SSH iE#EE] ASAv, X ZVIHEIE ASAv HIHE—
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Azure _EBY ASAV 4R =PI

Azure B ASAv &R =15

&8

E 1, ¥ 38 REB/RTABABIERATRILAT ASAv BIRLEHIN, 7 Azure FEEET=/FW (B, AE. DM2) .
EFﬂiJLT%IEIAZ\mE’J%D (5MER) ©

& 1 Azure £/ ASAv ZBE RHI

PO 4 Bl
—

o 10.10.2.25 (ASAv FIE IP #siit) Aity IP

10.10.1.25

| EE o+ s
L FEED

DMZ 4% g

B R
0.0.0.00 10.10.1.25 (ASAv DMZ IP itzit)

168.63.125.16 (Azure %) 10.10.1.1 (Azure BI3K)

HA[8]) 832 BV =R
1£ Azure FERE ASAv BY, S8BT EIE:

B ASAv EIL (VM)
FiRE (BRIEmEE TMENERE)
ASAv EiRBE IR ER M EFTE &M A5 A BRI B IRE.

B [/ NIC, 433I&J% vm name-NicO. vm name-Nic1. vm name-Nic2 1 vm name-Nic3

XL NIC 4 7lBRETE] ASAv #0 “Management 0/0” . “GigabitEthernet 0/0” . “GigabitEthernet 0/1” #0
“GigabitEthernet 0/2” .

B —/N%J vm name-SSH-SecurityGroup HI££4H
L 2RIGHIIN B EIALAY NicOo, 1% NIC B&TE] ASAv Management 0/0.

L 4ERE S SSH #1 UDP i [0 500 #1 UDP 4500 FiF VPN B9, (AT A SRE B IS BUX LeE

B NP L GRIBEASEHEIEFMESR)
N3t P #ifik SEEHAHL NicO #B€E£, 1% NIC BRg1E] Management 0/0. Azure X 5t iF— A3t IP #itit 58— NIC #8358 .

AR T uRFEA P bt GRIbUESKEIRAMIE) ; RXHE “X” %I,
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Azure %8

—NEEONFRRELIRLE (BRIEGIEET MERMLE)
B SNTHHERBEERE (NMREEE, WEREHD
=@ & 7 subnet name-ASAv-RouteTable.

'ﬁ’l\ﬂﬁm%ﬁﬁl_ﬁﬁﬂ’._/‘?mﬁ'lﬂﬁm ASAv IP thiHERT—k. MRREBFEINAEMFRKEIM, EAILUEE
/IJ\\ 7]|3| EKTA llig EB

B FTEFEMEK P A B RS T

B2 IS 7E Blobs (ZHHIANSR) .
B FREEfEK A AT Blobs F1588 VHD TRIBA X, &% vm name-disk.vhd F1 vm name-<uuid>.status
B —AFEiEKE (BRIEEEE T AR FMENK )

R EMERELWLE, HIENMMBRENER (CEREOERTRRRN .

Azure I&H

Azure ML HEER R EUR T EMMEN BN RER. BYRHRRIGHNAGRARSAPEXBHRNAS.
AR BENMLEEEANBARMAGEARE.

ERAUEEMMIBAFPENRER. RFUBAREHRGERSARENREGTR, REMAERAREAKNRKE, HX
KERPEXEER. REHREFTEIEIER Azure EMLE BB MM XHIEIAREH (0.0.0.0/0). REHEARTAERITIE M
EEXFMEEAFESE (T—BkEE Azure FIEMMEEMIREMK) .

ATiEIT ASAv BRHRE, ASAV BERESESN T EAMBFHMG=/NFMEEEE CF ASAV BIET—RK) . E4EE
FEERIM—MERETFM_ER ASAV h:l:lﬂ’]%)kﬁﬁm (0 0.0.0/0). MMERPITILIZE, 1BiBT ASAV X EKEFMIFAERE, X
AIREEEIRAIACE ASAv RBE, LUALIBIZARE (RJEEFA NAT/PAT) .

HATARAGRERTEENAGNERRER, BitEeIugaEnNBRRRmEAPEXEBERR, EEER T ASAv. &
W, AREXRPPRABREFLETRGEARDERFNEEH, FAREFLZED ASAv.

FEFA PR 2 UL B RS O &

Azure FEMMLE R EHBUR T AMEAR, MIET R EMHEMXIRE. REARERIT DHCP AEMMLE FEITHR Rk
RUtERE, B NFRE&RE—MN 1 A, XR—NEEF, B TREREEAEREUMENEMREEUNX. —
BREABEFEMUN, RERBEAYERER (HAPEXFER MNEFECHITHREH. BHRBRBET—H, TILEFIK
EREAERER .1 1TE ASAv IR X .

7

Azure [E#IH ARP 1§ AT B S EH SRR MAC Hitlk (1234.5678.9abc). X AITRIRETE B Azure BRI EIES
#IFRNE Azure W%, HPBHERBARER THEEIESNEE.

P bt
UTEEERT Azure H#Y IP Hhdit:
B RSN ASAv _HRYE—4 NIC (I51E] Management 0/0) 124t EMNBIEIFREIFAH IP it
A3 1P HBUERTRE S L FAF IP HBHEARSCER, Azure BEEXRIMSCAFALEE NAT 454,

QBEEMUN EE— NIC A AT AMIIN A 1P Hedik.

B EHESHAZE IP LR Azure (RIE/BEIEHAMIE AT RE R £ T, BR, XLMIE Azure EFEZNHAEIFI ASAv EFME
HAEMRFF AN .
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DNS

B EBASHAL IP TS AT, BRIEEAE Azure FHHTEX
B ASAv ZEORER DHCP & EH IP ithlit. Azure ERESFERI#{RA ASAv $ZEO 5L Azure i E R IP Hbiik,

DNS

FR B Azure EHAMLKRERAT a1t 9 168.63.129.16 HIAE DNS AR S, BATIRLAT Fnd{E A2k %28

configure terminal

dns domain-lookup management
dns server-group DefaultDNS
name-server 168.63.129.16
end

MREEEEREITH, FARKEEBCH DNS BRSEE, M LUERLEE.

7£ Microsoft Azure EBE ASAv
AT AR AL T #7532 —7E Microsoft Azure L2 ASAv:

B {F/ Azure BIFETESRIF ASAv ZRE AWM AIE. FSIHE Azure FREIRRPIE ASAv, F 40 .

B 7 Azure NERA Azure ZEFuIE ASAY BB AERNAENEBRRER. BEREEIRNEFRM ASAv, (EARIP
Azure THEGERIBG AIEEDT. MEBENERITHIERPIEIZEREMBITRAEG. BFSRE Azure Z2F0LEE ASAy,
41 W,

£ Azure RiFEEZEFIE ASAv
U THAEIR R ESH 774 ASAv _EIEE Microsoft Azure B IR, NE T HRIEMRY Azure IR E LR, 1BEIH Azure Al'l.

e Azure EIJ“B% ASAv i, SBEZHEREMEE, GINER. A% P hitfEaR. EUUESERH—SEEXLRE.
flan, EAREREESGERMERIRE =R BIAE.

BF
1. BRE2 Azure I
Azure VP ERSHEMKAFITABXKNENESR, SHERORETX.
2. 7£ Marketplace i8R ER ASAv, ARE=aHEIRER ASAv.
3. REEARE.
a. MIANERWHER. RN EZN Azure ITTRHREAME—%.
AR BRTIEERNBNER, TUBMEHFEY.
b. BMNEHARE.
c. EIFFHKE (FMB= SSH Z) .«
MRIERFE, HRABLHHIA.
d. EEITRER.
e. EFEHIFA,

ZFIRE R 5 R 4% B PR IR 4B AR ] o
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7£ Microsoft Azure = _EEBE ASAV

g.

7£ Microsoft Azure E3Z ASAv

EFERE.
ZALE N SRR FHRER A EERE.
RERE.

4. BLE ASAv iZE.

a.

g.

MK

EE: AIAT ASAv MlE—X/NE “#RifE D37 .

=R

AR EUERIANEMEKS, SORINEEKS. FEKFRAENSNEREMIBLERR.
ER—NR P ik, FERE “BR FRPWANZ P HIHRE, RESHHRE.

EE: BUAERT, Azure REIZE—aSHAH 1P, HEMNISIEHEHEIN, 12 IP AIESLETE. WREE
EREER IP ek, FTLAEIRRITFZAE P, BENENZSHEIE B X A aRS L

RIBZEZRIN DNS #7% .
FE: T2MREEEET DNS #:%n+E Azure URL: <dnslabel>.<location>.cloupapp.azure.com
R AR EMNLE, ORI .

FLE ASAv BEERIMANFR, AEREHHE.
AR BMEOLIMIINEME—E T M.
RERE.

5. BEREME, RRAEHRE.
6. EEFERFEM, RE~HRE.

[RERME
B GEFEARNEE SSH MR CLI &L TECE, kfEM ASDM. AXifia] ASDM RIEER, E2IEEE) ASDM, £ 59 T,

£ Azure ZEFILERE ASAv

Microsoft Azure Rl E Azure IREMRGTR, EEFPEBRIPEAZBEFCVFERERENE. AREHEFIE
|, BRATURERSER. BEREREATEREER.

ZEHILRST Azure FRMZ R, URHEBENRZ2RE. BIIRTESEFTREERFIEFIERNTE, XA
BB ASAV {ERBTAIERRIR TS 5218 Azure BFERE

&=
A&

REJLTENAG ASAV BB AREFOAN—NMERBRG R, REAEMEFIERFEEZREMEITRASES. AT

BRIEEFHEIIE T AL2FLEHE ASAV WEER. METREZIFMER, HSH Azure Z2dul,

2R

1. BFRE| Azure I,
Azure TABREHFIMKAFITABEXBHENESZ, SHEPMIBELX.
2. M Microsoft Azure 3E8h, EFEREHIL,

WREERAEREFL, STARIMBZERF. EFER! REERZ) Azure RE2JL, ITHAREHLIDIZETRHRE
RIS .

a
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7£ Microsoft Azure =_EERE ASAV

7£ Microsoft Azure FERZE ASAv

3. EREFOIET R b, EFRERHNG .
4. ERLRMIDIEZETF L, RFTARRE.
5. EFPIRMIAZIET R L, FTHABEEARSREN—IBIEBTNE.
a. BT—RKBFAEEEAFF. XATLUHR ASAV BL2H0DANEIBRER.
b. RIBFE, REHMEMEI.
6. REIZ|REFINAZIRT R b, REEFENEEM.
REFIORERAS Azure ZREMZR RS, Z2HLIRFZBENREREN, SEBBAEERFEREREN.
7. EFEBGIZET R RN T —RPIASEEN, UEFFRESF/ZREVTERRE) .
8. EEFMBNEAMEMRRAR, RESHEMER ASAv.
9. REEAXRE.
c. MNERWNER. LBMREESRR Azure TTRHPEBME—IE,
AE: BRAEERANANER, TSR,
d. MANEHRPE.
e. EEHENER (B SSH ZA) »
NRIGIRFENL, FMANBLHHIA.
f. EFITRER,
9. EFEFIRA
ZEIRE R 5 R W 4 B ZEIRBAEE] .
h. EEFENME.
ZUE NS ERWEMEIREANCERR.
i REWE.
10. BLE ASAV % E.
a. EFEBHLK ).
EE: ATAT ASAv B9ME—K/INR “fRifE D3 .
b. EFE—FENKF.
EE: BRIERRENFMEKS, SOEFNFMEKS . FREKPOAENSMERMERMALERR.
c. IER—IQIIP Mk, FERE “BR” FERPEANIZ IP HUHRE, RESEHE.

AE: BAERT, Azure RE—EIESHIAR IP, HEMWFIEHEREIN, % IP JRSKETH. MREE
EXEER IP #tolk, AJUETARITFZAMH 1P, FENEhZS L E BOa RSt

d. RIBEFEZRIM DNS 7% .
FE: T2MREERET DNS #:%M . Azure URL: <dnslabel>.<location>.cloupapp.azure.com
e. EFRIAREBMGE, SOIEHAEIARLE .
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f. BE ASAv EEHERTANFH, RERHTHE.

AR §MEOLFMMEIE—HTFR.
9. REMHE.
1. EEREHE, RE~HHE.
12. ERFEAER, REREOIE.

RSB

7£ Microsoft Azure E3Z ASAv

B REEARNBIE SSH MR CL &< TELE, =M ASDM. H%ifia]l ASDM HIitER, 1§21M/E5h ASDM, 2 59 1.
B NMREFEFARREFOMBEBINAHEERIP Azure ZRFAESR, BFSANRLHORBATH.
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{5 Hyper-V /2 ASAV

AT LE R Microsoft Hyper-V 282 ASAv.

XF#FH Hyper-V #J ASAv #3E, 5 4571

ASAv #1 Hyper-V I35 S RNIFIPRE], 55 46 11

ASAv F1 Hyper-V BY5eREH, 8 47 71

% Day O BCEX M, 847 W

{EASITE Hyper-V &% ASAv, % 49 71

£ Hyper-V &IB88 7 Hyper-V £%3% ASAv, $£50 ;T
M Hyper-V BEI2gR MM ERCES, 5 56 I

B M ERREEIR, £ 57 1

fLE MAC it Hidm, 5 57 T

fii® SSH, £ 58 |

XTFEH Hyper-V 89 ASAv &

BRI E IR Hyper-V BRSS 25 _E8ii@id Hyper-V BIEEEEE Hyper-V. H%{ERH Powershell CLI 454 1TR /R, &
SREAGSITE Hyper-V _ER% ASAv, 25 49 T1. HXFEM Hyper-V EIBSFHITRERNRAA, 152 RAFERA Hyper-V &12
851E Hyper-V £Z& % ASAv, 2 50 T1. Hyper-V KZEEITITHI S XN, ERIESIEZEO LB SSH 5 ASDM EIE
Hyper-V. BX%E SSH B8, FSRECE SSH, £ 58 7.
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# M Hyper-V EE ASAV

ASAv F1 Hyper-V #5582 N Fn BRI

1, 58 46 TR R T A RA MEER TEIAT ASAv FIMEIAT. 7£ Hyper-V 3 ASAVIRE T =T - 12, SR
FINEB

1 TR P AR TENA T ASAv IR

oFvELF

ASAv F1 Hyper-V B935S & NI PR Hl

FaXHF

- RBR UCSB ARJIBRSS

- BR UCSC RIS

- Hewlett Packard Proliant DL160 Gen8
B OS %#F

- Windows Server 2012

- R4 Hyper-V

EE: ASAv ZTESHS A TEEMLHRIN . 64 IEttaET S £iE1T.
B RN

Z ¥ VHDX #& T LUETE Hyper-V Ei#{T ASAv HIFIIAERE.
®m DayOfE

ToIR—XAXY, HhEEFEEMN ASACLIBLEMS. ESIAMER Day 0 BLEXH, 47 TTHEXERF.
B Day 0 Fc BB MIEERER

BLE1T “firewall transparent” WAL T Day 0 BLEMHHAIINES; WREHMEXHHHEMEMUE, EUESBER
BHITAH. ESAMER Day 0 BBEXH, 5 47 TTHEXRER.
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ASAv 1 Hyper-V HI5e R &4

BRI

Hyper-V E# ASAv X #FE R/ Rk, ST RBEXFERRR TR/ EREETSR, BeRIERA RN
ERCEE PR A MAC e IR . 155 RECE MAC #itlb iR, 58 57 . XT3z ASAv MIERAR, BEEROANER
MAC #tiEER 3R . 3£ R/ E Rk,

B Hyper-V &% %#/\/%0. Management 0/0 #1 GigabitEthernet 0/0 & 0/6. &A% GigabitEthernet F{E#BE]
AR

®E  VLAN

£ Set-VMNetworkAdapterVLan Hyper-V Powershell #5 47 P44 R THIE O HIRE VLAN. SRS EIBREOMN
NativeVlanID & & A4HFEM VLAN, SREA “07 (FREH VLAN) . FUERE Hyper-V ENEF BB A<
BEE. BORESREFBIEENRLE PHER .

B X RGMEERR.

B REEE 2 REWWL.
A ¥ Microsoft Azure.

ASAv F1 Hyper-V BY5e R &
B 7 MS Windows 2012 %% Hyper-V.
m 4l Day 0 REXALH MBEEA) .

EEREE ASAv Z BT, SRS Day O BELESCH; BN, EAFM ASAv 1T write erase, A &E{FEF Day O BLE .
B2RES Day 0 BELEXH, 28 47 AT EHEXIERF.

® )\ Cisco.com T ASAv VHDX X .
http://www.cisco.com/go/asa-software
% FE Cisco.com BREEMENRZARE.

B EPEEA=NFM/VLAN B Hyper-V 3Z##l.
B X Hyper-V REEK, 1HSREBR ASA REMERE.

& Day O L& XXt

EREI ASAV 2RI, BALUER Day 0 BLEXXH. WXHREESIFHE ASAY BEIRTR AR ASAv EEERISCARSC . tAIAELE
BRNGEEN TIEERSRA “day0-config” BIXAINH, HENEXBENETREFIEEA day0.iso X#. Day 0 BLEX
Bz LSS EEEIEIEOMMEE BT AR MR SSH RS S, (BEEEr a8 5T R ASABE. day0.iso
X (BENX day0.iso BB\ day0.iso) AMEEREEIZIZFRA.

AR BOEERES) ASAV ZETRN Day 0 BRE 0. MNREREEAEVIEBE ASAv Z [E{EH Day 0 Bt &, M
1T write erase ©%%, R Day 0 BLEXX 4, SABBEN ASAv.

AR EENGEHELETEIRN ASAv, BENBRERRTEERTHROEEIFTTRM (D) SHEMAS Day 0 LB
AFE—BRE®A “idtoken” HITAI M.

AR MREABPARATEHE ASAv, WAAEERAER TRHEMAIZIT ASA EREXHA{E Day 0 REX . XTEMRT
B ARG A ERY Day O BCE S0

EE: BNEATRGHEARNRZ Linux, {B3F Windows LB XM ARER.
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f$F Hyper-V ZB2 ASAv

A% Day O BLE

1. FE/ 7 “day0-config” BISTAZHFIAN ASAv B CLI EEE . ARM=MEORMZEOREMMENEMEGES.

E—1TRL ASA BRAFFk. dayO-config RIiZE2H3HI ASABLE . 4R day0-config BIRIES T EMNIIER ASA 5 ASAv
EHI—NEITEENRESS. day0-config FRVTIRFREE, K5I AER show run &4 EhERNIRFHET.

=Pl

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

2. (7)) HBEMERRAEERLHNERITAHES RS E THRER T EN.
3. (ANLE) ATHXHES ID SHEFHIEEBANNE S ID SREMCAH.
4. (Wik) HEENE ASAv BEZIEHFHITENITA, EWIR day0-config XHEHEBEZUTESR:
- EIEEDO P it
- (Fli&) ZERTEEITATR HTTP K12
- BATERASHTTP K (WREE) = tools.cisco.com HIZEHER] route 4
- % tools.cisco.com ###7Jy IP #hiitfY DNS fR 5525
- IEEMEBIEEKE ASAv HRNHEM S REIFTELE
(FTi£) E/ETF ASAv £ CSSM it TERMME—EHZ
5. BTG SCA TSR ISO X4 R EL CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)
Total translation table size: 0

pa)

Total rockridge attributes bytes: 252
Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

SN BHEERITA RS R IEM ASAv.
6. EEL] 135, EMERE P i AERENE ASA Q2 B MMEVAREX K.
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£ Hyper-V &1328181d Day 0 L B XHHERE ASAv

£ Hyper-V &I22&i@1d Day 0 BB XHERE ASAvV
R E Day 0 BLECH Cf& Day O BCEXM, 25 47 70 z/E, ERILUER Hyper-V EIR:8#1TEE .
BRF
1. #%ZE “PREFEIESR" (Server Manager) > “TA” (Tools) > “Hyper-V &322g§” (Hyper-V Manager).

2. 7£ Hyper-V &8 A S8 E (Settings). “i&E” (Settings) MiFHEWGFTFF. EAMAEY “FEH” (Hardware) T, &=
i IDE #¥i#£% 1 (IDE Controller 1).

a Settings for ASAVS-100-10-14-22-new on UT1CO1HPVO307 =e |
ASAYS-100-10-14-22-new vj 4 G
L] lmrdw.m: - §4 DD Drive
L dd Hardware
A BI0S Select the confroller and locaton on the controller to attach the CDJDVD drive.
1 Controller: ~ Lecabon: :
. Memory IDE Controler 1 w | |0 {n use) v
# [ Processor
x Spedfy the media to use with your virtual CO/OVD drive.
= B IDE Controler 0 Hare
 a Hald Drive ¥ Image file:
{4 OVD Drive .C.:ww.s'dversd'.cts.cb\asmﬂrpub"per}wi.so
1 r
= B IDE Controler 1 | Browse..,
{4 DVD Drive
dayDd-v30iso E
B8 5CS1 Controlier

# § MNetwork Adspler
i i Toremove the virtual COOVD drive from this virtual machine, didk Remave.

T coM1 [ 1l

| | Remove -!

" com2
|i] Dickette Drive

& MHanagement

Tame

| Integration Services
. Chedpont Fie Locaton

-1 S-_-w: Pagng File Location

b

g

§
L:9€L7

3. TAEKE “#E” (Media) T, EHMEICHE (Image file) kiR, FEEER7E Day 0 ISO EEXXHHE R, RE
SERA (Apply). HiEE AF’E}J ASAv B, RZUSET Day 0 L E X HHHIARSTHI#TRE.

£ ap 1T Hyper-V E%& 3 ASAv

AT LT Windows Powershell #4477 Hyper-V F &% ASAv. INREAEMIE Hyper-V RS E L, MAGERS®SIT
“‘4* Hyper-V,

&R
1. $¥TF Windows Powershell,
2. %B% ASAv:

new-vm -name S$fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose
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£ Hyper-V 23 7E Hyper-V %% ASAv

3. IRIBER ASAv BIS, EEIAR CPU 3 (1).

set-vin -Name $fullVMName -ProcessorCount 4

4. (F[ik) BEOBMRELAEEEXHBIR.
Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" Rename-vmNetworkAdapter -NewName
mgmt

5. (i) MREHIMHEFE, HEH VLAN ID.

Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
RIFIEO, LME Hyper-V SRERFR B9 L

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 1151mgmtswitch
ARIRAERIED

Add-VMNetworkAdapter -VMName S$fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

ANIRANERIEO .

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 1151mgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -V1lanId 1553 -Access -VMNetworkAdapterName “outside"

o

N

oo

Parlan o D =+
£ Hyper-V BIESE7E Hyper-V £Z& 3 ASAv
&R LAE A Hyper-V EI2887E Hyper-V _E& 3% ASAv.
Fi-3c 2
1. #F “PRES{EIPR” (Server Manager) > “TH” (Tools) > “Hyper-V &2 (Hyper-V Manager).

Server Manager

Manage Toals Vienw Help

Bitwise SSH Server Control Panel
Component Services

Computer Management

Connection Manager Administration Kit
Defragment and Optimize Drives
Embedded Lockdown Manager

Event Viewer

Group Policy Management

Health Registration Authority

Hyper-\¥ Manager
Intemnet Information Senices (IIS) Manager

CFYELY
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fEF Hyper-V #BE ASAv

{#F Hyper-V &7 Hyper-V &% ASAv

2. EHEHIR Hyper-V &I,

Fie Adicn View Hep

= 2w 8@
[ HyporV Mansger A thons
Ilmw Virtual Machines
[ UTICOTHPYoe Mame b State CPUUge  AsgredMemory  Uptme - N
i W""““'w' § oesTnocsr Rurreg ox man g 11948
havw ASAAIO0IE0 Bivhand  Runng 0% 12 e 1 | Lot Vikodt Muching...
ASAS 010 Wivhand 0N £ HyperV Semings...
=.w-s-1nu-n: on 1ot vitust Switeh Mansger
B S0 M0 M10 ethard R Vit SAN Manager
B A0 6 1 A0 . = *|ah EceDa.
Ll - 1 ,
- & teapect Diskc.
 Checkpoints B | @ sopsence
The ssacted vwiLa mactwe hat no CecDonT ¥ Romove Sove
4 Raivesh
Wiew L
B ree
o] Connect
L Semngn
Imlﬂ-lﬂ-lm-“ @ sur
Created L2015 10015 PM Chmtered: o B Checkpont
Version: 50 P o
Coneration; | o) Bpert
Wb P ‘
i Delete
Sumemary | Memory | twotorg | Paghcaton | IP Easkie Repicamian. »
T = O b ¥
i

3. NAMKEMYISIEZERSIERS, ARSEFIRFPHIRESEMYISIEER, REEE “FIE” (New) > “EilHL”
(Virtual Machine).

File Action View Help

== = [
23 Hyper-V Manager

Il Trilei pr]gu| Mew ] Virtual Machine... 3
Ea uT1Co1HPY03D Import Virtual Machine... Hard Disk... '
II Sk Hyper-V Settings... Floppy Disk...
Virtual Switch Manager... nand O
Virtual SAN Manager... O
o W (Onff
Edit Disk... L hand o
Inspect Disk... fa:3
][]
Stop Senvice
Rernowve Server
Refresh
The selected virtual machine has r
Wiew 3
Help %
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£ Hyper-V &IE8E 7 Hyper-V EZ% ASAv

4. HEPEHI “HEERWLES” (New Virtual Machine Wizard).

Before You Begin

Spedfy Name and Loca tion

Spedfy Generation

Assign Memary

Configure Ne tworking

Connect Virtual Hard Disk
Instalation Options

This wizard helps you create a virtual machine. Ymca'lnsevrmaumdmnplamnfmvﬁd

computers for a varie ty of uses. You can use this wizard to configure the virtual machine now, and

you can change the configuration later using Hyper -V Manager.
To geate a virtual machine, do one of the folowing:

+ Chck Finish to create a virtual machine that is configured with default values.
+ Chick Next to areate a wirtual machine with a custom configuration.

[] Do not show this page again

'-:E'-_-'::Jus; Next > || Finish || Canicel

5. MITIZRSHNENTE, EEUTER:
- &I ASAV HIZFRFIGLE

- ASAv Bt &

ASAv THE——R 2 % 1 /£ (Generation 1).

- ASAv KiJ%EE (ASAV5 1024 MB, ASAv 10 2048 MB, ASAv30 8192 MB)
- MSERCEE (EEEIEERERELISHRL)

- EMEENE

arrely

EFRERMEHERER (Use an existing virtual hard disk), #A/EI5 2] VHDX STHEHIAE .
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{#F Hyper-V &7 Hyper-V &% ASAv

6. mE5EM (Finish), LAHEHII—DER ASAv ECERIFTIEIE.

a.
ﬁ/ Completing the New Virtual Machine Wizard

Before You Begn

Spedify Mame and Location
Spedify Generation

Assign Memary

Configure Netwarking
Connect Virtual Hard Disk

Summary

You have successfully completed the New Virtual Machine Wizard. You are about to areate the
ing vir tual machine.

Name: ASAV30-100-14-10-22

Generabion: Generation 1

Memory: 8192 MB

Network: 1151mgmtswitch

Hard Disk:  C:Wsers\dhensel. CISCOASAvHyperV\asav 100-14-10-22-v30.vhdx (VHDX, dynamically

<] n ¥

To create the virtual machine and dose the wizard, didk Finish.

7. SREH ASAv B4 vCPU, MWAMTEREh ASAv Z HTfEEX vCPU {E. 7 Hyper-V EIEEAM S ERE (Settings).
“BE” (Settings) IMEEIFITH . EAME “tEH” (Hardware) BT, =EtE=R (Processor) LLij[E] “ALIEER”
(Processor) B1&. §ELIAIEES (Number of virtual processors) EXA 4.
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f#F Hyper-V &M Hyper-V &% ASAv

ASAV5 #1 ASAv10 EBF—4 vCPU, ASAv 30 EHFM4 vCPU. BRIAER 1.

M ASAv30-100-14-10-22 v 4 » G

# Hardware ~ | B Processar
¥ Add Hardware [
i BloS You can madify the number of virtual processors based on the number of processors on

Baat from £ the physical computer. You can also madify other resource confrol settings.

. Memory Number of virsal processors: | ‘1;‘
B1S2MB
® [ Processor ' Resource control

4 Virtual processors You can use resource controls to balance resources among vir tual machines.

=l B IDE Controler 0 )

Virtual machine reserve i

® @ Hard Drive ki EI
asav 100~ 14-10-22-4 30, vhdx Percent of total system resources: | 0|
= I IDE Controller 1

Mone 1
Percent of total system resources: 12
B 5CS1Controler |

# U Network Adapter
B 115 Impmiswitch E E&Mw&d‘lh
¥ com1
Mone
¥ com2

I, Name

ASAVI0-100-14-10-22

¥ Integration Services
Some services offered

@ Chedpoint Fle Location
C:ProgramData PMicrosoftiin. .

43 smart Paging Fie Location
C:'\ProgramData Microsoftivin,., =

LePELY

8. £ “EERIML” (Virtual Machines) Si8arh, JEHF|SEH) ASAv, HERABSHIIRDE ASAY &R, REStiEE
(Connect). THIEFITH, BREELLA ASAv.

 Virtual Machines

Mame = State CPU Usage Assigned Memary Upﬁmeé d
i 5 ASAVE-100-14-10-16 Off

P 5 ASAVE-100-10-14-22new Off

{5 ASAV3DI0D-14-10-16byhand  OFF

: : Connect...
D5 ASAV30-100-1410-16 |

i3 ASAVIOAIDD-14-10-164yhi Settings...

{il_um..in_tm_u_m_m_ Sy R

5  Checkpoi
ChEGkPDIIIE A eckpoint . @

Move...
Export... rckpoints .
Rename...

Delete...
F

Enable Replication...

: Help

gerEly
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£ Hyper-V EIE8E7E Hyper-V EZ%& ASAv

9. &£ “ERIWNERE" (Virtual Machine Connection) %8 E O, SHIEFEM “B3)” (Start) iRHEE) ASAv.

& ASAv30-100-14-10-22 on UT1CO1HPV0307 - Virtual Machine Connection ILIEE
File Action Media View Help

O b3

The virtual machine 'ASAv30-100-14-10-22" is turned off

To start the virtual machine, select "Start’ from the Action menu

2
Status: Off b
b
10. ASAv B ENBEEREEFIGEH.
to HPF comr
to HPF comma
Self -Test in proce
conplete.
: health tes
-DRBG health t
—-DRBG health t
Creating tr vint " "and installing certificate...
subordinate CA and holds a non self-si
Unl 1.
unctional ity.
*
Status: Running J‘-‘l. | ‘:.
—_— @
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M Hyper-V &8RN & ERCER

M Hyper-V EIB5R MM 4% &AL 25

HARE R ASAV RA—IMWEER . BREZLAMANMNNEERST. ARG, BITEFMABMLEEES.

EETE
B ASAv AT RIS .
=F

1. 7€ Hyper-V ZIERAM S HEE (Settings). “i&E” (Settings) IHFIEIFITH. ELMAY “FEHE” (Hardware) 328

T, AR (Add Hardware), a5 Mg ERLEE (Network Adapter).
FE: BUER “EEMKERRE” (Legacy Network Adapter).

= Bl IDE Controller 0

% Hardware ~ | ¥ Add Hardware
“| Add Hardware
‘?BIOS You can use this setting to add devices to your wirtual machine.,
Boot from CD Select the devices you want to add and dick the Add button.
. Memory SC51 Controller
BI132MB et wark Adapber
B Processor Legacy Metwork Adapter
1 Virtual processor Fibre Channed Adapker

Remoterx 30 Video Adapter

# (=3 Mard Drive
asay 100 - 14-10-22-v 30, whdx
= W € Controler 1
§* DVD Drive A network adapter requines drivers that are installed when you install integration

Mone services in the guest operating system.

SCSI Controlier
# U Metwork Adapter
115 1imgmitswitch

Foomy

None

¥ com2

None
I Diskette Drive

None

L

# Manmagement
\L] Mame
ASAv30-100-14-10-22
#] Integration Services
Some services offered
13| Chedpoint Fie Location
C:\ProgramData WioosoftWin. .
23 smart Paging File Location
C:ProgramData \PMorosoftWin...
Automatic Start Action
Restart if previously running L |
1§ Automatic Skop Action =

3 |
LEPELY
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e MG B AR B FR

2. FERMMNFZERRRE, FTLUESUERIZRIMEBIIgE. MRFE, TAILIZE VLAN ID,

# Hardware A U Network Adapter
¥ add Hardware
& sI0S Specify the configuration of the network adapter or remove: the network adapter,
Boot from CD virtual swatch:
. pemory [ 115 1mgmtswiitch v
a192MB
Gil' Processar it . )
1 Virtual processor [+ Enable wirtual LAN identification
=2
?“m""'_yu The VLAN identifier specifies the virtual LAN that this virtual machine wil use for al
i 3 Hard Drive network communications through this network adapter.
asav 100-14-10-22-v 30, whdx
= Bl IDE Controller 1 [:::
% DVD Drive
Mone
SCSI Contraller
® U Metwork Adapter
115 imgmiswitch |
¥ Wetwork Adapter
1151 mgmitswitch Minimum bandwid th 0
7 oomy R 4 0
None e o
? COM 2 ﬂ To leave the minimum or maximum wnrestnicted, spedify 0 as the value,
MNone
i ?dmuzoﬁve To remave the network sdapter from this wirtual machine, dick Remave .
one
A _Management
o i i Use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-20-22 netwaork-baced inctallation of the guest operating system or when integration
= Integration Services services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:'\ProgramDataMicrosoftiWin... | |
o Smart Paging File Location
C:\ProgramData Microso ftiiin..
P Automabe Start Action o
TR ; ﬁ
ok || coce || mey | 2
1]

N o [_,
12 2 X 2% 1& Fic 25 24 FiR
Hyper-V S F@EREIMGIE O B “MEIEE " (Network Adapter). INRM&EOHEGHEENZHR, ATHESERERE
H. BABEER Hyper-V 1B 838K E R, BER Windows Powershell S & &2 R,

Nl

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[O] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[1] -newname outside

i E MAC #udikEr i

E{F ASAV LUBFRRR AR HIEE, HIUSATAMER/EAMEYR, LRAMBEOFE MAC ik, ERTLE
Hyper-V &8t {8 Powershell &4 ITILIRIE.
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Bic& SSH

Hyper-V EIHRENEREEF

1. 7£ Hyper-V B AM S HEE (Settings). “&E” (Settings) XHEEFFTF. ELMK “FEH” (Hardware) £
T, 2E5ERE (Inside), BFIE, AESEERIIEE (Advanced Features) LUija] “MAC #itit” (MAC address) i&
I, &AM MAC #bit#iIE (Enable MAC address spoofing) #i%1% 4.

2. FHNEBEOEENITE 1 8,

Powershell #54

Set-VMNetworkAdapter -VMName S$Svm_name\
-ComputerName S$Scomputer_name -MacAddressSpoofing On\
-VMNetworkAdapterName $network_adapter\r"

Bc® SSH

BRI LATE Hyper-V BE2RM0 “ERWLERE” (Virtual Machine Connection) &1, B3 & O N ASAv BLE SSH iiiE]. IR
E{FMA Day 0 BeE S, BALUAHENI SSH ifiEl. BXFMER, 5L FES Day 0 BL BT, % 47 T,

=
1. WIEREFTE RSA ZAXS:
asav# show crypto key mypubkey rsa
2. WRATFTE RSA B4A%F, BEM RSA Hifxt:
asav(conf t)# crypto key generate rsa modulus 2048
NGl

asav((conf t)#

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

3. WIEERE AU EAE PC £/ SSH i5i5) ASAv.
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imir
CISCO.

BCE ASAv

ASAv EBELSTIACE ASDM ifal. ERTLUER Web RIS MEBAIE I EHIEENE Pin IP HbibZEEZE| ASAv S8 IP i
ik, ZKEE’T”’ilﬂﬂftlfFﬁlﬂtgFlﬁﬁlﬁlﬂ ASDM AR ARfAT 5215 CLI ifi8) (SSH 3 Telnet) . AZFREMWAMIERESESE
FEREFANEM ASDM R ESHR AN E REEES.

®  3E)ASDM, #5971
® &/ ASDM HITHIIGECE, % 60 7T
B SREE, $61R

Bz ASDM
BF

1. #£48%EH ASDM ZEFimi) PC £, MWIALLT URL:
https://asa_ip_address/admin
RS8R/~ ASDM BRITTE R TR -
- 2% ASDM EzpiERFFHiE1T ASDM (Install ASDM Launcher and Run ASDM)
- J&1T ASDM (Run ASDM)
- E{TRzIES (Run Startup Wizard)

2. ETHRIMERF, BRITUTIRIE:
a. BHERE ASDM BrhiEFHIE1T ASDM (Install ASDM Launcher and Run ASDM).

b. BAFRMEBRFRESZ GERATHRR) , REREWE (OK). MRREE HTTPS HABIIE, AAUEREGRAFE
#0 enable 15 (BUIAAZ) B9 IE/RT%E?%XT ASDM HyiEIIR. 5 : MREBRA HTTPS SMHIIE, BEMARF
BMKRER.

c. BRERBFHREE PC, RERBHNREREF. RETME, ¥BEZNFTIF ASDM-IDM BxhigHF

d. WAEE P i, BAFENEBREE GERTHRE) , AESHWE (0K). TE: MRERMA HTTPS 5%
IiE, TEMARPRMKERED.

3. E{fM Java Web Start, EHITULTIRIE:
a. =iE{T ASDM (Run ASDM) 3iE{TREIES (Run Startup Wizard).
b. HIRRE, FiREFXARER PC L. &, WAILUEEITHRESR, MARREFRERR.
c. MiztiEr B3 Java Web Start.
d. REERHNEERZAIES. ZHEEREER ASDM-IDM BahiEF

e. BAPEBMENEE ERTHRR), RAELEHRE (0K). T2: MREBA HTTPS HHBWIE, HRARFPEN
KEKERD,

BRESAT WWW.cisco.com
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FLE ASAV

£/ ASDM BTHIIRECE

£ ASDM #1TH#)4GECE

ERILUER AT ASDM [EISFEFHMITVIREE. T CLIEE, 5[ (CLI BEEER) .
B ETRHFESF, F 60N

B (FE) e ASAv EEMIAHARSER, % 60 1T

m (Fi&) 17T VPN [@F, % 60 1

B (W) 7£ ASDM FiEfTHMES, 5 60 1T

ZITREES
E1TBENES (Startup Wizard) ({K)XIEFEBIS (Wizards) > BEIES (Startup Wizard)) , LUEFTIUEE N R RIEEHE
THMEER. ERBHESAUREATAR:

m EHE B ERSERE

B R B DHCP fR%5:5

m EIEZ B g bR
m B0 B DUREZAR..

m [P HbhE

(AIIE) #eiFiAIE ASAv EHEBIA RS S

R (Configuration) > B i (Firewall) > A3£AR$ 38 (Public Servers) Bifs 2 HE§ 22 HIRE BN ERHRSZTIE
BERiE). (Sl SR, EAARARERIMNIRE AT HAOMENLERS, 1 Web Fl FTP FRE®E. G LUHXERSKE
7 ASAV EEFRAHIREX (DMZ) B bk, BT A RS EMERE DMZ B, ARRESREROEAREHFLEM
fEHIPIERI L .

(AJi&) 1&17 VPN [a%
HAIMER U T ESEE VPN (E5 [Wizards] > VPN @S [VPN Wizards]) :
B 558 VPN 5 (Site-to-Site VPN Wizard) - £ ASAv 2 |88 IPsec ifi = B iE.

B AnyConnect VPN [85 (AnyConnect VPN Wizard) - B2 & Cisco AnyConnect VPN & Fif#y SSL VPN i&f&ifial.
AnyConnect FI| A A]ifa) il FiFHISEEE VPN BEEAIZFER PIRES ASA FIR £ SSL iE#E. ASA REEFLARCE A i
T2 P ERIE R e 88 450 T3 AnyConnect i, £/ AnyConnect 3.0 RESIA, Z AT LAIEIT SSL 8
IPsec IKEv2 VPN 1.

B JREFiR SSL VPN 8% (Clientless SSL VPN Wizard) - BL &l 5 88 AU L & il SSL VPN mAgifia). @i &8
FTZE i SSL VPN, ARFALUER Web R52285 ASA B L e/)iZi2ific] VPN BE. ESWMIRIEZE, AAEREI]
FT, RSN ENZ IHRSMER. MEETERAREMIZHEAREERESE. AT A ACL KRS 215
45 E el IR AN E] .

m |Psec (IKEv1 =% IKEv2) iZ#2ij5ia]l VPN 85 (IPsec [IKEv1 or IKEv2] Remote Access VPN Wizard) - 2 & Cisco IPsec
Z g IPsec VPN Zigifa).
(FJi%) 7£ ASDM FiE{TEMbES
B SATAMMAY RMEES (High Availability and Scalability Wizard) - Bf & & H]#a; VPN fagiige.

B BIREIEIRES (Packet Capture Wizard) - BRERMES{THIBEHER. ZEASKASMIADOEOME OFO LEITRE
REMR. BREEEZE, BUUBKEEHRERREE PC, NMEKES TN PHITREMER.

60



BLE ASAvV

SREE

SRECE

BEHERCE R ASAv, HSHER ASA RIS,

61


http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

BLE ASAvV

SREE

62



	思科 ASAv 简介
	ASAv 的先决条件
	ASAv 准则
	ASAv 速率限制器
	ASAv 的许可
	ASAv 接口和虚拟 NIC
	ASAv 接口
	支持的 vNIC


	使用 VMware 部署 ASAv
	ASAv 的 VMware 功能支持
	ASAv 和 VMware 的先决条件
	ASAv 和 VMware 准则
	解压缩 ASAv 软件并为 VMware 创建 Day 0 配置文件
	使用 VMware vSphere Web 客户端部署 ASAv
	访问 vSphere Web 客户端并安装客户端集成插件
	使用 VMware vSphere Web 客户端部署 ASAv

	使用 VMware vSphere 独立客户端和 Day 0 配置来部署 ASAv
	使用 OVF 工具和 Day 0 配置来部署 ASAv
	访问 ASAv 控制台
	使用 VMware vSphere 控制台
	配置网络串行控制台端口

	升级 vCPU 或吞吐量许可证

	使用 KVM 部署 ASAv
	关于使用 KVM 的 ASAv 部署
	ASAv 和 KVM 的先决条件
	准备 Day 0 配置文件
	准备虚拟网桥 XML 文件
	启动 ASAv
	热插拔接口调配
	热插拔接口调配的指导原则


	在 AWS 云上部署 ASAv
	关于 AWS 云上的 ASAv 部署
	ASAv 和 AWS 的先决条件
	ASAv 和 AWS 的指导原则和限制
	配置迁移和 SSH 身份验证
	AWS 上的 ASAv 网络拓扑示例
	在 AWS 上部署 ASAv

	在 Microsoft Azure 云上部署 ASAv
	关于 Microsoft Azure 云上的 ASAv 部署
	ASAv 和 Azure 的先决条件和系统要求
	ASAv 和 Azure 的指导原则和限制
	Azure 上的 ASAv 网络拓扑示例
	在部署期间创建的资源
	Azure 路由
	虚拟网络中虚拟机的路由配置
	IP 地址
	DNS
	在 Microsoft Azure 上部署 ASAv
	在 Azure 资源管理器中部署 ASAv
	在 Azure 安全中心部署 ASAv


	使用 Hyper-V 部署 ASAv
	关于使用 Hyper-V 的 ASAv 部署
	ASAv 和 Hyper-V 的指导原则和限制
	ASAv 和 Hyper-V 的先决条件
	准备 Day 0 配置文件
	使用 Hyper-V 管理器通过 Day 0 配置文件部署 ASAv
	使用命令行在 Hyper-V 上安装 ASAv
	使用 Hyper-V 管理器在 Hyper-V 上安装 ASAv
	从 Hyper-V 管理器添加网络适配器
	修改网络适配器名称
	配置 MAC 地址欺骗
	配置 SSH

	配置 ASAv
	启动 ASDM
	使用 ASDM 执行初始配置
	运行启动向导
	（可选）允许访问 ASAv 后面的公共服务器
	（可选）运行 VPN 向导
	（可选）在 ASDM 中运行其他向导

	高级配置


