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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED
WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED
WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED "AS IS" WITH ALL
FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

INNO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO ORITS
SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command
display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone
numbers in illustrative content is unintentional and coincidental.
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Fn: X7 A= S0LASAV BIO|MAE X502 M 8232 H, Cisco Smart Software Manager0j| A| Ct2 2 E 3t Smart Licensing
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ASAv AT EQ|0] &= £7| Y VMware2 Day 0 7AL| 8|0 I A A

2. 4 CIHEZ|Of otol ¢S SLICH O CIME 2| O MU ARSHA| Ot A| 2. CFZ THUO| ZeHE LT

asav-vi.ovf—vCenter =&

— asav-esxi.ovi—H| vCenter 1= &

— boot.vmdk—E & C|A 3 0|0O[X|

— disk0.vmdk—ASAv C|A 3 0|0|X|

— day0.iso—day0-config I} &l 1} MEHX © 2 idtoken I} Y S L &SH= ISO
— asav-vimf—vCenter 158 OjL|IjAE 0t

— asav-esxi.mf—H| vCenter 1= & OfL|HAE ntg

3. "day0 config"2t= HAE L} A0 ASAVO]| st CLI AT 20|45 Y=L Tt 3702 QIE{H| 0|20 Tieh QIE{H 0]

mazfo|d & sthE 7|Ef EE a2 o[d S FIte L

X E2 ASAv HTM © 2 A| 2| Of & L|C}. day0-confige= 9 & 6F ASA 711|124 0| M 0| 0f OF Bt L|C}. day0-configE MM St=
71 E2 @2 7|FE ASA £ = ASAVO|M Al S0 AI| 0| & Yote FE2 SASH= A ” LICH day0-configd|

X F2| £M7H 52510 7| show run B2 (2] &M 2t 2X|5|oF ELIC

ofl:

ASA Version 9.5.1

|

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

4. (MEH Atal) Cisco Smart Software ManagerOf| A 2f 2%t Smart License ID E2 It & PCO|| Ct2E =L Ct.

5. (ME4 At CH2 25 IHYU0|AM ID EEE SAMSHD ID EZ0F 2 3tE 'idtoken'0|2t= EHIAE IO 20 E& LT

S
tm

82 ASAVE Smart Licensing 0| At 52 2 SE%FL|LC}.
6. HIAE M2 ISO ItYZ M2tslof 7t4 CD-ROME At Ct.

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso day0O-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0
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Path table size (byptes): 10
Max brk space used 0

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsas

7. day0.isoE 2|8l Linux2| A SHA1 gt H| AtgtL|Ct.

openssl dgst -shal day0.iso
SHAL (day0.iso)= ebbeel36elebla2bl09311c59e2flec9f731lecb66 day0.iso

8. 2t C|3E 2| Q] asav-vi.mf IO A} H|3AMHS E1 day0.iso SHAT1 2/ S MZE M= o2 T gL Ct.
Example.mf I}

SHAL (asav-vi.ovf)= de0f1878b8f1260e379ef853db4e790c8e92£2b2
SHAL (diskO.vmdk)= 898b26891cc68falc94ebd91532£fc450dad18b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99ac2ddd5dbfb8abib3doc4
SHAL (day0.iso)= ebbee36eleblal2bl09311c59e2flec9f731lecbb6

|'|JO
mm
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9. ZIP It ol A=S F C|AH2[0] day0.iso It Y-S = AL Lt 7|2 (H|0] =) dayO.iso It

Of CIME 2 M F55|= VMO| A B M2 4 &l dayO.isoLf F2| AL 12 0|40| HEEL|Ct

VMware vSphere Web ClientE AI23510{ ASAv 1=

0| MM 0| A= VMware vSphere Web ClientS AF235}0] ASAvE 1=8= 20| Cief ATt |_| C}. Web Client0f| = vCenter7}
9 stL|C}. vCenterZt G2 72 VMware vSphere S 2/ S2l0|E Gl Day 0 I 18|0| M2 AR50 ASAv 113, 150H| O]
X| EE= OVF E1f Day 0 AL 18 0| M-S AR50 ASAvV 1L, 16u|o|x| 2 XA 2.

B vSphere Web Client0f] &M A S0 S2I0|HE EoF E2{110Q1 A X|, 114 0| X|
B VMware vSphere Web ClientE At23510] ASAv 112, 12| 0| X|

vSphere Web Clientdj] Ui ASH0] S2I0|HE ST S0 MK

Of M440f A= vSphere Web Client0 °"A1|*0Pt 0| CHol 2 FetLICt ot ASAV 2&0]| M A5H= o 2Rt 2210|

=
E s =838 **XIOPE LYol Cisi M = el Ch L& Web Client 7| 5(Z2{ 12 Z&)2 MacintoshOj| A| X| 2 [ X|
EELICh A 22H0[HE X[ | YE = VMware ZAIO|ES HZSHYAIR
2t

1. B2 X 0| A VMware vSphere Web ClientE AM3tistL|C}.

https://vCenter_server:portivsphere-client/

2. (8 HIBH M) ASAV 20| YN AT 4 YUEE S2t0/9E S B3I MAFLICH

119! 3} H0j A Download the Client Integration Plug-in(22}0|91E £3 22|19 C}22E)S 22/3l0] Zg1
o
=
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VMware vSphere Web ClientE At-35}0] ASAv 1=

VMware vSphere Web Client

aT1290

b. EEIRXME B HX| Z20W S AESHH E Q1S XL Lt
c. E2{1910| X[z L}™H vSphere Web Client0f| CtA| A BtL|C}.

3. AFE X} O| 20 H|YHS E =5t Login(21Q1)S 22|57 Lt Use Windows session authentication(Windows A|
M 9IF A'B) 2 012K (WindowsO| B 8|S Aek gLk,

=

VMware vSphere Web ClientS At23510] ASAv 1=

ASAvE T=3}2{H VMware vSphere Web Client(tt= vSphere Client)2} OVF(open virtualization format ) &4/ 9| HIZE| 1}
£ AtE%L| Lt vSphere Web Client0j| A| Deploy OVF TempIate(OVF HEZ| 712) OfALE AF2 3510 ASAvE Cisco uH7|X|
PEY & ST 0] HEAIO| A= ASAY OVF T le] PES {810 ASAVE A8 714 DI 2 BHS ! I7|XIS 4]
Bk

OFHALS| CHAl= CHEE VMware & CHA @I L|Ct. Deploy OVF Template(OVF EIE &l 125)0f| CH$ XFA|SH LI 22 VMware
vSphere Web Client 22} T 222 XXM A 2.

AlZSE7] Hof
ASAVE T1535t7| T 0f vSphereOf| A StLt O] 2| W E R A(2[8)E T OfF &L Ct.
Xt
1. Cisco.comOj|A{ ASAv ZIP T} & L} 2 =50 PCO|| X &S| C}.
http://www.cisco.com/go/asa-software
%t1: Cisco.com 219! 8l Cisco AMH|A A 2F0| = QFtL|LCt.
2. vSphere Web Client Navigator(EtAi 7|) & 0| M vCenterS = 2/3tL|C}.

3. Hosts and Clusters(S A E 5! 22{AE)E Z=/atL|Ct.
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VMwareE AFE310] ASAv 1=

. ASAVE =2 OIO|H W, 2MAH EE S AES OIRAQE

VMware vSphere Web Client& At25}0] ASAv 1=

I8

HEo = Z2l5t10 Deploy OVF Template(OVF Ell
3 15)2 desc

(S

Deploy OVF Template(OVF Bl E &l f125) O AL LEEFENL| T

- OFAL 2Ol X[A| & WS LT

- Setup networks(4| E¢{3 27) StHO M AL5t2{= 2t ASAv QIHH| 0|20 HERIE o ERLIC

HEYIE A 20| OfE 25 AL LICH HEYIE 27| 0f2]2 A2 LIE 0| Edit Settings(4 & 47) T} AXFOfAf
EQIE BAY & YSLCH 75 S ASAVQIAEHAS 094 QEZ HEO 2 2231 Edit Settings(MH £8)E M
=4} 01 Edit Settings(A 8 £%) T2} ALKFO| QM| ASF 4 QI&LICE TafLf ASAV QIE|H[0] A IDE 0] =110 T A| &|X| &
SUCHHES S OfEf IDPH EA|E). Y EYZ OfHE IDO| 823l ASAV QIEHO|~ IDE CHS BE HESHUAIL.

HEZ 0{HE ID ASAv OIEH1I{0|A ID
HE3 o{HE 1 Management 0/0
HE3 o{RHE 2 GigabitEthernet0/0
HEQ3 O{THE 3 GigabitEthernet0/1
HEQ3 o{HE 4 GigabitEthernet0/2
HESR3A o{™E 5 GigabitEthernet0/3
HEL3A o{™E 6 GigabitEthernet0/4
HESR3A oY 7 GigabitEthernet0/5
HEQ3 O{HE{ 8 GigabitEthernet0/6
HE3 o{HE 9 GigabitEthernet0/7
HEL3A o{™E 10 GigabitEthernet0/8

8.

£ g9slior ety
= HEZ O02 &
YoM 37t 2l

D= ASAv QIH I 0| A E AT & Q= QIX| 2t vSphere Web Clientd A= 2= QIH L 0| A0 HELA
C. QIEHO|AE H| 2 datEl MEfE F2{H ASAv Z4m| 12 0| M LHoj M T QIE I 0| AF H|ZHd %}
M ELICH ASAVE &3t = MEIX O 2 vSphere Web Client2 =07} Edit Settings(&7d +=7d) izt
HO|AE AMHE = ASL|CH XAt L &-2 vSphere Web Client 22101 =222 &RSHUA| L.

£ D: FOf EX|/HA 50| 42 GigabitEthernet 0/80| 0f ZX| QIE{ T 0| AR AFF A E L|C}.

L HEIOA OIS BN AN HTTP ZEA|E AFRSHE A2 Smart Call Home Settings(Smart Call Home A7) g4

Ol Al ADIE 20| MAS QI3 TEA| FAZ F4J6H0F BHLICH O TEA|S Smart Call Homel = 2HE 0 2 AL EILICE

Z0f ZXI/HA 722| %2 Customize template(W B3 ALSXt ol) 318104 CHS2 +3BHLIC

~ o7l el P FAE XL
OIE{TIO|AS AT [ 24 IP FA0HTh7| IP FAS 22 LESIT0) Ut FA2 XIHOF B 7|2 R4 EE
Toj x| TH0IH B ZXIS AR H2, BE SHOIALE 7|2 QL0 IP T2 MAC S JHol D E2hT |
S2 AIZHBHLCE O| K| Ch7| AEf7H Bl QUOIA S Ch7| IP 29 MAC A8 Ol 31LICE W /3 Clbho| A0 A&

MAC-IP F2 0| #stot ZX|5|X| %282 HES OfT|0A = ARP #20| B i AIZH 217 LS| G
L|C}.

— HA Connection Settings(HA HZ M) G0 A 2o =X 23 AH™HS FABHL|C

o =X Mol & 2 Hof =X Z3E S| AEH =2 S5 2t RAO| &F HEFE =HelgtLCt.
4 0 o
—

-1 o
GigabitEthernet 0/80| 20 Z=X| & A2 AFM LG EL|CLH &30 S H SICHI|IPFAE Z
Ol ABHL|C}.
Hg
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VMwareE AF238}0] ASAv L=

VMware vSphere Web ClientE At-35}0] ASAv 1=

9. O ALS 2tZ 5FH vSphere Web Client0| | VME A 2| &t L|Ct. Recent Tasks(X| 2 Z+H) % | Global Information(F &
HE) 90| M "Initialize OVF deployment(OVF 713 X£7|3})" AEiE & = YSLICH

3
~ 7| Recent Tasks O

| All | Running Failed 1
Initialize OWF deployment

B DE-Testing

)

2

Z+A 0| 2tZ | ™M Deploy OVF Template(OVF HIZ 2| =) 2t 7

~ [2] RecentTasks E{

| All | Running Failed
v Deploy OVF template

& -asavi
+ |nitialize OVF deployment
B DE-Testing

|

My Tasks - More Tasks' 2
‘M =
(]

O3 o3 elHEZ| o] X|Z & HO[E ME Of2{0] ASAv VM QIAE AT HA|E LI L

- =

AN 7F EA|El L}
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VMwareE AtE35}0] ASAv 7+=

VMware vSphere = &l& E210|HE 8 Day 0 AL 12| 0| ME ARSI ASAV 1=

=

vmware® vSphere Web Client # &

Harmea *| X ,'_'$ B asavd | Actions =
Q, Search:

Getting Started | Summary  Monilor  Manage
(W Virtual Machinas

= T WWhat is a Virtual Machine?
Virtual Machines : B

- Avirtual machine is @ software computer that
& asav? like a physical computer, runs an operating

2 system and applications. &n operating
& asavl system installad on avifual machine s

Because everyvirtwal maching is an isolated
computing emironment, you can use vireal
machines as desktop or warkstation
emdronments, as tagting anvironments, or to
consolidate server applications.

In wCenter Sarver, viflual machines run on

haosts ar clusters. The same host can run
many wirtual machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
% Edit virtual machine settings

P W P -

10. ASAv VME OFZ] AllSIX| 2 A2 Power on the virtual machine(7}

0> amizs

FHA MA AHI)S YL

ASAvZt SEIZ 774X 7|CHACHE ASDM £ & 2£0 HZTLICH ASAvE XS A|2HE [ OVF LY 2 Soff A& = of 7Y
H=E 210 ASAv A|AH AL O o[ Mo =7pgt|ct O3 CHS 7F5 S AHAHE K| XS 2 2EZ O

Ct. o|2{3t 0|5 S22 ASAVE N Z Tt 2200 gL ct 28 Ij1I/\|7<| £ {0 Console(2F) B2 2310
ASAv 20| M ABHL|C}.

1. ZOf =X|/HA 7152 22 0] BAE HES0 2= fFRS F/HSLILH O X[ HE HESHUAIL.

- 72 AN ST M| E S dEeL ot
~ 7|B QU0 H S IP F4 HFS YYLICL £ QLo REAEY UL 0[HS RUE VR U EE
2 QUOR ASsts 0745 H 25t SYTLICh
Xk 11: ASAVE Cisco Licensing AuthorityOf] 42X o 2 S23}2{H ASAvO| QIE{ Ll MM AT ZQSHL|CH QIE{Ll AN A N
" *0._| 2tojdlA S5 Qo +35 o|=0f F7t AL 10| &sof & == JUSLICH

VMware vSphere £ 2|3 22}0|HE Gl Day 0 41| 13|0|M S
AESHH ASAv 1=

ASAVE 1=3}2{™ Mware vSphere Client 5! OVF(open virtualization format) & Z 2l I} (vCenter 1= % asav-vi.ovf, |
vCenter 1 =0f M = asav-esxi.ovf)2 AH?-OH_I Ct. vSphere Client0j| A| Deploy OVF Template(OVF EIE 2l 1) O ALS AR
310 ASAVE Cisco I} 7| K| 2 =T 4= Q& L|C| O] OFHALO| A= ASAv OVF I}t o| 122 231 ASAVE AlsHsh J1A
HAS BHE0 i 7|X| & XL

ObH ALl BHA = CH R & VMware & THA L f Deploy OVF Template(OVF " Z 3l 7135) OFEALOf CHS XhA|SH LI
VMware vSphere Web Client 2 2}91 Z 2 S Xt XSHAA| 2.
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VMwareE AtE35}0] ASAv 1=

OVF £1} Day 0 4| 18| 0| M & A0 ASAv 1=

A ESE7| Hof

B ASAVE 7%8}7| F0| vSphere0] M iLt O] Ato] | £/ 3 (B2|8)E TAIBHOF LIt
B ASAVAZEZ0f 2% E7| U VMwareS Day 0 74T 12{0| M T} A4, 9 O|X| 2| THA|of ufat Day 0 AT 10| NS
dgetct
2t
1. VMware vSphere ClientE 4335} 1 File(mtl) > Deploy OVF Template(OVF I £8l 7135)S MEHSHL|CL.
Deploy OVF Template(OVF &I =& 155) Ot AL7} LIEFEFL|CE
2. asav-vi.ovf I} 20| Qt=& &= Xt C|2E{ 2|2 0|5 3}0] O IS MEASHL|C}.
3. OVF 422l A% Huot EAELICH (S 812 MIELICH Day 0 741|120 M TS ALgdtet 32 ofH 74T
HolvE HEY Ea Ut
4. 7% Mol Q0F0| OFX| 2} &} @ 0f EA|E LICH Finish(O12)S 22/310] VMS F3fLCh
5. ASAVE 7{1 VMware 222 Q1 2K £ &S 7|ChaL|c}.
6 7T 20|48 JBBILICE Yot 74T 10|14 F Y7} Day 0 4T 12 0|4 T Ao

. ASA0|| SSHE X238} LB}
=

—
- :].
&2 g7 " AL o|Mg eEetLC

=

e 2 42 VMware

O[F| ASAvE FeHoz ZFeLCt.

=1} Day 0 AL 120|495 AtESHO ASAv 1=

X}
B OVF E2 AH8510] ASAvE 158 42 dayO.iso It 0| R HL|CE ZIP I of| XS &l H[0f U= 7|2 day0.iso It Y=
A StAHLE ZEH Day 0 9'ﬂL|ZLE+I0I*1 Ot S M350l AH8e o= AEL|CH Day 0 41| 12| 0| 44 0o CH3 A= ASAv
AZEQ0 J%?- E7| % VMware-g& Day 0 74| 12| 0|M It Y M4, 9mf|0|X| & HESIMA|L.
B OVF £0] Linux EE= Windows PCOj| A X| |0 Q11 CHAF ESXi EE= vCenter A{H QF B AL O] A O0{0F THL|LC}.
HX}
1. OVF 0| dX|&|0 JASE &olghL|ct.
linuxprompt# which ovftool
2. Yot 75 ML= .omd oY 2 gL )

of:

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=ASAv30 \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup_Mgmt" \
--net:GigabitEthernet0-1="Portgroup_Inside" \
--net:GigabitEthernet0-0="Portgroup_Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@l0.1.2.3/
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VMwareE AFE310] ASAv 1=

ASAv 2& A&

linuxprompt# ./launch.cmd
ASAVZ} F{ZIL|Ct. 2BiR| B ElS 7|ChElL|Ct.

4. ASAO|| SSHE X
S22 20 East

23510] Yt Hm 0| MS A@BHL|CH 27} 74T 12 0] M0] LR 7S ASAVO| i3 VMware 2
Ao aegfo|M2 MLt

L= 1od

O[X ASAvE FdHo = A SeLC,.

ASAv & M A

ASDE A8E 0} 390 21 £7) S1200] OLIE A8¥H0: 2 = ULk 71 2X0 2 LY Wivere vSphere 2£0]
MAZ 2 IBLICH EE 2o Y 20IE7|2 EB0l0l O L2 7|52 2E UEYT I 262 P 4 ASLITH

B VMware vSphere 2& At&, 171 0| X|

B UEQIXNHE 2L ZE LY, 181 0|X]

VMware vSphere 2% AtE

X7| O d2f0o|M EE= 2| s 2ol AL VMware vSphere Web ClientE 3| Al &=l 7t4F 20| A CLIO| Y M ATHLICE Lt
Z=0l| & 4l (Telnet) &= SSHO|| CH3H CLI °,_J74 WM AE Fde 5= ASLICH

AEs7] Mo
vSphere Web Cliento| -2 ASAv 220]| WA ASH= O L3 2210|QE E3H Z2{101S MX|EHL|C}.
=it

1. VMware vSphere Web Client2| QIHIEZ|0| M ASAV QIAEHAE O A Q2Z HE O Z ZE/5l 11 Open Console(E2& &
7|)8 MEHBIL|C} EE= Summary(22F) E10{|A| Launch Console(2& Ad)2 S| Ch

2. Z&2 2851 Enter 7| £ £ ELICL 1 HME 522{H Ctri+AtE =5 L|CH

ASAVL O F13| A|Zt Z0l A2 HE B AIX|7} LEFLICE

=|:

Of7HH4=5 210f ASAv A|AHN Z4m| 02| 0| Mof| £IHefL|CH 8 ChS 7}
FL|C} O|2{3t O|F HEI2 ASAVE NS 7=3H Z20] 2t LSt C}

ofn

;0
nz
o
i
X
Rl =]
ofn

|o

Hu
el
om
fjo
ml
>
z
[N rin
=

HA: 2o MAS X 7K ofjH| HZE HAES SAT 4= U F X2[2F0| 100Kbps2 M SHE LICH. 2to| M A= 2t
2l 20| 2Lt Eot 20| A S Ctg HAIX| 7t HHEH o= HA[FHLC

= 11—

mi
a
ot
B
rHm
up
=2

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

ChS TEZETJL HEAIELCH
ciscoasa>

Ol ZEZE = 2 ArEXLEXEC ZE0| S-S of0[HLICH AFEAFEXEC REOM= 7|2 YT ALE 7ts &L
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VMwareE AFE310] ASAv 1=

ASAvV 2& A&

3. S A RO YN ATILICH
ciscoasa> enable
CHe ZEZEJ| LIEFLL|CH

Password:

4. Enter 7| S 2] ASYLCL 7| 2H 22 H Y S = H[Of JSLICE O|T0f enable H|ZH = S 2ot 2 Enter 7| & +

2& il enableZ 2 tL|C}.

EEH 78 BE2 S EXEC REO|M AF8E + /UELIC Eot S EXEC ZEOM 714 REE YHY +& AUE

ciscoasa# configure terminal
DETEJICIEo 2 HAEL|CH

ciscoasa(config)#

M T REOA ASAV THS AIKE & USLICHL TS 14 BES SR6t2{T exit, quit £ end BHS Y2eLIC

HESA XE 2& ZE +d

L—
O LS 22 A3S

25 A4S o 220 AMAL = As HEYT RE ZEE THE2 2 L4357 Lt vSPC(Virtual Serial Port
Concentrator)0f| G 4510 1A gh 4= Q& LTt 2 BHHof Cf o XEA| S Li-8-2 VMware vSphere 4 H A E H XS A| 2. ASAV
OlM 7te 2 A AE ZEZ & 582 HU{OF ZLC Ol MM M= 2E ZE ZE3 ALESt= RO oo 4
L|C}.
=X}

1. VMware vSphereQj| M 4 EQA 21 T E S 2 THL|CH. VMware vSphere A HA £ ARSI A Q.

2. ASAVO| A disk02| R E |3 E2|0f "use_ttyS0"0|2t= Mt S TS LICH T+ LIE2 IO{ = FLICt O] {X0f THO| U

7|2t 5t EL| ot
disk0:/use_ttyS0O

— ASDMO|| M Tools(E) > File Management(It! 2|) Ci3t A XIE ARSI 0] 0|20 2 dl Hl

= =
+ gLt
- vSphere 20X THe AlA 0] Qe 7| E THA(QIQ| THY)S M O SO2 ZAIE 4 U LICH 01 S L1837 2
st
=

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg diskO:/use_ttyS0

3. ASAVE CA| 2CSHL|C}
— ASDMO]| A Tools(E&) > System Reload(A|A R CIA| 2E)E MEHSHL|CY.
— vSphere ZZ0i| A reload(CIA| 2E)E YHTLIC

ASAVOIA] vSphere 242 KL= 24S SX|S} T Al Xlg 242 HL|Ch

B>
#a
H
(m
Hu
ne
o
2
of>



VMwareE AFE310] ASAv 1=

vCPU IE= X 2|2 20| MA 30| E

vCPU EE= X 2|2F 2}o|MA H 80| E

ASAVO M & X2[E 2to|MIAE AFETELICE O] = AME 7Hs St vCPU £0f s OjE LI L.
ASAVO] Lt vCPU =& S2|7{Lt 20|24 M 2t0| A S 23t 0|F HETH £ VMwareO| A VM &9 S A gt L XISt

S= HFH Lt

*r0: X| ™=l vCPUZF ASAv 7HAF CPU 20| MIA EE= K 2| 2F 2F0| M A QF X8| OF SFL|C. RAME vCPUO| A 37|7} K| ™
&|0fof BHLICH 20| =8k 2Lt Ch2 12 0| =& If ke EXfof [hat 2ol HIA U VCPUS ZA| ZHSHUAIQ. AX|SHX| 8
2 &20| o ASAVZ} HITh2 KHESHK| L& LIC

2t

1.
2,

7.
8.
9.

M 2o~ E @ etLth

M EIOIMIAE METHLICH FOj X 40| 42 F FH 250 Af 2to|MAE HggkL|C.
o =X|E AMBSHEX| O 0 2t S & SHLHE - gLt
— O =X|E AF25l= A2 - vSphere Web ClientO| A standby(Lf/7/) ASAve| M & &L Ef o

t

=
St C+2 Power Off the virtual machine(7Ha Al H @l 117|)E 225 HLt, ASAVE Ot A Q2%
1 Shut Down Guest OS(H|AE 0S F2)2 MEi$tL|CY.

- EOf ZX|E AFRE}IK| @b A2 - vSphere Web Client0f| A ASAvC| 22 G L|CL 0| S0]{ ASAVE 223t [}
Power Off the virtual machine(7}4 4l M@l 117|)E 225l 7{L}, ASAVE OIR_A QEZ HEOCR
Down Guest OS(H|AE 0S S 28)E MEHSHL|LC}

. ASAv% £ =I5t CH2 Edit Virtual machine settings(7t4 A A™ ™) E 22I617{L}, ASAVE OI2LA QEZ HEOCR

&gt Edlt Settings(d™ £=H)E MEHSIL|CT

Edit Settings(&™d M) Cjs} A X}7F LIEFEL|CT

- ASAvO] Cigh 2tO[ 4l Y, SHO[X[0| A CPU M 22| 2+ AtetE TZ=0t0] A vCPU 2t0[dlA0] Cigt SHHE S =HlE

L|c}.

. Virtual Hardware(7}4 3} £)|0f) ©42| CPU EELHe 220 A Aj ZtS MESHL|CE

& .asavd . Edit Settings 2

Virtual Hardware | VM Options | SDRS Rules | wApp Oplions

-acny Do
Cores per Socket - | Sockets: 3
CPU Hot Plug [ Enable CPU Hot Add
Resenalion 1000 3 MHz
Limit 15000 3 Mz
Shares PI ormal

CPUID Mask LFtpo=e1l'eH......'} flag Dt'JPE,t v] Advanced

371284

Memory (M| E22])0ff RAMO| CHot Af Z4S &= gL Ch
OK(&ehE LI

ASAvO| MRl & ZAL|Ct. 0 £ &0 Power On the Virtual Machine(7}4 4l M2l 747])2 SElghL|C}.



VMwareE AtE35}0] ASAv 1=

VCPU IE= 2|2 20| MA &30S

7RO S 2&S 7L 28 7 RH0A ASDME A&t Ct.
b. Ch7] 7Rl AI%0| 2t2E|TH Of7| 7RO O =X|E ALt

- ASDM: Monitoring(2 L|E{ &) > Properties(%4J) > Failover(Z0l Z*|) > Status(XE{)E M =45t 1 Make
Standby(Ci7| 2 TEHE S

- CLI: ciscoasat# failover active
c. 2d {0 s 3~9LtA & BtE gL Ct.
B F

B ASAvO] L gt 2t0f 4l d, ST O] X|

R
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e
CISCO.

KVMZE AFE5H0 ASAY /1=

KVM(Kernel-based Virtual Machine)& AI2510] ASAVE =3t 4= Q&L L
KVMZ ALEoH ASAv 715 HE, 211 0| X|

ASAv & KVMO|| CHSE AFE @ 3 Abgt, 221 0] X|

Day 0 741|113/ 0| 41 I+ ZH], 22T 0| X|

7hAF HE| K| XML IHQ! Z=H|, 24T 0| X|

ASAv A|Zf, 25T 0| X|

KVMZ AtEct ASAy 15 HH

2110 X|2] 1 10{= ASAv &L KVMO| Q= ME HERI ESZ X7} Liet JASLC O] 3o @& EXt= s

S J|8ro 2 BILICE AFS X 2712 A8 WAz ohs e Mxjo| S 0| LICL ASAVE LR L ol% YESIT A

ole| HatHo = Aot Ch o 22| HERIAE G E LT

d 1 KVMS AI23810] ME ASAV 7=

10.1.1.2 198.51.100.2
g0/0 g0/1
192.168.1.2
mO0/0
Linux Linux Linux
71I*ELH‘=' 71I*'E*FEI HLE QF
10.1.1.3 /\19216813 e = 198.51. 1003

eth0 - eth0 -
'—H-‘?'—} S/ o /9;':_ )etho
E

a o VL T\\4
o L KVM
P S g Linux
virbr2 virbr1 virbr3
10.1.1.10 192.168.1.10 198.51.100.10

eth0 s
Linux 2~ E 10.152.30 2

Cisco Systems, Inc.  www.cisco.com
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KVME A3 ASAv 1=

ASAvV 9 KVMOJ| CH&F AFE @71 AbSH

ASAv 5! KVMO|| CHot AP 2 1 At
Cisco.comOj|A] ASAv qcow2 I} S CIR2ZESIL 0| £ Linux SAE0| Y& L L

http://www.cisco.com/go/asa-software

%t1: Cisco.com 219! 8! Cisco MH|A A 2f0| = QL |LCt.

H O EAMO|LIQ U= ME ?:’EQI A2, A2 X7} Ubuntu 14.04 LTSE AF2 =90l Z{o 2 7} SHL|CT. Ubuntu 14.04 LTS =
2EO| %[0 Ef° 7| X| E g X|gLct.
— gemu-kvm
- libvirt-bin
— bridge-utils
— virt-manager
— virtinst
— virsh tools
— genisoimage
m 452 TAE U AL D20 M0| FES BT SAES THSH0] KVMO A ASAV| K2|2S Irhet 4 o
SLCH et Ol o A E 27 7 E0f Cioh LfE 2 Linux & Intel Ot7|HI M E &80t 7telot EEZL| HESR 7|5 7t
ozl M| 452 HXS FHUAR.
B Ubuntu 14.040] 8%t %X 3l= Ct20 &L
— macvtap - fg% Linux E 2| X| £, Linux E2|X| CHAl macvtapS At 4= Q& L|Ct. Linux E 2| X| CH Al macvtapS At
2ot £ 4™ 2 +d5lof °“—|Ef-
— Transparent Huge Pages - | 2 2| Ij| 0| X| 2 7|& =2|0 Ubuntu 14.040{| M 7|28 o2 MM E L|LC}

- Hyperthread H| 23} - & 72| vCPUE Tt 30| 2
— txqueuelength - 7| & txqueuelength£ 4000 Lzl © 2

- 1™ -gemu % vhost Z2 A E EFH CPU 200 1
Sa=1u|ug

gL &8 =d0M 17 7|sS AHESHE 450| thE &

= o L1

®  RHEL 7|8t B} ZOf| C§3h XFA|SH L§2 2 Red Hat Enterprise Linux6 7}AMSH 28 9l | M3} 7H0| S2 & x8) FAAIQ.

H
B KVMA|AHE Q1 AtSE2 Cisco ASA 222 RSN A| L.

[

Day 0 AT 120]4 I ZH|

ASAVE A|Zf5t7| T 0f| Day 0 40/ 2{ 0|8 mpU S FH|g

= = = AN
O]0f =&l HAE mARJL|Ct O] 27| AL 22|0|d2 AFEX7t M E”OPE IE“EEIEI "dayO Config"EfE 0|52 o
A E ool {X[SHH, o mp@2 x| £ 8 A| OR2 EE| 1 §5[= day0.iso ﬂf% L& L|Ct. Day 0 941_LIILE1|0|’q o=

£ A 22| OIE{H0|AS SISt 2
Am 0|8 e ZokE|O{OF gL Tt 2=
Of grLCt.

4
7| 2158 SSH MH E 47 35t= o%'iol E6*5|010F o @0k OfL| 2}, 2t ASA
El =9t day0.iso I} & (AF2 X} H2| day0.iso EE= 7| &2 day0.iso0)2 A% 4= U0

Fn: X7 A= S0LASAV BIO|MAE X502 M 8232 H, Cisco Smart Software Manager0j| A| Ct2 2 E 3t Smart Licensing
ID(Identity) TokenS Day 0 74| 12{|0|M mat Z+2 C|2H £ 2|0 Q! = 'idtoken'O|2}= O|E 9| HHAE It 2 IS L|Ct.

A0 S DO M ASAVE PESLAE FQ, £ BEO|M A S0 22 ASA T 10| TS Day 0 I 10)
M T AFB O} SLICF. O] AFSHE 39 8 Wi g Day 0 4 T20[ 4 o= ABEX| ShLich

- 10

H3: 0] 0| A& LinuxE A& SHX| 2 Windows2| B0 = FAMSH 7 E 2| E|7F AL C
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http://software.cisco.com/download/navigator.html?mdfid=279513386
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

KVME At23I0 ASAv 1=

Day 0 74| 12 0|4 T ZH|

2t

1.

"day0 config"2t= B|AE L0 ASAVO]| Cist CLI a2 0|88 Y=gttt 3702 QIE{H| 0|20 Ciet QIE{H| 0] 2
magold & #ot= 7|Et 2E HO| o84S *7¥°”—|Ef-

E2 ASAv H™ © 2 A|&tslOfF & L|Ct. day0-confige S &5 ASA A E|:LE1|O|),\_10|O-|OF shL|C}. dayO configE MMsl=

THE E22 WH2 J|E ASA £ £ ASAVO| A A& 5O AT 0| & gls 22 SASHE 2 LI day0-configof|
M EO| =M7t 523IH 7|E show run HEH ZFHO| =X 2} %XIOHOF St C}.
ofl:

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

. (MEH A& Cisco Smart Software ManagerOj| A 228t ADE 2lO|MA ID E2 IHYU S AFEEO| L2 ESHL O}

L (MEE AR CHR 2E MY A ID EES SAtSID ID EZ0E ZotE 'idtoken'0| 2t HIAE IO 20 E&L L

MEH AFEH £ 7] ASAV T2 S0 20| MAIO| XFE S 2 0| 207 H2, day0-config T A 0| CFHS B 7} mHE|0f Y=X|

2| OIE{ 0| A IP =&

— (MEH AbEH) Smart Licensing0f| AL HTTP ZEA|

- HTTP ZEA|(X|HE L) E = tools.cisco.com0f S 914 S X| 5= route B &

— tools.cisco.com& IP =20 2QI5t= DNS AMH

- AHBXI7t @ HBhs ASAv 2HO|MIA S X|F8Hs Smart Licensing 74T 120 M

- (ME AE) ASAVZE CSSMOM AMS H S A 8 = AEE ol 1R SAE O|E

- HIAE IS ISO ot 2 Hetsto] 7hed CD-ROME 4 gL .

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$
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KVME A3 ASAv 1=

JHAF B 2| X| XML IHY Z=H|

ID E£2 ASAVE Smart Licensing MHO|| A5 22 SE3tL|CT.

6. 1CHA~ECHA & BHE0t0] 155121 = 2t ASAVO Chol HEet IP A7 ZetEl @20 7| = A n| 120 S Zhs L}

JhAF HE|X| XML T}Q =H
ASAV HAEE KVM B AEQ| HASD AAEE ME 5= 7H HESRIAE HH-|OF gLCt.

A1 0] MAHs KVM SAE 8| 9 SH0f [hst HAS MHBIX| &L Ct

KVM 3 AEO|A 714 E2|X| XML It Y-S FH| g L|C Day 0 Z4I| 12| 0|4 I FH|, 22H|0| X|of| 4 HE ME 7ty HERA
EZEZZ2X| 4L, virbr1.xml, virbr2.xml, viror3.xml0|2}= 371 2| 7}A 22| X| 0| Tt IEHOIE1°F 371e ot O|EE AIE
SioF e Ol & S0, virbrO2 O|0| EXHSIEZ AL = 91 8). 2 LU0 = 7t E2|X[E E5t= ol Zast FE It ZetE|0f
A& LIC 7H4 B2|X|0f 0| S TR et MAC F25 HBof0f BHLICE IP FAS HBohs He Mei AYLIT

2Xt
1. 3712| 7t HEY A HE[X| XML nt = PHSL{C
virbr1.xmil:

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00" />

<ip address='192.168.1.10"' netmask='255.255.255.0"' />
</network>

virbr2.xmil:

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10' netmask='255.255.255.0"' />
</network>

virbr3.xml:

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

2. C}2 HEJ} Zot=El A3 ZEE OEL|ICHO| 00 A= A3 ZE 0|2 virt_network_setup.shZ X|HE}).

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

3. 0| 23 EYEE A 7HY HERAE dFYLILE AFH-EE 7MY HEXNIE 22U HE/JI=E KM ZAE
7t ddEl= S AL 7S L

stack@user-ubuntu:-/KvmAsa$ virt_network_setup.sh

F A Linux SAEE CHA| 2E% A2, virt_network_setup.sh A ZE S CtA| Al OF SHLICH R EEL|H ATEET}
K& E|X| &L L
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KVME At23I0 ASAv 1=

ASAv A| &}

4. 7t HEIZ7L SO REX| 2ol

=

stack@user-ubuntu:-/KvmAsa$ brectl show

bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yves

virbrl 8000.5254000056eed ves virbl-nic
virbr2 8000.5254000056eee ves virb2-nic
virbr3 8000.5254000056eec ves virb3-nic

stack@user-ubuntu:-/KvmAsa$

. virbrl 22| X|0ff SHEHEI IP ZXAZF EA|E|L|CH 0= XML IHof SHEbst IP Z=A Q1L T},

—

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl
S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:£ff
inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl
valid_1lft forever preferred 1lft forever

ASAv A|Zt

virt-install 7|EF 1= A3 ZEE AF2510] ASAVE A|RHSHL|CL

2xt

1.

"virt_install_asav.sh"2}= virt-install A3 2 E & Q5 L|C}.

ASAv VMQ| 0|2 & 0| KVYM S AE Q| B E J|Ef VM(Virtual Machines)& E & S8l|OF & L|C}. ASAv= X|CH 10712 4]

EQAE XA = ASLICH O] o M= 37H2| HERZE AHE LT '-1IE Jﬂ Be|X] ol =Mt T ch A H
MH ZE0| =2 A ASAvO| 2| Q1B I 0| A(Management 0/0)0| 11, = HA| £9| &t =2 ASAv2| GigabitEthernet 0/00|
o, M| R £°|] &= ASAvO| GigabitEthernet 0/10| 11 0|2 A1 © 2 GigabitEthernet0/877}X| O|O{ &I L|C}t. Z7t&F NIC=
VirtioOf OfF &t L| C}.

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio \
--network network=default,model=virtio \
--network network=default,model=virtio \
--name=asav \
--cpu host \
--arch=x86_64 \
--machine=pc-1.0 \
--vcpus=1 \
--ram=2048 \
--os-type=linux \
--os-variant=generic26 \
--noacpi \
—--virt-type=kvm \
--import \
--disk path=/home/kvmperf/Images/desmo.gcow2, format=gcow2, device=disk,bus=ide, cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty, target_type=virtio \
--serial tcp,host=127.0.0.1:4554,mode=bind, protocol=telnet

2. virt_install AR EZ AMlTHL|C}

stack@user-ubuntu:-/KvmAsa$ ./virt_install_asav.sh

Starting install...
Creating domain...

VMo| 222 HEAISHs 50| LEHL T VMO| 28 9| 202 EAIELITH VMo| EE Optx| 2 £ HE A98 LU
VMO| 22 920 22 3ipio) o CLI BaiS 238 + e,
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KVME A3 ASAv 1=

ASAv A| &}
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e
CISCO.

AWS 2212 C0f| ASAv 1=

AWS(Amazon Web Sources) 22}2E 0| ASAVE 1=& %= /USL|CH

AWS 2212 =0 ASAV 1= M B, 27H 0| X|

ASAV 3l AWS AFE 23 AFSt 27 O] X|

ASAv 9 AWSO| T3t X| £l 3} %3+, 28T 0| K|

AWS 7|HH ASAVO| M E {{EQT EZZX|, 29T 0| X|
AWSO{| ASAv T2, 29T|0| X|

AWS Z2t2E0| ASAv 1= HE
A7 ASAVSE AWSOIA K| 5| Q& LICH

AWS= Z2t0[8l Xen Hypervisorg AHE5t= =8 22t = 28 YLILE. ASAvE Xen Hypervisore| AWS 2tZ 0| M HAE
2 HHELICH AWSO|A ASAvE CHS AAHA RHS XL

B C3.large—27H2| vCPU, 3.75GB, 27§2| QIE{ T 0| A, 17} 2| Ba| Q5 m| 0| A

Fr1: ASAV10 B! ASAV30 T 5 c3.large0f| Al X| & £| X| 2t c3.large 0| Al ASAV302 AtESt= 42 TZ2H| XY B [ 20
HYSHX| &L

B c3.xlarge—47§2| VCPU, 7.5GB, 37§2| QIE{m|0|A, 17§2| 22| OIE{T|0|A
Er0: ASAv30Et c3.xlargeOf| Al X| & & L|Ct.

Et1: 0] ASAveE AWs 24 0| Ol Z20f| A Xen HypervisorE K| S|X| Qt&L|Ct.

AWSO|M HHS M350, AWS OHHALE AR50 ASAVvE M ™S, AMI(Amazon Machine Image)E MEHSHL|CH AMIE= QI
AHA HHO| HRot AT EQO Ao o|dS Zetot HES LT

% 11: AMI O|0|X| .= AWS B+ Z40| OF il RO M CIREC 8 4 &L},

ASAv Sl AWS AFX Q31 ALSt
B aws.amazon.comOf| Al H ™S MAMEEL|C}.

B ASAv 2}O|MIAZ M23HL|Ct ASAv 2I0|MAZ XML 7K HAS ZEO|A ASEL|CH O] BE0jA< 100742 ¢
74 9! 100Kbps?| M-S0t 5| S L|C} ASAV ADFE AT EQ|0]| 240|MAIS ARSHAA|Q.

B QIEHO|A QA:
- el e oA
SR T THPS
~ (M ARE) 27k A ELU(DN2)

Cisco Systems, Inc.  www.cisco.com
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http://aws.amazon.com/
http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/intro-license-smart.html
http://www.cisco.com

AWS 22120 ASAv 1=

ASAv 2 AWSO|| CisH X| & TF K|St

= HRUHOM Ha:
- 2| QIE{H 0| A—ASAVE ASDMO| GIZiTH [ AtBELICH E1t Ef WO AR 4= gl LIt
- w$ﬂawm*w*%Aww§w$§ﬁEWEEﬂEWA%@Hq
— 9% OIE{H 0| A(T4)—ASAVE S8 Y EZ0) AHS}E O AFBE LI
— DMZ QIE{H|O| A(MEH AtEH—c3.xlarge QIE{I{|O| A AFR A] ASAVE DMZ 4 EQ A0 HA5l= O AFREHL| L.

B ASAv A|AH 972 Cisco ASA T2 S BXSHAMA|L.

ASAv Sl AWSO| CHot X[ & 1t M| el

X& 7ls

VPC(Virtual Private Cloud)0f| 3+

S L EYY(SRIOV) - AHE TH53H AL
Amazon MarketplaceOf| A 1=

OIAE AL XL 47 2] vCPU

L3 HERIA ALER 75

et d ZE(CI2#

XHEX| =75

=& WM A(HESXR AHHO|AE Sl SSH EE= ASDME AFESHY £HE|)
IPv6

VLAN

100Mbps H-=2| ASAv5

SKpE (Promiscuous) R E(AL|T E= E O C digiH X2 9l8)
Os g8 2t

S 2HE

ASAv 7| 2 HA

EtherChannel2 X S2|X QIH 10| A0 M2 X| &l & L|Ct.

VM 7HE Q7| /L & L 7|

Amazon Cloudwatch

SHO|mHO| M =2 & oi7| &
VMware ESXi

28


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

AWS 2212 =0 ASAv 1=

AWS 7|dt ASAvO| ME HEQH EEZX|

AWS 7|Ht ASAV2| M= HEQF EZEX|

291|0|X| 2] 12 10| A{-= Routed Firewall Mode2| ASAVO|| Li3t A& EZ2X|E 20| ZFL|CH. AWSO| ASAVE 2|3t 4712 A
sUl(Ee|, L, /%, DMZ)0| #4&[0f /&Lt

a3 AWS 1= 7|dE ME ASAv

AWS VPC

DMz

EEIEE
(BAISIR] QSR BE
Cldtol o] 9i2)

>
AWSOQ| ASAv 1=
CHE EXt= ASAVO| AWSE 275t= BHAIE ZHErsHA Faleot A YLICH AEMeH B THAl= AWS A[Z1SH |2 B RS A 2.
=Xt
1. aws.amazon.com0j 219015} K|S MEHSHL|C}.

AWSE= Ol2] X[H2 2 LHF D, O] X[H2 &= AL| &[0 RUGLIC} oo | XI90] EAIELIC et X[He| 2|2
27FCHE X G0fl & LIEILER] &L CH |AStE X0 A=A F7I1H 22 =telgtL t

I
)
n

<

b
mjo
iy

I

S} 10 Networking(4| E 2 Z)0| A VPC > Start
MENSIO] VPCE A AISHT CF2 T} 2H0| A XS T}, &

=2 O O

2. My Account(Ll #|’d) > AWS Management Console(AWS 2| 2
VPC Wizard(VPC OFHAL A|ZHE S2I3} IS CHY 28 MELIS
Bl EA|EX &=t 7|2 dNME *f oI- 2 ol L|C}.

- & 9o MeY—VPC Y A
- QHU HO|EQ0|—EHAS
0

~ QI B 0] 2—olE{ 0| Ch3
wokg et

o AY AES 2Pt LITh AEY AOIEQI0|2 0| ES YHHLIC

4
FREF2E Elf S 2yt d 55 7Lt Q1B Ul #0] E90[0f 0.0.0.0/0
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https://aws.amazon.com/documentation/gettingstarted/
http://aws.amazon.com/

AWS 22120 ASAv 1=

AWSO|| ASAv 7+

3. My Account(Lf #|d) > AWS Management Console(AWS £t2| &) > EC2

Q) E S= L

- AMIE MEHSHL|CHO|: Ubuntu Server 14.04 LTS).
C

=
OjOjX| & L& YEE AMIZ

- ASAVO|M X|@ldt= QIAEA B
AR =
— 2IBICHH Advanced Details(21 g5 A8

A&ghL(tt.

Of: c3.large)S M= BfLICY.

DYE[0f AL

mjn

= kel
220t

%, Create an Instance(QIAE A

£)0j| A Day 0 Configuration2 2=7}&+L|Ct. Day 0 A 20| M0 =7t M
£ #-dst= g at ERHO): A':'l'E Efow*') Day 0 ZAm| 02|0|M It FH|, 221 0| X| & & XS A| 2.

Day 0 AL 80| ME

! ASA 9.5.1.200

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 30

username admin nopassword privilege 15
username admin attributes
service-type admin

! required config end

! example dns configuration
dns domain-lookup management
DNS server-group DefaultDNS
! where this address is the
name-server 172.19.0.2

! example ntp configuration

.2 on your public subnet

name 129.6.

name 129.6
name 129.6
ntp server
ntp server
ntp server

15.28 time-a.nist.
.15.29 time-b.nist
.15.30 time-c.nist

time-c.nist.gov
time-b.nist.gov
time-a.nist.gov

gov

.gov
.gov

- AEIRCIZY H8).

L HA 1O

~ Ei3 QIAHACho| BjIE WAL ClHOIAS £ & YBLICL 287 #S 4 UE2 0|22 XYL
- SOI1E-—SO 1SS MM 0|22 NHYLICL Hot 1L QHI2C U OLRUR S ESHT S K| 0j5t7| $Iet 9!
AEAO| TS FHA SRt L Ch
J|2XoR Hot 182 BE A0 HYE0f ULLICH ASAY AN A0 AT F20| SSHUH 5| 8FHEE 742 H

7| 42 AN & A= 0| = X[ Fota AHS 0| 7| E Ch22ESLIC 7| = CHA| CH22Eg 4= RlaLIth 7| 82 &
Ol E B2 CIAEAE MRS CHA| 150K OF BT

*'6I- |_| |:|-

30



AWS 2212 =0 ASAv 1=

AWSO|| ASAV 2=

6. My Account(Lf #|’d) > AWS Management Console(AWS 2| %) > EC2 > Launch an Instance(QI AE A Al3H) >
My AMIs(Lj AMI)Z 2 2I8HL|}.

=2 =2 -

7. ASAVO]| Ll gt Q1A E A Zk2H0f| A Source/Destination Check(2A/2 X X| 2+01)7} H| 243l E| - SS 2HQIgtL|C.

AWS 7|2 SHO| M QIAEATLARA| IP 20 T3t £ HE'F_ 2AIBLT RPN IP FA0| M TS B Y 4 ULt
ASAVTL B12El Zo| Silg Bt 4 9o bl ASAV E T AIAEA(LHE, 9/, DMZ) ZHZtof N 22/2 X K| &0l g

‘getaof gL Ct.
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AWS S22 E0 ASAv 1=

AWSO|| ASAv 7+
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e
CISCO.

Microsoft Azure 22 E 7|8t ASAv /1=

Microsoft Azure 22t =0 ASAVE =% 4= US| T
Microsoft Azure 22} E 7|Ht ASAv 1= H &, 33L{ 0| X|
ASAv Bl AzureQ| At 2 7 Attt A|A "N Q1 A2, 33| O X|
ASAv 9 Azure0f CHsH X| &l 3} XS}, 34T 0| X|
Azure 7|8 ASAvO| ME | EQIE EEZX]|, 35 0| X|

= 30l 4 9& 2|22, 35| 0| K|
Azure 2} El, 36| 0| X|
7tS HEXIL| VME 2[% 28 Zm 12 0]d, 36T 0| X|
IP =4, 37| O X|
DNS, 3714 O| K|
Microsoft Azure 0| A| ASAv 713, 37T O| X|

Microsoft Azure 22t E 7|HI ASAv 1= M H

Microsoft Azure'= -2 Microsoft Hyper V S}0|IHH}O| X & Al2dl= m{=2 2212 E a4 Q| L|C} ASAv= Hyper V 8}10| I Hf
0| X 2| Microsoft Azure 2t A 0| A AAEZ A E L|Ct Microsoft Azure 7|8t ASAveE EH OIAE A O3 = Standard D3E
Xl AgtL|Ct o] 382 4742| vCPU, 14GB, 4712 QIHH|O|A S X| A LT

D —
ASAv 9! AzureO| At @ 7 Atgtaf A|AHED @ 1 AbSh
B Azure.comO|A AHEHS MM
Microsoft AzureOf| Al A "2 M A CH2 210131 1 Microsoft Azure MarketplaceOf| Af ASAvE MENSIO] L2t CH
B ASAv Z}O|MIAZ SE23tL|C}.

ASAv 2tO| A S SEY 77X MEs ZEMM A EL|CE O] ZE0|A= 100742 HZ Sl 100Kbps2| X 2|22t 5§
ELICH ASAVE flot AOE AZEQ|0 2toldd S HESHUAIR.

B QIELOo|A QF Atsh:
4749| HELIO|M 47H2] QIE{H|O| AR ASAVE =6l 0F BtL|C}.

- 2| AHIo|~

IR Yots HIm oo B 2| AEH 0| ATt QR QB O] AR E AFEE LICE
&1: AzureO M= XS Ho|g|= QI H| 0| A(EHA RE| QIE{H 0| A)7} SUSHA Azure 28 IP FAE JHE 4= Q=

OIE{T| O] ~ I L|Ct. O] O| 7 2 Azure| ASAv= 22| QIE{H| O] 20| A S2H-0|O|Ef E EH‘*' s S 8eLITt. [hEkA 2t
QIE{T| O] A 0] CHBH & 7| 74T 124|0| M2 management-only &7 & Z &S} X| Q& LILCH

- HF SR QEHOolA
- I MEU(DMZ E= AFRAFZF ME#SH= Qoo L EQ )

Cisco Systems, Inc.  www.cisco.com
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https://azure.microsoft.com/en-us/
http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/intro-license-smart.html
http://www.cisco.com

Microsoft Azure 22} E 7|8 ASAv 1=

_—

ASAv 2 Azure0f CHzt X| & 1} |5l

B M FE:

- 22| AEIO|A(S4A)—SSH A M 20 2|11 ASDMO|| ASAVE A Z5H= O AFEELCH

- W& QAETO|A(E4)—ASAVE L SAE0| HASH= O AFE L L
— Q% QI I 0| A(T4)—ASAVE 28 HEYI0| HASH= O AHRSHL|CH

=
— DMZ QIE{IH| O] A (M Bl Atgt)—Standard_D3 QIE{ 1| 0| & ALE A| ASAVE DMZ H EQ|A 0| HZASH= O AL gL T
B  ASAv A|AH 93 AJSHE Cisco ASA S8 S RXSIAA| L.

ASAv B! Azuredj CHst X| & 1 X| St

X® 7|5
B Microsoft Azure 22t E0 A 75
B QIAE AR XCY 4712 vCPU
B BUEYIAS AR 1S
E10: Azures 74 7Hs 8 L2 vSwitch 7| 58 M &3 SHA| &&LICt.
m 2leg iy BC(d|R)

o
B2t dold 2 EO| ASAve HEYI 9| Lt 0|0 3 A LT of EEOﬂH 2t QIO A0 IP AT E
SHL|C}. AzureOf A= VLAN EfZ OIE{H|O|AS X|&HX| RO D2 Ey17} K| R E|X| &L H| E2T OIE{H 0| A A IP

=1 ==
25 FgsloF gLt
X=X %= 7S

S

n 2% UMAUEYT UET0|AS Sof SSH T ASDME ALESHO] 22| 48)
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Azure 7|HF ASAvO| M= HEQ 3 EZZX|

35H[0|X|o] & 10| M= 2t Hats REO| ASAVY Lol 2 EZ2X|E B0 FLIC Azurelf 3712 MEU(ZE], LIZ,
DMZ)0| 7-8=|0] RS LICt 4HR T QIEH 0| A(QF)= HAIZX| &Lt

81 Azure 71 7|HF ME ASAv

e HEYS 22 € Hojg

0.0000 10.10.2.25(ASAv L{ & IP &)

10.10.1.25 el + " f"
E= if
DMZ HIE¢/3 228 Elo|&
i
0.0.0.00 10.10.1.25(ASAv DMZ IP F24)

168.63.129.16(Azure A|AEl)  10.10.1.1(Azure #|0] E[0])
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Microsoft Azure 22} E 7|8 ASAv 1=

Azure 2} El

B SEIPFA = S0 MEASE Zhof 2} 0] F0] X[ & L|C.
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Azure 2} El
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ASAv ZHO| T &|0foF & == USLICH

AL 22 HO|29| 7|E 2 W20 ASAVE LhZ §2 2 7t2[7|= 2 S Ar&A §o| 2128 H|0|S0f =7t3i0f gL
Ch. 2ZX| oM AL Fo| H0[22] 7|2 B2t A|AH 2t 8 HO|=2| O MM 2l Z=20| 22| EC|HO| ASAVE 23
StA ElLITt.

tS HERAZS| VME ?let 2k I o]H

Azure 7ty |EQ|30| 22 E2 S2t0|HEC| £ A 0|EQ|0| 2F0| otL|2t F= 2t E HO|=0f et F2tE LT 7t

HERIOM HH Sl 2210|AE = DHCPOM B2 E X|°dd == AFLICE Ol = ST MEUO| 1 = QLCE. O] = Af
2| EAIXIO|H 7t WER TS| 1=t 7he HO|EY 0|0 Tzl S EL= 7St & # LI Tj2I0] VME [HLIH {2 2t
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Microsoft Azure 22t E 7|8 ASAv 1=

P4

CHS M E 7t AzureQ| IP 4 EQ A0 HEE|L|C},

1o d
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B ASAvO| A NIC(Management 0/00f O T =)= HAAE MEUOM M8 IP FTAE Yh&L LT
o

SEIPFAE O ML IP AL HAT &= A OSTH Azure Internet A O] E| 0| 0| A| NAT H=tS X 2|BhL Cf.

B VMO X NICTH 28 IP A7 AZE £ Q& L|C}

!

M S8 IP T2 Azure SX|/AZ ALO| 20 HBE 4 QUG LICH J2{Lt AzureZ} XHA|ZHSE L ASAVZLCHA ZEE [ =
K| LI
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I
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ﬁ
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DNS

D= Azure 7H HIE QTS LIRS DNS ME{ Q1 168.63.129.160] QA ASH 4 oD, 0= T2} 20| AFR 7Hs et Ct.

configure terminal
dns domain-lookup management
dns server-group DefaultDNS

name-server 168.63.129.16
end

AOKE 2Oold S 9 W AbH| DNS M 7t 278 &|X| 2 B2 0] Z4ma20[d S AF8E

Microsoft AzureQj| A{ ASAv {1=

L2 HAt= ASAvO|| Microsoft AzureE M7d5t= CHAE ZH2f5HA Ha ot A4/ LICH XtM B Azure A7 THA|= Azure A| S}
718 HERSHHAIR.
AzureOf| Al ASAVE 1=

62* A M E| |_|[|- =
S0f ol Amafo|dE FItE el = AS U Er O|EHP &

EE%% Ef%;?& %jﬂ4:15”0|)40| stafzﬁi ocood™ jT
AT S A MFE R0 N WS S ASLITH
X}
1. ARM(Azure Resource Manager) X &0f 2 QI5}L|C}.
Azure ZEO| A T0|Ef ME| 9I%|2F ATHGO| ST AY L =AY
2. OFHZ 20| A0|A| Cisco ASAVE ZIMS LIS J1=38l2{= ASAVE Z2IstL|C}.

3. 7|2 238 8guctt

a. 7te A|2"0 0|52 YEELICE O] 0|2 Azure MEAI M LOA 175 0F FLICH.

b. AHEXLO|ES et
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Microsoft Azure 22} E 7|8 ASAv 1=

Microsoft AzureOf| A ASAv 1=

e. glaxdFS MEEHCL
a1

2]
rlo
d
0x

FUERS| 2|AaA OE1 S Lol|OF StL|Ct.

& 3: ASAVO| M AHE 7Hs 8t 37| &= Standard D34 Q) L|Ct.

b. AE2|X| HHES MesHL|Ct

o 9IX|2F S A} of

LICt.

c. Name(0|2) ZE0| IP F20] Cigh 20|22 2{3}0l 28 IP 45 RH3H CHS OK(2QN)E S2eLCt,

Hi: 7| & 2ELX AT S MESHALL M2 TS & ASHCHL 2E2[X] AF /X7 HEAT & 7t Ao of
S|
=

HA: Azure= 7| 2HC 2 3H S& IPS Ac'i’eiE.H—I Ci. O|= VMO| SX|5t11 TA| &S I HFE 4= AGLICh 1F IP
Fag deg Z2 220 M public-ipE 1 Y FLA0M DY FL2 BHPY = ASLIC

d. ZQ3ICtH DNS 20|28 F7fetL|LCt.

%1 : FQDN(fully qualified domain name)2 DNS 2{|0|& + Azure URLO| ElL|C}. &=
<dnslabel>.<location>.cloupapp.azure.com ! L|C}.

e. 7|E 7td HE/AE HES AL M2 2HELIC

f. ASAv 7= Ci0f 2 4709 MEUE Fd5t OK(ZRN)E S&letL th

HA: 2 AIHH 0| A7 Dot ME U A ZX|0fOf BLCt.

[l

38

tsot CLI @3-S ArE310] Z4m02f 0| S A &H5H7LE ASDME ALE LIt ASDM A M| 2 0f] CH Bt X|



e
CISCO.

Hyper-V& At2510| ASAv 1=

Microsoft Hyper-VE AI2310] ASAVE =%

2 = A LICH
Hyper-VE At23%H ASAv 1= H &, 391 0| X|

ASAv 2! Hyper-V0j CHst X| £l 0t X|St, 405 O] K|
ASAv 2 Hyper-V A} 1 Atgt, 41T 0| K|

Day 0 74| 12j|0f 4 L} F=H], 411 O X|

YHAS ALESHO Hyper-VO| ASAv & X|, 4410 X|
Hyper-V Manager£ AF235}10| Hyper-VO| ASAv A X|, 441 0| X|
Hyper-V ManagerOj Al U E Q{3 O{HE{ Z=7}, 511 O| X|
HESA {EH 0| 7, 531 0[X]|

MAC A4 AZ T J1 | 541 0| X|

SSH 7, 5414| 0| X|

Hyper-VE A%t ASAv 1+ HHE

{ Hyper-V A{H{ 0f| &£ = Hyper-V ManagerE £3d| Hyper-VE 1=% &= Q& L|C}H Powershell CLI BEH & A}
%2312 A2 510! Hyper-VO| ASAv AX|, 44T 0| K| 2 2751 A| 2. Hyper-V ManagerS A8 5= &%
F
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Hyper-VE AI23}0] ASAv 1=

ASAv 9 Hyper-VOj g x| &Lt 7|3+

ASAV X Hyper-VOf TS X| & aF K| 5t
EE =Nk
— Cisco UCS B-Series A{H]

— Cisco UCS C-Series AH
— Hewlett Packard Proliant DL160 Gen8

®E OSX¥

— Windows Server 2012

— 7|2 Hyper-V

& ASAvE Xl ZHA L0 AP &l X4 64HIE D5 EHZ 0| M Hesof gt
OO A

Hyper-VO| A{ ASAv X£7| 71Z0] VHDX & Al 2 X| 3tL|C}.

= Day0 AmIzo|d

EQotASACLI ZmOzjo|d S xetor MIAE MAS WS LT BXt= Day 0 741|120 I F=H|, 411 0]

A& SxotdAlL.
B Day0 L2042 Aot £ HE

14| 12 0| M Z 'firewall transparent'7} Day 0 41| 12| 0| A Il o| oi (0f Q10 Of BFL|Ct. Lo A CH2
L HRE FE0| L2 5= ASLICH HXp= Day 0 AT 12 0| IhY FH|, 41T 0| X| & FZSHMA| L.
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Hyper-VE At23}0 ASAv 1=

ASAv Y Hyper-V AHH @ 7 Atgt

m Zof =X

Hyper-V 7|t ASAv= HE|E/AFHHIO| H Y HE K| JIL|C 2t 8 229} O HE|E/AEHHIO| | YL 2 H
S 7Sl BE JHA HEYS | HE{ 0 M MAC T4 ATLS 2B 0F BL|CH MAC 4 AR T 714, 54T[0| X|
E HXSIHAL. S2Y ASAVe| £ ZE0| M= #2| QB HO|A0AM MAC A AL Z 2dotX| QFOLOF BHL T A
E|E/HEIE Y= X| | X| & L|C}

B Hyper-V&= %|C{ 87}2| QIE{Ij| 0| A& X| A&} L|Ct. Management 0/0 2! GigabitEthernet 0/0 ~ 0/6 & L| Ct. GigabitEthernetS
HYH PA=2 AEY 5= ASLICH
® VLAN

Set-VMNetworkAdapterVLan Hyper-V Powershell 3 &S A2 50§ 13 B EO| OIE 0| A0 VLANS MM atL|Ct. 2t
2| QI o| A0 Cist 7| & VLAN IDE EX VLANC £ EE= VLAN 8 o|0|gl='0c 2 AT = USLLCLEHI 2
E = Hyper-V 22 E YEE A RX|EX| ZFELCHL RS = 0 EH3 2 EE M F-4sHof gfLct.

HAA HERSR o H = X /K| ESLICH
B 2MO 7ty 2B 2 X EX] Es U

B Microsoft Azure= X| I E|X| Y& L|C}

ASAv 9l Hyper-V AR 2 1 At
B MS Windows 20120{ Hyper-VE M X|gtL|C}.

B Day0 AL 0| HAE ItAS WYTLCHALE S B).
D k=3

ASAVZI o2 {=L|7| Fof Day 0 AL 12{|0| M-8 F=7}8OF L Ct. Q& X| & © ™ ASAvO| A| write eraseS =335}
Of Day 0 Z4m| 2|0 42 A+ == ASLICH EXt= Day 0 Z4m| 12)|0| 4 mp e =H|, 411 0| X[ & HZJHYA|L.

B Cisco.comOjA| ASAv VHDX Lt & Ct2 2 =3t C}.

http://www.cisco.com/go/asa-software
%t1: Cisco.com 2191 5l Cisco MH|A A 20| BtL|LCt.
B 37 O] el MEUVLANO| 78 &l Hyper-V £ 2{X].

B Hyper-V A|AHl @31 ALSH2 Cisco ASA S3HE S EHXRSIAA 2.

[

Day 0 Z1 |12 0 & FH

A2 THIZ = ASLICH O] IHY2 ASAVE A|Zfe I &-83 ASAv 74m| 12
O|MO| ZatEl HIAE mUQL|CE O] 7| AL 20| M2 AHE X7} MEbSt= 2 C| 2 £ 2| 9| "day0-config"2te= 0|52 &
2 E npUof @{X|5t0, Of o2 x| £ 8 Al OR2 EL| 11 95| = day0.iso Tt Y= ZRZHE L|CH Day 0 41| T12f|0[ M mpdof=
A% 22| QIHHO|AE E3tstn 38 7| 2158 SSH MHE HF5te YHO| =R |0{OF & # Tt OfL| 2}, 2tX 5 ASA
Ao e oM e Eote|ofof ghL|Ct %[ 28 S0t day0.iso Tt U (AHE X} 42| day0.iso EE= 7|2 day0.iso)2 AFEE 4= QL
Of gfict.

HA: MZ2=2 ASAvE R E3H7| Hof Day 0 241|120 ItUS F718H0F SfLICH S22 ASAVE ST =0 D
0204 S AHE8SH7 |2 28 &7 write erase S At Day 0 ZAm| 120|9 It = X ¢t CH5 ASAVE 3|
Of ZfLICt.

F: X7 1= SOLASAV BIO|MAE X502 M 832 M, Cisco Smart Software Manager0j| A| Ct2 2 E 3t Smart Licensing
ID(Identity) TokenS Day 0 AT 10| M MU Df 242 C|2 £2|0f Q= 'idtoken'0|2t= O|20| HIAE MAZ 74K SL|C},

Hi: 5% ZE0M ASAVE I E 82, £ ZEOM 2™ S 24T ASA Z4m| 12 0]d It Y-S Day 0 Z4m| 120
M o2 AFEoOf LI O A2 2t et & Day 0 AL| 120|144 Th o= HEEX| HE LT

— - 10

41


http://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Hyper-VE At23}0{ ASAv {L1=

Day 0 74T 12 0] M I Z=H]

Xt
(=]

1: 0] 0o M= LinuxE AHESHX|2F Windows2| 2 20| = FASH § & 2| E|7F Q& LI L.

2t

1.

"day0 config"2t= H|AE THAOf ASAvO| Ci gt CLI AT 121|045 2 etL(Ct 3702| QI H|0| 20 CHet QIET 0|4 A
magjold & @otE 7|t 2= OO0l S FHetLCt.

X Z2 ASAv HH © 2 A| Rl OfF & L|C}. day0-confige= 8 & 6F ASA 7411|1240 M 0| 0 OF Bt L|C}. day0-configE M M St=
JHE E2 WS J|E ASA £ ASAVO|M Al F01I AT 120|M F Yste HES ZALE 22/ L| Tt day0-configo]
M E9| &=M7t T30 7|E show run B ZH 9| =AMQ} UX| OHOF g ot

o

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

. (MEH AFE}) Cisco Smart Software ManagerOf| A &t23t AOLE 2IO|MA ID E2 TS AFE 0| CFREESHL| O}
C(ME ALY CHR2E THUO|M ID EEE SAISH ID ES 0 ZotE BAE I 20 &L

(A f%‘) Z7| ASAv 715 S0t 2t0| MY 0| A5 2 2 O| RO T F 2, dayO-config It L Of| THZ FE7h ZHE[0f A=A
=1l

|
H
m
ro

EHHO|A IP A

— (MEH A}E) Smart Licensing0f] A2 HTTP T EA|

— HTTP ZEA|(X| ™=l A L) &E &= tools.cisco.com0f Clist HAZ S X|&5t= route HH

— tools.cisco.comE IP A0 2215} = DNS MH

- AMEXI7t 83t= ASAv 20| MIAE K|St Smart Licensing 74| 1240 M

- (ME AtE) ASAVZE CSSMOJM BME L2 HH =8 = ULF St= AR 2AE O
BAE O[S ISO I}YZ MS5}0] 7HAF CD-ROME A AISHL|C}.

ojn

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0
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Hyper-VE AI23}0] ASAv 1=

Hyper-V Manager£ At23t0{ Day 0 41| 18|0| M2 2 ASAv 1+=

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsa$

ID E22 ASAVE Smart Licensing MHO|| A5 o2 SE3tL|CT

6. 1CHA~ECHA & BHESHO] 155121 = 2t ASAVO| Chol MEot IP A7 ZetEl @20 7| = A n| 209 IS Zhs LT

=

Hyper-V ManagerS At-235}0 Day 0 ZAo|18|0| M2 2 ASAv 1=

Day 0 741{ 7120|441t (Day 0 AL 12{|0| 4 T} & F=H|, 415 0| X|)Z 2’3 ¢t LIS Hyper-V Managerg AL&ot0] 152 4= QU
SLCf
=

1. Server Manager(A{H{ 2t2|X}) > Tools(&) > Hyper-V Manager2 0|-&fL|LC}.

2. Hyper-V Manager2| @ 2Z0] ¢! = Settings(d™)E S 2I$tL|C}. Settings(d ™) Cii st A XF7F G 2 L|C} 21 Z 9| Hardware(

StE20{)0{| A IDE Controller 1(IDE ZIEE2{ 1) Z 2/ gtL|C}.
| ASAVS-100-10-14-22-new v 4 » |G
% Hardware ~ §* DVD Drive
¥ Add Hardware
= BIOS Select the controller and location on the controller to attach the CDJDVD drive.
Boot from CO Controller: Location:
. Memory | mE contrller 1 v| 0 fnuse) v
1024 MB
L Media
. B p: Virtual processor Spedify the media to use with your virtual CD/OVD drive.
= Bl IDE Controller 0 O None

B Hard Drive -
a ASAvHyperV. vhdx o -
§* OVD Orive |2 \usersidhensel, CISCO\AS AvHyperV\day(-v30.is0 |
ASAvHyperiday0.iso
= B IDE Controlber 1
{4 DVD Drive Physical CO/OND drive
day0-v3il.iso
B SCSI Controller
® U Metwork Adapter

Not connected To remove the virtual CO/OVD drive from this virtual machine, dick Remove.
T com1

N
¥ coMz

None
[ Diskette orive
None
# Management
L] Mame
ASAv5-100-10-14-22-niew
|5 Integration Services
Some services offered
.| Checkpoint File Location
C:\ProgramData PMicrosoftWin. ..
a4 smart Paging File Location
C:\ProgramData Microsoft\Win... [
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Hyper-VE At23}0{ ASAv {L1=

PP A S AHESHO] Hyper-VOf| ASAv EX|

3. @ 20| Media(0|C|0f)0] A Image file(0| 0| X| Th) 2}C| @ B{ES ME#SH L+ Day 01SO Z4L] 1208 Tt S KESH
Cl2iEf2| 2 OS50 Apply(H8)ES S2/3tLICh ASAVE SO 2 S E3ts A2 Day 0 AT 20| Tpol Lf 8o ot
2t 1ALt

B = AESH Hyper-VO| ASAv X

Windows Powershell &3-S S Hyper_VOf| ASAVE 2X|& = JUELICH S E Y Hyper-V MH 0| ACHH HHAHS AHES|
0] Hyper-VE & X|HOF SfL|LCt.

=Xt
1. Windows Powershell& & L|LC}.
2. ASAVE L=3tL|LCt.

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

3. ASAv Hoj w2t CPU 72 EE 7|22 101 AT LTt
set-vmm -Name $fullVMName -ProcessorCount 4
4. (1B Atgh) QIE{HH|O|A O] &2 2|0 A= 0| E2 2 HHE LT

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" Rename-vmNetworkAdapter -NewName
mgmt

5. (M Abe) HERIAO|AM 2RSICHEH VLAN IDE HETL(C.

Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
6. Hyper-VOI A 17 At S 2315 2 OlEH0|AS M2 aAFLICH

Connect-VMNetworkAdapter -VMName S$fullVMName -Name "mgmt" -SwitchName 115Imgmtswitch
7. L& QIE{H|0|A S 7ttt

Add-VMNetworkAdapter -VMName S$fullVMName -name "inside" -SwitchName 1151lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -V1lanId 1552 -Access -VMNetworkAdapterName "inside"

8. 9| QIHHO|AE FItetL|Ch

Add-VMNetworkAdapter -VMName S$fullVMName -name "outside" -SwitchName 1151mgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ManagerE A3} Hyper-VO| ASAv A X|
Hyper-V ManagerE AF2310 Hyper-VO| ASAVE MX|gh &= &L T
2xt
1. Server Manager(A{H{ £t2|X}) > Tools(€) > Hyper-V ManagerZ 0|5 gfL|Ct.
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Hyper-VE AI23}0] ASAv 1=

| P

Hyper-V ManagerE AF235}0] Hyper-VO{| ASAv A X|

Manage Tools View Help

Bitvise SSH Server Control Panel

Compaonent Services

Computer Management

Connection Manager Administration Kit
u?jlcm hpuﬁiﬂ? Lajst installed update Defragment and Optimize Drives
prime.cisco.com Windows Update

Last checked for upd Embedded Lockdown Manager

Event Viewer

Group Policy Management
Dornain: Off Public: Off Windows Error Repal Health Registration Authority
Enabled Customer Experienct Hyper-V Manager
Efﬁ:i E_Eﬂrjhinffd — Internet Information Services (1IS) Manager

2. Hyper-V ManagerZ} L}EFEL|CE.

uzwn

File Action View Help
% 2o B[m
25 Hyper-V Manager Actions
B unicoiHPvoso? Virtual Machines P
s u;:cmuimm | Name - State CPUUsage  Assigned Memory | Uptime - WNH n
=: st § BasTIGCSA Rurring 0% 2048 MB 11848 _ _
B ASAWS100-1410-1940yhand Rurning 0% 1024 MB 18535 | L= Import Virtusl Machine...
i ASAwS-100-1410-160yhand OFf .I = Hyper-V Settings...
3 ASAVS100-14-10-16 o |” [T virual Switch Manager...
R A5 A05100-10-14-22new 0 )
Virtual SAN Ma
5 ASAV30-100-1410-16byhand  OFF a Virtu nager
A AT A0 10014 10 98 o] N 5*‘ Edit Disk...
« " 5
& Inspect Disk...
f @ (m) Stop Service
The sslected vidual machine has na checkpaints. 7 Remove Server
(i Refresh
View >
H Hep
| ASAv5-100-10-14-22-new =
wy Connect..
‘ Seatings.
ASAV5-100-10-14-22-new @ sun
Created: 6272015 10:23:56 PM Clustered: Mo l;'.a Checkpoant
Version: 50 ;‘* Move...
‘Generation: 1 &) Export.
T =[ Rename.
B Delete
_ N
Summary | Memory | Networdkdng | Replcation d* Enable Replicaticn...
| " B vep
. »

3. QEZO| I0|IHIO| M S=0A B SIO|HHIO|XM & Ot A RER
Machine(7}4f A|AENS MEHSHL|CE.

HEOSZ 2251 New(A 2 TS 7|) > Virtual
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Hyper-V ManagerES AF235}0] Hyper-VO{| ASAv A X|

File  Action

View Help

«= 7=

23 Hyper-V Manager

Wirtnisl Aarchi

I| U CoH|

Bs U?1cu1HPvu3u|

Eg UT1COTHPYD30

B UT1C02HPVOED

MNew Wirtual Machine... J_
Import Virtual Machine... Hard Disk... :
Hyper-V Settings... Floppy Disk...
Virtual Switch Manager... nand off
Virtual SAN Manager... oft

o W Off
Edit Disk... hand OF
Inspect Disk... fat: 3

m
Stop Service
Remove Server
Refresh
The selected vitual machine has n

View
Help

4. New Virtual Machine Wizard(Af 7t&F A| A&l OF AN 7 LEEFEL|CL.
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Hyper-V Manager£ At23}0] Hyper-V0| ASAv A X|

s New Virtual Machine Wizard -

*n‘ Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Specify Name and Location you can change the configuration later using Hyper-V Manager.

Specify Generation

To create a virtual machine, do one of the following:
Assign Memory

» Click Finish to create a virtual machine that is configured with default values.

Configure Networking » Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

summary

[] Do not show this page again

Mext = | | Finish | | Cancel

. OrHALOIM CHg B R E X[E gL
- ASAve| O|F A 9%
— ASAv M|CH
ASAVO| A S EHA K|/ E|= MICH= Generation 1Q!L|LC}.
— ASAve| M 22| EZHASAVSE 1024MB, ASAv 102 2048MB, ASAv302 8192MB)
- HESZR ofHE(O|D] 2F3 7t 29X HE)
- JMStE A3 % 9IX
Use an existing virtual hard disk(7| & 7}4 SIE C|A 3 AI2)E MEHS T VHDX I o] 2| X| 2 0|5 ¢hL|LC}.

- Finish(O1d)E 2 2/5I™ ASAv A I|12|0|4 S E0|F = st A7 LIEFE LI CH
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Hyper-V ManagerES AF235}0] Hyper-VO{| ASAv A X|

- New Virtual Machine Wizard -

tkl Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

following virtual machine.
Specify Mame and Location =

Specify Generation SEDLIT

Assign Memory MName: ASAw30-100-14-10-22
Generation: Generation 1

Mermory: 8192 MB

Connect Virtual Hard Disk Netwark: 115imamtswitch

Hard Disk:  C:YUsers\dhensel.CISCO\ASAvHyperV\asav 100-14-10-22-v30.vhdx (VHDX, dynamically

Configure Networking

< m >

To create the virtual machine and dose the wizard, didk Finish.

e ] [ow ]

X8| OfF BL|Ct. Hyper-V Manager2| @ 2Z0f Q!
2% 2| Hardware (St =9 0]) Ol 70| A
L|Ct. Number of virtual processors(7}4 =2

7. ASAVO] 4749| vCPUZ} /UE A2 ASAVE A|ZtSL7| O vCPU 8 ==
= Settings(d™)E S 2/$tL|C}. Settings(2 ™) CHat AXF7F G2l Ch
Processor(l—LEHIkI)E 2 &!35}0{ Processor(ZZAM|A) o 2 0|58
MM )8 42 BE Lo

ASAV5 3! ASAV100{= 1712] vCPUZ}, ASAv 300{ = 47)2| vCPUZ} Q& LICH 7| 222 19U}
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Hyper-V ManagerE AF235}0] Hyper-VO{| ASAv A X|

_

[ASAv30-100-14-10-22 v 4 b QG
# Hardware - B Processor
4 Add Hardware
% BIOS ‘fou can modify the number of virtual processors based on the number of processors on
Boot fram CD the physical computer. You can also modify other resource control settings.
. Memory Number of virtual processors: 4=
8192 MB
4 Virtual processors ‘fou can use resource controls to balance resources among virtual machines.
= 8 IDE Controller 0 R G ): Ijl
® & Hard Drive
asav 100-14-10-22-y30.vhdx Percent of total system resources: i
= {8 IDE Controller 1
t} DVD Drive Virtual machine limit (percentage): II!:I
Mone
Percent of total system resources: 12
& 5CSI Controller
® 0 Network Adapter Relative weight:
115 1mgmtswitch E
" coM1
Maorne
& com2
Mone
| Diskette Drive
Mone

A Management
(L]
ASAv30-100-14-10-22
2 Integration Services
Some services offered
{3 Chedpoint Fle Location
C:'ProgramData\Microsoft\Win...
5_5 Smart Paging File Location
C:\ProgramData'\Microsoft\win,,,
o Autnmatic Start Actinn

8. Virtual Machines(7} 4 A|AHEN O 50| | 220| ASAV 0|22 012 A QEZ HEOCZ S2/5l1 Connect(HZA)E 228}
Of ASAVOI| AATILICE SX|E ASAvO| Ciet 2£0| S LT
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Hyper-V ManagerES A23}0] Hyper-V0j| ASAv A X|

Virtual Machines

*

Marme State CPU Usage Assigned Mermory Uptime +
4 ASAV5-100-14-10-16 Off
3 ASA5-100-10-14-22new Off

= ASAv30-100-14-10-16-byhand Off

; Connect...
o ASAv30-100-14-10-16

S ASA10-100-14-10-16-byha Settings...
(- ACA.10 100 14 10 1C Start >
. Checkpaoint r
Checkpoints : &
Move...
Export... sckpoints.
Rename...
Delete...

Enable Replication...

Help

9. Virtual Machine Connection(7}&F A|AHlI A ZA) 22L& EHO|A| HEA Start(A|2) HHE S S 2/510] ASAVE A|ZtEtL| LY.
= ASAV30-100-14-10-22 on UT1COTHPYVO307 - Virtual Machine Connection == -
File Action Media View Help

© b

The virtual machine 'ASAv30-100-14-10-22" is turned off

To start the virtual machine, select "Start' from the Action menu

Status: Off
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Hyper-VE AF238}0] ASAv 12

Hyper-V ManagerOj| Af | E 3 O HE{ Z=7}

10. ASAve| 2T Tl &0l 2&0| EAIE L CH

™ ASAV30-100-14-10-22 on U7TCOTHPY0307 - Virtual Machine Connection -8 X%
File Action Media Clipboard View Help
fLIO@OO NIk

: converting “fixup protocol sunrpc_udp 111’ to HMPF commands

: converting “fixup protocol tftp 69° to MPF commands

: converting ‘fixup protocol sip udp 5060° to MPF commands
: converting ‘fixup protocol xdmcp 177" to MPF commands

: Power-On Self-Test in process.
: Power-On Self-Test complete.

: Starting SW-DRBG health test...
: SU-DRBG health test passed.

: Starting SW-DRBG health test...
: SU-DRBG health test passed.
reating trustpoint "_SmartCallHome_ServerCA" and installing certificate...

Trustpoint *_SmartCallHome_ServerCA’ is a subordinate CA and holds a non self-si
ned certificate.

Trustpoint CA certificate accepted.
Type help or '? for a list of available commands.
iscoasa>

arning: ASAv platform license state is Unlicensed.
Install ASAv platform licensze for full functiomality.

Status: Running _ﬂj

Hyper-V ManagerOQj| A HEQ 3 {EHE =7}

MZ =& ASAVOl = HERS O 717 Y LICH HERIS - E 274 014 F718HoF LITH o7|M & W& HEX
3 O"YHE F7H5tn AS L

AlZst7] Hof
B ASAve offJH ) FEff O] Of gt L| LY.
At
1. Hyper-V Manager?| @ 2Z0| Q= Settings(Md™)S S 2ItL|C}. Settings(A™) Ci s} A X7 DL CH 21Z 9|
Hardware (5} = 9 0f) 0|+ 0i| A| Add Hardware(3t= 90| =71 = 22|35} 1 Network Adapter(4| E$|3 o{SHE|)E S 2l

L|C}.

I AHA HEXS o HE = AHESHA| DAl 2.
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Hyper-V ManagerOj| Al I E Q3 O{HE| =7}

2. HES O{AH 7t F7HE THZ 7He

U LILf

# Hardware

4 Add Hardware
™ BEI10S
Boat from CD
S Memory
8192 MB
] Il Processor
1 Virtual processor
= Hil IDE Controlier 0
# & Hard Drive
asay 100-14-10-22-+30.vhdx
= Wil IDE Controller 1

Mome
B scsI Controller
® U Network Adapter
115 Imgmiswitch
¥ oM
Mone
¥ oomz
Mone
il Diskette Drive
Mone
# Management

Ej MName
ASAV3I0-100-14-10-22
|5 Integration Services
Some services offered
. Chedkpoint Fle Location
C:\ProgramData'Microsoft\Win...
23 smart Paging File Location
C:'ProgramDataMarosoft\Win...
P Automatic Start Action

Restart if previously running

s Automatic Stop Action

A

X A 7IE 7|

4 Add Hardware

You can use this setting to add devices to your virtual machine,
Select the devices you want to add and dick the Add button.

SCSI Contraller

Mebwork Adapher

Legacy Metwork Adapber
Fibre Channel Adapter
RemoteFy 30 Yideo Adapher

A network adapter requires drivers that are instaled when you install integration

services in the guest operating system.

mjo
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Hyper-VE AI23}0] ASAv 1=

HEYI OfYE 0| +3

A Hardware
4]l Add Hardware
1= BI0S
Boot from CD
. Memory
8192 MB
ﬂl.Fngmr
1 Virtual processor
= B IDE Controller 0
® & Hard Drive
asay 100-14-
= B IDE Controller 1
§% DVD Drive
MHone
B SCSI Controller
E J Metwork Adapter
1151mgmtswitch
U metwork Adapter
1151 mgmtswitch
W oooM1
None
¥ com2
Nore
[l Diskette Drive
None
% Management
L] Name
ASAv30-100-14-10-22
- Integration Services
Some services offered
{3 Checkpoint Filk Location
C:¥ProgramDataMorosoftiin... ||
25 smart Paging File Location
C:'\ProgramData{Microsoft \Win..
P Automatic Start Action

10-22=430. vhdx

HER3A OEH O|F =8

U metwork Adapter
Specify the configuration of the network adapter or remove the network adapter,
Virtual switch:
[ 115 1mgmtswitch

VLAM ID

[+ Enable virtual LAN identification

The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
network communications through this network adapter.

[ =]

Bandwidth Management
[] Enable bandwidth management

Specify how

Bandw

this network adapter utiiizes network bandwidth. Both Minimum

idth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: 0f Mbps

Maodmurm bandwidth; 0] Mbps

o To leave the minimum or maximum unrestricted, speafy 0 as the value.

To remove the network adapter from this virtual machine, dick Remove.

{0 Use a legacy network adapter instead of this network adapter to perform a
network-based nstallation of the guest operating system or when integration
services are not installed in the guest operating system.

Hyper-VOj A= 28t L EQ|3 2IE 10| O F 2l 'Network Adapter' 7t AL&E L|CH IEQT QIHH 0|2V RF ST O]
2 % =32 = AG LI Hyper-V ManagerE AtE310] 0| 2 €Y & Q& LICh Windows Powershell 382 AHE3H)
s oF BfLict

ol

SNICRENAME= Get-VMNetworkAdapter -VMName
rename-VMNetworkAdapter -VMNetworkAdapter $SNICRENAME[O]
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[1]

'ASAVVM' -Name "Network Adapter"
-newname inside

-newname outside
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22 TSt H Q2| 0 HA HE|2/AEHHIO| T Y H E 2|3
gtL|Ct. O|&= Hyper-V Manager0j| A &= Powershell 2 &2

Hyper-V Manager£ 9|3 XX}

1. Hyper-V Manager2| @ 2Z0f 9l Settings(4%)S S2/3HL|Ct. Settings(44 &) T2} AXp7F ARL|Ch @

Hardware(st =9 0{) O| /50| A Inside(L{ §)E 2 2!5t 1 M| FE =t%st CH2 Advance

0 MAC =4 MO Z 0| 5¢L|LC}. Enable MAC address spooflng(MAC FhAZT M) B HE

L|c}.
2. Q% QIE{m| 0| A0f CHa 1EHA & Br=gtL ot

Powershell H&

Set-VMNetworkAdapter -VMName S$vm_name\
-ComputerName $computer_name -MacAddressSpoofing On\
-VMNetworkAdapterName S$network_adapter\r"

SSH /¢

QIE{Tf| O] A 0f L3 MAC

O
d Features(1 & 7|§)§
o
=

Hyper-V Manager?| Virtual Machine Connection(7}AF A|AE A Z)0f| A 22| OIE I 0| A S E3F SSH N A S 2|8l ASAVE

748 % S LICF. Day 0 41| 120 4 A2 ALGSHE B 017|0] SSH A AE 27
0 7m0l M o FH|, 41H 0| X| & FRSHHA|IL.
Xt
1. RSA 7| 40| JZE =eletLrt.
asav# show crypto key mypubkey rsa
2. RSA 7| 0| gi2 B2 RSA 7| 42 d-detLct.

asav(conf t)# crypto key generate rsa modulus 2048

o

asav((conf t)#

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

3. CHE PCOlA SSHE AF-85t0] ASAVO| HM AT & ASS SHRITLIC.
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e
CISCO.

ASAv M

ASAv 750 M= ASDM AN A S AP Ol G RLICH B EELR XS AL 50| 715 Sof X|'got S 210|AE IP 20| M ASAv
#e| IP F=20| AZS = ASLCE O] FO|M= CHE S2t0| A E| A ASDMO| KM ASHE R S 5= &E Sl CLI A M~
(SSH k&= 2U)E 1 83h= Y- CHel M = 2FetLICH O] FOo|A CHE = 1 el B4 7|12 0] £ 40l = ASDMO]| A

1 —
OrEALE SOl MS &= 2toldiA dX| 8 et Am| T2 oM ol et LTt

®  ASDM A|Z} 55M| 0| X|
B ASDMZ AFR3}0f £7| 120 H 44, 56T 0| X|
m X5% #magold, 575 0|X]

ASDM A|ZH

2Xt
1. ASDM 22}0|QIE 2 X| M3t PCO|A C}2 URLS 9 2{tL|Ct.

H=

https://lasa_ip_address/admin
ChZ H{E1 2 ASDM A%} H|O| X| 7} LIEFEL|CF.

— Install ASDM Launcher and Run ASDM(ASDM A|Z} 22| X} A X] 5! ASDM Al 8H)
— Run ASDM(ASDM 4!&H)
— Run Startup Wizard(A| 2} Op A} 413H)

2. LauncherE CtRZESIH{H LS &L CT.

a. Install ASDM Launcher and Run ASDM(ASDM Launcher 2 X| 5! ASDM &l3ll)S S&l5tL|C}.

=20 g
b. ALSX} 0|2 U HYHS WS H|Q| (AT HX|) OK(HNE SYBILICE O HTTPS QIS E 2AE|X| prote
o2 AF8X} 0|2 0], enable H|UHS (7| 2K 02 H|Of 9U3)E ALBSI0| ASDMO| AN A% & LIt &1
HTTPS Q152 24313 B2 ALR X} 0|1 of T Bl 2SS QBtL|c

c. X Z2IZS PCO| Mg Chg AIFELICh &X|7t 2t2 5[ H ASDM-IDM Launcher?t At 22 EE L|Cf.

= 2X|2 3?) OK(#Q)E St
HIHTTPS Q5 S 2delol 39 AFEAL O| B2t of g HI 2= S Y&t

3. Java Web StartE At2g|e

2

a. Run ASDM(ASDM 4!#H) = = Run Startup Wizard(A| X} OP A} M3 2 S 25t Ct.

b. GAIX|7} #A|Z|H PCOf| B2 7H7| & MESLCHL MESHA| @1 & & AFHCH

c. HEE 7}7|0j| A Java Web StartE A|ZFtL|C,

d. BEA|Z/= CHzh & Xtof met 2 & 5 M E X EetLCh. Cisco ASDM-IDM LauncherZ} LEEFEf LT},

e. AFEXO|SIHHEMSE

S H|Of A= YEHE FA(MZ 2X|5H= Z2) OK(=N)E S LCE L HTTPS 2152
2gotot 39 ALEAL OBt o d HI 2= E

et

Cisco Systems, Inc.  www.cisco.com
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ASAv 1

ASDMES AL238H0] £7| T 10| A 234

ASDM= ArEot0] z=7| A 12 0]

f%AS MDFEM X EXE ALESHO] 27| AL Ogo|d S g = R
=
=

o>

L|Ct. CLI 41| 21284042 CLI A m| 12{ 0]44 710

=

Startup Wizard(A| &t OFA}) Al3H, 56T[0| X|

(M4 AbEH) ASAV 5{0f Qs B8 AfE{0] CSH %N £ 5|8, 56 0| A|
(A1E4 AbgH) VPN O A} 4188, 56T 0| X|

(A1EH AbeH) ASDMO|A| CH2 OFEA} A8, 575 0| X|

Startup Wizard(A| 2 OFEHAL) &M

70| S Hot YMS ALEA oY 4 UL Startup Wizard(A| 2 OHEANE A Ao L| CHWizards(OFEH Af) > Startup
Wizard(A| Zt D}ﬁk}) A‘I EH). Startup leard(A|E,F OFHADE AP0 CtE22 A™E 4= JASLCH

B SAEOF  gYE=

m COQlolE ®  DHCP MH

B 22| HYUHS B NAT(Network Address Translation) 11 %!
B OlEIOo|A m 12 7|E}

B P

(U E Ate) ASAV FOf U= 58 MO Ot M2 SE

Configuration(Z11] 112§ 0| M) > Firewall(®$}H) > Public Servers(3 2 AMH) 2 0|A= QI HU S Eoff LHE MO LM A

S Q= ot HotYMS XFFO2 PHBLICL XA AR B U FTP AH| 5 012 A8 AR & Q=2 o0}
}'— LHE HEQA A1|:I|A S 2% £ ALSL|CH 0|23t MH|AE ASAv £ 0 2= DMZ(Demilitarized Zone)2}= HE 9| |

EQ 30| & &= JASLCE S8 MHE DMZO| 3 S-& MHOf CHsh A E O|H S4 = |2 HERIA0 2 FX| FELCh

(M4 AFS}) VPN O AL A%
Ct2 OFHALIE AF3I0 VPNE LS 4= Q& LI CHWizards(OFH A > VPN Wizards(VPN OFH A}).

B Site-to-Site VPN Wizard(A}O| E Cff AfO|E VPN Ot A}L) - &= ASAv ALO|0f IPsec AtO|E Tl AFO|E B4 & OHS L L}

=22 g

B AnyConnect VPN Wizard(AnyConnect VPN Ot A}) - Cisco AnyConnect VPN 22t0| A E0f Clj$h SSL VPN &2 | A
£ T LICE AnyConnect= 2| AL 2|20 CHEE 2HX0H VPN HE 2 S Sdlf #14 AL XH0i| A ASA0| ot & ot SS LA
22 MSYLCH JA A8 HER M E Sl S AZE U AnyConnect 22t0|HEE CHR2 2E5HE E ASA Y
—_rl*" gt o= A& LIC} AnyConnect 3.0 0| &t 2 AtEStH S2I0|HE| A SSL EE= IPsec IKEV2 VPN Z2EEF 2 *'3H$
QI L|C}.

F

% ﬂJIO

B Clientless SSL VPN Wizard(22}0| 9 £ 2| A SSL VPN OF#{A}) - H2L 0] St 22}0| Q1 E 2| A SSL VPN $424 A | A
2 FHPLICH 2240|AEE| A HekR K| 7|4t SSLVPNS Sof A AH= 2 HAkL XS AFSSH0] ASAC] ot 2124 o
A VPN HEE 4¥E &= JASUCH AAEX= 215 2 ZH 10| X|0f °“A1IA5P04 A= EF LHE 2laAo ‘%“Mlﬁ"%

= AZLIL MIE%E "FEIXPL AR A FE2 B[220 Cist AMAE ST ACLE HESHH 58 2AF 2l
off Tt M AE FSHEAHL 58 4 ASLITH

B |Psec (IKEv1 or IKEv2) Remote Access VPN Wizard(IPsec(IKEv1 EE= IKEv2) 214 M| A VPN OFEH AL - Cisco IPsec 2
2tO| A E0ff CHS IPsec VPN A HMAE LT
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AlE

=y A3
B High Availability and Scalability Wizard(12 7} 24 3 =2 O AL - 20 XX| = VPN 2 B3 A S LS| T
B Packet Capture Wizard(Z§Z| Z4X OFEHAL) - I 2] AHE FHst0 AMsist

2 (egress) QIE{Tf| O] & Z}ZpOf| M SHLEO| Tf 21 4K

7| Sloh T2 S PCO KHE & Qe

(M= Atet) ASDMOf|Af CHE OFRAL

5| x

o

2| WHE 7Y B/L|Ch. O] DF# A= 9112 A (ingress) & 0] 12
£ Ay i3 Y

Mot A= H 2L 24 7|0|A HARSELL R4St

A& Ao ag o]

ASAVE A& FL/d5l2{ ™ Cisco ASA Series A & Al EHA
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