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EERER

TR

It REST API 12t FAFELE %S ASA (M 9.3.2 [RFR) ME T HREEBMAME. RiB ‘5 ASA” ZIEARE S CX 5 SourceFire
BRI, B NGFW (T—REASE) REMNERTIENESE. BiFTE, HHMREEREES ASA & E R, ZEmEE
X LEAERAT AP,

REST API ATEELE ASA RS THAEERAMEAESER: #<iTRE (CL). BENREREEES (ASDM) MERZ%
&I (CSM).
REST API 1.3.2 H#T8ThAE:
o UEMANM—LERFITTIRE, KEMIFTHEE,
REST API 1.3.1 Y2 TNRE
o XEZNARMHN (ESMTP. SNMP) M3,
o IEREEIIAE.
o TLS RE.
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REST API 1.2.2 BEYSTI8IhAE:

o HBEFH.

o X# IP HEMEMEARERIYL (FTP. NetBIOS. RTSP. SIP. SQL*Net) .

o HEBE ASA HIFTIS.

e REST API 1.2.2.200 W& & —/ e CSCux92088 HIfEE : ¥ Bulk APl &K & B IR#I1E K2 1000,
REST API 1.2.1 HFFEThAE:

o WEESHEAMBEIHF.

o H#LUIT ASA IhgE: DHCP BRE#5F0FR4k. DNS & FimFnzhZs DNS. #i#8at (PTO) 1 GTP #&ill.
REST API 1.1.1 HFT1EThEE:

o XHETLHMHSMIIE.

o ZHIUT ASA IhgE: MAKZHIL (DNS over UDP. HTTP. ICMP. ICMP ERROR. RTSP. DCERPC. IP #I1) .
FMARE . ERRE. ZHF (BRFEF) - NTP MIEREFESS APl

REST API 1.0.1 B9ThéE:

o ZHEIUT ASA Thég: AAA. IFEHN . &fEDIR. B0, 0T GRAFBEZSIFAIE) « XEZHFANE. BEIEFE.
EEFE . K. NAT (FX NAT fixds NAT) « W5, BaaKE. RS FERFL S 36 S VPN

. Bulk API.
e Generic CLI Command Executor API, EFERL{EH REST APl &K3iX{E{T CLI &8 % -

ZFEFHFE

REST API {X3#F 5500-X %% (1% 5585-X) #1 ASAv F&A LUK Firepower 9300 ASA Z24HH; EARZLH ASA fREHEH
(ASA-SM). BXi¥MEE, 155 % ASA REST API $#514.

SZFFRIR

REST APl HEI A A S RA TEREEEMEN. £ RAENTEIFEM CLI <HiTH APl (CLI EfE) . SHEHE
iE AP FRiEHR. BXHFMAER, B5R "2ESEEX" —.


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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RIRFRIR

SESESH
l REST % )5
JISON Over
HTTPR
ASA S
I-/ -
3 . JSON Over HTTP
Aware k‘ .
Web ‘\ /
/ LINA i 5% 2 \ ‘_.
‘# \ CLIs f
- REST \
f F s |
i .
/" REST
/ s s \ ‘
\ rf &SR \ 2 TCP Mt/ é?
I‘ | fl& . &-iﬁﬂ. L

B ALEO AR
TR EEE REST PUT/POST/DELETE API i& K AR
e REST ZFun#i%| ASA HJ SSL iE#.
e REST E/iin] ASA EX & FEASMIIER LA APl EK.,
o ASAHTTP REHRUIEFIIEE P imiEK .
e ASAHTTP fR%ZE8{E A TCP @& T 2| REST RIBRYERE, FH4 HTTP EKRE AN REST RE.
o ASAHTTP k%% REST RIBHIZAINA KL,

e REST {RIEALIE APIiEK, EESE/AREE, #HAMA CLI &%, &% LINA {5ilf ASA & “localhost” #. REST 4t
BHEBEKDEESE/AFRER.

o LINA EEMERFLE CLI fr & HIKEERAHH .

e LINA @ REST RIEBE =X CLI f&iEKEIMmAL

o REST fCIE/fE& XS REST AP EKHIMMAL, AN LIEE] ASA HTTP fR55a=.

o ASAHTTP RE#EMEHRERIE Fih. BREI|/ITM REST RIBHAZE] 4900 K AU AL EE
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RIRFRIR

FRARIR
FEREEE—E—IA “objectld” , % ID EARKEEXUWNBEER—AH (MAAHE)  EARMEALE—EILE

BiHEG. R, EA CLIRAME—RIRFF (UID) M, FEEN REST RIEBRIIKEH, Eik REST RIEBARAIGEERBERN
ME—HRIRFF o

fi:
{
"kind": "object#AccessGroup",
"selfLink": "https://<asa_ip>/api/access/in/inside",
"ACLName": "inside in acl",
" direction": "IN",
"interface": {
"kind": "objectRef#Interface",
"refLink": "https://<asa_ip>/api/interfaces/physical/GigabitEthernet0 API SLASH 1",
"objectId": "GigabitEthernet(O API SLASH 1",
"name": "inside"

R URL:  “selfLink” B4

“selfLink” BHR— 1 RIREAISTE URL, FEIZX S M JSON EXHIEE. L BHAITEES B NRTEES, MEEMNE objectD
E URL. LtEMKEESDFENEKHE JSON EXHIEE.

selfLink i objectld &34 4% URL %%, Fit selfLink 2 JSON MEZH— &0 5T 2 AL B LB —EF 9o

WE APIIERE, 3EK URL HUTHEH RS HREAEHRE. MR URL S NERM, MIRE “400 $HiREK" (400 bad
request). 1R URL BEEAEHRE, NHEKR URL B#ATHLHFHHE R ZEUNITH—HLHE,

7= : JSON A H) objectld MAK#1T URL %A%, FHitt, R{EMAKE JSON M objectld B4 URL (5{EfH
selfLink #8) , MZ#EX objectld #{THEAY URL %A% JFHIE URL.

PR “kind” B4
FTE JSON & &BHE—1 “kind” BtE, 5T EHAETHNER - MERNERTI—1DIR, MER kind B4 “collectioni#{type}” ;
ENEEEMERR “objecti{type}” H—MEIBER, WMIT—THFk.
il

Kind: collectionffaccessPolicySet => represents a list of ACL entries

kind: objecti#networkobject => represents an object of type ‘networkobject’

kind: objectref#networkobject => represents a reference to an object of type ‘networkobject’
kind: IPAddress => represents a primitive resource of type ‘ipAddress’
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RIRFRIR

JRIAZEH

EEHRMFRLBBAR, ATMER “kind” RRFELRIGAER, FI0 1P k. ML, FQDN. BRFAEEE, FEXLERT, “kind”
RERS W, FAREEEE. KEFFEFFEE, BT "kind” DU, XESEEERN “value” EM.

R~

{
"kind: "IPv4Address "
"value": "1.1.1.1"

}

PR R EX
AN ERRS | AEM AR, 5| AEBE/mA:
1. BEABENER, ERTBENSIANSKREENEFEN. ROERRAE, FHFERFERELE APl A ZHFILF %,

2. SIRMEMARNEERAERETEFRRAN, MARIRAFAIRER objectld 8 refLink.

R~
{
"kind": "objectref#networkObjectGroup" ,
"refLink": "http://host/api/object/networkObjectGroups/548292" ,

"objectId":"548292"
}

OR

{

"kind": "objectref#networkObjectGroup" ,

"refLink": "http://host/api/object/networkObjectGroup/Lab%20Printers" ,
"objectId": "Lab Printers"

}

“rangelnfo” 3%

REBEERBEREE— “rangeinfo” WK, ZMKRUAEXESMETEMIFARER . GET IEKMER API ZHAT, FE
BEMHBHELAKRTFEEXNEAEE. Fik, IREF 20000 MM SR, EREEE—KFAFRBTEXLERZ. 7£ AP
R, GHANEEREMNZERITHENESRTIEONBERS. LERBLEE— “rangeinfo” &£B, EERE. &
EIRIPR &I R I E B # o
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REST API S{3561iF

"rangeInfo": {
"offset": "integer",
"limit": "integer",
"total": "integer",

by

PREIMEKIZEZEA 100, R REST ZFHEMEBIT 100 AM0E, FEAERBT 100 AMHERTA, MEE 100 MUE, ™
“total” HERAI LA M E.

REST API BA3EIF
i HTTP EASMIGIESE RS HTTPS EHMETSBM SN, FEES—XiERFELSHITEHHIE.

AR BT ASA LEMIEBMENLE (CA) MARNEE, X4 REST APl EFin#l SEB7ER L SSL EHMIIE ASA BR 58
iIE:F;o

ERMK%E AP, EERR 3 HESWR. ZiHH GET APl, EEMR 5 SiESMR. Zi§H PUT/POST/DELETE #1E, £E&
R 15 HESHR.

REST API AE

e HTTPPUT BRAFEH#. EFHENNERIE, T HTTP POST BF I IHIEE (E PUT FiF=HEMERE) -
RABE(EF HTTP PUT kI & o

AR FEXAPK (FINERHRENFEM ACE) REBETFZNKNESANSHITESEMEIERITIRAA.
IRMEA HTTP PUT EXHAPEMSE, ZMNKHBIERSREZE. ATREATRIXNE, FUARERIA
A HTTP PUT A EIZ T — 1 #xd5%, BKBREFIFMmLt.
e HTTP PUT 5 RIIEXX A7 6 & B R AR BB R TE R R

e —% HTTP PUT I — M EERRR. EEMMPAREIEHRGFHRA . MRAMNHREZEEHERR, WEHTTP
WM, HTTP RZSHHD A 204 (RZ 200 OK) -

o HEERTHRBHTHAEIMMBERT, IH HTTP PATCH. KIsEMEMEMEE R AR EBNE.

= 5 HTTPPUT B9iE==T4BE, £ 8 HTTP PATCH AT A B AR B & 8L 5E , {E2F1 HTTP PUT —&¢,
XHAEWE HTTP PATCH AAGIE T —1 X%,

e HTTP POST iE KB EEIM JSON X EIZMFHARHIFRER.

. “BIE” (Create) i5KE) HTTP POST Mz A —1 201 IREHRAL U E—1E HTTP LB SFHERIEK URI B
Location #f3k.

o HIEBHMEE (FE) AECEFMEE REST #84€; B, %% HTTP POST #1 DELETE i&K. f5ltN, EIiEtlE
WS AFIEFEXNEE, EEMMEE (PUT) HiEZE (GET) iZE E.

e HTTP GET = HTTP DELETE &% Hi5KIEX.
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REST API {£#%

o  AXFENEREE T HTTP DELETE #4E, BEAGABEEAMBRIZ URL IRAIRTR. MRZHRCHMER, WETE
EFRR (Fa5H "HA" ) .

e HTTP GET WIRBE—4 “kind” B, ATETRMEHTREGHER.
e F7A REST API &K FA0m R 4 5% F JSON 48
e FTH JSON BHMFRA “CamelCase” #r&ZAE; i “policyType” o

o FHHBARAH JSON HELMEANG|S3IENR A RFBEXYNEFATEEANS| S MREELA true, EAA false
(INE) -

o  THAWEIMEA HTTP 5KRAEHE HTTP B #H I “Accept: application/json” iEf], 157K REST ¥ Fifkfi i REST
M iz 3% B JSON 8= o

e B HTTP POST IERHMEE—1 JSON [EX (—1MEM) -

e HTTP IHH Location iR Sk§E & FTE POST (8I2) ERMEE URL.
o S, MEAFTZEM JSON RRHH [<items>], RIRTB %

o KRIEBHIEE, HTTP GET R E HHTAR BHIRS

o MRENEMRAE, WETETZEMBRTERTAWEER. MREFEREME, WAL HTTP GET g iz 25
ZEM. MRAEAEREY, BEEREAFHELE, WHERTA—IZFHE, BEMEAKELRE, WEEHD O (F) .

. BT, FEHSTRHAMEGES GET SN AP AR AT HHE.
REST API {44
BARIBLUTAR AR 2 HTTP IR0

HTTP #R3Lh iy HTTP &R {CHS 1588

400 Bad Request RN EASH: THERANNSH. ROSHSTHE-

404 Not Found URL ERBRBEARLE. Hla, EATEAAA, MEANFRAITH HTTP DELETE #21EXR.
405 Method not Allowed AVt RiEHBER HTTP 1837, a0 POST.

500 Internal Server Error REHREIR. SEBREMEMSRIE - SRAEGMEREEEYN, I2RREENERF.

BTSRRI, REIMMAEREEE & — M EX, ZEXEF—MERNR, RHHAXERFARFE.
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ASA ] REST API {18

HTTP IR RIE TAER S

HTTP R 3kHRS HTTP B I RAD 15 F

200 Success OK B{E M GET FER e ER R

201 Created E{EA POST FiamIhEIEERE.

204 No Content EfEMH PUT 5 PATCH AR INEHEE, Bi& MM (DELETE).

JSON $Hix/EH ML T3

At

{

"level"™ : "string",
"code" : "string",
"context": "string",
"details": "string"
}
7= e it AR
level EXEES HIRT . EET H RRT .
code EEES MERZAXAY, i3 “READ-ONLY-FIELD” |, & ¥4 Thathss E R,

context FHF LR /B &R SR BTE M AR R R &R

details EXEES LSRR/ E &R B E)F RS B

ASA HH] REST API {{IE

IS B ASA REST API 18

3T F4EE ASA, REST API {{EEARBE cisco.com EHIEM ASA B —B L. thHtR, AYIE ASA R AREHE REST
APl B . REST APl 4B XM TR FHIAE, HIEM “rest-apiimage” &4 %%, REEEEA “rest-api agent”
4 B A REST APl KIE,

ITFEHL ASA (ASAV), HE NGB ETE REST APl Mg (7£ “boot.” R TRH) - BUAERT, ASAv KEE A{ER REST
API, ERRUSATEORIER “rest-apiimage” @54 #1 “rest-api agent” @54 3&ii 13 /3 A REST API LIE,
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ASA mf] REST API f{IE

ExESEEHP, REST API REGESRERSEE=TA Ao
78 REST API RIBEHETF Java B2 . Java Runtime Environment (JRE) $H487E REST APl RIBZ 461,

“rest-api image” %

MRHIE, EaSHRITREE/IIEREFENE. MRAERERET, WERRK REST APl k. ZHH, HERA®

/Q\E':] “no” 3.

[no] rest-api image diskO:/<package>

image - [EAlt X#F7E ASA L Z3E/EHE REST APl B ; RAtBE#x (FEAFIF ARR ASA IJ7ER] “disk0:” ) #1 REST API Bt
BEMNER.

23/ E 3 REST APl GBSk ASA ER.
WEESRTFERNERE X HH.

Al
MeRBIM TFTP AR &2 TR 3 REST API 46 :

copy tftp://<tftpserver>[asa-restapi-121-Ifbff-k8.SPA diskO:
rest-api image disk0:/asa-restapi-121-Ifbff-k8.SPA

S FFRIRELL
B/xER, KEH/ER

REST APl RIEZEZE B )b =50

o ERHTTP REFHETEERZEOLLE FimEsE:
http server enable
http 0.0.0.0 0.0.0.0 <mgmt interface nameif>

o FEASA LEERT APl ENFRSKER, fi:
route <management interface nameif> 0.0.0.0 0.0.0.0 <gwip> 1

o INRALIZINEE AERINE AAA R (5170 aaa authorization command <TACACS+_server>) , MizfR%E5E
LW RTEERA “enable_1” HEBREHLSHRHAR.

MRGSISNE B A {E A ASA HA#EEE (aaa authorization command LOCAL), N|FTE REST API AP i A7
AERESTH, HAFGESEABHBIRRS:

o EfRAKEIEK, VIAESNRES 3 HESHR.
o EFAMGETEXR, “REENRES 5 HESHR.
o EiFF PUT/POST/DELETE #&{E, WHRE&BEES 15.

10
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ASA ] REST API {18

“rest-api agent” %

E &L REST APl &~ I5 /58 REST APl RI2, i51E ] “rest-api agent” 4. 2 H REST API X182 , i5{E Btk a4 A9 “no”

i

[no] rest-api agent

agent - 7£ ASA /531 REST APl RIEi# 2,
WEEME: WREA HTTP IRE{A4EL REST API RIBEEE T1E.
4 REST API KE2/3 R, “/api” URL 7&K ASA HTTP BR&EEEE [ E] REST API KIE,

RO
B/zEx, KH/ER

“show rest-api agent” #%

“show rest-api agent” 4 E7~ REST APl RIBFIZHBDIRTS :

ciscoasa(config)# show rest-api agent
The REST API Agent is currently enabled

19

ciscoasa(config)# show rest-api agent
The REST API Agent is currently disabled

L& REST API REERY, “/api” URL &K% ASA HTTP fRE#1E4E, FiRE 404 KSR ADMAL

SFFRIRE
B/ZES, KE/ED

“show version” #p%

“show version” & HI%IH 54 REST APl RIBRIRR A :

ciscoasa (config)# show version
Cisco Adaptive Security Appliance Software Version 9.4 (1)

REST API Agent Version <version number>

1
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Z%HE

REST API (IR
“debug rest-api” #8< A% CLI &g 2 H REST APl RIBiAX Rz,

HiE AR, %2 S%AM REST API FEEFHFIEFE] REST API REN—&EE, NBAHELAXBE. Mg, REST API {1
BT TCP ¥ HE4 %% REST APl GATIFER, FAXEAESE CLI 2EHEIETR. 4 CLI EXHAK, SFEY%% “no
debug rest-api” #3& R, REST APl G&EFIFIEFSIBA REST API KEZASENHEIER.

debug rest-api [agent | cli | client | daemon | process | token-auth] {event, error}

agent - 5] REST API {212 {EHOIAIKE R

cli - Ea REST API CLI [F&5F#P#2F 2| REST APl KB BEMEIKER.
client - E =7 REST API & i1 REST APl RI2 2 & & IR IR E B
daemon - HE[a REST APl [F& 571427 2| REST API REBEHNEAKER.
process - 5 REST API {2531/ LB RIEIKER .

token-auth - 5 REST AP & A 5IELEREIKES

PRI
BI5EE, W/E

Show #r £ H% H

“debug rest-api agent is enabled” @ “debug rest-api agent is disabled”
“debug rest-api cli is enabled” & “debug rest-api cli is disabled”

“debug rest-api daemon is enabled” @ “debug rest-api daemon is disabled”
“debug rest-api http is enabled” B “debug rest-api http is disabled”

“debug rest-api process is enabled” = “debug rest-api process is disabled”

“debug rest-api token-auth is enabled” = “debug rest-api token-auth is disabled”

Z5HE

Z%HE #342001
334 B E A
REST API KEE K INEEI.
BHAZ S
7

12
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Z%HE

RERE&HS N :

%ASA-7-342001: REST API Agent started successfully.

BiRA:

£ REST APl ZFinRI AFRE ASA Z 8T, WM II/E30 REST APl K1,
ERURE:

b

ZGHE #342002
HARE R
REST APl RIB %M.
RUAZ A
3
FZERF&H SN
%ASA-3-342002: REST API Agent failed, reason: <reason>
<reason> REST APl RIZ& AR H
AA:

REST API CIEAJREH T &M ERTEBSSE fiR. Eh—1EERBER REST APl KEFZHNREARE. H— 1M EEAER
FER/ZF REST APl REEHR)H B 1EH KMo

EIUBRE:
EEANEIXER ( “norest-apiagent” ) , AEEA “rest-api agent” EF/F A REST API I8,

A4 HE #342003
HIRE /R
REST APl RIEE KM H EAZEFBFNAIBEH.
RUAZ A
3
FZAFmSIEN
%ASA-3-342003: REST API Agent failure notification received. Agent will be restarted automatically.
EEA
REST API RIEEE XM, FHEZKEHEILAE.
BERLE:
b

ZHE #342004
AR/ R E IR
REST APl REBEH S Z BNATERIIER.

13
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Z%HE

RRIAR A :
3
RERARRSHEN:

%ASA-3-342004: Failed to automatically restart the REST API Agent after five unsuccessful attempts. Use the 'no
rest-api agent' and 'rest-api agent' commands to manually restart the Agent.

PihA:
REST APl KB EZ X ZX MR L EEF.
BB E:

BRAFZHE %ASA-3-342002 (IRIZF) UBERMERE. ZiXZEA ( “no rest-api agent” ) , AREAEFH/EH REST
API KIHE ( “rest-apiagent” ) o

Z4tHE #342005
IR E R
REST APl BREE MIIR -
BIAZ 7 :
7
ARG AERESEN:
%ASA-7-342005: REST API image has been installed successfully.
EEA
WM RS REST API B2 J5 71 BE/E 5 REST API 3
BURE:
¥

RS HE #342006
IR E /R
Tk &% REST AP B 5.
RUAZ A
3
ARG HERSEN:
%ASA-3-342006: Failed to install REST API image, reason: <reason>
<reason> REST APl RIEEZ R RMHIER -
-
REST APl MERIBES EIL T REM A E R
MRARERY | MERIERY | RABMEXY | REZETR | RERK
BURE:
EHERMEELMERHFZRER “rest-api image <image>" EFLEME.

14
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INE AR

R4 HE #342007
L ER /IR B 1R
REST API & 2 B ThEIE
RRINGR 5 -
7
ARG HEHSTE:
%ASA-7-342007: REST API image has been uninstalled successfully.
BEA:
W THEIELIRR) REST APl BU& Z J5 7 BE R FTHIMR
BERE:
I

R HE #342008
334 B B E A
Tk DS REST APl B %
BHAZ S
3

ARG REHESTE:
%ASA-3-342008: Failed to uninstall REST APl image, reason: <reason>.
AA:
REST API B AT RES B A T IR E M T ik ED 2k -
HELM | E/5 /8 REST K
BERLE:
0% REST API RE&ZHT, EIRRNVEEMA REST IE.

B LA I

MR FALIE REST APl iR R M AMTEE S, WAESKMIEIFRZ arGEH EEHMEE REST API RIE.

S HFHT ASA Thgk

AAA
AAA AP ST EHISIE . NI SAIRAT AAA 13X THEE
AR AAA RS BRAFIEI.

15
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TR ASA IhEE

=L Evana
api/aaa/authentication
Fit & W 28 S50 o
PRI :

YT &HF A" (LOCAL) BRs==4.

=D
api/aaa/authorization
Bt & M EZR -

ER: IR AAA BRI E AE AR AAA BREEE ({5150 aaa authorization command <TACACS+_server>) , REST LI
BEKRIZ AAARESR LV AGFEERZA “enable 1" BEFZEGLSHIRNAR. BXFAER, HSH (EE ASA
REST API [%#A [ 7#557) W “/2FAFIELE REST API 38" —35.

ALAR
api/aaa/commandprivileges
AL E A A AR K B o
PR & :
TEH

B
lapi/access
{E Aifa API B E B R ANE ARG AEE X TR A .

fEF REST API, &AL GET (3%4%) A AN . AfEZEOMFEEIBE—DARMUEN, RESBHEIRTEH. B
i, SMBREE—NIHRANE, BEMERITEE, RS FFERT R .

{EF REST API, &R GET (3%%) /POST (%&%5) /PUT (3#xX) /PATCH (&%) /DELETE (Mik&) iFiEMMl. i5iE URI 2
BREOMAESEN, FEE—1MER URI IR Jaccess.

AR MREZECESIA-AHSIBESHROTEEHMN, XLERZSHELACEEE. BHER, BEEECIZTES
M Z BT BT A L ERRS TR

PR -
FBR#EI; Z¥FE5 ASDM R FAHHREAIThEE

g RmE
{E Rk API 7£ ASA RENELE: [api/backup
{E Itk API k& ASA FRIELE : [api/restore
PRI
&M

16
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ZFFHT ASA ThRE

IFHEE
lapi/certificate
It APl BFERFIEEZAX . FHHEFF CAIEHR.
PR il -
&M

DHCP
lapi/dhcp
I APl B FER & DHCP % P is#1 DHCP Hi4k.

BRI :
FEERRKX T AHEF DHCP gk,

DNS
Japi/dns
Itk APl FiFELE DNS.

BRI
RiEF

ESERIIE:S

lapi/failover
PR :
TiEA

[

BAE AP TATFRESEOEXNEE. 9 3EEYIERED (Japilinterfaces/physical). VLAN #[1 (/apifinterfaces/vian).
i%0-1#iE# O (Japilinterfaces/portchannel). 7430 (/api/interfaces/redundant). M2 0 (BVI) (/apilinterfaces/bvi)
(FEEP#EA TR A) feFEOIRE (Japifinterfaces/setup).

BRI :
RNEH

IP B 1%
Japi/firewall/ipaudit
PR :

RiEH

17
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ZFFHT ASA ThRE

VFA]

KAV R IEFAEUE 55 2 1 AT Ik
apillicensing/activation
XL AP AT EEMREEETEHNIFIE. AASFIEET GET AR, EMBEFAIE—#,
PR 5l :
EENHEFANERE Z W AFINERNMEL ASA; a0, RIMTHIFANE, W& ER/EBFIIE.

HEZIFRTIE
api/licensing/shared
XL AP ATFXHEEXRZFAORE, EREFAHEBRESREZTFANE, WHIENMIFRLHERE Y.
PR :
AiEA
B BEVFRTIE
api/licensing/smart
It APl BFEEERFINEREEZHES EHEN.

E2, BMESH ID £, 2 api/licensing/smart/asav/register § POST iRt &R ERFE 201 (BI1) - ASAv 78 & TR F
4 ID; ERBUFANERS BHITRIL. BE, 7£ ASAv #3458 ID 5, WFANERSZAANEZGILERRSH.

RS-
TER
SIR

A HERS R

api/logging/syslogserver
Itk API FiF X #F 7% B ERRS 2K CRUD ##1E.
PR :
&R

AEHSRSRIKE
lapi/logging/syslogserversettings

It APl BFXHAZASREFNERIRE, SREEERTICRIIIFERSEBE/RSHFXANLIF TCP HFIER.
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ZFFHT ASA ThRE

PR :
RNEH

AREESERER
lapi/logging/syslogconfig
Itk APl BFXHFERERZASHENFARGER, EREANNER/ZERER.
PR :
RER

AGEHEHERRE
lapi/logging/syslogconfigsettings
It APl BFXHFREZZBTHEMIRE, flim, &3 EMBLEM #:80iz# ID
PR :
RER

NetFlow Bt &
/api/logging/netflow
1t API F3F 34 Netflow Bt B CRUD #21E.
PR & :
TEH
Netflow WERIEZE
Itk API 3T 3% Netflow W& 28i% BRI CRUD #1E.
PR :
RLHEHE Netflow HIBR S SN

=18 (0]

— R EE )
api/mgmtaccess
It API HFERE S telnet. SSH #1 HTTPS (ASDM) B %K) ASA iiiali% & .
PRI :
&M

19
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ZFFHT ASA ThRE

EHE

Japi/mgmtaccess/hosts

A3t AT telnet. SSH 1 HTTPS (ASDM) & #0918 8] £4131T CRUD #1E.
PR :

REH

IEe

lapi/monitoring/

XL AP AJ FHREUZITIRM . 14E6EFD REST API KBRS ITHER .

EZBEEEAT, ERBUEEES (BRARLESR) MKEZESLITER, BMM—1&%F “context” SHMEA:
https://<asa_admin_context ip>/api/c|i?context=<context_name> o MBREMIZIFE KRB ARIZEIEE “context” TS H, N REST

APl RESEZXBITHREBMRES. M TNEZRKB=HATANRE (i, CPU #HEER) , BREEEDHERLBSE. L
YW ERBEEES.

PRSI :

TiEA

ZIE=ET

SEERKX TR FIAE A CLI &84T APl & SHI6IF APl Falas, AT, B Ti@3T CLI a4 #1788 API LL4M, REST API
AEXHEHEZESEATEE ASA.

=

BRI :
REST APl (s S XERGIERHAI Ao H ASA NBEFREA TR ZEREXM Y, MEHE3 REST API KB, RZIFA.

AN ESEES#EA T/EA REST APl £, REST APl 18 CLI R EEFELIBEH.

MEEAS RS ML, WAL HEM REST APl &84S 251, EEEY
https://<asa_admin_context_ip>/api/tokenservices 35 S HIIFL &

IR, AEERRRUNCEETATRE/ SREMEMER.

H A CLI %< HiTEE API AT AT HEMESREN
https://<asa_admin_context_ip>/api/cli?context=<context_name>. ME “context” FHSHAGEE, MiEKREH
EREERER.

MRELREEKRPAEE “context” EiIS 4, Nl REST API RELZKXBITHEBRES. ¥ TREZLEBESHIH
BEIR (flg, CPUMEER) , FREBERMIRAFER. HEASCSREMIEERER.

20



ASA REST API v1.3.2 {1/t

ZFFHT ASA ThRE

NTP

lapi/devicesetup/ntp/

PR -
REH

NAT

Japi/nat

NAT API 3#F TwiceNAT (11 F7AF 31 NAT) F1 ObjectNAT (tF74 AutoNAT) . 4~ NAT K EEHFHE— URI. 52X Before
AutoNAT #1 After AutoNAT (BEIFIERIET) -

APl 18 & FFE & InterfacePAT. DynamicPAT (&%) #1 PAT Pool HIE .

AEFER—FIRPERTE NAT & (Twice #1 Auto) -

ObjectNAT (AutoNAT)

BRI :

AR EHE NAT ANRBMET R ZAMAMETREIEII SR NAT, Rt g e EHE R ME TR

TwiceNAT (Fz7 NAT)
Before NAT #1 After NAT B EANFIR, FEAANEEZBR URI. AXiF1G Before NAT M EHE| After NAT #ill, R~

"

POEH

lapi/objects/

MR EEEANEEA M. AT ASA Bl EHE LFME AN SRAEPE IP ik, BRS. BFr%E. REST APl AU T AR
X SRIR M THF

¥ B ACL. 5 MM, ELIRENTNE—/ ACE RS EIEY B ACL, EMIER&/E—1 ACE B S#ER¥ & ACL.
AR FAF A
P 2% 3 2 FAXF S 4H o

MkRE (BEMEXMMERS) FiRSEE. TEEESMBRIUE LIRS R ENTR AT S PIFIRETE EXAR S5
& IR IR S R EE

ENRZE.
REWMKRH.
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ZFFHT ASA ThRE

o HfESEE-

e APNKR.
5 ASDM %4\, REST API 45 7E3718). NAT FAAR 55 S RE 0 0] o {8 F py Bk 2t S F3d SR 4
PRI
REFAAR

ARG L)
lapi/firewall/timeouts
XL APl TR E £ /U FISIE B
PR :
RER

5

lapi/routing/static
B AT 2 RESHH.
PRI :

&R

AR 55 EUR

lapi/servicepolicy/
REST API Z# A Tl

DCERPC
DNS over UDP
ESMTP
FTP

GTP
HTTP
ICMP
ICMP $#i%
IP ETT
NetBIOS
RTSP

SIP

SNMP
SQL*Net

{EABIRBIZTIR URI SHFIEN RAKFE R o
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455 API

PR :
RNEH

TLS
lapi/ firewall/tisproxy/
It APl TEE TLS (3.
PRI :
TER

VPN
lapi/vpn/
£ REST API FR{Y 3z il m b = VPN BLE o S2HF IPv4 1 IPv6. ASzHFuf m Bk = VPN 112,
PR & :
S FF R B B E . AZHFIMTE ASDM & F AIEH EE,

457% API

Bulk API
AFERL, I AP HESERAREEENS S POST. PUT. PATCH # DELETE &R $4AZE|—4 HTTP POST @M. X&ELk
FRHITREKRAMESRZANRIE, FAREGHZEDPHANINFLEESHNENEK. BRETE, #HBERKNATER AR
FEREFMN: MREASHEMBERRY, WENOHSEER, AR ASA BEEMHEMER.
BER AN AAERE ST :
POST URL: /api

ERaHENX: [} {4, 3 .1 EPED JSON HER—MRIER KR!

{
method:<HTTP_ REQUEST METHOD FOR RESOURCE >,
resourceUri:<RESOURCE URI>,
data:<POST CONTENT FOR THIS URI IF APPLICABLE>
}

23
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%k AP
7= ES T Y :
method FHE ¥ “GET” . “POST” . “DELETE” . “PATCH” @M.

resourceUri |F#5 & B URI, IR HHIEK.

data PHE  EARKEREN JSON 818, MBHMEHIER. WF “DELETE" Hik, XRELEM.
HIE KRz AE= A

{

entryMessages: [{}, {}, ...1,

commonMessages: []

}

entryMessages 22— P HEE, FOMrHFHE— M HIEKREE.

1B A CLI fp %1728 AP
W45k API AT{E FREITE B 1T CLI <304 CLI B /EA APl IHRZ 2o
POST URL: [api/cli

BERAHAIEN
{
"commands": ["command-1", "command-2",.., "command-n"]
}
M Rz A& = -
{
"response": ["command-1 response", "command-2 response",..,

"command-n response"]

}

BR 71

# CLI BEPAZFAKG S, FEREKGSHIHNENEREE, AFE—NERRE. FAlt, MREH CLI BELEEK
e, WATRESIRE—MERIATINL, EEWIRE B I,
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455 API

S SR IIE API

REST APl &P imEE(T “/api/tokenservices” k3% POST 15k, AEAGHEIIRLFESAFLER, NMAZARPKE L.
2 Ja, REST APl B P Al LEEIBE /G & 4R REST API B AR “X-Auth-Token” &KL ERAL LS. iz "B ¥—E
B%, EZ| “DELETE /api/tokenservices/<token>" &K {EREAGNIIERLFHALEEERNMEZSHMEAY, EEES
15 BT

POST URL: /api/tokenservices

BROAHAT. BERSGMNEIERLANEERAER.

MRz AT REAN TS :
BEE HTTP R
AAA TGIE R /R RR S A FE 401 Unauthorized
BHIEIER I 204 No Content + X-Auth-Token <token id> (header)

TEMRAKRBAR Z/EH, RETMEMTEERERK. 400 Bad Request

REHRAXSEHE. 503 Service unavailable

AR BITBRERNEXRSEHNEA 25,

EMBr<S b, i51E URL: /api/tokenservices/<token> & Hi DELETE &K

BERABAT. BEXGNEIERINEEAAER.

Mg AT REZAT :
EH HTTP RZSHKAD
AAA IETERI/ TR L R 401 Unauthorized
Mo 204 No Content

TENRFKB AR &/Z0E, SEETEtEEERE 400 Bad Request.
KMo

o« HABEZRLGHE 605004 F1 605005 FAF /MRS hEo

o HWAZRLHAE 109033 AFHMWIEREFERET “Fi)” WBHAFE "FTEIH" HWER.

o HIGE| REST API iEKES, EARERER “X-Auth-Token” 3k; WHEEE, NEZELMEIEASHIIE.
o  LHEMIIEARTE Oauth 2.0 RFC 6749 M5E,

o  EMMSHHIEEREME ASA RER, HEEEMERENSEHTELSER. #1522, NREMEHRE
MAEEHEDHR, REEFTREEN, WEZEFHITRMNRIL.

o WTFZERRE, BUEEBRNCHE, RETLEZSEATEEREMEMESR.
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REST API 7E£ 3044

5R1F API

REST API i i3t ASA BLEFTMERASHAGEERHEES; BHENR, AEZERS R EESTHEE . It "SR
= API” A AFHEENETHRERFEEIRE.

POST URL: /api/commands/writemem

BRABAT.

REST API 74k 3 #4

ELXXERE ( “Doc-Ul” ) AP REMIIESESERAR APl XHEFPHFTEERAEGHE—E. Doc-Ul AU TEMF
22547 Chrome (HBTERZA) . Firefox (HBIAMZA) . Internet Explorer 9+. Safari 5.1+. Opera (ZEIARA) o [BARZA
A[BESIEEIEST, {E Internet Explorer 8 B THAALREEEIEITo

W fEF REST APl XIBAEEi510) Doc-Ul; AIM https://<asa management interface ip>/doc/ 38 Doc-Ul ((fX,
ZiAa Doc-Ul, KEH “/7 BARAID) o

R HiAAth REST API U TUEEY, BRI XLTIEN ASA ZEFEER, FEBSEES Web LEFEKE
L jQuery #A JSON X#. HAM—{IER https://cdnjs.cloudflare.como

B8R, HiBX ASA }H/5F FirePOWER fREET, MIREET “Z7: &iTR" (Categories: ad portal) FEIEITEES,
)t 235 R AT RE 4 FirePOWER 8 3fHIE . EEGEX cloudflare MubHIFALE, FEIE—D R AU M s i sl
M, FEERAESSHELE THEIAT NASEMENZ k.

BRUTHEBR M /Web B2, #EERE URL SiES N AESMmERL, §55
http://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefi
re-00.html#anc9.

R A ZERY
AT M Doc-Ul &g =fERIHIA, NSl REST APl #2{EE Zhik: Javascript. Python #1 Perl.

& AR AR W &

JavaScript BIZAEE L% Node.js, A M http://nodejs.org/ T#. Node.js itEt&E B S1THIZ (fli0 Python & Perl) —
HEE B E AR RRE R JavaScript M. ABEERRENRE, REEANTHLEITENBZA:

node script.js

Python BIZAZE K &% 4E Python, AJ7E https://www.python.org/ #%|. &3 Python f&§, BIA{E R Ta<IZ TIRAIBIZA

python script.py <username> <password>
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REST API 7E4; 30

Perl IAZERLGIMNIRE. BFELNAM: Perl ZFFMA Perl E:

Perl, AJ#E http://www.perl.org/ % ZI

Bundle::CPAN, AJ#E http://search.cpan.org/~andk/Bundle-CPAN-1.861/CPAN.pm %%

REST::Client, AJZE http://search.cpan.org/~mcrawfor/REST-Client-88/lib/REST/Client.pm #

MIME::Base64, {iF http://perldoc.perl.org/MIME/Base64.html

JSON, AJ#E http://search.cpan.org/~makamaka/JSON-2.90/lib/JSON.pm #Z|

T2 Macintosh B9—4 Perl R3ER{):

Boot strapping for MAC:

$ sudo perl -MCPAN e shell
cpan> install Bundle::CPAN
cpan> install REST::Client
cpan> install MIME: :Base64
cpan> install JSON

EREGITUE, AR TSI

perl script.pl <username> <password>

27



http://www.perl.org/
http://search.cpan.org/%7Eandk/Bundle-CPAN-1.861/CPAN.pm
http://search.cpan.org/%7Emcrawfor/REST-Client-88/lib/REST/Client.pm
http://perldoc.perl.org/MIME/Base64.html
http://search.cpan.org/%7Emakamaka/JSON-2.90/lib/JSON.pm

ASA REST API v1.3.2 {1/t

ERER

EERER

EFMPEXFRARMELMBEN, BAZTEM. FAFMHEER. FEMEVERTE, ERNAARRMRE
AR RAIIER. AP L FUKEE AR SR RE.

B = A R A AT AN PRIEB RERE = R — B IRMMNE R B hiRMt, BMMAH—T. MRELEEREREFIHAREAR,
F 5 BRMCRIK R UIRELE A

BRBTRBE TCP k42 I K FEZ RN K (UCB) FREI—MEFHIZR, =& UCB K UNIX #R{ERFE N SRR A K —3D
7o REMANF. MAE © 1981, MMNKFEER.

TREZFMAREEH T HEMER, REXLEMEFNPIE XA GIRGRE “F" RABMAFIEFARK. TRAL
RV EAAEMARTHETHER, 81 (BRRET) SMHFEAEREHEE. EMAE. FENEURERRS . ERSELR
BIFAITARIE R

EEABRAT, MHEMEE. 5% ERZERBRIOTIR, BF (BARRT) BERSITEERRFHNSBRIEAFEHR
RYBEHREASHIR, BREREMANERAAR, BMEDHREMNRE DR FEIRIFHI AT BE B A FISN

A E AR EM BB MY (1P) it FNEE 3 S A0 AR SERR i AR 1E S0 AP EHEMTS. G<TETRE . W%
INEMEAER MR EZ A, AR ER AR RNETES P iItSBIESHgRELE, HFIFAEER.

FrB$TENBIAFAER#E N AEIRRA, ML RBELBRARARITRAR.
BRELIKIZEH 200 4 HEL. www.cisco.com/go/offices F5|H & MBI, BIEFIEE.

R AR
BRAEREMEERA/HEEMERDEXEMEMER X AOERSENER. EEFERBERNIIR, BEL URL:
www.cisco.com/go/trademarks. XHRK&HE=FARAEBRFEENMT. "SEKE" —RANERFAEREBHE

MEM AT Z BEESEXEXFR. (1110R)

© 2014-2015 BREREZ AT A
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